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Foreword

This document synthesizes the results of the reseaade on the European security
market. It deals with questions of interest regagdhe provision of security goods and
services for protecting society from terrorism anrdanised crime. It explores issues
such as market revenues, demand and supply, irdustapabilities, technology,
research and development, innovation, businessegies, competition as well as
market structure, agents’ conduct and economi®p®ence.

The research has been based upon desk analysiefsource information related to
the security market. Economic theory and criticallgsis has been applied to
understand the gathered information, derive knogdegoint out key issues and assess
trends and drivers that will likely shape the sesttuture.

The study is the outcome of the working package bemb included in the research
project A new Agenda for European Security EcononflE§SECON). This project

with code number 218195 has been financed by thhepgean Commission within the
7" European Research Framework Programme. The taskdes performed by the
company ISDEFE according to the scope and work giscribed in the EUSECON
proposal.

The author wishes to express his appreciationltthalindividuals that have provided
input and valuable comments to this study, inclgdainonymous referees. Any flaws or
omissions contained in this document are solelydkponsibility of the author.
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[. INTRODUCTION

Security is a fundamentglood without which societies can hardly prosper andgn;j
freedont. Investment in security affords relevant bendfigsmeans of the prevention
and reduction of damage to life and property artmktéer resilience to quickly recover
from a security incident. This investment also disies the likelihood that the incident
spills over into other areas and ends up disruptig functions in a society strongly
interdependent. An adequate investment in this endwnces the citizens’ confidence
and the general welfare of society. Yet, bene#aped from security are somewhat
intangible and not easy to measure, because theseomgs from prevented (and
avoided) security breaches cannot be directly eesersince such breaches never
occurred.

Security can be improved through the provision pécsalised services, such as cash
and valuables transport, as well as material meartd) as large intelligence databases
or personal protective equipment. These goods arices can contribute to reduce the
vulnerability of society to terrorism and organisgane and mitigate the consequences
of an attack. The collection of economic agents pnaduce these goods and services is
what is known as the security industry.

The most appropriate measure of success in thisoetic sector is the ability to find
and offer affordable solutions to security issuest improve the citizens’ feeling of
confidence. Whilst security enhancing measures \aveatail a sort of societal burden,
returns are also provided through the creation abs,) industrial capabilities,
shareholders’ profits and innovations applicabletimer economic sectors. In short, this
type of spending has a positive effect on the dverdustrial and technological base of
society, contributing to economic wealth in thedanan.

The security industry has a long history, but #rearist attacks during the first decade
of this century, technological advances and a gpcire sensible to security issues
have stimulated the growth of this market. Thisiemment has also awakened the
interest of having a better knowledge of this eenioo sector. However, studies
regarding this industry do not abound and infororatconcerning economic data,
market conditions, industrial capabilities, struetwf the industry, conduct of agents,
and performance is often scarce or absent. Heoog action to reduce this knowledge
gap seems to be desirable.

OBJECTIVEOF THESURVEY

The present survey aims at increasing the knowledgéable on this market. It has
been the result of two years research based arotleetion of available information, its
analysis, evaluation and fusion in order to raisdeustanding and develop knowledge.
The study has taken a comprehensive approach aduydbke different customers and
suppliers and other agents as well as the mairrisegoods and services provided. The
research has been financed by the European Coromisgithin the ¥ European

! Article 3 of the Universal Declaration of HumangRis says:Everyone has the right to life, liberty

and security of person
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Research Framework Programme under the researgecp® new Agenda for
European Security EconomiE®JSECON (reference number 218195).

SCOPEOF THESURVEY

Before starting the analysis, it seems worthwtoledt the scope and the boundaries of
the survey in order to determine which undertakisigsuld be included or excluded
from the research. For such a purpose, a defindfdhe sector would be helpful.

Definition of the sector

Research carried out on the available literatuentba common accepted definition of
the security sector has been unsuccessful. Orityp@ definition of security economics
Brucket al.(2009: 8) has been encountered. It states:

‘Security economics is understood as those adwitiffected by, preventing, dealing
with and mitigating insecurity including terrorisnm the economy’.

This definition has been used to further develgagmatic, objective and somewhat
comprehensive definition of the industry.

The security industry is understood as the industiat supplies the products and
services specifically used by the human being &pae, prevent, protect, respond,
reduce, palliate and deal with the threats and egpugences that undesired events have
on our society. These consequences may be sumdharisgms of damage to people’s
life, health, property or other assets, includingprmation.

The first part of the definition identifies the gisand services required in activities
aimed at diminishing risk, and in case it matesigdi, mitigate its consequences. No
explicit distinction is made on the beneficiarieg)ce it may be the citizen, a social
group, or even society as a whole. The main effettsecurity incidents are briefly

summarised making an explicit reference to inforamatsince it may be a potential

target of cybercrime.

The most important but also problematic part of dieéinition is the termundesired
events These events can be distinguished by uncertaamtgt their ability to create fear
or insecurity on human beings with regard to welfiass. Whilst this feeling is to some
extent subjective and may be caused by many evanise events are feared more than
others. Interviews may aid to highlight these ddfe perceptions as can be seen in
figure 1.
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Internationalterrorism
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Nuclear accident
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Figure 1. What do European Union citizens fear?
Source: Eurobarometre, Sondage no. 58.1 Oct./Nov0@2.

Based on the above figure, five main sources odansty can be identified: armed
conflicts, terrorism, organised crime, diseasegipancs, and natural or man-made
disasters. As can be seen, the two most relevamte® are terrorism and organised
crime. The industry related to these two sourcédargely common since most products
and services apply to both needs. Commonalitiesatse shared with the defence
industry, but differences also exist in terms aftomers, products, and technologies.

This survey will focus on the industry that addessthreats associated with terrorism
and organized crime. The reason behind this appr@aon the one hand that it faces
the most relevant sources of insecurity, and orother hand that it is an industry with
its own idiosyncrasy that has not been surveyett Wie same depth as the defence
industry (see for example Gansler 1980, Markus&9 13 Hartley 2007). This does not
mean, evidently, that the analysis of the industnehich confront other kind of
insecurities may not also deserve economic stakigsto the present one.

Terrorism can be defined as the premeditated us¢hr@at to use violence b
individuals or subnational groups in order to oftai political or social objectiv
through the intimidation of a large audience beydimak of the immediate victims
Incidents that have no specific political or so@hjective shall be deemed as crimipal
rather than terrorist acts (Enders and Sandle6:300

VT <

Terrorist actions are commonly aimed at casuatiig-and newsworthy targets as for
example official sites like embassies or militangtallations, critical infrastructures,
symbols and historical attractions like prominemmments and iconic buildings, high
ranking public officers like diplomats or judgesidacrowded spots like public places,
entertainment complexes, shopping malls or tratattons.

The term organized crime usually refers to largdesand complex criminal activities
carried out by tightly or loosely organized asstioigs and aimed at the establishment,
supply and exploitation of illegal markets at tk@ense of society. Such operations jare
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generally carried out with a ruthless disregardhef law, and often involve offences
against the person, including threats, intimidatiamd physical violence (United
Nations, 1990:5)

Unlawful activities of organised crime include smligg; fraud and theft; dru
trafficking; counterfeiting of documents, currenayd commodities; financial crime
illegal immigration and human beings traffickingdikapping and extortion. Sing
terrorism cannot openly collect taxes, often ihtuto criminal actions for funding their
activities like the ones mentioned before (Euro@6I09: 6). Such common behavigur
enforces the argument to analyse jointly both sssiaf insecurity. Terrorism or crime
can be considered transnational when they involeeenthan one country through| a
variety of possible connections such as perpesatovictims.

_.(.D-(/?Lu

What seems to mark out organised criminal actifityn ordinary crime is the high
level of entrepreneurial skill that is applied te operations that often includes the
suppression of rival gangs (Schelling, 1971). Nbekiss, a clear-cut distinction
between organised and ordinary crime is often asy ¢o trace.

Box 1. Definition of terrorism and organised crimé
Main products and services

There is a plethora of policies and instrument®rtadicate terrorism and organized
crime. Some try to abate them addressing their caoise$ —being they economic,
political or social— offering opportunities and @mtives to these organizations and their
members to change preferences and abandon illeg@itias. For example,
communications strategies are used for challentfingdeologies (battle of ideas) that
extremists believe justify the use of violence. c8irstate failure, disintegration and
internal conflicts in foreign countries could raigbreats to European security,
diplomacy combined with the adequate incentives sarttions (e.g. against terrorist
harbouring states) is another key instrument taicedthe threat of terrorism and
organised crine

Yet these (soft) policies to forestall threats befthey become critical are only effective
in the long term and may not be able to defeas@lirces of terrorism and organised
crime. Therefore more direct measures may be reduiwhich demand capabilities
(NRC, 2002:27) that can be grouped in the follonongs.

« Intelligence and surveillancés an essential capability since these organisatio
operate in a concealed way. They involve technekdo: (a) gather information of
members, assets and behaviours; (b) monitor siidsaseas; (c) detect concealed
weapons and operations’ plans, and (d) to mainkesrprofiles, databases and systems
to exploit such information once collected.

The EU provides a definition of a terrorist actfire ‘Guidelines for a common approach to the fight
against terrorism’dated 26 of March 2003, partially declassified @nof February 2008. See also a
wide discussion of both terms in Engerer (2008).

For a comprehensive analysis of root causes afrtem see Davis and Cragin (2009).

See COM(2003) 313 final on European programmefigtt poverty and inequality, to support

democratisation and respect of human rights amapoove governance throughout the world.
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* Preventionis aimed at disrupting their operational and logishain cutting off their
access to money, weapons, knowledge, technologisstructure§ and other
resources; preventing the recruit of new memberting their attack plans (e.g.
jamming radio-detonators), or hindering their moeaiby means of checkpoints in
transport networks

* Protection / denials needed should detection and prevention fathdans hardening
the target so that destruction or disruption becomere difficult such as reinforced
building structure, blast-resistant containers,urethnt systems and so on. It may
include precautionary measures such as the depltyohenanned guarding.

* Interdiction or crisis managemergeeks to detect and forestall an imminent attgck b
identifying and neutralizing perpetrators, and prdging them from bringing their
violent operation to fruition such as the deactoatof an improvised explosive
device (IED).

* Response and recoveaso calledconsequence managemeaneans containing and
limiting the damage level and the number of cagslh the aftermath of an attack by
organizing emergency responses, public health messand restoring critical
functions increasing in such way resiliehce

« Attribution refers to the ability to identify the perpetratofsan action carried out and
it is essential to select the adequate responseclitdes forensic science and other
investigative and identification techniques to &salterrorist and criminal means,
track and apprehend suspects, and support the arrésprosecution of individuals
responsible of the illegal action.

In addition, we shall consider another area that wi# name preparednesshan
involves all the planning, organising and trainipgpcesses needed to meet said
capabilities.

These capabilities are mainly focused on raisirggdbst and reducing the benefits of
terrorism and organised crime actiin§hey support active measures to abate the
source of threat, aimed at stifling the operatiocapabilities of terrorist and crime
organisations, as well as protective or defensivasures aimed at strengthening
potential targets, thereby increasing the diffiguitt striking them with success (Enders
and Sandler, 2006:85). As will be illustrated, seeurity industry mainly concentrates
on providing goods and services for the second typeeasures.

This may be composed of training camps, commuinicatetworks, safe houses or havens (even for
financial assets).

The detection and disruption of the flow of peisamd illegal goods within terrorism and organised
crime networks may help to unveil and neutraliseséh groups. Port, airports, and stations are
excellent places to spot, in particular when theyallocated at borders, since these organisations
increasingly becoming trans-national (Europol, 20#09).

Resilience can be defined as the system’s altdityecover after failure. It is measured by theetim
until a backup system starts functioning, the timgil the full capacity is restored and sustainable
and the time to clear all backlogs.

Large penalties and fines for those committinghsactions is a fundamental way to raise such cost
(Becker, 1968).
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This survey uses a broad definition of the termustid/ considering all the agents
involved in the value chain of security goods amedvises. It encompass industrial
activities related to research, design, developmgmbduction, assembly, test,

evaluation, supply, maintenance, upgrading, logistupport, human services and
project management. The provision of these goodailera large supply chain of

subsystems and components, some of them proce&dimgother economic sectors.

That means, on the one hand, that a relevant patieoproduct value is generated
outside what is considered here the security seatad on the other hand that many
suppliers to this industry operate also in othemenic sectors.

Organisations in charge of security require a lasge of products and services for
sustaining their dairy operations as for examptghohg, food, fuel, office equipment,
computers, furniture, and motor cars; or servides tatering, cleaning, construction,
consultancy, legal advice, telecommunicationsning and transport. This survey will
not focus on these widely demanded goods and ssrwehich do not show relevant
differences when they are bought by security olggions, but in those which exhibit
specific features for underpinning security operati although this distinction, in
practice, may easily blur.

Fuzzy boundaries

Even narrowing the scope of this industry, theidlifty to set clear boundaries still
remains and is a source of controversy. This iscts®e of the industry related to the
restoration and recovery of the situation to preréevels. This task involves long
term activities that do not differ essentially fromutine activities of maintenance,
repair, reconstruction or upgrade. Hence, a coiters needed to set the scope, being a
reasonable principle to consider only the indusétated to the emergency activities
performed in the aftermath of a security incident.

Similar troubles appear when a distinction of piidwand services related to organised
and ordinary crime is attempted. Since operatinthous and countermeasures are alike
—organised crime being perhaps more sophisticatddaager— a real distinction cannot

be settled and so it seems reasonable to cons$idandustry that faces both types of

illegal activities as unique.

Often suppliers are specialised divisions of firmbpse business is not only focused on
security, being frequently this market not the msiirce of revenues. In such cases,
these companies shall be considered part of thariseanarket as long as they
manufacture products and services used to cope taitbrism and organised crime.
Companies that only provide some subsystems angaoents that cannot operate
autonomously should be in principle consideredidatthis sector. Yet, in certain cases
attention should be paid when said companies peok&y specific components with
few applications in other markets.

Diseases and pandemics are other major life risisare confronted with the support of
the health industry. This industry is related todesm and organised crime since it
provides essential support to avoid and restoredanyage on health and life. Products
and services provided by this industry do not mdiskeliffer from those aimed at
protecting the population against injuries, illressr pandemics caused by hazard. This
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industry should be considered outside this sector. Nottétiting the analysis of its
capabilities to defeat attacks against public healich as a chemical or biological one,
is of interest from a security point of view.

The industry related to natural disasters —sudhtoasls, storms, droughts, earthquakes,
forest fires— or man-made disasters —such as témjinal or industrial accidents—,

usually known as the safety industry, addressegytivels and services to respond to
hazards that cause damage without purposeful adtbrist many goods and services
for mitigating damages are also shared with thassdun the case of a terrorist or
criminal action, the preventive means are of a \different nature as for example

weather forecasting systems, forest fire detectsystems, real-time water-level

measurement in rivers and watersheds to pre-warftoodfling, safe design to avoid

human operator mistakes and so on).

The EU visiorl® and the Department of Homeland Security (Bush2P6@ake an all-
hazard approach when security issues are at sthkesuggests that the analysis of the
sector in order to be comprehensive should adda#iskind of threats and risks.
However, the differences in technologies, produatsl services —and therefore
industrial capabilities— and the variety of custosnein addition to law enforcement,
health, civil protection and environmental protentagencies shall be considered- raise
doubts about the convenience and appropriatenesscbfa broad approach. The study
will consequently focus on a narrower field, yee theader will be warned when
products and services neatly address both areas.

The difficulty in distinguishing between internacsirity, mainly related to the fight
against terrorism and organised crime, and extey@alrity, mainly related to defence
activities, poses additional challenges in quatifysuppliers to both industrial sectors.
In effect, these groups may be powerful enoughatgersmall armies, and their attacks
can take a form similar to that of insurgency angbrglla using weapons such as
mortars, RPG guns, MANPADS (Man Portable Air Defei8ystem) or even CBRNE
(Chemical, Biological, Radiological, Nuclear and piosive) devices. Additionally,
terrorists could also act as proxy of certain statemay have foreign training camps
and logistics bases. Countering such organisatioag require joint actions of law
enforcement units and armed forfesuch as air or space surveillance, hostage
recovery, maritime counter-terrorism, fight agaipsticy and smuggling in high seas,
bomb disposal, renegade aircraft interception, spetial operations for the persecution

°® A detailed analysis of this economic sector carfdomd in A.J. Curley Editor (2000). Handbook of

Health Economics.
10 See COM (2006) 786, Directive 2008/114/EC or thénition of security established in January 2005
by the European Committee for Standardisation asteetion and Security of the Citizen (CEN
BT/WG 161). The definition statesSécurity is the condition (perceived or confirmeaf) an
individual, a community, and organisation, a sogidhstitution, a state, and their assets (such as
goods, infrastructure), to be protected againstgamor threats such as criminal activity, terrorism
or other deliberate or hostile acts, disasters (mat and man-madé)Dr. Alois J. Sieber (Institute
for the Protection and Security of the Citizen S@) presentation oStandards for Security and
Protection of the Citizem the Security Research Conference, Ankara, A0@8.
The Department of Justice and the FBI play alsglevant role.
The role of armed forces to combat terrorism meaycbnsidered exceptional in Europe. Land Army
has been used by the British government to congloairtsm in Northern Ireland. France, faced with a
continuing terrorist bombing campaign, deployed08®, military personnel and police to security
functions, including 5,000 soldiers to patrol tratations, bus terminals, and airports in the testo
bombing of the St. Michel train in Paris on July, 2995 (Jenkings, 1996).
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of terrorists up to their havens in host countridreover, high risk conditions
(Olympic Games, World Cups) and internal securitigidents with far reaching
consequences generally demand the (spare) cajabdit armed forces when civilian
capabilities become insufficient. Having said tlzatational criterion would recommend
analysing the industry that does not supply whatraslitionally considered military
equipment.

Insurance companies play a relevant role in theirggcfield, since they allow the
transfer of the residual risk which cannot be raitiggl with other types of security
investment. These companies facilitate the puralgasif insurance against potential
damages, providing financial support for incideztavery. Based on the estimated risk
and consequences of undesired events, they sepaymble amount (premium) for
covering the economic losses of these events. phmyde deductions to homeowners,
businesses and other organisations when they hade mvestments in cost-effective
loss-mitigation measures. Hence, insurance comgpameay have a considerable
influence in setting security standards and asrsemuence in the demand of security
products and servicEs However, since these companies are not trueisnlptoviders

in reducing or eliminating threats, they would lmngidered out of the scope of this
survey.

Closely related industries and markets

The capability of some security products and sesvito indistinctly face defence,
natural and man-made disasters, safety and othid seeds as well as the similarity of
development and production methods explain thaurggcfirms usually operate
concurrently in these markets, because they proaleantages in terms of a more
diversified customer base, synergies and econoofiegge production. This is the case
of the following industries.

* The defence industry because it shares common meedsas such as surveillance,
communications and management systems, operatehatles, or small arms to
neutralise terrorist and criminals when they oppesétance to law forces.

* Building monitoring and management industry becatussually integrates in their
solution fire protection, access control, or intoasdetection in addition to heating,
air conditioning and other building controls.

* Industrial automation and control industry sincsehiares related technologies based
on sensors, communication devices and control isysste

» Scientific instrumentation industry, such as X-ragpmputer tomography,
radiological detection devices and so forth, beeatiese instruments facilitate
some inspection processes.

e The ICT industry because it provides hardware wsof and communications for
many security solutions.

13 According to Wharton (2005:155) the European iasae companies still play in this area a low role.
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SURVEYAPPROACH

The survey has been based mainly on available ndbon related to the security

sector. The list of references at the end of thdysteflects the main data sources used.
A considerable part of the survey has been devitedollect and analyse such

information. The sparse and fragmentary nature adl snformation has made the

appraisal of this economic sector more complex. Eemplete studies on this market

have been found, confirming the initial hypothesisan area where knowledge gaps
exist.

Market studies performed by consultancy companigh sas Frost & Sullivan, Inc.,
Gartner, Inc., International Data Corporation (ID&)Ecorys have been quite useful,
having in mind that open reports offering some neratabout the security sector are
few. Information of the security market in Centeaidld Eastern Europe is very scarce.
Probably this is due to a less developed mavketa visWestern Europe. The EU
Competition merger reports of security companiegehaeen also a source of accurate
insights on some market segments. During the dfuelyauthor was able to assist to the
Security Essen fair held between thedhd the 8 of October 2010, where he had the
opportunity to dialogue with some industrial remstives.

The survey follows a descriptive approach complegetewith the analysis of main

patterns and features identified. The traditionab@ure — Conduct — Performance
method has guided this analytical process. Cldssiesature on industrial organisation

such as Scherer (1980), Tirole (1988) and Marti998L 1994) have provided

theoretical insights to discover and understandldnmental patterns of this industry.
Some studies coming from the defence market (Har2607: chapter 33) have been
also a good information source since large and t@mgecurity systems suppliers, in
particular in the high-end government market, sisowilar patterns. The use of analogy
and educated assessments has been made when tidaravailable was poor.

The multiple dimensions of security make suppliershis economic sector numerous
and diverse. An exhaustive analysis of all indestinvolved would be, in addition to
unfeasible, meaningless. It has been thought tiveduld have more sense to focus the
survey in the more important and developed mankiesre the industry has been able
to work out cost-effective solutions to securityede which generate considerable
revenues such as video-surveillance, access contislsion detection, security
services, transport- or ICT-security. Yet an eftuais been made to mention and briefly
describe the whole market especially for those petsland services related to relevant
threats, although their economic size could be idensd small. The survey highlights
also emerging markets with good growth prospecterevhproducts are in the
development stage and only available as prototgpesot projects.

Concrete examples have been provided about prodarads services and industry
suppliers to better explain some market featurdsirTnames are given only as
examples of industrial capabilities and do not espnt any positive or negative
recommendation about them.

DOCUMENTDESCRIPTION
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This report has been organised in nine chapters.inffioduction, facts about the
security industry, basic market conditions, mainrket segments, the role of
government, market structure, market conduct, miageformance, summary and
conclusions. A list of acronyms and references userss the study closes the
document.

The introduction describes the goals of this suraag provides a definition of this
economic sector in order to fix the scope of theeagch. This definition helps to
identify the suppliers and the main products andiises provided in this market.
Boundaries with other markets and industries closelated with this economic sector
are also discussed. Finally, a short explanatiothefmethodology used for doing the
study is made.

The next chapter provides some quantitative infoionaabout this economic sector. It
includes information about EU and Member Statesessjiures including R&D
outlays, industrial revenues across market segmeaimtry distribution, employment,
market trends, imports and exports and marketstheroworld regions. The main
problems related to the collection and accuracyqaoéntitative information are
highlighted. Time series, when available, have b@esented and commented. A short
description of the Member States industry and tadlewing the main European
security firms is also given.

The chapter of basic market conditions describesehexogenous factors from the
demand and the supply side with relevant influemicghe market. Key aspects of the
demand include main customers, demand drivers asilamts, geographic markets,
price elasticity and substitutes, growth rate angtlicality, and marketing and

purchasing methods. The relevant question of a f&@mo security market, where
national boundaries set barriers to the single etark analysed in detail. The supply
side describes key aspects such as the supply,ckethnology, research and
development, product and services features, anté®f standards.

The next chapter provides a detailed analysisehthin market segments. It highlights
the different classes of products and services|mgpm this market, emphasizing the
specific conditions of demand and supply associsiddem. For each of these classes,
the main features, technologies, providers, supgiain, customers, regulatory
conditions and market trends are described. Wheteasstudy concentrates on the
European industry, a close look is made also to wioeld industry due to the
international character of the market. Products sergtices have been grouped around
the following areas: preparedness, intelligencesamdeillance, protection, interdiction,
response and recovery, and forensics.

The following chapter analyses the government fiden four basic points of views.
The first is the role of government as entrepren€be second is the role as supporter
of the industry and as improver of its dynamic perfance. The third is as a large
purchaser of security solutions, and the fourthsi®€nacter of specific regulations with a
relevant impact on the demand and quality of sgcydods and services. Main EU
initiatives and regulations in this area also pnése.

The key topics that lay down the market structuee analysed in the next chapter. It
addresses questions like the main market agentsjupr differentiation, entry

10
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conditions, cost structure, industrial concentratiand the role of imports. Entry
conditions analyses questions like economies désahsolute cost advantages, sunken
costs and R&D. The concentration analysis considerzontal and vertical integration
within the supply chain as well as conglomerates jamt ventures. This analysis is a
previous step to study market conduct and assedsetrerformance.

The market conduct chapter analyses the behavibumdostry to achieve its goals
focusing on those aspect that might have a negatipact on market performance. It
analyses questions related to pricing such as citope collusion, exclusionary
practices and vertical restraints. The strategiested to the product such as research,
development and innovation; marketing and advedisibundling or contract
implementation practices are examined. Conductrdagy mergers and takeovers with
influence on market structure is also assessedstAfl more important mergers in the
sector is also presented.

The market performance chapter analyses questiteied to industrial performance. It
analyses the three main aspects of market perfa@aramely allocative efficiency,
productive efficiency, and dynamic efficiency oteaf technological progress. The
analysis discusses in detail the impact of the shrgustructure and its conduct on such
performance. The role of incentives in dynamicoggficy is discussed in more detail,
since this is an essential question in this ma®etzernment intervention to encourage
such efficiency is also discussed. The life cydléechnology is presented as a method
to assess the evolution of this industry and theblpms it faces to achieve best
performance. Some economic indicators are usecktterbassess the performance of
this industry.

The last chapter sums up the main findings of theey. It describes the main market
features, and it envisages future market trends as@reas of future growth, the role of
the defence industry in this market, and the pesemameed of research and
development. It also infers some conclusions. Irtiqdar, it assesses the different
vision of security to each side of the Atlantic arsdarge impact on the industry as well
as the complexity of the efficient allocation ofoerces to security. Some areas where
there is a chance for improving market performaseged on some policies are pointed
out as could be the case of a more consolidatean&lket, profiting for advances in
other market sectors. Finally, a way ahead conegrhuture research on this economic
area is suggested.

11
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II. FACTS OF THE SECURITY INDUSTRY

The terrorist attacks to the Twin Towers in New Kand the Pentagon in Washington
(2001), that was ensued by the Madrid (2004) anddba (2005) bombings, raised
concerns of many nations about their security. @hadacks have resulted in the
creation of the U.S. Department of Homeland Seg¢BHS) with an important budget
to address security issues that was mimicked wikhewediture increases of EU
institutions as well as Member States. Such experedi have stimulated the demand of
security goods and services, and the growth ofrtiaisket.

The European security market is second only to Nlbeth American market. Yet,
getting numbers about the size of this marketrimseof revenues or employment is not
easy. The statistical classifications used by guwents to record economic activity do
not help to measure this activity. NACE versioneBarves some codes for security
related servicé§, but the supply of many security good and servaesincluded in
broad category codes, where those addressing secarninot be easily demerdéd
Therefore, the utility of official sources of infoation for estimating the size of this
economic sector is limited.

Estimates of industrial output and employment mayobtained collecting data from
industry, but here problems also arise. First,idleatification of all the firms operating

in the market is required, including first and setdier suppliers of key security
equipment. ldentifying the suppliers is certainlgmplex having in mind that the

number of companies operating in the market iseratarge. Furthermore, since
companies operate simultaneously in many markedscanntries, information about

security revenues and exports are not always disdldEven if data were available, it is
normally considered confidential for commercial s@@s and is not delivered to
researchers on this topic. Moreover, some marlgirds obtained by consultancy
companies are often derived from estimates based unperviews whose reliability is

unknown and whose audience may not cover the caengkctor. This explains that
computed values from distinct sources frequentlgwsharge differences. All these

reasons invite to value the figures obtained thindilgs way with caution.

GOVERNMENEXPENDITURES

14 They are: code 80.10 fqrivate security activities80.20 forsecurity systems servicastivitiesand
80.30 forinvestigation activitiesCode 84.24 is used f&ublic Order and Safetgnd code 84.25 is
used forFire Services

This includes code 25.7RManufacture of locks and hingesode 25.99Manufacture of other
fabricated metal products n.e.that includes safes, strongboxes and armouredsgdeode 26.30
Manufacture of communication equipmethiat includes CCTV cameras and fixed and mobile
communication systems for security; code 26Mjanufacture of instruments and appliances for
measuring, testing and navigatitimat includes equipment for surveillance and ictipa; code 32.99
Other Manufacturing n.e.cthat includes safety gloves and headgear; cod2038stallation of
industrial machinery and equipmetitat includes the installation of security equipiesode 43.21
electrical installationsthat includes burglar alarm systems; code 4HR&%ail sale of furniture,
lightning equipment and other household equiprtiesitincludes electrical alarm systems; code 70.20
Technical Testing and Analydisat includes operation of police laboratories] ande 74.9@®ther
professional, scientific and technical activitieg.g.that includes security consulting.

15
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Since the State is one of the main investors iur#gcrelevant information can be
obtained from budgetary information. Some EuroBtatres can be obtained of these
expenditures as can be seen in table 1.

2001 2002 2003 2004 2005 2006 2007
Austria 779,1 839,3 837,2 922,3 912,6 922,8 945,1
Belgium 715,6 834,0 873,1 760,5 794,5 804,6 821,8
Denmark 531,6 549,1 581,6 625,6 674,8 698,3 744.,6
Finland 650, 603,0 633,0 613,0 637,0 635,0 672,0
France 4.362,0 4.973,00 5.447,0 5.775,0 5.956,0 5.952,00 6.178,0
Germany 9.520,010.060,0 9.860,00 10.520,0 10.640,0 11.350, 12.100,0
Greece 189,0 195,0 222,0 263,0 267,0 288,0 406,0
Ireland 510,4 579,5 598,7 635,9 696,0 872,2 1.023,5
Italy 3.868,0 5.088,00 5.371,00 5.239,0 5.451,0 5.403,00 5.710,0
Luxembourg 49,7 61,5 79,1 84,6 89,9 85,8 80,1
Netherlands 2.657,0 3.169,00 3.336,00 3.490,0 3.507,0 3.951,00 4.281,0
Portugal 384,5 348,3 4124 390,9 4324 429,4 449,4
Spain 2.529,0 2.922,00 3.119,00 3.591,0 3.794,0 4.063,00 4.702,0
Sweden 1.212,6 1.356,6 1.348,00 1.281,00 1.364,8 1.510,5 1.552,7
United Kingdom 15.393,017.230,5 17.032,1 19.635,8 20.786,7 21.121,3 21.997,8
EU-15 43.352,3 48.808,8 49.750,2/ 53.827, 56.003,77 58.086,9 61.664,0
Bulgaria 136,53 46,5 168,3 176,1 184,6 161,4 286,0
Cyprus 29,0 33,4 36,0 35,7 34,4 39,2 44,1
Czech Republic 3654 500,1 480,2 525,8 527,3 626,6 674,4
Estonia 62,9 75,4 79,3 66,6 88,1 106,7 131,0
Hungary 277 ( 410,9 346,0 349,9 361,2 349,4 361,8
Latvia 45,6 435 44,8 54,3 112,9 172,3 221,8
Lithuania 49,0 60,3 68,4 79,8 89,3 112,9 145,9
Malta 14,5 13,5 15,2 13,9 13,1 12,6 12,4
Poland 0,0 845,4 983,0 1.064,7 1.428,6 1.653,8 1.960,0
Romania 0,Q 279,3 389,6 382,5 670,8 686,6 469,4
Slovakia 256,]1 250,1 186,5 269,1 280,7 346,0 368,3
Slovenia 114,4 1195 126,9 132,9 126,3 150,0 179,6
EU-12 1.350,4 2.677,9 29242 3.151,3 3.917,3 4.417,5 4.854,7
EU-27 44,702,717 51.486,7] 52.674,4 56.978,9 59.921,0 62.504,4 66.518,7
Growth rate 15,2% 2,3% 8,2% 5,2% 4,3% 6,4%

Table 1. Government expenditures in Public order ad safety (2001-2007)
Source: Eurostat (series: General Government expeitdre function, Classification of the functions
of government: 3 Public Order and safety, Nationahccounts indicators: P2 Intermediate
consumption + P5 gross capital formation). Valuesimillion €.

Table 1 records public order and safety expendittoe European countries. This value
corresponds to 0.5% of GDP of the EU-25 for 200%;f0r intermediate consumption
and only 0.1 for gross capital formation. It inadgsdexpenditures in police services, fire
protection, law courts, and prisons. This valu2586 smaller than the defence sector.
From the table, it can be seen that the United #ang, Germany, France and lItaly are
the four main consumers.

The table shows a moderate growth rate similaretiertce expenditures, with a peak
between 2001 and 2002 that might be explained bydthl attacks which raised the
social perception of insecurity. However, the dsamn Madrid (2004) and London

(2005) did not reflect a leap in government expemds. This may be due to the fact
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that the increase in security expenditures wasctdtl in the budget of transport
organisations that is not reflected in these valles example, the Madrid Metro
Authority awarded €132.5 million 2005 to improve $iecurity systeffl

Intermediate | Gross capital | Total R&D
consumption| formation million €
Austria 0.3 0.1 0.4 29.9
Belgium 0.2 0.1 0.3
Bulgaria 0.4 0.4 0.8
Cyprus 0.2 0.2 0.4 0.0
Czech Republic 0.4 0.1 0.5 15
Denmark 0.3 0.1 0.4
Estonia 0.5 0.7 1.2 0.0
European Union (27 countries) 0.4 0.1 0.5
Finland 0.4 0.0 0.4 4.0
France 0.7 0.1 0.3
Germany 0.4 0.1 0.5 300.0
Greece 0.2 0.0 0.2 0.0
Hungary 0.2 0.1 0.3 0.0
Ireland 0.5 0.1 0.6 0.0
Italy 0.3 0.1 0.4 0.0
Latvia 0.6 0.0 0.6 0.0
Lithuania 0.3 0.2 0.5 0.6
Luxembourg 0.1 0.1 0.2 0.1
Malta 0.2 0.1 0.3 0.0
Netherlands 0.6 0.2 0.8
Norway 0.3 0.0 0.3 0.4
Poland 0.4 0.2 0.6 7.1
Portugal 0.2 0.0 0.2 28.0
Romania 0.7 0.1 0.3
Slovakia 0.5 0.2 0.7
Slovenia 0.3 0.1 0.4
Spain 0.3 0.1 0.4 0.0
Sweden 0.4 0.1 0.5
United Kingdom 1.0 0.2 1.2 72.8

Table 2. Government expenditures in Public order ad safety
Source: Eurostatgov_a_exgCOFOG)

Table 2 shows for 2008 government expenditures pareentage of GDP. As can be
seen from the table, values significantly diffetvibeen Member States. This suggests
differences in national perceptions of insecuritygdain the preferred mix of
consumables, services and long term investmentsdaanachieving security.

The values shown could only be considered as amadst of the overall demand size
for three reasons. First, it contains informati@ated with the supply of common
products and services that are not specific foursgcpurposes such as fuel. While
gross capital formation reflects purchases of sgcaquipment, yet the value is merged
with expenditures, such as real state investmehtd, are not part of the security
market. Second, it does not reflect relevant sgcuexpenditures of other State
organisations such as environmental protection @gsncivil protection, or transport

18 http://www.belt.es/noticias/2005/marzo/30/metrmlats 24/03/2010.
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security. Third, it does not consider expensesrivage agents such as companies and
individuals. According to Ecorys (2009:31) repdmist value ranges between 67,74%
and 69,77% of government expenditures.

EU expenditures

The European Union is a relevant investor in ségufihis is because many security
activities have a true European dimension and ade dnd supported by the EU
Commission. Several Directorate Generals and Earopgencies purchase goods and
services related to security. DG Enterprise andidtrg manages €1,400 million for
security research during the period 2007-2013 kstaew). DG Justice, Freedom and
Security’ allocates funds during the same period to progresarelated tosecurity
and safeguarding of libertieshcluding critical infrastructures protectiSnas can be
seen in table 3.

2007 | 2008| 2009 2010 2011 2012 2013 Taqtal
Prevention and fight against crime 580 6y,0 91,07,0] 133,00 142,0 1470 745
Prevention, Preparedness and
Consequence  Management of1
Terrorism and other Security
related risks

Table 3. DG JLS expenditures related to security athsafeguarding of liberties in million €.

Source: DG JLS web page (10/01/2010)

2,7\ 152 17,7 20,8 23,0 23|14 25,1374

The Civil Protection Financial Instrumens another source of funds. It has a reference
amount of €189.8 million for the same period. THe Health Programme 2008-2013
supports actions on preparedness and responseR0l @Beats to public health. These
funds finance the different EU Rapid Alert Systemsthe event of pandemics or
biological contamination. With a financial envelopt€2,062 million for the period
2007-2013, thenstrument for Stabilityincludes assistance for the development of
effective control of illicit trafficking in CBRN mizrial or agents. The EU Phare
programme has financed during the period 2000 6 Z@0ne projects related to border
protection in Central and Eastern Europe states. the period 2007-2013 the
Community will finance €1,820 million through thdJEExternal Border Fund of the
Solidarity and Management of Migration Flows Pragrae®. Other DGs involved in
security projects are Energy, Mobility and TranspMaritime Affairs and Fisheries,
Information Society and Media, Environmental Pratet and Joint Research Centre
with its Institute for Protection and Security b&tCitizen.

European agencies involved in security issues areddl (€80 million budget in 2010),
Eurojust (€30.6 million budget in 2010), the EurapeBorder Agency — FRONTEX
(€83 million budget in 2009), the European Netwanrkl Information Security Agency -
ENISA (€7.9 million budget in 2010), and the EurapeDefence Agency — EDA (€31
million budget in 2010) also involved in securityojects as for example Software
defined Radio and Maritime Security. It is plannadnew Agency that will be
operational in 2012 that will manage the Schenggarmation System (SIS 1), Visa

" This Directorate has been split in two since Jylg010: DG Justice and DG Home Affairs.

¥ The European Programme on Critical InfrastructiPestection (EPCIP) was launched thé" i
December 2006. COM(2006) 786 final.

19 COM (2006) 733 final.
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Information System (VIS), EURODAC and other largals IT systems in the area of
freedom, security and justice.

R&D expenditures

Eurostatgov_a_expdatabase have been accessed to identify governougiatys in
security research, an important figure in this eroic sector. The result is shown in
Table 2. As can be seen not all nations provida.datith the exception of Germany
and the United Kingdom, outlays are relatively dmBhe amount spent by the EU in
security research is also a relevant value. Withi Preparatory Action on Security
Research from the period 2004-2006 it was €45 onillistributed between 39 projects.
The expected amount that will be invested in tleEziropean Framework Research
Programme is €1,400 million from the period 2002-20which represents 2.75% of the
total research budget. As can be seen from therdiif calls, this activity is heavily
skewed towards applied research, development andrration projects.

INDUSTRYREVENUES

Since market size is hard to measure from the ddmei@e, we turn now to see if some
data can be obtained for the supply side. Forpghipose, we will use market studies
performed by some specialised consultancy compatuesto the lack of other data
sources. Such information, however, as we haveiorad, is also subject to problems.
The methodology used to estimate the numbers ameéasure of its accuracy is not
unveiled. Having in mind that information has bedained based on interviews there
iIs a chance of some bias due to estimates basedingolified reasoning or on
commercially sensitive data. Furthermore, sinceudwnts are prepared for a target
audience (e.g. investors) the risk of some biggpalie in the final figures cannot be
fully discarded.

Physical security market

Data for the physical security market has beeniobtafrom Frost & Sullivan (2008d).
It rates the European security market in 2007 afess control, video surveillance,
intrusion detection and fire detection around €1Hilfon. The market was valued
considering product related services (supply, If&tan, maintenance) and value added
services (alarm monitoring, remote system managBfieThe United Kingdom,
Germany, lberia and France represented the fogedarmarkets in 2007, with a
contribution over 65% of the overall market. Growétte was estimated around 6.9%
for the period 2007-2013.

The distribution of the revenues between custormgnsbe seen in the following table

% Billion €
Residentid? 17.6 2.55
Commercial 35.5 5.1%

% This market was valued by Frost & Sullivan (2002€) in €4.66 billion in 2002. Yet the value only
accounts for the development and manufacturingeofiisty equipment. It does not include revenues
of distributors, security solution providers, rédes, system integrators and related businessemntit

2L Frost & Sullivan (2004:6-58) estimated that prévanterprises spent in 2002 $7.5 billion on segurit
equipment.

22 Frost & Sullivan (2006) valued this market for B00ith a lower value: €1.6 billion.
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Industrial 14.6 2.12
Government 16.9 2.45
Banking and finance 8.4 1.22
Transport 7.1 1.03

Table 4. Distribution of the market between sectors

The distribution of the revenues between produci$ services can be seen in the
following table:

% Billion €
Hardware / software 31.p 4.63
Installation 29.7 4.3]
After sale / maintenance 201 2.91
Value added services 18(3 2.65

Table 5. Market distribution between products and srvices

The distribution of the market between the kindsapplication can be seen in the
following table:

% Billion € Hardware
Billion €
Video surveillanc& 19.6 2.84 0.91
Access control 14.0 2.08 0.65
Intrusion detection 22.8 3.31 1.05
Fire detection 431 6.31 2.01

Table 6. Market distribution between the differentapplications

The distribution between geographic regiofi§ is

% Billion €

United Kingdom 17.12 2.48
Germany 17.00 2.4y
Spain / Portugal 16.20 2.35
France 14.70 2.18
Italy 8.70 1.26
Eastern Europe 9.70 1.41
Scandinavia 7.2( 1.04
Benelux 6.20 0.9(
Alpine (Austria, Switzerland) 2.90 0.42

Table 7. Distribution between geographic areas.

These numbers only reflect the physical securityketabut do not account the market
segment of doors, mechanical locks and fencesetagnbers related to other security
market segments we have analysed the Ecorys (2808jt whose figures can be seen
in the next table.

Technologies EU (low estimate) EU (high estimate
Screening and scanning 3.5 4.5
Tracking and tracing 3.0 4.0
CBRNE 1.0 2.0

% The value of the hardware equipment was estimayderost & Sullivan (2007) in $1.42 billion.

24 However, Frost & Sullivan (2005) rated total sadésecurity equipment in Germany in the range of
€1 billion in 2001, and UK value in the range of£dillion. Such differences raise concerns about
data accuracy.
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Biometrics 1.0 1.5
IT & Secure Communication 6.0 710
Physical security protection 10{0 15.0
Protective clothing 1.5 2.5
Total 26.0 36.5

Table 8. Ecorys estimation of market revenues in bhion € (2008).

As can be seen the value for physical security te@same order of magnitude that the
one provided by Frost & Sullivan. Yet IDC (2009)opides a higher number for the

ICT market (see below). These values are decompnged following areas.

Sector EU (low estimate) EU (high estimate) Globaharket
Aviation security 1.5 2.5 5.2
Maritime security 1.5 2.5 6.7
Border security 4.5 55 9.9
Critical infrastructures 2.% 3.b 12/6
Counter-intelligence 4.5 5.0 19/4
Physical security* 10.¢ 15.0 39/2
Protective clothing 1.5 2.5 10,0
Total 26.0 36.5 103.1
* |t includes CCTV, access control equipment, isiom and detection systems, etc.
Public expenditures estimated between €15.5 tds&allion.

Table 9. Ecorys estimation of market revenues in bhion € (2008).

Manned guarding services

Market value of manned guarding services has be#dacted from Frost & Sullivan
report (2008b). Total size of the market is €24ilsob. CoEES (2009) also provides
some numbers that are slightly different, but of game order of magnitude. The
Eurostatsbs_na_la se y2able, however, provides a higher value €34.50bil A
detailed table per member state is provided in tendf.

Network and information security

IDC (2009) estimated the value of the EU Networkl dnformation Security (NIS)
market in 2007 in €10.7 billion of which 4.8 coppesds to software products, 4.7 to

services and only 1.13 to hardware. More detailthisf market are provided in chapter
[l

Summing up numbers

Aggregating these numbers, the revenues of theiseaunarket in Europe could be in
the range of €59 billioci. This number does not include market revenuesrefsa
closely related to security like the RFID markettlte electronic payment market. The
value represents the 0,48% of the total GDP oEim®pean Union in 2007, a value that
can be considered low when compared with other @oaral sectors as for example.
€1,115 billion in transport in the EU in 2005 aatiog to Eurostat (2009) or €670
billion of the ICT market according to EITO (2007).

% Senger (2006) provides a rough estimate of theofan market for the year 2004 around €100
billion including the computer security and the qoent and services market.
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EMPLOYMENT

Private security services are the main source gfl@yment in the security market.
Frost & Sullivan estimates this figure in 1,240,08/@ployees for 2007. Eurostat table
sbs na_la se rprovides a quite close estimate 1,112,903 for 20@&asuring the
remaining labour force is not easy. For the equipmearket, the survey has found only
a very outdated value in Frost & Sullivan (2004gtthstimated this number in 54,500.
Subtracting revenues of security services froml tagenues and comparing it with
revenues and employees of the defence industrinearl estimation could be made
where working people would give a value in the eamd 300,000. Nonetheless, this
estimates lacks of any empirical ground.

EXPORT3IMPORTS

Reliable information about export and import has lveen feasible. Very obsolete data
was found in Frost & Sullivan (2004) about expoftsecurity equipment regarding

CCTV, intrusion detection systems, and access cbayistems. It amounted to €1.31
billion in 2002 of which 0.19 corresponds to expoutside the EU and the remaining
amount to intra-community sales. The value reprssenly the 0.04 percent share of
the total European Union exports in 2002. Impogsresented €1.79 billion of which

0.58 corresponded to imports outside the EU shaionbgably the USA the lion share.

As can be seen, the trade balance was negatiibdowvhole European Union in that
year. These values, however are rather old, andreflect part of the security market.

From the different reports analysed Russia, Soutterdica (especially Brazil), Middle
East (Arabia Sauffi UAE), India and Far East (Chfifa Singapore) are the main
importing countries. Middle East and Asia seemeararkets with a growing demand,
a consequence of the shift of fundamental terrotsthese regions due to large support
populations and lower security controls than USAl &urope (Enders and Sandler,
2006:201). The private demand of security in Scutierica could be influenced by a
higher perception of insecurity due to high crirages, large differences in wealth, and
the weakness of state law enforcement organisatidmesse threats combined with low
domestic industrial capabilities offer business apymities to the European industry.
Main exporting firms are large EU companies like ttihes mentioned at the end of this
chapter. The competitive edge of the industry isfgdased on non-price factors.
MARKETSIZETREND

Prospects of market evolution are not easy to &@teAs has been shown public and
private expenditures have overall a positive trehghtly higher than inflation. Yet,
these values do not collect private investment.odaohately, the information is too
aggregated to identify growth variations in thdaetént market segments. Furthermore,
time-series information of past growth is a feghtiicator of market trends.

% For example, Saudi Arabia awarded a contract tDEMefence and Security as prime contractor for
a full national border surveillance programme vélire€1.6 billion (Defence News, 1 July 2009).

2 China is a complex market with price controls, higriffs rates, restrictions on investment from
abroad and absence of stringent property rightss €reates an adverse business environment for
foreign companies. According to Ecorys (2009:26)jn@ has used reverse engineering to develop
products and enter the security market.
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Information can be attained from market studiesesEhstudies make interviews to
stakeholders to know their expectations in salespamchasing plans. Such values may
be aggregated to get a better estimate of marketist For example, Frost & Sullivan
(2005) estimated a compounded annual growth raieeab0% in 2005 a value too high
compared with the ones recorded in table 1. A nmmecent report of Frost & Sullivan
(2008d) for physical security reduces this valu®&.@ till 2013. Having in mind that
these reports are mainly focused at investmentn@gons some biases may exist in
the information provided. Yet, the majority of refsoconsulted (Frost & Sullivan,
Gartner, Ecorys and IDC) show beyond question aipedrend, at least until 2008.
This could point out a trend in Europe to invessécurity above general growth.

The recent economic downturn that began in 200Bna&gatively impact on the market.

Yet little information is available for assessmehtdownturn implies the decline in the

construction sector, closures of banks and commanckeso on, that will shrink the

demand. It also means tighter budgets that willlestiarge investments in new

equipment and the life enlargement of deployedesystand a delay in their renovation.
While continued technological improvements andaunstl security concerns (e.g. the
loss of jobs of a downturn may increase burgldgading end users to install alarms for
basic level of protection) may insulate the matketome extent to this fall in demand,
it probably will not be immune.

THEWORLDSECURITYWARKET
USA expenditures

A look at USA spending in security is necessaryngpats market the largest in the
world and its industry the leader. The main differe that can be observed is the large
federal budget, in addition to States and citigzeexitures, whose yearly value can be
seen in the next table. This quantity has no comsgarwith EU Commission
expenditures that are more modest. Budget incledpenditures in natural and man-
made disasters and the fight against terrorisneratian organised crime. The peak that
is observed in 2006 was mainly due to the Katrinaribane. Customs and Border
protection, Coast Guard, Emergency Management Agehransport Security and
Immigration and Customs enforcement are the benefs of nearly the 79 % of the
budget. However, these numbers reflect total bydgetthe amount spent in purchases
to industry as we have shown previously for EU mensbates.

2001 2002 2003 2004 200% 2006 2007 2008 2009
15.0 17.6 32.0 26.6 38J7 691 39.2 40.6 49.2
Table 10. Homeland Security Budget in billion $.
Source: The budget for fiscal year 2010, historical table3utlays by Agency

The U.S. DHS (2009:17) reserves 2% of the budg&cdience and Technology. That
means that nearly $1 billion is allocated to resleaand development. This amount
could be in practice larger having in mind that sosupplies often involve a certain
amount of development. Nearly one half of the budges to CBRN countermeasures
(James, 2004:33). Yet, the majority of federal hiame security R&D remains outside
the DHS {bid.: 34). The Department of Justice also invests eglequantities in R&D
as the National Institute of Justice (NIJ) whiclast $0.233 billion according to the
2007 annual report.
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The value of USA private expenditures is not adalyaknown. O’Hanlonet al.
(2003:xii) estimated total expenditures about $aillbn of which $35 is federal share,
which means that Federal States, cities and prigaganisations spent around $65
billion. Civitas Group (2006) estimated this valae around 43.3% of government
expenditures. Hobijn (2002) and Hobijn and Sag@072 estimated private spending
for the USA based upon protective services labast end electronic security capital
cost in a higher value at 83.43%.

The market in other world regions

Some values of the security market in other woelgions can be seen in the following
table.

Country Revenues in billion €
EU 26.0
USA 42.0
China 135
Japan 3.8
Israel 2.7
Russid" 1.1
Rest of the world 13.9
Total 103.0

Table 11. Security market size in world regions.
Source: Ecorys (2009)

Other values have been found during the reseaigita€estimated world revenues for
the year 2006 in the range of $55 billion, whereAUshare was only $31 billion. This
amount is considerable smaller that the quantitynesed by Ecorys. EPOSS (2009)
report estimate the safety and security equipmentdamarket around €25 billion, of
which 5 billion relates to electronic devices. Tharket has an expected growth rate of
7%. The report states that the European markebig tian one third of world market
in this domain (approximately €10 billion). Agaisiich large differences invite to be
wary about the accuracy of these quantitative etém

MEMBERSTATESNDUSTRY

Security companies in Europe show notably diffeesna size. There are a few number
large companies with a European, and often intemalt dimension capable to provide
products and services across countries. They #iekd by medium size companies
able to operate at national level ensued by a laugeber of small companies that often
are only able to operate at regional or local le$haller companies mainly focus in
providing security goods and services to the lowestket segment, i.e. residential and
private companies market. These companies maistyildlite, install or integrate small

to medium scale security systems, or provide magoadding services.

The largest companies have a good market sha@me sectors, but Frost & Sullivan
(2004:3-1) reports that companies holding a shayleeln than 20% are unusual. Hence
the concentration pattern is of oligopolies wheréea companies jointly have the
largest market share. In its report, Frost & Saltivestimates that there were more than

% The U.S. Commercial Service report written by &lieta Ninyaeva (31/01/2008) estimates total size
in $6.8 billion of which $1.7 was equipment.
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150 security systems manufacturers who have presené&urope (100 in physical
security and 50 in RFID). It also estimated tha&t tlumber of distributors and installers
was very high, in the range of 2,500, most of tleémery small size.

Differences in the industry between member staéesaiso be appreciated. It is more
developed, as could be expected, in the most indlis¢td member states where a rich
network of companies provides a solid ground fayaorsing the supply chain. More
relevant countries are United Kingdom, France aath@any followed by Italy, Sweden
and Spain. Italy has a large number of small sgceompaniesibid.: 8-17). Other
countries, in particular Eastern Europe, have allemaecurity industry with few
domestic production capabilities. For this reasthiey have to recur to imports for
getting some products.

European champions

In the following table, it can be seen the mainpdgps of security products and

services across the European Union, being soméerh ttrue world leaders which

operate in the international market. As can be ,se@my suppliers belong to large and
diversified holding groups. Revenues and employeesking in the security market

have been given. However, such information is maBgs available. In such a case,
total holding values have been provided. These emmeg are often prime-contractors
in the provision of large security solutions, doetheir system integration capability.
They hold a relevant share in the market segmenésenthey operate.

Company Main activity Country of Rev. Empl.
origin
Assa Abloy AB | Access control systems, doors and lockSweden €3,17)7 32,723
Companies belonging to the group
include HID Global, Securitron and
Keso.
Axis Comm. AR |IP-Cameras. Sweden €180 663
Bosch Security | Consultancy, design, deployment, Germany €1,349 11,610
System$ maintenance and monitoring, CCTV,
sensors, alarms, system integration
Cassidian (old Nationwide Security, Critical Europe €5,400 28,000
EADS Defence |infrastructures security, major events
and Security) security, ICT security
cisca Communications security, networked | USA €28,446 66,129
CCTV
G4S Solution design capabilities in security | United €6,372 561,876
systems. Manned guarding services. |Kingdom
GE Security Wide security product portfolio USA 8§00 3,150
Giesecke and Banknote production and processing, | GE $1,700 10,000
Devrient smartcard-based solutions, software and
services for electronic payment, Security
documents and identification systems
Gemalto NV Identity and security cards Netherlands €1,659 10,000
Gunnebo AB Bank Security & Cash Handling, SecuneSweden €640 6,000
Storage, Entrance Control and Services
HoneyweIP Intrusion, video surveillance, access | USA €26,300 128,000
control, integrated solutions.
IBM Global Business continuity and resilience USA 74,555 398,455
Technologies services, system integration, computer
servicel security services.
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IngersoII-Ran8 Electronic and biometric access control USA €9,527 60,000
systems.
L-3 X-Ray screening systems and Metal | USA $345 608
Communications | Detectors.
Security and
Detection Systems
Niscayalfi (old Consultancy, design, deployment, Sweden MSEK 5,600
Securitas Systemg)maintenance and monitoring. 7,600
Panasonie CCTV systems Japan €71,977 305,828
Proseguar Security Services Spain €2,100 100,000
SAGEM Morpho | Identification, detection and biometrics France 04£9 5,600
(ex Sagem
Securitéj
Securitas Group | Manned guarding services. Sweden MSEK 260,000
62,667
Siemens Building | Building automation, fire safety and Germany €7,007 42,575
Technologie$ security.
Smiths Detection | Explosives, chemical and bioldgica |USA /UK €2,300 639
detectors; weapons and contraband
detection.
Son;}) CCTV systems Japan €69,486 180,500
Thales Security | Security solutions for supervision and | France €2,977 19,827
Solution$ control of critical infrastructures, Id
documents, computer security.
Tyco Fire and Video-surveillance, RFID, electronic | USA $7,200 61,000
Security / ADT access control, intrusion detection,
electronic article surveillance.
United CCTV, access control, intruder, system$JSA $6,500 43,000
Technologies Fire| fire detection and extinction. Brands:
and Security Chubb, Kidde, Onity, Lenel.

a: company web page at 12/01/2010.

b: the 2009 EU industrial R&D investment Scoreboard
c: Annual report 2009 page 132

d: Data provided through direct contact with thenpany.

Table 12. Main companies in the security sector. Renues in millions
RESUMEAND CONCLUSIONS

This chapter has presented some relevant numbdrgBormation about the security

industry. No authoritative source or institutionshédeen found which provides

expenditures on security, as this term is undedstimothis survey. We have used
different approaches to obtain the best estimatdisfmarket. First, we have analysed
government expenditures and second we have triedtimate some economic values
based upon information supplied by the proper inguBased on available information

total expenditures in security would be in the mof €59 billion of which nearly one

half would correspond to security services.

While some insight has been achieved, it can bé #dat, unfortunately, numbers

obtained should be seen as broad indicators omresgimations of economic activity

rather than exact measures; especially having mi iiat revenue information has been
collected based on interviews and unknown methagol®herefore, numbers shall be
used and valued cautiously.

Overall, data collected is too patchy to providstable ground onto which advanced
economic analysis of the sector could be performearder to better characterise and
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assess the market. Availability of data and quaimig information remains an
outstanding issue that certainly will require fertliesearch. Solving practical problems
to get accurate and reliable information aboutrtteket will demand, nonetheless, a
non-negligible effort whose costs would certainged some kind of sponsoring.
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lll. BASIC MARKET CONDITIONS

Basic market conditions can be seen as exogenaraathristics or features with a
substantial influence on the structure, conduct @erdormance of an economic sector.
A meaningful understanding of these conditionsfissa step to improve the knowledge
about the security industry.

Hence, the aim of the current chapter is to exanmrdetail these conditions from both
the demand and the supply side. From the demardrs&zanalyse with some detail the
main customers, demand drivers and restraints,rgpbig markets, price elasticity and
substitutes, growth rate and cyclicality, and manigeand purchasing methods. The
important question of a single European securityketaand the barriers for its
consolidation is addressed in detail. From the sugide key aspects such as the supply
chain, technology, research and development, ptahetservices features, and the role
of standards is described.

DEMANDSIDE
Main types of customers

Unlike defence, the achievement of security oftalisdor some kind of collaboration

between public and private agents. Whereas priv@tgpanies and individuals are able
to protect themselves to some extent applying diffe measures; they still need the
support of public bodies to effectively fight agstirterrorism and organised crime.
Police forces and the judicial system are essemsttuments to enforce law and
prosecute members of these groups, whereas ciwiegiion agencies are crucial to
provide emergency services and a first responsasa of a security incident with wide
and severe consequences on society.

Governmental organisations and agencies are the cogiomer in the security market,
ensued by large organisations, usually in chargeit€al infrastructureS. Companies
are the third major buyer of security. Individuadsthe smallest market segment in
revenues, although the largest in number of custame

Government / Public sector

The government, being the principal and ultimatuggy provider to society, requires
relevant capabilities in surveillance, intelligenggevention, protection, interdiction,
response and recovery, and attribution to combadriem and organised crime. Such
relevant role makes the government the purchasadgr of security goods and services
in terms of volume, innovation, projects scale grdminence. Governments are
sophisticated buyers that usually demand high-eodyzts and services, with a large
industrial impact, to demonstrate effective segwsdlutions.

% The European Council Directive 2008/114/EC on ithentification and designation of European
critical infrastructures and the assessment ofrigsed to improve their protection defines a critical
infrastructure asAn asset, system or part thereof located in Menstates, which is essential for the
maintenance of vital societal functions, healthfesg security, economic or social well-being of
people, and the disruption or destruction of whiabuld have a significant impact in a Member State
as a result of the failure to maintain those fuot
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These capabilities are distributed across diffepelic organisations and agencies like
police forces, forensics and crime investigationtsjrcustoms and border protection,
prison management, emergency or civilian protecfidrese organisations and agencies
have different responsibilities and operationalpsc§European, national, regional or
local level). Most of them have their own budged &iave autonomy to decide on what
products and services buy. This means that acmgusih the public sector is not
centralized and thereby the different needs andnasing capabilities of these agencies
do display a less common and coherent purchasiterpa

Private companies

Private companies and organisations are the secwjor consumer of security. The
protection of their business becomes an integrdl gfatheir strategy in order to avoid
the economic losses that a security incident magter Security investment is the result
of business continuity and security plans that esklrmeasures to defeat potential
threats and vulnerabilities. Many corporations hawecurity department and a Security
Officer in charge of managing security issues.

Operators and managers of critical infrastructiregely invest in security because
the disruption of services they provide can po#diytihave, in addition to internal
losses, far-reaching and long-lasting consequedaesto the dependency that society
and other infrastructures have on them. Infrastinest deemed critical are transportation
(road, rail, air, inland, ocean and shore sea #mjp@nd ports), health, energy
(electricity, oil, gas), water, information and cmmnication, finance, food, chemical
(e.g. refineries). The production of dangerous goothe defence industry and
agriculture may also share to some extent thigatihature.

Transportation is a paradigmatic example of critinfastructure since it handles the
movement of large volumes of people, goods andicvlt is international in scope
and intertwined in economic and social activitiésr instance, a few seaports handle a
major share of the goods moved in internationadeyaand commuter and rapid rail
transit systems are the circulatory systems of nurbavironments, critical to the
functioning of towns and cities (NRC, 2002:211).

Being transport a major target of terrorism, orgations and companies involved in
this activity are large security investors. The tsveloped area is air transportation
where the identity of the traveller and the insmecbf his belongings inspection are

routinely performed. These controls are complententgh surveillance of main areas

of the airport, protection of the perimeter proi@ttagainst intrusion, and access control
for the working personnel. Rail and road transpdsb benefit from security measures,
however the open nature of these systems and the taass movement they often
support limit certain kind of controls since, beitog strict, they will cause intolerable

delays (above 15-30 minutes).

% These infrastructures are indistinctly owned katesagencies, private companies and often managed
through some form of public / private partnership.
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Banks and financial institutions invest largelysecurity to protect the high value assets
they custody against theft. Retail stores alsoshwe security for the same readbn
Private organisations with a large number of usexd customers like shopping malls,
cruise ships, resorts, amusement parks, or spemaarare also large investors to avoid
any security incident.

Individual and residential market

Individuals buy security to protect themselves dneir main assets, fundamentally
against ordinary crime and theft. Since houselmhktié main asset and the place where
people live, this market is many times known agdesgial market. According to Frost
& Sullivan (2006) estimates there were 163.7 hoafsshin the EU in 2005 of which
5.5% were equipped with some kind of security eopgpt. This low value suggests that
security does not hold a high priority in the indival’s life and that current measures —
based mainly on fences, doors and locks— do satestyrity needs of the majority of
citizens, been seen more advanced measures ag af kinxury expenditure.

Demand drivers and restraints

The sense of security is a fundamental desire @htiman being. This is the ultimate
reason of the demand of goods and services, diregeatre able to reduce or remove the
chance of suffering damage on what one values suast as life and property.

A naive approach would suggest that security expaed are closely correlated with
the statistics of terrorism and organised crime, ¥tistical information of the EU and
government expenditures and crime does not girona faciea good correlation as can
be seen in the next figure. Furthermore, the sparature of terrorist actions still

correlates worse. This simple explanation, consatyyemust be discarded and other
factors with deeper influence in the demand shbeldearched for.

70.000,0 31.000.000

60.000,0 - + 30.500.000

50.000,0 -
+ 30.000.000

40.000,0
T 29.500.000
30.000,0 -

T 29.000.000
20.000,0

10.000,0 A + 28.500.000

0,0 T T T T T 28.000.000
2002 2003 2004 2005 2006 2007

—o— P2+P5

—&— crimes recorded

Figure 2. Security expenditures and number of crimén the EU.

31 Frost & Sullivan (2004:6-56) estimated around 4ndiftion retail stores in the EU (Eurostat number
for 2007 was only 2.81 million, however informatiofrelevant countries like France or Italy was not
available).
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Source: Eurostat.

From an economic viewpoint, the decision to implemgecurity and preparedness
measures should be driven by whether the bendfigglded investment outweigh the
costs of doing so. Additional resources should laed until the marginal benefits
(i.e. reductions in expected losses of an attaoklonger exceed the marginal costs of
improving security measures. Putting this rathewpde principle into practice, however,
Is not straightforward, making it hard to estimafgimal levels of protective measures,
or ordering them by priority. This is owed to themplexity of measuring the cost of
terrorism and organised crime in quantitative, aati and objective terms, and the
benefits of security and preparedness measuresluting such cost. Benefits and costs
depend on many variables, whose real value andeinfle is unknown and traditional
cost-benefit analysis is rendered nearly imposgibdeksoret al, 2007b:38). Here, we
analyse in detail these foreseen difficulties gembpround the following areas.

a) Risk perception, loss expectations and risk avarsio

b) Investment required to gain a feeling of confideacpeace of mind,
c) User acceptance.

Risk perception, loss expectations and risk avarsio

Risk perception, loss expectations and risk averiag down the expected utility of a
security investment. The frequency and the typaaflents occurred in the past, and
the damage on possible targets may serve to asslessid the undesired consequences.
These values can be combined to measure the lloelHveighted losses of a potential
security incident and compare it with the cost mplementing a security measure.
Finally risk aversion will determine the customerillimgness to overinvest
(underinvest) in security being he or she advaguseng) to risk.

This quantitative measure is however troublesome.tli@ one hand risk assessment
requires information regarding the likeliness ofts@vents as for example predilection
of terrorism on a certain target. This assessmenhat feasible when statistical
information about terrorism and organised crimeavébur is unavailable or it is not
disclosed by intelligence and law enforcement aigsndor security reasoffs
Nevertheless, in a context where group behavioangbs according to past experience
and evolving circumstances, historical data mightrisleading for assessing risk.

The difficulties to assess risk scientifically —atedreduction due to a new solution— are
highlighted in OECD (2003b:15). Models, such as gdheory, may be used to palliate

%2 Private organisations may be also reluctant toestwth the government their proprietary knowledge
about their vulnerabilities and preparedness leaglwell as to report security breaches for fear of
negative market reaction. This is because they Ingagxposed to firm liability, drop in share value,
and loss of customer trust and competitivenesslkQR808:7) for example reports that one half of
piracy attacks are unreported due to the lossesciassd to the incident reporting. Data breach
notification acts exist in some USA states regaydime loss of personal data. The European Union
has develop a proposal of Directive on this issee the common position 16497/1/08 adopted by the
Council on 16 February 2009). The directive reb@s'naming and shamindo encourage firms to
improve protection of personal data. This levelgheplaying field and prevents the competent being
penalised for taking protection seriously (Andersbal, 2007:26).
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some weaknesses, in particular when the empiriegjuency distribution for very
uncommon events cannot be identified and the reafopnance of the new
countermeasure is unknown. A large variety of gigoes and areas of expertise needs
to be combined to develop valid threat scenariastarunderstand causal relations and
the phenomenon under analysis in order to unfoMbikable model. Anyhow, models
have to simplify reality assuming linear relatiopsh or standardised behavioural
patterns of human beings and are not immune totaicalegree of subjectivity. These
limitations may make these models inappropriatexjolain, reproduce or predict with
accuracy and reliability real world conditions asaimplex phenomena.

The evaluation of potential damages is hard toned@s. It needs to assess the
likelihood that the terrorist or criminal actionceeeds as well as the likelihood that the
damage propagates (second order effects) due dad@gendencies of the target with
other assetd Cross-effects of different security measuresettuce risk and damages
are also hard to ascertain. Moreover, the quaatibo of losses such as property and
assets, restoration costs, or loss of revenuesheaglatively easy; but non-monetary
values such as business reputation, personal sgffetems losses of purely personal
value (e.g. the symbolic value of a national monuotper family stability are harder to
evaluate. Finally, long-term effects of protracte¥yents, such as changes in
consumption and investment spending on differentosg (e.g. tourism) due to risk
aversion, are often neglected due to their comjounait complexity.

The cost of new measures raises also problemstofakecost of ownership needs to
consider (research and) development as well asmygperation and maintenance costs.
These values will have some degree of uncertaimiyl implemented. Cost shall
include not only the financial and material cost$ &lso other more intangible such as
any reduction in privacy and civil liberties, inc@mience, or time spent by the public
due to security measures.

Risk assessment and its reduction due to a nevetimeat is made therefore within an
environment of bounded rationality (Simon, 1978%dsh on cognitive biases due to
unavailable or wrong information about perceivediels of threat, imperfect
information on the effectiveness of security measurinability to make complex
calculations under uncertainty demanded by statbnal choice simplified models
subject to scientific controversy, where interestl attitudes of those involved in the
decision —such as elected official, experts, thdipwand firms— may differ, and where
psychological factors such as culture, age, charaxty play a significant role. In such
environment there is no objective measure of rigk different views of risk, involving
different technical considerations, may be pertin@nd legitimate. In such a case,
maximizing the expected utility or net pay off istremely complex for policy makers
for two reasons. First, because data collection @ity computation is costly, and
second because there may exist more than one tardaafmpetitive objectives, whose
indifference curves to make trade-offs, are hardetermine. This may be particularly
true in decisions for safeguarding against low pholity events characterised by large
losses, as many security events are, where pragadid losses based on statistical
analysis will have a low degree of confidence.

% For example, many benefits of ICT systems appitedecurity derive mainly from the capability to
speed up response. Developing models on how faetonse can reduce eventual costs is a
substantial challenging task.
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A decision process driven by bounded rationalitpased on heuristics, whereby only a
tiny part of the space of potential solutions islgsed —since alternatives have to be
searched for at a cost—, and simplified reasoniwiggreby rules of thumb and rough
estimations are used to rank solutions. Such psoaéksettle for solutions that appear
to begood enouglwhether or not truly the best. Bounded rationatitgy give room to
decisions where intuition, emotion (fear and maqpahics), pre-established beliefs,
constituencies concerns, the behaviour of otherscor debatable slanted reports may
play their role. This explains, for example, thiieraa terrorist attack overinvestment is
quite frequent due to a higher risk perceptiorparticular when the means of attack are
novel or the location is unprecedented, while jiln&t opposite occurs after a large
period without incidents. This pitfall is causedthg use of theavailability’ heuristics
whereby a very recent event is taken as a sigaalsimilar events are likely to happen
soon, a method that leads to systematic and seb@ses on probability estimates
(Tversky and Kahneman, 1973).

Risk aversion may accentuate the desire to invesecurity well above the expected
loss. This may influence, for example, Public Autties that may feel the need to
retain the confidence of their constituencies, esflg in election years, investing in
rather visible security measures even if they aretoo effectivd’. In the same vein,
many executives likely prefer to invest rather tleposing themselves to the risk of
being sued for negligence should be the firm taofjan attack.

Behaviour influence in risk perception

The behaviour of terrorism and organised crimeugrices the kind of threat and so the
demand of security solutions. This behaviour vabesveen groups due to differences
in goals, strategies and capabilities. For examiglamic terrorism is more prone to
cause indiscriminate mass casualties (Europol, 200fis behaviour changes over time
according to changes in the political and econarhimate and the capabilities of these
groups based on their human and financial capital.

A fundamental advantage of these groups is thelsis&l they confront due to the
freedom with which they can select the time, plaod method of their attacks; the
small quantity of resources and the economic chat their actions demand, the
openness and accessibility of many high pay-offjets, and the easiness to conceal
their planned actions. This behaviour, perceivaiimfrthe outside as unpredictable,
makes the achievement of a wide protection verficdit, since safeguarding each
potential target is unaffordable.

The decision of a terrorist group to attack isueficed by many factors. Davis (2009)
enumerates the following ones as the more important

« The perceived benefits, which also include theaase of popular support such
as attacks provoking government represSiomhe acceptability of perceived

% As Schelling (1963) shows, in a game-theoretiongaork, an efficient strategy may be to

demonstrate power toward perpetrators, becausecetipms about the behaviour of the opponent
may be more relevant than the worthiness of théempnted measures.

Historically when groups have committed (or haweerb perceived as committing) particularly
atrocious attacks, there have been backslashegnipathy and presumably in material support as
well.
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risks to achieve operational success such as wsskok defences, group
capability, and group effectiveness versus cougrtentism measures.
* The acceptability of resources required such asemoiechnology, people, or
time.
« Enough situational awareness achieved throughligeate®, surveillance andg
reconnaissance, as well as technical knowledge aathmunications
capabilities.
Attacks are chosen from a combination of targetraetiveness, feasibility,
effectiveness and cost, and therefore, they arellyharandom, though due fo
asymmetric information they are perceived so. B@amgle, suicide tactics are used
primarily against well protected targets whose pholity of success using [a
conventional method is low and that of apprehenssrhigh. Such evidence of
rationality means that we can expect terroristsbé clever and to make good
operational choices that exploit target weakneddese positively, however, it means
that with good intelligence and analysis, we capeexto understand their calculatigns
and how to affect them with the adequate incentives

As a conclusion, it can be said that since ten®rése sensible to operational cgst-
benefits considerations. Hence, this informationusth be used to assess the risk of
potential attacks and to devise countermeasurésnitr@ase their costs and bind their
benefits.

Box 2. Factors influencing terrorist decisions andehaviour

The limited availability of resources of these grswand the constraints imposed by law
enforcement and other well-funded security measuregarticular the need to go
undetected, place anyhow significant burden on ethgeoups and abridge their
operational capability. This explains that they lgpp very conservative or very
practical strategy, grounded on widely diffused, llwproven and inexpensive
technologies in comparison with those that Stases afford’. Offensive capabilities
are often limited to a small range of tactics aachhologies, mainly based on arson
(e.g. Molotov cocktails), bombings (based on ruditaey home-made explosives that
can be readily assembled using ingredients thatleafpund elsewhere) and firearms.
Yet, the sheer destruction these groups cause gsicly means and tactics creates a
media sensation that is highly effective in trarting their message to the public.
Bigger risks are only accepted for high pay ofge&ds where sophisticated equipment is
indispensable to succeed. This also explains thapite of the growing interest of
terrorism in advanced weapons including CBRN, gatigethe resources and means to
acquire (or manufacture), deploy and use these evesapith success is outside the
capacity of the majority of these grodps

% personnel with privileged access to critical isfractures, particularly control systems, may seve

terrorist surrogates by providing information onlnarabilities, operating characteristics, and
protective measures.

Yet available technologies are used quite effetfivFor example, the internet, satellite phonesl a
other advances in communication permit the cootainaf operations and the execution of attacks at
widely dispersed places. This facilitates theiindid®s and according to Enders and Sandler (2006:4
has helped to increase the transnational numbeerodrist incidents. Europol (2009) reports that
several organisations run their own websites oxessrlocated outside the EU —whose owners and
webmasters cannot be identified easily— to reamaiv members, promote radicalization and raise
funds.

Although accurate surface-to-air missiles are Widevailable and have been in some terrorists’
arsenals for years, they have not been used agedmstnercial aircraft outside conflict zones.
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One of the main problems in evaluating the utildf security measures against
terrorism and organised crime is that these org#iniss do not passively react to them.
On the contrary, they try to undermine those usiiffgrent methods. For example, they
may shift their attacks to more vulnerable targetsange their tactics and operating
methods; use available technology in quite innaeatvays, or use new technologies to
overcome current protective measures such as fonpbe the use of non-metallic guns,
non-nitrogen-based explosives or flammable liquixplesives to disable current
controls. In the same vein, illegal border trafiic the south of Europe has proved
flexible, innovative and capable of learning, desgubstantial efforts at control.

The potential efforts of terrorism and organisetinerto degrade the effectiveness of
defensive systems mean that they must be addraspéhning to ensure that efforts to
protect society are effective. Expending resourfs systems that can be easily
neutralized in a sens#oes the terrorist’ work for therhy diverting those resources
away from better use (Jacksehal, 2007:132). However, some systems can continue
to pose problems for these organizations even dftey know how to evade or
neutralize them. Those problems are a price thepgnaust continue to pay over time-in
the effort needed to counter the technology, tleeessed planning burden it creates,
new or different weapons that must be procuredesources that must be expended to
protect the group from its effects (Jackstbmal, 2007:132).

If the utility of the security solution significdgtfalls, as a consequence of the new
behaviour, to the point of becoming obsolete, It tigger a new cycle of measures and
the demand of new equipment in a recurrent prottegsresembles an arms race. The
contest of measures and countermeasures betwe&tatieeand these groups may press
the research and development of new security eqnpmvith higher performance and
rise expenditures and product prices, however ays with a clear outcome in terms
of increased security. R&D will contribute to uoiist escalation, whose steepness will
depend on the innovation capability of terrorisndl @mganised crime that probably is
lower than defence arm races due to their resooaestraints and other reasons
commented in Box 3.

The capability of terrorist groups to use techngltm leverage the magnitude of their
attack is also a relevant question when decidirgg résources that societies should
commit to curb their activities. Jackson (2001) lgses this problem and has founpd
many restraints on terrorist groups to use adetyusehnology to achieve their goals.
He has also found an overestimate of the actuaathposed by the terrorist adoption| of
some weapons due to their complexity. He citesek@mple the unfulfilled prediction
made in the 1980s and 90s that the use of gremanmheHers would greatly increase.
The ability to adapt a technology for unigloeal requirements seems to demand a
much deeper understanding than that required taigesthe technique or product. One
example he gives is the fabrication of homemadetar®rby the PIRA. Although

Terrorist, so far as we know, have not attackeitatjure and have not attempted to seize or sabotag
nuclear reactors (Jenkins, 2006). To date, mosirist groups have used the internet to facilithesr

own operations rather than to disrupt the operatimia target audience (Enders and Sandler, 2006:
257). The White House (2003:viii) National Stratetyy Secure Cyberspace recognises that
required technical sophistication to carry out sua attack is high—and partially explains the lack
of a debilitating attack to dateChalk (2008:19) also explains the low level ofritime terrorism due

to its technological complexity. Yet, strategicalthese groups will be interested in declaring more
capabilities than available with the aim to raise threat level and fear.

32



WORKING PAPER 43

straightforward in principle, the mortars constaecby the group experts had gener:
proven inaccurate and caused many operationalemtsid

While bomb-making manuals are readily available tbe internet, those san
characteristics mean that the knowledge deliverzsl likely not beervalidated and
could simply be wrong. Additional tacit knowledgeashto be gained throug
experimentation than can be dangerous and expemsigl as deaths caused
homemade explosives. Moreover, the pressure ofdiafercement may prevent tf
adoption of a new technology or deprive the timeessary to adopt it.

Group leadership and structure may also have atimegmfluence on technolog
acquisition. If discussion of problems and solusias viewed as dissent or criticism
the leader for choosing the technology, no suchstip@ng will occur and the grou
will lose the chance to optimize its use. And ifhavement chooses to organise its
using acell or leaderless-resistanamodel —where small independent groups opera
varying degrees of ignorance about the plans atahtions of other group member|
technology adoption by the entire movement willdssentially impossible (as may
the case of Al Qaeda in relation to CBRN weapons).

The availability of financial and human resourcesyrhinder the capabilities of the
groups to profit from certain technologies. Becawdethe illicit nature of their
activities, extremist groups cannot take advanttgde labour mobility which exist
among commercial firms. In the absence of confoumdiactors, the larger a
organisation, the more likely its members are tesps the appropriate explicit a
tacit knowledge base to efficiently absorb new tetbgy and the more likely it is th;
the organisation can afford to devote some of ignivers to technology acquisiti
activities.

Finally, the short live of most terrorist groupstply explains why most operatior
use relatively simple technologies amon-innovativétactics.
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Box 3. Terrorism capabilities, technology and innoation

Embedded and dual use security solutions

Security solutions, rather than defence equipnmemd to have more than one use. They
are many times integrated in the design of widéutems which incorporate specific
features to underpin security measures. The inhelifficult of measuring objectively
the utility of security solutions to counter raneeats explains that some investment are

more palatable for decision makers when they arshew in solutions aimed

at

achieving wider and more peremptory goals. Thistipudpose nature helps to justify

the investment.
Investment required to gain a feeling of confidence

The utility of a security solution depends on thenerability reduction in terms of
less likely event and fewer consequences. Utilitgutdd be measured in terms of

a
net

value, i.e. after discounting the cost of the inresnt to trade off between performance
and cost. In theory, the selection process shalbsh the solution whose net value is
higher. However, the availability of financial resoes often limits the set of available
choices. That means that, keeping other things legiakeholders with bigger
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economic resources will tend to invest more in gecyrovided they are more
effective. And, in macroeconomic terms, it mearat tiations with a large GDP will be
more prone to invest in security.

User acceptance and ethical issues

The utility also depends on the acceptance of ggcsmlutions which may downshift
their demand, slowing down or reversing the depleytof these solutions. When the
security solution is perceived as a degradatiothefquality of life, as for example the
time spent in airport controls, an adverse sopialitical or psychological response may
be triggered. This negative response may unfoldwthe disutility surpasses utility as
may be the case when disutility is clearly obselejalvhereas the potential damages of
a security shortfall are harder to envisage. Disptnay be also perceived very high
when fundamental rightd such as privacy or the search of social cohesiay be
jeopardised by some solutions, especially when #reynot subject in sufficient ways
to political and judicial scrutiny.

Several security solutions raise concerns abouir thetential impact on privacy
expectations of citizens. Apprehensions, in genaral based on fear of misuse or abuse
—i.e. that these solutions are used for purposksr dhan that for which they were
intended— and whether the loss of privacy is readtyuired to attain the security goal.
For example, there is a fear that governmentsheseéw and powerful surveillance and
facial biometric technologies to track pedfleEmployees may fear that management
will be tempted to monitor their performance usib@TV cameras or access control
systems. Also at issue is whether people will b@trarily monitored based on their
race or ethnic origin or whether security staff niay tempted to indulge in video
voyeurism by, for example, focusing on young, attve females. A similar case is
related to systems used to detect weapons hidd#ar gtothes that show the image of a
person nearly naked when millimetre waves or baatksc X-ray scanners are used,
something found too intrusive and invasive by maitigens™.

Concerns also appear when some technologies maglrbealth information. This is
the case of biometric retinal scans that can iflentianges in the retina due to vascular
dysfunctions caused by diseases such as AIDS, tdmloe high blood pressure. There
are also concerns that, in the future, facial ratam may be used to detect expressions
and thus emotional conditions. The lack of friendfis of some security systems may
also induce a negative response. For examplearstianning requires close proximity
with the reading device. People may resist biometevices because of hygiene issues

% See the EU charter of Fundamental Rights and thegean Convention on Human Rights.

40 In January 2001 a face recognition system wasllestin the Superbowl in Tampa (Florida) in an
attempt to identify ‘wanted’ individuals enterintget stadium. (NTSC, 2006:73).

Some prototypes of these systems have been téstedports in the USA and Europe. The
department for Transport and BAA trialled this kiofdsystem on the Heathrow express train line and
Paddington railway station in London in early 208@cording to GAO-10-484-T report, TSA plans
to deploy 1,800 systems by 2014. To protect passgmivacy and ensure anonymity, strict private
safeguards are built into the scanning procedune. dfficer who assists the passenger does not see
the image that the equipment produces, and theeoffiho views the image is remotely located in a
secure resolution room and does not see the passeBlgrring is also added to protect privacy and
images are deleted from the system after the pessoleared. On the European view on this issued,
see the European Parliament resolution of 23 Oct@0®8 on the impact of aviation security
measures and body scanners on human rights, pripacgonal dignity and data protection.
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such as Japanese citiz€n#And other people may find fingerprint scanningtasteful
due to its criminal connotations.

The European data protection Directive 95/46/EG set strict principles that have to
be observed in the design and operation of secsgistems that manage personal
information. This is the case of systems that shooenetric information, video images,
or e-maif? since this information is considered personal .dataciples to observe are
transparency, legitimate purpose, and proportibnalihis implies fair data collection
(e.g. right to be informed), minimised data coliec} storage and processing; and
adequate measures to assure confidentiality andigeof processing in order to avoid
data leakag®.

The demand of widely accepted or regulated secsoiytions

When security measures are widely acknowledgedobiety as tacit social norms or
regulations acceptable for the level of risk, tiea demand of security goods and
services related to these measures becomes mgqgeetsiabthe overall trend of society
evolution. This is the case of transport where aenmoobile and interconnected society
is raising the number of passengers (see figu@beind merchandise across the world
increasing the opportunities of clandestine imntigrd>, commerce, theft and the free
movement of terrorists and criminals. The creatmnthe expansion of airports,
seaports, mass transport hubs and border checkpmirgupport this growing traffic
demand security goods and services to verify legité travel and trade, and avoid
merchandise loss.
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Figure 3. Air passenger in Europe

In the same way, the demand is correlated wittgtba/th of certain businesses such as
bank offices, retail stores, office buildings, epteses or manufacturing units where the
goods and services related to security and safetg@nsidered an inseparable part of
the business. The rate of renewal of certain addetscars, personal computers, or

2 More details can be found in GAO (2002) report.

43 E-mail is correspondence and is covered by the timconfidentiality of communication laid down in
the European Convention of Human Rights.

“ The article 29 of the Directive sets up a Datatdtion Working Party as an independent advisory

body on data protection and privacy. Its missiolaid down in article 30.

This is a consequence of population ageing of mdstainced European countries that is creating

shortages of specific skills combined with the grayvpopulation of developing countries and the

expectations to earn wages in excess of thoseein ¢buntry of origin. This scenario will probably

persist throughout the next decades.
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households better explains the demand increaseamofactitheft systems, software
security packages, and home alarm systems. Thearggamomentum of e-commerce, e-
banking services and other on-line services dubkedalevelopment of the internet and
the information society is also pushing expendgurecomputer security to shatter the
rising threat of cybercrime attracted by the seénsit and value of exchanged

information.
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Figure 4. Number of European households with connéion to the internet.
Security and other societal needs

Investment in security is driven by its perceivetlity in comparison with other
personal or societal needs. That means that irogeerwith low rate of security
incidents, perceived as a less risky environmenpesiods where income decreases,
preferences may turn to other welfare competingis@ensidered more important such
as healthcare or education.

The trade-off between security and efficiency

Security investment is associated with an efficjetass since it is often seen as a
misallocation of resources which has to be finanasdan overhead internal cost.
Security investment are often seen as unprodusinee it, like pollution abatement and
environmental protection, generates an intangiblput (often hardly discernible from
null effect) that is not considered part of privatepublic accounts.

Security measures are also perceived as a soudisubdity since they are expensive to
apply and usually diminish performance, create nwemiences and cut out customer
satisfaction. This is because security entails tong and enforcing services such as
inspections and controls. The paradigm is transpecurity where solutions reduce
passengers or cargo throughput due to inspectitaysleOther example could be the
preservation of large dataset of e-mails or phaalés dor investigative purposes as
required by the EU data retention Directive 200624°.

¢ This directive obliges operators to keep datairgjao mobile phone, fixed telephone, internetessg
email and telephony regarding a communicatidaisninationdata (source and destination) and its
date, time and duration —but not its content— fdeast six months but not longer than two years.
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Security investments, whereas reducing fragilitg botal disruptions that could lead to
widespread and catastrophic failures, work alsenagjaroductive efficiency in terms of
lean production systems, resource concentratiomdease economies of sizgust
enough, just in timedeliveries to shrink inventories, and infrastwets coupling to
leverage benefits from scale and interconnectedhé®sis is because security requires
robustness (system ability to tolerate failures) egsilience that is achievable through
different means such as system hardening; redursset® and compartmentation
(geographic backup sites, back-up lines or rowdad)spare capabilities like spare parts
and emergency teams able to provide enough resotwcguickly respond and avoid
any supply congestion in case of an emergency aurisg incident®. Consequently,
security will stifle the competitive advantage bétindustry and impact on their profit
due to higher cost per unit sold or loss of custolmese when such measures are
perceived more as a burden than a benefit. As ifgcueasures raise operation and
transaction costs, they usually have an adversadmmn trade and econoffiy Their
efficiency and opportunity may be questioned wheousty incidents are extremely
unusual, using the social norm that it is hardustdify an expenditure that has not paid
off (Krantz and Kunreuther, 2007).

The decision to invest in security by the privageter will consequently take into
account these positive and negative effects. Thesament will be grounded on a cost-
benefit analysis, whose benefits will be measunethk avoidance of losses related to
damages to production and distribution facilitiegtm to workers, loss of business, loss
of reputation, legal liabilities and indemnificaticlaims.

Private versus public benefits of security investtae

But the social costs could go further and include harm or loss of life of individuals,
damage to the environment, and negative effectstber business dependent on the
targeted industry (e.g. Internet Service Providaien private benefits of security are
significantly smaller than social benefits, privéitens may have insufficient incentive
to meet social objectives and companies will netst adequately in security, thus
decreasing social welfare due to an improper dilogaf resources. This trend may be
easily reinforced against a background of very cefitige and cost sensitive markets
such as transportation, energy or telecommunicatiwhere companies are unable to
pass such costs on to consumers without expergacaignificant loss in market share.

4" For example, integrated supply chains that feedpmments and other materials to users just before

they are required and just in the right amounteriher to keep low inventory costs. As Huang and
Whalley (2006) demonstrate border control delaiggér an inventory raising response.

While such investments do increase security, ttheynot result in large revenues to the security
market as is defined in this study.

For example ambulances, beds in hospitals or rasatockpiles. Yet, the large costs associatdd wit
this spare capability explain to some extent themementary role of armed forces or international
cooperation in large emergencies.

This may not be the case when customers perdeévgdnsaction as too risky. In such a case sgcurit
measures may be valued positively by the customdrcmpanies will be interested in investing
more. This is the reason of the considerable imvest in computer security of e-commerce
companies due to the considerable savings andngarichieved moving on-line these services as
well as their assumption of liability for on-lineafid (Anderson and Moore, 2008). In this case, non-
dependable payment systems in e-commerce that s®mylt rin identity fraud may reduce more
benefits in terms of lost gains from trade assediatith transactions foregone than the stolen amoun
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When market fails to induce agents to properly stve security up the desired level,
then society needs to agree on policy tools to @mage agents to adopt protective
measures (Kunreuther and Heal, 2003). They maylueveelf-regulation to forms of
co-regulation and government intervention. Selutation uses codes of conduct
whose main incentive is prestige and reputatioreyTdre often developed by industrial
associations (e.g. IATA) and may allow that an agleres not make business with other
agent if the latter has not subscribed the codgulR&on includes mandatory measures
which are linked to fines and penalties for thosding to implement such measures.
They are often accompanied of imposition of taxescertain services or products to
finance named measures, or fiscal incentives fosdltthat implement such measures.
The enforcement of regulations requires some kinidspection system. Third parties
may assist governments in this inspection as famgie insurance companies who will
reduce the policy premium if measures are properptemented.

A liability system may also be used to enforce s&cuf companies are found negligent
of not providing a secure environment for operatiand shall compensate employees,
customers or third parties of the damages underggne security incident. Although
such system has attractive theoretical propeitiéaces practical problems due to high
transactions costs, because determining the redildgsof the company and the
amount of damage can be very costly and extrenmaky-tonsuming (Kunreuther and
Heal, 2003).

The role of externalities in security demand

Security investments create positive and negatkterealities that may influence the
demand of market agents. An example of positiveereslity is the government
investment in law enforcement that may reduce treetpl capabilities of terrorism and
organised crime and raise the perceived feelingeglrity of citizens, lowering their
willingness to invest in private security (Orszagl Stiglitz, 2002)".

Positive externalities may cause underinvestmeintiseoprivate sector in security. This
may raise concerns when it provides services traateasential to the functioning of
society. These services can be considered to sateateas a public good, and hence
private losses of a security incident will be likedmaller than social losses as for
example some power outages have shown in the @agstl{aly 28/09/20035. Hence,
some remedies as the ones described in the pressmti®n may be needed to achieve
the desired investment level.

Negative externalities appear when investmentienprotection of specific assets may
deflect attacks to softer targets, thus raisinginisecurity of these potential targets. For
instance, if a government responds by tighteninguisy at official sites —such as

embassies and government buildings— civilian targelt become relatively less secure
and attractive (Enders and Sandler, 2006:83). Bsgagrity high on a country, terrorist
attacks may be performed against individuals opa@te offices located abroad; and
cyber-attacks can be launched against ISP provigignsa lax security policy. Another

L The provision of government el postassistance (after hardship) also reduces paitieshtives to

appropriately manage risk (before hardship occwrs)ante This behaviour is known as the
Samaritan’s dilemma.

The externalities caused by the lack of home cdempwprotection, which are increasingly loaded with
malware aimed at harming other computers, is an@tkeemple (Andersoat al, 2007:19).
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example is the selection of airports with limitedreening capabilities (lack of
inspection equipment or expert personnel) or, beagabilities adequate, the attack can
be deflected to metropolitan train networks suchMalrid or London bombings.
Europol (2009) reports that in the last years Badgurorist groups mainly carried out
attacks against soft business such as bank officdsggovernment targets such as local
administration or police offices. As a conclusiarcan be said that investments that
divert rather than deter terrorism and crime mayekeessive from the social point of
view because private investors will only care abihir own protection rather than
overall deterrence. Furthermore, if those who sufie negative externality are unable
to pay for their own security, then some sort afigloexclusion may unfold.

Interdependency and cooperation

Many security measures are more effective when #reyjointly applied by all the
members of a community, association or coalitiomsTs because the overall security
may be compromised as members do not apply meaasnidesreate security gaps while
they free ride over the benefits of measures imphard by the remaining members. If
there is no assurance that measures will be impieedeoy all members, a disincentive
to invest in security is created (Kunreuther andlH2003).

Coordination is therefore needed to agree on suehsuores. However, achieving

agreements takes time since, as often occurs,rpnefes and available resources to
implement such measures differ across membersudh a case, the agreement may
delay —or even paralyse when it fails— the impletaigon of the desired measure. Such
interdependency is a potential source of inertidnémarket demand.

Agreements may be between private agents, publicpaivate agents, EU member
states or international. For example, the Scheagesement for suppression of internal
borders within the EU is an agreement between mesthtes. International agreements
are required for protecting activities with transm@aal dimension as is the case of
transport or telecommunications. They are prombtethternational organisations such
as ICAO or IMO. They state common or harmoniseafmes, information exchange

standards or equipment performance.

When some members find the security level inswfiti they may launch unilateral
actions. This is the case of some USA and Europeaatives described in chapter V.
The main risk of such actions is that they mayrthsinate nations that have difficulties
in implementing measures. For example (Chalk, 2008reports that the fulfilment of
the ISPS code precludes the vast majority of hitaountries. Aids, although, are
sometimes given to implement the desired measwgas the case of the US DOE’s
Megaports Initiative.

The role of technology

While the demand curve can be considered fixetienshort-term, it changes over time
as technological advances are able to offer mdractive products and services as for
example higher scanning and inspection rates, |dase positives and negatives rates,
higher reliability, savings on operating personrahd fewer inconveniences. Such
displacement of the demand curve, when quantums l@apperformance or sharp
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reduction of price are achieved, can consideraintyutate the demand, in a similar way
as the personal computer or the mobile phone atlamthe past.

The role of government

Government plays a relevant role on demand sireiaglkihe ultimate responsible of the
security of the citizens, it settles the natioredsity policy. Such policy will determine
goals and missions and the available budget, winicbrn will settle to a large extent
the demand of security products, in terms of proéeetures, performance and quantity.
Such policy is largely influenced by the societarqeption of risk, but because this
perception usually differs between social grouplsas to be agreed at political level.

National policy also will influence the non-goveramt demand when incentives for

citizens and organisations to invest in securigyrast enough. Governments may enact
laws and regulations that force such investmentsrader to attain the social benefits

that the market is unable to assure. The role eégonent is discussed in more detail in
chapter V.

The demand of the individual / residential market

The individual demand of security focuses mainly)@usehold protection against theft.
Inexpensive mechanical locks —and sometimes arrdodo®rs and safe boxes— are
used for this purpos& Phones and videophones are usually employednivat@ccess
to individual residence. More advanced solutiorduide the installation of intrusion
detectors connected to an alarm system that mggetria visual or audible alarm and
send an automatic warning by phone lines, data loremobile net to a central alarm
system operated by a security services company.chaaging EU housing pattern
towards single and double person housing unitskeyl to lead to an increase in
demand for home alarm systems. The other impoass#t is the vehicle. It is protected
using door and ignition locks and keys and mayudelan intrusion sensor. Its low cost
makes that, today, nearly every medium range wvehilequipped with it. These
systems are directly installed by the car manufactuThe last relevant household
element to protect is the home computer. It reguseftware security packages to
safeguard the equipment from attacks through tteeret.

The demand of these products is fundamentally drivethe income, assets value and
the feeling of insecurity of the householder whistbasically influenced by the crime

rate. Products tend to be standardized becausatshmee similar in nature and scope
and customers are very sensible to price. Customrersnot too literate on security

issues and usually receive assessment on whayttvdyn a local agent or seller.

Home insurance plays a role in the residential etademand. Householders tend to
install a basic alarm system to get a deductiomftbe insurance company. Insurance
often is tied to the awarding of a mortgage thatissally needed when the house is
bought. This explains that customers do not havarge interest in sophisticated
products or technologies or the replacement of ldnsgstem. This reasoning is also
applicable to small businesses which insure ag#uest (Frost & Sullivan, 2008a).
Specific demand drivers of companies

3 The protection of money, jewels, and other reléwamsets by bank offices that can provide a safer
storage service can be an alternative option.
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The security demand of companies is driven by #wdrto protect business and avoid
the economic losses caused by a security incigddmth may result in employees or
customer damages, assets losses, or business tidisrupajor threats include
workplace violence, theft, or terrorism. The ridklarge companies becoming a target
of terrorism may be higher as long as States apeeasingly protection their
infrastructures and iconic buildings make them #Hicdit target to hit (see U.S.
Department of State, 2004: appendix G).

The demand of companies focuses mainly in surveilasystems, access control
systems, fire detection and extinguishing systeamsi-theft systems in finance and
retail, and computer security. Small companies lisagt for high-volume, low cost
security packages and services, while large comepanave more room for solutions
tailored to their needs. Investments apart fromenmgt and equipment also include
security services to operate and maintain the ggcaystem as well as guarding
services.

Overall large companies tend to be more effectivdaveloping security solutions than
medium and small busineés Large companies usually have a better knowledge
regarding threats and potential solutions than lsomahpanies which may find more
costly to shop the best value for money productc&security solutions tend to exhibit
economies of scale —i.e. decreasing cost of sgqoeit unit protected— the former may
spend proportionally a lower quantity than smalkibass in achieving the same
security level.

Geographic markets

The security market, following the general trendotier industrial sectors, can be
considered today largely globalized. The majoritysecurity services and products
including their subsystems and components are saddwide with few trade
constraints. Controls only apply to certain typésequipment able to cause physical
harm such as small armis® Globalisation affects the whole supply chain where
comparative advantages in customer knowledge, mysteegration, advanced products
and technologies and low cost manufacturing alieeprovide a system with the best
value for money.

This global character of the market is reflectedthe existence of large security
suppliers with a European or international dimenmsidhis is the case of U.S.
companies like General Electric, Tyco or RapiscBkl companies like Securitas,
Siemens, Bosch, Smith Detection, or Sagem Morphdapanese companies like NEC,
Panasonic or Sony. Companies from Korea, TaiwarCloina also sell electronic
components related to security in the internationatket. Foreign direct investment
rather than awarding production licenses seemsetahle preferred way of these

* IDC (2009:40) reports this fact in the computecusity market, but the argument seems to be valid
for other kind of security measures. Being the casaeans that mandatory security regulations may
be relatively more costly to implement by small gamies and organisations (e.g. a small airpors) thi
creating an uneven playing field.

According to Ecorys (2009:180), export of chemickdtection devices is blocked by customer
authorities to countries, when they are includeth@list that prohibits export of dangerous maiteri
The recent Directive 2009/43/EC on intra-commusiyes is aimed at reducing such controls within
the European Union.
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companies to increase revenues. These companies faguently, apart from
marketing and post-sale services, production fasliin foreign countries and even
research facilities such as Bruker Daltonics faesi in Bremen and Leipzig . These
large companies operate in the stock market arid shares can be bought by foreign
investors.

Notwithstanding, geographic proximity between bgyand sellers often provide key
advantages for selling products and services. Ldgdlibutors, suppliers and value
added resellers usually have a better knowledgeth@fmarket and culture of their

customers and provide more efficiently services likesign, installation, training,

operation, maintenance, or repair in terms of nagsd and cost. This explains the
presence of large number of small size local seppknd distributors and the territorial
spread of security companies along the EU MemlaeSt

Is the European security market fragmented?

One question that is often raised is that the Eemopsecurity market is fragmented and
unstructured in the sense that markets are national, a lewsfimj field is lacking due
to differences in national security policies angulations®, and the demand is too
fragmented due to the large diversity of customersome areas such as personal
protective equipment (PPE). This question is imgrarsince departures from the single
market may weaken competition, and impede the aehent of economies of large
production and consequently it may negatively inipacmarket performance

The analysis performed along this study shows ity security companies have a
true European dimension as they operate in diftdveamber States. Therefore, at first
glance, it seems that artificial barriers, sucls@ecific national regulations or standards
that may impede companies to sell products andcsgsin other Member States are not
insurmountable (see EU merger 3688) although tleydchave a more relevant impact
in small and medium size companies. Evidence ddrgel internal trade of security
products have been found in Frost & Sullivan (2094%) where it can be seen that
intra-community sales amounts 28,11% of total sa@genness of the market to
imports seem also relevant having in mind thatliersame period 12,66% of purchases
were made outside the EU.

Still, fragmentation may appear in the field of palprocurement, when large systems
are acquired and member states want that theisindplays a key role in the supply
since the system is considered strategic fromebargy or the industrial point of view.
While this preference is hard to un¥&ilsome evidence of this practice may be
observed for example in the purchase of emergepoynnications systems. Such
contract awarding suggests that, apart from a preée on national suppliers regarding
the provision of systems considered essential &ional security, the improvement of

" See ESRIF (2009) or EOS (2009).

8 Market competition across industry may be distbrighen mandatory requirements to invest in
security differ between member states.

As opposed to the defence market, the appeatitbeaB46 (ex 296) TFEU in order to avoid common
market rules (including State aids) can be consiigroblematic, even if it is interpreted in a wide
way to protect national security interest, sinceisitrestricted to a list of products that are
fundamentally related to defence rather than sicuri

The broad recommendation of many market studieding a local partner, when bidding for
government contracts or large infrastructures dpesamay indirectly confirm this hypothesis.
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industrial capabilities and employment have pnordver best value for money
solutions. Public procurement rules may be useshtipe the demand and design the
market with requirements and awarding criteria wherational suppliers enjoy
important advantages. Notwithstanding the case ma&yoe general. Countries like the
United Kingdom show more flexibility having awardedportant security contracts to
foreign companies like Sagem for iris recognitidigrthrop Grumman for IDENT1
programme for replacing the National Automatic Ergint Identification System
(NAFIS), or Raytheon for its e-Borders programmdis@s agreements where some
kind of compensation to national industry is pr@ddvithin a government programme
has not been identified, although foreign compaaresusually sensible to government
desires and integrate national partners in theipgsal.

Another kind of fragmentation appears because @sing is usually less concentrated
(more orders but fewer units) than defence duééddrge number of ministries, state
agencies and public and private organisations amipanies in charge of providing
security to society. This fragmentation is to soextent inevitable and cannot be
overcome easily due to the decentralize natureuodhases and the freedom of these
organisations to buy their preferred goods andicesy

Fragmentation may also appear in the area of relsesinen programmes are funded
nationally. Such fragmentation impact the marketwon ways. On the one hand, aids
granted may unnecessarily duplicate efforts wheearh projects are uncoordinated.
On the other hand, member states may overfinarese throgrammes because they do
not account for the negative externalities (i.erkaastealing) on the industry of other
member states. If aids differ across states, théydigtort market competition in the
EU.

As a conclusion, it can be said that fragmentatibtine security market due to national
barriers seems to be lower than expected, wheragséntation caused by customers is
an inherent feature of this market. However, mavoeliss and quantitative analysis in
the field of public procurement, R&D financing, andtional regulations are needed to
determine accurately any unnecessary fragmentatitn negative impact on market
efficiency.

Price elasticity and substitutes

Price elasticity reflects how customers will entgrleave the market as the price of
goods and services changes and as a consequermgatitdy demanded changes. It is
measured as a ratio between changes in demandhamgjes in price. An inelastic

demand means that consumers will pay almost ane jor the product, whereas a very
elastic demand means that consumers will pay a narsow range of prices for the

product. An inelastic demand means that a prodcaerraise prices and still increase
profits since demand will not decrease too.

Being security a very valuable asset, it may besetqul that price elasticity will be in

general low, probably similar to the defence equptwhere trade-off between product
cost and performance usually favours the secondra@ipnal requirements may reduce
elasticity as long as high (but costly) productfpenancé® is considered essential to

1 Measuring equipment performance, nonethelesst$asn intricacies. For example the efficiency of
a sensor depends on a low number of false positwesnegatives. This parameter can be often
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achieve security, as for example quick screeningesys to avoid large queues in
overcrowded airports. Other non-price preferenaesh sas reliability, quality, brand
identity and the availability of complementary pucts and services (e.g. operation and
maintenance support) may have a large influencgdeomand making it more inelastic to
price.

Sensitivity to price differs between market agemsgjnly due to the available budget
for security. Individual investors may be more $ielesto price than companies since
these investments are tightly restricted by theome. Small companies more sensible
than large companies since the latter enjoy laegenues. Large companies are more
sensible than critical infrastructures operatorsl dhe latter more sensible than
government¥. This fact may explain that certain security pretdudeveloped for high-
end markets do find a hard path to percolate mtodnd markets. In sum early adopters
of new and more sophisticated technologies andicesnare represented, apart from
government, by large companies (e.g. banks, inggstirports) with higher purchasing
power and longer experience in product acquisiborservices outsourcing. Overall,
these companies will upgrade their system morekgutban small companies that will
be more inclined to exhaust the life span of tegatem.

Price elasticity of a product is also related te fresence of substitutes. If substitutes
are few or imperfect —i.e. they exhibit differenctreen demand will be more inela$fic
On the contrary, inelasticity will be smaller ifqoucts are very similar in performance
such as some standardized electronic sensors ndéeé security field (e.g. handheld
metal detectors). Whereas substitutes are commorsdme security products (e.g.
cameras) they can be very few for some very spsethbr complex security equipment
(e.g. large portal truck scanners). Furthermorthdfe are relevant costs associated with
the change of product, buyers will have extra difiies to switch once the product has
been bought.

Many security solutions are integrated developmbéated on user’'s demand. In these
cases, solutions offered by suppliers tend to lbeoee imperfect substitutes of each
other and therefore with a smaller cross-elasticiBesides, once started the
development, the switching cost of changing thepBepwill increase, since even if

other product or system has advantages in ternmwicé or performance, the cost of
dismantling the old system, redesigning it, andareing the operators may be too high
and will require additional financing whilst theskiand the uncertainty associated with
the new solution will only disappear after enterintp service. Such switching costs
grow proportionally to the size and complexity bé tsystem. Since the investment will

adjusted; however improving one will worsen theeothin addition, sensor performance may be
closely related with operator skills and inspectiiome, where a smaller inspection time may result i
larger false negatives. All these features chalethg purchaser capability of selecting the basepr
quality product.

Within critical infrastructures operators diffeocars can also be appreciated. Airport authoritied te
spend more funds in security than seaport or baad#rorities, due to the larger revenues generated
by air transport in addition to the higher threatdl of airports as target of terrorism (it is estted
that security expenditures of airports range betwg&® and 20%). Even within the administration
price elasticity may differ. Local police of smaities, apart from higher budgetary restrictiongym
be more reluctant to buy expensive security equigriighey regard themselves as an unlikely target
of terrorism.

For example manned guarding may show a higherréetse capability that electronic guarding
equipment.
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have a long life and the maintenance of the systetuding upgrades are usually
provided by the same supplier the relationship betwsupplier and customer tends to
be long-lasting subject to conditions of bilatemanopoly. The paradigmatic case is
large government security programmes such as amn#ated Fingerprint Identification
System (AFIS). This low level of substitution assibusiness continuity and is an
attractor for the industry.

Manned guarding services, an activity generallysoutced by many organisations, is
an example of service that is easy to substituneest does not usually involve large
cost for the customer allowing him or her to easiyange of company, if he or she is
dissatisfied with the service provided. This exptaihe higher price elasticity of these
services. Only when the provision of security segsiis bundled to a system provided
also by the services company, the change must be difficult.

Market size and growth rate

The size and the evolution of the demand is a agleparameter to analyse in every
economic sector. A large market size combined witfood growth rate is an attractor,
while a small market with a shrinking demand diseges entry of new companies.

As has been shown in chapter Il, the size of tleurd#y market in Europe can be
considered modest in relation to the GDP when wapaoe it with other economic

sectors such as the ICT market (tenfold higherjs Tiay explain that large companies
do not work exclusively for this market. Data ofapker 1l shows also that public and
private expenditures have moderately grown in &gt years with a value above the
inflation rate of the European Union. Growth trendswever, differ across market
segments.

However, the current economic crisis in Europe mage attention to more pressing
needs and result in a short-term freezing or falilemand. Industry showing fears of
demand fall have been identified in some reportsreds others do record such¥all

Stability of the demand

A market with a stable or moderately growing demanohore attractive than a market
with fluctuating or random demand, since companit experience changes in
expected incomes that will require costly adapretioof the development and
production capabilities.

As we have seen demand of security is mainly reélederisk perception. This value is
mainly driven as we have seen by the number anerisgwf security incidents. New
incidents may raise the need of enhanced sec@itythe contrary, a decrease in the
number of incidents may favour complacency andifreand may stagnate or fall. This
may easily occur when other more pressing societalds largely surpass security
needs.

% See for example Frost & Sullivan reports in 2009€ Physical Security Market in Asia Pacific.
Surviving the Economic Downturn’ and ‘Biometrics Mat. Surviving the Global Recession’. A
press note of the Spanish association APROSER @&#6£21010 reports a demand fall of 6% when
compared with 2008 revenues. However, accordin@aotner, the computer security market will
grow 11% in 2010.
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Unexpected incidents usually trigger the demandest measures, which may call for
the development of new system and the agreememtewf regulations. The latter
activities may take time and slows down demand grown the contrary, agreed
regulations on the provision of security may dampedemand fall. The demand of
some services like operation and maintenance (@wal) may be more subject to the
stock of the security equipment installed baseeratian changes on risk perception.

Variations in government demand, as we have seehapter Il, tend to be slow. This
is mainly due to the inertia of the budgetary pssceWhereas pressures of
constituencies may influence budget size, this ggedends to be slow and quantities
change only slightly from year to year. Howeverygqmment demand in certain market
segments is mainly driven by large acquisition progmes which show a cyclical
behaviour combining periods of great feasts withqgaks of great famine.

Marketing and purchasing methods

The individual customer purchases security prodacis services to local brokers or
dealers. They play a relevant role in the desighiastallation of the security solution
based upon user needs and standard off the shueifityeproducts (e.g. a alarm unit
with different sensors). The assessment and tlee-sdle service they provide is key to
enhance the attractiveness of a rather standardnamgre product whose differences
with competitors are small. The supply of alarmteyss is usually tied with the supply
of remote monitoring and maintenance services.

On the contrary, the Public Administration purclgasecurity goods and services as a
consequence of programmes that usually follow anrphey, programming and
budgeting process derived form national policieBe Rcquisition is made using the
rigid (and cumbersome) public procurement regutatioorder to assure transparency,
accountability and equal treatment to all paffie$ransactions tend to be infrequent,
large in value and duration. Bidders tend also @ofdw, often reduced to reputable
firms. The preparation of request for proposalsemgtihe list of requirements and the
awarding criteria are set, is a complex and resoumtensive task. Not less is the
formulation of tenders by the industry and the c@e of the best proposal. The whole
contracting process may easily surpass a yearhansuipply contract may take years for
large systems. Development and production contracksde elaborated formulas to lay
down prices, procedures to audit costs, and otheses to prevent monopolistic rents.
The transaction co¥tis a large part of the total cost due to complexit the whole
process. The Administration often reserve rightshe selection of subcontrators and
key suppliers.

While acquisition may be based upon products dvlailan the market, it is not
uncommon that it may entail considerable produgeligpment integration products to
fit user needs. Even feasibility studies and a Réfase may be required. In such case,
government involvement tends to be high. For moraglex systems, the government,

% |t follows the Public Procurement Directive 2004C. The new Directive 2009/81/E€n the
coordination of procedures for the award of certaiorks contracts, supply contracts and service
contracts by contracting authorities or entities time fields of defence and securdffers a more
flexible environment for security provision.

This cost embraces the costs of planning, banggimhodifying, monitoring and enforcing a contract.
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suppliers, regulators and professional bodies tewdork together with useesx-anteto
negotiate the design, methods of production and-gels/ery innovations (Hobday,
1998).

The purchasing method of companies lies in-betwdédrey tend to have a deeper
knowledge of their security needs than individubs more sophisticated, and use open
tenders instead of direct contracting. Howeverediinces may appear between small
business and large companies. In the first caspritess may be simpler, while in the
second the process is closer to public procuremetiedures. Anyhow transparency in
the awarding process does not go as far as pubticupement being enclosed the
process by confidentiality. Purchasing usually inee representatives of the different
departments in the organization: financial, genemahagement, security, IT, human
resources, purchasing, architects or independemguttants. The negotiation process
takes time due to the higher complexity of systeguirements, considerations of
system operation and maintenance, or the desimsticsdevel. The contracting and
supply process is usually shorter than Public Adsiriation and may be in the range of
months.

SUPPLYSIDE
The supply chain

The supply chain of security equipment can be cmmed large even for single
equipment. Equipments are usually composed of rdifteparts and technologies that
require specialised and unique capabilities fodésign and production that are hardly
achievable by a single firm. Industry usually finaidvantages outsourcing or buying
(instead of manufacturing) parts of the equipmbat &ire cheaper or have better quality
when outsourced. This reason explains the deveracion of many industries and the
increasing number of companies involved in the Buppain. This chain is especially
large in complex security solutions such as a hopdetection system composed by a
large number of systems, subsystems and comporaniadicator of the large size of
the supply chain may be found in the list of tedbges identified in the European
Union PASR programme STACCATO having in mind thatmpanies only master a
few ones. As it occurs in other economic sectodgayahis chain easily crosses borders
in the search of higher performance or lower priceBnprove the competitiveness of
the final product or servité Component vendors may come as far as Japan, South
Korea, Taiwan or China.

Therefore, a key factor of success in this markethie proper management and
coordination of this supply chain to integrate keghnologies and maximise product
value at affordable cost. This explains the relévate of companies specialised in
system engineering and system integration; the daaon of supply clusters, strategic
alliances and long term supply agreements; theisitign of upstream companies who
own key technologies by integrators and solutioovigers;, and the interest of
companies in developing open (instead of proprgtatandards interfaces to easily
integrate security components into the final praduc

7 For example, Smiths Detection is sourcing cabifetsheir explosive detection system to Eastern
Europe and EADS electronic boards to the Estoniempany Elcoteq (ECORYS, 2009:114 and 228).
Cogent, Inc. is producing their biometrics readar€hina (interview with Cogent representative in
Essen Messe 5/10/2010).
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Technology

Technology plays a relevant role in nearly all seeurity market segments. While the
ability to clearly understand customer needs aralsgas well as the individual pieces
of the problem and their interdependencies is redquio translate them into system
requirements and service specifications, it is Byguaportant to choose the adequate
technologies and define the path of progress tsfgdhe (sometimes stringent) product
features. This may include not only the exploitatad available technologies, but also
the development of new (sometimes disruptive) teldgies based on brand new
scientific and technological advances. The lacknature technologies, in supporting
product performance or cheap manufacturing methedsften the reason that hampers
the development of markets and the diffusion of peaducts. This is for example the
case of face recognition methods in biometry, RkiDtransport security, or the

combination of two or more sensors or screeningrelogies to compensate for each
other's weaknesses in drawing attention on potetfitiaats.

Electronic§® and information and communication technologiesy gaquite relevant
role since they are embedded in many security egemps providing the main added
value and key capabilities unattainable withoutnth®ifferent algorithms, processes
and user interfaces are able to underpin securéggsores such as the detection of
anomalies that may warn of a threat or the idewtifon of perpetrators based on
information retrieval, analysis and fusion fromgardatabases. Computers code and
man hours of software development for securityesystshow a clear growing trend.

Information technologies are also essential toease the efficiency of the life-cycle
processes of a security system from the desigeveldpment, manufacturing, test and
maintenance since all of them use knowledge andrrmmdtion as for example

concurrent engineering and lean manufacturing. Tlagilitate the generation,

processing and distribution of the large amounintdrmation that is needed today to
manage the supply ch&in

Technology enables both product and process inimvathich provides competitive

advantages in terms of enhanced performance or lmaaufacturing or operating cost.
However, mastering technology involves a signiftoadifiort in which uncertainty in the

final outcome (and the potential profits) can bastderably high. This may restraint
the investments in new technology and innovatiod ba a source of poor market
performance. This is a question than will be aredyi® more detail in next chapters.

The role of research and development

® The electronics industry is largely driven by sesniductors. The supply chain of the semiconductor
industry is composed of chip design, mask genaratiafer fabrication (foundries), packaging and
test. This chain is today largely globalized brimggisignificant price reductions due to economies of
scale, competitive labour rates and large consudegnand (ICAF, 2006). Semiconductors are
allowing affordable solutions in many fields such l@ome protection systems or low-cost personal
smart secure portable objects (trusted personaicel®v The combination in the early 90s of
cryptography and smart cards into Subscriber ltheMbdules (SIM) contributed to the wide success
of GSM standard for mobile communications, but atsautomatic digital identification and security,
payTV, e-commerce, e-banking, e-health, or e-gawental and institutional (EPOSS, 2009).
Integrated circuits are also essential for mic®siad low-power RFID tags.

On the contribution of information technologies irm’s performance see for example OECD
(2004:85) ‘Understanding economic growth’.
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The relevance of technology implies that researah development play a key role in
this market. This activity encompasses differenkele of effort. It may involve the
adoption of an existing technology, the adaptatidna technology to a particular
solution, additional developments to fully integréihe technology in the final solution,
applied research to shape a technology to an @pessfcurity issue, or basic or
fundamental research when the current technologipnpes unsatisfactorily and key
scientific advances (e.g. material sciences) asslew to achieve a new capabiiity
Long lead-times characterise the latter activitgl apriods between 2 and 10 years are
not uncommon (DSB, 2004). University departmentsrotollaborate with industry in
this activity.

The security industry largely innovates groundedemhnological advances developed
in other economic sectors including defeéfic@he dual nature of many intermediate
and final products used in security favours theogtion of these advances; and the
large amount of R&D investments in civilian markassures a good chance to profit of
available and inexpensive scientific and technaggortunities. A good example is the
PMR market for emergency communications, which padited of the advances of
cellular commercial market (Ecorys, 2009:218). Mareeommon is basic and applied
research for unfolding new, otherwise not availakiechnologies without which
product performance would not be improved as cbelthe case of pulsed fast neutron
analysis for cargo inspection equipment.

Research and development requires extensive tektewaluation as well as field
experimentation to assess equipment performancep@ational utility. In addition to
high-skilled personnel, R&D requires specialisedipment for design, development
and test, and in some cases the support of Stadeal@ries as for example the testing of
chemical weapons detectors. The whole activity aores hence a large quantity of
resources and is one of the main cost driversefrtiustry?.

While technology push explains to a certain extaetdevelopment of new solutions,
demand pull is also a key driver of market progréée changing tactics and means of
terrorism and organised crime, as we have seerglues over time the utility of
available products and services. This stimulates ihvestment in research and
development and product improvement to preserve (@se) current capabilities.

Security products features

Security products range from very small and isolatandard off-the-shelf equipment
for individual use such as a handheld metal detectdarge integrated systems as a
border surveillance system. In the first case,ddasised production methods are used
for delivering ready to use products. In the se¢dhd large and complex system is
designed and build based on user's demands. Thidves the development and
integration of building blocks that are manufacturer provided by specialised

0 A more detailed description of these activitias be found in DOD (2009).

" For example X-ray from scientific instrumentatiorainly applied to health care and non-destructive
quality inspection; computer networks from the ¢elmmunications industry, ATM magnetic cards
for access control, or simulation software.

According to Freeman (1986:175), it is more tha%esin the field of electronics, a sector closely
related to the security market.
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suppliers. These hardware or software blocks anallysstandardised commercial off-
the-shelf components, yet in some cases they drdcéted under specification
requiring some design changes or even a completaienent. For example, an access
control system is composed of card-readers, d@ocentralized computer system and
the management software. The system design focagbs adaptation of the solution
to the specific environmental conditions as formegke the architecture of the building
for intrusion protection or the development of spedunctionalities. The delivery of a
security solution often involves a phase of inatah, deployment, testing and tuning
with a non marginal impact on final cost. Other ésnsolutions require a mobile
platform (land, sea, air or space) that has to doreveniently adapted to the specific
security mission such as survey and patrol of $peareas, support of special
operations, or first response in the aftermath sd@urity incident.

The technical architecture of a security systemussially composed of sensors,
communication channels able to transmit informaticentral units that collects and
process data and a user interface that presesatarglinformation to the operator about
the environment which may compromise security Imgjdo increase awareness and to
respond properly. Such kind of products accounts the fundamental role that
electronic, information and communication technaegn this market. As a result it
may be expected that some industrial features agtea in the security industry such
as the relevance of economies of scale, scopeeandihg, the need of large capital
investments for supporting R&D and sophisticate@mraery for efficient production.

Some security measures need the support of lagje space infrastructures which are
currently unfolded on the European level such as @lobal Navigation Satellite
System Galile€ for precise location and the Global Monitoring fmvironment and
Security (GMES / Kopernikus) for earth observatidiney constitute a strong and
reliable backbone for implementing a variety of iség applications. Such markets
have been analysed elsewHére

Product durability

Security products are characterised by a relativehg life. Advanced sensors and
video systems typically have a life expectancy ¢ 3 years. Access control and alarm
systems can expect to last for 10 to 20 years (TGRPVol. 4). Emergency PMR
systems can extend over a 20 year period. Thigese@alock-in effect that may tie the
customer to a specific technology or standard flang time, since the investment will
be only replaced after it is fully depreciated.

Durability of security products is subject anyhawits adequacy to counter threats and
its degree of technical obsolescence. While it tayery slow in some cases, it may be
rather quick in others. For example, new threatthagsapid and constant development
of new computer malware, explains the constantvesli of new equipment and
products releases and patches for updating compuitgective software. And the

3 The system is expected to be fully operationa?@3 (European Parliament, ‘Getting Galileo into
orbit 2013’. Reference 20080414BGK26528).

" See for example Ecorys (2009). Competitivenesshef EU Aerospace Industry with focus on:
Aeronautics Industry. Within the Framework Contragt Sectoral Competitiveness Studies
ENTR/06/054. Final Report. Client: European Cominiss Directorate-General Enterprise and
Industry.
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extraordinary pace of change in electronics (Maordaw), information and
communications technologies ensures that many parts components of security
systems become rapidly obsolete and may undergerlperformance and spare parts
shortages, forcing the system update due to threasimg maintenance costs. When the
durability of the product is too short the markaents to the provision of a permanent
update service where ownership plays a minor role.

Dual nature

Many security products show a clear dual nature, they have a multipurpose
functionality. That means that the product will bBnof a higher utility and demand,
and hence its development will be more easily foeah For instance, investment in fire
protection systems and incident management systeensseful not only against natural
or unintentional man-made disasters but also apaamsorism. Personal emergency
response systems can be integrated with home ak®mourity systems. Border
management systems may deter terrorism and orghaorgee, but also speed up the
flow of legitimate commerce and people. Air and treffic management system may
avoid aircraft or vessel collision, but also idgntienegade aircrafts and smuggling
ships. Systems to track information about merclsndnay help to curb cargo
smuggling and theft, but also to avoid cargo misliag and to shorten port or customs
clearance time. CCTV in mass transportation mayp atxluce acts of vandalism in
public places. Access cards may be used to regitiecaccess to a building, but also to
verify the presence of a person, or measure emelbye and attendance. Matching of
airline passengers with their bags may reduce emtglof lost luggage, but also avoid
the surreptitious introduction of bombs into aiftsaResearch on mitigating the blast
effects caused by explosives can be useful in gtiaggstructures from earthquakes and
other natural disasters. Investments in rapid diags, better vaccines and therapies to
struggle against emerging infectious diseases reffy tb counter bioterrorism threats.
Filters to protect buildings against CBR attackdl wnprove indoor air quality and
prevent respiratory infections, asthma and allergimong occupants. Water testing to
detect chemical or biological agents will also oy overall water quality. UAV can
be used to patrol borders, but also to survey fdiess, perform search and rescue
missions, or locate illegal fishing activities. Higesolution satellite images of targeted
geographies can be used for environmental mongaid damage assessment; but also
to locate terrorist training fields, drugs prodoatiareas, illegal mining or oil spills.

Price/weight relation

Security products characterise also by a high prigeight relation. The low impact of
transportation cost on the final price facilitatesiore international security markets and
supply chains.

Security services features

The security market not only provides equipment,ddso a wide range of services to
satisfy this social need. These services are driwera subscription based business

model and they ensure a continuous flow of reverargs a stable demand to many
security companies.
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The most relevant service is manned guarding ssvitterms of revenues, employees
and firms. Suppliers of equipment also provide clemgntary services such as
installation, training, operation (remote monit@)nmaintenance and repair services, as
well as system upgrades.

Consultancy is another essential service. It iessary to analyse threats and develop
adequate contingency plans that may involve maakdtfeasibility studies to identify
and select the best option.

The role of standards

Standards perform a range of useful functions & dconomy. They provide for
compatibility between products and systems. Theyesto enhance quality. They may
efficiently reduce variety and, more generally, ythepromote understanding and
diffusion of technology by providing informationaken together these functions, they
promote the spread of new technology, a procedsett@nomists increasingly see as
prone to market failure, since market power anderfget information may both figure
in making a given diffusion path (or indeed theklaaf one) sub-optimal. The
development oftandardsprovides a means by which those failures can beced or

at least ameliorated. It is reasonable to hyposieetiat institutions, which ameliorate
those failures, may have an important and quaivigt significant effect on the long
run economic growth. Public standardization agennoi@y add two important qualities
to the standards they promote, nan@ghennessandcredibility, which can be essential
to the standard success (Temple, 2005:3).

An important point however is that the creatiorsts&indardsis itself subject to market
failure, and there are strong presumption thatjdeth markets will underprovide for
standards. This last point is probably well undsrdt the development of standards
involves fixed costs, and the gains may not be@pyable by the individual firm which
develops one. Together, these give standards piegpekin to gublic good(Temple,
2005). Such failure explains that governments igpabmote its development.

Standards are particularly important as means sfragy interoperability, a key feature
of many security solutions that are based on infdion networks whose elements are
developed by different suppliers. They also levee tplaying field decreasing
information asymmetries between market agents. pencstandard —whether given to
the market or under some form of general publierice or cooperatively developed-—
can enhance competition (by lowering entry baryiemsd stimulate innovation (by
providing guidelines to developers of complementargducts). The adoption of a
common standard can enormously stimulate markewtgroas GSM in mobile
telephony has shown. On the contrary, lack of stedslor standards not commonly
accepted hamper market growth especially in mankgtsre network effects are so
relevant (Katz and Shapiro, 1994) as is the casieeo$ecurity market.

Benefits from adoption depend upon network effeChese effects are complementary
relationships in value creation among adopters ahroon standards. For example,
operating on a common standard allows communicatieith more users. This is a
direct network effect or network externality, ifetladoptionper seconfers a benefit to

others. Indirect effects are the result of wideagdradoption that allows producers to
achieve scale more easily (Stango, 2004). If not@uailing factors serve to bound the
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increasing return effects, the process eventuaillyleck-in a single standard (more
than one prevailing standard will be less efficjemhile others disappear (David and
Greenstein, 1990). Hence, companies that do nddwiotommon or interoperable
standards will be disfavoured. However, a standarducceed needs to surpass a
threshold number of adopters to assure enough laegeork gain®. In such
environment, early adopters will confront highestsp but will have more chances of
winning the standardisation race.

Standards are also important to enhance minimunlitgudhere may well be
demonstrable gains in situations of informationnaisyetry, where buyers are unable to
distinguish between high and low qualities —atti@asdvance of the purchase without
incurring in large test and evaluation costs. #,islikely, high quality producers face
higher costs that low quality producers, they migid it hard to survive in such market
conditions, giving us a case of Gresham’s Law inctvbthebad drives out the goodn
such cases, minimum quality standards may helpitigating the operation of the Law,
helping consumers to distinguish different quaditi@emple, 2005:13). A certification
authority will be more efficient, since it will rede the transaction cost because
customers would not need to test the equipmergrnvics’®.

Since much innovation involves the deliberate dewelent of variety on the part of

firms, it might be thought that variety reductiotaredards may constrain innovation.
While this may well be the case in some instanttesre may be many others where
variety is of little benefit to customers and aeing economies of scale may be more
important (Temple, 2005:14).

Cards ISO 7810 Physical characteristics

ISO 7811 Recording technique

ISO 7813 Financial transaction cards

ISO 7816 Electronic identification cards with castsa(smart cards)
ISO/IEC 14443 Proximity cards

ISO/IEC 15693 Vicinity cards

Identification based on ICAO 9303 — ISO / IEC 7501 Machine Readable Tr&@tument
biometrics ISO 19784 Biometric application programming integfa

ISO 19794 Biometric data interchange formats

ISO 19795 Biometric performance testing and repgrti

ISO 24700 BioAPI conformance Testing

ISO 24713 Biometric profiles for interoperabilitpycadata interchange
XML Common Biometric Format (XCBF) — OASIS.

Protection and CEN BT / WG 161 replaced by CEN/TC 391 Societaliség
Security of the citizen| CEN/TC 384 Airport and aviation security services
RFID ISO 14223 15434 14443 15459 15693 15961 1998533 19762

ISO 18000 RFID for item management

ISO 18033 Information technology -- Security tecfuds -- Encryption
algorithms -- Part 3: Block ciphers

ISO/IEC 18092 Near Field Communication - Interfacel Protocol
ISO 18185 Freight Containers Electronic seals

ISO 18186 Freight Containers RFID tags

ISO 24729 RFID for item management. Implementagjoidelines

> Markets subject to network economies always confiith a large inertia in the initial phase.
Because there are few users, few products andcagiplis are developed. User do not have incentives
to join until there are enough products and appibas, but products and application’s developers do
not want to invest until there is a large baseusteamers.

® This is for example the case of explosive detecsigstems where probability of detection, probabili
of false alarm and system throughput has to exceddin threshold values.
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ISO 24730 Information technology - Real-time longtsystems (RTLS)
ETSI recommendations EN 300 220, EN 302 208 andRRE 70-3
ETSI TR 102 436 449 562 and 649-1

IATA RP 1740. RFID for luggage

Electronic Product Code (EPC) global standards

Information
technologies

ISO/IEC 17799:2005 Information technology - Seguréichniques - Code
of practice for information security management

ISO / IEC 27000 family of information security massment standards.
ISO / IEC 18028 IT network security.

ISO / IEC 18043 Selection, deployment and operatadrintrusion
detection systems

ISO / IEC 19770 Software Asset Management.

RFC 2246 (Secure Socket Layer — SSL, TransportiL8geurity - TLS).
RFC 4301 and RFC 4309 (IPsec).

Secure Multipurpose Internet Mail Extensions (S/NAEM

Digital certificates| ITU-T X.509.
standards
CCTV Video image compression: H.263, H.264 (MPE@att 10), MPEG-4

ISO/ IEC 14496.
Audio compression: G.726.

LAN / MAN / WAN

TCP / IP protocol. Connection ofsecurity equipment to an IT network.

Freight container

ISO 6346 coding, identificatioxanarking of intermodal containers.
ISO 9897 (CEDEX) electronic interchange relatindréaght containers.
ISO/PAS 17712:2003 Freight containers -- Mecharseals

Passenger Nam

Record

elATA standard.

Land Mobile Radio
communication for
Professional / Privatg
Mobile Radio (PMR).

ETSI Terrestrial Trunked Radio (TETRA)
EADS TETRAPOL

> APCO P25 (ANSI TIA/EIA-102) United States
iDEN
EDACS

Intruder alarm system

D

EN 50130 (2004)
EN 50131 (2004)

Video surveillance

EN 50132 Alarm systems. CCTWsillance systems for use in secur
applications.

Financial security

Basel Il agreement on IntermalaConvergence of Capital Measurem
and Capital Standards.
PCI DSS. Payment Card Industry Data Security Stalsda

Security of the supply
chain

CEN/TC 379 Supply Chain Security

safety in the supply chain.

ISO 28000 requirements for a security managemestesy to ensure

D

Trace
Detectors

Explosive

ASTM E 2520-07 Standard Practice for Verifying Mimim Performance
of Trace Explosives Detectors (International / US)

ASTM F 2069. Standard Practice for Evaluation oplggives Vapour
Detectors (International / US)

Radionuclide
Detection Equipment

Nuclear Security Series 1, IAEA, 2006.

IEC 62244 / 62327 / 62401 Radiation protectionrinsientation

ISO 22188 monitoring for inadvertent movement dfiditi trafficking of
radioactive material.

Personal Protectiv

Equipment

e EN 469 Requirements for fire-fighters' protectivetiesing.

EN 659 Protective gloves for fire fighter.

EN 15614 Protective clothing for firefighters. Labtory test methods an
performance requirements for wildland clothing

ISO 11613 Protective clothing for firefighters -alhoratory test method
and performance requirements

ISO 15538 Protective clothing for firefighters -alhoratory test method

[

" ETSI is working on new communications emergenapdards such as EMTEL (www.emtel.etsi)org
and MESA (www.projectmesa.gri addition to TETRA.

54



WORKING PAPER 43

and performance requirements for protective clgthivith a reflective
outer surface.
Fire Detection EN 54 Fire detection and fire alaystems.
Building Automation| ISO 16484-5 BACnet
and Control Networks| 1ISO 15745-4 Modbus
OPC (Open Connectivity)
Road Ambulances CEN. 1789 Medical Vehicles and #mgiipment (2007).
Table 13. Some standards applicable to security gde and service¥.

Standards may either hinder or enable innovati@oraling to the business situation.
Too early a standard may effectively shut out psang and ultimately superior

technologies when technology is immature, forasiglin such a way price and quality
competition. Too late and the costs of transitionthie standard may be too high
impeding diffusion of technology and the developtmeinnew or superior goods and
services. Innovation and standards play usuallyomptementary role —both are
necessary for innovation to succeed. Anticipatagndard-writing interacts closely

with the innovation process helping to raise a cammerception of the problems to be
solved. The product development process of compamperating in markets in which

network externalities are significant is closelyjated to this kind of anticipatory

standards as the telecommunication industry (DanalGreenstein, 1990).

Standards, however, are not laid down without aeost it takes a very long time due to
the variety of parties that the standard settingyboneeds to consult and bring to
consensus. Standards show path dependence irhéhatstorical sequence of choices
made, or the path taken in the adoption process hastrong influence in the final
outcome. Compromises have to be reached betweemaaket participants that are
invariably done at the cost of the performance emhhology. Vested interests and
strategic behaviour to protect proprietary fromatitechnologies (in the form of know-
how, design and production assets) may cause delkhympede consensus. However,
in many cases it is the agreement and coordindtiah a standard achieves that is
important —the precise characteristics of the stedgland whether it is actually thest
standard- are far less important. The role of adstadisation body or public agency to
solve potential adopters’ uncertainty when they @dalay committing to a standard and
to coordinate the process —favouring openness,usiveness, transparency and
coherence— may be essential to settle on a statidatrds efficient from the societal
point of view. Such role can avoid two potentiaéfficiencies: excess inertia-i.e.
becoming locked-in an old inferior standard (reeefecision too costly due to long life
expectancy of the product) — excess momenturi.e. too quick adoption based on
uncertain assessment. Standardization bodies, lewwevay be captured by better
informed industrial players, amplifying the anticostitive effect of proprietary non-
optimal standard&. Standards voluntarily agreed by industry (stadidation consortia)
may take longer to spring up and may mask collugiens, 2005:82).

Standards also call for independent certificaticgaaisations that apply comprehensive
testing protocols for warranting that developeddpicis comply with them. This may

8 Security products with electronic components haveilfil related European Union standards such as

Electro-magnetic compatibility (Directive 89/336/dow-voltage (Directive 93/23/EEC) or Radio
and Telecommunications Terminal Equipment (Direct®5/5/EC) as well as health and safety
standards (Directive 72/23/EC and 98/37/EC).

When proprietary IP rights are incorporated intdlg body standards they shall be subject to fair,
reasonable and non-discriminatory (FRAND) licenss@gmmitments as has been the 1SO 18185
standard for electronic cargo seals (e-Seals) bais&hvi technology.
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result in a costly burden for companies (when itgudas to finances these
organisations), a potential entry barrier to newemmand an adverse influence on
innovatiorf’.

Governments play also a role sponsodegactostandards when they launch new large
security projects that will create a large insthllse of a certain product compelling
subsequent public and private buyers to adopt #maesstandard. For example,
Machine-Readable Travel Documents (MRTD) are dgwjhobal standard settings for
biometrics on ID cards to match those being apgdledn passports (Frost & Sullivan,
2005:3-7). Two main risks may unfold here. Thetfiss that governments select an
inadequate standard and lock the market in anianfetandard before the needs of most
users have been clarified and addressed by pratesigners. The second is that in
choosing a proprietary standard they may facilisatlominant position.

As a conclusion, it can be said that standardso#ten a prerequisite for a good
performing market. Standards developed by Eurog€&N, CENELEC, and ETSI)
and international bodies are required in a marketres network effects are relevant and
suppliers and solutions easily cross national bsrd€heir importance is recurrently
stated in the ESRIF (2009:198) and EOS (2009) decwsn ESRIF suggests a kind of
European Security Label that certifies that equipimtalfils standards, and EOS
suggests European Reference Solutions to guidestiyduThe development of
certification schemes for ICT security productspgasses and services is also
recommended by IDC (2009:10). The lack of commandards and certification
bodies for security in Europe, a task being todagsponsibility of member states,
could be a relevant weakness that would need sdnte df public actiofit. Ecorys
(2009:24) attributes this shortcoming to the autle® desire to retain control over
technology in order to protect domestic industry amoid dependence on external
technology supply, but it may well be due to a weakception of advantages of a
European approach.

ETSI has been particularly active in the developn@nICT standards in areas like
mobile communications, lawful interception, eleaim signatures, next generation
networks, algorithms, emergency telecommunicatismgrt cards and RFID (Brookson
and Zemerle, 2006). CEN regularly organises worgshon security issues. This
activity is also being promoted in the Europeanddesh Framework Programme such
as SECONDD on container interface; CREATIF on testhnd certification facilities
for CBRNE equipment; the Forum for Public Safetyn@aunication Europe (PSCE) on
facilitating consensus building in the area of jpubsafety communication and
information management systems; STABORSEC, on atasdfor border security
enhancement. Projects related to public safety aemgations include OASIS
(www.oasis-fp6.ory CHORIST  (www.chorist.eyy DeHiGate (www.celtic-
dehigate.orfy LIAISON (liaison.newapplication.it). As opposed product standards,

8 For example in UK the Home Office Scientific Deyginent Branch tests most scanning equipment
in UK airports. Other example is the National Bidrwe Security Project Enterprise in the USA.
Euralarm, a trade organisation representing matwfs and installers of fire and security
equipment aims also to play a leading role in §@éniy security products (See Euralarm Newsletter
June 2009).

COM (2007) 651 recognises also gaps in certificgtitesting and trialling schemes for explosive
detection systems.
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security services standards have not been foursl stiggesting that there could be a
wide room for improvement in this area.
RESUMEAND CONCLUSIONS

This chapter has analysed the conditions and spéedtures which shape the security
market and gives it its own idiosyncrasy. Such ysialis required to understand the
importance of these exogenous variables that wiluénce on the structure, conduct
and performance of this economic sector. Governspezdmpanies and individuals
have different needs and therefore its demand lladjer. Main demand drivers and
restraints have been also analysed. Risk percepdtisa expectations, risk aversion,
investment required, and user acceptance basubetigrmine the demand. Yet, bounded
rationality, externalities, interdependencies aedufations have often not a minor
influence on market demand. Geographic marketseotiry are largely globalized.
However, national or local market conditions mayegadvantages to some domestic
industries. Since procurement in this market is centralized the customer base is
larger in the public administration market as omub$o the defence market. Price
elasticity of security products is not large dudtsoessential need and sometimes the
lack of substitutes. Yet price elasticity of théfelient customers differs being lower in
government and larger in companies and individudkket size in terms of revenues
or employment can be considered small in compangitm other sectors like transport
or ICT. Demand in macroeconomic terms tends totdeles and growing till 2008, but
the actual economic crisis will have a negative aotpon the market still unknown.
Purchasing methods varies along customers. Puldcupement and ruled procedures
dominate the high-end market of government andelaxgmpanies, whereas small
companies and individuals tend to use less burada@nd formal purchasing methods.

The supply chain of security often involves manynpanies, especially for large and
complex systems since many different technologésstb be integrated for achieving a
product and companies only master a few ones. Thain is today largely
internationalized. Technology plays a relevant roléhe security equipment market,
because it is essential to achieve products wittebbeerformance and cheaper cost.
This implies that research, development and innoratn one way or another, are key
elements for market success; a question that withialysed in more detail in chapter
VII. Product duration is generally large creatingyalical demand that is dampened
with product upgrades and maintenance servicesthier cases, duration is rather short
(e.g. software) and updates needs to be contrasted service. Standards play also a
fundamental role as a means to achieve interopityadond assure minimum quality of
products. The development of standard is subjectnéwket failures and strategic
behaviour. This suggests an active role of govensi® implement some remedies.
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IV. MAIN MARKET SEGMENTS

This chapter analyses the main segments into wheelsecurity market can be divided.
Security demands a large variety of products andcss of very different nature where
it is hard to find coherence neither from the dedhaar the offer side. Therefore, it is
useful to decompose this economic sector in diffesegments or areas in order to
understand them better and identify their reguémit In such segments, we will

examine in more detail specific features like theimm products and services,
technologies, main suppliers, the supply chain,nnzaistomers, regulatory conditions
and trends. The analysis follows the main capaslidefined in chapter | to curb

terrorism and organised crime; namely preparedniesslligence and surveillance,

protection, interdiction, response and recovery, fanensics.

PREPAREDNESS

Preparedness addresses all the tasks related moirmga equipping, training, and
rehearsing to have the means and the level ofresslirequired to forestall, avoid or
undergo security incidents. Two relevant marketgehbeen identified in this area:
consultancy and training. Government, critical astructure operators and large
companies are the main customers of these prodmcisservices. Economic figures
about this market have not been obtained, but regwould probably be rather small
compared with other market segmé&ht¥et, this market segment provides key services
to stakeholders and has a large influence on demand

Consultancy

Preparedness requires know-how for making prosgdmist and analysing threats and
vulnerabilities, assessing risk, developing cordimy and resilience plans, designing
methods and procedures for managing threats angrityeancidents, assessing the
effectiveness of investments and resource alloegtiperforming feasibility studies of

solutions to deal with insecurity, or managing itn@lementation of selected solutions.
This analysis requires a great understanding ofctmplex nature of socio-technical

systems related to (in)security to devise appropsalutiong

These knowledge intensive and highly skilled atiggi are often outsourced to small
independent consultancy companies, specialised ohilarge consultancy companies,
or small business units of prime contractors.

Training and rehearsal

Preparedness requires training and rehearsal afigepersonnel, first responders and
decision makers, to prevent security incidents deihg unfeasible curtail their

consequences. Such training has to be coupledpnatirammes to test those skills and
ensure that personnel remain vigilant even if reddients have occurred for some time.
This training may also be needed to educate pdpplaeans of campaigns to improve

8 The British Security Industry Association (BSIA3tienated this valued in £8 million in 2006 that
equates to 0,18% of market revenues.
8 This knowledge area seems underdeveloped accaalipgllinger (2006:5).
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their observation capability of anomalies that fagshadow a security risk, and their
ability to adequately respond to a security inctden

Training or consultancy firms, sometimes able twellgp training software, are the
main market suppliers. Training for operating segwequipment is usually provided by
its supplier, but also by private security servicempanies like G4S Aviation Training
Services. Training of own personnel is usually madernally by manned guarding
services companies.

Modelling and simulation using computers and sofénable to artificially simulate the
incident scenario may reduce long-term trainingt edsile providing a more realistic
environment. These systems allow staff to rehe@sgonse and emergency procedures
and gain experience in better planning and decisiaking under crisis conditions.
They can be used for example to simulate the speadchemical agent after an attack
or model human behaviour under stress. These maansupplied principally by
companies with a good knowledge of security issaued the capability to unfold the
appropriate software. Companies involved in miitaimulation enjoy competitive
advantage due to the similarity of technologiesdBcts in this market are tailor-made
and they do not show a clear dominant design wisabgests a market under
development with product in prototype stage.

INTELLIGENCEAND SURVEILLANCE

One of the ways of preventing terrorism and crimehrough early warning of their
hostile actions. The early detection of anomalias$ security breaches as well as human
intelligence play a central role in thwarting akmcbefore damage can be done.
Equipment that may improve this awareness is oy different nature. It may been
grouped in the following areas.

* Closed Circuit Television (CCTV)

* Intrusion detection and perimeter protection
* Border protection

* Identification and access control

* Goods and merchandise

* Intelligence systems

* CBRN detection equipment

» Other awareness products

Close Circuit Television

Close Circuit Television (CCTV) uses cameras tlodiect and transmit images that can
be observed remotely in a monitoring centre. CC8Vpiobably the most popular

surveillance sensor. It is very effective sincallows a centralized surveillance thus
reducing the amount of personnel needed for mangoit is well suited for perimeter

and interior protection against intrustgnaccess control authorisation; the protection of
public places like transport facilities; the subaice of sports places to prevent
hooliganism and soccer violence; or the protectgainst theft in department stores,

8 In particular to investigate and confirm alertggered by other sensors.
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shop&®, banks, casinos, hotels and residential areas M@ a deterrence capability
against illicit activities because recorded imagms be used as evidence in a {fial

A CCTV system is composed of cameras, switchingesys, monitors and video
recorders. Cameras are composed of image sensiar, logusing and other hardware to
endure harsh conditions such as a box or domeparvar washer, and a heater or
cooler. They can be fixed or have a pan-tilt-zooethanism. They usually operate in
the visual spectrum, but there are also infraraderas able to see under poor visual
conditions. The selection of the appropriate canh@rahe operating environment (e.qg.
enough definition to satisfy criminal justice reguments) is critical to attain a good
performance. Cameras are today a relatively inesipen commodity due to
technological progress, economies of large prodogctand strong competition. Night
vision cameras are more expensive since their h&lemparatively small. The cost
of the monitoring and recording system may surpmass half of the total cost of the
CCTV system. Many components and technologies useZiCTV are used in other
civilian applications, such as entertainment amfinaking, and largely benefit from
advances in these areas.

CCTV technology has substantially changed in tisé de@cade from analogue cameras,
video tape recorders and cathode ray tubes tcatlizameras, LCD flat panel monitors,
and digital recorders able to store images on k. dike new cameras are able to
automatically focus and adapt lenses to the amob@irambient light. They can be
remotely operated and transmit images over a locatropolitan or wide area network
—whether public or private— using the TCP / IP pcot. Captured images can be stored
in Digital Video Recorders (DVR) or Network Videagorders (NVR). Most advanced
systems based on computers include a complete Mitlesmagement System (VMS)
able to manage and present images to the opefdterdigital transition has increased
image quality; has simplified the installation (kaf) process, and has added
capabilities to switch, compress, encrypt, stord guickly retrieve images using
several criteria such as time, date, camera ortitataln sum, more flexibility for
exploiting captured images.

The advantages of the digital systems are crowdiutghe market of analogue systems,
but at a slow pace since customers are fairly feadisnvith the (large) investment
already made (Frost & Sullivan, 2005:7-3). FrostS&llivan (2008e:57) expects that
digital system will have a larger market share thaalogue systems in 2013. Major
drawbacks of digital cameras are lack of standandisthe transitioning of installers and
users into the new and more sophisticated techgdlegst & Sullivan, 2005:7-1). As a
way to extend the life of the installed base oflegiae cameras, some customers are
moving to hybrid systems where the analogue signdigitised before being stored in a
recorder or a video server (Frost & Sullivan, 2086H0).

CCTV has limitations for the effective detectionsoispicious and anomalous behaviour
that warns of an illicit action. Since watching @ screens is both boring and

8 CCTV is quite useful in small retail shops whehe owner or manager has to operate the cash

machine as well as keep a watch on customers.dtinially installed in shops selling luxury items
but today, it is enough cheap to be widely diffused

For example quantitative measures have shownvttlab surveillance can reduce acts of vandalism
by 70-80% (Senger, 2006:35). However, accordingtter studies (Hempel and Topfer, 2002) its
impact on crime and violence seems to be incon@usi
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mesmerizing, the attention of most individuals aegates to well below acceptable
levels after 20 minutes of viewing. This restriatilhas stimulated the research in
methods to help the operator in identifying anoestnd in reducing its worklo¥d
Methods may range from simply motion detectiondmplex scene analysis, based on
the processing of the video signal for recognisang tracking objects such as people
and vehicles and monitor behaviour such as spteariog (Mundayet al, 2006:11).
Advanced applications include the detection of temated luggage that may contain
explosives; the recognition of persons using bioimeanalysis; the search of
individuals within a crowd, or the association asairelation of discontinuous video
tracking sequences. These technologies often eedoiages of good quality. They
seem still immature and subject to research. Yeehescompanies are offering products
to the market (e.g. USA Objectvideo company).

The CCTV market is a very competitive market witlagge variety of products where
customers may select those that better adapt totheds and budget. According to
Frost & Sullivan (2005:7-5), the European marketheavily saturated with a low
demand and a high number of compafiieBhis point is reflected by falling prices and
revenue erosion. The report estimates that 10 compalominate the 65% of the
market. These companies are present across Eunopleaae their own subsidiaries or
share partnerships with dealers or installers. &ama is the leader, followed by Bosch
Security Systems that expanded its activities is tharket segment with the purchase
in January 2003 of Phillips Communication, Secuaity Imaging (CSI) —the cameras
arm of Royal Philips Electronics NV— as well as tompany Vision Communication
and Security AG (VCS) in July 2004, a company wgtiod competences in video-over-
IP solutions and network based surveillance pradughe rest of the market is
dominated by specialists such as Sony, Victor Camwpaf Japan and companies
offering complete solutions as Tyco, Siemens BTd &loneywell with the acquired
brands Ademco and Ultrak.

The market of IP cameras is led by the Swedish emypAxis-Communication
followed by the German company Mobotix. These camndrave triggered movements
in the sector. Companies like Sony and Panasoaipashing hard with a range of new
IPV6 cameras and GE acquired Swiss-based VisioWwa2805 to extend its portfolio.
These cameras have also attracted companies cofrong the information and
communications technologies field. For example,c€ibas teamed up with Sony to
produce IP-based solutions based on its networkapabilities. International Business
Machines (IBM) is also providing consultancy angldgment services to enterprise
level customers (Frost & Sullivan, 2005a:2-34). @tbompanies like HP or Accenture
offer also expertise at system integration level #® video surveillance (Frost &
Sullivan, 2009:37). Defence companies, like SAGEM bales, are the main suppliers
of infrared cameras (Ecorys, 2010).

The screen market is also very competitive andriged mainly by the large non
security demand. Main suppliers are located inAk@ Pacific region. They include
well-known companies like Panasonic, LG PhilipgnSang or Sony.

87 see for example, thé"European Research Framework Program ADABTS.
8 According to Frost & Sullivan (2005a:1-9), Eurdpads the world in the number of installations.
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Distributors and system integrators play also avait role in this market segment
since CCTV systems are frequently a part of a sgcaystem. Examples of these
companies are ADI-Gardiner, Thales and Group 4 8=y Securitas and ADT.

The CCTV customer base is quite large. Individusiisall commerce, banks, industry,
infrastructure operators and government are the maichasers of these systems.

The deployment of video surveillance in public glacis regulated by EU data
protection directive and national acts as suchesystay affect privacy rights. Such
laws are not uniform and differ between Member &taeflecting national preferences
on what is considered an intrusion in personaldoe® For example UK is more
permissive, while Germany is more restrictive. THiferent vision impacts in the
CCTV demand and the installed base across the Edlde States. For example, in the
United Kingdom there is one camera per 14 Britigizens as opposed to one camera
for 300 in Switzerland (Gras, 2004).

Intrusion detection and perimeter protection

Sensors are used to warn security staff of potebtesaches helping to investigate and
contain an intrusion. Its core operating princigeestablishing and / or monitoring a
norm and detecting or signalling a change in thenn@bove or below, or with a preset
threshold. The selection of the most appropriats@ewithin the large variety available
on the market is influenced by the nature and teofgaxtivity in and around the site or
facility to protect, the physical configuration dhe facility, the surrounding
environment, along with the fluctuations and vaolé in the weather. Key
performance parameters of a sensor are probabifliietection, false alarm rate, and
vulnerability to defeat. Arrays of networked semsscan be used to cross-check the
validity of signals captured by others thus incireggeliability at the expense of a
higher final cost.

Intrusion can be detected based on effective aexbinsive technologies. Sensors are
able to detect broken window glasses through amoastinertial shock; opened doors
through magnetic switches; chopping, sawing, ddlliramming of roofs and walls
through the detection of unusual vibrations or sisirmovement inside a hallway /
room through simple radars based upon acousticcomr infrared waves; or the
presence of human being through the detection af imeasuring infrared radiation or
pressure on the floor. Electronic barriers can feated by means of the emission and
detection of a set of thin photoelectric beams. dulallmovement on exterior fences can
be detected using sensors based on electromechapiezoelectrical, electrical or
electrostatic field principles. In-ground fibre mptported coax buried line, balanced
buried pressure line sensors or buried geophonescavert devices for detecting
intrusion in places where landscaping or aesthatiesmportarit.

Home and small business alarm systems demand waplessensors such as zone
sensors, window break sensors, magnetic door &uka smoke detector. Though such
a system can be bypassed by a trained professibrsah credible deterrent from petty
criminals trying to infiltrate but without prior knwvledge of the system. Solutions for

89 A detailed explanation of this kind of sensors barfound in (NISE East, 1997).
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high-end customers use more varied sensors andesg@ome engineering and design
to tailor sensors to the specific security needsaasbe fence intrusion detectors.

Wireless sensors are becoming quite popular sineg tan be installed quickly and

cheaply without drilling walls for routing wiresh€&ir main drawbacks are that they are
more expensive, consume more energy, have lesg bfgtery powered, and are less
reliable since they may be more subject to interfees than wired ones.

Sensors are an essential element of nearly allrisegystems based on surveillance.
Their integration in an alarm monitoring systemeald warn and display the alarm
location is a major design issue in the developnoérat new security system. Once the
alarm is reported in the monitoring centre apperimeasures can be taken such as
sending a patrol to assess the threat and respmoddangly. The monitoring centre is
based on computer systems and software that codliexe and present alarms. Its size
ranges from small microprocessors with embeddetvacd to large computer systems
depending on the complexity of the asset to protect

Sensors are usually available as commercial ofstief (COTS) products with
standard interfaces (e.g. IP protocol) being easitggrated into a wide range of
security systems. Their production is today largelymmoditised, especially for
technology mature sensors. It cost tends to beeghed in the final system price by
other items such as system engineering and desgjallation, system test and tuning.

They are sold worldwide by a large number of congmarike Honeywell, GE,
Siemens, Bosch, Cooper, or Tyco. Top 10 comparoéd B0 per cent of the market
(Frost & Sullivan, 2008a:78). Competition, techrgptal progress and the shifting of
manufacturing to Far East countries with low laboost explain the falling prices for
many sensors. They are mainly sold through diginitsy value added resellers, system
integrators and installers. Sometimes easy tolinstane or small business alarm kits
are directly sold by manufacturers to end custorttexsugh ‘Do It Yourself’ stores or
the internet (Frost & Sullivan, 2006a).

Border protection

Controls at border checkpoints and the surveillasicanregulated frontiers are good
methods to restrict the freedom of movement obtesm and organised crime as well
as illegal immigration. Controls focus in quicklgnfying the validity of credentials,
authenticate the owner, and check that she or fentdigpending claim from justice, as
well as the inspection of personal belongings tofywehat they do not contain any
illegal material. The equipment to support thesecpsses will be analysed in the next
section. Here we will address the protection ofegnfated borders against illegal entry
that is becoming more vulnerable as control oveulaed air, sea and land borders
tightens. This suggests that demand of border giiote equipment will keep growing
in the near futur®,

The protection of the large perimeter of bordergines a different approach, since the
sizeable physical space that must be protected srthkepermanent surveillance along
the perimeter too expensive and inefficient; esghcihaving in mind that natural

% The US SBInet and the European EUROSUR projectimeay clear demonstration of this hypothesis.
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obstacles —such as rivers, mountains, or seast timaiillegal entry of persons and
goods. Effective solutions consequently have alwaysaccept some degree of
permeability. They are based on stationary systeomsposed of a network of long
range remotely operated all-weather sensors (ssichdar, visual or infrared cameras)
able to cover the perimeter to protect and compigeatewith patrolling units. Sensors
provide initial targeting information to patrol usithat use it to locate and apprehend
intruders such as immigrants attempting to realeim@ng beach with a small boat.

Patrolling can be made using land and sea vehetewed with the appropriate
surveillance equipment. However, the wider coveragesensors from air gives
advantage to platforms such as helicopters andl fimag aircrafts on certain missions,
despite of being a more expensive surveillance ateth

Products sold in this market are composed of sllewmee equipment (fixed or mobile) —

based on electromagnetic screening or optroniase,cammand centres able to plan
and coordinate the collection, analysis, fusionradation, and dissemination

information involved in border protection. The aorelationship with the equipment
provided by the defence industry makes that equiprsigppliers come mainly from this

economic sector. The whole system is supplied byngle prime contractor or system
integrator such as EADS, Thales or BAE Systems wita support of defence

electronics industry for the supply of the sunagilte equipment. Government is the
single purchaser of this kind of systems.

Vehicles are provided by the automotive, maritime agrospace industry. These
vehicles require the tailoring and the integratioh specific equipment for radio
communications and surveillance. Land vehicles basically all-terrain cars mainly
supplied by the automotive industry. Coastal pattmbats are less complex vehicles
than military surface ships since they do not neesbphisticated weapon system and
other advanced features. Europe has a large sHipgdustry able to provide these
ships, yet this industry is characterised by srfiaihs, excess capacity and lack of
collaborative programmes (Ecorys, 2010:243). Thdustry is subject to strong
competition from Asian countries like Korea or ChinEurope has also a well
developed aerospace industry able to supply fixedotary wing aircrafts as for
example BAE, Dassault, or Aerospatiale as well lasrtmain components. This
industry characterises by high levels of R&D inwesitts, where high cost and high risk
programmes experience long development and pay-baitks and a high value output,
which is manufactured in low volumes (Jackson, 2004

Unmanned air vehicles (UAV fitted with video-cameras and imaging radars offer
potential advantages since they do not need pilstslevelopment is mainly driven by
military needs, but civilian applications such asrder protection are becoming a
potential market for these vehicles. Yet the cadstibn of the civilian market
confronts with relevant problems not easy to selveh as a life cycle cost that needs to
be smaller than manned aircrafts, improved religb{currently they have a higher
number of accidents that manned vehicles), thetupggdaf civil air space regulation to
integrate them with ATM systerffs adequate airworthiness regulation that allowrthei

L Instrumented Zeppelin and aerostatic balloono#rer alternatives subject also to research. Amothe
area of intense research is unmanned land vehicles.

%2 This task is being performed by EUROCAE WG-73. HI2A is also contributing and the Steering
Board of May 2007 agreed to propose a strategidmag for the integration of UAV into the non-
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insurance (EC/785/2004 regulation) and the allocabf enough bandwidth in the
overcrowded radiofrequency spectrum for the paybietd-links (EU, 2007). Therefore,
the unmanned aircraft market, although being vepmgsing, is probably still years
ahead. The market is led by USA and Israel companido in certain cases have
partnered with European companies for joint devalepts. Main European companies
working in this field are Sagem, EADS, Dassault aivin, EMT, Meteor, Alenia
Aeronautica and Saab (Frost & Sullivan, 2005).

Maritime surveillance

Maritime surveillance is required to safeguard beaders, but it is also needed for
becoming aware of activities at sea impacting oaritime safety and security, the

maritime environment, fisheries, trade and econdnarests of the European Union as
well as general law enforcement and defence. Sadbd/goals make that diverse users
and operators are involved in this activity suclpag and ship owners / operators, port
authorities, customs officials and the coast guard.

The nature of threats in the maritime domain frexdjyeencompasses a trans-national
and a trans-sectoral approach. This explains ttieeaole of different European Union
agencies such as EMSA, CFCA, FRONTEX or EDA in suppg the development of
maritime surveillance systems at European and Merates level. As has been
mentioned in chapter Ill, a key aspect for sucoesbese developments are agreements
on standards, interconnections, non-technical gs®Ee and procedures that enable
information sharing on the basis of establishe@dsgcights.

Surveillance is mainly performed through the manitgp of vessel traffic based on an
automatic identification system (AIS), a ship bokféF radio that broadcasts to similar
transponders and shore-based facilities informatiegarding the ship’s identity,
position, heading, speed and destination allowhng ttacking of these vessels when
they are operating in coastal areas, inland watgwand ports. The system requires for
operating a satellite tracking equipment named Sleigurity Alert System (SSAS). The
AIS system is mandatory in all vessels involvedniternational voyaging with gross
tonnage above 300 tons and all passenger shipsdaggdo the 2002 International Ship
and Port facility Security (ISPS) code. Its mainmgmse is to avoid vessel collision, but
it can be used as well to survey sea lanes. Noperative vessel detection requires
radar equipment and other sensors to locate antifidéhem.

As of January 1, 2009, according to the Internatic@@onvention for the Safety of Life
at Sea (SOLAS), all passengers ships, high-spesdt] anobile offshore drilling units
and cargo ships of 300 gross tonnage and upwagigated by IMO must be tracked
with a Long-Range ldentification and Tracking Systd RIT). According to SOLAS
regulation, the contracting governments must imglenmational LRIT data centres, to
which ships will report their position four timegday. Such data is transmitted through
a satellite link. Such system is to some extentgiementary to AlS. Both may help to
track vessels worldwide.

segregated European airspace by 2015. An esseotigonent is the development of a light Mid-air
Collision Avoidance System (MIDCAS) based osense and avoitechnology. If the cost of these
subsystems is too high, it may render UAVs too espe.
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Ecorys (2009) estimates the revenues of both eqenpmarkets in the range between
€10-20 million for AIS and €55-80 million for LRITThe world market of these
equipments is led by US and European companies. Ethéhas financed research
projects in this area like Marrifs Thrane & Thrane (DK) is one of the leading player
The market for Mobile Satellite Services, requifed communicating LRIT data, is
mainly dominated by Inmarsat (UK), however new playhave entered the market like
Iridium (USA), Global Star (USA), Thuraya (UAE) a@tbcomm (USA).

A maritime surveillance system requires in additgensors, communications, air/sea
patrol vehicles and command centres. These largtersg are mainly supplied by
integrators such as Thales, Konsberg, EADS, or BA&&iems . This area is subject also
to research like for example the EU projects Autboaos Maritime Surveillance
System (AMASS) and Security System for maritimadafructures, Ports and Coastal
Zones (SECTRONIC).

Air surveillance

The detection of border intrusion across air isallpumanaged by defence forces.
However, the detection and management of renegadeafts alerts is an area that
requires civil-military cooperation across the Eagan Union as is the case of NATO
and Eurocontrol. An information dissemination sgstéhat collects and distributes
information between the main stakeholders involvethe response may help to better
manage an air incident such as hijacking. Inforamawill proceed from the air defence
infrastructure, the air traffic control infrastruoc¢, standard transponders installed on the
aircraft as well as other data sources. This is arkat where only technology
demonstrators have been developed like the EuroRegional Renegade Information
Dissemination System (ERRIDS).

Identity and access control management systems

Personal identification is a key aspect of secutityllows to recognise a person and
verify its right to perform a certain activity su@s crossing a border; accessing a
building or facility; accessing a computer systamgbile phone or PDA; make an
economic transaction (e.g. credit card payment)receiving services. ldentification
also allows to check whether a person is being fyedstice. Effective identification
systems can improve security raising the burdeoncés®d to terrorism and criminal
activities.

The identification is based upon: (a) something bas such as documents, cards,
tokens whose ownership demonstrates the idenb)ysdgmething one knows such as a
pass-code; or (c) something one is based on theason of personal biometric
features. These methods can be combined to inctieaseliability of the identification
process.

Identity theft is a main risk in security becausemay wrongly identify a person
allowing him unauthorised and potential harmfuli@ts. There are different theft
methods. Cards and tokens may be counterfeitedgkthomatermarks, ultraviolet
fluorescence, microtext, microdots, holograms attterotechniques may hinder the

% See for details http://www.marnis.org.
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proces®’. Passwords can be stolen. Personal biometric riesatare more difficult to
steal, although an improper enrolment process rihay &.

For analysis purposes, this area can be dividéarée different market segments:

* Mechanical lock, entryphones and key pads
e Card systems
e Biometric systems

Mechanical locks, entryphones and key pads

Mechanical locks and bolts are the simpler accesthiod. They need a key or token to
permit the access. They are at the low end of ¢hess control market, yet they are the
most common access method. Audio and video entopgdhare also low cost solutions
to authorise access in the residential market.tifilgation and authorisation is made
personally by the operator through the phone limleich may include also a video
image.

Another access method is through a key pad (usadplyanumeric) with processing
electronics designed to activate an electric strilkieen some keys are pressed in a
predetermined order, either sequentially or sinm@ltausly. Sophisticated keypads can
log each time a pass-code is entered to record aatbessful and unsuccessful access
attempts, and a duress function where a persorg lieneatened can activate a silent
alarm to summon assistance.

These technologies are mature, simple and relgtimekpensive. They are appropriate
to solve unsophisticated needs such as a single atmess for any kind of customer.
There is a large list of companies that produce ¢guipment. Assa Abloy followed by
Simons and Voss are two large players in the Eaopearket. Distributors, retailers
and installers provide them to the end customearstF& Sullivan (2008) estimated the
size of the European electronic keypad markethferyear 2006 around €64.1 million.

Card systems

Access based on personal credentials requiresateatveyor compares data stored in
the credential (normally a facial image but alsofirgerprint) to identify and
authenticate the person. Afterwards the consuftato an authorisation list will
determine if such a person has access rights. nhafiton and communication
technologies can help to automate the processeahate resources and time spent for
in this process.

The simpler system use cards to store a codedbatifies the ownér. The user passes
the card on a reader which transfers the datactmmgputer which authorises the access

°  powerful personal computers, scanners, photongditbftware, and printers now allows terrorist and
criminal groups to produce authentic-looking forgetuments and identity photos almost anywhere.
Most documents and images produced in this fasttinusually not withstand a detailed forensic
analysis, but they may be good enough to withstamgory inspection by an undertrained or hurried
clerk, security guard, or police officer (Dehal, 2007).

These cards, however, do not necessarily veriferon. They only confirm that the owner has a
valid card. This creates vulnerability when thedcarused by unauthorized persons because the card
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after consulting a database. The time and the alopdint is usually logged for auditing
purposes. These systems range from a single gatenaiworked solution covering a
whole building or a group of buildings.

Complementary hardware of access control systertiseisloor lock or barrier that is
unlocked when access is authorised. There are kiadg of barriers. They can range
from such conspicuous physical structures as rawpldoors to all but transparent
optical turnstiles with higher throughput able tarw of unauthorised attempts to pass.

There are many methods to store information abdwicard owner that are readable by
a computer. While bar codes can be used, the moasthon method is a magnetic strip,
which is widely used in the finance sector in thenf of credit and debit cards. These
cards are a very mature technology in the edgésblescence due to their limitations
in data storage and processing. They are beingtisibd by more sophisticated
solutions being the most common those known astsraadls that contain on a chip a
small microprocessor with a memory. Such cardsvavee flexible to changing needs,
their data can be encrypted and they are less goofraud. They can store biometric
information such as face and fingerprint, and ataligignature that enables the signing
of electronic documents and financial transactions.

Smart cards are replacing magnetic strip cardserfinancial sector for ATM and POS
terminals. They use a world standard named EMV ptethby the industry which has
allowed the change to a more secure payment systethe EU region merchants are
now liable, as from 1 January 2005, from any fréhat results from transactions on
systems that are not EMV capable. This standardveter, does not implement
biometric identification.

Proximity cards are based on radiofrequency (RRExhnology. The card reader
constantly transmits a low-level fixed RF-signattprovides energy to the card. When
the card is held at a certain distance from thdaeahe RF signal is picked up by the
card’'s embedded antenna and absorbed by a smialhsioie the card that powers the
card’s microchip. Once powered the card is ablexohange information with the
reader. The main advantage is that being contacthes owner is not required tdd
anything to gain access. Smart and proximity cards andr theaders are more
expensive than magnetic strip cards, however tbrantages largely surpass the cost
difference. In some cases, for keeping compatbiliith various systems, a card uses
more that one of the abovementioned methods.

According to Frost & Sullivan (2008) the manufaeisr of the different elements of an
access control systems such as cards, readerdpdaoand barriers supply them to
distributors (55-60%), installers (25-30%) and ealuadded resellers / system
integrators (15-20%). Top market companies are Moe#, Siemens, Interflex
(Ingersoll-Rand), Gunnebo, Kaba, Assa Abloy and &ew Other relevant companies
are Bosch, GE and Gemalto. According to Ecorys 92081) main vendors of smart
cards are Gemalto, Sagem Orga, RSA and OberthaseGlie and Devrient is another
supplier. Infineon Technologies AG is a suppliecbip cards and security IC.

The desire of integrated solutions where a singlel can be used for physical and
logical access control, card readers can be coethdct the IT infrastructure of the

has been stolen, lost, or counterfeited. Therefetand-alone card systems are not considered
acceptable for high-level security applications.
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company and integrated with the physical securiygtesn and other building
management systems has opened the market to fibdists and building technologies
companies. The largest value of the system remairthe design, integration, and
software development capabilities to make a ‘tughlsystem based on readers, cards
and other commoditised system components.

Access control systems are of widespread use wbeurisy needs are above average
and manual methods are inefficient. The customdts such needs are many and
include banks and financial services, hotels, itrgusnanufacturing, commercial retail
distribution, transport, military and government.

Biometric systems

A biometric indicator is any biological (anatomicad physiological) or behavioural
feature that can be measured and used for the geigroautomated or semi-automated
recognition of human beings. Examples of physiaalgfeatures are face, fingerprint,
hand, iris, retina or palm veins. Examples of béhaal features are voice, signature or
keystroke sequence. Some biometric features pengesttime while others change. All
biometric features are deemediquebut some are lesdistinct than others. Biometric
techniques can be used in two ways: (a) to vehfi people are who they claim to be,
(b) to discover the identity of unknown people. Thst method requires a one-to-one
check, whereas the second requires one-to-manksh@ace the identity is confirmed,
appropriate decisions can be taken.

Biometric systems are more secure than traditioe@gnition systems. As such they
influence the level ofrust in any activity that requires identification orrifieation of
identity. In other words they can help to redu@aiff®. But they only represent a secure
recognition process in that they provide a strang between physical persons with
their identity data. This means that the linkinggass must be highly reliable. This will
depend on the secure operation of each of thestagies of the biometric identification
process, namely enrolment, storage, acquisitiomaaidhing (IPTS, 2005:12).

In a society that is increasingly mobile, flexilaled digital, there is an increasing need
of recognition systems. In practical terms, biomsstris mainly applied for four
purposes: law enforcement, physical access cofitrdluding border control), logical
access control to information systems and convesieWith more and more
transactions such as e-banking, e-commerce, e-&ntke-government taking place on-
line, biometrics offer a promising way of estabighsecure identities especially when
face-to-face transactions are not feasible (IPD85235).

Main biometric technologies are anthropometry, vgafe for template generation,
pattern recognition and matching algorithms, antsedevices to record the biometric
featured’. Fingerprint uses the unique uneven surface giesdand valleys that form a

% As many other security solutions, the degree tachvibiometrics reduces theft and the possible
displacement of fraud to other areas remains umicerts impact on reducing the threat of terrorism
could also be rather low (according to Davies andédi (2007:9) the UK government argues that a
third of all terrorist use multiple identities). ever, it is evident that this technology is inhehe
harder to spoof.

Biometric systems first capture samples of theviddal's features that are then averaged to create
digital representation, known as a template. Theest template is used to match the characteristic
captured by the identity recognition device. Thagiaal biometric characteristics (e.g. fingerprint
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unique pattern from each individual. Iris uses tisdoured tissue of the human eye
surrounding the pupil for recognition purposes Haea a black and white infrared
image. Retina biometrics is based on the analybé#iseolayer of blood located at the
back of the eye. These three techniques are theanograte. Yet, retina scanning is too
intrusive and invasive as well as too expensive iade diffusion. Face and iris
technologies have the advantage that they operdteeitwo-meter range and need less
cooperation from users. Hand biometrics comparesgdgometry of the hand such as
width, length, thickness, and surface area to confan individual's identity. Its
strength relies in its durability in extreme enwineental conditions, high throughput,
ease of use and non-invasive nature. The discrimmaapability of hand geometry
can be low for a large set of users. Facial re¢imgnhas also relevant restrictidfis

Voice biometrics, also known as speaker verifiggtis based on the unique geometry
of the speaker’s vocal tract such as tract lengitip of larynx to sinuses, resulting
harmonics, pitch, and range. It is used when itthe only available biometric
recognition method such as telephony and call esnifhe effect of ambient noise on
accuracy, the fact that voices are not clearly usidhe likely changes over the lifespan
of a user (or its temporal change due to a thriie¢ss) and the perceived ease of
falsification make this choice less valuable.

Signature recognition measures the dynamics ofatige strokes such as speed,
acceleration, timing, pressure and direction. hpares not merely what the signature
looks like, but also how it is signed. Since thdiwdual signature may vary from
sample to sample, the recognition process may hamddeal performance. Moreover,
since a proficientforger is quite capable of selectively provoking falsecegut
verifications these systems are less secure. Ivhdtial biometry combines less reliable
technologies in sequence to strengthen the oyegdibrmance, or in parallel to increase
flexibility by providing alternative modes for thdentification or verification process.
The expensiveness of these solutions, howevetslitsi general use.

Government applications on biometrics focus on matec fingerprint identification
systems (AFIS) for law enforcement as well as tenidy verification in passports,

image) cannot be recovered from the template. Bsecalne reference template is generated from
multiple samples at enrolment, the match is neeefept. Therefore, systems are configured to verify
the identity if the match exceeds an acceptablestiold. Consequently, all biometric technologies
suffer false rejection and false acceptance r&asvary accordingly to each technology. Normally,
lowering the false acceptance rate increases the fajection rate, i.e. the chance that an awutbdri
person will be denied access. Whereas authenticgterforms one-to-one match against user
credentials to verify identity (usually stored irsanart card), systems that have to consult a dentra
database of templates to identify one individuahiast a predefined population take longer —the
bigger the database, the slower is the search-aendess accurate. Moisture, dirt, grime, or light
conditions may also influence the performance ofrigtrics in fingerprint, face and hand recognition
(GAO, 2002).

Facial recognition is relatively inaccurate dudhe presence of a lot of variability. This varidiiis
due to changes that occur to people over timediing, or is simply due to external environmental
conditions such as poses, facial expressions, tlairsage of glasses. Its reliability is also eato
recording conditions and the context of applicai¢static images or video, image quality, with or
without uniform background, or lightning conditign&D face recognition is the most common by far
and the one proposed for passports and visas.rEaognition is not yet ready for outdoor use, &nd i
is unsuitable for a database with a large watdh#isen for moderately-sized lists it has mediocre
performance (IPTS, 2005:48). A short descriptiomafin algorithms (principal components analysis,
linear discriminant analysis and elastic bunch Qragatching) for facial recognition can be found in
NTSC (2006) report.
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visas®, personal identity car®, driver's license, or e-government services i t
payment, vote, social security or unemploynt&htAccording to Acuity (2009:21) the
US-VISIT, the similar Japanese programme and theeHdassport visa and passport
programmes are the largest public procurement actstin this field. The International
Biometric Group estimates that 75% of the marketr@sses public administration in
2009, a figure that does not seem to fall largelyhie next years (Ecorys, 20QE81).
European member states like Italy, France, Belgamd Spain are implementing the
new national identity card based on smart cardsstioae face and fingerprint biometric
information. Germany is expected to move to smartl€ in 2010. Unfortunately, no
agreement has been reached within members statestandard identity card.

According to Acuity (2009), fingerprint and the Al Livescan systems used by law
enforcement for background checks and criminalstigations accounts for the largest
market share. The other relevant markets are fadeires recognition, the market of
remaining technologies is comparatively small. E&sSullivan (2008c) reports that
Sagem Securité was the AFIS market leader in 200@wed by Cogent, Inc., NEC
advanced Security Solutions and Motorola’s BionestBusiness Unit.

The use of biometric in borders and transport ighang at a slow pace. There have
been many pilot projects, but a wide diffusionhssttechnology is still pending. For
example, iris recognition has been used for fregtrawvellers in Amsterdam Schiphol
(Privium Programme), Frankfurt International Airpot.ondon Heathrow, London

Gatwick, Manchester, Birmingham and several Camadigoorts as part of the Nexus
programmé®® Fingerprint identification pilots have been atpted in Charles de

Gaulle Airport (project PEGASE) and Heathrow (miSenmnn 2006/2007). New pilots

projects in France (project PARAFES) and Spain (ABGtem) were launched in 2009
and 2010. The main advantage of such systems ishibk-time (around 10 seconds)
needed for automatic recognition and the corresipgn@duction in waiting tint&>,

Biometric is also applied in highly reliable elemtic access control as for example the
Paris Airport Authority based on fingerprint andntactless smart cards, the four
months pilot project implemented in the Fiumicinarpdrt in 2003 using facial

% Regulation 2252 / 2004 sets the standards forspdeatures and biometrics in passports and trave
documents issued by EU Member States. This meamnsitice August 2006, all passport delivered in
Europe contain a wireless smartcard storing a aligihage of the holder’s face compatible with
ICAO standards. Since June 28, 2009, second gémeraf biometric passports integrate also
fingerprints. The European Visa Information Syst¥h$ and its biometric engine the Biometric
Matching System should start operation in 2009 lamdully operational in 2012 (Ecorys, 2009:209).
This is a joint development of Accenture and Sag&he system will be able to store 70 million
datasets.

190 According to Acuity (2009:v) Mexico and India hasenounced plans to issue biometrically enabled
national identity cards.

191 Other envisaged areas are the use of biometrsaess electronic health records for the proteaifo
privacy regulated by the Health Insurance Portigbdnd Accountability Act (HIPAA) in the United
States <(F&S, N55F)>; and passenger processingl as®diometrics. The latter will help to reduce
the space consuming check—in kiosks and theire@lataff creating a more self-service orientated
environment, while still maintaining proper secyriévels. For more details, see Frost & Sullivan
(2005:3-16).

192 The system is known as Iris Recognition Identtfima System (IRIS) and has been developed by the
UK Border Agency. Details can be found in www.igisv.uk.

193 Apart from fewer personnel for identification, gkipassenger checking may pay for itself helpirg fo
example to increase the time spent buying in airgoty-free shops.
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verification with the template stored in a smartdcand rendered secure through a
digital signaturé®

Applications related to logical access control amainly based on finger-scan
authentication solutions in mobile phones, PDA&;s¢ wireless computing devices, IT
systems access, physical access control systempaatable web tablets. Companies
like Siemens, Nokia, Fujitsu, NEC, Sony and othease developed such systems.
Anyhow, these solutions are not experiencing a spdead use in the market.

Biometric systems are composed of computer systeeasire communication networks,
characterization / comparison software (biometrigiee), data encryption algorithms,
secure data stores and biometric data capturingetevThey are supplied by system
integrators and large software houses —such as HM, Lockheed Martin, Northrop
Grumman, Accenture, or Unisys— in alliance with guppliers of these components.
European companies involved in the supply chainthefse systems are Dermalog
Identification Systems GmbH, Greenbit S.p.A., Da@/SA but Irish origin), and
Automatic Systems (Belgium), Precise Biometrics ABPEK (a USA company spin
off of ST Microelectronics) according to (Ecorys)02:196). Another company is
Fingerprint Cards AB.

L-1 Identity Solutions is the market leader in faeeognition. Such leadership has been
achieved through the purchase of Viisage Technolddgntix, Inc., and A4 Vision
(early acquired by Bioscript in 2007). Two impoitaaU companies are Cognitec
Systems GmbH and Ommiperception (UK).

Iridian Technologies (now L-1 Identity solutions)asvthe unique provider of iris
recognition technology until the patent fell intabtic domain in 2005. The company
has licensed its technology to several partnerstferdevelopment of hardware and
camera platforms for various applications and emrrents such as LG Electronics,
Oki, Panasonic, Sagem, IrisGuard (UK), Sarnoff SRPrivium (NL), CHILD Project,
CanPass, Clear (RT — Registered Traveller), IBMEyeTicket Corporation.

Retica Systems is the major participant in theneebiometric market. Hitachi, Bionics

and Fujitsu (European partner TDSi) are the mappkers of palm vein scanners, a
technology that does not need to physically tohehsensor, a solution mostly preferred
in Japan (Frost & Sullivan, 2009).

It is expected that government investment gives wathe future to a wider use of
biometrics in commercial and civilian applicatiodse to the falling price of smart
cards, readers and softwire However, government support has so far been artabl
solve current shortfalls and problems that impédewidespread use of this technology
such as: (a) total cost of ownership that makessuitable for low demanding identity
verification; (b) performance constraints on reabgn with a low false alarm rate and
quick response in access points with a large pedmpleughput®® (c) customer

194 See U.S. Commercial Service (2005) ltaly: Bioneetdentification Devices Running Applications
and Future Opportunities in the Italian Market.

195 The EU Research Framework Program has been elpexitive in financing biometric programs
(Hayes, 2009:47).

1% Some personal disabilities, diseases of illnegsgg finger amputation) may compromise the use of
biometrics. These cases require the use of mamoed¢g@ures to tackle the identification problem.
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acceptance; (d) interoperability and lack of widelgcepted standards in sensors,
templates, and Application Program Interfaces (¥PlYe) expensive procedures to
manage biometric information since being persanial subject to data protection rules,
(f) the large substitution costs of current systeand procedures in use, and (g) the
difficulty to objectively estimate the advantagefs hagher reliability that blurs the
potential benefit (too small) compared with theoassted substitution costs. These
reasons may explain the slow pace of this techiyologl the small revenues of the
European biometric market estimated by Ecorys (2819 in €708.4 million for the
whole European industry, whereas Frost & Sullivaf08:30) estimates the access
control biometric market in only €23.8 million f@8009. They also explain the setbacks
suffered by widely heralded biometrics programshsas the US-VISIT Exit program
(two failed pilots), the scaling back of the US fAsportation Worker Identification
Credentials (TWIC™® the transformation of the UK National ID cardap opt-in,
and the commercial implosions of Pay-by-Touch inv&ber 2007 and CLEAR
Registered Traveller projects in June 2009 (AcB9).

The slow maturation of the market is causing carsible changes in the market
structure with frequent mergers and takeovers. Sewsmples are the agreement
between Cross Match technologies and Smith HeinBaometrics GmbH in 2005; the
creation in 2006 of L-1 Identity Solutions mergingisage, ldentix, and Iridian
Technologies, followed by the takeover in 2008 adfdBript and Digimarc; the purchase
by Sagem of Motorola biometric business unit in@8% the purchase in 2009 of Atrua
Technologies by AuthenTec, or the takeover of LySShgem Morpho in 2010.

Land vehicles surveillance

Control of vehicles is based in Automatic Numbeat®IRecognition (ANPR) systems
able to optically recognize the characters of thleisle plate on an image captured by a
camera. The technology was developed at the entleo¥0s and now is a standard,
reliable and widely diffused product as can be daetfie access control of many car
parking areas. This information may be linked folample to a law enforcement
database to check if the vehicle is stolen, or aimea suspicious person. But also for
checking if the vehicle is not insured or it ha$ paid a congestion fee. These systems
can be installed on a patrol car. This capabildag be used also to identify containers.
These systems are developed by industrial controsaftware firms. The United
Kingdom is a big customer of these systems.

Screening of personnel and their belongings

Screening is necessary to verify that persons dohide any dangerous, illegal or
hazardous material —such as weapons, explosivesugs— below clothes or within
their personal belongings that may be used footeor criminal purposes. Manual
screening methods tend to be slow, invasive, dooulaintensive. Detection equipment
may improve these shortfalls leaving costly mansearch to solve inconclusive

197 See for example the Windows Biometric Framework #ime standards developed by the bioAPI
Consortium. Interoperable standards are a preriggucs the wide diffusion of biometrics in large
commercial applications such as bank ATM.

198 This program focuses on longshoremen, truck dsjveort employees and others requiring unescorted
access to secure areas of ports.

199 This unit was acquired in 2000 from Printak, tistforovider of AFIS systems.
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inspections. Standoff detection, out of the ranigefflensive weapons like an explosive,
is other desired feature, however, technologyilisistmature to meet this goal and the
person or their belongings shall be in close cdntath the equipment to be
effective®

Metal detectors are very effective to identify éirms and knives. They can be walk-
through portals that may include light bars to higjit the locations where the highest
metal concentration is detected, or hand-held tmt®d¢o explore the body when the
first system gives a warning. The equipment geesrain electromagnetic field that
causes metallic (or other electrically conductieb)ects in the proximity to produce
their own distinct magnetic fields altering thetial field that is sensed by a detector.
This is a very mature technology that accuratekgais the presence of most types of
weapons with a portal throughput of 15-25 peoplerpmute. Cooperative individuals
can typically be scanned with a handheld detect@biout 30 seconds. Companies like
Smith Detection, CEIA, Rapiscan, L3 and GE Secuarty the main market suppliers in
Europe.

Equipment to quickly identify illicit material inubk quantities is based on images
generated by X-rays using single energy, dual efi€tgbackscatter, or diffraction
techniques; nuclear techniques involving neuttoor gamma ray bombardment, or
millimetre and terahertZ’electromagnetic waves. Some techniques, like neliien
waves and low power X-rays backscattering, candeel to safely see through clothing.
Examples of these systems are AS&E BodySearch hadRapiscan Secure 1000
(GAO, 1996 and Theisest al, 2004).

The scanning equipment does not identify the nmaltéor the operator. It only provides
him or her with tools (usually images) to examirexrsons and their belongings. Its
throughput depends on: the amount of clutter im@ d&r on a person, and the operator
efficiency. Clutter occurs where several dark iteans grouped together creating a
dense image. Operator efficiency is influenced liy monotony of the task, fatigue,
time pressure, training level and working condisiomBest throughput today is not
higher than thirteen bags per minute, seven passepgr minute, and one vehicle per
minute (GAO, 2002). This slow performance and ladinumber of inspection points

110 The EU 7 European Research Framework Programme Projeck @pdil is stand-off detection at a
distance of 20 meters.

111 This is the most common method to screen luggagmlour code two-dimensional image is created
by comparing the relative transmission of high & X-ray beams to highlight substance density
and distinguish between metal and organic mat€rtaisenet al, 2004:48).

112 Neutron (three-dimensional) radiography, basedhemmal or fast neutron activation, represents a
promising technology. These systems use a sourgeuifons to generate the emission of gamma-ray
of the cargo. The signature obtained from scanmiag be compared to a library of gamma-ray
signatures to detect substances with high contenitrmgen and oxygen in most explosives, and the
high chlorine content and high carbon to oxygernorat certain drugs (NRC,2002b:vi). Main
limitations are depth of penetration and its apitit characterise certain explosives. Other praktic
limitations are large size and weight, long detectime for a small explosive quantity, the need fo
radiation shielding and regulatory and safety issagsociated with nuclear based technologies (NRC,
2002b).

113 Terahertz can be used to detect non-metallic wesapbhis technology is still immature due to the
lack of efficient and low / moderate cost sourced detectors (EPOSS, 2009). Smith Detection and
Teraview have signed an agreement to develop dmteetiuipment based on this technology. The
project TERASEC has been financed by the PASR.
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generate queues that prevent the use of screeguigneent in high traffic places such
as commuting rail stations.

Computer axial tomography provides the best capyalfdr detecting and identifying
materials due to its ability to see in three dimens and measure object density with
precision. Example of such equipment is GE CTX faraf products or L-3 eXaminer
3DX 6000. While this equipment was limited initialto large international airports,
they are widely used today in US Airports whereua 1,500 units are deployed
(Ecorys, 2009: footnote 136). According to Elia®d8: 33) bag screening equipment
has shortfalls in its capability to screen air cadge to object size, false alarm rate and
throughput.

Nuclear quadrupole resonance (NQR) is a non-imatgognique that can be used for
explosive detection. It is based on the analysighef weak radiofrequency signal
emitted by the nitrogen quadrupole nuclei presenthe explosive when a pulsed
radiofrequency field is applied to the suspiciougeot. However this technique is
unable to detect liquid explosiV&$ Invision / Quantum Magnetics, today a subsidiary
of GE Security supplies screeners based on thistdogy. Lack of product diffusion
suggests that the technology is still immattie

The analysis of the residual traces of drugs amudoswes deposited on the person or
the carry-on luggage may indicate a recent cométt such substances. It uses
separation and detection technologies to measarprthperties of vapour or particulate
matter collected by the equipment and compare ih whe signature of drugs and
explosives and signal an alarm if the probabilitymatch exceeds a threshold. Some
examples are colour change of test papers (chemezjents), electron capture
detection (ECD), field ion spectrometry (FIS), gabBromatography / chemical
luminescence (GC/CL), gas chromatography / electapture detection (GC/ECD),
gas chromatography / ion mobility spectrometry (M), gas chromatography / mass
spectrometry (GC/MS), gas chromatography / surfammustic wave (GC/SAW), ion
mobility spectrometry (IMS), or Raman spectroscdpyrrent technologies are capable
of detecting most militarily and commercially awadile explosives and drugs. However,
most systems are designed to detect only a sulk&O,( 2002:12). lon mobility
spectrometry is the most widespread technology (GP896). This kind of detectors is
mainly used as a secondary screening method doader inspection tinfe®.

114 According to Time, the 2006 transatlantic ploeatpted to detonate non-nitrogen liquid explosives,
namely acetone peroxide, that are undetectableubiert systems forcing to increase control of
liquids inside personal belongings. See
http://www.time.com/time/nation/article/0,8599,1 283 00.htmlretrieved May 13, 2009.

115 Details of this technique can be found in Fraidsdacques and Lapina, Olga (2009) Explosives
Detection Using Magnetic and Nuclear Resonance fiigabs.

118 Attempting to reduce this time the USA has deptb98 explosive detection portals in 36 airports in
2006 that have been supplied by GE Security witttyeican and Smith Detection lonscan Sentinel
Il. The portal detects explosive particles usingnaall blast of air siphoned through a vacuum to
laboratory equipment. See pages 3, 4 and footnbtef ICRS (2007). In 2007, 17 portals where
installed by GE in the Warsaw airport.
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GE, L-3 Communications and Smiths Detection conapproximately 90% of the
screening market according to Frost & Sullivan @@012)'’. Other companies are
Rapiscan Systems, Bruker Daltonics, and Gilardéoo(ys, 2009: 113).

Main purchasers of these equipments are essentralfgport organisations such as
airports, airlines, freight forwarders, customsiroad companies, private companies,
and security services providers, which is sometimesponsible to purchase the
equipment used to carry out their operations (Exor2009:96). Government

organisations such as prisons, military instaltsicembassies, public offices as well as
companies may use also screening systems in theilities access points and

mailrooms. Ecorys (2009:104) provides an estimétthe market size of around 100

units per year for air cargo screening that is pbtypthe main purchaser.

Luggage and cargo screening equipment performaacsubject to certification
according to EU regulations. Equipment standards sat by the European Civil
Aviation Conference.

Dogs can be used for detection since they candett to respond in specific ways to
smells of narcotics and explosives. They have tivartage of being highly sensitive in
comparison with artificial sniffers and less sudid®e to masking interferents.
Furthermore they are mobile and thereby able ool scent to its source. For said
reasons they are ideally suited for drug or expbgietection that has a significant
search component such as building, properties,cleshior large containers. Main
limitation is their duty cycle that requires a lkesdter one hour of work. They are not
usually used to screen people, since some peaulalégs and because a dog may bite
someone. Labrador retriever is perhaps the mosthemmOther breeds used are golden
retrievers, German shepherds, Brittany spanielsn@e short-hair pointers and mixed
breed. The cost to train a dog and a handler isitadb7,000 and the annual operating
cost of the team including the handler’s salaryabsut $60,000 (GAO, 1996). Police
forces or guarding companies usually train dogsdnse and consequently this activity
does not create a big market around it.

Goods and merchandise

The products in this market segment are aimed atmain goals. The first is the
detection of illegal goods and merchandise sucWeegpons, drugs, nuclear materials,
explosives, C/B agents, legal goods subject to adutypubject to import or export
restrictions —e.g. antiquities, ivory, hard woodstrategic products— and goods that fail
to meet health and safety standards. The secorldsgmasafeguard the logistic supply
chain from theft and loss of merchandise includsipps and department stores.
Because containers are the main transportation adetif merchandidé®, many
products in the market are oriented to assure ritemiiity of the container from the
loading to the delivery point, and to facilitateetinspection process to quickly verify
that the cargo manifest corresponds to the actaal. IThe first is the responsibility of

117 These three large companies entered into this ehahkough acquisitions. GE bought Invision in
2004, L-3 acquired Perkin Elmer’'s detection syster@002 (Perkin Elmer had itself acquired Vivid
Technologies in 1999), and Smith detection acquitednann Systems Gmbh in 2002 and Barringer
Inc. in 2001. OSI acquired UK based Rapiscan SgcBrioducts Ltd. in 1993.

118 According to Eurostat, the EU ports handled 69il8an containers in 2009 (value measured in TEU,
i,e. Twenty-foot Equivalent Unit).
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the shipper who is the main beneficiary, whilst #e&sond corresponds mainly to the
government due to the negative social impact ofggting.

The metallic structure of the container protectsaim hole-cutting and the use of seals
from unnoticed door opening, thus avoiding theadtrction of illegal cargo. However,
these measures are insufficient to assure conginégegrity en routesince they may be
easily circumvented by criminals. Seals can be démo&nd rebuild, and the container
can be cut by the side or the hinges for gainirggss and later on wielded and painted
(Van de Voort and O’'Brian, 2003).

Advanced technology can help to solve these sgcutiortfalls. The container’s
integrity can be monitored through an electronitsse able to detect the opening of the
door or inside movement and send out a signaldané&rol centre by means of a mobile
communication line. The container may also incoap®ra remote location tracking
systems (RLTS) based on GPS. Because these syatergaite costly, only containers
carrying high value loads can be protected thrahighway*°. As we will see later the
preservation of container integrity is still a tackogy under development.

Verification of container’s load is a time consumiprocess involving four hours using
15 to 20 inspectors or three days for five ageMar{onosiet al, 2005). Therefore,
methods are needed to speed up the inspectiongsrace avoid significant delays. The
technologies used are similar to the screening odstluser for personal belonging, but
with higher energy due to the size and thicknessootainers. The captured image is
cross correlated with the cargo manifest to asthatewhat is seen is what it is expected
and declared by the shipper. A container can bansthis thirty seconds, but an
operator may take up to 15 minutes to review thagen(Martonoset al, 2005). Even
being quicker, a rate above 30 containers per seeims hard to achieve. The high cost
of the screening equipment in the range of seveiltibn $ (Theiseret al, 2004:66 and
Elias, 2008:34), the time required to scan, and¢haively high false positive rate that
results from the inconclusive visualization are ithan restraints for a wide diffusion of
this equipment. Notwithstanding, they are very pable since they generate a large
income due to the imposition of fines and taxedetected contraband (Van de Voort
and O’Brian, 2003).

Examples of X-ray equipment include CX 3800M fron8 IlCommunications and, the
Silhouette Scan CAB 2000 from Smiths Detection.y&tesm based on Gamma-ray is
the VACIS imaging system of SAIC. Systems based'bermal Neutron and Pulsed
Fast Neutron Analysis were manufactured by AncarepC a US company bought by
OSI Systems Inc. in 2002 and later on integrateRapiscan Systems. Equipment for
the detection of nuclear material is describedhen@BRN early warning section.

Computers can facilitate the tracking of contaireerd the electronic exchange of cargo
manifest and thereby the inspection process. Famele, SAIC provides with VACIS
a system called Integrated Container Informatiost&wy-ICIS to automate the process.
However, such systems require for widespread sadtesestablishment of standards
for information exchange. The United States Custams Border Protection (CBP) is
strongly investing ($1.7 billion) since 2001 in thievelopment the Automated

119 For more details see Van de Voort (2003). See tisaesearch made by the FP 6 EURITRACK
project that includes a non-intrusive method, nafagged Neutron Identification System (TINS), to
identify the chemical composition of suspicious en@ detected by X-rays inside the container.
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Commercial Environment (ACE), a system able to rgaren electronic truck manifest
(e-manifest) that facilitates the border processihgargo. It is reported that the new
system processes 30,000 trucks a day (DHS, 2009:26)

The limitations of inspection methods means th&%nspection is still a hard goal to
attain®. Known Shipper Programmes are aimed to qualifppsis that follow good
practices in order to assess risk better and parinspection only when the consignor
or shipper is not qualified. Profiling, a method igentify potentially suspicious
merchandise based on risk analysis and intelligarfoemation, may be used to avoid
inefficient random inspection. Automatic profilingan be quickly performed using
information systems and the electronic transmissibrcontainer dafa’. Yet, this
method has limitations as we will see later on.

Tagging systems

One way to protect goods and merchandise agaisstdond theft is the attachment of
coded tags that can be read and processed by cemgystem helping to identify and
monitor efficiently the corresponding object. Opticharacter recognition (OCRj
and bar codes may be used for this purpose. Howtheeadvantages of electronic tags
based on radiofrequency make them the preferreiadedue to their flexibility and
performanc&?®

Radiofrequency identification (RFID), often refadras the internet of things, embraces
a set of emerging technologies in widespread usagh, progressive application in
various economical and societal domains such asrisgcsupply chain management,
and assets trackiff. RFID may be used to identify and collect attrésutabout a
certain object or person, including its locatiord aanvironmental information when
integrated with sensors. This provides enhancetiMg and as a consequence better
predictability®. The technology helps to: (a) reduce inventoriesl dead-time
variances; (b) prevent the loss of merchandise; tuemishandling, theft and
counterfeiting, (c) spare resources for controludmg labour and as a consequence
raise productivity.

120 There is a mandate in the Implementing Recommentabf the 9/11 Commission Act of 2007 (P.L.
110-53) that requires 100% screening of all cadgaqul on passenger aircraft by August 2010, with
an interim requirement of screening 50% of suchge@aby February 2009. The Security and
Accountability for Every (SAFE) Port Act also reggs that 100% U.S.-bound cargo containers be
scanned using non-intrusive imaging equipment adthtion detection equipment at foreign seaports
as soon as feasible. On the difficulties to impletsich measures see GAO (2008).

121 The European Commission’s Joint Research Censgihaooperation with the European Antifraud
Office (OLAF), developed a software tool named Caffic, which is able to perform a risk analysis
on the likeliness that a container is transportiligit material. U.S. Customs uses a similar syste
called the Automated Targeting System since 19990(&2010a).

122 It can be used to read ISO-codes of containarsk ttlorry license plates, and railway wagon codes

123 Such as automatic identification independent afian and direction of object and without requirin
line of sight and a short distance (few inchesphutianeous reads of numerous tags (50 per second),
low error rate, better protection in harsh envirent) long lifetime in re-use applications, and
additional functionality such as read/write cap@piland integration with other sensors.

124 Other applications are their use for access cbitrdighways (toll collection), public transport,
stadiums, or private vehicles (keyless entry).

12 RFID can be used to control perishable goods témperature compliance of pharmaceuticals
between thresholds during transport.
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The main components of a RFID system are the tatramsponder, the reader or
transceiver, and the middleware. The tag is congpadean antenna, a wireless

transducer and encapsulating material. Active teyge a rewritable memory that can
be used to temporarily store data and transfehé@énwequired to a reader. They usually
have batteries and may be connected to sensorst€mperature, intrusion, location).

Passive tags carry a unique set of data. They hdweager life span and are lighter,

smaller, and cheaper. Readers consist of an antarradiofrequency module, a control
unit, a coupling element to interrogate electrotags via radiofrequency and an
interface to convey the collected data to the @msicg system. The middleware is the
software required to link readers with the appiaa (EC, 2008:22).

Active RFID'?® tags can be combined with other technologies @ater intelligent
containers able to guarantee their intedfityPrototypes and pilot projects have been
initiated as for example the Smart and Secure Taads Initiative in 2002. The project
was started by three of the world’s largest porerafors, Hutchison Port Holdings
(HPH), P&O Ports, and PSA Corporation. These cafpans manage over 70% of the
world’s containers at their port facilities. Sav@chnology, a company acquired in 2006
by Lockheed Martin was the technology providerte RFID tag named Sentinel. Yet,
the initiative failed®®. According to GAO (2010a) the DHS has financec:si2004
developments in container protection and trackinghsas the Advanced Container
Security Device (ACSD), the Container Security @ev(CSD) and the Marine Asset
Tag Tracking System (MATTS) with uneven successoiding to Ecorys (2009:144)
companies and products under development are Sawdxks and SaviTrack product,
Motorola / IAS Container Visibility System, SPC Gk Track (USA) Container
Monitoring Unit (CMU) and European Datacomm (EDThe JRC has also developed
also a prototype called the Remote Monitoring SysteMS).

RFID can be used for baggage tracking. AccordingdmAssist (2008), some airports
have made attempts to introduce this tracking ntetiibey include pilot programs in
Amsterdam Schiphol, London Heathrow, Paris ChadesGaulle, Osaka Kansai Int.
Airport and Hong Kong Int. Airport, McCarran AirgofLos Angeles) and other US
airports. These pilot projects, however, are ngieeencing a wide diffusion. This may
suggest that this technology is not always costetiffe for luggage tracking (IATA,

2008). Hence, it may well be that bar-code techywlstill remains as the dominant
baggage tracking technology at airports for mararye

Electronic Article Surveillance (EAS) actually isainly based on magnetic tags, a
simpler technology than RFID. Articles attachedwatich tag raise an alarm if they are
not retired or deactivated before leaving the shappentre. This market is dominated
worldwide by two large manufacturers Sensormatityeo, and Checkpoint Systems,
Inc. Big box retailers are the main purchasersheksé equipment. Low-cost passive
RFID tags are also been successfully applied fticlarsurveillance, because this
technology is also able to trace articles and avounterfeiting (the tag becoming an

126 Since RFID use radio and their signal can be elweped, encryption is required for certain
applications. Adding such feature increases fimatlpct price (OECD, 2003). Stolen RFID tags may
be used for false identification.

127 Active tags can monitor the status of the conta{méere it has been, and how and by whom it has
been handled, and other environmental conditiond)teansmit this information over long distances.
They may also store the manifest of cargo.

128 According to Elias (2008:31) cost of electroniasable seals is about $2,500.
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authentication mark of the good) reducing in suchway the losses from the
manufacturing facility to the store. The massiveldgment of this technology started
in 2005 when Wal-Mart Stores, the world’s largetailer, required some of its largest
suppliers to use RFID technologies (Frost & Suhiv&005:5-8). Main European
retailers such as Marks & Spencer, Metro Groupcd @ Carrefour have implemented
or are evaluating this technology through pilotjects.

According to Frost & Sullivan (2006b:2-31) main pae tags producers are UPM
Raflatac, Avery Dennyson, Sokymat, Texas Instrusiamid HID. Active tags include
companies like Savi, Tagmaster or WaveTrend. RHIPscproducers include Philips
Semiconductors, Texas Instruments Radio Frequetentification Systems (founded
in 1991 and the market leader), ST Microelectroréesl Infineon Technologies.
Manufacturers of readers are Intermec Technolodgesp., Datamars SA and
Checkpoint Systems Inc. according to Frost & Sahi2005:5-12). Middleware is
provider by companies like IBM, Intel, or Sun Misgstems.

Prime contractors are large companies able to rategags, readers, computers, data
networks and middleware with database system, @i software and interfaces
with other IT systems (e.g. ERP) to provide conglsblutions. Examples of these
companies are IBM, Raytheon, SAP, Microsoft or Sd&iworks (Ecorys, 2009: 145).
Other solution providers include Samsys, Sybase Bcan Source, TCS, Alien
Technology to name just a few .

As a conclusion, it can be said that the slow itemsof pilots to widespread systems
suggest a RFID security market still in its infandyevenues estimates were only
achieved from Frost & Sullivan (2007a:4-8) that swead world revenues of container
tracking devices market in only $183.5 million, @ue that seems certainly low. Yet,
according to EU (2008:6) the RFID market is growiiagt (27% estimates for the
period 2007-2009). The leading users are the tmahg@7%) and the retail sector
(26%); this indicating a steeper trend in non-ségunarkets. This is an area where
research is intense due to the large expectedo$ittee marke?®. However, important
restraints to the development and widespread ugkiotechnology remain. The first
restraint is probably a fledgling, but not complgteroven technology, still immature
for certain applications where reductions in taggsand cost are needed in comparison
with the inexpensive bar-cof® The reduced margins into which transport companie
operate due to competition limit nowadays the aapion of this technology to high-
value merchandise such as computers, microelectcmmponents, pharmaceuticals or
weapons. The second may be due to the lack ofessabhdards® and regulations in a
market where network effects are essential for esg®. The third is the replacement
cost of large legacy systems, based on less polmufustill effective technologies as
the named bar codes. These conditions explainrtdepce of customers to bet in this
technology. According to Frost & Sullivan (2007&pwe are probably still a decade
behind conditions are met for a wide diffusiontakttechnology.

129 See for example, EU Framework Research PrograjeqiscSToP (Stop Tampering of Products) and
Bridge (Building Radio Frequency ldentification stibns for the Global Environment). The latter
program provides some estimated of expected gramih size of this market: 3.2 billion tags
deployed in 2012 and 175.000 readers.

130 price today is in the range of 10-15 cents (EWO&DR). It is thought that price should be below 5
cents to be competitive <(F&S, D387:21)>.

131 present standards are too fragmented and valid L years horizon (EU, 2008:8).

132 See (EU, 2007:136).

80



WORKING PAPER 43

CBRN early warning equipment

Chemical, biological, radiological agents and nackeeapons may be used by terrorist
groups to meet their goals. Organised crime maglée involved, but being profits its
main goal, it will be more focused on profitablewsggling or extortion schemes. CBRN
attacks may entail massive response and recovepgneiures and may easily
overwhelm available capabilities. Even if the numloé casualties is modest, the
emotional, psychological and economic impact ohsaction may be enormous as the
2001 anthrax attack in the US showed.

Preventive measures focus mainly in the protectamtounting and surveillance of
materials, that can be used in an attack, througkiweir life cycle, i.e.: creation,
transportation, distribution, handling and dispodaécause these measures can be
imperfectly implemented, equipment is needed toeunilicit traffic quickly warning

of the agent release in the case of the attackderdo accelerate the deployment of
preventive measures and the distribution of lifeirgn treatment with the aim of
decreasing casualties, injuries, illnesses ancaoain@tion.

Many of the technologies and products in this miaskgment are applicable to defence.
In fact most of them were originally developed figfence needs and still defence
largely funds research in this area. Basic resemr¢hade sometimes in government
owned facilities and often in conjunction with thwivate sector. In particular,
government support is needed to access agenteancedesting facilities such as BSL-
3 and BSL-4 laboratories (Knoblet al, 2002: 10).

The chance of a CBRN attack has been a matter gulojentense analysis. See for
example Rapoport (1999), GAO (1999), Jackson (208dRkerman and Moran (2006),
Meade and Molander (2006), Enders and Sandler (280p and Rossof and Van
Winterfeldt (2007) to name a few. A general agresimexists in that the hurdles o
obtain and use these weapons in an effective wagignificant and that the likelihoad
of an attack is smaller than popular literaturencta A confirmation of this hypothesjs
is the short number of incidents —the subway sattiack in Tokyo in 1996 by Au
Shinrikya™® and the unidentified anthrax attack in USA in 20@hd the short number
of fatalities.

The technological difficulties and barriers to udfan effective weapon of mass
destruction (WMD) —where funding could not be thggest**- cannot be dismisseq.
To fix these problems a terrorist group will haveaimass considerable organisatignal
capabilities, financial and logistic resources, Wklemige, materials and technological
skills. While a crude weapon could be made witls lesphistication, it would be less
likely to cause mass casualties.

Examples of technical difficulties are many. Someulent biological agents and
precursor chemicals are difficult to obtain, andhens are difficult to process or
produce, especially in the quantities needed fasswasualties. The handling of these

133 Aum Shinrikyo endeavour was supported by an ekterstientific staff and nearly a billion dollars i
assets (Rapoport, 1999).

134 According to Ackerman and Moran (2006) a few headthousand dollars is the amount needed to
develop a biological weapon.
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materials requires specific equipment to avoid aombation that is not easy to pass
inadvertently. A failure to follow safety rules the use of highly toxic or virulent

agent may cause an accident, hurting group menamersaising the chance of being
detected, putting in danger the whole organisatiimese groups need to test their
weapons to assess their effectiveness: a challgngisk when they are trying to

conceal their operations. Furthermore, it is ndridal matter to disseminate and
disperse efficiently biological and some chemicgkrds across large populations
(NRC, 2002:67) and because of their sensitivityeather conditions, these weapons
also have significant risk of simply failing; thisnpredictability could be a verny
significant barrier based on the psychological abtaristics of a given grol.
Initiation of a multi-month to several-year resdamrogram to perfect a chemigal
weapon is incompatible with a group which may degnate unless it begins its
operations immediately (Jackson, 2001:35).

Organisational problems are not smaller. EndersSardler (2006:250), for example,
state that Al-Qaida’s decentralized structure et it during the post-9/11 attacks,

but at a price of not being able to develop CBRNpans. In the same sense, Jenkins
(2006) states that major operations require codiperacoordination and structurge,
which in turn require a basis for trust that isfidiflt to establish on a decentralized
structure and a communication network like thermgéé Religious groups which tend
to isolate themselves from the world will hardlyoatl the technologies required [to
develop such weapons (Jackson, 2001:14).

The complexity of obtaining a nuclear weapon islys® in detail by Mueller (2007).
He concludes that the likelihood a terrorist gromii come up with such weapagn
seems to be vanishing small. Dad al. (2005) reports also the difficulties of Aum
Shinrikyo to purchase a nuclear weapon in Russigardy 1990. The technical
challenges dissuade it to build a nuclear weape@hdmvote its resources to acquire

chemical weapon. Al Qaeda attempts to acquire &aucapability was plagued also
with problems and ultimately failed.

The basic restraints already commented represenmtyst likely explanation for the
limited use of these weapons by terrorists orgdioisa to develop and use CBRN
weapons able to cause massive destruction and lgasudhis rationale, that is
expected to continue in the future, should be dmrsd when analysing methods|to
cope with this threat.

Box 4. The chance of a CBRN attack

The main European supplier of CBRNE early warningigment is Smith Detection

(Ecorys, 2009:172). CBRN detection equipment isdpoed by Bruker Daltonics, a
USA based company, in their facilities located iar@any. Environics Oy, a Finnish
company, is also a producer of chemical detectiquipenent. ICx technologies is a
USA based company with offices in Europe. Comparng and revenues in this market
are small (€32 million Bruker Daltonic according Egorys (2009:172)). Products are
usually sold directly to the end customer.

Ecorys (2009:169) estimates the size of the woildket of CBRN equipment between
$2 and $5 billion of which 20% could correspondetd demand.

135 Of twelve attempts made by Aum Shinrikyo with clieahand biological agents, only one succeeded
partially (13 deaths) and ultimately Aum itself wasshed (Rapoport, 1999).
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Main purchasers of detection equipment are goventsrend public agencies as well as
first responders in charge of homeland defence. pheate demand of CBRN
equipment is rather small having in mind the vemijikely nature of this kind of attack.

There is no regulatory framework for the certifioatof CBRN detection equipment,
neither at global level, nor within the EU, probabEcause it is still a nascent market.

Chemical agents

Chemical agents are substances used to kill, styiaojure or incapacitate people
through their physiological effects. These agettack organs of the human body in
such a way that they prevent those organs for ikmcg normally. The results are

usually disabling or even fatal. Based on theie@#, they can be classified in nerve,
blood, choking and blistering agents. Common toxidustrial materials such as
ammonia or chlorine used in refrigeration, waterifpation and other commercial

applications also have harmful effects on humandge(Fatah, 2000:5).

The most plausible use of chemicals as weapomsagtacking aggregations of people
in enclosed spaces (e.g. subways, airports, amadidial centres) in ways that would

cause disruption to crucial infrastructures sewieaed render them unusable. Small
quantities of chemicals would usually be all thatwd be needed (for nerve agents, a
few hundred of grams would suffice). Use of a cleainagent in a non-enclosed space,
however, is perhaps of less concern, because a ttowid would be subject to the
vagaries of wind direction and thermal currentergby requiring large amounts (many
kilograms) of the agent to cause numerous cassdNiBC, 2002:108).

Another form of attack could be the release of anulcal agent from industria
facilities (e.g. petroleum refineries, chemicalmta and oil and liquefied natural gas
supertankers) or pipelines using explosive chamyesimply by cutting pipes ar
opening valves. Under some meteorological conditiorlease from production and
storage facilities could permit a toxic plume tospaver heavily populated areas.
Terrorists could take advantage of the frequenkiprity of vehicles for transport gf
hazardous chemical to potential targets like trdiveg travel under cities or barges
located in harbours (NRC, 2002:112).

Box 5. Plausible ways of a chemical attack

Stand off detection of the agent is the most dermethod. Infrared images and laser
technology (LIDAR, Laser based Raman, vibrationpkecsroscopy, laser-induced
breakdown spectroscopy, and tunable diode las@tregeopy are being used for such
purpose, however these promising technologies @illenst completely ready for
practical use. Point detection methods to measweeptesence of the agent on the
surface of an object include ion mobility spectroipe(IMS), flame photometry,
infrared spectroscopy, electrochemistry, colorimesurface acoustic wave (SAW),
photo ionization, thermal and electrical condutyivor flame ionization. The detectors
based on these technologies are used by first mesp® to provide a first warning that
is subsequently confirmed by more sensitive ar@ytinstruments to accurately
identify and quantify the agent. These instrumantdude technologies like Mass
Spectrometry, Gas Chromatography, High Performdngaid Chromatography, lon
Chromatography and capillary zone ElectrophoreBmtah, 2000:13). According to
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OHS (2002:39) the technology to achieve affordadteurate, compact and dependable
chemical sensors is still immature.

The development of chemical sensors is heavily eupg by the industry. Many
industrial production facilities are routinely egped with instruments to detect and
identify the release of toxic materials (NRC, 200d3).

Biological agents

People or livestock can be exposed to biologicaneg) from inhalation, through the
skin, or by the ingestion of contaminated food,dfe® water. After exposure to a
pathogen or toxin used as a biological weapon, ipAlysymptoms can be delayed and
prove difficult to distinguish from naturally occurg illnesses. Similarly, crops can be
exposed to biological weapons in several ways hatseed stage, in the field or after
the harvest (NRC, 2002:65). These agents have dbacty to infect thousand of
people, contaminate soil, buildings and transpesets, destroy agriculture and infect
animal populations and eventually affect food ageldf at any state in the food supply
chain. At least, theoretically, highly contagiousdaethal pathogens can present an
even greater danger than nuclear weapons in they #re not limited to the
geographical target area, and can continue to dpnelafinitely (Ackerman and Moran,
2006). Biological agents include bacteria, virusekettsiae and toxins such as anthrax,
smallpox, plague, botulinum toxin, tularaemia, anchl hemorrhagic fevers (Fatah,
2001: 5§°¢

The means to combat such attack include envirorahelatection of agents together
with preclinical, clinical, and agricultural surflance and diagnosis (NRC, 2002:69).
Because, no single sensor is able to detect alagfemts of interest, several different
technologies are needed as components of a detengbwork. Most biological
detecting systems have significant logistic requeats, due to the use of wet chemistry
and expensive and sensitive reagehtSensors should be able to detect agents on the
air, on the surface, or on the water supply.

The challenge to an effective detection of thesmntgyis the extremely high sensitivity
—some highly infectious pathogens only need thalatton of 1 to 10 organisms to
cause disease (NRC, 2002:72)— and the unusually degree of selectivity that the
equipment shall have due to the large and diveidedical background environment.
Air detection is the main early warning equipmeimice the primary infection route
from exposure to biological agents is through iahah. The detection system needs to
discriminate between all of the naturally occurripgrticulates (such as dust, pollen,
engine exhaust) and the biological agent partieslafor this purpose, it samples air
and measures some inherent properties of the doga@eparticles triggering a warning
when it changes. Examples of detectors are the shérSize and Shape Analyzer
(ASAS) system that measures the particle shape faser scattering, the Fluorescence
Aerodynamic Particle Sizer (FLAPS) system that measize and the presence of
ultraviolet induced fluorescence and the Biologigdarm Monitor (MAB) which

136 A terrorist biological attack will most probably thased on an agent without genetical modifications
since otherwise it will increase the complexityintfroducing changes, and the need to test the new
agent in animals to confirm its efficacy withoufaafling any other relevant benefit.

137 A reagent is a test substance that is added testers in order to bring about a reaction or to see
whether a reaction occurs.
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measures the elemental decomposition by flame pdcitometry. These detectors can
reach close to real-time warning but have relagil@lv specificity, sometimes resulting
in false alarms (Myer®t al, 2010). The identification process requires adddi
sensors. Due to the large variety of agents theyimnited to a preselected set and can
only identify others with the addition of new cheitny equipment or pre-programming.
These systems can be installed on a mobile platfiiena helicopter or UAV (Fatah,
2001:33).

Laboratory approaches to identify agents includerofial cultivation, immunological
(e.g. antibody based) ass&{s and nucleic acid detection schemes, especially
amplification methods such as the polymerase cheatction (PCR). The last two
approaches seek molecular evidence of agent comfmnsuch as characteristic
immunological markers and genome sequences. Alftdad approach relies upon the
response of a subrogate host — such as cultivaledfrom humans animals, or plants.
Each of the mentioned approaches has its advanséagedisadvantages. It is important
to note, however, that even though cultivationlasvs limited in scope (by ignorance of
appropriate grow conditions in the test tube anduman tissues for many pathogens),
and the least technologically sophisticated apgrpat provides the most ready
assessment of complex microbial phenotypes (betgvguch as drug resistance. It
also is the most widely used approach in laboresatfiroughout the world specially in
developing nations, and hence is currently the rmostmon identification method for
international surveillance (NRC, 2002:71).

In short, the technology to detect efficiently loigical agents today is still immature,
due to the high requirements than an effectiveesysiemands such as large variety of
agents, short detection and identification time amgbensivenessib(d.:71). Such
limitations impede a widespread use and the creati@arly warning networks. Hence,
considerable research is still needed in this aRebust disease surveillance, as a
second best solution, is the most appropriate ndetbhoearly identify a bioterrorism
attack. Classical epidemiological analysis like t@hlood count, fever, and relatively
simple observations will remain the first line oéfence in protecting human health
(ibid.:74).

Information systems networks may be rather usefusuch cases to post and share
information between organisations involved in poabhealth such as hospitals,
emergency rooms, laboratories, public health departs, as well as law enforcement
agencies for early warning. These systems maydectnedical records of patients with
uncommon symptoms that might be related to thectsffef a biological (or chemical)
attack, records of biological incidents and so Tme information and communications
industry is the main provider of such systems whimseelopment is based on standard
equipment and software (web-based). Customers raredifferent EU and national
Rapid Alert Systems in charge of warning of biot@jicontamination and pandemics.

The United States is seriously committed in impngviheir early warning capability of
a dangerous release of biological agents into therament. With this purpose, it
launched in 2003 the Biowatch project within theidiaal Bio-surveillance Integration
System (NBIS). The system, which operates in mioa@ 80 major metropolitan areas,
periodically collects and analyses samples of aidétect pathogens. The system’s

13 |Immunoassay detects biological agent using thetiora of cell antibodies to the pathogen. The
reaction usually liberates a substance that candasured like luminescent proteins.
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sensors are being subject to intense research @mthwous upgrade due to current
shortcomings of the deployed sensors and analykatsan require up to 36 hours in
identifying a biological agent (GAO, 2010:48). Epeohas not felt the need of such
system and there are still no developments indt@a.

Radiological agents

Protection against radiological agents is mainlhieced securing the life cycle of
radioactive sources through adequate regulationsyepting in such a way the
unauthorized access to radiological souttashich are most dangerous and capable of
weaponization. Since, despite measures, such mlaterld be stolen and smuggled, a
capability for detecting its illegal trade is nedddlon-intrusive devices can be used to
support this capability and warn of any abnormaliation which may recommend
further inspection.

Radiological attacks using a dispersion device @&dad carried out in several ways.
Radiation sources could be hidden in facilitiegjfrented by large numbers of the
public (e.g. sports stadiums, subway systems) gpedsed taking advantage of the
building ventilation systems. A radiation sourceuldoalso be combined with gn
explosive to quickly disperse radioactive mateoadr areas on the order of hundreds
of square meters to a few square kilometres, dépgrh meteorological conditioH8
(NRC, 2002:49). Although these attacks would natbpbly disperse large quantities
of radioactivity, they could cause public panigyesally if the attack takes place in a
high populated urban area. Anyhow, a radiologicdhck lacks sufficient media
coverage of bloody bodies and smoking rooms (Br&@06:21).

Detailed studies of Radiological Dispersion Devi¢BOD) suggest that few if any
human deaths would be expected from dispersedti@diaalthough the explosion
itself could cause casualties. The presence ofetisd radioactivity in the attacked
area could, however, confound rescue efforts. Tostsevere effects on human health
are produced if the material can be efficientlypdised in respirable form. For
optimum particulate size, inhaled material can fienf@dged in lungs, leading to either
acute or chronic effects, depending on the amonadttgpe of material respired. Even
though there are methods to construct a RDD toimlg@od dispersion of inhalable
particles, they require expert knowledge and acdessniversity level laboratory
facilities (NRC, 2002:49).

If an RDD attack were to occur, the casualty rateuld likely be low, ang
contamination could be detected and removed froenethvironment, although such
clean up would probably be expensive and time oyt It is clear that the aim of|a
RDD attack would be to spread fear and panic andatese as much disruption [to
society as possible. Given the public fear of amgnuclear or radioactive even a
minor terrorist attack could have greatly magnifipdychological and economic

139 A wide variety of radiation sources are used ip thivilian economy for, among other things,
industrial radiography, radiation therapy, univgrsiesearch, energy power plants, and natural
resource exploration. These sources contain pdimgirgamma emitters like cesium-137, cobalt-60,
and iridium-192; alpha emitters like radium-226americium-241; and beta emitters like strontium-
90 (NRC, 2002:48). A radioactive waste shipmentidde more easily stolen while in transit.

190 Food and beverages can be poisoned with radiesistitopes. Yet this method seems to be less likely
due to the inefficiency of the spread method.
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consequences. In general, public fear of radiagioth radioactive materials appearg to
be disproportionate to the actual hazards. Althooghardous at high doses, ionizing
radiation is a weak carcinogen, and its effectdiofogical systems are better known
than those of most if not all toxic chemicals (NR0D2:61).

Box 6. Use of a Radiological Dispersion Device fperforming a terror attack

The detection of radiological and nuclear mater&almade passively sensing the
emission of gamma-rays or neutrons. Gamma radi&iemitted by all the materials of
greatest concern and neutrons are emitted by onliynided number of materials
including plutonium. The detection devices can it&alled in portals for vehicle and
cargo container screening. If the plutonium matesiainshielded or lightly shielded, it
can even be detected in vehicles at speed. Onotiiteacy, passive detection of objects
containing High Enriched Uranium (HEU) is very difflt and varies widely, being
limited today to short ranges. In some cases, lligittielded devices can be detected at
portals, but in others, they can only be detedt¢kely are essentially unshielded. HEU
can be detected by active monitoring using, forngxa, pulsed neutron sources and
neutron detectors (DSB, 2004 and NRC, 2002:55).

Radiological and nuclear detection equipment hagyh technological readinesss a
vis chemical, biological and explosive detection emept. Ecorys (2009: 166)
distinguish four types of devices. The first isefikradiation portal monitors which are
tailored to the kind of traffic like persons, veles, packages or other cargo. They can
be deployed and set permanently at road checkpaiatgo inspection stations, and
ports*. The second type is personal radiation detectwosymonly referred to as
pagers, which are small handheld devices that dgegnma radiation. They are mainly
used by custom officials and police for detectiltigii radioisotopes and could be used
by emergency responders as a mean to monitor @ hangber of people for radioactive
contamination after a suspected radiological orlearcincident®. The third type is
hand-held gamma and neutron search detectors vgnamhde greater sensitivity and
can be used to locate the radiation source. Finadlgd-held radioactive isotope
identification devices (RIID) are devices desigrteddetermine the identity of the
radioactive material through the analysis of thenga radiation signature. Example of
this kind of equipment is GR-135 RIID of SAIC, tipersonal radiation detectors of
Berkeley Nucleonics, or the High Performance Radimpe Identifier (HPRID) of
Smith Detection.

The Domestic Nuclear Detection Office of the USAlwevelop, acquire and support
the deployment of a domestic system to detect epdrt attempts to import, assemble,
or transport a nuclear explosive device, fissileradiological material intended for

illicit use. This Office is spending a large amquattove $2 billion, in the development

1“1 This equipment is combined with X-ray active infagin order to screen suspicious containers. One
shortcoming of current radiation portal monitorstheir inability to distinguish between legitimate
commercial radioactive material (e.g. medical, stdal); naturally occurring radioactive materials
(such as rocks, minerals, metals processed, stedizers, ceramic or bananas), and potential
terrorist weapons such as radiological dispersakds or improvised nuclear devices.

142 Sodium iodide scintillation detectors, Cadmium-&ifelluride semiconductor detectors, Germaniun
gamma-ray detectors, semiconductor charged-panietectors, Geiger-Muller counters, ionization
chambers, plastic scintillator detectors and higdspure Helium proportional counters are the main
technologies used (Myers, 2010). Dosimeters a® d®ded to measure radiation exposure of first
responders. They are based on quartz fibre, fildgba thermoluminescence or solid state
(Wikipedia).
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new detection equipment, namely the Advanced Spsmipic Portal Monitor (ASP),
the Cargo Advanced Automated Radiography SystemA®®) and the Human
Portable Radiation Detection System (HPRDS). Tist iystem will be able to identify
the isotope causing the alarm thus avoiding a skrgrinspection; and the second will
be able to detect high density shielding. Europsanpanies have important knowledge
on nuclear and radiological detection technologeeg. CEA, Areva Group, Siemens)
and the ? ERFP considers such topic. Yet, the available econ resources for
financing such research seem to be considerablifesma

Nuclear attacks

Nuclear attacks may include the attack to a nuclaaitity, the explosion of a self
constructed primitive nuclear bomb fabricated frstolen or diverted nuclear material
and components, or the stealing of a state-ownetleau weapofi>. The main
countermeasure is the early detection of matetiaésl to fabricate the bomb, or the
bomb itself, before the attack is made. It inclugkgsical protection measures, control
of radioactive sources, and measures againstt ithafficking. These measures have
been analysed in the previous section.

Systems to support intelligence operations

Actionable intelligence is essential to defeat desm and organised crime. The
activities of these groups entails gathering infation, selecting a target, planning the
attack, recruiting and training executors, puramggjoods, obtaining financial support,
travelling to the place where the target is locatperforming the attack and
disseminating propaganda and revindication matédlereas these groups attempt to
disguise their identities and remain invisible agaithe backdrop of an enormously
diverse and mobile society, they always leave niiopeing said activities, voluntarily
or involuntarily, traces in large quantities anddispersed ways, inside different public
and private organisations including the web. Thmety and thorough collection,
analysis, interpretation and dissemination of imfation about the activities and plans
of these groups allow the government to take imatediand near term action to disrupt
and prevent their actions and to provide usefulmmgy to specific targets, security
personnel or the general population.

Such capability can be enhanced with the aid ofrmftion and communications
systems. These systems can store large databagessoinal identities; information
related to judicial, police, immigration and cus®rhistorical records of individual
offenders committed or likely to be committed ibéactivities, as well as complete
dossiers of past terrorist or criminal offencesludog information of suspects,
potential withesses and collected evidences. Sicgbsultation to these databases may
be very helpful to verify identities or pursuit erd**. Advanced tools, based on
retrieval and correlation of data, such as facegesafingerprint or DNA, may help to
build conjectures and verify hypotheses, derivimthis way knowledge about terrorism
and organised crime which may be used to identigmimers, networks, operational
means and sources of support.

143 Attacks based upon stand-off weapons such astialiir cruise missiles should be considered out of
the capabilities of terrorism and organised crime.

144 This access may be even done from a vehicle datairtal using a wireless link able to upload the
fingerprint template.
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There is a general believe that information and roomcations technologies will
largely improve the intelligence capabilities tandmat terrorism and organised crime
(NRC, 2002:166). The knowledge of these groupxeeted to increase through the
use of high performance computers and sophisticafgbrithms. Yet these
expectations are not shared by all and many questie value that can be obtained
from this information (Anderson, 2001; Markle Foatidn, 2002:2).

The automated analysis of text, image, video, sem@sw other kinds of unstructured
data by a computer may enable to sort efficienthgsive quantities of data to bring the
relevant evidence to the attention of the analydarmation fusion, data mining and
natural language processing are three main are@search. These techniques may be
applied for example to massively analyse onlin@nmiation such as e-mail, news
articles, memos, and web sites pages (NRC, 200R:169

Information fusion is defined as the use of comptgehnology to acquire data from
many sources, integrate these data into usablaesessible forms, and interpret them
generating new knowledge. Data mining is the autmmmachine-learning of general
patterns from large volumes of specific cases. Biayenetwork learning and logistic-
regression-and-support vector machines are amoamgnibst widely used statisticgal
machine learning algorithms. Natural language teldgies include information
extraction, cross-lingual retrieval, machine tratish, summarization, categorizatian,
filtering and link detection (NRC, 2002:168). Yéte performance of these advanced
tools to improve intelligence capabilities is, the time being, largely unreported.

Box 7. Promising technologies in intelligence basexh computers

Traces of suspicious activities may be recordegrivate data bases such as phone
calls, e-mails, economic transactions (e.g. crealitls), hotel and car rental record data,
or passenger name records. Systems able to autaityaticcess this information have
been forecasted. Whereas this capability is so htadly achievable due to the
complexity and cost of developing the appropriaterfaces, the main issue is likely the
adequate protection of privacy and civil rigiitsaind the financing of the compensation
amount for retaining and supplying such informatimnprivate agents. The principle
that the access to private information shall bepprioonate and necessary calls for a
prior (judicial) authorisation mechanism granted amcase by case basis, to preserve
these rights and impede the indiscriminate dataexetl from such databases. Only a
change in citizen’s preferences between privacy sewlirity could make feasible this
kind of developments, a change that is not envitégethe time being.

Banking information can be especially useful tohfigagainst money laundering,
terrorism financing, and other illegal transactisugh as armament or drug trade. The
source and destination of the transfer may be laded with available intelligence (e.g.
financial sanctions lists) to identify and trace@gious transfers and proceed to freeze
or confiscate these asséfs Directive 2005/60/EC and Regulation (EC) No 12806

145 See on this issue the opinion of the EU art. 2fa daotection working party 10/2006 on the
processing of personal data by the Society for Wide Interbank Financial Telecommunication
(SWIFT). Project PRISE concluding Conference StateiniPaper (undated) demands that access to
such information should be based on specific si@mp@nd should require court orders.

146 Terrorist attacks are relatively inexpensive. Esample according to the European Commission
(2004b), the Madrid bombs did not cost more tha@@8, Hoffman (1998) reports that the cost of the
1993 World Trade Centre bomb was only $400, busedwver $500 million in damages; and the
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provide support for such activities. Finance Imgelhce Units of member states are
customers of information and communications systapmied for such activities. The
EU FIU-net system is aimed at sharing such inforomeamong member states.

Sharing intelligence across agencies and natioog&d®ss important advantages, but it
requires the development of interoperable standandssoftware tools that allow the
exchange of information between these agenciesatons (Mundaet al, 2006:14).
This entails the agreement on interfaces and thelolement of translation gateways to
automate the data access when standards did mbta¢xhe time the system was made.
Success in information sharing has been achievéldeirschengen Information System
(SIS) ¥, the Visa Information System (VIS), the EURODAChgt EU asylum
applicants fingerprint database), or the Europeast@n Information System (1995) for
exchanging of information on smuggling led by therdpean Anti-Fraud Office
(OLAF). Yet, there are areas where interconnedtias not been still been achieved as
for example AFIS systems of Member States (IPTS)520L7). Europol, as an
organisation aimed at improving cooperation in catimy terrorism and organised
crime, and Eurojust, as an organisation aimedaeasing judicial cooperation such as
the access to criminal records, are two essemissikutions in the development of these
systems.

These intelligence tools help to discover recurgatiterns or ‘profiles’ permitting the

classification of people, objects, or actions inliferent categories. Some of these
categories may be considered to deserve furthenteth or special treatment, helping
in this way to more focused searches and inspectibhey can be applied to identify
trustworthy (low risk) people or cargo and circumweoutine inspections that are
always costly and of limited efficient%}.

Main suppliers of these systems are prime-contracad software companies which
implement the system with the support of specidlisempanies that provide software
modules and computer hardware. Governmental laveresrinent and intelligence
agencies are the main customers of these systeata. dn this market segment is
unavailable since procurement programmes are ysakssified. Basic technologies
used are mostly of dual nature and are applicableother areas like business
intelligence and knowledge management.

Other markets related with intelligence and surveilance

Economist (2003, p.45) reports that the 9/11 atteat less than half million dollars. However,
terrorist groups need a constant financial flow fwopaganda, recruitment, facilitation, etc. that
requires methods to covertly collect and transterds. They may include the electronic transfer of
small amounts of money that will not raise suspicicash payments, or informal cash transfers like
thehawala(also known abundj system that makes difficult to disguise who isking the transfer to
whom. The development of anonymous payment techiedpsuch as stored value-type smart cards,
poses new risks since they may be abused by maeueyérs and other financial criminals. These
transfers of money are hard to detect since baeknediation is unnecessary (Molander, 1998).

This system contains information about persondeoarrested and surrendered, stolen passports,
objects to be seized, persons or vehicles to belsed, etc.

Whereas profiling is not inherently bad, the diésastion based only on external indicators is afeia
subject to error giving way to false positives. §tate can be enough high to reduce inspectioan to
affordable level. Even a low rate may not be totpfué for large flows such as people or cargo
crossing borders. Profiling may give way also tsdanegatives, and, once the system is learned,
features that will not raise a warning may be useichprove this rate (Martonosi and Barnett, 2006).
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In addition to the abovementioned market segmémese are other segments with some
relevance whose size is comparatively smaller imseof revenues as for example:
communication interception equipment, microphonas gansmission system used by
intelligence operations, special radars to loca@pfe behind walls, devices attached to
suspect vehicles to allow their tracking, GPS basedelets to control prisoners on
parole, or banknotes counterfeiting testing equipme

PROTECTION

Protection is needed should intelligence, surveidaand other preventive measures
fail. It means hardening potential targets so their disruption or destruction becomes
difficult to attain. In the field of protection tHellowing areas have been identified:

* Building protection

* Vehicle protection

« Personal protection

e Manned guarding services

* Information systems protection

Building protection**°

The protection of buildings mainly focuses the misly kind of attack, that is to say
explosives. The protection is based on the dedignlayered architecture composed of
different physical barriers (e.g. fences, bollardayl obstacles, as well as perimeter
surveillance and access control systems to scregviduals, vehicles and other objects
entering into the building, as the ones that hagenbpreviously described. When
feasible, appropriate buffer/safe zones and forvaiding areas for visitors are drawn
up to reduce effects of an explosion within a daoge distance of the building,
especially when a (suicide) car or truck bomb isdf. Yet these measures have to be
balanced with other constraints such as accesgihibist, or aesthetit¥. The design is
also aimed for limiting and mitigating damages dadilitating rescue efforts. It
includes measures to resist effects on the builéiggde (e.g. limiting flying debris),
reinforced structures to resist progressive colapsd the maintenance of emergency
functions (using for example redundancy) until exdmn is complete. Reinforced
concrete and laminated glass (to avoid glass ldoajaare some of the materials used
for this purpose. Access control, surveillance ey, and early fire detection and
extinction are nowadays integrated within the bogd management system that
controls all the relevant building functions suahlightning, elevators, power supply or
communications.

The second most probable kind of attack would bleeanical, biological or radiological
attack. Protection is mainly achieved through invpobdesign of the Heat, Ventilation

149 For more details see FEMA (2003).

%0 However, the number of attacks with large trudeded with explosives has been rather small. Air
attacks by small crafts loaded with high explosiags9/11 can be feasible as well. The protection
against this threat is only partially achieved thgio air space control able to early warn of a radeg
aircraft.

31 For example, the access control system cannoo boigis that it prevents the safe exit of a builglin
occupants during emergencies such as a fire.
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and Air Conditioning (HVAC) system such as hardatmess outdoor air intakes, air
filtering using HEPA filters and air cleaning usisgrbent filter§>2

The construction sector is the main supplier ofuseduildings. Specific designs to
reinforce the building do not substantially difffirom similar methods used for
protection against natural or man-made disasteis asl earthquakes, floods, hurricanes
or fires. Specific security enhancements are ugpativided through the subcontracting
of specialised companies in areas like intrusiotea®n, fire detection, or voice
communications systems. Examples of this kind ohganies are Siemens Building
Technologies, Schneider Electric, or Software Ho{iseo). A secure building may
raise its total cost between 5 and 15%. Howevely adimited fraction of buildings
(e.g. embassies and some critical infrastructudesgrve such protection. No economic
figures have been found of this market segment.

Vehicle protection™?

Vehicles for the transport of cash and valuable$ \aehicles for transport of VIPs are
the two kind of vehicle protected against terrorena organised crime. Both are based
on a standard vehicle design modified to endurateatk such as runflat tires and the
use of steel or reinforced glass to protect passeaiga, fuel tank and batteries. Since
protection adds extra weight, the car suspensioth larake systems are usually
reinforced. The vehicle changes to integrate tiedseents are made by the proper car
builder or by small specialised companies.

The number of vehicles that require protectionather small. The main customers of
vehicles for cash and valuables transport are guardompanies that provide this
service. VIPs vehicles are reserved to a short earob high rank public officers as
well as presidents and CEO of large companies. Rksmof suppliers are SVOS
Company, or Hartmann Spezial Karrosserien GmbH.

Electromagnetic shielding is also required to radise radio controlled improvised
explosive devices. Such weapons may be easilyaetivusing modified cell phones,
cordless phones, or remote garage door openers.ggugpment is mainly provided by
suppliers of electronic jamming equipment for deteas for example Warlock made by
EDO Communication and Countermeasures Inc. (a dwaogiof ITT Corporation), ICE
made by Raytheon, or K9 International Corp.

After a CBRN attack, adequately protected vehiohkey be needed for reconnaissance
within the contaminated area. They are based iovarpressure in the sealed interior of
the vehicle combined with a filtering system to iavtne entry of agents thus avoiding

that the crew dresses special protective suits. défence industry that supplies

battlefield vehicles with this protection also sligp the civilian market as can be the

company Rheinmetall AG. Civil protection organisas are the main purchasers of
these vehicles.

152 Ajr filtering is used to protect against agentattitavel in the air as an aerosol whereas ainaiegas
used against agents that travel as a gas. Furthetsdcan be found in NIOSH (2003).

133 The sophisticated equipment under developmentrétegt airliners from missile attack is being
developed by the defence industry. Wheeled armowebitles for police special operations are also
supplied by this industry (e.g. Dingo 2 vehiclekouss-Maffei Wegmann).
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Personal protection

Personal protection equipment (PPE) is aimed aeptiag police and first responders
from:

* Small arms and shrapnel of explosives.
» Fire to rescue people from heat and flame.
* CBRN contamination.

The equipment, especially designed to resist tiilerdnt threats, includes clothing,
gloves, boots, a mask or helmet, respirators, antemes shields. The heaviness and
bulkiness of the equipment means a physiologicadldru—due to limited mobility and
vision as well as heat stress— that interferes thithoperational duties of the user.

Clothes are made using high-resistance fabrics sisctaramidS®. For protection
against bullets and shrapnel ceramic tiles cangee.uThe heavy weight of vest limits
protection to the more vulnerable parts of the bedgh as the thorax. Chemical and
biological protective clothes use special tissigegh as active carbon, to avoid that
chemical or biologic particles reach the skin. Asknavith a breath filter is required to
protect the face and avoid the entry of noxiousieggmto the lungs.

Vests are made by the apparel industry which ndynpabvides uniforms and dresses
to armed forces, police forces, or guarding comgmnilhe company size has to be
enough large to supply in time the number of udémanded. Sales are made directly
from manufacturers to the customer. Fibres are datad by a group of global market
players like Dupont (USA) and Teijin Aramids (JEuropean fabrics manufacturers are
Tencate (NL), Ibena (GE), Utexbel (BE), Seyntex YBEd Klopman (IT). The high
value of these fabrics, which require large investtrand specific skills, makes that this
industry is still competitive against Far East doi@s more focused on low-end quality
fabrics. Main suppliers are Seyntex, Sioen indest(BE), Lion Apparel (USA), Bristol
Uniforms (UK), Remploy Frontline (UK), Cosalt (Bgdlare), Arlen (PL). Some small
companies provide also support services such asiolg (Ecorys, 2009: 258).

Main customers are police forces, fire brigades amahned guarding companies.
Purchases are very fragmented since customers amg times local or regional. The

industry also supplies this kind of equipment ihestcivilian markets like chemicals,

oil and gas. This is aeéplacement marketvith a limited amount of new customers and
a vegetative growth. Ecorys (2009:247) estimatese¢henues of this market in Europe
between €525 and €875 million. Research on lightrras for this kind of equipment

is a permanent need for the reasons mentionedebdftanotechnology and smart or
intelligent textiles seem interesting researchgrsall without practical results.

Manned guarding service$®

%4 Aramid fibres are very frequently used in civiliproducts like sails, cables and wings of aircrafts
Most known trademarks are Kevlar, Nomex, or Twaron.

135 |n this section, we analyse only Private SecuEBitynpanies as opposed to Private Military Companies
based on mercenaries that provide security serticfsns (e.g. BP) with interest in foreign couas
involved in some kind of armed conflict. On thisug, see Holmqvist (2005).
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Many market agents that are willing to pay for impng their security, due to the

benefit they perceive or because regulations implosen the implementation of some
security measures. In such a case, guarding sereae be hired to specialized private
companies when in-house provision is more expenaik less effective such as for
example the screening of passenger personal balgsmtjat airports usually outsource.
The main services these companies provide are:

* Protection of people and property, and the maimeaaf law and order (De
Waard, 1999) in a wide variety of environments sashactories, warehouses,
offices, shopping centres, hospitals, transportshudar parks, concerts and
sports venues, official sites or residences.

* Transport and storage of cash and valuables.

» Operation of security equipment, including intrusidetections systems, access
control systems and personal inspection of belawin

* Remote surveillance based on home alarm equipnmmected to a central
monitoring centr&®,

According to Frost & Sullivan (2008b) report therket of guarding services is large in
Europe. Revenues in 2007 accounted for €24.5 bilvdh an expected growth rate of
5.4%. This steady growth is also noted by Van Steaded Sarre (2007) that attribute it
to the perceived need of higher security and theamtdges of outsourcing these
services.

According to this report static guarding is the maervice supplied representing the
68% of total revenues, alarm monitoring and respoimlows with 19% and cash
services is around 13%. Services are sold to tdesinial (32%), commercial (49%)
and government [including public transport] (19%tgters. The demand of individuals
is not recorded, probably because it is not sigaift. Revenues, employees and number
of companies in 2007 are resumed in the next table:

Country Rev. Rev./GDP Empl. Companies Concentration

Austria 212 0.08% 10,000 200

Belgium 715 0.21% 18,000 300 90-95% top 4

Bulgaria 55 33,000 960, Dominated by few large
0.18% companies

Czech 240 42,000 5,600 70% among top 10

Republic 0.19%

Denmark 345 0.15% 6,000 350 56% top 2 companies

Estonia 140 0.88% 6,500 10 70% one dominant player

Finland 300 0.17% 8,000 150 70-80% top 4

France 4,050 0.21% 150,000 4,600 less than 30% top

Germany 4,300 0.18% 171,000 3,300 less than 209 top

Greece 223 48,000 1,027 Fragmented market dominated by
0.10% 15 companies

Hungary 859 0.859 80,000 3,000 Dominant player 36%

Ireland 400 0.219 12,000 300

Italy 2,510 0.16% 52,000 1,300 36%top 9

Latvia 110 0.52% 5,500 360 80%top 6

Lithuania 90 0.31% 10,000 135 Dominant player mibr@n 30%.

1% The operator of the system can investigate theaseriggered by the alarm and, being the casel sen
a patrol to the household or warn police. The paat to respond to the potential security inctden
usually in constant contact with the control cenieeradio.
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Top 5 80% share.
Netherlands 1,13% 0.20% 35,000 500 60-65% top 3
Poland 1,435 0.46% 200,000 4,000 38%top 6
Portugal 664 0.39% 36,000 105 51% top 5, 82% top 10
Romania 219 0.18% 92,000 1,065 60% top 6
Slovakia 1,730
Slovenia 1.3 0,009 6,300 100
Spain 3,350 0.32% 89,000 1,134 80% 18 members BIGFER
Sweden 669 0.20% 17,000 250 85-90% top 3
United 2,520 0.12% 140,000 1,600 47%top 4
Kingdom
Total™’ 24,541 0.20% 1,267,300 30,286
Source: Austria, Ireland, Slovakia and SloveniaE88), remaining member states Frost & Sulliyan
(2008b). Revenues in million €.

Table 14. Guarding services market in the Europeat/nion (2007).

As can be seen from the table, the sector is highdynised with a large number of
companies of small and medium size (nearly 96% 0082according to Eurostat
sbs_sc_1b_se rable) and only very few of large size and witlaage market share
(47% using the same table). National preferenceguarding services largely differ
across member states as the rate between reverdi&Dd® shows.

According to INHES and CoESS (2008), there areamea half times as many public
security employees in Europe as private securitpleyees. Yet, deviations of this
average value across member states are considefablis profession is very

unattractive due to routine and uninteresting wtakk of career opportunities and low
salaries. Nevertheless, the sector provides jolomppities to individuals with little or

no skills and some shelter in time of crisis. Thissgors result in very high turnover in
most European countries. Yet, this rapid turnovecomes a quite convenient
management method to companies for adjusting Waikforce based on demand.

Today, private sector employees are globally rezeghas vital partners in preventing
and detecting crime (Van Steden and Sarre, 200i8.majority of member states have
specific legislation regarding this industry, bud EU regulation still exists on this
issue. Authorisation to operate in the market isditioned to have sufficient working

capital, and suitable qualified personnel. Staffmbers’ judicial records, personal
circumstances and conduct must be such that thepolgoresent any risk to the
organisation. Staff members are required to receaiaing in order to guarantee their
professional skill. Training programmes (basic allow-up) have often to be

approved by the governmental authority in chargereure a reasonable quality of
service. Other operating conditions ruled are the of uniform, identification badge
and weapons. Companies, often, must submit an anepart based on a prescribed
model (De Waard, 2009). Yet, the behaviour of théustry in Eastern Europe has
raised concerns’.

157 INHES and CoESS (2008) provides different numbgrg: million jobs, 50,000 companies and €15
billion of revenues. Eurostabs_na_la se_ rable estimates this value in the same year in43L,

138 |n the United States private security guards omimer law enforcement personnel in the early eightie
according to Amy Goldstein, Washington Post Janidag007.

139 According to Van Steden and Sarre (2007) the CRpublic lacks of a regulatory framework on
this sector. And SEESAC (2005) reports that thera growing professionalization and legislative
efforts to introduce controls in the industry laahin South Eastern Europe.
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Network and information security (NIS)

The business of many agencies, organisations, auegpand individuals requires the
assurance of the availability, authenticity, intedf°®, and sometimes the confidentiality
of information. This market segment encompassegtivels and services required to
solve this need whether the information is storedpaper or in digital form. Paper
documents are stored safely using armoured satéb@xes. Safe transport is usually
made by security services companies. Sealed eresekpd containers are the common
method of preserving confidentiality of this infaatron. This is a rather mature market
with a slow evolution and growth with only smaltkaological advances in electronic
locks. According to Eurostggrodcomtable the production value of the EU was €762
million in 2009.

The societal trend to store information in digitalrm, the development of the
worldwide web, and the appearance of new datartissgon means such as wireless
networks (e.g. wi-fi and mobile PDAs) have createdew set of vulnerabilities and
have leveraged a complete new market of produatssarvices to fight the new threat
already known as cyber crime. This is one of treaswhere illegal organisations can
accrue important benefits if they copy, modify asttoy key information; execute
unauthorised operations such as the electronicsfeanof funds, cause harm to
computers reducing their performance or use themetpetrate other attacks using
malicious software (malware) such as virus, spywagems, Trojan horses, backdoors,
keystroke loggers or root-kits. This problem cobddparticularly important if the attack
is against information and communication systenas support critical infrastructures
since such attack can impair or even disrupt treerggl services they provide to
society®>. The magnitude and losses of cyber attacks ardlyh&nown and most
companies do not publish their figures on the bas$is potential loss of customer
confidence. According to OECD (2008:6 and 39) mabvdas evolved from
occasionallyexploitsto a global multi-million dollar criminal industrypirect damages
of malware were estimated in €9.3 billion in 2006.

Cyber crime can be defined asminal acts committed using electronic communarat
networks and information systems or against suttvors and servicé®. It involves
three types of criminal activities related to imf@tion systems. This first covers
traditional forms of crime such as fraud and foygdiut made over electronic
information and communication networks systems \lid aim of procuring, without
right, an economic benefit such as identity theftirdormation copy which may be
labelled with copyrights as for example digitalnfd. The second concerns the

%0 Data integrity is a requirement that informatiamdgrograms are changed only in a specified and
authorized manner. System integrity is a requirdntieat a system performs its intended function in
an unimpaired manner, free from deliberate or ieaignt unauthorized manipulation of the system.
Source: An Introduction to Computer Security: Thé&SN Handbook. Special Publication 800-12
(1995).

161 SCADA systems are used to control the physicahetds of such infrastructures. Since these systems
are increasingly being linked with other systemsclisas electronic business) through the internet,
they are more vulnerable to attacks (NRC, 2002:2@®)ereas such attack seems not to be easy,
OECD (2008:43) reports that malicious hackers irsdfu used a Trojan to take control of a gas
pipeline run by Gazprom. The U.S. Central Inteltige Agency analyst Tom Donahue announces at a
meeting hosted by the SANS Institute on January20®8 that web hackers penetrated overseas
power grids, compromising service while demandiagment in exchange for cessation.

162 COM (2007) 267 final. Towards a general policight against cyber crime.
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publication of illegal content over electronic mede.g. child sexual abuse material or
the incitement to racial hatred). The third inclsdeimes unique to electronic networks
and against the confidentiality, integfityand availability of data and systelfs The
aim of these often well organised attacks is saj@ytaxtortion, or political and
ideological goals. Cybercrime uses different teghas to gain computer access and
perform their misdeeds. For example, it can exphaiide information, use dictionary or
brute force attacks, use social engineéfiicas well as signal interception and the
deciphering of information to get passwords.

Computer crime may involve the physical accessamputers. Such access may be
easily restricted through some of the physical goiddn measures commented in
previous sections. The majority of attacks, howgeaee made through communication
lines and the protection is fundamentally achiebgdneans of software modules and
programs able to identify and authenticate useemtgheir access, track their actions,
as well as detect malicious software attemptinign a backdoor of the system through
which it can attain its goals.

Specialised software companies offer a large seraducts and services to counteract
this threat. They range from software to protecspeal computers to large enterprise
integrated security solutions. Products includgnfathodologies to design and develop
software systems without weak points; (b) middlewafor dependable user
identification and authentication based on passsjocdrds, tokens or biometrics to
authorise the access to data, systems and sofapgiecations; (c) strong encryption
algorithms for secure exchange and storage of $iafd) network real-time monitoring
and data flow analysis to detect anomalous usewmwsual traffic patterns which may
indicate an attack; (e) filters that avoid suspisiaata packets (firewalls), malware,
unsolicited mail (also known as spam), or acceskaionful material (through web
browsers); (f) logs and audit data tools to perfdamensic analysis, and (g) tools to
easily recover from an attack, using some kindathr equipment redundancy (off-
site backup / storage system). Their ultimate dhjeds that the system’s user enjoys a
trustedon-line environment.

The increasing complexity of developing and mainitaj effective security operations
and the lack of in-house expertise explain the ldgveent of a wide range of services
by the industry, which includes: (a) consultancyameas like strategy and planning,
assessment on best practices, audits, forensjcsmiplementation of tailored solutions
that may encompass activities of design, developmategration, test (e.g. system

183 For example malware is designed to encrypt omsila users’ data so that the owner cannot retrieve
it. Often the owner will be asked to pay a rans@Q&CD, 2008:16).

184 The most common type of attack is the well-knowstiibuted Denial of Service for companies that
provide just in time services (e.g. e-commerce) @askl losing significant revenue for every minute
their website or network is unavailable. This isoathe case of government agencies who rely on
websites to provide services to citizens. The kttases a larger number of compromised computers
called botnetsto send massive amounts of queries and overwheémsystem (OECD, 2008:15).
Botnets are also used to distribute spam and ptyshitacks, distribute spyware and adware and
harvest confidential information that may be usedentity theft. The plethora of launch points and
routes for cyberattack greatly complicates theitgtib counteract it, as well as to identify theusme
(NRC, 2002a).

185 Social engineering refers to techniques designehdnipulate users into providing information or
taking an action which leads to the subsequentchraainformation systems security (OECD: 2008:
12). It involves for example the masquerading tfuatworthy person or web site to obtain password
or credit card details to steal an identity.

18| ike the ones used in Virtual Private Networks JBuch as IPSec and SSL protocols.
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penetration), or migration; and (c) operations sashmanaged security servités
hosted services, outsourced services (e.g. incregpbnse).

IDC (2009:2) estimated the value of the Europea® hMhrket in 2007 in €10.7 billion
of which €4.8 corresponded to software products7 €4 services and only €1.13 to
hardwaré®® Average forecast growth rate was estimated ii%3or the period 2007-
2010. The demand of these products concentratekeirMember States where the
information society is more evolved. The marked@ninated by a small group of
global vendors, differentiated by application areampeting with a high number of
smaller European or international suppliers. Dominaayers are Symantec (US) for
the software solutions segment, IBM (US) for sdguservices and Cisco (US) for
hardware security. McAfee (US) and Trend Micro (aR also relevant players. These
top five vendors had 20% of the EU NIS market i@20According to the IDC report
main EU suppliers, while showing a positive dynamisare not global players. No
single vendor is capable of addressing the fultspen of security issues, primarily due
to the fact that the investment in skills requiteddevelop such a broad range of
products is prohibitive (IDC, 2009:31). They operat their native country and some
other markets only. The cumulative market sharélsuppliers was 16.5% of the total
EU NIS market revenues. New entrants in the maketarge players diversifying into
security from their native markets like Cap GenainAtos Origin, or telecom operators
and ISPs such as BT Global Services, Telefénicaitdebe Telecom (T-Systems) or
Telecom lItalia. To be competitive in this marketganies need to be aware of the
future growth of the internet and their threatsaomorldwide basis.

Total Hardware Software Services
Symantec 7.9 Cisco 23/1 Symantec 17.9 IBM 6.5
IBM 4.5 | Juniper 8.9 McAfee 7.0 Accenture 4.0
McAfee 3.1| Netasq 4.8 Checkpoint 4.3 Cap Gemini 3.9
CISCO 2.5| Fortinet 3.7 Trend Micro 5|0 EDS 3.4
Trend Micro 2.2| Gemalto 2.4 IBM 3.6 HP 3.4

Table 15. Top 5 vendor in the European Security Matet and revenues in million € (2007).
Source: IDC (2009)

The network of distribution channels is rich andnpdex. It includes direct distribution,
distribution through the web, and third partieshsas retailers and OEM. Telecom and
ISPs also offer security solutions embedded withrtBubscription and services (IDC,
2009).

187 valued in $1.9 billion in 2009 according to Gart2009a).
188 Gartner (2009) estimated for 2008 a smaller védusoftware, namely $3.2 billion.
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Public services
2.094 M€ 20%

Services 3.456 M€
32%

Consumer 612 M€
6%

Financial services
2.268 M€ 21%
Manufacturing
2.235 M€ 21%

Figure 5. Market demand distributed by sectors.
Source: IDC (2009)

As can be seen from the figure above, the demangréection against cybercrime is
dominated by the business sector (public and m@)valaying the individual consumer
demand a minor role. The main customers are corapasupplying basic internet
services as well as companies providing e-commexrgmvernment applications and
other on-line services such as banks, virtual stdi@ agencies or ministries because
they are high-pay off targets to cybercrime. Smalpanies are less likely than large
corporations to implement controls (EU, 2005:73ividual demand is mainly supplied
with standard low-cost security products.

Computer Emergency Response Teams (CERT) playsssentgal role in the NIS
market. They are specialised organisations finagegbvernments to monitor, prevent
and detect computer security incidents and cireulatormation about them. Such
services are provided for free or at subsidizeckstaiThese teams facilitate the
development of products and services to respomewidentified threats. The CERT®
Program is part of the Software Engineering In&i(SEl), a federally funded research
and development centre at Carnegie Mellon UniveisitPittsburgh, Pennsylvania. In
Europe, it has been created the European Goveram@ERT Group (EGC) an
informal group of governmental CERTSs that is wogkiout effective co-operation on
incident response matters between its members.

INTERDICTION CRISISMANAGEMENT

When an impending security incident is discoveregans are needed to frustrate it
before it can create any damage. Personal equipanehntehicles are the most relevant
goods.

Personal equipment

Personal equipment is composed of surveillance @mar night vision equipment),
personal protective equipment; communication radisd effectors to neutralise
potential offenders and their weapons. We will cantnhere briefly effectors, since
personal protection equipment has been discussedefly, and communication
equipment, being the same as the ones used foon®spand recovery, will be
commented in that section.
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Effectors are based on different type of light waag some of them of low lethality

such as tear gas or stun grenade launchers. Thiecorasnon weapons are small arms
such as pistols, rifles and submachine guns. Mapplgers work simultaneously for

defence and security and sometimes for sport antdrnigys Examples of these firms are
FN Herstal (Belgium), Heckler and Koch (Germany)Beretta (Italy). Europe is also a
large producer of high-quality (following NATO dgsi and safety standards)
ammunition for these guns such as for example RW@otec or Namno A.S. The

low technology and skills needed for manufactuemglain that small arms production

facilities is spread worldwide, where some natioresy enjoy competitive advantages
due to low labour costs and a softer environmepriatiection legislation in comparison

with advanced countries as could be the case ajapore and Brazil. Police forces
(national, regional or local) and guarding companagpart from armed forces, are the
main customer of light weapons. The production salé of this material, with clear

military use, is subject to administrative controls

Vehicles

For certain operations land vehicles, helicoptennaritime craft are needed to interdict
criminal actions and prosecute malefactors. Thesécles are usually standard vehicles
with small design changes and specific mission @uslsuch as increased surveillance
or communications equipment (e.g. radios, nighitigvision equipment, and locating
radars). Some of them are specially prepared fordioating the operation (see next
section) with increased command and communicatapalsilities. The main supplier
tends to be the company who has the largest shateitotal value that usually is the
system integrator. This role is played by the Jehimanufacturer (automotive,
aerospace or shipyards industry) or the suppliéh@glectronic equipment.

Robots are of special utility in security due teithability to sense and manipulate the
environment with great precision —in the absenceugh human limitations as physical
vulnerability, fear, boredom and discomfort— makenh ideal tools for some security
missions such as close-in surveillance (in whickalsmsize is critical); sampling of
nuclear, biological and chemical contamination;amrksearch and rescue; ordnance
disposal; decontamination; debris removal, orfighting.

Products in this market are tailored to securitgdsebased on civilian designs. Units
demanded tend to be small with the only exceptiblaw enforcement land vehicles.
Advances in the area are coming mainly from ciailidevelopments, such as for
example, an area that is subject today to an iatezsearch.

RESPONSEANDRECOVERY

Response to a security incident or disaster pravidethe immediate protection of life
and property, the re-establishment of control ahd minimization of effects. It
encompasses the issuance and dissemination otpoedi and warnings; planning and
preparation immediately before the event; evacnatind other forms of protective
action; mobilization and organization of emergepeysonnel, volunteers and material
resources; search and rescue; care of casualtebssawivors; damage and needs
assessment; damage control and restoration ofgsélvices; and maintenance of the
political and legal system (Rad al, 2007:17).
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Disaster recovery encompasses both short-term itgegivintended to return vital
physical and social systems to operation and leng-&ctivities aimed at restoring the
situation to its pre-disaster state. The concepeobvery encompasses both objective
measures, such as reconstruction and assistanodseffs well as the subjective
experiences of disaster victims and processesyahp#ogical and social recovery (Rao
et al, 2007:17).

Means for response and recovery are indistinctgdu®sr any kind of emergency or
disaster independently of its source (nature or-made) including those originated by
terrorism and organised crime. The industrial asialyvill focus in the activities and
means needed in the aftermath of an attack thabéws grouped in the following ones:

» Firefighting

» First response health care

» Logistic support

» Coordination and management

The main customers of these systems are first nelgpe and emergency units of the
public administration. These units have local, @egi, national or European nature and
they will enter into action depending on the disasize. Hence purchasing capabilities
and products and services preferences will difteoss the different units.

Firefighting

Fire protection within buildings and facilities iachieved primarily using own
capabilities based on fire detectors, alarms, axithguishing systems which are
mandatory according to building regulations. Howe¥iee-fighting units and brigades
are needed when the fire becomes large and owndfat. The main equipment used to
fight against fire is industrial vehicles (suchMaN, IVECO, Renault or Volvo) that
integrate movable turrets with built in pumps thatject water, foam or powder on to
the fire. Sometimes these vehicles are modifie@R)es that sell them to the final end
customer (municipalities, civil protection unitstperts). The most common version is
for urban fire, but there also exists for foregt for air crashes. The special fire-fighters
garment market has been described in the PersootaicBon Equipment section.

The rescue of survivors also requires additionaligent such as special vehicles for
cutting reinforcing concrete and structural stesdl @&moving debris and rubble. The
equipment is of the same kind used by public wankg demolition industry and has a
dual nature.

First response healthcare

First response healthcare requires advanced meplists or even field hospitals for
large disasters. Equipment includes first aids tabikse injured people and being
further aid required carry them to a hospital. Riatd include burn care, bloodborne
pathogens care, cardiopulmonary resuscitation atwheatic external defibrilators, eye
care, ointments, antiseptics, pain relief produaser the counter medications,
protective equipment including gloves, examinatglaves, ear protection, head and
body protection, respirators and face masks, safetyses, etc. Such kind of standard
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equipment is provided routinely by the health aadristry. Hence, a market segment in
this area for security can be hardly considered.

Affected public and crisis responders have to dedlh different forms of (post-
traumatic) stress disorders and other psycho-s@atialns, thus requiring quick and
professional psycho-social support to preserve tmeintal health. Yet, this support is
one of the activities of professional psychologigiscare mental distress and is not
mainly bound to security issues.

The CBRN case

CBRN attacks require therapies to treat contamihapeople. For example,
radioprotectants that block internal absorption batp against acute and long-term
radiation exposuf&® (Civitas, 2007). Drugs, antibiotics and antiviraten be
administered to reduce or palliate effects of clvamor biological agents, and vaccines
can be used to avoid further spread of a biologlssdase.

The biotechnology and pharmaceutical industry ésrtiain supplier of these remedies.
The development of drugs and vaccines is a veky tsisiness, since it requires large
investments. A new drug may cost hundreds of nm#lieuros and may take years until
it is ready to use. Rate of failure is considerabigh and return of investment of
commercialised products is not always assured (NR@)2:99). Therefore, the
traditional market mechanism for the developmerd production of pharmaceutical
products to respond to a terrorist attack may aquresetly fail since incentives for the
private industry as we have seen are few. Evenesscmay not be welcome with a
large demand. Only products with potential appitato natural and common diseases
may have a better chance to receive private fumdsesearch (NRC, 2002:100).

Governments are able to remedy this market faillites is the reason of project
Bioshield signed the July 21, 2004 by PresidenthBd$ie main goal of the project is:
(a) relaxing procedures for some CBRN terrorisnateel spending, including hiring
and awarding research contract; (b) guaranteeiiegleral government market for new
medical countermeasures; and (c) permitting emesgense of unapproved
countermeasures. Total appropriations are $5.588rbfor fiscal year 2004 to 2013.
The act is designed to guarantee companies thatgtvernment will buy new
successfully developed CBRN countermeasures foStreegic National Stockpfié.
This guarantee reduces the market risk for the emyut does not affect its exposure
to development risk, i.e. the risk that the coumtasure will fail during testing and be
undeliverable. Critics of such programme suggeat tiecause of the high product
failure rate in advanced development, the govermmeth inevitably fund unusable
products (Grotton, 2009). There is no similar pasgme in the EU.

89 |ike Prussian blue to help block internal absampti of cesium-137, calcium- and
zincdiethylenetriaminepentaacetate (Ca-DTPA andDZR-A) to treat internal contamination from
radioactive elements, and potassium iodide (Kl)ictvtblocks thyroid radioiodine uptake. However,
they are not effective to treat acute radiatiorkrséss, guard against DNA mutations, and mitigate
other health consequences of acute radiation expg@Sivitas, 2007:13).

170 Rapoport (1999) questions the rationale of thekgtiting of vaccines and drugs because toxins and
pathogens used in an attack will be very diffeierthe next and they usually are only effective for
the agent they were designed for.
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Logistic support

Logistic support is required to attend people adtexecurity incident, especially in the
case of large and catastrophic incidents. This @ipmpay include: (a) transportation
capabilities to move people to a safe place; (bastructures like public buildings to
provide shelter and a living and sleeping placeahi® population; (c) an emergency
supply chain of food, water and health services.

Ambulances are the main equipment required to pi@msnjured people to hospitals
after a security incident. Such vehicles are theesaised for medical emergency
services. They are supplied by specialised compdahet adapt the vehicle inside from
different manufacturers to integrate the first middical equipment to the special needs
of the purchasing health care organisation in dlainvay as fire-fighting equipment.
There are a large number of industries operatirtgignmarket’*

CBRN decontamination

Decontamination of personnel, equipment and faesliis an essential step in the
response and recovery of an attack. The complegitythis task may delay

normalization of activities and create social digion and economic losses in particular
when the strictness of the environmental regulatiaihat govern post-attack
decontamination and reoccupation are high (Zimmararal Loeb, 2004). Non-volatile

chemical agents, radiological particles and somsigtent biological agents require
decontamination processes that may take monthsesr gears (Rossof, 2007). Wind
dispersion and chemical reactions with the surfacecontact may hinder the

decontamination process.

Decontamination aims at destroying, reducing or awng contaminant to an
acceptable level. Main methods consist of physichémical and thermal processes.
Physical processes are used to remove CB agentssiidaces. High pressure systems,
sorbents (simple inert), and solvent washes arampbes of physical processes.
Chemical processes involve the use of reactiveatalytic chemicals to neutralize CB
contaminants. Thermal processes remove CB contaisingarough vaporization.
Means to detoxify the agent or store the contarathahaterial in a safe place are
necessary. Shelters are also needed to host thatdagdnation processes (NIJ, 2001).

Main limitations of decontaminants are that theyndd fully neutralize all the agents,
and they are not completely safe. Strong neutrslizend to destroy parts of
decontaminated element. Some decontaminants halfelih or storage issues, some
are flammable, and most are not friendly to theiremvnent (ESRIF, 2009:146). Such
limitations suggest potential research needs mdtea.

European companies operating in this area are Karehturetech, OWR AG, Jervan
SEDAB, NBC Sys or Hughes safety showers. USA con@sapperating in this field are
Bioquell, Inc., Certek, Inc., and CDG Research ©aapon, or Advanced Sterilization
products (Ethicon Inc.). Due to the specificitytbé demand, this industry is likely to
be of small size. Products have dual use eithemémage industrial accidents or
decontaminate hospitals.

"1 Rettmobil the large Europe's largest exhibitiomesfcue and mobility vehicles and equipment in 2010
hosted 350 exhibitors from 12 European countries.
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Coordination and management

The coordination and management of emergency opesapose some issues. First,
response to disasters can only be anticipatedsamdanned, up to a certain point. Yet
despite the sheer diversity of disasters, it waddm that certain generic conditions
tend to apply that make for more effective respsn&eyond that point, however,
effective response depends crucially on the abilfitall concerned to react flexibly and
in an innovative fashion to the situation as itald$é since each disaster will to some
extent be unique (OECD, 2003b:182). The availabit means to gather and share
information about the overall situation, authores®l coordinate the use of resources
into something like a supply chain, and track exeouto adjust and alter prior plans
and commitments based on the evolving situation mweke the difference in the
effectiveness of the respon&e

Systems able to support these essential capahilg@pularly known as Command and
Control systems, are based on a network of commatiaits and information systems.
The communication capabilities (voice and data)lifate the sharing and distribution
of timely and accurate information to the varioasponse teams and agencies involved
—as well as the general public—, keeping them aaheeit the extent of the damage
continuing threats and actions to take. Such nétbrenvironment facilitates
cooperation and joint / distributed decision impngvthe consistency and coherence of
the response and speeding up the response timeaaimwh to save life, limb and
property and curtail economic and environmental algen Specialised software is also
used for precise location of personnel and assetsdoon maps and cartography.

Desired features of the communication’s backboreerabustness, easy deployment,
mobility, priority-sensitive and large broadbandof@ssional Mobile Radio networks
provide some of these features by means of reduydaise of specific frequencies of
the spectrum, as well as special services to sibessrlike group call, emergency call,
direct call or broadcast call (Ecorys, 2009:21MeJe networks have also encryption
capabilities to ensure confidentiality. The infrasture is composed of radio base
stations, switching and control nodes, managingresn applications, and interface
elements. TETRA is the most extended standard, Wemwtbere are others operating in
the market. Motorola is the leader on the high-@MR market (50%), followed by
EADS (20-25%). Other European players are ThaleR),(FSelex (IT), Rohill
Engineering B.V. (NL), Sepura Ltd. (UK), FrequentfdJ), Rodhe Schwarz (GE), and
Teltronic (SP). There is a market pressure to smeebandwidth (to support for example
videoconference). Technologies like secure-WiFi a&ture-Wimax or IP-based
communications like Thales are pressing to enter tihhis market (Ecorys, 2009:230).
Communications satellites may provide broadbandncomcation deployable in a very
short time to back up / substitute (damaged) teraécommunication infrastructure.
However, they are of no use in enclosed and indosais and allow an inferior number
of parallel users and connections. Moreover, thst @b this service is so far too
expensive.

172 pccording to NRC (2002:277) the accumulated boflyesearch of natural disasters reveals all too
many instances of scarce information, deficient mmmication, poor coordination, and jurisdictional
conflict among nominally coordinating organizations

173 For example, access to list of injuries and camsabf relations and friends and their whereahouts
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The capability of these systems to interoperateosacrjurisdictions and among
emergency service units —like fire, police, or ncatt is an essential requirement.
However, acquisition of this communications equipinés characterised by local,
agency-level acquisition and deployment driven bgal budgets from local taxing
bodies and by local priorities. The outcome is tifegn different public safety agencies
are unable to communicate and share informatioh eaich other. Since interoperation
Is not typically considered when these systemsaaggiired, it is not surprisingly that
often limited technical interoperability exists @Rat al, 2007:41). In brief, lack of

standards and coordination mechanisms combined avitagmented demand may be
detrimental, at the end of the day, for the develept of the market.

This is an area of intense research due to larg&ahapportunities of products with
improved capabilities and is a priority in the EREXamples include reliable radio
communications inside (destroyed) buildings, sofevdefined radids*, data fusion
and data mining tools, decision support to seleetliest course of action, deployable
sensor networks for awareness, damage assessmentomputer-assisted disaster
simulation tools to predict the evolution of théuation and point out new impending
threats and risks. Most of these developments titeirs the infancy stage being
implementations of limited functionality.

The purchaser of this kind of systems is the Pultiministration. Frost & Sullivan
(M453-16) estimated the European market revenuesndr €1.5 billion in 2009.
Suppliers of Command and Control systems are yspalne contractors with strong
capabilities in ICT and system integration. Theegeda similarities with defence
Command and Control systems makes that the maiplistg in this market are
frequently defence companies as the ones we hamganed in border surveillance.

FORENSICS

Forensics refers to the set of activities aimeihastigating crimes and terrorist events
and getting evidence which combined with intelligemformation may help to identify
perpetrators and present the case to the Courenbios involves a large set of
disciplines that includes general toxicology, firea / tool-marks, questioned
documents (e.g. forgery and alterations, handwrigignature), trace evidence (e.g.
hair, textile fibres), controlled substances, bjital/serological screening, fire
debris/arson analysis, impression evidence (ergefprints, shoeltire prints), blood
pattern analysis, crime scene investigation, mel#igal death investigation, and digital
evidence (NIJ, 2006).

Equipment
Most common forensic tools are laboratory equipnf@nanalysis such as equipment to

test the presence of blood fluids, DNA analyser, blood and urine analysers,
magnifying glasses and microscopes, photographet digital imaging equipment,

1" These radios are able to use different wavefommiscammunication protocols due to programmable
hardware.

17> DNA identification is based on techniques usingpecific part of thenon-codingDNA regions
(regions that do not bear genetic informationjs ltnainly used in forensic laboratories as it does
allow real-time identification. DNA identificatiois expensive (around $4.500), time consuming (4-5
hours) and needs skilled human intervention (IRZ0B5:17).
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equipment for detecting the presence of differambstances as drugs or poisons,
equipment for collecting items of evidence, sofevérols to examine digital evidence
stored in computers and electronic devi€edaser equipment for diagramming crime
scenes, x-ray screeners to locate radio-opaquetsbike bullets, etc.

This kind of equipment stems for different sourcesinly from scientific, medical,
biological, chemical and industrial laboratoriestheut specific differences. The
demand of this equipment can be considered ratiherih comparison with other
security equipment, with the exception of Automdtingerprint Identification System
(AFIS). The main difference of these systems ig thay do not require real time
response, but a high level of accuracy to determwinether a person is in a database of
several million records (NTSC; 2006:8 and 80). Gmkhort number of companies have
the capability to develop such systems.

Current limitations of forensic technologies tontfy perpetrators of radiological and
nuclear attacks (DSB, 2004:14) are stimulating aege in this area in the USA
(Civitas, 2007:13). NRC (2002:8) has also iderntifegtribution gaps in bioterrorism
attacks. Yet, no research programme to overconse tiaitations has been identified.

Investigation services

Detectives and private investigators are mainly alehed by companies to investigate
security incidents such as theft, fraud, due diage background checks and system
break-ins. There is a European Council of Detestiamd Private Investigators.
However, the association does not provide any eoandnformation about it or its
members. According to Eurostlis na_la se nable investigation activities employs
24,295 people across the EU. Revenues are intige @& €1,217 million.

RESUMEAND CONCLUSIONS

This chapter has analysed the different segmetdswhich the security market can be
divided. At first sight, it can be observed a mariteat provides a large variety of
security goods and services which do not share gatiern due to their diversity.
However, when segment are analysed, a more cohpiginte appears where some
specific features can be pointed out.

Many security needs are often supported by unspgmibducts that are sold in other
markets, being even security not the biggest depranthis dilutes the identified
security market segment into a broader categoryedimyg a deeper analysis. In other
cases, the demand is rather small and do not gerlarge revenues of any economic
relevance, being information about them scarce.e@ouent purchases often involve
tailor made developments giving way to a new masegment which usually fades
after acquisition ends.

It has been shown also in many areas that techyofomatureness is impeding the
formation of markets. Companies and customers terekplore these markets through
the development of prototypes and pilot projectsassess demand and unfold more
advanced solutions. Governments and large compamnegeshe main customer of this

7% For example: address and phone books, audio/fitke) calendars, databases, documents, e-mails,
text / voice messages, graphic files, spreadshetets,

106



WORKING PAPER 43

R&D market. The formation of these new markets seften to follow a rather low
pace.

Some market segments largely benefit of networkecoves in which the development
of standards do play a key role. Large projects hhational identity cards or passports
show a large maturation time. Yet, they seem ewsdeot the consolidation of some

trade activities like e-commerce.

When we examine capabilities of the European imgluste see a prominence of the
industry of the more industrialised Member Stateamely the United Kingdom,

France, Germany and lItaly being ensued by far bgratations like Sweden, Spain or
the Netherlands. Other European member statesglanarginal role in the security
equipment market and often have to purchase thipraguat from abroad.

When we compare the industry with other parts ef world, we see that there are
important industrial capabilities of Europe in tmeajority of market segments.

However, it seems in many areas that U.S. industjgys a technological lead. The
United States shows more advanced capabilities saghborder control using

biometrics, early warning of biological and chenhiadtacks, radiological detection
equipment at ports of entry, baggage inspectiongusomputer tomography, explosives
inspection system, customs cargo inspection (eQGE)Acontainer security, unregulated
border protection (e.g. SBInet), computer secuf®¥/R emergency services, AFIS
systems, unmanned air vehicles (UAV), or remedigainst chemical or biological

agents, to mention the more relevant.

Japanese companies seem to be also very compatitoeztain market segments such
as biometrics, computer security, or CCTV survaik equipment. Korean companies,
such as Samsung, LG and Hyundai, are also suppliesscurity equipment. Finally,
Chinese companies are everyday more present imnatienal markets, mainly
competing on price rather than on quality. Thishis case, for example, of Nuctech, a
company specialised in inspection equipment.

107



WORKING PAPER 43

V. THE ROLE OF THE GOVERNMENT

This chapter analyses the fundamental role of gowent in the security field. The four

main roles are as entrepreneur, main supportehefindustry, main purchaser of

equipment, and market regulator. All these rolesharelevant effect on the market in
both the demand and supply side, which may evesnexio the whole economy, as for
example some security policies with large impactransport and trade. EU legislation

with impact in the security market is shortly dédsed. EU and European unilateral

initiatives are also briefly commented. Since goweent behaviour may generate rents,
industry may behave strategically with the aim pprapriate such rents. Such conduct,
with a potential effect on market performance, Wwélanalysed in chapter VII.

GOVERNMENTRASENTREPRENEUR

Public ownership is more uncommon in the Europeacursty market than in the
defence market. Ownership, however, appears in aomap that operate simultaneously
in the security and defence market as may be tee o& Thales, Finmeccanica, or
EADS. Ownership do also appear in companies inblwe the production of
documents hard to counterfeit like national idgntards, paper money, or software
certificates such aBundesdruckeregsmbH, theFabrica Nacional de Moneda y Timbre
in Spain, or thelstituto Poligrafico e Cecca dello Statbom Italy. The desire
governments of keeping a tight control of a busnesongly related to national
sovereignty is probably the main rationale to explpublic ownership. Yet, such
ownership may nourish inefficiency due to the abseof important incentives such as
capital market pressures in the form of the thoddatike-overs and bankruptcy and the
lack of competition in the products or services vited (Tisdell and Hartley,
2008:chapter 8).

INDUSTRYASSISTANCENDR&D FINANCING

The security industry, as any other kind of indystnay receive State aids according to
regulations established by the European Commissioether regional or horizontal
aids such as R&D, training, SMEs and so on. Thetrmmoportant source of aids is
probably R&D where the state finances totally ortiplly the project, or provides tax
relief for amounts allocated to this activity. g way, government raise incentives for
industrial innovation, an activity that is frequgntunderprovided by the market
mechanism (Arrow, 1962) achieving in such a wayaaroptimal outcome from the
societal point of view.

As we have seen in chapter Il, outlays of membatestfor security R&D are not too
high with the exception of Germany and UK. The Gammnational Research

programme for Civil Security has a funding of €10 the period 2007-2011. It

focuses in the protection of the transport andstiygply chain as well as the protection
and rescue of people. The EU is been very activandinating and financing security
research with European dimension. This supportestawith the Preparatory Action on
Security Research (PASR) and the Security Prograraf@" European Research

Framework Programme, which finances DG Enterpris@ dustry. These research
activities are done through European consortia éokly Member States companies.
Advices on research topics was given by the Eum@ecurity Research Advisory
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Board (ESRAB) and its successor the European Sgdresearch Information Forum
(ESRIF) which aims also at collecting and harmarganeeds and priorities on security
research across European Member States. A Sed@udhtigory Group with a relevant
participation of the industry provides advice i® fbreparation of the programme calls.
The active role of industry in setting this agemleritically assessed in Hayes (2009).

Industrial state support, however, has a potenligtbrting effect on competition that
may have undesired effects on market performanices. question is analysed in more
detail in chapter VII.

LARGEPURCHASER

Government plays an important role in the secuméyket, since it is the main buyer of
some security goods and services and sometimasitgae purchaser (monopsony). Its
power to purchase novel and advance products asdcapability to finance
precompetitive R&D through public procurement, ¢eatp to ensure the rapid transfer
of the best results of innovation to market, bregkhe barriers of companies to invest
in the production of new equipment and facilitatthgir achievement of economies of
scale. This can be done financing pilot projectsvédidate solutions that, being
successful, may be followed by large purchases. réhens received by the industry
will help to reduce prices, and raise innovatiomn éimne company portfolio. This will
contribute to stimulate the demand of similar orival products by (private) market
agents and thus contribute to the consolidatiomesi markets (e.g. computer security).
A demanding and sophisticated buyer, as governmeantsbe, able to request the
fulfilment of tough standards may improve the intgronal competitive position of the
industry (Porter, 1990:651). A paradigmatic casey tha for example biometrics; a
technology that was pushed forward by the FBI i@ WSA for crime investigation
during the decade of the 70s and now is being mealgsiised in national identity cards
and e-passports as well as access control fortprorganisations.

REGULATION

The security market is an economic sector subj@ajdvernment regulations. Such

intervention is justified when transactions costd ather barriers can lead to significant
coordination problems (Coase, 1960), as the castantlards mentioned in chapter IIl.
Government regulation may compel the implementatiominimum security measures

by market agents and in some cases like air trahdp® use of qualified equipment.

These norms stimulate the purchase of security geod services when they provide
effective solutions in terms of fewer resourcesslenconvenience and enhanced
security. Regulations may be accompanied with ardscentives to soften the burden
of implementing such measures, such as low intdossts or tax deduction of the

amount invested in security when public securityatisstake. This is the case of TSA
that, according to Ecorys (2009:104), providesimbearsement of $375,000 per facility

for Certified Cargo Screening Facilities (CCSF) ends Certified Cargo Screening

Program (CCSP). Another example is the securitychegge of flying tickets since 9/11

in the USA to finance improved security measures.

Regulations concerning minimum security practices
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Examples of such regulations are many. For instanspection of personal belongings
and passenger identity verification are mandatorgir transport. Regulations for the
protection of dangerous godds define requirements for handling facilities and
transportation, such as physical protection, accessol and strict accounting methods
to avoid the illegal stealing, selling and trafiiogg of such material. Nuclear power
plants have strict security requirements definedtiy IAEA. Fire detection and
protection measures are compulsory in the construadtf new buildings. CBRNE
capabilities for civil protection are stated in B#en 2008/73/EC. Directive
2008/114/EC states two main obligations to EU aalti infrastructures: the
establishment of an Operator Security Plan andd#sgnation of a Security Liaison
Officer, however it does not state any specificestment obligation in security goods
and services.

Regulations need to be carefully assessed singe rtteey have several unintended
consequences on production capability, competigesition and innovation, whose
outcome may be an overall reduction in social welfaat cannot commiserate with the
security improvement (Ghose and Rajan, 2002). B@amgle, mandated air cargo
inspection may place an undue financial burdenraddce the competitive advantage —
speed- that it hasis a visother modes of transportation (Riley, 2006). Théher
inflexible nature of regulations may easily leacatmisallocation of resources (Spulber,
1989:92).

Regulations concerning the provision of security gmls and services

Government regulation may call for specific corati8 to operate in the market that are
not usually requested in other economic sectords dee case of manned guarding
services companies. Such regulation assures thiéyqufaservice within the market and
avoids negative effects on customers and otheateodll effects on society such as an
improper management of a security incident. Govemtmmonitors compliance with
regulatory requirements and can rescind or suspetwmpany’s license or exact fines
if the company infringes operating provisions. Tinigrvention is required, because the
market mechanism may be unable to crowd out of [polunctioning companies,
especially in a growing industry. Keen competitioay, in fact, force margins down to
the point where companies are strongly motivatedridercut competitors by paying
under-award wages and misrepresent service levals $teden and Sarre, 2007).

Government may also set regulations on performaqeaity or fulfilment of standards
of products and services without which they carb®tsold. For example, EU security
equipment that process and store personal infoomadis is the case of surveillance and
video recording equipment in public areas shafilfthe rules related to the protection
of individual privacy rights as stated in the datatection Directive.

Regulation demands the monitoring of goods andisesvprovided in the security
market. This means on the one hand that the induslirundergo additional costs and
delays to have their products and services cettitd@d on the other hand a social cost
in terms of government organisations or agencieshiarge of this monitoring that
should be netted out from the benefits of compkanih the regulation.

17 Like explosive precursors, chemical agents, ctiles of dangerous pathogens and cultures, and
fissile and radiological materials.
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International conventions and resolutions relateda terrorism and organised crime

Many security regulations are the result of agregmevithin international regulation
bodies with a direct or indirect effect on the séguindustry. The following table
shows the most relevant.

ICAO | 1963 | Convention on Offences and Certain Offets Committed on Board Aircratft.
ICAO | 1970 | Convention for the Suppression of Unldvaizure of Aircraft.
ICAO | 1971 | Convention for the Suppression of UnldwActs against the Safety of Civ
Aviation.
UNO | 1974 | Convention on the Prevention and PunishneénCrimes against Internationa
Protected Persons, including Diplomat Agents.
UNO | 1979 | International Convention against takingdoGtages.
IAEA | 1980 | Convention on the Physical ProtectiomNotlear Material.
ICAO | 1988 | Protocol for the Suppression of UnlawAdts of Violence at Airports Serving
International Civil Aviation.
IMO 1988 | Convention for the Suppression of Unlawfidts against the Safety of Maritime
Navigation.
IMO 1988 | Convention for the Suppression of Unlawfitts against the Safety of Fixed
Platforms Located on the Continental Shelf.
IMO 1988 | Convention for the Safety of Life at S&DLAS).
ICAO | 1991 | Convention on the marking of Plastic Exgdles for the Purpose of Detection.
UNO | 1997 | International Convention of the SupprassibTerrorist Bombing.
1999 | International Convention for the Suppressibtihe Financing of Terrorism.
UNO | 1999 | Security Council Resolution 1267. Imposiirgited air embargo and funds and
financial assets embargo on the Taliban.
UNO | 2000 | General Assembly resolution 55/25. Corieentgainst Transnational Organized
Crime.
UNO | 2001 | UN Security Council Resolution 1373: CotiigaTerrorism.
IMO | 2002 | International Ship and Port Facility Segu€Code (ISPS), amendment to the Safety
of Life at Sea (SOLAS) Convention to enhance theuss of ships and port
facilities. IMO (2002). Entered into force in JWQ04.
UNO | 2003 | General Assembly Resolution 58/4 Convergigainst Corruption.
UNO | 2004 | UN Security Council Resolution 1540: Ceurgroliferation initiative on WMD.
UNO | 2005 | International Convention for the Suppmassf Acts of Nuclear Terrorism.
UNO | 2005 | UN Security Council Resolution 1617: Thseto international peace and secutity
caused by terrorist acts.

Table 16. International Security Agreements

European initiatives

The EU promotes measures aimed at improving tharisgof the whole Union based

on the TFEU where it is stated: an area of freedseunurity and justice (article 67); a
framework for administrative measures to combabtesm money laundering (article

75); judicial cooperation in criminal matters (el# 82); minimum rules concerning the
definition of criminal offences and sanctions wittoss-border dimension (article 83);
measures to promote and support the action of mestages in the field of crime

prevention (article 84); Eurojost mission (arti@®&); European Public Prosecutor’s
Office from Eurojust (article 86); police coopeaati (article 87); Europol mission

(article 88); civil protection (article 196), andsalidarity clause in case of a terrorist
attack (article 222).

The EU action materialises in leading and coordngaactivities of member states. It

involves the launching of security programmes, frv®motion of research and
development, the enactment of directives and réiguka that shall observe member
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states, and the development of standard. Suchnab@s a relevant impact on the

industry.

The development of directives and regulations seetal for two main reasons. On the
one hand they are needed to avoid weak pointsaddiéférent level of protection stated
by member states like the ones agreed by the Eanopwil Aviation Conference. They

are developed as a consequence of internationaémgnts on security issues. On the
other hand, common or harmonised rules are neadguovide a level playing field

where market agents have same opportunities, oiterdifferences may negatively
impact on competition since companies will enduiféeent burdens (and overhead
costs) for providing the nationally stated seculetyel.

In the following tables EU main general policiesdastrategies, directives and
regulations are depicted.

COM (2001) 298 final

Network and
Approach.

Information Setyri Proposal for a European Poli

Ly

Council Framework Decision of 13 June 2002 on catimly terrorism.

Council Resolution of 28 January 2003 on a Europgaproach towards
culture of network and information security.

a

COM (2002) 233 final

Towards integrated manageroétiie external borders of the member states

of the European Union.

COM (2004) 221 final

Communication from the Commission to the Councill ahe Europear

Parliament on measures to be taken to combat iEm@and other forms of

serious crime, in particular to improve exchangesformation.

COM (2003) 63 final

Proposal for a regulation o€ tBuropean Parliament and of the Council

establishing the European Network and Informatieausity Agency.

COM (2004) 262 final

Communication from the Commission to the Councitl ahe Europea

Parliament on the prevention of and fight againgfanised crime in the

financial sector.

COM (2004) 698 final

Communication from the Commission to the Councitl ahe Europea
Parliament — Prevention, Preparedness and Respmmserorist Attacks.

COM (2004) 700 final

Communication from the Commission to the Councitl ahe Europea
Parliament on the Prevention of and the Fight Agfalrerrorist Financing.

COM (2004) 701 final

Communication from the Commission to the Councitl ahe Europea
Parliament on the Preparedness and Consequencegéfaeat in the Figh
against Terrorism.

COM (2004) 702 final

Communication from the Comnussto the Council and the Europe
Parliament. Critical infrastructure protection retfight against terrorism.

The European Union Counter-terrorism strategy 944/65 (2005).

EU Plan of Action on Combating Terrorism 9809/1/@fpdate of 2001
Action Plan Against Terrorism)

COM (2005) 113 final

Proposal for a Council Regidlat establishing a Rapid Response §
Preparedness Instrument for major emergencies.

COM (2005) 232 final

Developing a strategic conamptackling organised crime.

COM (2005) 565 final

Global Monitoring for Enviroreant and Security (GMES): from concept
reality.

COM (2005) 576 final

Green Paper on a EuropeanrBrogpe for Critical Infrastructure Protectio

COM (2006) 251 final

A strategy for a Secure Infation Society — “Dialogue, partnership a
empowerment”.

COM (2006) 474 final

Green paper on detection tetdmies in the work of law enforcemer
customs and other security authorities.

COM (2006) 688 final

On Fighting spam, spyware aralicious software.

COM (2006) 733 final

Reinforcing the Managementhaf EU’s Southern Maritime Borders.

COM (2006) 786 final

On a European Programme faticat Infrastructure Protection.

COM (2006) 787 final

Proposal for a Directive ofettCouncil of 12 December 2006 on f{|
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identification and designation of European Crititafrastructures and th
assessment of the need to improve their protection.

COM (2007) 96 final

Radio Frequency IdentificatiRFID) in Europe: steps towards a poli
framework

COM (2007) 267 final

Communication from the Comriussto the European Parliament, t

Council and the Committee of the Regions. Towardsrgeral policy on the

fight against cyber crime.

COM (2007) 399 final

Green paper on bio-preparesines

COM (2007) 651 final

Communication from the Comnussto the European Parliament and
Council on enhancing the security of explosives.

he

COM (2007) 654 final

Proposal for a Council FrameéwBbecision on the use of Passenger Ng
Record (PNR) for law enforcement purposes.

me

Council Decision on 5 March 2007 establishing =il@rotection Financia
Instrument (2007/62/EC).

Commission Decision 2008/73/EC of 20 December 20¥@@&nding Decisior
2004/277/EC, Euratom as regards rules for the impigation of Counci
Decision 2007/779/EC, Euratom establishing a Comiyuwivil protection
mechanism.

N

Council Framework Decision 2008/977/JHA of 27 Naser 2008 on the

protection of personal data processed in the frasriewf police and judicial
cooperation in criminal matters.

COM (2008) 68 final

Examining the creation of theaurépean Border Surveillance Systg
(EUROSUR).

m

COM (2008) 69 final

Preparing the next steps indeomanagement in the European Union.

COM (2008) 130 final

On reinforcing the Union’s Biter Response Capacity.

COM(2008) 360 final

On a common immigration policy

COM (2009) 149 final

On critical Information Infiagcture Protection. Protecting Europe frg
large scale cyber-attacks and disruptions: enhgngieparedness, securi
and resilience.

m
ty

COM (2009) 273 final

On Strengthening Chemical, I&jical, Radiological, and Nuclear Secur
in the European Union — An EU CBRN Action Plan.

ty

COM (2009) 538 final.

Towards the integration of maritime surveillance:cédmmon information
sharing environment for the EU maritime domain.

Table 17. General policies and strategies

f

1989/686/EEC On the approximation of laws of the Member Statekting persona
protective equipment (note: does not include lad amier PPE).

1995/46/EC On the protection of individuals with regard to thecessing of personal
data and on the free movement of such data.

1999/93/EC On a Community framework for electronic signatures.

2000/31/EC On certain legal aspects of information societyvises in particularn
electronic commerce in the internal market.

2001/97/EC Amending Council Directive 91/308/EEC on preventiointhe use of thg
financial system for the purpose of money laundgrin

2002/19/EC Access, authorisation, framework and universal afives on electronig

2002/20/EC communications networks and services.

2002/21/EC

2002/22/EC

2002/58/EC Concerning the processing of personal data angribtection of privacy in
the electronic communications sector (Directive privacy and electronig
communications).

2004/82/EC On the obligation of carriers to communicate pagsedata.

2005/60/EC On the prevention of the use of the financial syster the purpose o
money laundering and terrorist financing.

2005/65/EC On enhancing port security.
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2006/24/EC On the retention of data generated or processedoimection with the
provision of publicly available electronic commuations services or g
public communications networks and amending DivecB002/58/EC.

2008/68/EC Inland transport of dangerous goods. This Directieplaces Counci
Directive 94/55/EC, Council Directive 96/49/EC am®buncil Directive
96/35/EC.

2008/114/EC On the identification and designation of Europeatical infrastructures and
the assessment of the need to improve their piorect

Table 18. EU Directives

45/2001 On the protection of individuals with regard to thecessing of personal
data by the Community institutions and on the frevement of such data.

2580/2001 On specific restrictive measures directed agaieghi persons and entiti
with a view to combating terrorism.

178/2002 Laying down the general principles and requiremenfs food law,
establishing the European Food Safety Authority dagling down
procedures in matters of food safety.

2320/2002 Establishing common rules in the field of civil atidbn security. Replaced i
Regulation (EC) No 300/2008 (the latter being sepm@nted by Regulatio
272/20009).

622/2003 Measures for the implementation of the common bstsindards on aviatio
security. Amended by Regulation 1546/2006 and oemlaby Regulation
820/2008. The latter replaced by regulation 1850201

1217/2003 Laying down common specifications for national kisiviation security
quality control programmes.

1486/2003 Laying down procedures for conduction Commissiagpétctions in the field
of aviation security.

725/2004 On enhancing ship and port facility security.

884/2005 Laying down procedures for conduction Commissi@péttions in the field
of maritime security.

648/2005 Amending the Community Customs Code and introdactd Authorized
Economic Operators (AEO) and 24 hours advanceicatiién.

1717/2006 Establishing an Instrument for Stability.

1781/2006 On information on the payer accompanying transféurmds.

1875/2006 Amending Regulation (EEC) No 2454/93 laying dowmysions for the

implementation of Council Regulation (EEC) No 2%®B/establishing the

Community Customs Code.

154

Table 19. EU Regulations

Reg. (EC) 1683/1995

Laying down a uniform format for visas and successimendments.

Reg. (EC) 1334/2000

Setting up a Community regime for the control opests of dual-use item
and technology.

Reg. (EC) 1030/2002

Laying down a uniform format for residence permits third country
nationals and successive amendments.

Proposal for a Council regulation amending (EC)3(88 (uniform format
for VISA) and (EC) 1030/02 (uniform format for rdence permits).

Council decision (2004/512/EC) establishing theaVieformation Systen
(VIS).

Reg. (EC) 2252/2004

On standards for security features and biometricpdssports and travs
documents issued by Member States.

14

Commission Decision C(2005) 409 on the EU — PagsBpecification
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(28.02.2005).

Commission Decision C(2006) 2909 of 28 June 200&béshing the
technical specifications on the standards for sgcfeatures and biometrics
in passports and travel documents issued by MeBitades.

Commission Decision 2006/804/EC of 23 November 28@®armonisatior
of the radio spectrum for radio frequency idenéifion (RFID) devices
operating in the ultra high frequency (UHF) band.

EU — Passport Specification. Working document (EBI)06/2006.

Reg. (EC) No 767/2008| Concerning the Visa Information System (VIS) and txchange of dat
between Member States on short stay-visas (VISa#gn).

D

Council Decision 2008/615/JHA of 23 June 2008 oe #tepping up o
cross-border co-operation, particularly in combgtierrorism and cross
border crime, incorporating in the framework of thiion important
provisions of the Prim Treaty dealing with police-aperation and
information exchange on DNA-profiles, fingerprirasd vehicle number
plates.

Commission Recommendation of 12 May 2009 on thelampntation of]
privacy and data protection principles in applicas supported by radig
frequency identification.

Reg. (EC) 444/2009 Amending Council Regulation (EC) No 2252/2004 on dtads for security
features and biometrics in passports and travelmeats issued by Membe
States.

=

Table 20. Regulations on interoperability and datstandardization
Single sided initiatives

Security initiatives without international agreertsemay have anyhow impact in other
countries as is the case of regulations to travélade with such country. The USA and
the European Union are two examples. Here we metti® most relevant initiatives.

USA initiatives

* The requirement to send airlines electronically Bessenger Name Record
(PNR) within 15 minutes of a plane taking off t@ tbHS Customs and Border
Protection’®

« The Enhance Border Security and Visa Entry Reforot 8f 2002 which
requires a machine readable passport, if issuaatéd@8’ October 2004, and a
biometric or e-passport, if issued after"26ctober 2006, to enter the USA
without visa (US-VISIT program}®.

* The 96-hour advance notification of vessel arrtedl.S. ports.

178 A similar requirement exists for sea passengers.

179 According to DHS (2009:84) US-VISIT leads the eotion, maintenance, and sharing of information,
including biometric identifiers, on foreign visirto assist in determining whether the individual
should be prohibited from entering the United Statean receive, extend, change, or adjust
immigration status; has overstayed or otherwiselatéd the terms of admission; should be
apprehended or detained for law enforcement actiomeeds special protection or attention (e.g.
refugees). US-VISIT provides identity managementd astreening services, offering diverse
capabilities, including timely biometric and bioghac matching functions to other department
stakeholders for immigration and border managenasntvell as other, federal, state, local, and
international stakeholders. The program is alsorggth with the developing of a comprehensive
biometric exit solution that will capture biometiitformation from travellers as they exit the USA.
The program was awarded to a consortium led by étcece in 2004.
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* The 24-hour rule advanced manifest rule, launche2DD2 that requires vessel
carriers to transmit such data to the CBP Automtadifest System 24-hours
before U.S.-bound cargo is loaded onto a vessefaeign port™.

* The Container Security Initiative (CSI) aimed apaction of containers in the
port of origin before delivering it to its final sénation is the United Stat&s

« The Customs-Trade Partnership Against TerrorisiTR&T)'®? and the Known
Shipper Program, a similar version of C-TPAT farcirgo.

« The DOE’s Megaports Initiative that provides foreigations with radiation
detection devices to prevent the smuggling of aleaauc weapon or a
radiological dispersion device in the United Std@80, 2008:6).

 The Security and Accountability for Every (SAFE) rPdct launched in
December 2006 is aimed at improving maritime andyaaecurity through
enhanced layered defences. A key provision of pnsgram is the Secure
Freight Initiative (SFI), a follow up of CSI andeliMegaports Initiative, aimed
at improving the current container scanning cajgglihrough radiation portal
monitors, non-intrusive imaging and optical chagacecognition.

* The Automated Commercial Environment (ACE) tradecpssing system.

EU initiatives

* The Authorised Economic Operator (AEO) is a simNarsion of USA C-
TPAT.

» The European Passenger Name Record (PNR).

Some of these initiatives do impose an importanti®o to foreign countries wanting to
trade with the USA and Europe in terms of investimdn implement measures or
transport delays (increased inspection for mercisartiat do not follow security rules).
For example, a 100% inspection of U.S. bound coetaion maritime transport will
raise about a 10% the transport cost according R&€ F2009). These measures
consequently have a negative impact on trade tiiatiffer depending of the kind of
agent.

RESUMEAND CONCLUSIONS

180 The cost of the measure was estimated in 5-1i@mijlear according to OECD (2003c:48).

81 The main goals of this initiative launched in 208@: (a) to identify high-risk containers using
automated targeting tools, (b) pre-screen and ataluontainers before they are shipped, (c) use
technology to quickly pre-screen high risk contasnend (d) use smarter, more secure containers in
order to avoid tampering. As of August 2006, CS$waerational in 44 ports in Europe, Asia, Africa,
the Middle East and America (US CBP, 2006). Thedfld the US signed an agreement on April 22,
2004 expanding customs cooperation to trade sgcurit

The goal of this programme launched in April 206920 push responsibility for cargo security onto
stakeholders in the supply chain. C-TPAT is a v@dmnprogram that shippers and carriers can enter
to assure CBP that they have put into place the dezurity practices for the packing, tracking and
distribution of all containers and goods en rootéhe US. In return shippers and carriers are réshr
through quicker processing (e.g. fast lanes) addaed probability of inspection delays (CBP, 2004).
Examples of good practices include: web enabledecasnto monitor manufacturing and the loading
of goods onto trucks; credentialed drivers witteBis¢ tracking of trucks to identify deviationsom
prescribed (and randomly selected) routes; eleictromuck locks that can raise and alarm if
improperly accessed (Willis and Ortiz, 2004). Smebasure, however, will have a different impact
between shippers, intermediaries and carriers diépgimon their current level of implemented security
measures, mainly against theft that will impacthgir competitive advantage (OECD, 2003c: 52).

182
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In this chapter the important role of governmentthe security market has been
analysed. Four main roles plays the governmentenntarket: entrepreneur, supporter
of the industry, purchaser and regulator. Goverriraatrepreneurship is less prominent
than in the defence market. It focuses in the dgment of secure documents.
Government is the main supporter of the industrgugh the awarding of different aids

where R&D aids have special relevance. Apart frame member states, the EU is
especially active in financing projects of Europemmension, nonetheless at the large
scale of the USA. Government is also a large pwehaf security products and

services this helping to create and consolidateesmarket segments.

Government is also a market regulator. On the car@dhit sets minimum security
requirements that stimulate the demand of prodardisservices as for example manned
guarding services. And, on the other hand, it setsmum quality standards of security
goods and services as for example cargo inspeddam international and European
agreements and regulations with some impact inrgg@re shown in different tables.
As it can be seen, the European Union is partibulactive in the development of
regulations, directives and standards (see alscséation of chapter Ill). All of them
have an impact on industry.

Government security initiatives may have economipact on foreign countries. They

may be unilaterally set and create a burden, mgesf higher transaction cost, that will
suffer those who have relations with such country.
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VI. MARKET STRUCTURE

This chapter analyses the structure of the secondiiket after having studied with some
detail the basic market conditions, the main markegments and the role of
government. Questions that will be addressed ayerbuand sellers; conditions with
influence on the structure like entry barriers,duct differentiation or cost advantages;
industrial concentration, and the role of imports.

The analysis of the structure is important sindays down the degree of competition
and the achievement of economies of scale; twoackenistics with impact on market
performance. An excessive concentration may weak®smpetition and facilitate, in
such a way, the misallocation of resources andss édficient market. On the other
hand, a large market share brings up some impoetarmomies related to the firm size
that may result in products and services of lowests and so a better market
performance.

As we have seen in the previous chapter the inglustated to security is of very
different nature, since the products and servitesipplies is quite diverse in methods
and technologies. Such varied industry explainsdme extent the large number of
companies in the market and the relatively indepand between market segments due
to the little synergies that exist in design, prtn or marketing methods.
Nevertheless, some general patterns emerge afttaded analysis.

BUYERSANDSELLERS

As we have seen in previous chapters the main mesgof security products are the
public administration, private organisations (mgicbmpanies), and individuals. Public
administration and operators of critical infrasttues are the ones who have more
resources to spend in security in comparison teafei organisations and individuals.
Market purchases of the public sector, as oppaseatttence, are fragmented between
the different state organisations, agencies anicalriinfrastructures operators thus
resulting in a large number of purchasing orders &usmaller value (e.g. first
responder equipment). Public administration, iriftagure operators and large
companies tend to be well-informed and sophistitétgyers that enjoy an important
bargaining power when negotiating supply contradgth the industry, anyhow not to
the extent of a monopsony.

The security industry can be sorted out in thréfemint kind of companies. The first
kind is companies whose main activity is the eq@pmmanufacturing. They have
excellent skills in some niche technologies to giesand produce state of the art
equipment in large quantities. The equipment, Uguaéry standard, is sold to
customers mainly through distributors, retailersd amstallers since it is and
intermediate product of a more complex system,eamdpthe demand too fragmented it
is not economical to sell it directly to end us@nsly for expensive products).

The second kind of companies focuses its businessistomers whose security needs
are solved supplying complete systems composedokiare of different products and

services. Core competences of these companies@estpmanagement combined with
technical expertise to understand client's needs aifer a complete system with the
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desired capabilities. They are able to define fherational concept, evaluate the system
feasibility, design and develop prototypes, integi@mponents and software, manage
the full scale production, control quality, deplagd install the system, train the user
and provide multi-year maintenance services argbime cases complementary services
like system operation. These companies have goitld sknegotiation and contracting
and are able to manage the large number of spsmilaiubcontractors and suppliers of
subsystems and components that the solution regu?empanies with the highest
capabilities are the main supplier of governmemBastructure operators and large
corporations, whereas companies with lower capadsliattend less sophisticated and
wealthy customers.

The third kind of companies is security servicegvpters. These companies are
contracted by organisations wishing to outsoureaessecurity services. They perform
specialised activities like manned guarding sesjiageration of alarm system, and
remote monitoring.

Consultancy services are also provided in this etarkspecially in the high-end
customer segment. The assessment these compamwesiepmay help to reduce
information gaps or asymmetry that security purergasnay experience. They are able
to evaluate client objectives and security requésts, write project specifications and
support the selection of integrators and vendors.

PRODUCTDIFFERENTIATION

Product differentiation reduces the price elastiof a good since it is harder to
substitute with others, avoiding in such a way acpasing decision based on price.
Differentiation isolates the product to some extéom competence allowing the
industry to demand a price premium —i.e. price abmarginal cost (Tirole, 1988:277)
— increasing in such a way sales and profits. Teaa@ompanies incur substantial R&D
and marketing costs reducing bottom line profits.

Market conditions, however, place restrictions dfecentiation. On the one hand little
diversity is possible among certain products whiflerénces have a marginal value for
the customer. In such cases firms may nonethelesk ® differentiate themselves
through other means like better services associaiethe sale such as marketing,
training, support, or after sales services. Adsaryj or aesthetics may be used also for
this purpose but the case is less relevant fos#oairity market where functionality or
performance plays a more important role.

On the other hand only few designs are selected thaugh thousands are feasible
priori. This incomplete spectrum of goods is closelyteelao the existence of fixed
costs (capital, personnel, research and developreen}, because the production of all
imaginable goods would imply a huge expense inetlvests, and the demand for most
of these products would never be sufficient to nthlkeen profitableipid.:278).

Differences are more apparent in the early stagewofequipment. However, as market
matures and some designs show a higher value tbrestomers, differences tend to
play a less relevant role whereas price and tHenheint of technical standards become
more important in the purchasing decision. Theaament of economies of scale also
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creates pressure over time for less variety anaddatdization despite distinct buyers
needs.

As has been seen in chapter 1V, security produais/prima facierelevant differences
as for example the large variety of explosive trdetectors. Such differentiation may
indicate a strong market competition, a relevatg ob product quality and performance
as well as a relative inelasticity to price. In manarket segments, it is noticeable a
trend toward the creation of products attemptingutrange competitors’ performance
and increase market share. Analysing the produtdttyathere are reasons to believe
that, being other things equal, differences teneanore frequent when development
cost are smaller (Martin, 1993:381).

Differentiation occurs also as result of the tangr process to adapt the security
solution to users’ needs. These needs translate aperational, functional or

environmental requirements (e.g. building perimepeotection) which results in

different designs. But even for a single custonweptial bidders will propose different
solutions in order to maximise the price perforneanatio of its providers within the

supply chain.

In the case of manned guarding services, diffeiehetween providers may be rather
small and competition is mainly driven by cost. @ersely, consultancy services
exhibit large differences because they are ustaillyred to user needs.

Another typical form of differentiation is based guoality dimension when customers
have relevant income differencabid..295). Such differentiation is clearly reflected in
CCTV and alarm systems when customers have ditf@mneames as is the case of large
businesses, small businesses and individuals.

ENTRYCONDITIONS

Entry conditions are another important aspect tositter since being difficult they will
restraint entry of new companies. A barrier to entray be defined as a cost of
producing which must be borne by a firm which seekenter the industry but it is not
borne by firms already in the industry (Martin, B9B74). Large barriers mean that
existing players believe they can act without feamew competition from market
entrants, and being few it may suggest that caattdgy may not be high. This may
facilitate the creation of market power that enabt®mpanies to set prices above
competition level (the more difficult it is to enta market, the more incumbefitscan
raise price above the competitive level withouticidg entry). In such a case, the force
of competition cannot be relied upon to ensurenogtimarket performance.

Entry conditions are mainly driven by the expecpedt-entry profit. Markets with a

large and growing demand will attract new invest@®$ other things being equal.

However, if there are established firms in the ratutkat enjoy relevant advantages
over new entrants, expected post-entry profit éllsmaller and incentives to enter will
not be so high. Main advantages which influenceeatry are: economies of scale,
product differentiation and absolute cost advarddiped.: 172).

183 We will call incumbents to established firms ie timarket as opposed to new entrants.
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It is not just simple these entry conditions whihy cause a barrier to entry, but rather
these conditions combined with irreversible capitcammitments (also known as
sunken costs) that will be hard to recover withiogses as for example specific assets
(e.g. machinery) hard to be reused, or failed R&BX ¢bid.:180).

Economies of scale

Economies of scale arise if average cost falls wpub rises, and may simply be a
characteristic of the technology used (Martin, 1993). Economies of high volume
production allow a cheaper good due to investmienkgrge fixed costs unaffordable to
new entrants. Often, they stem as result of legrcrves of larger production that
result in improved processes in terms of qualiyesl and resource consumption due to
an increase in manual, engineering and manageiied éTisdell and Hartley, 2008:
144). Economies of scope also arise if large fiamesable to bargain with suppliers and
obtain inputs at lower cost than small firms as éaample electronic components.
These economies are common in the case of OEMptduce standard off-the-shelf
security equipment such as CCTV cameras, card rea@€&ID tags, electronic cards,
and sensors.

Research made by Freeman (1986:101) shows thathdirap of output in the electronic
industry would result in average costs falling betw 20% and 30%. Dowdall and
Braddon (2005) even rise this value up to 66%-75%ce most security equipment is
based on electronics, it is reasonable to belipaethe security market benefit of such
economies. The large size of suppliers of this kofdequipment confirms this
hypothesis.

Economies of scale mean that large companies atersgtically favoured over small
ones that will face larger costs and fewer profitswould mean also that leading
companies may benefit against second entrantsaiiatonfront harder conditions, or
even no chance. The accumulation of a large capatiiws firms to charge a low
price, even if the price is above average and malgrice, and discourage entry, since
entrants will not earn profits (Tirole, 1988:306).

Economies of scale, however, cannot realise wheydugtion runs are extremely low
as occurs in some security markets, whose demarhasoff or small customized
batches of 12, 15 or 20 units. This is because faatwring processes cannot be fully
optimised, using for example machinery to autonpateesses and reduce labour needs,
whereas designs may be hardly reusable in new pt&din these cases, the efficiency
of design and development, rather than producptays the central role of the supply
(Hobday, 1998). These economies arise not onllgerptoduction processes, but also in
other activities if they are more effective whemrigal out at large scale such as R&D,
marketing, or the management of the supply chaiar(i, 1993:173).

Product differentiation

Buyers might have blunting preferences for esthblisbrands and for the products of
firms with established reputations. Therefore, ams would have to spend more than
incumbents, per unit of output, to reach the ficahsumer. Patents might give
incumbents temporary legal monopolies over the efséavoured products, which

would make duplication by entrants either impossibl possible only on terms of

121



WORKING PAPER 43

licenses dictated by incumbents (e.g. biometriogyygption). Established firms might
control access to major wholesale and retail aytlemplying higher per-unit
distribution costs for entrants (Martin, 1993:173).

If the current degree of differentiation enjoyed ibgumbents depends in part of past
design, advertising, and sales efforts, the costuch activities constitutes a barrier to
entry. That is to say costs that must be incuroeci¢ate a good reputation, to bear risk
of innovation, and to build a scale of operatiopprapriate to the economical servicing
of consumer demands such as the provision of magketnd technical support to
operation and maintenandbi.:174).

Product differentiation often demands in the ségumarket a permanent R&D
capacity. It requires investments abovir@shold levelvithout which it will normally
be impossible to develop new products with leadetishort enough to survive and
eventually grow (Freeman, 1986:146). These difleeenmay be safeguarded by
intellectual property rights (IPR), patents and yeaghts and hamper rivals’ entry.
However, such comfortable environment may be crechbly new competitors through
imitation*®* or through the exploitation of new and radicahteglogies.

Attaining such differentiation constitutes often arsurmountable barrier for new
entrants and small companies, which are only ablenter in some market niches
upstream of the supply chain. For example in higti4@arkets incumbents may benefit
from domain specific knowledge of systems, procedwand protocols that come only
from experience on past supplies. Moreover, demandften built on legacy
dependencies in existing supplies, and in somesdasembents may have privileged
access tanside informationabout government demand. This situation repea&snag
upstream the supply chain, where new entrantsewglerience difficulties due to lack of
reputation when they try to create links and beca@ugpliers of system integrators
(Dowdall and Braddon, 2005).

Absolute cost advantage

Incumbents enjoy absolute cost advantage overrgstifapatents or secrets gave them
control over the production processes. Incumbenthincontrol access to higher-
quality or lower-cost input suppliers. If, as sedikaly, the possibility of bankruptcy is
greater for entrants than incumbents (banks urtalid®jectively evaluate the risk), then
financial markets can be expected to impose a higbst of capital on entrants than
incumbent$®. The resulting cost advantage will be greaterriwee capital intensive
production processes are (Martin, 1993:173).

Incumbents enjoy also cost advantages in the mamageof the supply chain since
inputs and intermediate products to manufacturecarty system have a large share in

184 Martin (1994: 373) shows that strong IPR protati®a fleeting advantage. In one of the reports he
mentions that 60% of successful patented innovatwere imitated within four years of introduction.
The second report from a survey of R&D executivesctudes that only in a minority of R&D-
intensive industries were patents regarded as maguertant than secrecy, lead time, moving down
the learning curve, or sales and service efforta agay of protecting the competitive advantages
associated with new products or processes.

185 1n complex developments sufficient funds and rotiigncial support is necessary to accommodate
the extremely drawn out development and productioreframe and the inevitable gaps between
financial investments and returns (Dowdall, 2005).
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the final price, a value that often surpass the 508umbents may have a large
knowledge and experience of the supply system atalled information on capabilities

and resources scattered through the supply chainglable to combine them on a
project specific basis to achieve fundamental athges. This knowledge and

experience may help to optimize overall cost beea(s) fewer costs related to the
search of suppliers able to provide raw materialsitermediate products is needed, (b)
the choice will be better in term of products withod performance and low price, (c)
long-term agreements with suppliers may reduce séetion costs. The higher

capability of incumbents to manage an internatiosapply chain favours the

achievement of cost advantages (see footnote 67).

Sunken costs

Durability and specificity of assets, singly ordambination, give rise to sunken costs.

Sunken costs create barriers to entry becausenentnaust duplicate assets whose

opportunity cost is higher than that for incumbénnhs and because the assets have
limited scrap value which increases the risk ofyefdwing to large losses associated

with unsuccessful entry). The sunken cost charnatiteof the assets also represents a
barrier to exit for incumbent firms since the cortied assets represent non-recoverable
costs (they do not have intrinsic value to othem§). Incumbents are therefore bound

to their markets by the inability to divest (Marti993:204).

The amount of capital investment for entering ia security market represents a barrier
and explains to some extent the market structune. [&rge number and small size of
installers of security equipment in the residentierket is probably a consequence of
the limited sunken cost of entry. In effect, producan be bought from a large list of
OEMSs’ manufacturers, skills to design and instadl equipment are rather low, and the
infrastructure to supply such equipment to locatomers can be rather small.

Conversely, the short number of system integratarsbe explained by the difficulty to
manage the complexity of large projects that rexpularge investments to be enough
efficient and competitive, as can be the case aftainer inspection equipment.
Similarly, a large investment in productive asseteequired to manufacture efficiently
in terms of quality and cost. This explains thegéasize and market share of some
manufacturers. The cost and the indivisibility bkede productive assets make that
efficiency is only reached with a minimum produaticale. Hence, these costs become
a relevant barrier to entry.

Sunken costs explain that market entry is usuagerat a relatively small scale, trying
to expand over tint. It also explains that entry is likely attemptednfi neighbouring
sectors, since entry costs are smaller because aroegpshare similar technologies,
production facilities, or sales and distributiorpahilities. Such attempts can be more
likely when the demand in the new market is growany there exists some spare
development or production capabilities, and thditi@nal demand is frozen or
stagnant. Some illustrative examples found dutggsiurvey are:

e Siemens Building Technologies and Honeywell Incattltome from the
electronic and building equipment market.

18 A minimum scale to achieve an average cost abkutzessfully compete with incumbents is also
required.
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« Defence prime contractors with large experiencesystem integration are
leading large security projects such as Northropp@nan in the UK AFIS
project, or Lockheed Matrtin in the USA IAFIS system

e ICT companies like IBM or Cisco are entering in tt€TV market due to the
development of IP-cameras (Frost & Sullivan, 202534).

+ Companies with a large customer base coming froemggm telecom, banking
and insurance sectors seeking to complement thaitfopo with security
services such as EPS in France, Hafslund in Noowdritish Gas in UK (Frost
& Sullivan, 2006:2-31).

Impact of research and development in entry conditins

Research and development requires facilities susHahoratories, design offices,
computers tools, testing facilities and highly Edl personnel that constitute a relevant
fixed cost for the industry. These investmentsuyoéertain outcome and return, raise
the minimum efficiency scale, and the capital regmients, thus raising entry barriers to
newcomers. These hard conditions are softened wiheéustry benefits from the
technological advances that come from other ecoc®s®ctors, such as video cameras,
vehicles or aircraft, which require only slightrisfiormations to be integrated with other
components into a security system as for examptack transformed for demolitions
or fire extinguishing. Government may also softeese conditions when they provide
aids for this activity, a question that will be &rs&d in more detail in chapter VIII.

Labour and capital

A specific pattern regarding the intensity of laband capital in the security market is
hard to discern due to the different kind of indiest operating in it. Furthermore, no
quantitative assessment has been feasible dursguftvey. However, some patterns
can be identified for certain kind of industries.

The massive production of security equipment aedigvelopment of complex security
solutions are very demanding in capital investmeMigss production usually requires
advanced production equipment to satisfy qualigywgards and reduce the amount and
(sometimes) skills of personnel. Even multiple pdamay be needed for developing and
integrating the different components of a systehre @evelopment of complex systems
requires also sophisticated equipment for perfogmithe engineering, design,
development and test of the system, whereas commatls are needed to manage the
complex supply chain. These needs raise entrydrarinto this market. Conversely
distributors need a considerably inferior infrastame to perform its business. These
needs still decrease more for small installersectisty systems, which needs even less
infrastructure.

The development of new equipment is also a labai@nsive activity that requires the
ingenuity of sophisticated and skilled teams forrbgdscientifics, engineers, computer
programmers and other qualified personnel with higilges this raising fixed costs.
Qualification of distributors and installer persehis considerably smaller.

Companies that provide security services are furetiatly labour intensive with more

austere capital needs. Their main investments eme®wed cars for funds transport,
remote monitoring system for home alarms, persqmaltective equipment and
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communication equipment. Labour cost representartam proportion of total costs,
which includes training that is another relevanstceource in a market with high
employee turnové?’. The weight of personnel cost in the total costhef service and
the limited qualification that security personneguires help to explain the low wages
that are paid in this market segment.

MARKETCONCENTRATION

A market where the industry has a large marketesig|aconsidered positive since the
chance of realizing economies of scale is high. el@w, research in this field shows
that market concentration in most industries apptabe much higher than it needs to
be for leading firms to take advantage of all Bigih$ residual scale economies (Martin,
1994:240). Having in mind that large industrial centration can generate
diseconomies of scale and less efficiency as mtages of production are combined in
a single management since bounded rationality dihié scope of such managem&ht

it could be feasible that mergers are more duetrategiic motives than efficiency
search, in particular considering that it may tg&ars to fully integrate operations and
achieve synergies (Martin, 1994:270 and 283). Eigglirstudies of mergers also
produce negative results: they lose market shadesaffer reductions in profitability
more rapidly than similar firms that do not engagenergers (Martin, 1993:235).

The existence of many security suppliers integratéd large business groups may
endorse the idea that such concentration may bherdriy strategic considerations
rather than economies of scale. Yet, such condemrahows superior performance.
This kind of firms consists of a set of semi-autmioois operating divisions organised
on a product basis and is known as the multi-dial (M-form) structure. Williamson
(1985:283) explains that ‘this structure removes general office executives from
partisan involvement in the functional parts ansigiss operating responsibilities to the
divisions. The general office... is supported by #te estaff that has the capacity to
evaluate divisional performance. Not only...is thealgstructure altered in favour of
enterprise-wide considerations, but an improvedrmétion base permits rewards and
penalties to be assigned to divisions on a moreridigating basis, and resources can
be reallocated within from less to more productiges’. (Martin, 1993:226) resumes
saying that these business groups should be thooft#s a way of organising
transactions that are intermediate between the &nd the market. The firm can
economize on the transaction costs that it woulkhacurred if the transaction had
been done through the market, and at the sameiticaa) avoid the scale diseconomies
or control loss that would have occurred if it leegbanded internally and performed the
transaction within the firm. Tisdell and Hartleyo(B:165) confirm also this hypothesis.

As has been said in chapter II, the concentrataitem of the security market in Europe
is characterized by a low number of large compawnigis international and European
dimension and a relevant market share. It is fadldwy medium-size companies
operating at national or regional level, and adangmber of companies operating in the
residential and private companies market. Markateslhs low in many markets being

187 According to Eurostatbs_na_la_se_tble, the share of personnel costs in productidhé private
security activities is 64.36% in the EU for 2008.

188 Coase (1937) cites two reasons of decreasingnetior the entrepreneurial function: the cost of
organizing additional transactions within the firamd the failure to place the factors of production
the use where their value is greatest.
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rare a value above 20% (Frost & Sullivan, 2004:3Therefore, there are reasons to
believe that concentration is smaller than the smaoce and defence market.
Concentration, however, appears higher in cerfagtialised equipment or components
within the supply chain such as cargo screeningREB detectors, or fibres for
personal protection (Ecorys, 2009:34). The lackalbérnative suppliers helps these
companies to negotiate more favourable contracts.

Entry conditions may explain to a large extent timarket structure. Economies of
scale, product differentiation, and absolute calstaatages tend to favour large firms.
Conversely low concentration can be appreciatethamket segments where entry is
easier as is the case of distributors and instaltér security equipment for small

businesses or the residential market. Their highewledge of local market and higher
flexibility provide these companies enough competitadvantages to operate in the
fringe against larger incumbents. Start-up comaraee common place in new
technology-driven market segments such as biomsewic RFID, having the most

promising and successful a big chance of being lolong large industrial groups.

Vertical integration

The degree of vertical integration refers to theeek to which successive stages
involved in the production of a particular prodactservice are performed by different
firms. Vertical integration may respond to differereeds, such as (a) the efficiency
increase of integrating successive processes ie tamd place or economies of
information exchange; (b) the saving in transactiost when the market is not used,
such as advertising, inventory, suppliers searchtract negotiation and enforcement;
(c) the wish of suppliers in forward integratinggain access to distribution channels,
or (d) conversely firms performing backward intdgma to guarantee a dependable
source or to capture margins normally paid to sepsf-.

On the negative side, vertical integration may haweadverse impact on efficiency
since it can: (a) raise costs when external supgptan perform more cheaply due for
example to economies of large scale productiomteirimediate products when they are
produced for many customers, (b) create inflexipitiecause the relationship with the
supplying unit becomes captive and the market dabeased to find a more efficient
or innovative supplier. Vertical integration mays@lunfold anticompetitive effects
since intermediate product suppliers will have mdi#iculties to reach the end
customer (market foreclosure) and hence it wilkeagentry barriers, since rivals will
need to integrate forward themselves to ensuresadcedownstream market (Martin,
1993:69).

Patterns of vertical integration are not discemillle to the variety of the security
industry. In some cases the end product and a latgeber of their parts are

manufactured internally, whereas in others compaagsembly parts provided by first
tier suppliers. Yet, integration does not furtheart two stages of the supply chain. It is
reasonable to assume that in-house productionb&ilbreferred when its cost is below
that of outsourcing, i.e. production plus transattcost. This internal cost tends to

189 Strategic alliances, ‘teaming’ arrangements arftero(exclusive and long-term) agreements with
preferred suppliers or dealers may be seen ag aestital integration.
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increase due to the diseconomies of scale of thegeial span of controf whilst the
digital economy tends to decrease outsourcing*todtisually core capabilities are
preserved, while elements of the value chain tlsah@ require highly specific assets
are more easily outsourced (Williamson, 1979).Thalysis of Table 21 shows that
many mergers and acquisitions do result in vertrdaigration which is mainly aimed at
reaching better consumers or internalising specdigabilities considered essential for
business, avoiding in such a way hold-up problenassapply disruptions.

Conglomerates

The suppliers of security equipment in Europe dtenodivisions of large diversified
conglomerates whose core business is rather unifbhmee main reasons explain this
structure. The first is the ability of these comglrates to capture integration economies
(economies of scope) associated with the simuliaesopply of inputs common to a
number of production processes geared to distim@l ffirms’ products (Martin,
1994:279) such as know-how, specialised indivisibdysical assets, and
complementarities in production or existing teclogigs. These synergies seem so far
high enough to offset the cost of coordination, poamise, and inflexibility of business
strategies for jointly serving different market semts with shared activiti€%. The
second reason could be the small size of the s$gcwarket and the possibility of
market fluctuations. As Martin (1993:250) remindarkets for the goods and services
of specialised assets are likely to be thin ang ibften cost effective for a firm to
diversify across sectors in which the assets camtiieed, this providing a kind of
insurance against demand changes. The third isctmeept of M-firm, already
commented. Such internal structure facilitates gyir8 and cross-subsidisation of
activities that may be important in the early stagkthe life-cycle of a product.

As could be expected, due to the nature of mostrggcproducts whose core

technologies are electronics, information and comgation, these divisions are part of
large conglomerates involved in electronic and wefe but also to safety,

environmental protection, industrial control, burnigl management, and ICT. This is the
case of companies like Tyco, Honeywell, SiemenscBpSmith Detection or General
Electric.

Joint ventures

Joint venturesand consortia, which can be seen as some sorantitipor temporal

merge, are another figure used to create the industructure that large security
projects require (e.g. UK IDENT1, Spanish SIVE).isTkind of structure is quite
common in research projects such as those finatged’he European Research
Framework Programme, which mainly finances conaoftirmed by companies of
different member states.

190 This result in a control loss: signals are digdrin transmission from corporate headquarterfigo t
shop floor; supervisors are less effective in mamig performance the farther removed they are from
the level at which productive work takes place (fifar1993:214).

191 As for example CAD design, flexible manufacturidgta communications or electronic commerce.

192 Flexible manufacturing technology may facilitate tproduction of different product varieties in the
same facility.
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Main motives for the formation of joint venturega(a) taking advantage of economies
of scale; (b) diversifying risk across members; egrcoming entry barriers into new

markets; (d) pooling complementary bits of knowlkedand achieve synergies; (e)
allaying xenophobic reactions when entering a tpranarket (Martin, 1993: 256 and

Ecorys, 2009:22#%3 All these reasons tend to raise efficiency.

However, Joint venturesand consortia may stifle competition when two cetiny
companies decide to form a single consortium fddinig to a supply contract, which
may have effects very much likely tacit collusidviaftin, 1993:235). R&D consortia
may slow down the innovation pace (fewer reseatuleanls), but enhance social
welfare since fewer resources are invested andtseste available to their members
that may compete later on in the post-innovationrketa (bid.:376). Consortia,
however, may not be exempt of rigidities, due te #x-ante distribution of work
between members, which may favour inefficiency (leégr 1995:475).

IMPORTS

The capability to import products may play an intpot role in the market limiting the

ability of domestic firms to wield control over pe. The existence of foreign

competitors with better products may overrun theketawhen quality or price of

domestic manufacturers is not competitive. As weehseen in geographic markets in
chapter 11, customers of member states may ppafithasing security equipment from
other member states or countries outside the Earofnion. Yet, national security

product regulations may put at disadvantage forgigmducts. Furthermore foreign
bidders may be unfavoured in public procuremeninsggproposals that offer a large
work-share to national companies especially incéee of large projects.

Imports of security focus onto two kinds of producthe first kind is first-class systems
usually bought from U.S., Japan, Israel or otheilopean countries. A large number of
examples can be given such as X-ray equipmentdimopal inspection (L-3), explosive
detection devices (GE), video surveillance cam@Pamasonic, etc.), security software
(Trend Micro, Check-Point Software Technologies) OUAVs. These non-EU
companies often have commercial offices and otffeastructures within the European
Union to better sell their products.

The second kind of equipment imported by Europallggompetes on cost rather than
brand quality. They usually come from countries likaiwan, Korea, or China. They
are fundamentally video surveillance equipmentiatrdision detection components for
residential or small business security. These comegaattain competitive advantages in
price mainly due to limited research effort (based licenses or copies of mature
products), low labour costs, and economies of largeuction to supply world markets
(Freeman, 1886: 179). This is also the case of BdRrideo surveillance that is being
produced in Eastern Europe (Frost & Sullivan, 20838). This capability is attracting
some European companies specialised in securitypaoemts, mainly for intrusion
detection, to outsource their production to thesentries (Frost & Sullivan, 2006:1-4).

193 An example of this kind of joint venture is thepply of a TETRA network to the Guanzhou
municipal government awarded to EADS and CETC-7. L{€hina Electronic Science and
Technology Group Corporation No. 7 Research Irsfjtu
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As a final remark, it has to be said that unspec@imponents that are part of the supply
chain of security equipment, such as computersreess, are often imported.

RESUMEAND CONCLUSIONS

This chapter has analysed the structure of therisgcnarket. While a general pattern
cannot be established due to the diversity of tidustry, some driving forces and
characteristics of the structure has been described

As opposed to defence the security market shovesge Inumber of companies with
lower concentration levels, both from the demand e supply side. Companies with
a large market share (monopolies or duopolies) apjyear in a short number of cases.
Instead, markets prevail where few companies t@ydihve a large market share. The
main reasons that explain the market structure bdess) identified being especially
relevant entry conditions. The main entry condsi@are economies of scale, product
differentiation, cost advantages, and sunken dd®ty are the main reasons that impede
the entry and the formation of market with a langenber of suppliers. Yet economies
of scale seem not so large to talk about a mafaiacterised by natural monopolies.

The different forms of industrial concentrationtims market like vertical integration,
conglomerates, joint ventures and consortia haee bealysed describing their positive
and negative effects. Concentration as can be &gbéx higher when entry barriers are
important. Suppliers are often conglomerates (Mhsy. Vertical integration of the
different stages of the supply chain does not shaslear pattern. This may be due to
the varied reasons that may make in-house or owisgLthe most economic option.

A special attention is devoted to the role of intpceis a mechanism that improves
market competition. More sophisticated productsdtem come from USA and Japan,
whereas simpler and more mature products come frasgent economies like China,
Taiwan or Korea.

As a final conclusion, it can be said that the sécunarket structure gives margin to
competition. Yet, product differences and internaggliproviders with few competitors
may facilitate the creation of some power with deptial negative impact on the
market. Whereas a low number of suppliers may eriome markets, competition
however may be rather fieré& In other areas, such as distributors and inssalié
security equipment, suppliers could be considenetessive since their small size
impedes the achievement of economies of scale. dwykthe derivation of more solid
conclusions requires a deeper analysis and suggrestea of future research.

19 A confirmation of this fact is the considerableiation in market share with the passage of tina th
can be observed in Frost & Sullivan security industports.
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VIl. MARKET CONDUCT

This chapter analyses the conduct of the securdtystry. It attempts to investigate the
behaviour of companies and determine whether itahpssitive or negative impact on
market performance. Pricing, product strategy, aretgers and acquisitions are the
main areas that will be analysed.

According to Martin (1994:258), it can be thoughtthout fear of incurring in error,
that behaviour of firms is mainly aimed at maximgisome combination of profits,
growth and size, being over the long-run, profitximazation probably the best single
explanation of firm behaviour. Profit-maximizatiirms in an oligopolistic market will
engage in strategic behaviour —i.e. the investnéntesources for the purpose of
limiting rivals’ choices (Martin, 1993:46)— to adgeiand maintain some market power,
provided that the expected profit to be gained fewoh behaviour exceeds its cost (this
cost depending of competition policy) (Martin, 195238).

Admittedly, strategic behaviour is strongly limitedy Treaty rules that forbid
agreements and concerted practices with the aimastficting or distorting competition
such as price fixing, market sharing, cartel anddpction quota, discriminating
commercial policies, or restraints to the free nmget of goods, services, capital and
technology (articles 101-106 of the TFEU). Yet, vae will see, within this legal
framework, there are noticeable opportunities tgagie in some form of strategic
behaviour.

PRICINGBEHAVIOUR

Pricing behaviour is influenced by the market dtiee In markets where there are
many sellers and buyers the chance to raise palo@ge marginal cost are smaller than
in markets where concentration is high, there ateyebarrier to newcomers, products
are imperfect substitutes of each other, and demanuhelastic. While collusion
agreements are forbidden by competition laws, taciimplicit collusion may appear
more easily where suppliers are few and pricesbeaagreed without direct contact. In
addition, companies may use predatory or exclusyopaactices such as temporary
price reductions to deter or crowd out the markiett@mpetitors. Finally, vertical
restraints, such as minimum price, can be appliedrwsecurity products are sold in
retail markets.

Competition

Many security products are sold in markets wheeeniimber of sellers and buyers are
large enough to assure an independent and compebghaviour which may even
increase with the presence of foreign suppliersd&ets features and prices are largely
publicized, a reasonable number of substitutest,esisd customers have enough
information to make a proper choice. This situaiiopedes that companies exert some
kind of market power, since increases in produatepwill be immediately responded
with a demand fall.

Nevertheless, there are cases where competitionbmagstricted. The first is within
the supply chain, where vertical integration orleswe deals may close markets to
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firms downstream the supply chain and become acsonir anticompetitive behaviour
that may result in some market power. This mayheecase of complex supplies where
companies offering intermediate products could k&ueled from the supply chain, if
competition is not used to choose partners.

The second case is when governments, large infcastes operators and large
companies purchase complex security solutions wbetg a few or even a single
supplier may exist. In such a case, situationsilatdsal monopoly may easily appear
where the bargaining power of each side will dedde final price. But due to
asymmetry of information that both sides manag&tuation of adverse selection may
appear since suppliers may have a better knowlamfgeost, risks and system
performance and the novel system may not be weltiBpd (Laffont and Tirole,
1993:10). This implies that market allocations neil/to be ex-post efficient (Spulber,
1989: 62). Efficiency may also be jeopardised whevernments force the participation
of non-competitive national industry within the gplp chain in international public
procurement.

The last case is buying additional products orisesvrelated to security equipment
already purchased, such as for example maintenancggrade, that are tied to the
original supplier (no alternative supplier existBhis again facilitates the development
of market power.

Collusion

Incentives to tacitly collude —and set a price a&baowarginal cost— may appear in
concentrated markets, where products and servieegoasome extent standardised
sharing a similar cost structure and where bartierentry are high. Tactics such as
price signalling, price leadership or pricing ruleay be used for this purpose (Martin,
1994:156).

Yet, this practice requires the coordination ofesslthat is difficult to achieve when
they are heterogeneous or follow very diverse exjiat as for example when they
compete for a fundamental cost or quality advantagget ahead of their competitors.
In such cases, the chance of adhering to suchiggantly be small. This is a common
case for many security products and solutionslérgely differ in performance and cost
structure. This practice to be successful requinggh entry barriers. Otherwise
companies that easily enter the market will chaiethe collusive agreement. The case
of manned guarding services firms or installerdhofisehold security systems where
these barriers may be not too high suggest a pealtird to be followed.

The use of open bidding for acquisition of secueitpuipment used in high-end markets
like government and large companies discourage® a#xit collusion since
opportunities to enter the market are sporadic, gf@mium (e.g. a large multiyear
contract) is high, and the auction type method ordwards a single company.
Moreover, since information about price cuts maysbenewhat hidden or delayed,
retaliation is less costly and tacit collusion iarder to sustain (Tirole, 1988:241).
Collusion may only appear when consortia are cceatgh the aim of reducing the
number of bidders.

Predatory and exclusionary practices
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Predatory pricing is aimed at eliminating compesitand increase market share through
price reductions. While this practice may be bamaifito the customer in the short term,
it may be detrimental in the long run when it crewout the market of rivals and
reduces the number of available choices. This eackequires some kind of entry
barriers to be profitable. However, predation isdh® ascertain, price reductions may
be attribute to other, more innocent, consideratisuch as fluctuations in demand or
cost, or a normal reaction to a decline in thedwgsli demand curve due to market entry
(Tirole, 1988:374).

One form of predation may occur if consumers incosts in switching suppliers. In
such case, incumbents may find it profitable toaexp sales, as a way of attracting
consumers (who are latéwcked-inby switching costs) and tying them to his brand,
leaving fewer customers available for potentialrams and making entry more
difficult. This involves some sacrifice of shortnryprofit, a strategic investment in
customer base (Martin, 1993:72). Whereas, them c¢hance of this practice, as for
example home alarm systems, no practical examglé&an found during the survey.

Predatory pricing may occur when only a short nundfdirms receive state aids. The
worst scenario could be when disproportionate aids improperly used to cross-
subsidise general activities of the company th#italtow it to set prices below the ones
competitors could offer. However, R&D aids, evepribperly granted, may nonetheless
provide knowledge and experience which provide igustry with absolute cost
advantages over non-awarded competitors. Only@almagase analysis could lay down
whether firms conduct follows this practice.

Some kind of predation may occur, especially inlijgytrocurement, when companies
offer products with overstated performance and oradeed costs. Companies may
prefer to incur in some risks when they foreseegiterm gains after gaining a
monopolistic position once awarded. Such company reeover these potential losses
by means of engineering change proposals, systgmadgs and future production and
maintenance contracts where the bargaining may bee rhalanced. This may be
particularly true in the case of complex produtiat tentail considerable development
and integration, and where the cost of substitutiveg supplier, due to large incurred
costs, is too high to become a credible alternafeeh practice is well known in large
programmes in particular in the field of defenceafdhall and Meckling, 1962).This
overoptimism may be the outcome of the large uagdres of such programmes that
cannot always be anticipated in the initial propobBwever, since firm’s optimism
will be financed by the government, penalties foxderestimation may be absent
(Tisdell and Hartley, 2008:384).

Non-price exclusionary behaviour may occur in thsecof setting standards when firms
are able to influence standardisation bodies basgaroprietary technologies subject to
some form of intellectual proprietary rights aghe case of Savi e-seals. This case is
closely related to what it is known as predatompowation, where incumbents enjoying
market power define or change product interfaceimgaincompatible the accessories
developed by independent manufacturers for theoduct (Martin, 1994:484). This is
a well known practice in the field of informationdacommunication systems. Frost &
Sullivan (2008d:46) report similar practices in #exurity market. This is the case of
companies like Siemens and Honeywell that do py@f@prietary systems and protocols
incompatible with the products of other supplidrsthis way, they force end users to
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rely on a single provider for the whole range dftsyns and the associated services they
might need, instead of using open products (e.gbaked) that are more easily
integrated in an IT network. Such behaviour mayrmge related to companies with a
superior overall package in terms of product offgyiinstalled base or reputation (Katz
and Shapiro, 2004). Nevertheless, this may be g-term self-defeating strategy in a
market that rewards open systems and interopdsabilhis explains the preference of
new entrants to use a more open approach and béoefi network effects. This is the
case of Open Access Alliance Program launched logll@ UTC company) to partner
with software developers and hardware manufactuoerthe Open Platform Integration
Software XProtect of the Danish Milestone company.

A last form of predation is the industry conductugml towards achieving long term
service contracts with the aim to increase custdoalty and exclude rivals from the
market. For example public/private partnership tfee supply of certain services like
operation, maintenance, or guarding may vest thasegjic behaviour.

Vertical restraints

Vertical restraints are conditions set by supplterdistributors that limit their conduct.
The most common restraints are: (a) a minimumIrptaie; (b) to sell only in a certain
territory or from a certain location; or (c) tolsslminimum quantity over a given period
of time. According to (Martin, 1993:326) recent wan this behaviour suggests that
vertical restraints may serve to certify producalgy, may serve to induce retailers to
carry a greater range of services, or may be aorsspto uncertainty. As a conclusion,
it can be said that vertical restraints may notagkvhave an efficiency motive, nor are
always a support for market powdsid.:350).

Such restraints may be applied by manufacturerthdéosale of their products made
through distributors. These practices are in gerferaidden by article 101 and 102 of
the TFEU in order to preserve market competitiokerptions are only granted when
they do not restrict competition or their benefastweigh any anti-competitive
effects®®. A consultation to DG Competition cases databaseniot found any sanction
on vertical restraint on the security industry.

PRODUCTSTRATEGY

Product strategy is mainly aimed at increasingiitgjueness as solid as possible from
imitation. This uniqueness will attract buyers’ fgrences and loyalty thus weakening
price competition and commanding a premium (monepo) price. Such strategy may
raise barriers to new entrants and eventually pepgbme market power. It includes the
development or enhancement of products’ performancequality, the creation of new
brands to crowd the product space, advertising,thadpromotion or the adhesion to
new standards. Non-price competition is likely te important in an oligopolistic
market, since it is less risky than initiate a enear (Tisdell and Hartley, 2008:226).

All these methods are common place in the securdystry, but the achievement of
product differences grounded on features and peence able to improve deterrence
or lessen inconvenience is probably the most relevehey are achieved, as we have

19 See also SEC (2010) 411 on EU on guidelines otidaRestraints.
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seen in previous chapters, through the use of rbé&ttghnologies. The number of
varieties will depend, however, on the sunken cesided to produce a new variety
(Martin, 1994:335).

When differences are not easily ascertained, sgioélvalue such as reputation,
installed base, or large market share may be anatwit to the purchaser of security.
Such indicators tend to favour incumbents.

Economic theory predicts that firms with market povare likely to invest too much
from a social point of view in product differeni@mi (Martin, 1994: chapter 8; Tirole,
1988:282). While this may be a potential risk, aitial assessment suggests that
product differentiation in security is often reldtéo the different user needs and
budgets, thus favouring the creation of profitableket niches.

Research, development and innovation

Research and development is essential to achiéfesedfitiated products more fitted to
customer needs or less expensive, as for examplguwer tomography to detect
explosives and drugs inside travelling baggagescé&sful R&D will help to obtain

technology leadership and innovate faster than etitops offering more attractive

products in the market. This provides companieshwan important temporary
advantage until imitators begin to deliver simifaoducts. R&D may unfold new or
improved production process favouring more masaivé cheaper production able to
feed a large customer base as for example smald calRFID tags. R&D is a desirable
market feature with a positive impact on market fgrenance. It may have

consequences on market structure propelling sulttdisss to the forefront.

It can be said that the security sector is a madedralarge investor in research and
development in many market segments as can belsedime large number of new
products that are yearly launched into the markieis is because innovative and better
products and services which improve security aigels rewarded by customers. Prime
contractors, value added resellers and equipmentifacturers are the main investors,
whilst distributors and installers are less invdlwe this activity. Innovation in security
services is, however, less visible and no pracégamples have been found.

The research and development process

Security systems are usually engineering intengreelucts that require the integration
of different technologies and intermediate productachieve the desired performance.
Technologies may be obtained from other marketosgctbut they often require
significant developments to adequate them to sgcngeds. Certain products require
sophisticated technology research, which usualdaghe support of universities and
research centres to exploit basic scientific knogée like a sensor or a CB agent
antidoté®. Advances are only achievable by means of muttigismary teams able to
amass enough know-how, expertise and synérgiéghe formation of R&D consortia
is a way to build up such teams as well as to stieréarge cost and risk associated to

19 Usually being this research cost not the largestesof the total development cost.

197 For example, biological detection equipment reggiicross-cutting, interdisciplinary science such as
microbiology, cell biology, biophysics, electroniasaterial science, microfabrication, microfluidics
and bioinformatics/statistics (NRC, 2002:72).
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this activity. Such consortia are usually led lngé&acompanies that integrate companies
with niche expertise, research university departsientheir spin-off companies.

The process initiates establishing a system conebphce the desired product can be
defined. This definition will be translated intcsat of requirements that will guide the
design and development phase. Once a basic desigrfalded, an exhaustive test and
evaluation phase starts. The chance to become ssfictéhe first time, even with a
clear view of users’ needs and design optionspws dnd the process iterates through
design changes and improvements until performanffsete current systems’
capabilities. Whereas a systemic approach is appdie¢he whole process trial and error
methods predominate. Failure rate is high and mamyotypes never pass to the
production stage. Successful prototypes still wded further developments to achieve
efficient production methods. These methods mayude new materials, design
changes, new tools or new technologies able toceegwice until the product can be
accepted by the market as for example printed Fhin Transistor Circuits for chipless
RFID tags (EU, 2008:79). According to (Freeman, &283) the whole process may
take years to mature for very disruptive productd the gestation process —akin to
animal reproduction— cannot be artificially shoddreasily.

In a nutshell, research and development is an émhigr risky, uncertain and wasteful
activity. The reasons behind have been deeply sedlyn the literature. Raet al.
(2007:72) argue that systems requirements andfgadicins are inherently incomplete
and may include ambiguous and contradictory feattinat, even worse, may change
over time. Therefore considerable efforts are neéddeunderstand the entire and non-
trivial system in its ultimate form before the st can be successfully developed.
System designers need experience to understandmipkcations of their design
choices. But this experience can only be gainednlking mistakes, learning from
them, and having a mechanism to modify and evolygtesns over time as the
understanding of both user and designer grows ance@uirements and technology
evolve.

In his paper, Hobday (1998) analyses the complefitihis activity especially in large
and advanced projects where a large number of letéders are involved. One of the
main problems is that the development of theseesystrequires coordination and
collaboration based on non-market mechanisms toessc It requires multi-firnex-
ante agreements on complex technological tasks, thrauigithe stages of design,
development and manufacture. The coordination gaequires mechanism for
communicating design and architectural knowledge fan dealing with feedback from
users and other stakeholders since small changaseipart of the system can lead to
large changes in others. The quantity and compleXialternative system architectures
pose significant coordination problems for supglieespecially when the different
stakeholders have to agrex-ante on the path of innovation such as regulators
imposing the use of certain standards. Presumdidy)arger the number of tailored
components and subsystems, the more difficult tbleitectural choices will tend to be.
In this environment, focusing devices are needeccdpe with the combinatorial
explosion, i.e. the large number of alternativeigtegaths for firms to make any
realistic estimate of how to proceed. In the degwelent of complex products the
problem of narrowing the design choice can be dagnespecially under conditions of
rapid technological change, unclear user requirésneand multiple customised
components. The organisational and managerial @tplof these projects favour

135



WORKING PAPER 43

large companies that profit of the synergies ofellgying similar projects and the
accumulated knowledge to master these processdb@ndsks.

Leader innovators, defensive innovators and imigato

Innovation in the security market means that thevigal and growth of companies
depend upon their capacity to adapt to the raptbnging external environment or to
change it. Within these limits, the firm has a mmd options and alternative strategies.
It can use its resources and scientific and teehrsgills in a variety of different
combinations. It can give greater or lesser weigt short-term or long-term
considerations. It can form alliances of variousdsi. It can license innovations made
elsewhere. It can attempt market and technologicedcasting. It can attempt to
develop a variety of new products and processdssawn. It can modify science and
technology to a small extent, but it cannot predicturately the outcome of its own
innovative efforts on those of its competitors, teat the hazards and risks which it
faces if it attempts any major change are very tgreeeeman (1986: chapter 8)
distinguishes three sort of strategies related niwovation: leader, defensive, and
imitators.

A firm wishing to be ahead in the introduction of@w product or process must have a
very strong problem-solving capacity in designibgilding and testing prototypes and

production plants. The innovating firm may havebtar the brunt of this educational

and training effort (still the new knowledge notsdized). In these firms the generation

and processing of information occupy a high praparof the labour force, but these

activities are the life-blood of tr@fensivannovative firm.

First movers may enjoy of important advantages wherproduct succeeds, especially
if imitators cannot regain easily and quickly mdrkbare. Strategic behaviour of first
movers will focus on slowing down and delaying thi#usion of its technology through
appropriate patenting and other protective measir@sore clever conduct may be the
licensing of the owned technology to third parti@s;reasing the chance that the
product becomes an industrial standard when netwtidcts are relevant. The large
security investment in the United States makes firgitmovers often come from this
country.

The defensivennovator does not wish to be the first, but reittloes she or he wish to
be left behind by the tide of technological chande.may not wish to incur the heavy
risks of being the first to innovate and may ima&gihat he can profit from mistakes of
early innovators and from their opening up of tharket. Defensive R&D is probably
typical of most oligopolistic markets and is clgskhked to product differentiation. For
the oligopolistic, defensive R&D is a form of inance enabling the firm to react and
adapt to the technical changes introduced by cdtopetThe defensive innovator must
be capable at least of catching up with the gafmegtiof leap-frogging The defensive
innovator can wait until it sees how the markegjaéng to develop and what mistakes
the pioneer make (e.g. profiting of opportunitidsimproving design or production
techniques), but they dare not to wait too longhmy may miss the boat altogether.
This innovation strategy has been particularly abtaristic of European security firms
in many market segments, but not in all as for gdaramart cards.
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The third conduct is imitative and dependant stria in which companies are content
to follow way behind the leaders in establishedbetogies, often a long way behind.
At least, they would like to differentiate their golucts by minor technical
improvements. Imitators may enjoy advantages inaganal efficiency and in much
lower overhead costs, arising from the fact thattdo not need to spend heavily on
R&D, patents, training, and technical services,ohhlbom so large for the innovation
firm. Unless themitators enjoy significant market protection or priviledeey must rely
on lower unit costs of production to make headvwargpduction engineering and design
are two technical functions in which the imitatoraist be strong. This pattern of
conduct is seen in many foreign suppliers of ségcuequipment and components
coming from Eastern Asia (Frost & Sullivan, 20063@5%and 2004:7-41).

Incentives and restraints to invest in R&D

Market conduct on R&D depends on incentives thaustry finds for expending

resources in this activity that are basically dnidey expected benefits. Hence if this
activity is expensive and uncertain, market demankbw, and the innovation is not
applicable in other economic sectors innovativedpobs and services will slowly

unfold. Investment in R&D is also related to markétucture being some empirical
support that there is greater investment in moreceotrated industries. This may be
due to advantages of large size, a large markeé sless chance than competitors will
appropriate the revenue that flows from successfdvatiort®®, or some market power

because in all these cases the chance of earmgegpeofits will become an incentive to
finance risky R&D programs (Martin, 1993:38%) This issue will be analysed in more
detail in the next chapter.

Marketing and advertising

Marketing and advertising convey information on darct quality or performance
reducing search cost of consumers and helping tbemake better choices. They stifle
product differentiation associated with a lack oformation and encourage the
production of high quality goods. By so doing, thfegter competition and market
efficiency (Tirole, 1988:108). However, these atis may also enclose strategic
behaviour when they are aimed at artificially irasiag product differentiation, create
market power and deter entry or induce exit of cetmgrs. In sum, impact of these
practices in imperfect markets is complex (Tisdelll Hartley, 2008:236).

Advertising

Advertising is a method of differentiating, in tbges of the consumer, the products of
one firm from those of competitors. It is a methofl reducing the scope and
effectiveness of price-competition by attachingt@rsy element of goodwill to each
firm (Martin, 1993:136). Advertising may be useddigter entry if for some reason it is
less effective or more costly for an entrant thanircumbent. Higher costs for the

19 patents and IPR rights may help to solve this lprabbecause they may provide some monopolistic
power to leading firms. This explains the insisgen€ organizations like EOS (2009:24) on this issue
On the limitation of this method see footnote 184.

199 This corresponds to the Schumpeterian view theiegpought to be willing to accept static market
power for the desirable technological market pentomce that it brings
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entrant than for the incumbent, creates the pdggitof limit pricing and entry
deterrenceilfid.:141).

Advertising in the security industry does not peagentral role as other markets where
sales campaigns based on television, radio or jaressssential due to the sensitivity of
demand to advertising and little product diversitiiis advertising aims for making the
consumer familiar with the brand nafffe Only the advertising of security products for
individual or residential markets may play a moreminent role (e.g. Securitas Direct).
In general, security goods and services are segubds, i.e. goods whose
characteristics can be explicitly described, andcbecustomers are less swayed by
advertising. In particular, large companies andRbblic Administration usually have a
good knowledge of products and services endoweld igh levels of technological
competence. Customers will value also other atiebuike market share or installed
base; reputation of product quality, and past perémce in the provision of security
solutions.

Advertising is mainly made by means of promotidmachures, web pages, specialized
magazines and tradeshows; and for sophisticategregat presenting scientific results
in congresses as a mean to increase reputatiosunn advertising in this sector is
moderately used and is more oriented to informarusts. Hence the resource waste
and impact on product price can be consideredvelgatiow.

Marketing

Small industrial and residential markets also deinselling activities to convince the
customer of the goodness of a propdsalThese activities tend to increase for large
purchases where the security solution will be tadoto user needs. Pre-sales activities,
before a request for proposal is issued, as welthaselaboration of impeccable
proposals may be essential to demonstrate thabitlter is able to produce what the
customer needs and attain the best value for mdnegquires specialised departments
or teams that invest considerable efforts on thisvi#y, where large incumbents may
enjoy advantages.

Rent seekint}? as a special kind of marketing

Government action needs enough knowledge and iafitomto make sound decisions
to increase security of citizens, from establishiegv regulations to selecting the best
alternative to solve a security need. When sucioragienerates appropriable rents, it
can be expected a wasteful industry allocationesburces to supply information to
influence the government outcome (Spulber, 1989:82)he limit, competition will
drive information production to the point wherevate expenditures equal publicly
created rentsil§id.:83). Since firms will not account the negative ezntility of this
behaviour on other firms, investment in this atyivhay be excessive from the social
point of view.

20 The advertiser does not convey information, bakseo establish, by repetition a brand identity.

291 Free trials and money-back guarantees may be dgarpthis kind of strategies.

292 This term can be defined as ‘the expenditure afcse resources to capture an artificially created
transfer’ (Spulber, 1989:82).
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When government has knowledge shortfalls, industay behave strategically and
provide biased information with a negative effect market through the wasteful
misallocation of resources in developing non-optiswution$® that do not enhance
security, this becoming a source of poor markefioperance.

The industry interest in increasing revenues anaofitpr may work together with
bureaucracy maximizing interests to promote secpribigrammes whose utility may be
questionable when compared with other societal :\ektds a well proven fact that
bureaucracies aim to maximize their budget as a twaincrease their power and
influence. In their analysis, they may easily degesm reality, overestimating the
benefits and underestimating the cost of theirgsretl policies. In these cases, cost
considerations or informed prudence may not playdhe role in the decision process,
whereas biased threat and consequences assesshweinése dangers may be
exaggerated and fears exacerbated—, groundlessotegly capability to get rid of
insecurity, and undervalued costs and risks of lopweg and deploying the foreseen
solution may play the main role. Such conduct mayrtore common than expected as
can be seen in many failed pilot projects descriec¢hapter IV as for example
biometric solutions, Pulsed Fast Neutron Analyse®FID tagging systems.

Such behaviour may find a strong ally in the sogiups economically involved in

security production since large expenditures mearnenactivity, more income, large

facilities, more employees, and more profits. Asresult, a budget-maximizing

bureaucracy would be inefficient, allocating exoessresources to security and
providing too large output. These social groups nieyeby benefit at the expense of
the whole community.

The industry may underpin this behaviour when ibvpdes pseudo-rationalistic
methods instead of objective assessment with thre tai influence in the resource
allocation decision (Freeman, 1986:190). The prabls that technological fashions
and preferences of industrial designers could capgtureaucrats will over society and
citizens wishes. These methods may succeed inibgiftteferences in an environment
of bounded rationality and asymmetric informatiohene not all information is known
or taken into account by the decision maker. If thdustry is able to produce
persuasive information or convincing testimony that not balanced with the
competitive supply of information by individuals opposing views, there could be a
chance of an inadequate decision making with arr@dvimpact for the whole society
(Spulber, 1989:85}* Only the political mechanism —through adequatélipity,
transparency and (parliamentary) debate where eowailing views and arguments
may be pondered about facts, values and uncedsintis able to reach consensus and
restore the citizen sovereignty which the markethmaism can no longer assure. Only
in such case, it can be assured, without serioustddhat government decisions

203 Steward and Mueller (2009) and Mueller (2009) pap@esent examples of non-optimal security
investments where costs are hot commensurate eftafts.

24 The report of the Group of Personalities (2004t trequested an annual EU budget on security
research of €1 billion to equate USA estimated esjiare may be a paradigmatic example. White
paper of associations can be a vehicle to provide testimony, as for example the European
Organisation of Security (EOS) documertiorities for a future European Security Framework
(2009). On the large influence of industry in sgjtithe agenda of the European Security Research
Program see Hayes (2009).
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represent the preferred position for the electoratel hence a social welfare
maximunt®>.

Bundling

Bundling, i.e. the sale of two or more productsetbgr is a method to increase brand
fidelity. This practice is used in the security ketras for example a stand-alone DVR
integrated with a monitor for video surveillance;tbe embedding of security software
in new PC like Symantec, or McAfee (IDC, 2009:3pwever, bundling in security is
usually associated with some sort of integratiotwben the different products, where
end-users benefit from higher performance and bpttee. This trend is reinforced by
the appeal of buyers that want the convenienceneffom taking full responsibility of
the security solution (one stop shop) since it ceduhe transaction cost of purchasers
in terms of supervising just one contractor. Thppeal is very common as for example
the area of buildings’ security where the accesgrof the fire system, the intrusion
detection, and other monitoring systems are intedreo offer an effective and seamless
solution to the end user. Such a bundling mainlyp@as system integrators and value
added resellers.

Bundling has important strategic effects and mdgwala firm to use the leverage
provided by its power in one market to foreclosethar market (Tirole, 1988:335).
Bundling may allow cross-subsidization betweenedéht products and services as a
market strategy. This may be a common case in e¢barisy market when contracts
include the supply of a system together with threvsion of operation and maintenance
service$®. For instance, home alarm equipment may be offévech low price or
leased, when a long term remote surveillance secantract is signed (see EU merger
4986).

Unbundling trends may however emerge as industojves and matures. The increase
of the market size and the development of stanslddproducts that share a common
interface (e.g. IP-based cameras and sensors) fitay sophisticated end users to
replace system components and equipment with pteduat manufactured by the
original supplier.

CONTRACT EXECUTION

Many transactions in the security market are complgerations which involve large

duration contracts. The conduct of industry inékecution of these contracts is another
area with impact on market performance. This isabee contracts are incomplete and
hard to enforce. This raises a variation of thesitamoral hazard economic problem,
known as the principal-agent where one party, dalle agent (the industry) acts on
behalf of another party called the principal (theghaser). In this context the agent has
more (private) information about his or her actionsntentions that the principal does,

because the principal cannot perfectly monitoragent (plans, milestones, review and
audits imperfectly monitoring agent conduct). Irclswa case, the agent may have an
incentive to behave opportunistically (i.e. seeksedf-interest through manipulation of

25 However, the creation of citizen’s groups able wdeld countervailing views may be
disproportionately expensive in comparison withusttlial groups (Tisdell and Hartley, 2008:117).

2% Rivals would then have to set up their own serdepartment to come into the market increasing the
cost of entry and expansion.
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information or misrepresentation of intentions) fudly honouring the contract (Martin,
1993:212).

Service contracts are certainly subject to thisbleo®’, but this negative behaviour
may unfold in the development of systems wherestfstem is defined on paper, prices
are estimated on budgets and uncertainty regattimglesired outcome is higf In
such a case, the allocation of technical and fimhmesources may misfire and may
result in overcosts, delays, underperformance amth eomplete failure. Three main
types of contracts are used in order to manage lfalzhce) risk between the purchaser
and the supplier: fixed price, a target cost femeimive; or cost plus contract. The first
and second case implies a tough budget constiaice the company will have to pay
from its own funds the extra cost of the projecheTsupplier will only take these
contracts after attaching a risk premium to theg(Williamson, 1971). Moreover, they
may have a negative impact on the quality of thiemue. The last one implies a soft
budget constraint since the company will be paidtetwer the project costs. In this case
the industry will afford greater operational fledity, especially for the introduction of
design changes that may be quite useful when ttigpeaduct is poorly defined, yet the
incentive to be efficient may be compromised ara filoject may easily derail into a
limbo of never quite completed objectives and amstrruns (Markowski and Hall,
1998:21). These problems seem to be rather comracimearecent report of GAO
(2010) about the DHS shows. Evidence in Europeascer, but the delays and overcost
of the Galileo program may be a good paradigm.

MERGERSANDACQUISITIONS

Market restructuring is often made through mergamd acquisitions of companies.
According to Schwartz (1984) firm’s desire to mergea consequence of managers’
growth maximizing behaviour tempered by life-cyeféects (firm age, technology age,
patent / sales ratio) and constrained by cost pitadaor cash flow availability. Yet,
other factors as rationalisation, economies of escatarket expansion, and profit
increase may play a role. According to Frost & Bat (2008: 51) these concentrations
may help to: (a) access to geographic regions anchtdes through local/regional
companies with a strong brand recognition, (b) s€de innovative technologies that
complete the product portfofi¥, (c) access to key end-user sectors and get the
knowledge to compete in that space. Other imporeagon could be the acquisition of
a key supplier within the value chain. But, prolyalthe main rational of these
operations is their capability to easily surpagsehtry (and sometimes the exit) barriers
of a new market, that would be inevitably assodatelarge and uncertain investments,
by means of purchasing a company already operatitige market.

297 This could have been the case of 9/11 where téjackvere able to smuggle aboard box-cutters
because security companies could have unnoticelggeded the quality of their service to be more
competitive (see page 85 of the 9/11 CommissioroRgprhe Aviation and Transportation Security
Act 107-71 Nov. 19, 2001 tried to amend this sitrabased on federal government screeners and a
new programme to qualify private screeners. It alsba security fee on passengers between $2.50
and $5.00.

2% gince budgets are usually based on a cost ples,&émpanies are more interested in raising badget
rather than seeking cheaper but riskier alternatagefor example those often available from SMEs.

299 Start-up companies are strong in technology butr po marketing and installed based. They are
attractive to a large corporation since the latter weak in new technology, but strong in the other
business and industrial capabilities.
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Successful M&As are socially beneficial when thewneompany becomes more
efficient, but if competition weakens too, it islikely that those benefits will be passed
on to consumers in the form of lower prices. Thiglains that industrial concentrations
are subject to the scrutiny of national competitanrthorities to assess if they may
create dominant positions that may significantlpade effective competition. This role
is performed by the EU Commission when the conegintr has a European dimension.

The following table shows some of the main M&Astlie security market in the last
decade. The last column of the table points otltafoperation was deemed of European
dimension. Despite efforts to identify the moseweints, the list cannot be considered
exhaustive. Large incumbents such as GE, Honey@einens, Tyco, UTC and Bosch,
have been very active acquiring small and mid-siglegers with a good foothold in
local markets, or with attractive products. Thiackiof vertical M&As predominates in
comparison with horizontal operations.

Acquirer | Ctry Company Ctry | Year | Price Comment EU
TYCO USA ADT USA | 1997 M.915
Honeywell USA Pittway USA| 1999 $2.100 Includes Adim
ADT Security | USA Cambridge USA | 2001 $1,00Q Electronic  security
Services Inc. protection services.

industries
Tyco USA Sensormatic USA | 2001 $2,303 Electronic  securityM.2584
international Electronics Corp. solutions.
Smith UK Barringer Inc. USA | 2001 IMS explosive
Detection detectors.
Smith UK Heimann Gmbh GE 2002 £237X-ray detection.
Detection
Bosch Security| GE Philips CSI NL 2002 Communiaatio
Security and
Imaging.
OSI Systems Ancore Corp. USA 2002 $14|44 Cargo taboer
scanners.
uUTC USA Chubb UK 2003 $1,018 UTC Fire &
Security.
Honeywell USA Ultrak USA | 2003 CCTV business.
Schneider USA TAC SW 2003 Building automation
Electric including security.
Group 4 Falck | DK Securicor, plc. UK 2004 Guardgsgvices. M.3396
Bosch Security| GE VCS VidepGE 2004 IP cameras.
Communication
Security AG
Cross Match | USA Smith Heimman GE 2005
Technologies Biometrics Gmbh
EADS EU Nokia PMR Fl 2005 Professional Mob|lév1.3803
Radio.
Gemplus FR Setec Oy FI 2004 €49 Electronic
credentials.
Halma UK Texecom ltd. UK 2005 £26 Security sensansl
alarms.
Honeywell USA Novar, plc USA| 2005 Intelligent hdiihg | M.3686
systems.
Petards UK P1 Vision UK 2005 Network video
recording
technology.
Siemens GE Bewator SW 2005 Access control and
Building CCTV business 1
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Technologies

UTC USA Kidde, plc. UK 2005 $3,00p0 Kidde owned.3688
Guardall
Integrated with
Chubb.

uTC USA Lenel System$ USA | 2005 $400 Security systems and

Int. Inc. software developer.

GE Security USA VisioWave SwW 2005 Digital video
cameras and videp
content analysis.

Sagem FR Orga-Gunther | GE 2005 Smart cards.

group

Oberthur Card | FR Set Card SP 2006 Secure cards.

Alive Tech. USA Geometrix USA | 2006 3D face recognition.

Inc.

ADI Global UK Gardiner Groupe| FR 2006 ADI is a glohal

Distribution distributor of
security  equipment
owned Honeywell

Cross Match | USA C-VIS GE 2006 Face Recognition

Technologies

Extreme CA Forward Vision| UK 2006 Intelligent PTZ

CCTV CCTV cameras.

Gemplus FR Axalto FR 2006 $928 Electronic M.3998
credentials

G4S Security | UK AC Controls Ltd. 2006 Access control,

Systems security.

Primion GE GET Group BE 2006 Access control.

Technology

HID Global USA Fargo USA | 2006 $337| Identity card

(Assa Abloy) Electronics, Inc. issuance systems.

Bosch USA Telex USA | 2006 $420 Communication M.1840

Communications equipment.
HID Global USA Integrated NL 2007 Access control.
Engineering Smart cards and
readers.

Robert Bosch | GE Extreme CCTV CA 2007 C$93 Surveillance Systems

GmbH

uTC USA Initial ESG UK 2007 Security and FifeM.4671
Protection  systems
and services.

Schneider USA Pelco USA | 2007 $1,540 Video securjty

Electric systems

Honeywell USA Activeye USA | 2007 Video analytigs

International software.

EQT V Ltd INT Securitas Direct SW 2008 Securityvsees. M.4986

EADS EU Plant CML USA | 2008 Emergency and
mission critical
management
solutions.

March USA Cieffe, S.p.A. IT 2008 €14 IP video surveillenc

Networks solutions.

Symantec USA Messagelabs UK 2008 Messaging and |web
security services.

Sophos UK Utimaco GE 2008, €214 Security and
encryption.

BAE UK Detica UK 2008 $1,100 ICT Security

ASSA ABLOY | SW Simon Voss GE 2008, Wireless eleciton
locking and accesp
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control systems.

Honeywell USA AV Digital | AU 2008 Public address and

Sec. Audio Video- notification  sound

technik GmbH systems.

G4S UK/DK | Touchcom USA| 2008 $33 Installation and
maintenance of web
based electroni¢
security systems.

Cross Match USA Labcal CA 2008 Mobile and wireless

Technologies biometric  solutions
for identification and
authentication.

Authentec USA Atrua USA | 2009 $4.9 Fingerprint sensors

Technologies

SAFRAN USA | USA General Electric USA | 2009 $580 Creation of Morphg

Homeland global leader in M.5539
protection explosive detection
UTC USA GE Security USA| 2010 $1,800 Security systefor | M.5735
commercial and
residential applic.
SAGEM FR L-1 Identity| USA | 2010 Biometrics.
Morpho Solutions
3 M USA Cogent Inc. USA| 2010 $943 Biometrics.

Table 21. Main mergers and acquisition in the secity market since 2001.
Price in millions.

This table shows the more relevant mergers andigitigos in the security market
occurred in the last decade. It has been compdeasa the study and confirmed on the
internet. As can be seen from the table, thereaatensiderable number of mergers,
being its number close to the defence market irsétmee period (Marti, 2009). This is a
signal that the security market is becoming morepgean and international.

RESUMEAND CONCLUSIONS

This chapter has analysed the conduct of markentsgeith special emphasis on
industry stakeholders and the identification ofsidoehaviours that may have an
adverse impact on market performance through rieattusion, weakened competition,
and reduced efficiency.

Competition plays a relevant role to assure a galtmtation of resources. Collusive

practices do not easily success and few casesreeen where there could be a real
risk of this practice. Some kind of predatory piGes may appear in large projects
financed by the Administration. Standards and imtiom can be another form to

exclude rivals from the market. Finally, verticaéstraints could not always be

associated with an increase in market efficiency.

Industry may prefer to reduce chances of rivalagisiifferent product strategies, being
the main research, development and innovation. @8sR&D may be beneficial to the
end customer —in terms of better performance— &edfitm —in terms of increased
profits—, high uncertainty, large sunken costs, lamdexpected profits due to the small
market size may discourage efforts in this activitgis may require the helping hand of
government.
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Leadership, defensive innovation and imitation taree clearly discernible behaviours
of companies in this field. If they wish to survidespite all their uncertainties about
innovation, most firms shall be on an innovativeattimill. They may not wish to be
offensiveinnovators, but they can often scarcely avoid ¢palefensiveor imitative
innovators (Freeman, 1986: 170).

Industry conduct on advertising seems to have #diypo®ffect on market performance

due to better informed customers. Marketing prastiespecially excessive lobbying

may, however, have a negative effect in terms cftedaresources and leverage in the
choice of non-optimal solutions from the societaiinp of view.

Bundling is another practice which often raisesyenbnditions. Some sort of bundling
that combines security products and services haem llound during the survey. Its
main effect is to raise entry conditions to new pamies.

Mergers and acquisitions and concurrent divestraemtcommon place in the security
industry. These operations facilitate market restming and reconfiguration which
may result in increased efficiency. However, due tb@ir potential impact on
competition they are strictly regulated by the Et#l anember states. New entrants in
this market however seem fewer, and often industdailities merely change of
company name.
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VIIl. INDUSTRY PERFORMANCE

This chapter tries to assess the performance o$eherity market, evaluating to what
extent the industry is able to provide innovatine &ighly valued security products and
services in an efficient way (i.e. at lowest cdsttthe state of the art allows), while
adequately remunerating their shareholders. In seense, market performance is the
ultimate arbiter on how well market forces are doiwhile cases in which performance
may be impaired by basic conditions and the strecamd conduct of the market have
been given in previous chapters, we will try heranalyse this question in more depth.

Market performance has many dimensions. We wilusoon three aspects namely
allocative efficiency, productive efficiency andrdynic efficiency. We will discuss
specific questions related to the security manket,addressing more general questions
on market performance of the whole European ingusis could be the case of
rigidities in the labour market. Assessment norlesis not easy. Whereas enough
information is available to make a qualitative asseent, quantitative assessment is
harder to perform since market indicators are asyéo collect.

ALLOCATIVEEFFICIENCY

Allocative efficiency measures the extent to whieBources are properly allocated to
satisfy the market demand —i.e. the needs of sosigierms of products and services—
spending the lowest amount of resources being teonakive arrangement that could
make better off this provision.

This problem can be split into two. On the one hainshould assess if society demands
the right products and services in the right qupmd increase its security. On the other
hand, it has to analyse if industry is allocatiffigceently their resources to provide the
requested products and services at the best valuenbney. In the first case, an
improper choice may discard other arrangementsafegsard society of potential
threats with higher pay off. This is an importantegtion that has been analysed in
detail in chapter Ill. As we have seen there, cohmas of bounded rationality may
hamper the decision process resulting in a nomrgdtchoice. In chapter VII we have
seen also that industry may have a non-positiveente in the decision process. In this
chapter, we will only address the second case.

Proper allocation of resources in the industryampered by many reasons. Monitoring
by supervisors is imperfect, supervisors have sdiseetion in the way they carry out
their jobs, and because work involves disutilitymptoyees will engage in slack and not
carry out their jobs with due efficiency. They willot minimize costs. The more
competitive the market environment, however, theatgr the pressure on employees up
and down the firm hierarchy to minimize cost (Maytl993:227). Such fact explains
the general thought that social welfare goes up@siumber of competing firms grows
(ibid.:229).

Since incentives to allocate resources efficieatigne mainly from competitive markets
where entry conditions are not particularly costihe evaluation of allocative efficiency
focuses mainly in analysing market concentratioth emiry barriers that may negatively
impact on competition, create market power andaaltalustry to unjustifiably increase
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prices above marginal cost (monopolistic pricingdvyiding a premium that is costly
and a kind of resource waste from the social pointiew in terms of less output and
higher prices (also known as deadweight loss). $uatket power is also questionable
since it impedes an equitable distribution of matkenefits across society. Resources
devoted to create or preserve this market powerlmaseen as a source of inefficiency
insofar these resources have alternative use itupnog more goods and services at a
smaller price.

Looking at the structure of the security markethas been seen, few monopolies can be
observed in the supply chain. Competitors are ditan(oligopoly) in market segments
where economies of scales are relevant. Howevesgetlfirms do not cover the whole
market and frequently a considerable number of umedsize companies and still a
large number of small companies operate in thgérinwhereas such concentration may
help to achieve a dominant position, where higheep and some deadweight loss may
incubate, in a market essentially driven by tecbgigial progress, incumbent firms
must engage in intense rivalry (e.g. Smiths DatectGE, L-3 in CT scanners) to keep
pace with progress and not lose market share. @sdtris that performance is much
closer to the competitive market than examinatibnumber of firms and concentration
ratios alone would suggest (Martin, 1994:132). Gawsegly, such market concentration
may be more worrying in markets where innovationlas/, product or services
differences play a marginal role and there are sentgy barriers, because the risk of
collusion may be higher. Security services firmsildoapproach to this situation, yet
more research is needed to assess if there i$ ehaazce for this practice.

The concentration level is also high in the madegments of suppliers of governments
and large organisations. This case is also of adans&ce there may be very few
companies (or even a single one) able to presgmtoposal. Even being few, the
selection of the optimal proposal may be comprochisace solutions are so different
that comparisons are not easily made. In addifi@tause acquisitions are based on
system requirements, the system performance, andtdevelopment risks can only be
forecasted. In this situation, buyers may be aadliantage in relation to suppliers,
because they may lack of enough information to makeroper choice. This
environment adds further uncertainty to the optityaif the final choice. The situation
of bilateral monopoly after the awarding and thegéasubstitution cost may favour
some market power of the supplier. Incomplete euté; adverse selection, and
principal-agent problems may negatively impact tocative efficiency. Yet the high
transaction costs associated, as the impositigqeoélties to suppliers by governments,
when they do not observe contractual clauses, arietter allocation.

Collusive practices between bidders in high-endketarhowever have little chance to
unfold for the reasons that we have mentioned aptdr VII. Only consortia may be a

method to avoid competition and share the benefitgsvarding across members with an
agreed distribution. Yet, this kind of agreements anly allowed under the strict

conditions stated in article 101 (3) of TFEU.

Resource allocation and excess capacity
The capability to respond to a security incideruiees many times some kind of

excess production capacity. For example, contra@s be signed with drug-
manufacturers for assured access to the necessanyitges within a certain timeframe,
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instead of a large and less efficient stockpilidgwever, as long as the industry has to
invest in infrastructure to deliver the requiredcantities within the needed timeframe,

that it is not routinely used, a misallocation esources from the economic point of
view appears that may negatively impact on the strguperformance as an overhead
cost (NRC, 2002:99). On this basis, the demanddch capability might be so remote
and unlikely, and yet very costly, that its mair@ece is not worthwhile (Hartley and

Lazaric, 2009:164).

PRODUCTIVEEFFICIENCY

The assessment of productive efficiency tries tewam to the following question: are
goods or services provided at the lowest average?deroductive efficiency is mostly
related with industry size. The average cost cafveany security goods and services
in relation to the units produced tends to have-ghbbed form, where cost decrease —
due to economies of scale, scope and learning+iurgaches the minimum efficiency
scale or MES and then starts to grow since disen@® of scale (e.g. management)
begin to unfold. The question is to assess if congsaare operating too short (or too
far) from MES. Concentration may be desirable #chea higher productive efficiency
when competition is not significantly impeded. E@atural) monopolies or duopolies
may be preferred when economies of scale are $oth& a market with more than one
or two companies will be too inefficient such asdégample the satellite market.

At first sight, the structure of the industry istef organised to meet this productive
efficiency. This is the case of massive equipmargpBers as for example CCTV
manufacturers like Panasonic or Sony; or securagnponents suppliers such as
Honeywell or Bosch which have a large size and etaskare. Small size companies,
conversely, are more frequent when these econammgesmaller and other factors have
stronger influence on efficiency. The lower sizal aoncentration of this industry in
comparison with defence may be due probably to residerable lower value of the
minimum efficiency scale cause by a smaller costesieloping products.

The reduced demand of security equipment, howeset, limits to productive
efficiency, because the demand is too short toezehihe scale where production costs
are minimised. This is the case of some market satgrsuch as cargo and baggage
inspection equipment.

A detailed assessment of the adequacy of industeyis an interesting exercise that
should be made to identify if current market stwoetis negatively impacting on
productive efficiency, as seems to be the casenwdlissuppliers in the residential
market. Yet, this is a complex task that requiresoae in-depth analysis.

DYNAMICEFFICIENCYORRATEOF TECHNOLOGICAIPROGRESS

The third question to evaluate is dynamic efficigne. the capability of the industry to

exploit new technologies, develop new productspprove production processes that
drive ahead quality, innovation and timeliness adl vas drive down prices. Such

efficiency strikes at the very foundation of prefénd output, rather than their marginal
improvement. A highly dynamic market is always dasie, and may be especially
necessary to counter the innovative capabilityeaforism and organised crime.
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There is a wide debate on the literature abouetheiency of large and small firms in
the invention and innovation process. Freeman (11939 argues that small firms may
have some comparative advantage in the earlieestafjinventive work and the less
expensive, but more radical innovatigfisSmall firms tend also to be more flexible|to
find and exploit research results and putting iratmn into use. But large firms haye
an advantage in the later stages and in the impremt and scaling up of early
breakthroughs.

According to Martin (1994:368) large firms may gnpdvantages due to economies of
scale in the R&D processes, because the R&D ouipes more than proportionately
with size. In the end, this is a question aboutpheduction function for knowledge.
Large firms can undertake costly and time consurdexgglopments which are beyond
the resources of a small fiffl. They enjoy advantages where large numbers of
different specialists are needed to solve a prolberaxpensive instrumentation apd

sophisticated equipment is essential. Large firlee Aave a comparative advantage

where there are several possible alternative rdotssccess, with uncertainty attached

to all of them, but benefit for the simultaneoussnit of several (Freeman, 1986:138).

In addition, large firms are best prepared to suppevitable R&D failures and delays
until outcome becomes profitable. Firms with a éangarket share or large diversified
firms will be more willing to invest in R&D becausieey will earn more profits due {o
large revenues or they will be more likely to applguccessful innovation in some |of
the markets in which they operate.

As a conclusion, it can be said that both kind iofing have advantages in the
innovation race. The analysis made on the Europeaunrity industry shows that many
market innovations have been dealt by small congsaas can be the development of
IP cameras by Axis Communications. Successful intieg SMEs have been later pn
purchased by larger companies for subsequent itioovand market take over. Ye
large research projects (especially governmenhtied) are geared by large companies
either as a prime contractor or as a consortiuielea

—t

Box 8. Company size and innovative efficiency
The role of incentives

The evaluation of dynamic efficiency shall considfethe market, by itself, provides

adequate incentives. Product or process innovatiogsneral result in better or cheaper
products that will compete more successfully withals, increasing (or not losing)

revenues, benefits and sometimes market sharendgsitives will be mainly driven by

the expected benefits that industry forecasts. Tiesns that a short demand, large
development complexity, large development time, exyensiveness of the innovation
process will slow down technological progress. Tikithe case of the security market
where uncertainties about the performance or tlezatipnal effectiveness of the new
technology or product —especially when requiremamgsvery strict as for example a
low false alarm rate— combined with uncertaintietated to the development and

219 The search of drastic innovation of small firmsl @mew entrants can be explained by the hope oéthes
firms in acquiring a position on the top of the hewhereas incumbents with a large market share
may show excessive inertia trying to protect tipgist investments through marginal improvements in
existing technology, when the threat of new proslighot seen too high (Martin, 1994:366).

21 The complexity of the innovation (measured in ébsolute number of components of the system) is
one factor which will limit the type of innovatiamhich a small firm can afford (Hobday, 1998).
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production costs will slow down dynamic efficienaspecially if demand is highly
sensitive to price. This results in innovation s where returns are seen too risky or
too remote in time for being financed internallyveld with a moderate level of
uncertainty, the security market may not be enaitghctive if demand is weak, due for
example to a fragmented market, to assure a cdetagh of profit and the product has
no application in other markets. Such restraintghtiexplain the sluggishness of
innovation in the security market in some areas.

When incentives are weak, it can be said that teersts a failure in the innovation
market (Tirole, 1988 and Arrow, 1962) since it isable to allocate the appropriate
resources to innovation. State intervention caralbtéisimpasseproviding adequate

incentives to achieve social optimum through timarficing of industry or government
led R&D projects; and subsequent procurement aaplgiact by providing assurance
of future demand for the embodied innovation. Larg@vernment contracts of
equipment are able to underwrite private finan@ang create industrial leaders quickly
(IPTS, 2005:63). Experimental government projetttsrefore, drive the first phase of
many new technologies, a case that is also trugaansecurity field as for example
biometrics for national identity cards and passpait secure containers.

Distortive effects of State industrial support

However, State intervention is not costless. If wivolve the outlay of R&D aids as
well as administrative costs of their managemeuatthiermore, it will have a potential
distorting effect on competition that may have sid effects on the market. Since
amount of aids are bounded, the whole industry afrbe helped. Only some
companies will be granted with aids, whereas othelisnot receive such aids. The
advantages provided by these aids to beneficianay crowd out the market of
competitors. This may be especially true in largggets where the financing of more
than one project is impeded due to the amount @fragquired. In these cases, the
likelihood of success of rivals will be significiyhteduced or even disappear if research
and development costs are too high to be privdtabnced. In this vein, excessive
market concentration may be favoured.

When market segments are under developmente#ineing curvedrives down costs as
a function of experience. Suppliers which benefinf government contracts that
involve innovation have a higher chance in biddimgfuture contracts and reduce their
costs in advance of open market competition. Bénggfirst producer, economies of
learning by doing, will help to improve productigmmocesses and become efficient
earlier that competitors preserving the initial adtage. The awarded company may
take all the market, and obtain a monopolistic fpmsj due to the advantages achieved
during the early phases of a product life. Longrteontracts and sheer demand may
perpetuate this monopolistic capture. Such conipetddvantages may be exploited to
sell later on products, based on the knowledge @amhbilities acquired, in other
countries or private markets.

A final remark is that this support may induce frt@ maximize subsidies, rather than
become more efficient. Methods to reduce thesengiatedistorting effects on the
market are commented in the next chapter.

| One interesting way of creating incentives for sty in research and development
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with no counterpart in Europe is the U.S. SupporitiAerrorism by Fostering
Effective Technologies (SAFETY) Act. This act pasg®2002 lowers the liability ris
of manufacturers that provide security products seices designated as ‘Qualifi
Anti-terrorism Technologies’. The act aims to remdwesitant companies to market
antiterrorism technologies because of two concdhescost of potentially devastating
jury verdicts should the technologies fail, and ¢bet and scarcity of adequate liability
insurance. Around 200 companies have obtained SAFEAct certification.
Certification criteria are based on the technicapability and efficacy of th
technology, the economic effects of deployment werson-deployment and the
evaluation of insurance needs (Carafano, 2008).

D A &<

1%}

The Act is incentive for industry because it op#ms door to less pervasive tests to
verify that security products have enough qualitgt @alue. Hence, it helps to speed|up
technological progress since the time to market b&yonsiderably shortened. Yet,
the Act seems to be controversial, because it nedy to unfold low value products
that do not really increase overall security.

Box 9. A U.S. method to promote market innovation
Standards and network effects

Standards, as has been seen at the end of chihptee lessential to support innovation
and technological progress. Network externalitiesparticular are only achievable
through the development of interoperability staddaihe lack of coordination of the
supply side to produce standards may delay innmvaéind progress. Solving this
market failure may require the intervention of thete. As we have seen European
institutions are very active in the developmenstaihdards, yet as perceived by industry
efforts seem to be insufficient.

Standardization facilitates dynamic performanceterms of improved innovation,
reducing unnecessary diversity, and enlarges ptmsudue to the benefits associated
to network externalities. —the higher the usageth®y society, the more popular the
product becomes. Yet, there is a risk that suclefitenare only captured by a small
number of firms capable of exercising enormous etagower (Cave, 2005). Such
market power might impair, as we have seen, orcative efficiency.

The life cycle of technology

The evolution of technology has a relevant inflleena market structure, as can be seen
by the accelerating rise and decline of high tetdgyindustries of which the security
industry is not an exception. For this kind of istty, it is more interesting to use
models of the evolution of industrial structure otiene, from entry of the first firms
early in the industry life cycle to exit as the urstty winds down, rather than steady-
state models of market structure applicable to moaelitional economic sectors.
Abernathy and Utterback (1975), Freeman (1986: tehaP), Keppler and Graddy
(1990), or Cave (2005), provide a framework witmsonuances that may be applied to
assess the dynamic efficiency of the security itrgusThey distinguish three main
stages or development phases.

Phase 1This is the initial exploration phase where adwthscience, new technology
and invention, realised through imaginative enteapurship, are applied to satisfy in a
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new way and with superior performance customersisig@uring this gestation phase
there is a widespread uncertainty on user neelis;arg technologies and attributes of
the new product. Users tend to play a major roleuiggesting the need and the ultimate
form of the innovation. Production is inchoate, tanglardized and based on manual
operations or operations that rely upon genergbqgme equipment. Early adopters tend
to be experimental, relatively risk neutral and avéh a relative high-income (public
sector, large companies). These factors combimpednuce inelastic demand and high-
return of investment. The capital is scarce anceutight control (e.g. via exploratory
procurement arrangements, business angelsand there is a small number of
pioneering firms, often of small size, in some esaspin-off of incumbent firms.
Pioneering firms benefit of two positive effectearning by doingand reputation
effects Learning by doing assures that the cumulativeeegpce gained will be able to
deliver solutions with higher functionality and fiemance and a better matching of
user needs at lower average cost than subsequeeantsn(if the delay to achieve such
features is large, due for example to patents fiicalty to copy a technology, the
industry could end up in a virtual monopoly). Region will be the result of a
demonstrated track record and a large installed.bas

Phase 2 Over time, the initial uncertainties abate dmminant designemerge (this
depending on product complexity and variety on losiypreferences). The success of
these designs will reward pioneering firms with eptonal sales growth and temporary
monopoly profits displacing less efficient rivatadse with the highest costs and lowest
quality). This will trigger a market growth phaserithg which a swarm of secondary
innovators will attempt to enter attracted by tleendnd growth (this depending also on
the easy of imitation). As a consequence demandyvalv and become more stable and
the customer base more diverse and larger. Théiqabites of marketing, distribution,
maintenance, advertising, etc. will favour the dtdization of products. Availability
of capital increases from mainstream venture cigtéamergers, acquisitions, strategic
alliances and so 6tf. The band wagon effect is a vivid metaphor of stsge and it
relates to a rapid diffusion process which occungmit becomes evident that the basic
innovations can generate super-profits and mayraesbutmoded products and
industrial processes.

Phase 3The last stage is the consolidation, maturatioshake-out phase during which
market saturation, the approach of technical adzsro limits (innovation slowing
down and becoming more incremental), and the catygeeffects of swarming and
changing cost of inputs, may all tend to reducelpcd price and profitability, and with
them the attraction of future investment. Durings tbhase demand becomes more
elastic and pressures shift to cost saving innowaiin process technologies (i.e. the
production tends to become elaborated and tightiyggrated through automation and
process control becoming industry more capitalnisitee) and to exploit economies of
scale in order to raise productive efficiency. Tp@duction volume will rise and
ultimately lead to business failures (companieg &blaccumulate more capacity able to
charge a low price due to economies of scale atglame rivals) and a concentration of
the market to the mature phase where returns egja@. The process will continue
until the number of companies levels off and markeare stabiliséS® During this

212 Table 21 provides a confirmation in the case gt video surveillance.

213 processes tend to be so well integrated thatgesabecomes very costly, because even a minor
change may require changes in other elements girheess and in the product design. The benefits
of high productivity are achieved only at the coftdecreased flexibility and innovative capacity
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phase capital is more likely to be raised throughity markets, with successful firms
launching Initial Public Stock Offering (IPO).

The life cycle of technology can be applied to ustind the formation and evolution of
some security market segments, understand problanthe different phases and
eventually design measures to solve such problEorsexample many home alarm and
intrusion detections systems can be consideree 1o the third stage with a stable and
mature demand as well as firms in the market; fipget identification and access
control as well as digital CCTV, inspection equipye®MR are more in the second
phase with some dominant design being successiuldyketed and the market
experiencing a considerable demand growth and answhimitators; finally biological
agent detection systems, face recognition or condnaal control systems seems to be
more in the initial stage where still dominant desi do not emerge, markets are small
demand comes from government, and considerableimgrgation exists.

Concluding remark

An initial assessment on dynamic performance wosdgigest that innovation is
reasonable good in the security market in many atasskgments where new products
often appear as a response to competition and $ugnand. Furthermore, the price
fall of security equipment (e.g. passenger baggaganing equipment) observed in
different documents shows that technology advameeterms of better quality and
smaller prices are passed on to consumers. Howthisrassessment is too short of
evidence and a more quantitative analysis is gleséded.

Incentives for a good dynamic performance have baealysed. A short market
demand, complex and risk research, IPR right natgowell protected, government
incentives improperly applied, artipping effects —i.e. the tendency for the market
demand to shift toward a product that has gainexsnall initial lead drying up the
demand of losing competitors— may have an advéfset ®n performance.

PERFORMANCHNDICATORS

A way to assess industry performance is to measure indicators related to its health
and competitiveness from the static and dynamiotpafiview. Candidate values can be
market revenues (growth), firm value in the stockrket™® labour productivity (gross
value added), profitability (return on sales orureton equity), export sales ratio
(international success of EU security equipmentjmport penetration (inability of the
industry to provide competitively products and s=8). R&D expenditures as a
fraction of revenues may indicate an industry cottedito innovation, yet this value
should be commensurated with the level of R&D sssc¥et, not all these values are
easy to collect.

(Abernathy and Utterback, 1975). Hence incumbeintsthis phase, may be more interested in
protecting these fixed capital investments andeilayging the introduction of new technologies.

24 A growing value over standard index means an imgubat is highly valued by investors due to its
proven efficiency and promising future earnings. the contrary, falling share prices, management
and board changes, sales of unprofitable partseobtisiness and ultimately bankruptcy may suggests
a poor performing market.
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As we have seen during the study we have identdigdowing market in many market
segments. For example security and investigatidiviles had an average annual
growth during the period 2003-2008 of 6.8% (Eurps2810). Labour productivity for
security services can be obtained from Eurasbat na_la se r@able. It was value at
€23,000 in 2008. Labour productivity of the seguatjuipment is not available, but a
good proxy could be the general value for the Eeaopindustry which is around
€55,000 in 2008 (Eurostat, 2010). Eurosthd_all table shows that wage adjusted
labour productivity in the machinery and equipmerdrket, a market very close to
security, productivity is around 140% in 2007 (12892004). We have also seen that
Europe is able to export its security equipmernhemy other countries, this indicating a
competitive industry. However, we have also seamn tBurope is also a net importer of
security equipment, this indicating, in combinatiwith a less technological advanced
industry, that the European industry is not as catitipe as market demands.

The EU Industrial R&D Investment Scoreboard datablags been a good source to
assess this industry in more detail. As can be setre 2008 database, many European
industries involved in the security market are e top 50 R&D investors as for
example Robert Bosch, Siemens, EADS, ST Microadeats, Infineon Technologies,
Safran (Sagem), Thales. Other twelve companiedvuadadn the security market are in
the top 1000 list. Non-EU security companies ase &rge investors in security such as
Panasonic, Sony, Cisco, Samsung, Motorola, Gei#eatric, LG, or Honeywell. This
may confirm the hypothesis of a market where R&Bypla large role.

Based on this table, we have also calculated tleeage operating profit of the 1000
industries and we have compared it with the ave@gét of the security industries.
The values obtained, however, do not show a sggmfi difference (6.4% against
5.1%). The slightly lower value of the security ustry certainly is not an indicator of
an efficient market, or a market where entry caodg may create some market power
which could have a negative effect on market peréorce.

RESUMEAND CONCLUSIONS

This chapter has made an initial analysis of treusey market performance. As has
been seen, this market shows a reasonable coropetiitiassure a good performance
forcing the industry to allocate efficiently itssaurces, search for productive efficiency
and innovate in order to survive and prosper. Sapptend to be enough large to assure
a good competition, whereas large size assuresd gerformance in the production of
massive equipment. Yet, there are cases, wereiegffig of the market can be
compromised. This may be the case of public prooarg where only a few number of
companies are able to bid, or the case of mannariig companies which exhibit a
large concentration whilst innovation is rather ldwagmentation is high in installers
and small size guarding companies. Such fragmentatiowever, may impair the
productive efficiency.

The market incentive to increase dynamic efficiemcyerms of better and innovative
products is hampered by expected benefits. Smadl iarkets and the complexity of
innovation do limit the willingness of industry strive for a good dynamic efficiency.
Government intervention may help to solve this rearfailure, however not without
cost and distortion. Standard able to achieve nétwoonomies may be also subject to
market failure. In both cases, State interventiay fine helpful. A model that explains
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dynamic efficiency applicable to the security equgnt market with examples has been
also shown.

A short analysis has been made of performanceatati€. However, this analysis is too

preliminary and requires further work to derive moeliable conclusions and potential
industrial policies.
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IX. SUMMARY AND CONCLUSIONS

After having made a complete survey of the Europsscurity industry, this chapter
tries to briefly sum up the main findings of thenay. It describes the main market
features and examines the most relevant markeddrérhe different vision of security
in the USA and the EU and its impact on the maikessessed with some detail. Some
conclusions that can be derived from the colleatémrmation and the analyses already
made are presented. As an afterthought, areastent policy are briefly evaluated.
Finally, a proposal for future research on the sgcindustry is drawn.

MARKETFEATURES

The industry that supplies goods and services tobab terrorism and organised crime
exhibit some features that can be resumed in thiepoents.

A market composed of very different types of industes

The security market includes very different typdspooducts and services that are
supplied by very different stakeholders in termstefhnology, cost structure, size,
manufacturing methods, supply chain, revenues,omsts, etc. Therefore patterns
applicable to this economic sector are not many ey only emerge in specific
market segments. Electronics, information and comoation technologies are
probably the key and more pervasive technologiésgmted in nearly any kind of
security equipment. This is because many securitytiens rely on screening and early
warning where these technologies play a key rolee Wide capabilities of these
technologies seem often to promise security wittoutlen nor cost.

A demand not only driven by the threat of terrorism and organisation crime and
technology

The demand of security goods and services seeins toainly driven by the threat of
terrorism and organised crime as well as their ls#ipato counter these threats in an
effective way. Yet, the bounded rationality of humtaeings for performing complex
cost-benefit analysis as well as interdependerasidsexternalities may compromise the
chance of an optimal resource allocation to achsa@urity. However, when security
practices become well accepted rules by societyeravhthical issues can play its role—
demand becomes more stable and more subject tallowerciety growth, as for
example trade flow, travel flow, construction, etc.

Security product often applicable to other societaheeds

Security equipments and services are often appidabsolve societal needs unrelated
to security. For example, remote home surveillases/ices may be used also for
healthcare and warning of home accidents. Persoaalification cards used in borders
may also be used to exert vote rights, requesthealvices or manage bank funds.
Technologies in this market also tend to show adrgluality than defence equipment.
Equipment originally developed for civilian needsalso applicable to security needs
like X-ray screening system. Adaptation seems #dsbe less complex than civilian

technologies applicable to defence needs sinceuptsdare often less complex and
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operate in a less harsh environment. Thereforéntdogical spin-offs and spin-ons
seem to be more likely in this market.

Equipment industry located in more industrialised BJ member states

The EU equipment security industrial base is malobated in the more industrialised
member states, namely United Kingdom, Germany,deramd Ital§™>, whereas others

states play a comparatively smaller role. Many fuése industries operate with a
European (and global) dimension. These companigs, lepart from representation
offices, production facilities (e.g. Siemens, Bgschother Member States as well as
abroad.

Products and services that benefit of large ecoesmf scale of development and
production determine a market with a short numlbéarge companies and European or
World champions. Being economies of scale not sgelanedium size companies are
more numerous. For example CEIA, one of the largestd suppliers of airport metal
detectors, is not too much bigger in personnel gnaisME. Distributors and installers
of home and small business alarm systems tendv® &amaller size and sometimes a
very small size.

Major suppliers division of large industrial conglomerates or business groups

Major security suppliers are divisions or businessits of large diversified
conglomerates that operate in more that one maské&r example EADS Defence and
Security, SAGEM Defence and Security, Thales Sgci8ystems, Ericsson Security
Systems, ELSAG Datamat (Finmeccanica), or Detice@mubb (UTC) owned by BAE
Systems. This industrial structure has sense sies® companies operate in areas with
similar technologies, such as electronics, inforamaaind communication technologies,
where synergies can happen easily. Yet securitptisrequently the principal business
of these organisations.

A market of small size

The security market is of small size when compavich the whole size of the economy
( 0,48% of the European GDP in 2007) and other @won sectors (8,81 % of the total
revenues of the ICT market). The growth rate inldst years has been good with a
value higher that inflation, but the impact of geheeconomic downturn is having a
negative impact still unknown. In short, protectiagainst terrorism and organised
crime is a real concern, but it does not represelatrge business opportunity for the
industry.

The revenues in some market segments combinedhethisks and costs of developing
the demanded products and services creates fewtives for new entrants and
innovators due to low expected profits in comparisath richer opportunities that
other commercial markets present to many promisaafinologies today. This may
result in slow-pace technological progress duehwlimited availability of resources
and expertise. For example, the development ofgiated circuits are essential to
miniaturize solutions and reduce equipment price,itis less attractive than the design

215 According to Eurostat, these member states acedifat the 62,66% of the European GDP in 2008.

157



WORKING PAPER 43

of chips for mobile communications, gaming, or pee digital assistants that today
are massively produced and sold.

Security services have the largest market share

Security manned services probably share the bify gdathe cake, close to one half.
Electronic surveillance equipment based on CCTWhe&s most important part of the
security equipment demand. Perimeter control, accestrol systems, and computer
security are the other relevant market segments.

Research, technology and innovation is a key feater

A demand quite elastic to new products, whose tualnd performance enhances
security, promotes a market driven by innovatiom @echnological progress. This
means that research, development and technology gleelevant role in nearly all
market segments, since user’s needs often demards gmd services on the verge of
the state of art and industrial proficiency. Forample, some technologies such as
sensors used in inspection and detection of CBRaIE la large maturing process due
to the need of a low false alarm rate. While, imgneases, technology may be brought
from other areas to be finally integrated into $leeurity solution, in other cases tailored
research is essential to improve product performauch as for example biometric e-
passports. Radical or disruptive performance isbidmss of competition in brand new
markets, whilst incremental performance and proaessvation drives more mature
markets. The ownership of advanced proprietaryneldyies, whether related to the
product design or the manufacturing process, dégs down the competitive position
of companies. The presence of security related aoimep in the EU Industrial R&D
Investment Scoreboard is an indicator that resea®elopment and innovation play a
key role in this market. Yet, the diversity of timglustry may show large variations
across market segments and company size.

A large supply chain

The supply chain for development or productionexfisity equipment is usually large,
especially in complex solutions. It may include fbbodies, research centres,
universities, laboratories, standardisation bod#&MdIEs, system suppliers and prime
contractors. This chain is becoming more intermatiGas a way to increase best value
for money. Many components and intermediate praductthe supply chain have
additional use in other sectors and often the #gamarket is not the main buyer (e.qg.
communication systems). Two forces shape this sugphin: technical specialization
tends to deverticalize the market, whereas systanplexity tends to increase the size
of the supply chain. On the other hand, regardmegstupply chain of manned guarding
services, it seems to be rather simple.

A market where network economies play a relevant rie

The security market is characterised by networknesves and externalities. In such
markets, competition rules may not be enough toemehoptimum allocation of

resources to provide the goods and services tlcatgalemand. Coordination from the
demand and the supply side may be suitable to \aehaebetter outcome. From the
demand side, it may require coordination of segunteasures as for example
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agreements on the provision of security servicab the equipment to use. From the
supply side, it may require the development of sidal standards that certifies
equipment minimum performance or assures intertydgya In these cases, the
development of voluntary governance mechanism (@ison, 1985:chapter 1), state
intervention or supranational agreement) is necgsssince the outcome of State
intervention may result in mandatory regulationghvgitrong social or economic impact
as for example transport, a careful analysis isired to assess the costs and benefits of
such measures in order to maximize social welfare.

A market where the government plays a key role

The government plays in this market an essentlal as entrepreneur, aid provider or
sponsor of the industry through aids and the fieawfcresearch, purchaser of solutions
that will increase society security, and regulattien the market mechanism does not
assure automatically the desired security leveldaliverable products or services do
not assure minimum quality standards. Anyhow, pe\security needs largely shape the
demand in this market.

A market largely internationalised where the USA phys the leading role

The security market is largely internationalisegemting many industries on a world
basis. In this market, the United States industiayp a leading role. Many U.S.
companies operate in Europe (e.g. GE, Honeywdl}8), but the opposite is also true,
and some European companies like Siemens, Bos@agem successfully operate in
the USA market despite potential barrféfsplaying also leading positions in the world
market.

Whereas U.S. leading role can be explained by #reml economic and industrial
leadership of this country, it is also a consegaenicthe powerful investment in new
security solutions supported by the Department ofnilland Security that provides
powerful incentives to the industry for innovatiohis provides competitive
advantages to its industry over European and otbed industry.

Far East security industry is becoming also vemnpetitive in some market niches
such as CCTV cameras, biometrics and computerisgdar example NEC Argentina
won the Bolivian voting cards, and Hyundai has $egdpthe Egypt AFIS system.
Whereas competitiveness is mainly sustained bypioee of electronic components due
to labour cost advantages, in other areas competié becoming more based on the
product quality and performance.

MARKETTRENDS

Areas of future growth

Security is an evolving concept. Growth of the neardepends on the threats that
society perceives, the policies applied to incrahsefeeling of security, the adaptation

of governance structures to effectively deal witbse matters, but also on the evolution
of technology to reduce these threats. The kintkwbr attacks and the kind of illegal

1% See ECORYS (2009:63).
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activities of organized crime will have a deep imipan future market needss
dramatically showed 9/11 attacks. Hence changethén market demand and the
industry can be expected if security incidents beeanore frequent and dangerous as
well as threats cannot be countered with currenipegent due to changes in tactics and
means of these groups. Being the case, novel piodaicd services and new
manufacturers are expected to appear in the marthedy things being equal. As long as
the technologies are available, products will appessily. However, products with
breakthrough performance and falling price, ablegeimove important vulnerabilities
and deter from potential attacks, will require &armvestment in research, if their
development cannot be nurtured by discoveries cgifingm other economic sectors.

Small and medium sized companies as well as thdergsal market will continue to
spend resources in security, though their sersititad price will only trigger their

demand when security goods and services are raiggpensive. This demand will be
mainly leaned to the protection against crime duedt t

Governments and large organizations managing aiabpg critical infrastructures will
continue to be the main purchasers of securithénnext years, stimulated by security
concerns, which materialise in programmes like BRCIP. Surveillance, physical
protection, and access control will continue taHeemajor contributors to abate the risk
of terrorism and organized crime. Inspection eq@ptnfor baggage and cargo will
continue to grow as trade continues to expand.ressgon CBRN protection equipment
seems to be uncertain as long as this threat dbesaarly manifest.

New technologies that show a growing trend in tlextnyears are digital video
surveillance, smart cards, biometric systems, aRtDRBiometrics and smarts cards
seem to be the future technology that will overtige older type of identification cards
based on a magnetic stripe. The new technologyheip to expand the identity market,
a basic enabler of many services that will not need-to-face relation for their supply
from access control to e-government and e-finance.

The expansion of these technologies depends onrtaimmceconditions like R&D
progress, user acceptance, affordability, adegstaredards, and regulations that being
not met may hinder their growth. Moreover, progiesthese areas may be more driven
by other societal needs and goals and non-exclysivigh the fight against terrorism
and organized crime like the abovementioned e-gowent and e-finance.

New EU member states may be especially demandirgeairity equipment due to
guicker economic growth, raising cost of labouengive security services and small
installed base.

Security and defence companies

The new perception of security threats in the EeampUnion devaluates those threats
related to territorial defence and armed conflitiased on sophisticated and
technologically advanced weapons, while rises teregenerated far away of the
European borders proceeding from State failure disohtegration and threats which
may facilitate radicalisation and promote terrorismd organised crime (Pullinger,
2006).
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This environment hence restrains the need of toewdit defence in favour of security.
Such a change has attracted the defence industrifepits solutions to undergo the
new threats posed by terrorism and crime. Thisaglifated by the commonality of
many technologies used for defence and securigy, ldihge experience of defence
companies in managing large and complex programaieed at achieving new
capabilities, and the good knowledge of the endocoer.

This is seen by the defence industry as an oppityttandiversify their portfolio, gain a
foothold in this market, and increase its shar¢hefsecurity business in the company
turnover (Dowdall, 2005). The EU (2009) report twe security research programme
shows clear evidence of the defence industry coemgetto become the main recipient
of funds. Furthermore, many research organisati@eghe Swedish Defence Research
Agency (FOI), VTT, SINTEF, Dutch Research InstitUfENO), CEA or Qinetiq
traditionally working for defence are now turningeir focus to security issues. This
industry is mainly involved in programmes like bergbrotection, maritime surveillance
or CBRNE™. This trend probably will continue in the futuredamay even increase if
defence budget shrinks and security budget grosterfa

The permanent need of research and development

Research, development and innovation will contitauplay a relevant role since threats
of terrorism and organised crime poses big cha#entp the industry in terms of
equipment performance, effectiveness and affordgbihile this market could profit
of overall technological progress, it will also dgR&D activities to advance in specific
areas and integrate new and more powerful techiesog future products. Some
security solutions, such as explosive detectionclemical and biological agent
detection, will need of fundamental advances iersm and technology to solve current
shortfalls and deficiencies. Moreover, since testst behaviour will not be static in the
face of enhanced security measures and will beninxe in developing new ways to
circumvent them, a permanent R&D capability seessetial to continue defeating the
new threats. Yet, incentives may not be enoughiddustry to achieve desirable
advances if demand is too scarce.

CONCLUSIONS

This survey has shown that the security industry mepvide goods and services that
integrated with the adequate procedures can lasggiance the security of citizens and
consequently the welfare of society. Yet, secwefjyipment and security services have
inherent limitations to remove insecurity and tleetrcauses of terrorism and crime.
Equipment may fail, be poorly integrated or be vglgroperated. And services may not
follow best practices. Social engineering and humagligence may easily create
breaches and put security at risk. It should ndbbgotten that security solutions have a
socio-technical nature mixing technical and normtecal design. Departures to attend

27 This trend can be observed also in the UnitedeStaFor example, the SBinet program, the
surveillance system of the Secure Border Initiatives awarded in 2006 to Boeing Corporation.
Northrop-Grumman is involved in the new Automatingerprint Identification System for the United
Kingdom. The top 25 Homeland Security contractohstp(//www.govexec.com/features/0809-
15/0809-15s10s1.htm) is led by companies like Bpe@o. (1), Lockheed Martin (2), General
Dynamics Co. (5), L-3 Communications Holdings @)d QinetiQ Ltd. (13), and BAE Systems (22).
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the human, political, social, operational and oig@tional aspects of solutions will
doom technology to failure and give easily paceuimerabilities.

The industrial impact of a different vision on secuity on each side of the Atlantic

The strategic outlook, the threat perception aredrtile of technology for improving
security clearly differs between the USA and the \hken we compare the different
approaches followed on each side of the Atlantiee /11 attack boosted investments
on security in the United States. The creatiorhef Department of Homeland Security
and the Homeland Security Advanced Research Psojegency (HSARPA)® an
agency similar to DARPA but focused on securityndastrate a clear pledge to reduce
security shortfalls pushing technology aféadrhe DHS large budget has allowed the
financing of many research and development prograsnfa.g. protection of big cities
against a WMD based on detector equipment installethe main highways). This
approach goes beyond European efforts to increasecurity, this suggesting a more
prudent, less ambitious, and probably more ratica@broach on this side of the
Atlantic.

Industrial differences, consequently, are closedated to the different vision of
security to both sides of the Atlantic, which thamss into different demands and
different industrial responses, rather than irreNsé¢ gaps in industrial capabilities.
Namely, Europe has a strong position in many engbbkectors of security like
aerospace, defence, telecommunications, softwaotechnology or pharmaceutical
(Ecorys, 2009:x). However, the U.S. approach hasnharent adverse effect on the
European security industrial base. The large DH&)buis pushing ahead technological
solutions due to the generous financing of R&D anduisition programmes that gives
its industry advantages in terms of products withéer performance and lower ¢St
This financing facilitates the quick developmentpobducts ready for the market and
the creation of new champions. In such contexdait be expected that U.S. companies
will attempt to achieve above normal profits mairkgttheir products worldwide,
having a good chance to compete with success esthdeveloped European industries
and to consolidate a solid export position. Moreptiee higher expertise of the U.S.
industry is an asset when international standands defined, because it may
progressively imposedg factg normative and operational standards worldwide tha
inevitably will favour the U.S. industry (See COI004) 700: page 21 and the e-seals
for containers).

18 This agency funds R&D of homeland security techgiEs tosupport basic and applied homeland
security research to promote revolutionary changesechnologies that would promote homeland
security; advance the development, testing anduatiah, and deployment of critical homeland
security technologies; and accelerate the protatgpand deployment of technologies that would
address homeland security vulnerabilities

219 This may be less motivated by the outcome of geadive assessment of security investments and
more by a wider strategy with emphasis on techrichdgleadership that provides long-term
competitive advantages in the world trade (Krugm#®96:110). Such strategic behaviour (i.e.
maintain a hedge towards Europe) could mean adidnihance of collaboration when sharing with
Europe the positive externalities of a large R&Dibet is not seen as a priority for doing business.
The European Commission and the United States aigme 18' November 2010 an Implementing
Arrangement for cooperative activities in the fietd homeland/civil security research. The
Arrangement does not create financial obligations.

220 |n a market where marginal costs fall as outpatéases, a large demand that increases the odtput o
home firms is doubly beneficial: directly, becauséowers the cost of production, and indirectly,
because it makes domestic firms more competitivioorign markets (Martin, 1993:404).
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In sum, whereas Europe receives positive exteremldf the USA large investments in
security, it can also be said that the Europeangtnyg operates in a somehow adverse
environment, because the chance to differentiatenbgns of large R&D investment
may be small due to limited resources. This envirent may impact negatively on the
exporting capability of the European Union in fgreimarkets such as South America,
Asia or Africa when American companies also bid. sich case, follow-up and
defensive innovative strategies like better adgpéarly discoveries, i.e. cherry-picking
the best bits and avoiding the mistakes alreadyemeoimbined with other strategies,
such as product differentiation or better manufiéetuy and commercialization
infrastructure, may have a role in preserving tlenpetitiveness of the European
industry?%

Benefits of consolidating the European security maet

A market like security, where economies of scalel aetwork economies are so
relevant, will benefit of a true European dimensisince a larger number of customers
will make easier the attainment of such econommneswaill provide a more stable (i.e.
less cyclical) demand for many security solutioBsich a market will reinforce the
European industrial base.

As we have seen, the security market in Europe atap@ considered fragmented by
national borders, yet barriers exist that impedest@nger competition such as
differences in national regulations and standandd the traditional preference of
national suppliers in large public purchases. Fvbhdhere is still room to improve a
level playing field. A wider market will create ietives for industrial concentration to
achieve a European dimension, a desirable featnce & is also recognised that the
number of companies operating in the sector isnaiv® high. Consumers will benefit
of stronger competition and a more efficient indypsh terms of better, innovative and
less expensive goods and services.

The increasing competition across EU Member Statltdead to the concentration of
sales in the hands of the largest and more effidiems (Martin, 1993:192). Such

transformation could involve market restructurizMfhile long-term benefits will be

positive, the restructuring process may createtdbaon imbalances in terms of plant
closures and job losses of the less efficient firms

Benefits of EU security research

R&D competition may be desirable for certain segueguipment even if duplication or
parallel research appears (Porter, 1990:636) wheim sncoordinated innovation efforts
are subsequently coordinated by markets (Metca@i@2:2) which will in the end value
the innovation. But this approach may be lessfjasditifor large and complex systems
purchased by governments where national budgetstaarestrait to finance such
research. In such cases, cooperation of membeessiat the field of research,
development and innovation may have sense sinedllitfacilitate the pooling of
resources, the creation of more powerful reseaams$ and the appearance of synergies
and economies of scale, which will increase thelilood of a better and less expensive

21 This has been the strategy of Airbus ‘be laterdmiter’ (Sutton, 2001:469).
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solution. Examples of such kind of systems are dorgrotection, maritime
surveillance, patrol aircrafts, or satellite sulagice. A coordinated research will also
help to cover potential research gaps and contuglichtion that may result in
excessive resources waste when programmes aré’farge

Coordinated research, however, does not come witbmst. Barriers and rigidities to
collaboration from the demand and the supply sidg/ ibe a source of suboptimal
solutions with a true adverse impact on the market. example, these developments
call for the harmonisation of requirements fronfatiént end users, in order to simplify
the complexity of the product, and may need previagreements on best practices or
standards. Such harmonization has a considerabtercéerms of time and resources.
The formation of international consortia may alséet time, and bargaining on the
agreed distribution of work may predominate ovee téfficient criterion in the
allocation of resources (Hartley, 1995:457). Asoadtusion, it can be said that joint
research may not be always the best solution. €urthre adequate governance
infrastructure is needed to achieve such coordin&tl

ESRIF (2009: 202) advocates strongly for Field labs are needed for the validation
(verifying whether it is fit for purpose), i.e. ftedic environments for the
demonstration, validation and optimisation of inatve systems for security tasks or
meeting points where end-users, security authgritimdustry and the research
community can have access to the technologicatienkirelevant for their daily work
While not explicitly said, the text assumes fiedthd of European dimension. This kind
of initiatives certainly will have a positive effeon quality and cost, yet it may face
with reluctance of Member State that may still adessecurity, a concept closely tied
to national sovereignty (Enders and Sandler, 2Q(%):1

Benefits of reusing defence and civilian expertise

The challenges of security require the amassingxpertise, know-how and resources
to succeed in the development of solutions. Fomgte, the large experience attained
in the defence field in the area of intelligenagrveillance and reconnaissance as well
as command and control can fertilise the developraEmany security solutions such
as the already known as ‘Network Enabled CapadslitiAdvances in many areas of the
civilian sector may also be reused in the fieldseturity. In particular advances of
electronics, information and communication techga@se financed by other sectors may
push ahead the development of new and improve@mgssuch as smart cards, RFID
tags, mobile communications, etc.

Profiting of integrating security in civilian produ cts and services

It is reasonable to believe that the EU has endaghnological and industrial base to
develop security systems and solutions, but withmummercialization prospects, the
development of these systems is very unlikely. &ipay-off of many protective
measures, especially against terrorism, is harddasurable, due to the difficulty to
assess the threat and its consequences befordtantha measure is implemented, the
need to improve and spend in security may be lackin

22 Here the European Research Framework Program alegsy positive role.

22 This raises the question whether a European SgcAgency could be a good solution to correct
failures to achieve the economic benefits fromrimaéional collective action. Such action is reqgedst
by EOS (2009) industrial association.
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To overcome such problem a likely successful ssateould be to focus explicitly on
technologies that, in addition to counter terroriand organised crime, have broader
applications. Research with multiple uses like degeor the civilian market may have,
therefore, sense and will bring higher and morgitda pay-offs.

This approach would help to reduce vulnerabiliteesl, at the same time, enhance
reliability, productivity, quality of services, othe provision of new commercial
capabilities as examples shown in chapter Ill. Sstchitegy needs a careful assessment
of advantages of the research for security as wasllto other economic fields.
Introducing security requirements in the early stsagf the design of a new system may
help to reduce costs instead of introducing theter lan (ESRIF, 2009:17). However,
markets do not reward always such behaviour. Ratharkets reward first movers —
that is, those companies who are first in bringangew product to market. This means
that it is more important to get into the marketheaather than first investing in
improving product security (Anderson, 2001a).

The complexity of properly allocating resources t®ecurity

Protecting society from terrorism and organisecdheris hard to achieve. Measures are
always expensive and resources limited. Determihmg much to spend and in which
areas is always difficult. Furthermore, asymmetfyindormation and the inability to
protect everything, since hardening of every targemrealistic for the economic point
of view, give always advantages to terrorism arghoised crime to find and hit a weak
spot. The damages that a terrorist group may canese most cases considerably larger
than the cost of organising and performing theckftand sometimes disproportionately
higher as the 9/11 has shown.

One of the ultimate objectives of terrorism is topbse economic hardship on the
targeted country. This strategic rationality hasrbeanifested in explicit statements by
Osama bin Laden, among others. For example, heect@out the positive exchange
ratio between the cost of the September 11 attaclsthe cost of its consequences to
the United States (Davis, 2009:xxxiii).

A big challenge is that these threats claim a &iant fraction of the discretionary
resources that might otherwise be invested in vibgs pay broader dividends over
time. In such a case, the impact of those expemditmay be disproportional to the
costs caused by the attack themselves. Securitypegmmaredness measures shall be
warily designed so that the resources devotedeim ttho not end up generating the very
costs that a terrorist aims to impose. This argurbesught by Jacksoet al. (2007b) is
analysed also by Sandler (2009) when he ponderseatgrity spending of USA on the
order of magnitude of tens of billions of dollacempared with the money saved from
reduced damages in the order of millions. Stewad Blueller (2009) also raise this
question when they evaluate USA homeland secysgnding and estimate cost per life
saved (using the value of a statistical life) taedmine the rationality of these
expenditures and assess alternative investmentsitigate the risk of other hazards
(e.g. vehicle and road safety, health programmdé®od protection) that could be more
cost-effective (i.e. more lives saved).
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The allocation of resources to security should pgn@al and decisions should be based
on a balanced analysis of benefits of mitigating tisk and its consequences against
both the economic cost of developing and deployWame security solutions. Hence,
tolerating some level of insecurity is economicatitional when costs outweigh
benefits. While no mathematical formula can revded appropriate balance and
decisions are made in an environment of boundéahadity, principles of transparency,
accountability, and informed judgement may helpatmid large imbalances and
resources misallocation. This may require of adegudormation to take into account
the full range of costs and benefits combined vatfalytical methods and tools to
evaluate program performance in order to suppoet fihal decisiof’’. Rational
decisions, rather than emotional based decisiosed®n alarmism and excessive
weighting of worst case scenarios without assesggdikelihood (Sunstein, 2002),
should rule decision making in security investmgnavoid hyperbolic overreaction to
improbable contingencies. As Mueller (2005) stdtéderrorist force us to redirect
resources away from sensible programs and futucevthr in order to pursue
unachievable but politically popular levels of d@tie security, then they have won an
important victory that mortgages our future’.

The field of information security is being espelgiaich on research on how much |to
invest in computer security. Gordon and Loeb (20@2sent an interesting paper|to
assess the optimal investing amount to protectvangiset of information. Their
analysis suggests that, under plausible assumpimrestment in information security
may well be justified only for a midrange of infaation vulnerabilities. That is little gr
no information security is economically justifiedofn extremely high, as well as
extremely low, levels of vulnerability since theduetion of the expected loss will npt
justify the investment. It also suggests that toximize the expected benefit from
investment to protect information, a firm shoulcesg only a small fraction of the
expected loss due to a security breach. The argussams still valid when applied
ceteris paribugo general investment in security.

Box 10. How much is enough in security investment
Potential areas of industrial policy

The security market, as has been shown, is sulgjecefficiencies and failures with an
adverse impact on its performance in terms of espen products with low
performance, innovativeness, or international cdiipeness. Reasons may be due to
lack of coordination between agents, barriers tenmetition, industry strategic
behaviour, low innovation incentives, excessiveksjslow initial demand due to
network effects, limited capital access, technalagobsolescence, or high-tech skill
dependenc?®.

Governments may play an important role in changiragket dynamics consistent with
the public interest when failures and inefficiesci@ppear. Yet, government action
should be grounded on sectoral studies to impleradatjuate solving measures and

224 On a critique of DHS methods for evaluating progmeerformance and effectiveness, see Thomson
(2007) and GAO (2010).

25 No general document on EU security industrial golhas been identified, as opposed to defence
where some official documents exist. This suggtss little attention has been already paid to this
industry.
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should consider costs and benefits to ensure tit@tvention is both proportionate and
appropriate.

Lack of information may be a main source of poorket performance such as for
example reliable data about vulnerabilities anagckd. A policy option could be
therefore the collection and publication of infotioa to foster better investments, as
for example CERT teams. As Tirole (1988:109) statdsen deciding whether to
become informed, a consumer takes only the prigagt and the private benefit into
account, but he or she does not take into acchenfact that, by being better informed,
he induces (or allows) the firm to credibly offéethigh quality. So it can be inferred
that increasing the number of informed customevsudes efficiency. Thus consumers’
information should be encouraged beyond its priyabgtimal. However, as Spulber
(1989:64) advices, the welfare gains from improu&@drmation flow to participants
must be compared with the costs of government mtoatu of information. The need of
policy action in markets with asymmetric informatimay thus depend on the trade-off
between the costs of information production andcthets of inefficient transactions.

Thetipping tendencies of economic competition, describedhénprevious chapter, like
too few firms, excessive market dominance, slow dstorted technological
development, high prices for hardware and softwpassibilities for overt or tacit
collusion among suppliers and integrators (Cav®520nay be also a source of poor
performance in market segments where network affptay a critical role such as
biometrics and RFID.

State R&D financing and public purchases may helgkéep up with new security
threats through the development of efficient arfdrdfible countermeasures. Yet, this
support is not easy to provide. As NRC (2002:3%4des ‘the facilitation of technology
development will be a complicated task for governtselt is very difficult to define
goals for such programmes, support the necessantiic and engineering research,
facilitate the maturation of technologies into rebproducts, and eventually ensure that
these products are implemented by appropriate 'u3érs main challenge is to allocate
resources to potential innovations that do matdh wiarket needs, whilst avoiding the
tipping tendency that R&D financing may help to increase.

Providing this support, while keeping up a fair gafitive environment, is not an easy
task not being enough openness, transparency, tejeawarding and rigorous
monitoring of aids. Additional measures requiredlude: (a) precompetitive R&D
engagement, (b) multiple-sourcing arrangement doimgetthat may be inefficient in
natural monopoly markets; (c) a careful design cetitipn on major procurements; (d)
technologically neutral requirements or based omnoptandards, (e) open and
transparent supply chain management, and (f) tlasion of some form of compulsory
licensing of IPR option arrangements in procurencentracts based on fair, reasonable
and non-discriminatory (FRAND) criteria (Cave, utedh 2005).

The motivation to provide aids mainly resides i thublic interest of enhancing
security when market mechanism fails. This wouldamehat decisions should be
focused mainly on security projects with large ietpand benefits to society, that
otherwise would not take place. It would also m#at aid intensity should be tamed
by the size of demand, commercialisation prospiactgher economic sectors, or spin-
offs with large impact on the economy. This prolgagplains that much research in
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security today is oriented to dual technology merksuch as ICT, robotics,
biotechnology or aerospace, which are believed he éssential for the future
competitiveness of the European industry in worldrkets (Tisdall & Hartley,
2008:177). It may well be that such believe maymigonarily outplace projects that
could embed higher social gains.

Coordination may be especially required for sett{mgeroperability) standards and
fixing minimum security requirements since they htigpe essential to boost market
demand®®. The support for their development may be impdrtghen private agents
show too much inertia. Monitoring is also requitedvoid strategic behaviour aimed at
reducing opportunities of competitors during theedlepment of standards. This may be
the case when industry led standard consortia ¢otlasive practices; when a provider
with large market share deliberately makes its mgent incompatible with rivals
offering, or when the holder of a key patent effedy controls all those who use it. An
RTD policy, where access to research results is,opsuld promote diversity; balance
scale and scope economies with economic efficiersgrain vertical foreclosure whilst
encouraging appropriate integration; and inspirén&r product and process innovation
(Cave, 2005).

THENEEDOF FURTHERECONOMICRESEARCH

This study shall be seen as another step to abateance regarding the European
security industry. It has shown the often elemgntanowledge we have on this
(complex) economic sector and the scant informatibat impedes a better
characterisation and further progress in the umaeding of this market. Datasets are
not enough rich to discover evidences, make inf@gnand empirically confirm

hypotheses. Many hypotheses have been only sudgesteding to be fully tested, and
there are insufficient evidences to refute or snssmme interesting conjectures. In
short, evidences found are often too anecdotaé toseful.

Consequently, efforts are needed to gather on abthurbasis such information (in
particular quantitative data), allowing that resbars exploit it to better understand the
structure and behaviour of this industrial sectod,athereby, identifying more
accurately potential performance troubles in theketa Compiling such information
involves an important, but necessary, effort togpess in the research and to avoid
skewed conclusions that may sustain inappropnmtestrial policies.

Main information shortfalls are the accurate measafrmarket demand across market
segments and customers, imports and exports, andrrgonent research and

development financing. From the supply side a bettaracterization of the industry is

needed in terms of turnover, employees, saleslbyast markets, suppliers, customers,
R&D investment and other economic indicators. Cnhch information base may open

the door to econometric studies that are badly es@udthis area.

For the future, there is no shortage of researastipns in the security market. For
example better knowledge is needed on cost steigtudevelopment and production
and the role of economies of scale, scope andifepon each market segment. More

2% Fajlures to achieve standards have occurred irpéise. For example a pan-European identification
card has not been achieved, thus limiting e-govemirsolutions on member states. It seems that there
is room for improvements in this area.
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progress is needed in unveiling differences betvgseurity, defence and civilian firms
as well as assessing linkages and synergies betivesa firms, fruit of the exchange of
knowledge and technology. Finally, more insight meeded in characterising
government role and procurement policies and piaenbn-optimal decision making.
A more precise characterization of the conduct afket agents is also needed. Finally,
econometric studies on market performance usinigréifit indicators would help to
determine more accurately the health of this ingust
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ACE
AFIS
AIDS

AIS
ASTM
ATM

BAA

BSL

CAD
CBRNE
CCTV
CEN
CENELEC
CEO
CFCA
COTS

CT
DARPA
DHS
DVR

EDA

EEA
EMSA
ENISA
EPCIP
EPOSS
ERFP
ERP
ESRAB
ESRIF
ETSI

EU
EUROCAE
EUROSUR
EUSECON
FRONTEX

GAO
GDP
GPS
GSM
HEPA
HEU
IAEA
IATA
ICAO
IC
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ACRONYMS

Automated Commercial Environment
Automatic Fingerprint Identification System
Acquired Immune Deficiency Syndrome
Automatic Identification System
American Society for Testing and Materials
Automatic Teller Machine / Air Traffic Managemge
British Airport Authority
Biosafety Level (1, 2, 3, 4)
Computer Aided Design
Chemical, Biological, Radiological, NucleawdsExplosive
Close Circuit TeleVision
European Committee for Standardization
European Committee for Electrotechnicah8&adization
Chief Executive Officer
Community Fisheries Control Agency
Commercial Off the Shelf
Computer Tomography
Defence Advanced Research Project Agency
Department of Homeland Security
Digital Video Recorder
European Defence Agency
European Environment Agency
European Maritime Safety Agency
European Network and Information Security Agg
European Programme on Critical Infrastrustietection
European Technology Platform on Smart Sydlaegration
European Research Framework Programme
Enterprise Resource Planning
European Security Research Advisory Board
European Security Research Information Forum
European Telecommunications Standard Institute
European Union
European Organisation for Civil Aviationuggment
European Surveillance System for Borders
European Security Economics
European Agency for the Management of Cipmral Cooperation at the
External Borders of the Members States of the ErangJnion.
Government Accounting Office
Gross Domestic Product
Global Positioning System
Global System for Mobile Communications
High Efficiency Particulate Arresting
High Enriched Uranium
International Atomic Energy Agency
International Aviation Transport Agency
International Civil Aviation Organisation
Integrated Circuit
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ICT

IED
IMO
IPR

ISO

ISP
ISPS

IT
ISDEFE
JRC
LAN
LCD
LRIT
MANPADS
MES
NACE

nec

NIJ
OCR
OEM
PASR
PC
PDA
PMR
PIRA
POS
PPE
PTZ
R&D
RF
RFID
RPG
RTD
SCADA
SIS
SSL
SME
TCP/IP
TETRA
TFEU
UAV
UNO
US-VISIT
VIP
VIS
WMD
WP
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Information and Communication System
Improvised Explosive Device

International Maritime Organisation
Intellectual Property Rights

International Organisation for Standardisation
Internet Service Provider

International Ship and Port facility Secu@iyde
Information Technology

Ingenieria de Sistemas de Defensa

Joint Research Centre
Local Area Network

Liquid Crystal Display

Long Range ldentification and Tracking

Man Portable Air Defence System

Minimum Efficiency Scale

Statistical classification of economic actie# in the European
Community.

Not elsewhere classified

National Institute of Justice

Optical Character Recognition

Original Equipment Manufacturer
Preparatory Action on Security Research
Personal Computer

Personal Digital Assistant.

Professional Mobile Radio

Provisional Irish Republic Army

Point Of Sales

Personal Protective Equipment

Pan, Tilt and Zoom

Research and Development

Radio Frequency

Radio Frequency Identification

Rocket Propelled Gun

Research, Technology, Development
Supervisory Control And Data Acquisition
Schengen Information System

Secure Socket Layer

Small and Medium Enterprise

Transmission Control Protocol / InterneitBcol
Terrestrial Trunked Radio

Treaty of the Functioning of the European Wnio
Unmanned Air Vehicle

United Nations Organisation

U.S. Visitor and Immigration Status Indiican Technology
Very Important Person

Visa Information System

Weapon of Mass Destruction

Working Package
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