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Terrorist Targeting, Information, and Secret Coalitions

Maurice Kostet
Ines Lindnef
Gordon McCormick
Guillermo Owefl

Abstract: We consider a game played by a state sponsorrofitmn, a terrorist group, and the
target of terrorist attacks. The sponsoring stath&s to see as much damage inflicted on the
target of attack as possible, but wishes to aveidliation. To do so, his relationship with the
terrorist group must remain ambiguous. The targetttack, for his part, wishes to bring these
attacks to an end as quickly as possible and wilsier the option of retaliating against the
sponsor to do so. There is a penalty, howeverglatiating against a state that is not supporting
terrorist operations, and even if the victim is eavaf this relationship, it is necessary to
convince third parties that this relationship altyuaxists.

We approach the problem by introducing an “evidénegiable in a dynamic setting. We show
that the interplay of different strategic and namategic effects boils down to three qualitatively
different scenarios, determined by key parametBased on this result, two alternative
instruments to retaliation are identified in ordemesist terrorist activities. First, assumingttha
the target is able to change some parameters bgtargninvestments, the paper provides an
economic analysis of how to invest optimally in @rdo make the sponsor lose incentives to
support the terrorist group. Second, we propos@dgihg the structure of the game. Here, the
key insight is that the target country can makendateral statement as to his strategy. The
sponsor cannot do so as he is in fact claimingttieae is no cooperation with terrorist groups.
While our discussion, in this article, is motivatbg an important problem in contemporary
counterterrorism policy, it applies more generatiyhe study of secret coalitions.
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1. The problem

State-terrorist alliances have been a cefegedlire of modern terrorism since the late 1960s.
The motivations that underlie these alliances layenow, well understood. For terrorists, state
sponsorship is an important force multiplier, offigra source of material and financial aid,
diplomatic cover, and often a comparatively secemgironment from which to prepare and
launch their operations. With such assistancegriet groups are frequently able to emerge as
important regional and global actors in their owght. In the absence of such assistance, they
are seldom more than a political nuisance. Thezeckrar potential benefits for the sponsoring
state, as well. State-terrorist alliances can baratterized asecret coalitions where the
specific nature, significance, and sometimes etenekistence of the relationship between the
sponsor and the group is unknown to the targettiaiclh Even where state sponsors are
involved in supporting terrorist attacks they afeemm able to avoid being held accountable for
the actions of their proxids This provides them with the opportunity to condac more
(indirectly) aggressive and otherwise risky foreigalicy than if they were not operating
through an agent.

The problem that state-terrorist coalitionseto the targets of terrorist attack is complidate
by the fact that terrorist groups are hard to famdi localize and, therefore, hard to respond to
directly. This is due not only to any cover andtpation they may gain by operating from the
sovereign territory of another country, but alsotheir small size, informal organizational
structures, and their own internal security measuBecause they are hard to see, they are hard
to eliminate. This, in turn, makes them hard tede$trong states, in this way, are vulnerable to
attack from objectively weaker terrorist groups dese they are unable to bring their relative
strength to bear against covert opponents. Theefadvantage enjoyed by one side, in such
cases, is offset by the anonymity of the other. idteadvantage in this contest generally resides
with the terrorists. They may not be strong enotaistrike decisively, but they are invisible
enough to do so with a low expectation that thdylve hit decisively in turn.

Because of the difficulty of responding tareeist actions directly, many targets of attack are
tempted to respond to these actions indirectlyhiogatening the use of force or other sanctions
against “the source of the problem” -- the tertstistate sponsor(s). The expected effectiveness
of such a policy depends, among other things, @ d@bhsumption 1) that a sponsorship
relationship actually exists and 2) that this felahip is essential to the terrorist group’s
continuing ability to pose a threat. To the dedies a terrorist group depends on continuing
sponsor support to stay in the game, and the spagssiate can be pressured into discontinuing
that support, the group will be effectively neutzatl as a future threat. On the other hand if no
such relationship exists, or the relationship #wsts is not central to the group’s continuing
ability to act, any program to indirectly attacletgroup by targeting its sponsor is destined to
fail. The expected success of such a policy, intslkdepends, on the confidence a retaliator has
that the relationship between the sponsoring stadkits proxy is actually what it seems.

® One current example would be the relationship betwVenezuela and the FARC guerrilla movement of
Colombia, in which President Hugo Chéavez, thoughhls nothing but praise for the guerrilla leadgrshind
allows them safe harbor in his country, can inthiat he is in no way collaborating with them initHfght against
the Colombian government.
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This influences not only the expectaehefitsof a sponsor-focused counter terrorism policy,
but also its expectedosts In general, there are two sets of costs assaociatth retaliating
against a state sponsor of terrorism. The leasoitapt of these are the material costs of
carrying out a program of sanctions. These cogtsansitive to the type and magnitude of the
retaliatory action. The second and more importanto$ costs is political, both at home and
abroad. These costs not only vary according tontitare and magnitude of the sanctions that
are imposed; they are also highly sensitive to dim@nd international perceptions concerning
whether or not a causal relationship actually exibetween terrorist attacks and the
“sponsoring” state. The problem, in this case,as simply one of identifying who a terrorist
group’s state sympathizers are -- this is generadly known -- but whether and to what degree
these players can be shown to be involved in sporgsterrorist operations and, therefore, the
degree to which they can reasonably be held acablenfor a group’s activities.

The visibility of state-terrorist coalitiona@ therefore, the payoff of retaliation are subjec
change over time. One of the most important mednsnoovering such a relationship is by
evaluating the nature and pattern of the terratisicks themselves. While the victim of these
attacks may, initially at least, have a very lirditgew of what is going on behind the scenes, it
is clearly able to monitor the tempo, magnitudel sophistication of its adversary’s operations.
In general, the more a group is able to do, andaihger and more frequently it is able to do it,
the more likely it is to be receiving state assista Like a crime scene, furthermore, terrorist
attacks generally leave behind trace evidencedhatprovide further insights into an attack’s
origins, its technical character, who carried it,ouhat forms of assistance were needed to
conduct the operation, and what the likely sounfethis assistance might be. What this means
as a practical matter is that the longer a searatiton exists, and the more important this
relationship is to a terrorist group’s capacitydct, the less secret the coalition is likely to
become. As evidence of collusion grows, the nebffaf retaliation will increase, in turn.

This dynamic presents both the sponsor obtistrattacks and the victim of these attacks
with an interdependent decision in the face of inptete information:
The victim must decide whether or not the expebieukfits of retaliating against the terrorists’
state sponsor outweigh the expected costs. Siscé&nowledge of the exact nature of the
coalition will never be perfect, he must decide wiewel of evidence he will accept. If he
decides to retaliate later rather than sooner ieféort to gain a more complete picture of this
relationship and reduce his political costs, h&sriexperiencing more attacks than if he had
acted earlier. On the other hand, if he acts somther than later in an effort to avoid future
attacks, he risks incurring a higher political clustretaliating than if he had waited longer. The
key assumption of our approach is that the cosetaiiation (political and economic) by the
victim country decreases with the amount of evigemgilt up against the sponsor country. This
evidence will be measured by a “suspicion factor”a dynamic setting. The idea is to
incorporate the fact that evidence against the spogoes up (down) each time a there is a
terrorist attack while (not) being sponsored. Twik be done with the use of Bayes’ updating
rule along with the fact that the probability osaccessful terrorist attack increases when the
terrorist groups is being sponsored.
In a similar way, the sponsor must decide whetherod the expected benefits of continuing to
support terrorist attacks against the victim oughethe expected costs. Besides the material
costs of supporting the terrorist and costs ofliegtan, the sponsor has repeated political costs
to be suspected to help the terrorist group. Wihisesponsor may assume that, if this support
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continues, it will gradually be exposed, he carkmaiw the rate at which this will occur or its

consequences. If he decides to sever or reduceekisooner rather than later in an effort to
avoid retaliation, he will forego the benefits obmking through his proxy for a longer period of

time. On the other hand, if he acts later rath@nso in an effort to inflict as much damage as
possible, he faces substantial political costsreskd being attacked in return.

While substantial work has been done on tlblpm of incomplete information in games
(for a good overview see Aumann, Maschler and 8&at995), this has dealt mainly with
information regarding player utilities. Here we death a different problem, the role that
information plays in the actions of and respongea secret coalition where the existence and
nature of the coalition is incompletely known task who are not in the coalition but in the
game. This problem is investigated by means ofraegplayed by a terrorist organization, its
victim, and its state sponsdVhile our discussion, in this article, is motivaiey an important
problem in contemporary counterterrorism policyafplies more generally to the study of
secret coalitions.

2. The model

We consider a game with three players: thetist (T), the Host (H) and the target or object
of attack (V). Assuming that T has attacked V, amyrbe difficult for V to retaliate directly
against T. T cannot, however, continue to operataae than a low level of activity without
support from H. Thus V has the option of retaligfinndirectly, against T by attacking or
otherwise sanctioning H. The problem, as noted apigvthat it is not always easy to determine
whether and to what degree H is supporting T. Bvbkan V feels quite certain that this is the
case, there are often political reasons which nitakepractical to act against H without clear
evidence of collusion. In particular, there will lo¢her parties (neutral states, international
organizations, and even various domestic politbzalstituencies) that will impose a cost on V
(if V attacks H) unless they can be convinced thate is a link between H and T. In the
absence of a “smoking gun” that definitively linksto T, however, it may still be possible to
use mathematical analysis to infer a connections Tbased on the idea that if T is indeed
receiving support from H, it will be able to operait a higher level of activity and with a greater
destructive effect than if it were operating onatsn. Thus, for any given T, the higher the
frequency and/or magnitude of T's attacks againstié more likely it is that a supporting
relationship actually exists, between T and H, d&hdt neutral observers will accept its
existence.

With this in mind, we distinguish betweersteong T, who is in fact receiving aid from H,
and aweak T, who is receiving no such support. We assume #tdahe beginning of the game,
T and H are not allied. At this time H must deculeether to form a coalition {H, T}, thus
leading to a strong T, or to avoid such a coaljtieaving T to remain weak. Now T (knowing
his type) can act (attack V) or not. For his partkdowing T’s action, but not T's type, can
consider retaliatiorafter he has been attacked. If in fact V retaliatess tietaliation can be

® The present article focuses primarily on the biiak relationship between the terrorist sponsor taedtarget of
terrorist attack. In an earlier work, two of thetteors examined the equally interesting relatiomdietween the
terrorist group and its sponsor. See, McCormiak@wen (2009). For an excellent and easily acbkssiverview
of the state sponsorship of terrorism, see Bynz00%).
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against T alone, against H alone, or against bodnd H. We generally discard the idea of
retaliation against H alone; we can reasonablyrasdiat V may or may not attack H if he is
prepared to attack T, but he will not attack Hefik not yet willing to attack T. H is always the
more costly target. The question we investigatghsther or not he will retaliate against H and
how this, in turn, influences H’s calculations ceming the wisdom of continuing to support T.

We assume that, if there is no coalitiomemk T can attack at a leveggl He will in fact do
this, but cannot increase the average value oéthgacks abovg. A strong T, by contrast, with
H’s support, can raise the levelgo(Thisp is to be chosen jointly by T and H.) We assuze
p < 1. We assume a payoff to HAfp-g) per time period, wher& is the payoff obtained from a
unit-level attack. There is also a discount factoPayoffs or benefits of size obtained time
periods in the future, in this case, have a distamlipresent value afe . For a given level p,
the total discounted value of attacks to H at tinse

W(l_ ey . 1)
This term enters the payoff to V with a minus sign.

For V, there is a suspicion factpr(the “odds”), which corresponds to V’s beliefs abthe
existence of valid evidence of an H-T coalitionfadct, V assigns subjective probabiljiy(1+)
to this. Alternatively, this term can be thought ad the likelihood or odds that objective
international and domestic actors will accept thésteng evidence. (Note, however, that
different actors will be more or less difficult tonvince. Thugt would be some average of the
neutral observers’ acceptance of the evidence.xhat beginning of the procesg, has a
relatively low valugu(0) =c.

As long as the coalition exists, as time pesgesyl increases exponentially, gi¢t) = ce

u(t) = ce" )
where
A =plog(p/ g+ (1~ p)log((l- p)/(- q)) 3)
[See subsection Al of the Appendix for a justificatof thisA.]

Figure 1 showa as a function op, for different values od.



A(p)
1.5
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P

Figure 1

What would be the begt from H’s viewpoint? In general, we can assume tihea attacks at
this rate will continue until some critical levdl jo has been reached. At that point, either V will
attack H, or H will decide to discontinue assistaihe T. Clearly, H would like to choogein
such a way as to maximize the damage done to Nairtime.

To see how this work, let us assume that ttexles will continue until the levgl = ce =
ep(0) is reached This will happen at time = 1. In that case, the total (undiscounted) payoff
from these attacks will b&(p-g)/A, as shown fog=0.3 in Figure 2.

A(p=q)/A

150

I
100 J

-

L
0.2 0.4 0.6 0.8 1.0

Figure 2

P

Note that, by choosingslightly larger than 0.3 (the assumed valug)pH and T will do a
lot of damage. However, this damage is spread et @ long period of time. (Think of 15 units
of destruction per year, over the next 10,000 yddrand T, on the other hand, would clearly
prefer to inflict 2000 units of destruction per yeaer the next 15 years.) The point, in this case,

" There is no significance in choosing the critigah this way; we merely do this to illustrate thesult. Note thae
here is the base for natural logarithms, approxélyaqual to 2.718.
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is that we have not discounted future payoffs. éf itroduce our discount factor, we find that
the discounted payoff is

A(p-9(1-e™) la (4)

Figure 3, below shows this payoff, assumingriéical level p = eu(0) is reached, and
assuminga = 0.1. As may be seen, this payoff reaches a maximalue at aboyp = 0.5. At
higher values op, the critical level of1 is reached very quickly and not enough damageng d
At lower levels, by contrast, the process lastergyltime, but the damage occurs slowly, and,
because of discounting, its total present vallevis

disc

35}

/

0.4 0.6 0.8 1.0
Figure 3

At some time, the process stops, either bec®ueetaliates, or because H decides to break
off his supporting relationship with T. Let us asmuthat V stays observant until tinhend
retaliates immediately afterwarli$i in turn, plans to sever his relationship witlatftimes.

Suppose < s. Then V stays observant until tilhewhenp has reached a valwe'. In that
case there is probability/(1+u) of a positive benefitB, to V and probability 1/(1) of a
political costK. The expected, discounted value of this is

e—m IUB_ K (5)
1+ u

Apart from this, V has been suffering from T's aks, which as seen before has a total
discounted value

8 An alternative would be to interprems retaliation time. However, such an interpretaprevents determining

H's best response as this would $s¢ as close as possible to- unless we introduce-optimality (see Maschler

1966) implying H's best responsettis to stop supporting T at tinset-¢. For notational convenience, we will stick
to the interpretation dfas observant time.
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-A(p-91-€™)/a. (6)
Suppose on the other hadt. Then the process ends because H breaks off astivhwill
never get to retaliate. There is then only thealisted payoff of the attacks given {4(p-q) (1-
e”®) /a.

Thus we have the payoff to V

C(M@) ift<s
HV(S’t)_{N(S) if t> s (7)
where
x C€' B- K

Mo=-HEda-em e ®)
8

N(9) = _M(l_ &),
a
The strategy set of V is given [§, =R, D{oo} . Note thatt =0 means V never retaliates.

It will be of interest to visualize the funatioM(t). Figure 4 gives a typical case,
corresponding tp-g= 0.2,A = 20,a = 0.1,A =0.08,c = 0.4,B = 50, anK = 100.

Figure 4

As may be seen, this increases to a maximequal to about -34.5, obtained at
approximatelyt = 19, and then decreases monotonically to an asyimpalue -40. This is
typical of the function, no matter what values assigned to its several parameters, though in
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some cases, especiallycifs relatively large, or iB is much larger thaK, the maximizing point
may correspond to a negative valug.of

As for the functionN(s), this has a relatively straightforward behavidecreasing
monotonically from 0. Figure 4 shows this behaviar the same parametric values. It also
approaches the value -40 asymptotically. As mayséden, bothVi(t) and N(s) approach the
asymptotic value g-g)A/a as the time variablé 0r s) goes tow.

20 30 40 50 60

N(t)

Figure 5

In Figure 5A has been changed from 20 to 5. All other pararmetey the same as in Figure 4.
In this caseM has a maximum of about -8.2, obtained at25. BothM andN approach the
asymptotic value of -10.

For a general set of parameters there are titvcat values of the time variable. One of these
is t*, which satisfiesM’(t*) = 0, and which, if non-negative, maximizes thadlion M. See
subsection A2 of the Appendix for an analytic dation of thist*. The other ist”, which
corresponds to the value

U =KI/B. 9)

Thus
. log(K /Bc)
A
It is easily seen that, far= t*, the second term in the definition Mfvanishes. What this means

is thatt” is the break-even point for retaliation. ThMKt") = N(t*). Similarly, we can see that, if
t<t*, M(t) < N(t), while fort > t*, M(t) > N(t).

(10)



For the strategy set of H, first note that he isardy able to determinsg, the time at which H
severs his relationship with T, but algothe level with which a supported T is able t@eitt

Hence the strategy set of H is given @yg D{oo})X[q,l] which includes the case of non-
cooperation with T by setting = q.

Let £ denote the time preference rate of H. Besidesotla¢ discounted profit value
A( p- q) (1_e—/3'1)
B
of attacks, H’s the cooperation with T implies #hfends of costs:
(i) repeatednaterial costs to support T,
(if) repeatedolitical costs to be suspected to help the terrorist group,
(iif) the costs of retaliation.

For (i) we assume a material cosIs(p—0) per time period, wher€, is the cost generated
from a unit-level attack. For a given levpl, the total discounted value of these costs at sme
is
ClP=Q g o) (11)
B
The costs of retaliation (iii) at timsare given byC.(p- g €”°.
The repeated political costs (ii) are more compéidaSo long as there is some suspicion, H will

suffer a loss proportional to the suspicion faci[e%;()s%l multiplied by C,, the costs when the

suspicion factor reaches it's maximum level 1. Bseathese are continuing costs, these have to
be integrated. Moreover, they are being discourgedye wind up with the integral

s ,U(V) ﬂv
JoCo e s1(PmAE O (12)

Thus we have the payoff to H

_|F(s) ifsst
Myt (s, p))—{G(t) 1> s (13)
where
F(9=27 (pma0- €)= [ 668 (o 4 av
A-G H(V) (1)
—/i’t v t
G(h="=7"(p- A~ )jc; oLl

Note that for any given it is never a best response of H to chogsetsince he can avoid
retaliation costs by setting=t.

For the following we assume th#&t> C. which means that the damage done to V is higher tha
the cost of support of the terrorist. Note that fin& term of F and G has the same qualitative
shape as-N given by (8).
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The following figures correspond 0.3 A=20, G=5, Cp=15, =0.1, c=0.4.
Figure 6 shows the political costs (12) which amnotonically increasing irs and p, except
for p=q or s=0 where it stays O for increasisgprespectively.

T
o
180
|

JGO

40 Political Costs of 17

Figure 6

The payoff to H without retaliation given by is illustrated in Figure 7. Herd; is interpreted
as a function irp with given fixed levels 06=1,2,...,100. The red graph indicatég p) at the
fixed level s=5. This figure shows that there is an inner maximp for any fixed level o§.
Since the suspicion factor is increasing over tifme anyp > q, political costs eventually
become too painful for larger valuesfThis provides an incentive for H to reduce thevgh
rate of the suspicion factor by choosing a lowdu&a’ when s increases.

FIs]

04 0.5 0.6 0.7 0.8 0.9 1.0

Figure 7
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3. Game theoretic analysis — the normal form game

We start our analysis by assuming a fixed levelpoin order to allow it to be chosen
strategically by H at some later point. Howevercase of dependence pnve will indicate it as
an argument. In particular, note ttiafrom (10) depends op becausel does. This also holds
for critical timet* as shown in (44) of the Appendix.
Put

CP

Proposition 1: For any fixed level of p, the best response funabioH is given by

t fad0> 1,
o c
= R < 1
r, ) =smin(s (p),t) forc+1<e 1, (16)
0 otherwise,

where s ( p) is the level at which the corresponding suspicictdr equals the ratio of the net
profit of terror divided by the political costs

M:@_ (17)
H(s (P)+1

For a proof see subsection A4 of the Appendix.

The interpretation is that, far/(c+1)<© <1, there is a point ( p) in time where the political
costs become so unbearable to H that he will st@m evithout the threat of retaliation. For
®<c/(c+l), the material costs of supporting T as well aspbhtical costs are too high in
comparison to the benefit of damage to V, so thath&$ no incentive to choose any
s>0regardless of the strategy choice of V.

Note that for®@ =1, this finding implies never ending support of Tosld V choose never to
retaliate,t = o . However, fort > t"(p), the expected, discounted value of retaliatiol tgiven
by (5) becomes positive. This rules aut t=c as Nash equilibrium strategies.

Corollary 1: For all parameter values the time horizon of thengais finite. Hence the game
will end eventually either by retaliation or by émgl support of T.

For the game theoretic analysis it turns out thatNash equilibria are not unique. For example,

there are infinitely many whefis large enough. For increasiAgve have® >1eventually and
hencer, (t) =t. On the other hand, V is not willing to retaliateless either the break-even

12



point t*(p) or his maximum payoff level of retaliatiol (t'(p)) is attained such that setting

t =s is a best response for early valuessofHence for sufficiently largé there is a whole
interval [0,r] such that anyt,s) with t =s][0, r] represents a Nash equilibrium.

The following Proposition shows that a whole seteqtiilibria can be ruled out by a simple
refinement criterion.

Proposition 2: The sets

W, :{t|t< min{t (p).t (p} ,t> ma{ t (p).t (p}}

. c
{s|s> s(p} forc—+1<e<1 (18)

" c
g foros—
{s|s>0 for < i1

are weakly dominated strategies of H and V, respelgt

For a proof see subsection A5 of the Appendix.

Proposition 3: Let p be given such that a strategy of H reduceshtmsing R, D{oo} . After
elimination of weakly dominated strategies, the atstgy tuple (t,s) with
t=min(t" (p),t* (p)) and s given by

s=t=min(t (p), t (p)) fo@> 1,

s=min(t (p),f(p),$(p) for——<O< 1, (19)
c+1

s=0 otherwise.

is a Nash equilibrium.

For a proof see subsection A6 of the Appendix.

Again, note that the Nash equilibria of Proposit®are not the only one. In fact, depending on
the parameter constellation there can be infinitelgny as for example fo®>=1 and

t'(p) <t’(p) (see Lemma 1 of subsection A6). However, due ¢oalitagonistic character of

the game we will focus on equilibria witt(p) = min(t" (p),t" (p))as they also constitute the
maximin solution of V at the same time.

Proposition 4: The maximin strategy of V is given byin(t (p),t"(p)). The strategy
combination (t,s) = (min(t (p),t (p)), f (p)) represents a Nash equilibrium of the zero sum
game where the payoff of H is giveny =-T1,, .
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For a proof see subsection A7 of the Appendix.

We now turn to the question of H’'s strategic chatp.

Proposition 5: For any given strategy tuplé,s) there exists an optimal level of suppat
given by

C
O(g,1) for ©@>—
(a.1) el

p(ts)= (20)

q otherwis

For a proof see subsection A8 of the Appendix.

Note that this implies that whe® is too low, H will not cooperate with T at all Isetting
p = q. The first row of (20), however, is confirmed bigire 7.

In combination with (16), the best response of ¥egia strategyof V is given by

(t,p) fod= 1,
r,(t)=1(minE (p),t),p) for——<O< 1, (1)
c+1
(0,9) otherwise.

In summary, in this section we identified the faliag Nash equilibrium

ty =min(t’ (p ).t (p))

t, ez 1,

s, =4min(t (p).t (p), $( ) forciﬂ<e< 1, (22)
s=0 otherwise.

Py = P (L S0)-

The following figure illustratesp, as a function ofA, © respectively. Moreover, the figure
shows three contours which divide thA& p- plane into different areas of ranking of
t',t* ands , also as functions .
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Figure 8: Nash equilibrium strategies for differentvalues ofA

q=0.4,C, =8C, = 5B= 50K= 120g g= 0.l¢= O

Observe that for values éfsuch that® < c/(c+1) there is no incentive for H to raise the level
p aboveq. However, for values ofA>C, + C, c/(ct1)= 9.6667the equilibrium value p,,
increases dramatically. Note that for valuesAobetween 9.6667 and 11.3, the graphmf
passes the two areas whese<t <t and s <t' <t , respectively. In these parts the
corresponding equilibrium tims, for H according to (22) equaks such that we don’t observe
any qualitative change when passing the line définet” =t*. Here, in both areas the game
ends as . When p, passes through the lité =s’, however, the minimum ofs’,t andt is

t* is such that it becomes the equilibrium choicelfoth H and V. FronA=17 on, H chooses
p, such that he avoids ending up in the area whetis the strict minimum. This is to avoid a

“too early” retaliation which is characteristic ftnis area: although V’s expected payoff from
retaliation is still negative he is not willing pmstpone it any further.

4. Interpretation

The critical time
_log[K/cB]
A

t* (23)

15



(the break-even point) is the moment for V at whilbh evidence of H’s collusion with T is
large enough that the expected payoff from retfahat(uB-K)/(u+1), first becomes positive. It
is logical for V to retaliate no later thafh Of course it may actually be in V's interest to
retaliate at a prior time, even though he will axpece a negative expected payoff. This
happens if the periodic cost of continuing attagksg)A, is sufficiently large in relation t8
andK. In such case, V might retaliate rather than &efT’s attacks on a continuing basis.
Here,t” <t”.

As shown in subsection A2 of the Appendix, the otbetical time t' is determined by the
existence of a positive rogt of the quadratic equation

~[A(p-Q+a B +[-2A p- 9-(@-A) Br(A+a) Ku+[a k- A p §=0. (24)
To be more specifict is given by
log(u /c) ., -
Y if £ =c, (25)
0 otherwise

Note that if A(p— g) keeps increasing, the quadratic term becomes domewventually and the

root 4 shifts to zero. Hence for a sufficiently large tedap— g) the critical timet’ is equal to

zero. This implies immediate retaliation should Bserve any activity in the very beginning of
the game.

From subsection A3 of the Appendix it follows thitae condition fort” <t” reduces to the
inequality
(p—9) A<ABK/(K+ B. (26)

This agrees with our previous intuition that, fardeA, V is more likely to act before the break-
even pointy”, is reached. As for dependencemrihis is more problematic as an increasp in
will also cause an increaselXnand it is not clear how it will affect (26). Strger attacks mean,
on the one hand, that V will want to retaliate sarbut, on the other, that evidence of H’'s
collusion is increasing rapidly, and so V may berenwilling to wait for the break-even
moment.

From (2) and (17) we get

L S T B e
S_/]m{cl—e} A'Og[ccp—(A—qJ’ 7)

° Something like this apparently happened in theofbian government's March 1 2008 attack on a FARC
(Revolutionary Armed Forces of Colombia) base iesktuadorian territory, which caused significanisten
between Colombia’s president Alvaro Uribe and résidlorian counterpart Rafael Correa. Correa appedrave
believed that Colombia would hesitate to attackhim absence of strong evidence of Ecuador’s caftdiom with

the guerrillas. Uribe however seems to have felt #ome political cost was preferable to the FAR&stinuing
use of bases across the border in Ecuador. Apfidreed, computers captured during the raid belgnigirthe local
rebel leader, Rall Reyes, had sufficient eviderfidecaador’s support of the FARC to mitigate theests. Correa
nevertheless did his best to maximize this coatieling throughout both Europe and Latin Americgitesent his
case to other heads of state. As of this writindy(2009), diplomatic relations between the tworttoies have not
been reestablished.
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which is defined forc/(c+1)<@®<1. Note that s increases with@ (with increasingA

respectively). In particular, we get theitends to infinity with@ approaching 1.
From (16) follows that for low values @, the political cost<C, weigh so heavily in relation

to the damage factofA—C;)that H has an interest in cutting support of T @tearly time

s <t, or doesn’'t have an interest to support T in &t place. For increasir®, we have

eventually s >t so that H would like to continue to support T liete wasn’t the threat of
retaliation. Here, H has no interest in disengagingr tot, as the only point of disengaging is
to avoid a retaliatory attack.

5. An alternative to retaliation

Proposition 5 shows how to prevent any terrorisivig, independent of what H expects V to
choose as a strategy -- the level®f (A-C;)/ C, has to be smaller or equal to the initial
suspicion factorc/(c+1). This section discusses the options of the victountry in order to
have an impact o® .

There are several ways the destructive power adddirom a unit-level attack can be curbed
by V. As an example, consider an increasing levedamage and safety precautions such as
investing in better methods of detecting explosigesupervisions of endangered people and
areas. This, however, implies considerable monetargstments which have to be traded off
against other actions affectir@. Analogously,C; , the material cost to H generated by a unit-
level attack, will respond to a range of sanctisweh as supervision of suspects and
international monetary flow as well as espionagefatt, any strategy that hinders exchange of
communication, money or material within the secwlition cause<; to increase. Political
costs can be interpreted to what degree the sogpatitimet will be accepted as evidence for a
coalition. The paramete€, will possibly be determined by the voters and raeut both
countries H and V. In addition, it will be influeed by other interested parties such as third
countries, the UN or other multi-country bodies.efidfore, the termC, will respond to

propaganda, as well as international pressure asdhternational controls, trade barriers and
sanctions.

In what follows we will assume thad, C.and C, can be influenced by V by some monetary

investment. When the expense budget for V is lidhiteowever, the question is now how to
invest the money on lowerin@ in an optimal way.
Let x,y and z be the investment inA C,,C, such that they can be read as functions

A(X), G (Y), G(2 with O(x,y,2=(AX— G(Y)/ G( 2 We will not assume any particular

shape of these functions, however, we will assummat tthey are twice continuously
differentiable as well as
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A(X) <0

C'(y)>0 (28)
C.(9>0

and
A"(X)>0
C "(y)<0 (29)
C."(2<0.

Assume further that without any investment

g (c+1) (30)
and
lim X,Y,Z— 0 O(X Y, Z) m (31)
Proposition 6: The solution to the optimization problem
minx+ y+ z
st AX-GY__c (32)
C.(2 ct+l
Is given by
(= (=" C
A =-G(Y=-—7 G2 -
_AY-G(Y_ ¢
C.(2 ct+l

For a proof see subsection A9 in the Appendix.

To our knowledge, there isn’'t yet any literature aata that would support any specific
functional form of A(X), C; (y), G ( 2. However, since our goal is to lend precision tmacept

rather than quantitative policy prescriptions, wa @r discussing a simple and transparent
example.

Example: Due to the invisibility of the secret connectiondanence the absence of direct
influence, C; might respond more inert to actions than A. Inreoaic terms,C, might be less

elastic with respect to investments.

—A' 34
C.( )Cr(Y)‘ (X)‘ (34)
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One could argue, on the other hand, that the unptability of terrorist attacks requires
investments in A to operate on a large scale. Imtrest, propaganda, as well as international
pressure can be established very targeted suchGpéz) is probably the most elastic quantity.

As an example we put
A = (x+ 7"
Ci(y)= y1/2 G (35)
Cp (Z) - 2‘99/100_'_ Q: '

such that for increasing x,y and z the elasticigpproach -2/3, 1/2 and 99/100.
From the first order conditions (33) we get for thigtimal solution

* 9 * 0/3
=— (X +
y 16( a)

100
zZ = _29fc (X + a™"* (36)
200€c+1)

100

- 9% £ 0

zZ = +
(SO(C + 1)} (y+4d

Note that the weak curvature @f, (z) implies that the marginal returns to investmentrdase

very slowly in comparison #(x)andC; (y). This is reflected by the high exponents in the
second and third row of (36).

6. Game theoretic analysis — the Stackelberg approa

Maschler (1966) introduced so called inspectorsigs in which one player has promised to
perform a certain duty and the other is allowedhgpect and verify occasionally that the duty
has indeed been performed. The key insight isttieak is a clear asymmetry in the possibility
of communication between the inspection role ared(ffossible) violation role. The inspector
can announce his strategy in advance, but the faiterolator cannot, as he is in fact claiming
that he would never violate the agreement. We WolMaschler in pointing out that this
asymmetry in communication possibilities also aggplio the present model. V can announce his
strategy that his observant time stops at a givew,tt. In that case, and assuming that
retaliation always hurts H, it should follow thatsHbest choice is to stop helping T at tise t.
Again, the argument is that V can make a unilatetatement as to his strategy, but H cannot do
so as he denies any cooperation witl! Th game theoretic terms, we now assume an extnsiv
form of the game where V, the Stackelberg leaddn the position to move first.

19 For example, after some rocket launchers which dgwehad sold to the Venezuelan
government appeared in FARC hands , Chavez’'s gustimister“told state television that the
case of the rocket launchers appears ‘a cheapofiliime U.S. government’." (NYTimes, 27 July
2009)
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Additionally, we assume that V has the option ahaatting himself, prior to playing the game.
For example, we assume that V would not risk hpgitation by not fulfilling his commitments

in a way which is easy to discover. To make sua khbelieves him, V may sign a resolution
or any other legal statement that rules out theipiisy of an empty threat.

According to Proposition 1 and 5, the best respdsé, p(t)) of H and therefore the strategy of
him as Stackelberg follower is given by

(t,p) pO@1) for@> 1,
(s(t), p(9) =< (min(s (p), 9, p), PO (a,1) folciﬂ<6<l, (37)
(0,9) otherwise

wheres'is the level at which the corresponding suspicamtdr equals the ratio of the net profit
of terror divided by the political cost® = u(s')/(u(s) +1). Note that whatever the parameter
values for® in (37), we will haves(0) = 0.

Corollary 2: For any parameter specification ok, C;, C,, the Stackelberg leadership enables
V to avoid any cooperation of H with T by annougdir=0.

7. Summary and Discussion

The theoretical contribution of this paper is t@ldeith the role that information plays in the
actions of and responses to secret coalitions. iBhidifferent to the problem of incomplete
information games where the lack of information arels player's utilities. With secret
coalitions, the existence and nature of the coalits incompletely known to those who are not
in the coalition. We motivated this problem by applécation in counterterrorism policy;
however, wish to point out that it applies moreagally to the study of secret coalitions.

Secret coalitions provide clear potential benefiteen it comes to state-terrorist alliances. For
the terrorist groups, it provides an important &ncultiplier allowing them to inflict much more
damage than without such assistance. For the spogsstate, the clear benefit is that by
operating through an agent it can avoid being laeltbuntable for the actions of their proxies.
The anonymity of the secret coalitions offsets tomge advantage of the otherwise strong target
state for two reasons. First, the invisibility betterrorist groups makes them hard to eliminate.
Second, retaliation against the sponsor statengpbtoated by the fact that enough evidence of
cooperation with the terrorist is needed to malkevaluable strategy.

In the absence of a “smoking gun”, however, itti$ gossible to use mathematical analysis to
infer a connection. In the present paper, the kel/tb approach the game theoretic analysis of
secret coalitions is the introduction of a “suspicfactor” variable in a dynamic setting which
measures evidence. This is based on the idea ftiihe iterrorist group is indeed receiving
support from the sponsor, it will be able to opeita higher level of activity and with a greater
destructive effect than if it were operating onatgn. Therefore evidence goes up (down) each
20



time a terrorist group attacks while (not) beingrsgored. Based on the suspicion factor, the
insight is that the cost of retaliation by the wttountry decreases with the amount of evidence
built against the sponsor country.

The analysis has shown a number of interestingctsffeehen it comes to different levels of
terrorist attacks. First, a high level of attackwplies that the critical level of evidence causing
retaliation is reached very quickly and not enodghmage is done. At lower levels, however, the
process lasts a long time but the present valleviglue to time discounting. A second aspect is
that stronger attacks and an increasing suspieictorf not only enforces the threat of retaliation
but also increases the sponsor’s political costbdosuspected to help the terrorist group.
Finally, an increasing level of terrorist attackeedn’t automatically lead to an earlier retaliation
Besides damage, a higher level also leads to arfastumulation of evidence such that the
victim may be more willing to wait for more evidenc

We found that there is a key term which determitheee possible outcomes, depending on
parameter values. The sponsor (1) breaks off hisriet support at some point in time in order
to avoid a retaliatory attack (2) breaks it offeafsome time even in absence of the threat of
retaliation due to increasing political costs (8sMmo incentive in terrorist support in the first
place. The key term determining this categorizaisodetermined by the damage obtained from
a unit-level attack as well as material and thenspds political costs of supporting the terrorist

group.

The finding of the third category of possible outes leads to an important conclusion. There is
an alternative to retaliation as a counter-tertiatsgy if the victim is in the position to influes

the magnitude of the key term --shifting it intaetthird category removes any incentive for
terrorist support. Under the assumption that tlotimi is able to influence the corresponding
parameters by monetary investments, the econonatysia shows how to invest optimally.
These necessary investments could outweigh thectegdenefits and costs of entering the
game with potential retaliation.

A third instrument to resist terrorist activitiesasvshown to be changing the structure of the
game in order to put the target country in a positio announce his strategy. Here, the key
insight is that the target country can make a teniéd statement as to his strategy, but the
sponsor cannot do so as he is in fact claimingttieae is no cooperation with terrorist groups.

An obvious question is whether it might be morefifable for the secret coalition to vary the
level of attacks over time, perhaps decreasinghasstispicion factor approaches its critical
value. While such a procedure seems reasonablentangously varying level of attack seems
rather difficult to implement, especially so as eoomications between the two partners must of
necessity be secret. This would suggest an appraémhing the level to vary a few times, at
discrete intervals which would turn it into a seafied game solvable by backward induction.

The work of the present paper is clearly explosatorasmuch as functional forms and
parameters are not derived from empirical data. basic structure of the model solution,
however, is quite robust with respect to paramestues, which is helpful since estimating
parameter values is difficult. With the presentgrapur goal is provide a concept rather than
computing specific quantitative policy prescripgonNVe know of no data or literature that
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would support any specific functional forms, subhttwe adopt for simple forms and focus on
qualitative behavior of the solutions.

Appendix
Al. Derivation of A

In general, we can expect (i) thatthe suspicion factowill increase so long as the attacks (by
T) are at a ratp, greater tham, which is what T could do all by itselind (ii) thatthe rate of
this increase will be greater, the gregiés. There are of course many possibilities. Weoskma
particular functional increase which can be thowgldscontinuous Bayesian updating

Letp andq represent frequencies of attack: in each timeode weak T will attack with
probability g, whereas a strong T attacks with probabifityl et ©, be the probability (aften
periods) that T is in fact strong. Assume thateheran attack in periogt1. Then, by Bayes’
rule, the (+1)- period probabilityg,.1, IS given by

The1 = PTh / [pTh + g(1-15)]
From this, we obtain

1-Thy = q(1-1) / [pm, + q(1-T)]

and so,

n;1+1 — ”n p (38)

(-m,.) @-m)q

Similarly we have

T _ T4 (1_ p) (39)

1-7.,) @-m)@1-q)

if there is no attack in that period.

Letting
7T
=—0 40
M, =) (40)
we see thap is multiplied by the factop/q in every time period with an attack, and bypji(:1-
g) in every time period with no attack. In termslafarithms, we see that lqg(increases by
log(p/g) or by log[(1p)/(1-g)] respectively, in the two cases. Since, withrargg T, the attacks
occur with frequency (probability), we see that, in expectation, Ipyill increase by

A= plog£+ - p)Iogﬂ (42)
q 1-q

per time period.
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A2. Calculation of the critical times

As mentioned above, one of the critical times &stime that maximizebI(t). We start from
equation (8)

__A(p—q) _aat cat cd' B- K
M(t) = Y 1-e7) +e et

Differentiating with respect tg we obtain an expression with a common factr Bividing by
this, we find

c(A-a)Be"+ é(1-a)Bé" +a Kra cké- & BE+ L Ke
(ce" +1)
Thus after multiplying ‘(t) by the two factors™ and e +1)%, which are always positive,
and substitutingt = ce", we obtain the expression

e”"M 't)=-A(p- q)+

“A(p- (u+1)’+(A-a)Bu+(A-a) B +a K-A B+ (A +a) Ku

or
~[A(p-Q+a B +[-2 K p- 9-(@-1) B-(A+a) Qu+[a k- A p 3] (42)

which is equivalent td/1’ in the sense thdlhey always have the same si§vie note that, in this
last expression, the coefficient of the quadragient is always negative; thid decreases for
large values of. This will mean thaM has a maximum value over the interval from &to

The constant term in (42) is usually positigad soM is increasing at = 0.Thus there will
(usually) be one positive root and one negativé obthe corresponding quadratic equation

-[A(p-d+a B2 +[-2A p- q-(@-2) B-(A+a) Ru+[a K- Ap Y=0. (43)

Sincey is an exponential, the negative root is extrangthespositive rooty (p), is the one
desired. Then

¢ (p) =09 (R)/©)
A(p)

Is the maximizing value. Note however thatuif < c, thent* < 0. In this case = 0 is the
maximizing value.

It is of course possible that the constarntar expression (42)oK — A(p-g)], might also
be negative. This would require théabe very small, oA very large, or some such thing, but we
will not rule it out. In such case there might mepositive roots of the equation, and, hence, no
maximizing value of. The maximizing point would then also bd & 0. There may also be two
positive roots of the equation; the larger root ldahen be a local maximum, and it would be
necessary to compare it witkr O to determine the global maximum. We omit furttietails.

(44)

A3. Relation betweernt* andt”
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For notational convenience we omit functional dejggcte orp.
As mentioned in section Z, the point wherd(t) = N(t), is given byt* = logK/cB) / A.
To see conditions fdr to be smaller thatf (or vice-versa), we note that,tif< t*, thenM’ (t*)
> 0.
Starting from the expression

-A(P-Q)(U+1) + (-a)Bu + (A-00)By? +aK - ABu? + (\+at) K
above, we note that, ifB = K, this expression reduces to

-A(p-Q)(K/B +1) + AK + AK?/B

and this has the same sign as

AK +AK? /B
_A — +
(P=9 (K/B+1)
or equivalently
ABK
-A(p-0+ 45
(p=a)+- (45)

As mentioned above, the condition fox t* is thatM’ (t*), which has the same sign as (45),
be positive; this reduces to the inequalgygfA < ABK/(K+B).

A4. Proof of Proposition 1

For H, it is never a best response to chasgesince retaliation can be avoided by setSrrgt.
We therefore focus on the payoff givenm(g) in (14).

However, can there ever be an incentive to chas$@ To answer this we have to consider
benefit and cost of H. From (14) we get that thiebemefit is given by

B(9 =2 (p- 9t &™)
whereas the costs are given by

H(v) av
=], Gy P9 € v

For the derivatives we get
B(9=(A-G)(p- g €&

C9=G A (g e

Setting them equal yields the FOC

__H(s) (46)
u(s)+1
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which is equivalent tos T
A c1-0)

The second order conditioB"(s)— C"(9 < 0, using the FOC (46), simplifies to
H'(s)
-C,——~—-><0 47)
" (u(s) +1)°

which is always fulfilled sinceu'(s)>0 for all s> 0.

Note that the suspicion facter’u— Is a strictly increasing function wﬂhﬁ c
H0O)+1 c+ c+1
bounded by 1. This implies that a necessary cardfor the FOC to be fulfilled is
——<0K<1, (48)
c+1
. Cc
wheres =0 for @ =——
c+1l
When © 21 we haveB'(s) > C'( 9 for all s such that the optimal response, ) =t.
When © <CL+1 we haveB'(s) < C'(9for all s such that,, (t) =0.
g.e.d.

A5. Proof of Proposition 2

Case | t <t*. Take any fixedt'<t . Figure 9 illustrates the payoff functiof,, (t',s) and
M, (t',s)as a function irs.

PGy r ap(t',s) £
s s
>y 15 20 25 30 _26\ 15 20 25 30
-28 -28 |
1\l
|
-30 =30
|
I AN
-32 N -32| | N
| | \\
‘ \
-34 0 - -34 1 .
-367" : -361
~M(s) ~ M(s)
-38 TN 38 )
Figure 9
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Recall that the game stops with retaliation sueth the payoff function stays at a fixed level for
values s higher than observant time t. As we canfreen Figure Al, it holds that fos< t'the

payoffs are given by, (t',s)=M,(t,s)= N(9. For s>t', however, it holds that
n, (t,s)>n,(t',s)= M(t). We conclude that weakly dominates".

Analogously, it follows that any'>t*is weakly dominated by”. This is illustrated in Figure
10.

ﬂ','(l’a..s‘) zy(t's)
S
25 30
-32 =32
—34 -34
/// ~ ///
-36/ ~ ~36
™~ M(s)
_38 TSN 38 TSN
Figure 10

Case Il t" >t*. Analogously, Figure 11and 12 illustrate that anyt*is (weakly) dominated
by t*, whereas any'>t"is dominated byt".

7y (t,s) M r* ap(t',s) Piad t*

Figure 11
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_— My

Figure 12

For c/(c+1)<@<1, there exists a maximura in F(s), the payoff of H without retaliation.
Choose ars'>0 with s'> s . Figure 13 illustrate$l , (t,s )and M, (t,s") as a function i.

7y (6 7 (1)
1.5 — 1.5 P
F,/ | R F/ I
\ i ,
1.0 G 1.0 / | ¢
I / I
| |
0.5 | 05| / :
| / t=s'">s
't=s / !
1 t - t
0 5 10 15 20 25 30 0 5 10 15 20 25 30
Figure 13

As can be seens weakly dominatess'. For t <s', both provide the same paydB(t) since
retaliation takes place for early valuestof At t =s', however, retaliation is avoided such that
M, (t,s)jumps to the leveF (s) and stays there -- since this is the maximum léwa can be
achieved, it holds thafl , (t,s')>M,, (t,s') fort>s .

Note that this argument does not apply wi@n1as is illustrated in Figure 14.
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7 (1)

10 15 20 25

Figure 148

With any two strategies, >0and s, >0 there is an interval fot where s provides a higher
value thans, and the other way around.
For @ <c/(c+1), the payoff of H is negative unless=0 which provides zero payoff. Hence

s=0weakly dominates any other strategy O since it provides the same payoff of zero for
t =0 and a higher payoff (non-negative) fios 0.
g.ed

A6. Proof of Proposition 3

We will first determine the reaction function of V.

Case I:'t" <t*
Let f be defined byN(f) = M(t") such thatN(s) < M(t) for s>1 . Note thatf >t".

This implies that retaliation att=tis the best answer tos>%. For s<i, we get
N(s) > M( 9 such that non-retaliation provides the highest ffapoV. In summary, we get for
the best reaction of V

anyt witht>s fors<'t (no retaliatio
r,(s) = (49)

t fos> 1 (retaliation)
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SH

Figure 159: Sketch of Case I.

Case Il follows analogously.

Case ll: t" >t*

anyt witht >'s fos< f (no retaliatjon
r, (S) =4 undetermined fof<s< t (adition) (50)
t far> @ietion)

Note that the cas& <s<t is undetermined since aftéf the expected payoff of retaliation is
positive andM (t) increasing in time. This implies that the besaliation time would be just

befores, sayt =s—¢&, with £ as small as possible.
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Figure 16: Sketch of Case Il

We now turn back to the proof of Proposition 3.

(i ©=21

From (16) we get that the best answer of H is gines=t.

(@) Fort” <t”, recall thatt” <{ . For the first row of (49) we get that a best agsof V is given
byt =s such that =s=tisin equilibrium.

(b) Fort” >t* , the first row of (50) provides a mutual bestvaaisfort =s=t".

.. C
i) ©@<——
(if) o1

From (16) we get that H chooses not to cooperditte Tyis=0. Here, anyt > 0 is a best answer
of V, in particulart = min(t" ,t*).

.. C
i —<0<1
(iii) o1

Case I:s <min(f ,f)

For t =min(t",t*)follows from (16) that H's best answer is given by s . In turn, from the
first rows of (49) and (50) we see that a best @nss given byanyt witht >s, in particular
t=min(t ,t*).

Case ll:t" <min(s ,f)
We need to show thdt,s) = (t', ) is a Nash equilibrium.
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Note thatr, (") =min(s ,t )=t . Suppose, next, that H disengages  at~rom the first row of
(49) we get that a best answer is giverdoyt witht > s, in particulart =s=t .

Case llI: t* <min(s ', 1)
Here, we need to show thaft,s)=(t",t) is a Nash equilibrium. For H we have
r, t*) =min(s’,t*)=t*. Suppose, next, that H disengages*atFrom the first row of (50) we

get that a best answer is given dnyyt witht > s, in particulart = s = t*.
g.e.d.

Lemma 1 For @=1 andt” <t*, all strategy tuplest,s)with s=tO[t, ] are in equilibrium.

Proof From (16) we get that the best answer of H is givers =t. From the first row of (49)
we get thatanyt witht = sis a best answefor s< t.

g.ed

A7. Proof of Proposition 4

Supposel, =-T1,,.

Case I:'t" <t*

We will show that the strategies = t*, s = t* are mutual best answers, with payoff
n, @t =M({).

Suppose that V chooses to retaliate=at*. If H chooses > t*, then

My(t*, s) = -Mu(t*, s) = M(t*).

If, on the other hand, H chooses t*, then

My (t*, s) = N(9).

SinceN is monotone decreasing, we haw@) > N(t*), and, since* < t*, N(t*) > M(t*).
Thus, for any choice sf My (t*, s) = M(t*).
Suppose, next, that H chooses to disengage &t Then, if V choosess< t*,

My (t )= M) < M(t¥).

If, on the other hand, V chooses t*,

My @t = Nt = M) < M)
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And so, for allt, My (t, t*) < M(t*).

Thus we see that, in Case |, both V and Hgterantee the valud(t*) of Iy.
This case is illustrated in Figure 4.

Case ll: t* <t’

We will show that the strategies =s = t* are mutual best answers, with payoff
n,@t,t")y=M().

Suppose V chooses to retaliate at titnd@hen, if H chooses> t*, we will have

Mv (', 9 = M(t)

If, on the other hand, H disengages &tt”, then

My, 9 = N©).

SinceN is monotone decreasing, asi t*, it follows thatN(s) > N(t*) = M(t"). Thus, for every
value ofs, we havdTy (t*, 9 > M(t".

Suppose, next, that H decides to disengatimat” while V plans to retaliate at some time
Then, ift < t¥, we have
Myt ) = M)

SinceM increases monotonically far< t*, and in this cases< t* < t*, it follows that M(t) <
M(t?).

If, on the other hand > t*, then
Mv (¢ ) = N(t") = M.
Thus, for allt, we haveTy (t, t*) < M(t").

We see, then, that, in Case Il, both V andihl guarantee the valié(t”) of M.

g.ed
A8. Proof of Proposition 5
Casel ©>c/(c+l)
Assumes> 0 andc > 0 are fixed, whiley is fixed andg < 1. From (14) we get
oF (s,
M:¢1_¢2_¢3’ (51)

op
with
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(- AlL-e”)
2

IC —e‘”dv (52)
:J‘CP/U(p_?)e—ﬁv
(u+1)

=

where ‘ denotes differentiation with respectptdNow ¢, is fixed, while clearly, >0. As for

¢,, note that sincgs = ce™ we will have u'=A'vce" = A" w. Thus every term in the integrand

is positive so long ag> 0. Therefore, we have

¢32jcpﬂ(p'q)e —IC;A w(p-ge” (53)
s/2 (,U+1) s/2 (IU+1)

Note that, ap increases towards 1 increases to the limitog(1/q), whereas/'increases to

o . This means thatis bounded betweemand (1/q)°, and (¢+1)* in the denominator is also

bounded, finite above and away from zero belowoAlge note that, fop close to 1, we have

p—-q>(1-q)/2. Finally, v>s/2. Thus we can put a lower boundq >0, on the term

Covu( p- 9/ (u+1)”. We conclude that

g, =HA' j e?dv= HA'( €792 - &), (54)

s/2

Clearly, this goes teowith A'. We conclude tha\%E =¢, —¢,— @, goes to—« asp goes to 1.
p

Casell ©<c/(c+l)

We wish to prove that, fos >0, p= gis optimal. Clearly,F (s, g) =0.

Suppose, on the other hand, that q. Let us now divide byC,(p— q) which is positive, so
that signs are unchanged:

NS /?v
F(s, 0 G)(l e”’) J-,ue v (55)
Co(p—0 U+l
We know that(0) =c, and thatuis increasmg irv. Thus, for allv>0, we have
H>%so
MU+l c+1
And it follows that the integral here is
s ~ By s Y
2 dv=[oe” ae20=€7) (56)
o Ht1 % B

Thus F(s, p) < 0. It follows that p = qis optimal.
g.e.d.
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A9. Proof of Proposition 6

For the proof of this Proposition the following Lera will be helpful.
Lemma 2: The solution to the optimization problem
minx+ y+ z
st.f, )+ f,(y)+ f,(2)< 0
with
fi'(¥)<0,f,'(y)< 0,1, ()< 0,
f,"(x)>0,1,"(y)> 0,1, "(z)> C
IS given by
f'(¥)=15(y)= (X
f,() + f,(y) + (2 =0.

Proof of Lemma 2:

From (58) follows that the subject constraint (baih be rewritten as

() + f,(y)+ f,(2 =0.
Applying the method of Lagrange leads to
1+nf,'x)=0
1+nf,'(y)=0
1+nf,'x)=0
() + f,(y) + (2 =0.

wherenis the Lagrange multiplier. System (61) simplifiegshe FOCs
f'(x) = ,'(y)= (X
LX)+ H,(y)+ (2 =0.

It remains to be proven that a solution to (62 minimum solution to (57).

The Hessian matrix of the Lagrange function reads
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(57)

(58)

(59)

(60)

(61)

(62)



0 - f1 '(x) - fz '(y) - f3 (2)

Y = -f,'x) -n71,"(x) 0 0 _ (63)
=f,'(y) 0 - f,"(y) 0
-1,'(2) 0 0 -1 f,"(2)

A sufficient condition for the solution to (62) tee a minimum is if the determinant of the
submatrix

0 -’ —f,(y)
Hy=| -f,'(0) 71X 0 (64)
—f,'(y) 0 —nf,"(y)

as well as the determinant bfis negative. For (64) we get

0 ') f(y)
det(H,)=-det f, ‘&) nf, "«) 0
Y R () (65)
:_/7{[ f, I(X)]2 f "(Y)"'[ f, I(y)]2 flu(x)}-
Note that from (58) and (61) follows thaty >0. From (65) follows thatdet(H3)< Qis
equivalent to

[0 £ () +[ '] 19> 0
which is always fulfilled due to (58).

For the determinant ofl we get
det(H) = de(-H)

2 2 2 66
A RACIACTIRAC A RICTRE SR e RS M

which is always negative due to (58).

g.e.d.
Proof of Proposition 6:
The side constraint of (32) can be rewritten as
A~ G () -7 G0, (67)
such that setting
(0= AR, E(Y=-G(Y. ((I=-—— G(} (68)

c+l

allows us to apply Lemma 2. With (68) the FOCs (&2d
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A =G (Y)=——— G (2,

c+1

0 AN-G(Y _ ¢ (59)
C.(2 c+l’
From (58) follows that the solution to (69) is anmaum if
A"'(x)>0
G "(y)<0 (70)
C."(9<0.
g.e.d.
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