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Abstract: The Digital Services Act (DSA) is the most ambitious effort taken by liberal democratic 
nations to regulate social media platforms. One of the main ways it does this is by establishing 
various transparency obligations applicable to all platforms and search engines, as well as a 
specific transparency and data-sharing regime for the largest platforms and search engines, defined 
by the number of users. Specifically, Article 40 of the DSA grants vetted researchers access to data 
“for the sole purpose of conducting research that contributes to the detection, identification and 
understanding of systemic risks in the Union.” This article argues that Article 40's requirement for 
the requested data to be “necessary and proportionate” to conduct a specific type of research may 
hinder effective research. Indeed, researchers have been denied broad access – or any access to 
data – on privacy or confidentiality grounds before (Bontcheva, 2024). Consequently, researchers 
have limited prior knowledge of social media impacts and thus may have limited knowledge about 
what data, exactly, they need. Drawing on cutting-edge social media research, we explain why 
vetted researchers may thus need broad access to social media data to meet the objectives of the 
DSA. More specifically, we argue that researchers need access to system-level data, meaning data 
that captures how an entire digital system or platform operates, not just the activity of individual 
users. Consequently, we propose an interpretation of the DSA's data request requirements that 
would enable researchers to study the online political landscape of EU member states effectively. 

Introduction 

The Digital Services Act (DSA, adopted on 19 October 2022 by the European 
Union) is the most ambitious effort taken by liberal democratic nations to regulate 
social media platforms and online search engines. The DSA is to a large extent a 
risk regulation that requires the largest platforms and search engines to identify 
the principal risks their operations pose to key interests of the European Union – 
such as democracy, children’s mental health, or fundamental rights (DSA, Recital 
80) – and to adopt mitigation measures (DSA, Recital 79). It also establishes vari-
ous transparency obligations applicable to all platforms and search engines, as 
well as a specific transparency and data-sharing obligations for the largest plat-
forms and search engines defined in Article 33 of the DSA as those “very large 
platforms” (VLOPs) or “very large search engines” (VLOSEs) that have 45 million or 
more users in the EU. Additionally, Article 40 grants vetted researchers access to 
data of VLOPs and VLOSEs “for the sole purpose of conducting research that con-
tributes to the detection, identification and understanding of systemic risks in the 
Union” (DSA, Article 40.4). The data sharing mechanism promises to enable the re-
search community to better understand the effects of platforms on our societies. 
Most importantly, however, these measures seek to leverage the knowledge and 
capacity of researchers to ensure transparency and accountability over VLOPs and 
VLOSEs and the measures they take to mitigate those risks. It is thus central to the 
system and the success of the DSA (Loutrel, 2024). 

Article 40, however, seems to be narrowly drafted. It establishes that researchers’ 
access to data will be “for the sole purpose of conducting research that contributes 
to the detection, identification and understanding of systemic risks in the Union” 
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(DSA, Article 40.4). Moreover, in order to access such data, researchers should 
demonstrate “that their access to the data and the time frames requested are nec-
essary for, and proportionate to, the purposes of the research” (DSA, Article 
40.8(e)). Previous commentators have noted that this leaves out important infor-
mation (Iramina, Perel (Filmar) & Elkin-Koren, 2023). This is the case, for example, 
with social media data that can be used to detect early signs of natural disasters 
or pandemics (Chunara, Andrews, & Brownstein, 2012), or social media data that 
can be utilised for digital health research (Nebeker, Dunseath, & Linares-Orozco, 
2020). 

In this article, we argue that Article 40 should be broadly interpreted, to enable 
broad access to data and, importantly, access to system-level data. System-level 
data refers to platform information that describes the overall functioning, perfor-
mance, and state of the platform during a given timeframe, by including aggregat-
ed, structural and other process-level data. System-level contrasts with the user-
level data samples typically provided through APIs or keyword queries, which are 
narrow by design and presuppose prior knowledge of what to search for. Previous 
research has shown that tailored access to information, based, for instance, on a 
query defining the data request made by researchers (e.g., using keywords, specific 
phrases, or hashtags), is seldom enough to understand the systemic risks and other 
emergent behaviours and effects associated with social media platforms (Matias & 

Wright, 2022).1 

We further show that researchers in Europe will require broad access to data and 
access to system-level data to improve the understanding of systemic risks on so-
cial media platforms. This is not only because our understanding of how social 
media platforms work is generally limited (Shapiro et al., 2021). In Europe, the ad-
ditional challenge is understanding how social media dynamics interact with the 
particularities of the properties of European informational spaces, which are differ-
ent from informational space of the United States, where most social media re-
search comes from (Lorenz-Spreen et al., 2023). Consequently, as Article 40 of the 
DSA is implemented and utilised, EU researchers will have to request data with 
predominantly incomplete and partial knowledge of the vast and complex social 
media ecosystems hosted in platforms. In this article, we also argue that this 
knowledge gap hinders their ability to anticipate the specific data required for 
their research, or at least to do so narrowly, encapsulating the problem of un-

1. Note that, from a transparency and accountability perspective, measures that at first sight seem 
transparency enhancing, such as releasing code, or information concerning content moderation 
(such as the number of complaints they receive from users, or the posts platforms take down) – 
have important limitations (Narayanan, 2023). 
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known unknowns (Ellenberg, 2015). 

Article 40 of the DSA foresees, however, that researcher’s access to data be “neces-
sary and proportionate” and be balanced against other interests, such as the pro-
tection of confidential information (DSA, Article 40.5 (b)). Thus, we explain why 
broad access to data, and to system-level data can be necessary and argue that a 
narrower interpretation of Article 40 could hamper the provision’s own objective of 
enabling the understanding of how systemic risks occur on social media platforms, 
especially so in Europe. 

To illustrate our argument, the article draws on previous research examining the 
consequences of social media in political competition (relevant to risks under Arti-
cle 34.1(e)). While our examples address risks defined in the DSA that relate to 
politics and elections, similar arguments can be made about other risks, such as 
those related to public health and the protection of minors online.To do so, this ar-
ticle proceeds as follows. The next section presents the DSA’s access to data provi-
sions for researchers, as well as its objectives. The second section presents the 
challenges of auditing platforms in relation to systemic risks. The third section 
draws on the previous work of the European Polarisation Observatory (a project 
led by several top research institutions in the EU to analyse political phenomena 
on social media) to propose an operational interpretation of the “reasoned” data 
requests. 

I. The DSA systemic risk approach to a healthier 
information environment and the central role of access 
to data 

This first section briefly presents the EU content moderation legal framework and 
the new obligations introduced by the DSA. Then it explains why access to data is 
a central part of its governance framework. 

A. The DSA 

The DSA is an EU-wide regulation that entered into force in 2024. It is concerned 
with updating and creating new rules for online intermediaries and platforms to 
enable a safe and trusted online environment (DSA, Article 1). The DSA replaced 
the 2000 E-Commerce Directive (ECD) to address some of the newer risks and 
challenges brought about by relatively new online business models such as social 
media and online platforms (DSA, Recital 47). It maintained the baseline immunity 
from liability for illegal content hosted by internet intermediaries that charac-
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terised the ECD, if intermediaries do not participate in its creation and remove it 
once they are made aware of it (DSA, Recital 22). In addition to this baseline 
regime, the DSA created new obligations, such as transparency reporting and es-
tablishing clear points of contact for their users for all platforms. Importantly, the 
DSA created special risk management obligations for the largest actors in the com-
mon market, the VLOPs VLOSEs, under the understanding that they may cause so-
cietal risks “different in scope and impact from those caused by smaller platforms” 
(DSA, Recital 76). 

The DSA requires VLOPs and VLOSEs to assess the systemic risks they, and the use 
and misuse of their services, may cause regarding the dissemination of illegal con-
tent (DSA, Recitals 79, 80), the foreseeable impact of the service on the exercise of 
fundamental rights, (DSA, Recital 81) concerns related to the foreseeable negative 
effects of these services on democratic processes and public security (DSA, Recital 
82), and concerns regarding foreseeable negative impacts on the protection of 
public or mental health (DSA, Recital 83). Providers of VLOPs and VLOSEs are sub-
sequently also obliged to deploy the necessary means to mitigate the systemic 
risks identified in the risk assessments (DSA, Recital 86). 

The DSA’s risk assessment approach is thus a way to address the EU’s version of 
the “gordian knot of platform content moderation” (Douek, 2020): The societal im-
pact of social media content moderation, along with the risks associated with the 
spread of disinformation and other potentially harmful content, require action. Un-
til now, content moderation decisions have been made primarily by the platforms 
themselves, yet these decisions have an important public impact. Platforms, how-
ever, lack democratic legitimacy to do so without accountability. At the same time, 
excessive government intervention is also detrimental to the guarantee of freedom 
of expression (Zeng & Brennen, 2023), and uniform, effective, and mandatory rules 
at the Union level are crucial to safeguard the functioning of the internal market 
(DSA, Recital 4). To address these difficulties, the DSA introduces a variety of pro-
cedural rules regarding how online platforms can make content moderation deci-
sions. In particular, it requires them to conduct systemic risk assessments and 
adopt mitigation measures (DSA, Article 35). In addition, the DSA ensures that 
compliance with these rules can be monitored and assessed, including transparen-
cy, data-sharing and reporting obligations (see DSA, Articles 37, 39, 40). For exam-
ple, VLOPs must now publish periodic reports on the content moderation they en-
gage in, their use of automated tools, and information on the average monthly ac-
tive recipients of the service in the European Union (DSA, Article 24). Importantly 
for our purposes, Article 40 provides that VLOPs and VLOSEs must grant access to 
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supervisory authorities and to vetted researchers upon a reasoned request (DSA, 
Article 40.4). 

Lastly, the Commission and so-called “Digital Service Coordinators” (DSCs) are re-
sponsible for overseeing, enforcing, and monitoring compliance with the DSA 
(DSA, Article 51). DSCs have the competence to monitor and enforce compliance 
with the DSA by intermediaries established in their territory (DSA, Article 51). They 
are responsible for processing access to data requests, as explained in the next 
section (DSA, Article 40.4). The Commission enjoys exclusive competence to super-
vise, enforce, and monitor VLOPs and VLOSEs, and their enhanced obligations 
(DSA, Article 56.3). 

B. The provision and procedure to grant researchers access to data 

Article 40 outlines the rules for granting researchers access to data. There are two 
main avenues to do so: 

The first avenue requires researchers to submit substantiated applications to the 
DSC of establishment demonstrating their qualifications with the requirements es-
tablished in Article 40.8 (DSA, Article 40.8). Researchers seeking access must, for 
example, be affiliated with a research organizstion recognised by EU law (DSA, Ar-
ticle 40.8 (a)), be independent from commercial interests (DSA, Article 40.8 (b)), 
and be capable of fulfilling data security and confidentiality requirements (DSA, 
Article 40.8 (c)). In their application, the researchers must also demonstrate “that 
their access to the data and the timeframes requested are necessary for, and pro-
portionate to, the purposes of their research” (DSA, Article 40.8 (e)). The purpose 
must be solely for conducting research “that contributes to the detection, identifi-
cation and understanding of systemic risks in the Union, as set out in Article 34, 
and to the assessment of the adequacy, efficiency and impacts of the risk mitiga-
tion measures pursuant to Article 35” (DSA, Article 40.8 (e)). The application 
should thus include, for example, a question tied to a particular systemic risk, as 
well as explanations of the data needed to investigate their question (Albert, 
2022). 

DSCs of establishment will grant researchers the status of “vetted researchers” for 
the specific research project of the application if they meet the requirements. In 
addition, they conduct a preliminary assessment on whether the “access to the da-
ta and the time frames requested are necessary for, and proportionate to, the pur-
poses of their research” and that the results of that research project will contribute 
to the detection, identification and understanding of systemic risks in the Union 
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(DSA, Article 40.8 (e)). Subsequently, the DSCs of establishment will issue a rea-
soned request for data access to the provider of a VLOP or VLOSE, as requested by 
the researchers (DSA, Article 40.8 (e)). 

Upon the reasoned request of the DSCs, Article 40.4 establishes that VLOPs or 
VLOSEs shall provide access to the requested data for the specified research within 
a reasonable period (DSA, Article 40.4). VLOPs and VLOSEs, however, can request 
the DSCs to ask for amendments (a) because they do not have such data or (b) be-
cause giving access to the requested data will lead to significant security vulnera-
bilities or affect the protection of confidential information, such as trade secrets 
(DSA, Article 40.5) In any case, requests for amendment must include proposals for 
alternative means to provide access to the requested data or other suitable data 
for the request (DSA, Article 40.6). The DSCs of establishment will decide on such 
requests within 15 days and communicate the decision (DSA, Article 40.6). 

In July 2025, a delegated act was published laying down the procedures and tech-
nical conditions under which VLOPs and VLOSEs are to share data with vetted re-
searchers (DSA, Article 40.13). The delegated act focuses on the steps to secure ac-
cess and the technical conditions to ensure that data is shared safely and securely, 
such as the establishment of a data access portal (European Commission, 2025, Ar-
ticle 3). When considering the conditions for processing personal data, the dele-
gated act establishes that “the processing shall take place only insofar as it is pro-
portionate and necessary for the purpose of the data access process” (European 
Commission, 2025, Article 5). Additionally, the delegated act requires researchers 
to submit 

a description of the data requested, including format, scope, and where possible 
specific attributes (...) information on the necessity and proportionality of the access 
to data (...) information on the identified risks in terms of confidentiality, data 
security and personal data (...) a description of the research activities to be 
conducted with the requested data; (European Commission, 2025, Article 8 see 
also Article 10). 

The delegated act establishes that the Commission will host a common data ac-
cess portal and requires researchers requesting data to submit a description of the 
data requested, as well as information on the “necessity and proportionality of the 
access to data” (Delegated Act, Article 3, Article 8). The final act no longer requires 
data providers to provide an overview of their data inventory, as presented in the 
Draft Act, a necessary and welcome measure to facilitate researchers’ access to da-
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ta (Draft delegated regulation, Ares(2024)7652659, Recital 3, 12). The draft act al-
so does not provide an interpretation of what 'necessary and proportional access 
to data' entails. As we will further discuss below, this reinforces the difficulty re-
searchers will have in describing the data they need to conduct research and 
showing that the access is necessary and proportionate. 

The second avenue to access data stems from an obligation that platforms must 
“give access without undue delay to data (...) provided that the data is publicly ac-
cessible in their online interface.” (DSA, Article 40.12). Thus, VLOPs and VLOSEs 
should establish an Application Programming Interface (API), a connection for 
serving and fetching data between programmes or platforms to provide re-
searchers with easy access to data that could otherwise be obtained through 
scraping, for example. This form of access is also available to researchers who 
meet the conditions to become vetted researchers, as well as those affiliated with 
not-for-profit bodies or other associations, as long as they are independent of 
commercial interests, disclose their sources of funding, and can fulfill the data se-
curity and confidentiality requirements (DSA, Article 40.12). 

C. The importance and the limits of the access to data provisions 

The access to data provisions of the DSA have been considered a significant ad-
vance in social media transparency (Iramina, Perel (Filmar), & Elkin-Koren, 2023; 
Leerssen, 2021; Albert, 2022). Historically, and with few exceptions (Calma, 2023), 
dominant social media companies have been reluctant to facilitate access to data 
for researchers, which has also limited the possibility of conducting comprehen-
sive research about social phenomena related to social media and understanding 
their broader societal impact (Leerssen, 2021). Indeed, control over data drives 
many social media companies’ business models, and sharing it may risk their pro-
prietary interests over that information. In some instances, social media companies 
and other stakeholders have also asserted that sharing data affects the data pro-
tection interests of their users. Importantly, however, by not sharing data, social 
media companies may have avoided enhanced scrutiny and public attention for 
failing to comply with existing regulations or the broader effects of their actions 
on the public interest (Iramina, Perel, (Filmar) & Elkin-Koren, 2023). 

First, scholars and commentators have also highlighted some of the limits of Arti-
cle 40 (Leerssen, 2021). First, the access to data provision is relatively narrow. Pad-
dy Leerssen commented on an early draft of the DSA that it was problematic that 
researchers could only request data for researchers regarding “systemic risks,” as 
defined by the DSA (Leerssen, 2021). Even if systemic risk is a broad and open-end-
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ed category, it remains narrower than a neutral category such as “public interest,” 
which could cover research that extends to other topics of interest that may go be-
yond the enforcement of the DSA (Leerssen, 2021). Relatedly, Aline Iramina, 
Maayan Perel, and Niva Elkin-Koren have argued that by favouring a form of re-
search that is oriented towards regulatory compliance, the DSA leaves out impor-
tant areas of academic and scientific research, ranging from medicine, the humani-
ties, and social sciences, that would significantly benefit from access to platform 
data (Iramina, Perel (Filmar) & Elkin-Koren, 2023; Elkin-Koren, Perel (Filmar) & 
Somech, 2024). 

Indeed, the DSA explains that the data requested should be used “for the sole pur-
pose of conducting research that contributes to the detection, identification and 
understanding of systemic risks in the Union, as set out pursuant to Article 34(1).” 
Recall that Article 34 creates the obligation for VLOPs and VLOSEs to identify, 
analyse, and assess systemic risks in the EU, which stem from the design or func-
tioning of their systems and services (DSA, Article 34). In addition, the DSA estab-
lishes that the research at issue should be oriented towards “the assessment of the 
adequacy, efficiency and impacts of the risk mitigation measures pursuant to Arti-
cle 35” (DSA, Article 40.2). This leaves out the possibility of researching smaller 
platforms that are not subject to the obligation to provide data under the proce-
dure established by Article 40, but which may still be worthy research, as it is of-
ten in small platforms where extremist dynamics thrive (Zuckerman, 2024). It may 
also overlook the possibility of auditing and understanding how social media plat-
forms create systemic risks and the effectiveness of their mitigation measures 
(DSA, Article 34, Article 40). This is so, unless these are construed as having direct 
consequences for compliance with the risk mitigation obligations, which, as our 
next section discusses, are broadly defined. 

Second, the access to data requests will have to be balanced against the security, 
trade secrets, and confidentiality interests of platforms (Leerssen, 2021). Art. 40.2 
provides that Regulators and DSCs should consider the rights and interests of 
VLOPs and VLOSEs and the recipient of their services, such as the protection of 
personal data, and the protection of confidential information such as trade secrecy 
(DSA, Article 40.2). The concern that these arguments can be abused seems to 
have been at least partially addressed by Recital 97, which explains that “consider-
ation of the commercial interests of providers should not lead to a refusal to pro-
vide access to data necessary for the specific research objective pursuant to a re-
quest under this Regulation” (DSA, Recital 97). Regarding data protection, it is pos-
sible to assert a legal basis under the GDPR that allows researchers to process per-
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sonal information for public interest reasons, or because they have a legitimate in-
terest, or are complying with a legal obligation. However, researchers should still 
take measures to protect that data (Vermeulen, 2021). The delegated act establish-
es that access to data applications must include the measures and safeguards to 
mitigate risks in terms of confidentiality, security, and data protection (Delegated 
Act, Article 8(c)). 

II. Systems complexity in the light of Article 40: Why 
understanding societal systemic risks requires broad 
access to data 

Article 40 of the DSA requires researchers to explain why the data that they are re-
questing is necessary and proportional for the proposed research. (DSA, Article. 
40.8(e)). In this section, we show that there are two main challenges with this pro-
vision. First, we argue that researchers may find it complicated to identify a priori 
the data they require because limited knowledge about how social media plat-
forms work, and the data they have, will prevent researchers from being able to 
name a priori what data they need. Second, we explain why research on systemic 
risks requires broad access to data, and access to system-level data. To do so, we 
proceed by explaining the two steps that researchers requesting access to data 
may have to go through: First, identifying a systemic risk, and then conducting re-
search leading to its assessment. We show that the boundaries of what constitutes 
a systemic risk are indeterminate and unclear in the DSA and the literature. This 
may not always represent a direct obstacle for researchers’ access to data, espe-
cially when they are interested in studying a risk that clearly fits the definition, but 
it may represent challenges for borderline cases. Second, and this is at the centre 
of our argument, even for systemic risks that are clearly defined, such as the 
spread of disinformation, researchers may face significant challenges identifying a 
priori the data they need to examine the associated risk. 

A. What is a systemic risk? 

The DSA does not define systemic risks exhaustively. It is also not clearly defined 
in academic literature on social media regulation. The term is commonly associat-
ed with the regulation of financial systems or environmental regulation, and it is 
increasingly acquiring a dominant role in the regulation of digital markets and dig-
ital society (Efroni, 2021). In the financial sector, for example, systemic risks refer 
to the events that could trigger severe instability and lead to the collapse of a sec-
tor or industry (Scott, 2016). In the computational sciences, it has been defined as 
the risks of having interdependent or cascading failures in a network (Helbing, 
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2013). Within the literature on social media regulation, the question of when a risk 
becomes systemic is also not fully developed. Civil society and scholars have not-
ed that the lack of precise definitions, both in regulatory documents and in acade-
mic literature, creates challenges for operators and enforcement, while also afford-
ing flexibility and giving room to experimentation (Sullivan & Pielemeier, 2023; 
Global Network Initiative, 2023). 

As used in the DSA, systemic risks thus seem to be those impacts of social media 
on society that may have severe negative consequences from a societal perspec-
tive, including illegal content, fundamental rights, data privacy, freedom of expres-
sion, rights of the child, electoral processes, public security, and health. According 
to Recital 79, 

“In determining the significance of potential negative effects and impacts, 
providers should consider the severity of the potential impact and the 
probability of all such systemic risks. For example, they could assess whether 
the potential negative impact can affect a large number of persons, its potential 
irreversibility, or how difficult it is to remedy and restore the situation prevailing 
prior to the potential impact.” (DSA, Recital 79) 

Article 34 of the DSA, which establishes the obligation to “diligently identify, ana-
lyze and assess systemic risks stemming from the design or functioning of their 
service and its related systems,” offers some examples and guidance. An important 
systemic risk is the “dissemination of illegal content” (DSA, Article 34.1(a)), such as 
the dissemination of child sexual abuse material (DSA, Article 80), but so are nega-
tive or foreseeable effects on the exercise of fundamental rights (DSA, Article 34.1 
(b)), negative effects on civic discourse, electoral processes, and public security 
(DSA, Article 34.1 (c)), and negative effects related to gender-based violence, pub-
lic health, the protection of minors, and individual’s physical and mental well-be-
ing (DSA, Article 34.1 (d)). Recitals 80 to 83 provide further guidance on the poten-
tial implications of these risks. For example, Recital 80 explains that where dis-
semination patterns are such that “illegal content may spread rapidly and widely 
through accounts with a particularly wide reach or other means of amplification,” 
this dissemination of illegal content may constitute a systemic risk (DSA, Recital 
80). 

Indeed, some systemic risks will be easy to identify, for example, because the DSA 
mentions them explicitly or because the Commission will have issued guidelines 
about them. In March 2024, for example, the EU Commission published a first set 
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of Guidelines on recommended measures for VLOSEs and VLOPs to mitigate sys-
temic risks online that may impact the integrity of elections (EU Commission, 
2024). But platforms themselves may enjoy a “first player’s advantage” in defining 
what systemic risks are and how to evaluate them as they present their first risk 
assessments. 

Several scholars and organisations have also highlighted that the lack of standard 
definitions, methodologies or benchmarks raises risks that the evaluation of sys-
temic risks will not be rigorous, or easy to compare (Loi, 2023; Pielemeier, Jahangir, 
and Ross, 2024; Sullivan and Pielemeier, 2023; Botero Arcila, 2023). This same lack 
of clarity may undermine researchers’ access to data for the “detection, identifica-
tion and understanding of systemic risks in the Union,” since some risks may be 
considered systemic by some, but not for everyone (DSA, Article. 40.4). 

B. The challenge of understanding systemic risks once they are 
identified: Broad access and access to system-level data 

In this part, we build on the idea that research tends to focus on platform systems 
to explain why, even when a systemic risk is identified and recognised as such, 
evaluating its severity and dynamics is no easy task, which in turn complicates ex-
plaining “what data” researchers need. 

The impacts and effects of social media on society are hard to understand because 
social media platforms are complex systems. This means that their impact arises in 
nonlinear ways from the aggregation of numerous actions such as user actions and 
algorithmic and other platform affordances, often in unpredictable ways. Take the 
example of virality: The patterns of information propagation and exposure (who 
sees what) on platforms emerge through the interaction of several factors: the de-
sign of the interface, user behaviour, content moderation policies, and, of course, 
the different algorithms curating and mediating content that eventually determine 
what is visible on social media (Narayanan, 2023). Researchers have shown that 
predicting virality is a difficult problem, among others, because user behaviour is a 
crucial and volatile factor (Narayanan, 2023). Who and when something gets 
shared results in cascades of information diffusion and exponential growth that 
are complex, and hard to predict (especially with partial data (Narayanan, 2023). 

Nevertheless, the virality of content on social media can be studied by extracting 
actionable rules for platforms. This requires, however, broad access to system-level 
data. In a pioneer study on the spread of misinformation,Guess, Nagler, and Tucker 
(2019) showed that the spread of news content labeled as misinformation by fact-
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checking agencies was primarily driven by highly polarised individuals (i.e., indi-
viduals whose positions on several relevant issues are distant from the mean of 
the whole population). To do so, Guess et al. linked survey responses from individ-
uals with their data produced on social media, relying on a sample of 3,500 users 
(Guess, Nagler, and Tucker, 2019). This allowed them “to provide a comprehensive 
observational portrait of the individual-level characteristics relating to posting ar-
ticles from fake news-spreading domains to friends on social media” (Guess, Na-
gler, and Tucker, 2019). Yet their approach also underscores the limits of such pan-
el data: while it revealed individual-level correlates of misinformation sharing, it 
could not capture the broader network and algorithmic dynamics of virality – 
something that requires system-level data. 

Later studies on the sharing of misinformation or disinformation have also relied 
on broad access to data to understand how misinformation spreads on social me-
dia. Some of these studies, for example, have found that individual polarisation is 
the strongest predictor of whether a user will share factually inaccurate or mis-
leading information, even when compared to education and data literacy (Os-
mundsen et al., 2021; Guess, Nagler, and Tucker, 2019; Lawson and Kakkar, 2022). 
Osmundsen et al. combined psychological profiling of over 2,300 American Twitter 
users with an analysis of sharing behavior and sentiment across more than 
500,000 news headlines. (Osmundsen et al., 2021). To access this data, the authors 
commissioned a 20-minute survey and asked for permission to scrape publicly 
available Twitter data on relevant content to understand the informational ecosys-
tem of users in the survey panel (Osmundsen et al., 2021). This sizeable sample 
provided the authors with insights into patterns of information spread and user 
behaviour within that network. 

When considering phenomena like polarisation – or to study how the spread of 
misinformation or disinformation is related to polarisation – the importance of 
broad access to data, or access to system-level data stems from the central insight 
that polarisation is a property of a system and not only of an individual. That is, 
polarisation of an individual is always a relational attribute, it refers to that in-
deividuals position when compared with other individuals in the system (e.g., com-
paring the position of stances of an individual with respect to the mean of a popu-
lation; Barbera, 2015), either a societal system or a social network within a social 
media platform. In other words, when estimating the polarisation of online users 
in a sample, it is essential that the individuals, collectively, cover a broad spectrum 
of political stances, which is challenging to achieve without broad data access. 
Properties such as polarisation are called systemic properties. The measure of sys-
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temic properties requires access to data that encompasses the whole or vast 
amounts of the system to see how individuals behave vis-à-vis each other. And to 
study social media, we argue here, researchers will require broad access to data to 
assess risks related to systemic properties. Accordingly, and as Leerssen highlights, 
when asked what sort of analysis vetted researchers could conduct, “many re-
searcher commentaries tend[ed] to focus not so much on specific domains, harms 
or risks as much as they do on specific platform systems, such as content recom-
mendation and amplification, content moderation, and targeted advertising. (...) re-
curring theme is the need to study how recommender systems work in relation to 
individual users or what Lewandowsky et al. refer to as ‘human-algorithm entan-
glement’ – how interactions between user and the platform recursively shape 
each-other and create feedback loops” several researchers mentioned platform 
systems, such as content moderation, content amplification, or “human-algorithm 
entanglement” (Leerssen, 2023). 

Recent publications by Meta on the 2020 US Presidential election show that Face-
book systematically computes political estimates on the whole US Facebook popu-
lation (González-Bailón et al., 2023). Other studies investigating the diversity of 
phenomena related to political segregation and the influence of algorithms on 
these dynamics rely on estimating the political leanings of users, considering the 
totality of users on the platform as the scope of analysis (Bakshy et al., 2015). 
These estimations are typically made using numerical scales that represent ideo-
logical positions, ranging from “most conservative” to “most liberal.” Different users 
are defined as liberal in relation to each other based on, for example, previous 
content that they have shared. These estimates are then used to formulate ques-
tions and methods for measuring concepts like polarisation or segregation in polit-
ical discourse. What this means for research access to data is that, to conduct sys-
temic risk research, researchers will often need longitudinal and systemic data. 
These needs thus require a broad interpretation of the “necessary and proportion-
ate” requirement of Article 40 of the DSA. 

The research community in Europe has already underscored the necessity of broad 
access to data: In the April-May 2023 call for evidence in the context of the Dele-
gated Regulation on data access provided for in the DSA, 32% of the respondents 
were researchers (Leerssen, 2023). One of the questions of the consultation was 
“What type of data, metadata, data governance documentation, and other informa-
tion about data and how it is used can be useful (...) for vetted researchers for con-
ducting research related to systemic risks and mitigation measures?” According to 
Leerssen’s summary of the feedback received by the Commission, the responses 
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mentioned several types of data: data related to users, accounts, and pages (such 
as individual-level content exposure and engagement histories, or associated pro-
filing and labeling); data related to content; data related to content recommenda-
tion (such as technical documentation on algorithmic ranking systems); data relat-
ed to ad targeting and profiling (such as data used to profile types and market seg-
ments); and data related to content moderation and governance (Leerssen, 2023). 

Researchers also emphasised the need for historical and longitudinal access, as 
well as real-time access, and the importance of technical documentation that pro-
vides context about the data being disclosed (Leerssen, 2023). At the time of writ-
ing, this has been included in the draft delegated act (Draft delegated regulation, 
Ares(2024)7652659, Article 8). According to the summary of the feedback received, 
technical documentation for the data provided is important to make sense of the 
data and thus researchers should also have access to data that include information 
about how the data was collected, relevant variables in the dataset, and how the 
variables are defined and calculated (Leerssen, 2023). 

III. The challenge of researching systemic risks of 
social media in Europe 

The last part showed that doing research and understanding the systemic risks of 
social media requires broad access to data and to system-level data. This part de-
velops this argument by showing that developing comprehensive research on 
some of the systemic risks of social media in the EU requires broad access to data. 

To illustrate why research on systemic risks in the EU poses distinct challenges, we 
focus on political polarisation and information segregation a phenomena directly 
included in the risks of Article 34, including risks to freedom of information. Be-
cause European political landscapes are more fragmented and complex than the 
US left–right spectrum, studying systemic risks across the EU requires analytical 
frameworks that capture this diversity and therefore depend on broad access to 
system-level data. We illustrate this through one example from research on online 
segregation and two examples from studies of political recommendations, which 
together underscore the centrality of system-level data for developing meaningful 
metrics and detecting systemic risks under the DSA. 

A. Online segregation and exacerbation of political polarisation 

Segregation is defined as the process by which access to content generated by one 
group is limited for members of another. It may take a multitude of forms, includ-
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ing segregation along gender, age groups, geographical regions, socio-professional 
groups, or even political groups. At its most severe, online segregation poses sys-
temic risks to freedom of expression and information, the right to equality, and 
media freedom and pluralism. These are all risks defined under Article 34 of DSA. 

To make an effective risk assessment of online segregation, researchers need sys-
tem-level data to analyse the continually emerging groups and the selective expo-
sure they might face. For example, a well-known case of online information segre-
gation involves the role of platforms’ recommender systems, studied by re-
searchers at New York University. There, Brown et al. (2022) explain that: 

(l)ess well-understood is the degree to which the hubs of online communities – 
online social networks such as Facebook, Twitter, YouTube, and Reddit – are to 
blame for the segregation of the public into ideological echo chambers. (...) Part of 
the challenge in reconciling this debate stems from data limitations. Existing 
academic research that finds no evidence of a recommendation algorithm effect 
typically relies on either user watch histories or some type of anonymized data 
scraping method, both of which make a careful analysis of platform-specific effects 
hard to measure. User watch histories cannot untangle platform-specific features 
like recommendation algorithms from user behavior, since all that is recorded is the 
final user decision which is endogenous to both individual behavior and platform 
features (Hosseinmardi et al., 2020; Chen et al., 2021). Datasets assembled via 
anonymous scraping methods – i.e., relying on APIs or using “headless” browsers to 
scrape platforms – disconnect the sophisticated recommendation algorithms from 
the information on which they rely to operate – prior user behavior – and are 
therefore of questionable construct validity (Ledwich, 2020; Ribeiro et al., 2020). 
(Brown et al. 2022) 

To help bridge the described gap, the authors conducted a novel survey of YouTube 
users who, in the Fall of 2020, navigated the platform following randomly as-
signed rules. This enabled the authors to document the recommendations they en-
countered (Brown et al., 2022). The significance of this survey lies in the fact that 
it is not possible to draw general conclusions solely from recommendation data 
(i.e., which content is recommended to whom and when). Instead, their survey pro-
vided access to additional data that allowed researchers to characterise the recom-
mendations users encountered as the effects of the recommendation algorithm on 
the one hand, and the effects of user behaviour on the other (Brown et al., 2022). 

In the context of risk assessments, this provides another example where re-
searchers may need to analyse a large data set, beyond a narrowly defined phe-
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nomenon, to provide a comprehensive evaluation. However, the particularities of 
the European political landscapes underscore the importance of access to system-
level data, as in the previous example related to polarisation. Assessing how plat-
form affordances and algorithms contribute to polarisation in the EU requires ex-
amining system-level data, identifying relevant forms of polarisation, and avoiding 
reliance on a priori definitions. Indeed, not all definitions for polarisation will be 
suited to EU countries, such as the predominant left-right angle used to study on-
line polarisation in most studies (Lorenz-Spreen et al., 2023; Falkenberg et al., 
2025). This predominant single-dimensional scale comes from the United States, 
where most studies come from. Indeed, the United States’ political landscape is 
predominantly characterised (for the study of online social systems) by a binary 
Liberal-Conservative scale (Iyengar et al., 2019; Jost and Baldassarri, 2023). Exam-
ples of this adoption are numerous in studies of polarisation on Facebook (Bond & 
Messing, 2015; Bakshy et al., 2015; Gonzalez-Bailon, 2023), X/Twitter (Barbera, 
2015), but also prevalent in research across most other platforms (Di Martino et 
al., 2024). 

The situation is radically different in European countries. The academic consensus 
is that relative issue alignment, that is how stances on one issue predict those on 
other issues, is stronger in the US than in Europe (Iyengar et al., 2019; Bakker et 
al., 2012; Jost & Baldassarri, 2023. European political landscapes are many, and 
they have been shown to need several additional dimensions beyond the tradition-
al Liberal-Conservative or Left-Right dimension that is typical of the US context 
(Bakker et al., 2012). Consequently, depending on the country, additional political 
dimensions are indispensable to capture phenomena such as polarisation and 
fragmentation. This includes measuring attitudes towards immigration, redistribu-
tion, liberal lifestyles, or towards the EU. In France, for example, dimensions cap-
turing individual attitudes towards elites, institutions, and the EU are crucial in un-
derstanding observed online political behaviour and are irreducible to a Left-Right 
dimension (Ramaciotti Morales et al., 2021). The academic consensus is, on the 
contrary, that US political competition and stances among the public stances are 
significantly more aligned than in European politics (Iyengar et al., 2019; Bakker et 
al., 2012; Jost & Baldassarri, 2023). Therefore, studying the general nature of digi-
tal ecosystems across the EU requires developing frameworks to capture the politi-
cal dimensionality of different national settings which, in turn, requires broad ac-
cess to data and access to system-level data. Notably, this may not be as necessary 
where or when the scope and nature of systemic risk at issue (e.g., specific types of 
polarisation that are relevant to a given country) is well identified beforehand, as 
researchers will be better enabled to make more precise data requests. 
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While these more developed frameworks are developed, however, researchers con-
ducting similar research on the risks associated with segregation and polarisation 
will need access to system-level data to identify relevant agglomerations and to 
organise the network's dimensions. This will be crucial to measure the diversity of 
dimensionalities that are relevant for their research projects. This may include in-
formation on all posts and users (rather than just data obtained through prede-
fined text queries) that are part of a specific network and during a particular time 
period. 

B. Political profiling in recommendations 

Article 26 of the DSA forbids platforms from presenting advertisements to users 
based on profiling using sensitive data, as defined by the GDPR, such as political 
opinion or affiliation. Profiling is the automated processing of personal data to 
predict aspects related to the data subject, such as their work performance, health 
outcomes, economic situation, or personality. It refers, specifically, to circum-
stances which can lead to legal or other meaningful effects for that person (Article 
71, GDPR). 

A narrow interpretation of political profiling refers to recommender systems 
trained on data for which an explicit variable of political preference is an attribute 
of platform users. However, recent research has shown that a wide variety of data, 
not directly containing political preferences, can be used during the training of 
machine learning models to allow the recommender model to develop political 
profiles of users within the trained model. For instance, Faverjon and Ramaciotti 
(2023) demonstrated that a wide range of recommender models employed by plat-
forms learn and leverage users' political classifications (for example, into Left- or 
Right-leaning groups) solely by feeding information about preferred news media 
outlets during the training phase. 

This raises two challenges for the implementation of Article 26 of the DSA and the 
prevention of systemic risks associated with the integrity of elections and democ-
ratic debate. First, platforms could intentionally circumvent limitations on using 
political data for targeting by indirectly training their recommender systems on 
signals that effectively achieve political targeting, without explicitly using labeled 
political data. They could then provide ad targeting services for political audiences 
by selling effective targeting percentages, without overtly feeding political infor-
mation into the models. Second, even without intentional political targeting, plat-
forms’ recommender systems could lead to selective exposure and exacerbated 
ideological segregation simply by consistently showing content aligned with each 
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user's general political leaning, even if the platform is unaware that this is occur-
ring. 

Similarly, as in the example in Section III.A regarding informational segregation 
and political polarisation, assessing these scenarios and risks requires access to a 
broad range of data, including all posts and users within a specific online social 
network. This would allow researchers to build political scales for evaluating users 
and the recommendations they receive (Ramaciotti et al., 2022). In fact, recent 
quantitative research on online public opinion has shown that the data needed to 
establish these general political frameworks is difficult to define based on sys-
temic risk alone. It is only through the analysis of system-level data – examining a 
large network of users on a platform – hat relevant political dimensions or frames 
can be identified (e.g., positioning users or content on political axes for a national 
context in the EU), which then enables investigation of related systemic risks (e.g., 
whether certain content is isolated among specific segments of the population; 
Ramaciotti Morales et al., 2021). 

Final recommendations and conclusion 

The DSA represents the most ambitious and comprehensive effort by liberal 
democracies to regulate social media platforms by operating on a risk-based ap-
proach. The DSA also establishes various transparency obligations for all platforms 
and search engines, along with a mandatory data-sharing regime for researchers. 
Article 40 provides for vetted researchers to access data exclusively for research 
aimed at detecting, identifying, and understanding systemic risks within the Union. 
These measures aim to ensure transparency and accountability for the platforms 
and the effectiveness of their risk mitigation strategies, thereby supporting the en-
forceability and success of the DSA. 

In this Article, we aimed to demonstrate that a broad interpretation of Article 40 is 
required to allow researchers to get access to the data they need to do this work. 
That is, broad access to data that includes access to system-level data. This will 
enable researchers to gain a deeper understanding of the systemic properties of 
networks and comprehend how systemic risks emerge online. This comprehensive 
approach surpasses the limitations of many API rate limits, keyword searches, or 
curated lists typically shared by social media platforms. 

We finalize by proposing a few recommendations for the implementation of Article 
40, which may be especially useful for researchers submitting access to data re-
quests and for DSCs evaluating the requests: 

19 Botero Arcila, Ramaciotti, Cabale



First, for researchers to submit a “reasoned” data request, they must be familiar 
with the data VLOPs and VLOSEs have. Platforms should thus be required to have 
available guidelines and libraries with a classification system for the data that they 
have. These guidelines should include information about non-private communica-
tion data (e.g., user interactions, content exposure, and engagement data), user ac-
count metadata (e.g., profile information, group memberships), and data gover-
nance documentation (e.g., platform governance decisions affecting user interac-
tions). These data are relevant to the assessment of systemic risks, as demonstrat-
ed by Ramaciotti and Cointet's study on the impact of recommender systems on 
political polarisation, which required access to non-private communication data 
from French parliamentarians' Twitter accounts (Ramaciotti & Cointet, 2021). 

Second, some types of research will require data at the system level. Researchers 
should explain this in their applications, but DCS’s should interpret this as compre-
hended within the meaning of “necessary and proportionate” for systemic risk re-
search, even if it ends up being a significant amount of data. Such data access 
could be provided with different security measures, for instance, in data vaults, al-
lowing researchers to at least get an overview of the types of data mentioned 
above before deciding what they need. Future research might also quantify the 
amount of information – based on information theory – hat cannot be obtained 
about properties of online social systems linked to systemic risks when limited by 
data access, especially restrictions on platform data. 

Third, we recommend a "learning-by-doing" approach and a process that recognis-
es researchers may need to revisit their data requests. Allowing researchers to 
modify their data access as their research progresses can be helpful. Similarly, cre-
ating a database of all data requests and related interfaces could inform future re-
quests and empower smaller research teams and institutions by guiding them in 
making their requests. 
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