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Abstract: Political debates, campaigns, and advertising increasingly take place on online platforms.
However, research on election communication has been significantly hampered as formerly
accessible data sources have been withdrawn or commercialised. With the implementation of the
EU Digital Services Act (DSA) a number of platforms have (re-)established data access modalities
for public’ data via APIs or specific portals. How access to public data is implemented, what it
contains, and who gets access all depends on decisions by the platforms. This leads to a series of
inconsistencies, challenges, and limitations for election research. In this contribution, we discuss
the implications of regulated data access under the DSA for election research. We first review
central research questions and relevant data types for election research. Then, we provide a
historical overview of how data access modalities have changed over the last two decades. Next,
we discuss relevant articles of the DSA that aim to improve data access for academic research as
well as different data access paths and modalities, including alternatives to APIs such as web
scraping and data donations. Finally we summarise key challenges and formulate requirements for
data access to enable robust and reproducible election research.
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Introduction

In many countries the production and consumption of political information has
significantly shifted to online platforms, typically concentrating on a few major so-
cial media platforms. Correspondingly, political parties and candidates use social
media as communication channels, especially for election communication and
campaigning. Researching electoral communication or, more generally, political
behaviour on digital platforms, however, is often hampered by changing data ac-
cess modalities and a lack of transparency of digital platforms. In recent years, the
closure of APIs by Facebook and Twitter/X and failure of the industry-academic
collaboration Social Science One led researchers to diagnose an “APlcalypse”
(Bruns, 2019), a “data abyss” (De Vreese and Tromble, 2023), and a “post-API age”
(Freelon, 2018). However, both the regulatory environment in various countries as
well as ownership and policies of major platforms like X have been shifting fast. A
major recent legislative change with substantial impact for data access for acade-
mic research is the Digital Services Act (DSA) in Europe, which was introduced in
February 2024. It mandates access to public data from Very Large Online Platforms
(VLOPs) as well as extended data access to non-public data for vetted researchers.
We argue that the DSA (and potentially also similar legislation in other jurisdic-
tions) introduces a new phase in data access for election research on digital plat-
forms that we call the “requlated data access age”. In this article, we describe the
promises of this regulated data access age for election research, identify remaining
challenges, and formulate requirements for improving data access conditions for
election research®.

Election research and online platforms

Elections constitute one of the most pivotal moments in democratic systems,
marked by heightened levels of political communication as political actors and cit-
izens alike engage intensively in public discourse. In recent years, this discourse
has increasingly migrated to social media platforms, fundamentally reshaping the
dynamics of electoral communication. We focus on election research because on-
line platforms, and the data they hold, have become indispensable to the study of
contemporary electoral processes. In addition, the field of election research ad-
dresses key questions related to “systemic risks” within the European Union and
beyond, which lie at the core of the Digital Services Act (DSA) data access frame-

. We use the more general term election research instead of “online election research” or “digital
election research” as online platforms have become so ingrained into communication and interac-
tions around and about elections that, nowadays, it is impossible to conduct a comprehensive
analysis of elections without considering the online/digital sphere.
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work. The following sections outline the conceptual, methodological, and regula-
tory implications for election research, followed by an overview of existing re-
search on the supply and demand sides of online political behaviour.

The overall goal of analysing data from digital platforms for election research is to
understand and explain online political behaviour by citizens and political actors
like parties and candidates (also often referred to as political elites). The former is
typically referred to as the “demand side” (i.e., citizens looking for information or
engaging with political content), while the latter is commonly described as the
“supply side” (i.e., political actors disseminating content and communicating with
the public or other actors; see van Aelst et al., 2017; Xenos et al., 2017). In prac-
tice, phenomena like digital publics, online platforms, and social media as digital
campaign tools can collapse the classical supply-demand-side division of political
communication as they enable direct interaction between politicians, journalists
and politically interested citizens (Gibson, 2015; Jungherr et al., 2020; Stier et al.,
2018). From an analytical perspective, however, the distinction is still relevant, es-
pecially for design choices in empirical studies on political communication as well
as the technical, legal, and ethical questions that are associated with them. For our
discussion of data access regimes and their implications, we want to focus particu-
larly on the preconditions for research studying how politicians, parties, and other
political actors use social media and other online platforms for communication
and campaigning (e.g., HaBler et al., 2021; Kruschinski & Bene, 2022; Votta et al.,
2024a).

Another relevant distinction classifies the research designs that are needed to col-
lect digital behavioural data into platform-centred and user-centred data collec-
tion approaches (Wagner et al., 2025). In platform-centred designs, researchers
sample data from specific platforms based on the research question(s) at hand.
This sampling can, e.g., be based on (combinations of) features, such as users, top-
ics, hashtags, search queries or time (see Kruschinski et al., 2024; Mdller et al.
2022; Riedl et al. 2024 for some examples). The data is then typically directly col-
lected from the respective platforms. By contrast, in user-centred designs (see, e.g.,
Breuer et al., 2023a; Halavais, 2019), researchers first recruit participantszand
those are then actively involved in collecting or providing the data.

Besides these important methodological distinctions, from a more substantive per-
spective, the use of social media and other online platforms for communication by

. See Breuer et al. (2023b) for a discussion of whether or in what cases “participants” is the right
term for individuals whose data are being used in studies with digital behavioural data collected
via platform APlIs.
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political actors is associated with both opportunities and risks (or has positive and
negative aspects; see, e.g., Roemmele et al., 2020). or example, the engagement
driven structures of some platforms tend to algorithmically favour negative, radi-
cal and extreme political content and are, hence, considered to strengthen radical
populist parties (Bouchaud et al., 2023; Huszar, 2022; but see Kruschinski et al.,
2024). Recently, with the rise of generative Al and its increasing entanglement
with digital platforms and their algorithms3researchers have been raising concerns
about its harmful potential as an instrument for producing and disseminating dis-
information about the electoral process and the involved candidates (Brautovic et.
al. 2024; Corsi et. al., 2024; Darius & Roemmele, 2023; Kruschinski & Votta, 2025;
Lewandowsky et al., 2023). On the other hand, social media have extended the
toolbox of campaign tools for candidates, politicians and parties (Dommett et al.,
2024; Gibson, 2015; Jungherr 2016; Kruschinski & Bene, 2022; Votta et al., 2024a)
and, thus, increased opportunities for communication and interaction with (poten-
tial) voters.

Despite the possibilities and opportunities for communication and interaction be-
tween political parties and politicians and (potential) voters, much of the research
on elections and online platforms has focused on risks and negative aspects. The
predominance of research on social media’s risks and downsides can be traced to a
confluence of factors. Real-world events (like radical or populist parties’ electoral
success and online misinformation campaigns) have shattered earlier optimism
and created a climate of concern that academia has responded to. One pivotal mo-
ment was the 2016 election of Donald Trump in the US, alongside the Brexit refer-
endum. These unexpected outcomes prompted observers to seek explanations in
digital campaigning. Bots, foreign interference, targeted ads, echo chambers, and
disinformation were blamed for influencing voters.

Another important event that also had consequences for data access for research
itself is the Facebook/Cambridge Analytica scandal (see Venturini & Rogers, 2019).
This scandal involved the unauthorised harvesting of personal data from up to 87
million Facebook users by the British political consulting firm Cambridge Analytica
in the mid-2010s with the goal of using it to influence election results. The result
of this was that access to user data via the Facebook Graph API was closed.

Regardless of whether studies look at the opportunities or the risks associated
with the use of online platforms for political communication, a key necessity for

3. Two prominent recent examples are the integration of Meta Al in WhatsApp or the chatbot Grok on
X.
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studying such topics is access to relevant data. Without reliable access to high-
quality data, it is difficult or even impossible to establish a solid empirical founda-
tion needed for informing policies to counter potentially adverse effects or harness
beneficial ones.

In the following, we will discuss research on the supply and demand to showcase
what empirical knowledge can be derived from digital behavioural data for elec-
tion research.

2.1. Researching the supply side: elite communication on online
platforms

Election research on the supply side looks at how political elites use online plat-
forms to communicate and interact. Many of the studies in this area concentrate
on campaign behaviour as a period in which political actors actively seek to influ-
ence citizens' opinions and decisions (e.g., Norris, 2000; Schmitt-Beck, 2000). In
general, online platforms have decreased the gatekeeping power of traditional
media and allow activists, partisans, special interest organisations, and also for-
eign actors to participate in the electoral debate, expressing political beliefs, and
seeking to influence public opinion, political agendas and, potentially, also citi-
zens' individual voting decisions (Darius, 2022; Gibson, 2015; Haf3ler et al., 2021).

Research on the communication of political elites on online platforms is as diverse
as the platforms and interactions being studied. Depending on the political sys-
tem, transnational (European), national, state, regional, and local elections are
studied. To account for the complexity of contemporary party competition, research
is becoming increasingly specialised, e.g., taking into account regional variation
across different countries (Darius et al., 2025; Dommett et al., 2025; Votta et al.,
2024a) subnational states (Maier et al., 2023) or intraparty heterogeneity in politi-
cal positions (Saltzer, 2022). Central research areas are, for example, the salience
of political issues and intermedia agenda setting (Barbera et al., 2019; Gilardi et
al., 2022; Hafiler et al., 2024), negative campaigning (Maier et al., 2023; Nai et al.,
2020), how politicians circumvent journalists and directly reach supporters
(Jungherr et al., 2019), or to what extent direct communication by politicians in-
creases the political knowledge of citizens (Munger et al., 2022; Popa et al., 2020).
Other studies show that the sharing of low-quality information by political elites
can be strategic, with a higher exposure among conservative users (Hjorth &
Adler-Nissen 2019), a higher prevalence of untrustworthy content among radical
right populist parties (Tornberg & Chueri, 2025) and politicians from the Republi-
can Party in the US (Eady et al., 2023; Lasser et al., 2023; Greene, 2024).
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Social media data as a data source has significantly advanced research on party
politics and election campaigning, as online platforms provide much more data
with a higher volume and granularity than other widely used data sources in this
field, such as party manifestos, party press releases or parliamentary speeches
(Lehmann et al., 2024; Rauh & Schwalbach, 2020). Social media data can include
the content of political communication for hundreds or thousands of political ac-
tors of interest, including central party accounts and individual candidates (e.g.,
Hafiler et al., 2021; Kruschinski & Bene, 2022; Votta et al., 2024a). In addition, the
data is produced at a granular temporal resolution, allowing for nowcasting (Kr-
uschinski et al., 2025; Muller et al., 2022), longitudinal analysis (Bruns et al., 2021;
Ceron et al., 2016; Votta et al., 2024a), or the analysis of strategic communication
as a reaction to external political shocks, such as unfolding campaign events.

A crucial part of election campaigning and strategic political communication on-
line happens through (targeted) advertising (Dommett et al, 2025; Votta et al.,
2024a). Research on political advertising on social media has primarily focused on
its normative implications, deployment, and effects. Several studies indicate that
microtargeting is widely adopted within social media advertising in many coun-
tries (Kruschinski & Bene, 2022; Votta et al., 2024a), though its sophistication
varies across contexts (Dommett et al., 2024; Votta et al., 2024a). Research on its
impact suggests that microtargeting has limited effects on vote choice but may re-
inforce partisan attachment and influence voter attitudes when ads align with per-
sonal traits and issue priorities (Chu et al., 2024; Binder et al., 2022; Zarouali et
al., 2022). However, studies indicate that, despite increasing regulation, platforms
do not successfully check advertisements for false information. A report by the
NGO Global Witness and the NYU engineering department, for instance, indicated
that most platforms failed to remove ads containing election fraud narratives be-
fore elections in most countries and seemed to focus their efforts on the US and
major European countries (Global Witness Briefing, 2022). Something that has
been rarely studied so far in this context are programmatic ads that are traded via
advertisement exchange platforms. These ads enable targeting methods such as
very specific targeting of IP addresses like company IPs or based on browsing be-
haviour data collected by second and third parties that may infringe with the
GDPR (Utz et al., 2022). Important questions that remain address the extent to
which individual or repeated ads can have a persuasive effect on voters’ electoral
behaviour, how parties and politicians use generative Al for content production
and dissemination, and whether online platforms start to appropriately moderate
targeted ads that often allow for the dissemination of content that contains false
information and other sorts of harmful content (Bouchaud & Liénard, 2024). These
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examples already indicate that it is also important to study the users that receive
or are targeted by the online communication of political elites and what effects
this may have on them. This perspective is typically taken in research on the de-
mand side

2.2. Researching the demand side: effects of political
communication and online behaviour

Generally speaking, research on the demand side looks at how and where citizens
are exposed to/receive political information and communication and how it influ-
ences their attitudes or behaviours. A significant body of demand-side research
looks at the selection and consumption of political information and use, especially
news exposure (Guess, 2021; Stier et al., 2025) or how citizens choose which par-
ties, politicians, or political influencers to follow on online platforms (Wojcieszak
et al., 2022; Gibson et al., 2023). Selective exposure studies show that voters tend
to prefer content that aligns with their predispositions (e.g., populist-minded indi-
viduals favor anti-establishment posts, partisans prefer like-minded sources), and
this tendency contributes to a fragmented media consumption across electorates
(Mangold et al., 2024). Algorithmic curation on platforms might reinforce these
patterns by tailoring feeds to user preferences, resulting in more exposure to like-
minded sources and ideological segregation (Gonzalez-Bailon et al., 2023).

Another area of research on the demand side of political online communication is
concerned with effects of disinformation and misinformation during election cam-
paigns. More generally, studies have shown that Facebook or WhatsApp use have
positive effects on the acquisition of political knowledge during election cam-
paigns (Allcott & Gentzkow, 2020; Ventura et al., 2025). Still, the quality of infor-
mation matters, as exposure to disinformation and misinformation can also skew
voting decisions or preference for a candidate (Bovet & Makse, 2019; Eady et al.,
2023; Zimmermann & Kohring, 2020). However, in line with the minimal effects
found for linear mass media, even sophisticated field experiments have found no
or only very small effects of various facets of digital media use on political atti-
tudes, affective or issue polarisation (Guess et al., 2023).

Notably, supply side and demand side can also be studied together as, e.g., studies
on populist radical right parties by Mols and Jetten (2020) and Stier et al. (2025)
have shown. Regardless of the perspective or focus, an important source of chal-
lenges for election research is that digital platforms underlie constant changes
that can relate to ownership, design or technical features. This also means that the
conditions for access to online digital platform data have drastically changed in re-
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cent years. The DSA promises an improvement of this situation by establishing
regulated data access.

From wild west, to post-API age, to regulated data
access under the EU DSA

What research on the supply side and the demand side has in common is that both
streams of research need reliable access to data from online platforms. Data ac-
cess modalities have been subject to various changes within the past two decades,
in particular with respect to Application Programming Interfaces (APIs) offered by
platforms. While there are other methods for collecting online platform data
(Breuer et al., 2020), APIs have been widely used, in election research as well as
other fields, and are, hence, often at the centre of discussion in academic debates
and publications. We will discuss some alternative data access options for election
research later on, but focus specifically on the historical development of data ac-
cess via APls in this section.

APlIs are often called the backbone of the internet since they enable communica-
tion and data exchanges between clients (computers/devices/servers). For re-
searchers interested in socio-technical and political mechanisms on digital plat-
forms, institutionalised platform APIs provide a scalable and legally clearly defined
method of collecting research data (Breuer et al., 2020). This presumes, however,
that the data providers are able and willing to build, maintain and document an
appropriate APl infrastructure. Considering that most platforms have an interest in
developers building programs based on their APIs, many platforms have API infra-
structures in place and can allow for extended access (with more tokens/limits) for
researchers. While there are various types of APIs, research or developer APIs are
commonly Representational State Transfer Application Program Interface (REST
APIls), typically implemented using the http(s) client-server protocol applying stan-
dard methods, such as “get, post, put, delete”. An important thing to keep in mind
is that most platform APIs were created for developers and their use for academic
research has often just been tolerated without being an intended use case origi-
nally. Eventually, several platforms have developed specific APIs or APl access pro-
grams for researchers but this happened later than the first wave of social science
research that made extensive use of platform APIs.

The rise of APl use in the social and behavioural sciences started in the early
2010s with projects like MyPersonality that gathered large amounts of user data
via the Facebook Graph API to study and predict personality traits and other attrib-
utes (Kosinski et al., 2013).4Some platforms offered relatively unrestricted access
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to user data. Besides Facebook, Twitter, e.g., provided generous and easy to use
Streaming and REST APIs. Later on, the platform even offered a dedicated and ex-
tended API access track for academic research. These data access opportunities
were used in a large number of studies on various topics, including much of the
election-related research cited above. To describe these broad data collection op-
portunities, Tromble (2021) has used the term “Data Golden Age”. The first big
event that changed this initially rather liberal data access landscape was the re-
strictions put in place by Facebook in the aftermath of the Cambridge Analytica
scandal in 2018. The change of the app review process and partial closure of Face-
book's API also resulted in the discontinuation of widely used research tools like
Netvizz (Rieder, 2013; 2018). Researchers reacted to these restrictions placed on
platform data access by diagnosing an “APlcalypse” (Bruns, 2019) or the dawn of a
new “post-AP| age” for computational research (Freelon, 2018). In essence, the
opinions voiced in these articles are that the dependence on data access through
APIs that were voluntarily provided by commercial platforms was a risk and that
researchers will (increasingly) need to rely on alternative methods for collecting
online platform data. Others, however, have also pointed out the positive aspects
of such changes, e.g., with regard to data protection and privacy as an end to the
‘wild west’ of social media research (Puschmann, 2019).

Despite the experiences with closures or severe restrictions of platform APIs and
the critical discussions this has sparked, researchers in election research and com-
putational social science have continued to rely on APIs for data access. Recently,
however, further closures or severe restrictions of APIs or tools like CrowdTan-
gleshave underlined the inherent risks and problems associated with this type of
data access, which marks a significant shift in the accessibility of public social me-
dia data for researchers (as well as journalists and civil society organisations). A
key event in this was the acquisition of Twitter by Elon Musk and its renaming to X
that was followed by a closing of the free Academic Research API access.

Figure 1 provides a summary of the key changes within major platforms Twitter/X,
Facebook, Instagram, YouTube, and TikTok that inhibited election research as well
as relevant regulatory developments (with a focus on the European Union). The
figure highlights three phases of data access to platform data and APIs for re-
searchers. The first phase of unregulated and extensive data access is marked as

. Notably, already in 2009 the sale of Yahoo to Microsoft resulted in a closure of API-based mash-up
tools that were used by some researchers for data extraction on search results and other metrics
(Rieder, 2009).

. CrowdTangle, a tool acquired by Facebook in 2016 that allowed users to track the spread and en-
gagement of public content across Facebook, Instagram, and Reddit.
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the ‘Data Golden Age’ by Tromble (2021). Following Freelon (2018), we label the
second phase marked by closures or severe restrictions in data access as the ‘Post-
API Age’. With the introduction of the EU DSA, we see the beginning of a third
phase of mandated data access that we would call a ‘Regulated APl Age’. In a re-
cent preprint, Mimizuki et al. (2025) use the term “Post-Post APl Age”. However,
since we believe that the aspect of regulation is a key feature of this new data ac-
cess age that also sets it apart from the largely unregulated setting in the “Data
Golden Age” (or “Wild West”), we prefer to use the term “Regulated API Age”. The
key piece of legislation for this regulation is the EU DSA. In the following, we dis-
cuss some of the main goals and elements of the EU DSA as well as their implica-
tions for election research.
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FIGURE 1: Timeline of events affecting platform data access for research.

The EU Digital Services Act and its access modalities
for election research

The EU DSA aims to promote safe online environments for European citizens and
entails new data access provisions for researchers to investigate and better under-
stand systemic risks that digital platform services may pose to individuals and so-
ciety as a whole. To enable the investigation and mitigation of systemic risks the
DSA includes several data access and transparency components, such as access to
public data under DSA 40(12), extended research data access for vetted re-
searchers under 40(4), as well as the mandatory provision of data for the European
moderation database under DSA 24(5) and public ad archives under DSA 39. In the
following we will discuss these components and their significance for election re-
searchers.
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4.1. Access to public data under DSA 40(12)

From February 2024 very large online platforms (VLOPS) and very large search en-
gines (VLOSEs) are mandated under Article 40(12) of the DSA to enable real-time
data access for researchers. The text describes data access as follows: “Providers of
very large online platforms or of very large online search engines shall give access
without undue delay to data, including, where technically possible, to real-time data,
provided that the data is publicly accessible in their online interface by researchers.”

In their efforts to implement the data access mandates included in the DSA, most
social media platforms have introduced or extended data access options for re-
searchers. This has typically been done via dedicated APIs or APl access programs.
Notably, APIs are only one form of providing such data access and platforms de-
cide themselves which researchers receive access to their APl under DSA 40(12).
Instead of dedicated research(er) APls, some major platforms have decided to offer
sandbox environments or digital dashboards that avoid an export of user data
from the company's server or strictly limit the ability to export data. The Meta Con-
tent Library6is an example of this that provides both a web interface as well as an
API that can only be used in a secure environment that strictly limits data export.

For election research, access to such public data is especially interesting for stud-
ies on the supply side investigating how political elites use different platforms to
communicate with (potential) voters as well as other actors and organisations.

4.2. Vetted researcher data access under DSA 40(4)

Beyond access to public data provided by the platforms themselves, under 40(4) of
the DSA, vetted researchers shall receive access to extended data based on the cri-
teria further specified in the draft delegated act (Digital Services Act, 2022).

“Data related to users, such as profile information, relationship networks, individual-
level content exposure and engagement histories, interaction data, such as comments
or other engagements; data related to content recommendations, including data used
to personalise recommendations; data related to ad targeting and profiling, including
cost per click data and other measures of advertising prices; data related to the testing
of new features prior to their deployment, including the results of A/B tests; data relat-
ed to content moderation and governance, such as data on algorithmic or other content
moderation systems and processes, archives or repositories documenting moderated

. Meta Content Library (see https://transparency.meta.com/en-us/researchtools/meta-content-Li-
brary/)
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content, including accounts as well as data related to prices, quantities and character-
istics of goods or services provided by the data provider” (Draft delegated regulation,
2024, p. 6).

This extended data access via a vetting procedure is particularly interesting for de-
mand side research as it can provide extensive data on platform users and their
exposure to political communication. Notably, however, this type of data will only
be accessible to researchers working for universities (and publicly funded research
institutes) and probably not for independent researchers, NGOs, or (data) journal-
ists.

4.3. European moderation database under DSA 24(5)

To increase the transparency of content moderation digital service providers are
mandated to inform the Commission about moderation decisions and the reason
for these decisions. All reported moderation decisions are collected in the DSA
Transparency Database’. While we are not aware of any election research publica-
tions that have made use of this resource so far, this can be an interesting data
source for investigating and understanding moderation decisions for content relat-
ed to elections.

4.4. Ad archives under DSA 39

The increased attention to election interference and data protection on digital
platforms has previously already resulted in the installation of public advertise-
ment and content libraries (Leerssen et al., 2023). These are intended to open the
black box of online campaigning by listing each advertisement’s content, sponsor,
expenditure, and declared targeting information, giving scholars a reproducible
source for large-scale analyses of election advertising (Leerssen et al., 2019). Arti-
cle 39 of the Digital Services Act obliges very large online platforms to provide
such repositories in a searchable format and to supply an API that grants automat-
ed access to the same core metadata.

Tools like the Meta and Google ad libraries have existed for some years and en-
abled researchers to investigate the use of political advertisements on digital plat-
forms. Meta’s archive enabled Bar et al. (2024) to study about 80,000 Facebook
and Instagram ads from the 2021 German federal election and to detect delivery
advantages for some parties. Votta et al. (2024a) mapped 2.5 million Meta ads
from 113 elections in 95 countries, showing that micro-targeting is widespread

7. DSA Transparency Database: https://transparency.dsa.ec.europa.eu/
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and more sophisticated in highly developed democracies. Kruschinski and Bene
(2022) analysed 66,806 Facebook ads from 186 parties in the 2019 European Par-
liament election and documented strong cross-national variation in paid-media in-
tensity. Extending this work, Kruschinski et al. (2024) combined roughly 10,000 or-
ganic posts, sponsored posts, and ads from 53 parties in ten European states and
found no systematic differences between populist and mainstream parties in the
promotion of divisive topics, negativity, or populist appeals. For the United States,
Votta, Noroozian, Dobber, Helberger, and de Vreese (2023) examined the full Face-
book and Instagram archive for the seven months before the 2020 presidential
vote and reported that official campaigns used more toxic language in narrowly
targeted ads, whereas outside groups delivered toxic messages to broader audi-
ences. For Google, Fitzpatrick and von Nostitz (2024) used the ad archive to com-
pare search and YouTube spending during the 2021 German Federal Election.

4.5. Transparency reporting and audits

Digital service providers started reporting about their moderation decisions in vol-
untary reports before the DSA. However, scope and granularity varied largely be-
tween platforms, and currently still vary in the first rounds of risk reports under
the DSA. Service providers also report on governments’ take down requests and
approved content removals.

4.6. Independent data collection beyond APIs and DSA access
modalities

As stated before, APIs are not the only option for accessing digital behavioural da-
ta. Researchers can also directly cooperate with platforms (or other companies),
purchase data (from third-party vendors/resellers), or engage in secondary use of
data that has been collected and published by others. If researchers, however, want
or have to collect data themselves, the two most prominent alternatives to the use
of APIs are web scraping and data donations from users. While the former is a
platform-centred approach, the latter is a user-centred one.

Following up on initial suggestions in the papers by Freelon (2018) and Bruns
(2019), Mancosu and Vegetti (2020) have advocated for relying more on web scrap-
ing for collection platform data in the so-called “post-API age”. Despite improve-
ments in data access via APIs brought about by the DSA in the dawning regulated
API age, we still believe that web scraping is an important alternative for data ac-
cess. The importance of web scraping as an independent approach to data collec-
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tion resonates with a recent report by the European Digital Media Observatory
(EDMO)8that has outlined data quality issues of the TikTok API before the 2024 EU
electionsg, which they could only test systematically by comparing APl data with
data collected via a web scraper from TikTok’s user interface. Generally, platforms
have different policies regarding scraping and, hence, also different mechanisms in
place for detecting and preventing or blocking scraping. If or how scraping works
depends on the platform and scope of data collection as well as possible other
factors, such as location as there may be differences in the way content is present-
ed or is accessible between countries (e.g., with regard to whether a logged-in ac-
count is required). To address this issue, again, agreements or cooperations with
platforms, and/or legal regulations for the use of web scraping for academic re-
search may be a way forward. A registration of scrapers with exemptions on rate
limits could, e.g., be an option here. This, however, would necessitate a process of
access control by platforms again. Notably, from a legal perspective it is by now
widely accepted that scraping can also be protected under Article 40(12) (Leerssen,
2024). However, for many researchers legal uncertainties and concerns about po-
tential legal actions by service providers remain.

4.6.2. Data donation

A data collection method that has recently become more established in the (com-
putational) social sciences that can also be used for election research are data do-
nations (Hase et al., 2024). Users retrieve their own data from platforms and other
digital services based on the General Data Protection Regulation (GDPR) and sub-
sequently share it with researchers via tools such as PORT (Boeschoten et al.,
2022). Of course, this approach is also associated with specific challenges and lim-
itations (van Driel et al., 2022), such as sampling biases (see, e.g., Kmetty et al.,
2024, Pfiffner & Friemel, 2023; Silber et al., 2022). Similar to data collected via
platform APlIs, researchers have also found large heterogeneity in the accessibility,
content, and quality of the so-called “data download packages” (DDP) that data do-
nation studies make use of. In a recent policy paper, Hase and colleagues (2024)
address this issue and present suggestions on how platforms can fulfill data access
obligations in a way that facilitates data donation studies. Finally, this approach
may be especially difficult to implement for supply-side studies as recruiting the
political actors that are investigated as participants and getting them to consent

. Report on EDMO Workshop on Platform Data Access for Researchers, https://edmo.eu/wp-content/
uploads/2024/09/Report-on-EDMO-Workshop-on-Platform-Data-Access-for-Researchers.pdf

. Researcher Data Access Under the DSA: Lessons from TikTok’s API Issues during the 2024 European
Elections, https://www.techpolicy.press/-researcher-data-access-under-the-dsa-lessons-from-tik-
toks-api-issues-during-the-2024-european-elections/


https://edmo.eu/wp-content/uploads/2024/09/Report-on-EDMO-Workshop-on-Platform-Data-Access-for-Researchers.pdf
https://edmo.eu/wp-content/uploads/2024/09/Report-on-EDMO-Workshop-on-Platform-Data-Access-for-Researchers.pdf
https://www.techpolicy.press/-researcher-data-access-under-the-dsa-lessons-from-tiktoks-api-issues-during-the-2024-european-elections/
https://www.techpolicy.press/-researcher-data-access-under-the-dsa-lessons-from-tiktoks-api-issues-during-the-2024-european-elections/
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to and actively engage in data sharing likely poses a serious challenge. However,
some work demonstrates that political actors can be willing to share internal cam-
paign data for research purposes. For example, Votta et al. (2025) and Votta et al.
(2024b) obtained internal ad data from Meta Ad Manager directly from political
parties to examine how ad delivery algorithms affect pricing disparities across par-
ties and audiences during the 2022 Dutch municipal elections and the 2024 Euro-
pean Parliament elections respectively. Or Hewitt et al. (2024) gained access to
617 advertisements from 51 US campaigns through the platform Swayable to ana-
lyze ad persuasion effects. These studies remain exceptions, as political parties are
often reluctant to share strategic campaign data due to competitive concerns, and
establishing the necessary trust requires pre-existing relationships and significant
time investment from researchers. Hence, data donation approaches are probably
better suited for demand-side studies.

Challenges and promises for election research in the
age of regulated data access

Despite the improvements in access to platform data for research brought about
by the DSA at the dawn of what we call the regulated API age, researchers face a
number of challenges when applying for access and also, after successful applica-
tion, or when working with data retrieved via APIs. Many of those have been docu-
mented in a study by Mimizuka and colleagues (2025) based on interviews with re-
searchers who have been working with online platform data. They also present a
set of recommendations for platforms, researchers, and policymakers. The sugges-
tions we present in the following can be seen as complements to those.

The first key challenge for election research in the age of regulated data access is
related to the degree of control that platforms have over data access and decision
procedures on researchers' applications. For researchers, the decision process can
be intransparent and some platforms, such as X, hinder researchers by posing ex-
tremely detailed or redundant questions for clarification on data storage or data
protection issues (Jaursch et al., 2024; Mimizuka et al., 2025). Considering that re-
searchers’ projects and/or funding applications can be conditional on having ac-
cess to digital platform data, this constitutes a severe challenge. Additionally, ac-
cess solutions for “non-public data” via data access requests to the national Digital
Service Coordinators (DSCs) are not yet in place, which increases researchers’ de-
pendency on data access under 40(12) that is controlled by digital platforms them-
selves. One option for addressing challenges in the data access application process
issue could be the involvement of trusted third-parties in data access requests. A
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good example in that regard is the collaboration between the Social Media Archive
(SOMAR) at the Inter-university Consortium for Political and Social Research (ICP-
SR) and Meta where SOMAR/ICPSR acts as a neutral and independent third-party
for handling requests for access to the Meta Content Library (which is meant to re-
place the platform CrowdTangle for academic data access). However, also this
model may not be optimal as this requires substantial resources and a well-de-
fined process on the side of the third-party. The roughly six-month outage of the
ICPSR application platform from Dec 24 to May 25 demonstrates the potential
risks associated with this solution. In general, a good approach for addressing is-
sues related to data access applications would be the development of transparent
and standardised data application and appeal procedures that are not fully con-
trolled by platforms.

There also are several limitations and challenges related to the use of platform-
provided ad archives for research. First, platforms apply inconsistent definitions of
what constitutes a political ad, so issue-based or local messages can be omitted.
Second, advertiser verification remains weak; declared buyers may mask the real
funder. Third, the databases reveal only headline targeting parameters and provide
no demographic breakdown of actual delivery, which prevents a full audit of algo-
rithmic biases. Fourth, technical barriers such as rate limits, missing fields, and un-
stable search interfaces hinder large-scale data collection. TikTok’s repository,
launched to meet DSA requirements, illustrates these shortcomings: the European
Commission found it non-compliant because key data were missing and search
was unreliable (European Commission, 2024).

Even bigger issues for research based on ad archives will likely be caused by the
decision of both Meta and Google that, from October 2025, they will no longer ac-
cept political, electoral or so-called social-issue ads anywhere in the European
Union, citing compliance risks under the forthcoming EU Transparency and Target-
ing of Political Advertising Regulation that supplements the DSA (Meta, 2025;
Google, 2024). This retreat reshapes the empirical landscape for online advertising
research in different ways: Parties, campaigns and outside groups can be expected
to redirect budget to (a) organic posts, (b) smaller or emerging social networks that
still permit political ads, and (c) programmatic ad exchanges that fall outside the
major-platform ban. With the principal ad libraries drying up, demand will grow for
(1) stronger enforcement of Article 39 obligations on every platform, large or
small; (2) access to delivery data for programmatic ads; and (3) independent, plat-
form-agnostic monitoring projects (e.g., browser plug-ins or crowd-sourcing
schemes) that capture paid messages wherever they appear.
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In general, to mitigate the limitations and risks associated with the control that
platforms have over data access, researchers need to continue developing and us-
ing methods that are less (directly) dependent on the platforms and their decisions
(web scraping, data donations) to address the issue of the volatility of the data ac-
cess situation and the unsuitability of API-based collection for some types of re-
search.

Even if researchers have access to platform data (via APIs), another crucial chal-
lenge is testing and ensuring the quality of provided data. For example, re-
searchers have repeatedly identified data quality issues with the TikTok API (Corso
et al., 2024; Darius, 2024; Pearson et al., 2024). Data quality cannot be guaranteed
if platforms do not have strict reporting and testing guidelines. Importantly, indi-
vidual research projects often do not have the possibility or capacity to systemati-
cally test the quality of data collected by querying research APIs. Coordinated in-
dependent data quality audits are a way in which this issue can be addressed.

Besides data access, platforms often also put restrictions on how the data can be
used and especially whether and how data sets can be shared with other acade-
mics. Principles of open science and also requirements with regard to the repro-
ducibility and replicability of research necessitate that researchers can make plat-
form data available to others. However, such restrictions make adherence to these
principles very difficult or even impossible. Twitter/X, for example, has, e.g., only
allowed the sharing of post and account IDs. If posts or accounts are deleted, re-
search becomes unreproducible and unreplicable. An analysis by Kupfer (2024) has
shown that this issue is especially pronounced for the study of sensitive topics. Ac-
cordingly, in a recent opinion piece Davidson et al. (2024) describe platform-con-
trolled social media APIs as a threat to open science. Addressing this issue re-
quires discussing and contributing to the development of new data access solu-
tions, such as remote access/remote code execution (see, e.g., van Atteveldt et al.,
2020).

In addition to actively contributing to the development of solutions for the identi-
fied challenges, working towards improvements in platform data access in the reg-
ulated API age requires that researchers engage in lobbying and collaborate with
regulators, policymakers, platforms and relevant institutions. There are positive ex-
amples in which policymakers and institutions have been reaching out to the aca-
demic community. A prominent one is the consultation on the draft of the delegat-
ed act for the DSA. On the national level, the Digital Services Coordinator (DSC) in
charge of data access requests under the DSA in Germany (the Bundesnetzagentur)
has been contacting researchers (including some of the authors of this paper) to
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discuss the issue of data access before the German federal election in February
2025. Besides consultations and other forms of direct engagement with policy-
makers and institutions, joint policy papers like the one by Klinger and Ohme
(2023) and Hase et al. (2024) are relevant initiatives to make the views and needs
of researchers visible and clear. Importantly, lobbying and policy work require co-
ordination among researchers. Two positive examples in this regard are the activi-
ties in this area by DSA 40 Data Access Collaboratory (see Jaursch et al., 2024) and
the Coalition for Independent Technology Researchers (CITR).

Overall, we see the emergence of a new age of regulated data access via APIs and
other access modalities as a valuable opportunity for election research. As dis-
cussed above, there are several remaining challenges, in addition to political resis-
tance from the US. However, we are optimistic that the further implementation of
the DSA, coupled with researchers engaging in the activities outlined here (and
elsewhere; see, e.g., Mimizuka et al., 2025) can enable novel and high-quality re-
search on elections to better understand both the risks and opportunities of online
platforms and their use for political communication.
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