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Abstract 

This paper proposes a mission-oriented national strategy for strengthening 
cybersecurity and achieving digital sovereignty in the Netherlands for 
2025–2035. It outlines an integrated framework across four pillars: national 
cyber resilience, sovereign digital procurement, innovation and ecosystem 
development, and societal capacity-building. Emphasizing European 
cooperation, secure-by-design principles, and strategic public investment, 
the strategy aims to reduce dependence on non-EU technologies, enhance 

 
1 ) With thanks for comments to Cody Barrow (EclecticIQ), Marjolijn Bonthuis (ECPD), Joris 
den Bruinen and Lieve Lubbe (Security Delta), Hans Franken (Leiden University), and Frank 
van Heemskerk (ASML). 

 



deterrence capabilities, and support talent development. A phased 
implementation roadmap highlights concrete actions for government, 
industry, and academia to ensure long-term national security, economic 
resilience, and democratic integrity in an increasingly contested digital 
landscape 

 

1. Vision and Strategic Imperative 
In the 21st century, cybersecurity and digital sovereignty are fundamental 
requirements for our national security, economic resilience, democratic 
integrity, and social well-being. As one of the most digitized countries in the 
world, the Netherlands faces a dual challenge: defending against 
increasingly sophisticated cyber threats, while ending its strategic 
dependence on non-EU technology suppliers who cannot guarantee the 
digital rights of Dutch citizens nor the digital sovereignty of the Dutch 
government. 

Our vision for 2035 is a resilient, innovative, and sovereign digital 
Netherlands—a nation that safely harnesses the opportunities of 
digitalization, protects the fundamental rights of its citizens, and upholds its 
democratic autonomy through technological freedom. This requires a 
paradigm shift: from fragmented, reactive policy toward a bold, mission-
oriented national strategy that integrates cybersecurity, digital sovereignty, 
and European cooperation at its core. 

2. Foundations for Integrated Action 
To realize this vision, the next government must act decisively across four 
interconnected pillars: 

Pillar 1: Strengthen National Cyber Resilience 
• Mandatory Security Standards: Legally require all operators of critical 

infrastructure (energy, defense, finance, health, transport, IT) to meet 
minimum security standards and certifications in line with the EU 
Cybersecurity Act (CSA) and the NIS2 Directive. 



• Active Defense & Deterrence: Develop robust technical and diplomatic 
capabilities to deter and respond to state-sponsored cyber aggression, 
thereby strengthening our national and NATO cyber defense posture. 

Modernized Legal Framework: Introduce a new, comprehensive 
Cybersecurity Act in 2026 to consolidate obligations, streamline incident 
reporting, and ensure full alignment with NIS2 (Network and Information 
Security Directive 2, The European Union’s updated directive on 
cybersecurity for essential and important entities.) and GDPR (General Data 
Protection Regulation, The EU regulation governing the protection of 
personal data and privacy.). 

Pillar 2: Achieve Digital Sovereignty through Strategic Procurement 
• Leverage Public Procurement Power: Use the considerable purchasing 

power of the Dutch public sector (around 20% of GDP) to build a 
sovereign European digital ecosystem. Launch coordinated, mission-
driven tenders for critical digital services (e.g., cloud, productivity 
software, identity management), ensuring sufficient growth capital to 
prevent strategic companies from seeking futures outside Europe. 

• Enforce Sovereignty Criteria: Mandate that all publicly procured digital 
services meet non-negotiable criteria: 1) All data must be stored and 
processed exclusively within jurisdictions guaranteeing long-term 
compliance with European privacy standards; 2) Guaranteed service 
continuity immune to foreign political interference; 3) Contractual 
protection against unilateral changes or termination of service. 

• Build European Alliances: Lead the formation of European coalitions and 
IT supplier consortia to develop competitive, sovereign alternatives—
transforming the Netherlands from a passive consumer into an active 
architect of Europe’s digital future. 

Pillar 3: Stimulate Innovation and a Sovereign Ecosystem 
• Invest in Domestic Knowledge: Provide R&D funding, innovation-driven 

procurement guarantees, and risk capital to boost the development and 
adoption of Dutch and European cybersecurity products. 



• Focus on Future-Proof Technologies: Prioritize investment in strategic 
domains such as post-quantum cryptography, AI-driven security, and 
secured IoT via public-private partnerships. 

• Embed the Secure-by-Design Principle: Integrate cybersecurity from the 
design stage into emerging technologies (e.g., AI, quantum computing) 
in critical sectors. 

• Support SMEs: Create targeted incentive and guidance programs to help 
small and medium-sized enterprises overcome the cost and complexity 
of certification and compliance. 

Pillar 4: Build a Digitally Resilient and Skilled Society 
• Education Reform: Integrate digital literacy into the national curriculum 

starting from secondary education. Expand university quotas and 
specialized programs to train 20,000 new cybersecurity experts by 2035. 

• National Awareness Campaigns: Launch permanent, year-round public 
campaigns to promote cyber hygiene across all layers of society. 

• Cyber Reserve Force: Strengthen the national cyber reserve corps of 
volunteer experts from industry and academia to enhance response 
capacity during major crises. 

3. Governance and Cooperation: The Dutch Model 
The unique Dutch model of public-private cooperation is our greatest 
strength and must be further reinforced. 

• Empower the Cyber Security Council (CSR): Formalize its role as an 
independent advisory body ensuring continuous strategic dialogue 
among government, business, and academia. 

• Strengthen the NCSC: Continue supporting the National Cyber Security 
Center as the central hub for national threat intelligence, incident 
coordination, and guidance. 

• Develop a National Cyber Campus: Build upon the NCSC and the Dutch 
PPP model (Security Delta/HSD) to establish a federated network of 
regional and sectoral hubs and labs, linked to a central physical location 



for the Dutch Cyber Resilience & Response Center—focusing on 
innovation, funding, talent development, and resilience networking. 

• Expand the National Cyber Resilience Network: Strengthen the roles of 
Information Sharing and Analysis Centers (ISACs), sectoral CSIRTs, crisis 
simulations, and innovation platforms to accelerate threat information 
sharing and joint innovation. 

• Contribute to a Solid European Legal Framework: Ensure the legality of 
data storage within the EU/EEA and that public tenders can be reserved 
for EU/EEA participants, in line with the EU/EEA Government 
Procurement Agreement under the WTO and Article 25 of Directive 
2014/24/EU. 

4. Phased Implementation Roadmap (2025–2035) 
Phase Key Actions 

Phase 1: Foundation (2025–2026) Conduct comprehensive security 
audits in all critical sectors. 
Introduce the new Cybersecurity 
Act. 
Establish the framework for pooled 
sovereign procurement and begin 
building European consortia. 

Phase 2: Acceleration (2027–2029) Launch the first major sovereign IT 
tenders for 2030–2034 
procurements. 
Establish a national Cyber 
Resilience & Response Center for 
real-time public-private data 
exchange. 
Integrate cybersecurity into 
education curricula. 



Start pilot projects for post-
quantum cryptography. 

Phase 3: Consolidation (2030–2032) Sustainably scale the deployment 
of domestic cybersecurity products. 
Expand joint cyber defense 
exercises with EU and NATO 
partners. 
Formally establish the Cyber 
Reserve Force. 

Phase 4: Sovereignty & Leadership 
(2033–2035) 

Publish and implement a national 
strategy for cloud and data 
sovereignty. 
Evaluate strategic outcomes, 
update the national strategy, and 
position the Netherlands as a world 
leader in secure and sovereign 
digital innovation. 

5. Conclusion: A Call for Digital Leadership 
The convergence of geopolitical instability, rapid technological change, and 
persistent cyber threats demands a response equal to the scale of the 
challenge. Incremental improvement alone will not suffice. 

Is digital sovereignty in Europe an illusion, knowing that in the first quarter 
of 2025 about 98% of ASML’s customers were outside the EMEA region? It 
will be—unless strong leadership is shown. 

This integrated strategy provides a roadmap to secure our digital future, 
protect our democracy, and create economic opportunity. By combining 
our globally admired collaborative model with a determined shift toward 
technological sovereignty, the Netherlands can and must lead Europe in 
building a digital space that is secure, resilient, and fundamentally free. 



We call on the next coalition government to embrace this mission-oriented 
approach and commit the necessary political will and resources to make 
this vision a reality. 
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