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In software systems, user experience (UX) is a quality that provides value to its intended users. Therefore, we
consider it critical to manage UX and its link to business value quantitatively. Key performance indicators (KPIs)
have been widely adopted for objectively measuring factors that influence business success, including measuring
UX characteristics and their business contribution in the context of software systems in general. Yet, measuring
UX in the context of complex Internet of Things (IoT) systems, especially Industrial IoT (IIoT) systems, remains a
challenge.

This paper presents a multivocal literature review (MLR) of the UX-KPIs proposed in the context of (DIoT
systems, along with factors influencing UX and challenges of quantifying UX. We investigate the status quo and
derive recommendations for measuring the UX of (DIoT systems.

Our analysis of 64 publications shows that UX has so far received relatively little attention in the context of (I)
IoT. Although we identified 605 KPIs, 78 influencing factors, and 119 challenges, most of the UX features dis-
cussed were defined in a broader context of software systems, i.e., they were less specific to IoT, but rather
focused on universal system quality characteristics such as functional suitability, performance efficiency, us-

ability, and reliability.

Finally, no generally accepted approach for measuring UX in (I)IoT systems and how these contribute to the
overall business value has been proposed yet. We also found little evidence that improving UX or achieving a
good UX currently plays an explicit role in the design and development of IoT systems.

1. Introduction

Organizations traditionally follow financial metrics to evaluate and
assess their business success. No generally accepted model for measuring
business success has yet been established, but approaches such as the
Balanced Scorecard (Kaplan & Norton, 1996) show that measuring a
firm's long-term success requires various success dimensions to be
measured and monitored (Meskendahl, 2010). Transparent metrics,
including appropriate key performance indicators (KPIs), support
managing success by helping to evaluate the business performance
against the key business objectives (Helmold, 2019). A growing number
of companies are deploying Internet of Things (IoT) systems to improve
their business performance and support operational processes within
and outside of the company. The user experience (UX) is a high-level
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quality that adds value for a software system's intended users and
should be considered during development.

In the context of socio-technical systems, such as digital ecosystems
(Nass-Bauer & Trapp, 2019), product service systems (PSS; Morelli,
2006), digital twins (Negri, Fumagalli, & Macchi, 2017), or IoT
(Asghari, Rahmani, & Javadi, 2018; Shin, 2014), measuring business
success depends not only on technical aspects — such as interconnectivity
or interoperability among different systems — but also, among other
things, on the performance of the system for the end customer (e.g.,
product quality), the UX (particularly the interaction of system users),
and the related business success (e.g., cost savings). The engineering of
such complex systems requires the involvement of various disciplines
(Mo & Beckett, 2020) and harnessing the potential value of such systems
implies managing and controlling their inherent complexity (Lamnabhi-
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Lagarrigue et al., 2017).

Usability and customer satisfaction are difficult to measure (Jain,
Aagja, & Bagdare, 2017; Hornbak, 2006). According to Weader and
Schmidt-Subramanian (2022), about 54% of Customer Experience (CX)
teams struggle to demonstrate their positive impact on a firm's Return on
Investment (ROI). Here, KPIs can be used to measure the impact and
degree of UX-related success and can be translated into numerical
metrics. UX-KPIs can be defined using behavioral metrics to measure
users' actions (e.g., a website's abandonment rate) and attitudinal met-
rics to measure UX efficiency (e.g., a customer survey on brand aware-
ness), but optimally, they should both be used (Zhao, 2022). UX-KPIs
indicate the success of a software system in terms of its UX (meeting user
needs) and should be aligned with business goals to establish relation-
ships between UX-driven value (e.g., better usability leads to time sav-
ings) and associated business value (e.g., time savings lead to 12% cost
reduction). A KPI should typically be quantified (made measurable)
using one or more metrics to capture corresponding data (measure-
ments) and associated business goals.

With increasing system complexity, the appropriate UX is becoming
more difficult to define, measure, and evaluate. Indeed, UX is no longer
limited to the way a person interacts with a single device, but extends to
the interaction with a fully interconnected environment; essentially an
ecosystem of experiences (Bergman, Olsson, Johansson, & Rassmus-
Grohn, 2018). Therefore, it is necessary to think of UX from a system
perspective that includes multiple devices, physical hardware, the
properties of networks, the business context, and underlying technology
aspects (Rowland & Charlier, 2015).

In just over a decade, the IoT has established itself firmly in people's
personal and professional lives. With these systems still evolving, veri-
fication and validation activities are primarily concerned with ensuring
that the IoT system delivers on its functional promises and, from a
quality standpoint, that its complexity induces minimal delay or inter-
ruption. Yet, UX has generally not been considered explicitly, although a
demonstrable impact of UX can be directly related to benefits. These
include increased attractiveness of an IoT system to the organization
managing it, increased satisfaction and efficiency of the people inter-
acting with the IoT system (i.e., end-users), and increased strategic ad-
vantages for the organization developing these systems (Rowland,
Goodman, Charalier, Lui, & Light, 2015).

For example, Lin, Sommer, and Ahmed-Kristensen (2021) studied
whether non-IoT watches and IoT watches differ in terms of their UX.
They found that both types of watches provide the same level of plea-
surability to users. The authors concluded that it is essential for UX
designers to understand how IoT watches interact with other devices in a
network when designing their usability and functionality to improve the
UX. We argue that UX should not be overlooked in the context of IoT
systems and requires further research (Bergman et al., 2018; Rodrigues,
Genesio, Paiva, & Fortes, 2020). To close this gap and set a baseline for
further research on measuring and controlling user experience, specif-
ically its contribution to the business success of IoT systems, we per-
formed a systematic multivocal literature review (MLR; Garousi,
Felderer, & Mantyla, 2019) to answer the following research questions:

e RQ1: What are the key performance indicators of the user experience
of IoT systems, in particular Industrial IoT systems?

e RQ2: What context factors influence the user experience of IoT
systems, in particular Industrial IoT systems?

e RQ3: What challenges are unique to the design and evaluation of
user experience of [oT systems, in particular Industrial IoT systems?

Research question RQ1 asks about relevant indicators of the UX of
IoT systems that are aligned with the systems' business value. Research
question RQ2 probes the context-specific factors that may influence
these UX-KPIs and thus should be considered in order to properly
interpret and to control them. Finally, research question RQ3 explores
the challenges associated with evaluating the UX of IoT systems,
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including challenges related to defining, measuring, and interpreting
UX-KPIs and their influencing factors.
This article makes two contributions:

1. We present an MLR of key performance indicators related to user
experience in the context of Industrial IoT systems.

2. We identify the remaining research gap, suggesting future research
directions towards better understanding the relationship between
IoT systems and user experience.

The remainder of the article is structured as follows. Section 2 pre-
sents the theoretical background of IoT, KPIs, and UX. The study design
is presented in Section 3. The results of the conducted literature review
are presented in Section 4, and the theoretical and managerial impli-
cations are discussed in Section 5. The limitations of this study are dis-
cussed in Section 6, and the final section provides a summary of the
results and opportunities for future studies.

2. Background

This paper explores key performance indicators (KPI) of user expe-
rience (UX) in the context of the Industrial Internet of Things (IIoT). This
section provides definitions of the associated core concepts. In Section
2.1, we first introduce IoT concepts and definitions. In Section 2.2, we
then describe what KPIs and variation factors are, and outline their
strategic importance for achieving business goals. In Section 2.3, we
define UX and associated metrics. Section 2.4 ties all three concepts
together.

2.1. Internet of things (IoT) and industrial IoT (IloT)

The Internet of Things (IoT) represents a network that connects
physical objects (“things™), such as sensors, machines, or cars, through
wireless protocols within an overall interconnected system (Asghari
et al., 2018; Jeschke, Brecher, Meisen, Ozdemir, & Eschert, 2016; Li, Xu,
& Zhao, 2015). The IoT can be realized as a result of the convergence of
three visions: Internet-oriented vision (middleware), things-oriented
vision (sensors), and semantic-oriented vision (knowledge). The IoT is
not a domain-specific concept, and applications can be found in a wide
variety of domains, including industry, healthcare, agriculture,
mobility, energy, and smart cities (Atzori, lera, & Morabito, 2010;
Gubbi, Buyya, Marusic, & Palaniswami, 2013). Within this domain, the
Industrial IoT (IIoT) forms a subdomain (cf. Atzori et al., 2010).
Therefore, whenever we refer to IoT systems in this paper, it implies that
the IoT comprises the IIoT as well (i.e., it may be read as “(I)IoT”). We
will only use the term “IloT” whenever we specifically mean the sub-
domain of Industrial IoT. Atzori et al. (2010) found that IIoT applica-
tions comprise around 10% of all considered IoT systems. Jeschke et al.
(2016) consider IIoT a technological movement that is largely synony-
mous with Industry 4.0 except that it is less concerned with its expected
economic impact. In line with Boyes, Hallaq, Cunningham, and Watson
(2018), we define I1oT as “a complex system consisting of cyber-physical
assets and associated information technologies in an industrial context
that creates value by improving the maintenance, productivity, and ef-
ficiency of industrial value creation processes.”

2.2. Key performance indicators and variation factors

KPIs generally refer to quantifiable indicators of progress towards an
intended result. A high-level KPI could, for example, indicate the overall
performance of a business, while a low-level KPI may focus on processes,
products, employees, or departments (Helmold, 2019). In practice, the
terms KPI and metric are often used interchangeably. However, this can
lead to potential confusion over monitoring and controlling the
achievement of KPIs because “you cannot control what you cannot
measure” (Demarco, 1986). Yet, when KPIs are defined as well-
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established measurable parameters in business management, they help
achieve organizational goals and enable controllers to capture, monitor,
and evaluate the performance of a business and its processes (Roubtsova
& Michell, 2013). The success of KPIs depends on their appropriateness
for the management objectives at hand, their mutual alignment, and the
suitability of the metrics for quantifying them.

In addition to KPIs, the area of goal-oriented measurement in-
troduces the concept of the variation factor (Basili et al., 2014). A vari-
ation factor refers to a context characteristic that may influence a quality
characteristic of interest, e.g., a product's usability, and thus the asso-
ciated KPI. Variation factors do not directly indicate a specific quality
characteristic, but their impact on specific quality characteristics must
be understood in order to be able to properly interpret a KPI in a given
context. For example, the usability of a product could be influenced by
the user's familiarity with the product (variation factor), on which their
assessment of the product's usefulness depends (KPI). In this case, us-
ability and UX directly influence the actual utility the product creates.

2.3. User experience (UX)

A leading standard on UX is ISO 9241-210 (ISO, 2019), which defines
UX as “a person's perceptions and responses that result from the use and/
or anticipated use of a product, system or service.” The term includes the
expectations before and during the use of a product or service, but also a
user's potential emotions after finishing their task with the product.
Fulfilling all the needs of the user is the most important requirement for
achieving an outstanding UX (Norman & Nielsen, 2022), and can be
further augmented by hedonic qualities, which help achieve simple and
elegant products that are a joy to use (Hassenzahl, 2010). However, UX
extends well beyond a software product. Companies must assure that
they create a seamless combination of their services — including software
engineering, industrial and interface design, and even marketing — into a
holistic overall concept that the user also perceives as such. In turn, the
quality of the UX directly affect the perception of the system.

Due to the changes in what users have come to expect from tech-
nology, UX has to adapt continuously. Specific UX measurements are
often too complex or specific for managerial decision-making when
evaluating whether the UX has improved over time or not. Providing
good UX for IoT, in particular, poses a great challenge, with more
stakeholder groups and a greater variety of hardware and software in-
terfaces to consider (Elizalde, 2017). For example, throughout the
development and operation of the IoT system, relevant stakeholder
groups include workers operating the machine, management teams
measuring and evaluating production, developers building and techni-
cians maintaining the IoT system, and customers purchasing the system.

2.4. Interplay of concepts

The intersections among the three domains discussed in this paper —
IoT, KPIs and UX — can be typified as follows:

IoT-KPIs help assure the success of an IoT system by making sure it
follows a value-driven engineering approach. This is done by estab-
lishing causal relationships between goals — measured through appro-
priate KPIs — and organizational strategies to deliver the IoT offering as
value propositions to stakeholders. Establishing an appropriate set of
KPIs for an IoT business should be based on four key aspects: whether (1)
products can be connected, (2) customers will adopt the digital service,
(3) an ecosystem can be offered to develop an IoT business, and (4)
profits can be made (Lamprecht, Gebauer, Fleisch, & Wortmann, 2022).

UX-KPIs are measured from a customer viewpoint, which distin-
guishes them from technical KPIs (such as IoT-KPIs) and business KPIs.
Appropriate UX-KPIs can be developed using UX questionnaires (Hin-
derks, Schrepp, Dominguez Mayo, Escalona, & Thomaschewski, 2019).
Measuring these KPIs help assure that customer satisfaction is achieved.
On the one hand, this relates to improved experience with a system in
terms of usability, performance, and reliability, among other things. On
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Table 1
Types of information sources and search tools.

White literature Gray literature

Electronic Scopus database Google Search
database https://www.scopus.com/ https://www.google.com/
Information Peer-reviewed Non-peer-reviewed publications:
sources publications:
= Books and book
= Journals chapters
m Conference m Article preprints, e.g.,
proceedings arXiv*
n Workshop = Whitepapers and
proceedings technical reports
= Blog posts and press
releases
m Theses (Master and
PhD)
m Seminars, lectures, slide
decks

2 https://arxiv.org/.

the other hand, this is driven by how well customers' expectations and
values are met, such as perceived safety and security, value for money,
and quality of the rollout process.

Measuring UX aspects of an IoT system helps to make sure that it
addresses the stakeholder needs, enhancing its business success. During
design and implementation, ensuring that the correct UX aspects are
addressed helps to take a stronger customer-centric business model
perspective. If UX aspects of an IoT system are measured using KPIs, we
can speak of IoT UX-KPIs. Beyond typical UX-KPIs, these take the
complexity of IoT systems into account, and beyond typical IoT-KPlIs,
they add customer satisfaction to the technical and business focus.

3. Study design

In this section, we describe the design of our literature review,
summarizing the overall review approach, the search strategy, the in-
formation sources used, the inclusion and exclusion criteria, and the
methodology used to obtain the results.

3.1. Study approach

We performed a multivocal literature review (MLR; Garousi et al.,
2019), a form of systematic literature review that includes gray literature
(GLR; i.e., non-peer reviewed publications, such as technical reports,
whitepapers, seminars, blog posts, or press releases) in addition to white
literature (WLR; i.e., peer-reviewed publications such as conference and
journal articles).

We followed the method proposed by Garousi et al. (Garousi et al.,
2019), which builds upon Kitchenham's guidelines for systematic liter-
ature reviews (Kitchenham & Charters, 2007). Wherever possible, we
consistently applied our review design to both the white literature re-
view (WLR) and the gray literature review (GLR) to enable joint analysis
and interpretation of the outcomes.

3.2. Information sources

We considered various white and gray literature sources in our MLR.
Table 1 summarizes the types of information sources and the electronic
databases we used for the review. The focus of the white literature was
on peer-reviewed publications of primary studies. For the gray literature
review, we initially intended to employ multiple search tools to avoid
any outcome bias associated with the search algorithms of a specific
search engine. Google Search is an established search engine for gray
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literature searches (Adams et al., 2016; McGrath, Sumnall, Edmonds,
McVeigh, & Bellis, 2006). However, with the exception of Google
Search, none of the other search tools tested (DuckDuckGo," Bing,2
Yahoo Search,’ Ask,” and Ecosia®) supports advanced search operators
such as AND, OR, and AROUND() for constructing search queries, and
the use of simplified search strings yielded poor results (e.g., adver-
tisements instead of useful publications). As a result, Google Search was
the only search engine that fulfilled the requirements for our gray
literature search.

3.3. Inclusion and exclusion criteria

To identify publications eligible for the review, we defined a set of
inclusion and exclusion criteria. To avoid potential deviations in the
classification of the publications by the researchers involved in the
study, the criteria were discussed among the researchers to ensure a
consistent understanding. Table 2 presents the final set of inclusion and
exclusion criteria. Since IoT and IIoT represent a relatively new
topic, we did not include any constraint on the publication date
and thus did not define any corresponding inclusion/exclusion
criteria — neither for the gray literature nor for the white literature
search. The search results confirmed this assumption as it did not result
in excessive numbers of publications encompassing a large time range
(the reviewed publications cover the years 2015-2021). To ensure
comparability of the white and gray literature reviews, we used a
consistent set of criteria for both types of literature. The only exception
was that we allowed German-language publications to be included for
the gray literature. In this way, we hoped to find a larger number of
relevant publications, such as whitepapers, reports, and academic the-
ses, which, in contrast to the scientific white literature, are often pub-
lished in a local language. Differences in the formulation of the gray
literature criteria in Table 2 are marked in bold.

3.4. Search terms and queries

Based on the research questions (see Section 1) and the main aspects
they address, we derived the associated search terms, which are pre-
sented in Table 3.

After testing several alternative search queries, we decided to build
search queries upon two main study topics: user experience (UX) and
Internet of Things (IoT). Because the test search on white literature
resulted in relatively few hits, we decided to use a more generic search
query and invest more effort to review the search outcomes. We first
searched through publications' titles using the following query:

("user experience" OR "ux" OR "usability" OR "ease of
use" OR "customer satisfaction" OR "user satisfac-
tion" OR "goe" OR "quality of experience") AND
("internet of things" OR "iot" OR
internet")

"industrial

For the purpose of the gray literature review, this search query
turned out to be mostly too inclusive, producing too many hits, and a
review of the first 50 hits revealed that it often contained irrelevant
results, including product offers and websites of IoT system developers.
Some words, such as “measure”, introduced further irrelevant results.
Moreover, search strings typically match text-based content in a docu-
ment, regardless of its exact location in text. In consequence, it is
possible that a search query will match a long document that discusses

https://duckduckgo.com/
https://www.bing.com/
https://search.yahoo.com/
https://www.ask.com/
https://www.ecosia.org/
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Table 2
Inclusion and exclusion criteria used in the white (WRL) and gray (GLR) liter-
ature reviews.

D Review Criterion

Inclusion IC1 Both The work focuses on user experience key
performance indicators of IoT or IIoT systems or
context factors influencing user experience.
The work focuses on challenges in designing and
evaluating the user experience of IoT systems, in
particular that of industrial IoT.
The work does not fulfill IC1.
The work is not accessible even after contacting the
authors.
EC3  WLR The work is not primarily written in English.

GLR The work is not primarily written in English or
German.
The work is an exact duplicate of another study. This
includes, for instance, multiple versions or
extensions of the same publication, which in
principle present the same content.
The work is a white literature publication, that is, a
peer-reviewed article published in a journal or
conference proceedings and represents a primary
study.
GLR The work is not a white literature publication, that
is, a peer-reviewed article published in a journal or
conference proceedings and does not represent a
primary study.
The work is not a full (proper) publication in the
sense of EC5; for example, it is a secondary or
tertiary study, a short research article (3 pages or
less), a review or recension of another publication, a
foreword, a few-lines description of a project, or a
job offer.

1C2 Both

Exclusion  EC1 Both
EC2  Both

EC4  Both

EC5 WLR

EC6  Both

Table 3
Search terms.

Aspect (Keyword) Synonyms and abbreviations

User experience UX, usability, ease of use, customer/user satisfaction,
Quality of Experience, QOE

Key performance KPI, measurement, quantification, measure, metrics,

indicators evaluation, testing, validation
Internet of Things 10T, 1I0T, industrial internet of things
Challenges problems, threats, issues

IoT in one chapter and UX in an entirely unrelated chapter. To coun-
teract this phenomenon, we replaced the AND operator with AROUND
(), which forces Google Search to match results in which the keywords
are at best only a specified number of words apart. Therefore, we
excluded a few keywords that we had found to lead to irrelevant results,
and set the proximity threshold to 100 words. Our final search consisted
of executing three search strings (Table 4), which could not be combined
into a single search string due to specific parameters.

3.5. Review process

The process of the white and gray literature review mostly followed
the same steps and, to facilitate synthesis at a later stage, used the same
templates for publication selection and for data extraction. The only
difference was the snowballing phase, which was performed only in the
white literature review. The review involved a total of six researchers.
Depending on the amount of effort required, at least two researchers
performed the same review task to avoid individual bias. First, the re-
searchers simultaneously performed the same review task independent
of one another, and then discussed their individual outcomes to reach a
final decision. To reduce the amount of individual work, during the
abstract and full review, the publications returned by the search query
were divided into two parts, each of which was then reviewed by a
different pair of researchers. The search and review results were
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Table 4
Search strings used for gray literature search.

No.  Search String

1 (“user experience” OR “ux” OR “ease of use”) AND (“iot” OR
“internet of things”) AND (“kpi” OR “validate” OR “measure”)

2 (“user experience” OR “ux” OR “usability” OR “ease of use” OR
“design” OR “user satisfaction”) AROUND(10) (“internet of

things” OR “iot” OR “industrial internet”) AROUND (10) (“key
performance indicator” OR “perform*” OR “kpi” OR “metrics” OR
“validation”)

3 (“user experience” OR “ux” OR “usability” OR “ease of use” OR
“customer satisfaction” OR “user satisfaction”) AROUND (100)
(“internet of things” OR “iot” OR “industrial internet”) AROUND
(100) (“key performance indicator” OR “kpi”)

systematically logged to make the process transparent and replicable.
Fig. 1 provides a graphic overview of the review process. Rows represent
review tasks and columns represent the task flows of the white and gray
literature review (“WLR” and “GLR”, respectively), including the num-
ber of experts performing the same task (numbers in parentheses) and
the number of publications accepted for the next phase.

The process started with one researcher executing the predefined
search query in the selected electronic databases (Scopus, Google). We
performed the search in September 2021. Next, the publications were
screened with respect to the inclusion and exclusion criteria. White
literature publications were screened based first on the title and subse-
quently on the abstract, whereas gray literature publications were
screened based on a description, summary, or the first 500 words of the
document (if a summary or abstract was not explicitly distinguishable).
Each expert performed this review individually for all publications,
followed by discussions and reconciliation of disagreements among the
experts. The white literature review was extended with one iteration of
snowballing (cf. Wohlin, 2014), through which additional publications
cited in the identified articles (forward snowballing) or that cited the
identified articles (backward snowballing) could be included. The arti-
cles identified in the snowballing phases were screened according to the
inclusion and exclusion criteria based on their titles and abstracts.
Finally, the included white and gray literature publications were read
and the relevant information was extracted and documented in the data
extraction form (see Appendix 9.3 for an overview of the form).

Information extraction for KPIs, variation factors, and challenges
was performed separately for the white and gray literature, with
frequent alignments between these reviews to ensure compatibility be-
tween the classifications used. The classification was carried out by one
researcher and critically reviewed by another, following which ques-
tions and disagreements were reconciled. The classification considered
all available texts related to a KPI, variation factor, or challenge to
prevent misattributions. For example, in one publication, a KPI entitled
“performance” was meant by the authors to refer to the quality of reli-
ability rather than performance efficiency. The outcomes were then
merged, with a variable indicating the source in order to differentiate
between findings from the white and gray literature.

The merged results could then be further reviewed to identify du-
plicates. Because these KPIs were obtained from different sources and
domains, this had to be done carefully to prevent judgment errors. For
example, sometimes different terminologies were used that meant the
same thing, while similar-sounding entries might take different per-
spectives or address a different part of an IoT platform's operation. The
results were structured in order to provide a title for each entry, a
description based on the source(s), a reference to its source(s), classifi-
cation of the entry, and, in the case of KPIs, also a metric definition if one
was provided in the source publication.

4. Results

In Section 4.1, we first summarize the included publications with
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respect to their basic demographic characteristics. In Section 4.2, we
introduce the classification scheme according to which we organized the
products of our literature review. The subsequent sections present a
detailed analysis and discussion of the review outcomes. Each section
addresses one of our research questions separately. UX-KPIs are dis-
cussed in Section 4.3, variation factors in Section 4.4, and challenges in
Section 4.5. Lastly, in Section 5, we discuss how the outcomes contribute
to answering our research questions.

4.1. Overview of studies

4.1.1. Demographic characteristics

The literature review yielded a total of 64 publications included in
our full review: 38 from the white literature and 26 from the gray
literature. Fig. 2 summarizes the distribution of the papers across pub-
lication years; note that one gray literature paper is not shown because it
had no publication date. The publication years ranged from 2015 [W06;
W31; W32; G14; G16; G17; G20; G23]° to 2021 [WO05; W14; W18; W35;
W36; G061,” which suggests that the topic of measuring UX-KPIs of IoT
systems was not discussed in the literature before 2015. We also
observed a peak of white literature publications in 2019, while the gray
literature showed no clear trend.

Fig. 3 summarizes the type of the papers. The white literature con-
sisted of journal and conference papers, with the former being the pre-
dominant publication type. The gray literature predominantly consisted
of blog posts and non-peer-reviewed magazine articles. Please refer to
the Appendix, Section 9.5, for the classification of the publications and
the detailed demographic data. We provide the complete list of primary
studies with corresponding categories in Appendices 9.7 and 9.8.

Only a small subset of 12 publications (19.0%) [W04; W12; W24,
W31; G01; GO5; G09; G10; G13; G17; G19; G21] explicitly addressed the
subdomain of Industrial IoT (see Fig. 4). Publications that did include
Industrial IoT placed these systems into the general context of IoT sys-
tems, while a majority of publications focused on non-industrial IoT
systems.

In most cases, the publications either considered multiple domains
(‘cross-domain’) or did not specify any domain (see Fig. 5). Still, a large
share of about 38% of the publications focused on a specific IoT domain
or addressed particular systems such as smart devices (e.g., in the
context of entertainment systems, smart home, wearables), or services
within a single domain, such as smart home [W01; W02; W23; W35],
smart wearables [W05], or smart public communication systems [W15;
W18; W27]. All publications that specifically addressed Industrial IoT
systems were cross-domain, except [W12], which did not specify one.

4.1.2. Information content

The number of relevant information points from the perspective of
research questions (i.e., KPIs, variation factors, and challenges) varied
between publications, both for the white and the gray literature. Fig. 6
and Fig. 7 visualize the distribution of the counts across the reviewed
publications. These were sorted by the number of KPIs identified in the
publications to reveal any possible association between the number of
KPIs, the variation factors, and the challenges found in each publication.
However, neither in the white nor in the gray literature does such an
association become evident.

Regarding existing key performance indicators of user experience
(RQ1), we identified a total of 730 KPIs — 352 KPIs in the white literature
and 677 in the gray literature publications. Both Fig. 6 and Fig. 7 suggest
that there are “outlier” publications that provided significantly more
KPIs than any of the remaining publications: one in the white literature

6 The list of primary studies from the white literature is provided in the
Appendix, Section 9.7.

7 The list of primary studies from the gray literature is provided in the Ap-
pendix, Section 9.8.
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[W18], and two in the gray literature [GO4; GO7]. In the white literature,
[W18] proposed a holistic approach for evaluating the performance of
IoT applications and services, with the authors proposing a number of
specific KPIs. In the gray literature, [GO4; GO7] are deliverables from the
large European research project CREATE-IoT® that document the out-
comes of two work packages. Despite originating from the same project
context, the two deliverables took different perspectives on the lists of
key performance indicators they compiled, due to the variance of part-
ners from research and industry involved in them. Consequently, these
two sets of KPIs are quite different and have very little overlap between
them. Of the 311 KPIs extracted from the two publications, only 12
overlap, three of which are also found in other publications. Table 5 in
Section 4.3 summarizes our classification of the KPIs in both publica-
tions, which demonstrates the different foci of these deliverables.

While selecting the publications for extraction, we ensured that
neither the white literature nor the gray literature considered in our
study was explicitly based on non-primary studies. However, for the
gray literature publications, it was not always possible to definitely rule
out that the results presented were not based in part on other literature
sources; especially for [GO4] and [GO7]. To reduce potential bias and
avoid associated validity threats, we analyzed the outcomes of the white
and gray literature reviews separately and only aggregated them to
answer the research questions.

Regarding variation factors, that is, factors influencing UX-KPIs
(RQ2), we identified 77 such factors — 37 factors in 5 white literature

8 https://european-iot-pilots.eu/create-iot/

publications and 40 factors in 8 gray literature publications. Regarding
the challenges of defining and evaluating UX-KPIs (RQ3), we identified
113 challenges — 73 challenges in 24 white literature publications and
40 challenges in 13 gray literature publications. The two gray literature
publications GO7 and G04, which stand out regarding the number of
KPIs, discussed neither any variation factors nor any challenges.

In the end, only seven white literature publications and two gray
literature publications included in the data extraction did not provide
any data associated with our research questions, that is, neither KPIs nor
variation factors or challenges.

4.2. Classification scheme for UX-KPIs

The analysis of the works included in our review resulted in 605
KPIs, 78 variation factors, and 119 challenges, which were too many to
compare directly without employing an additional abstraction level. For
this reason, a classification structure was sought to systematically group
them into logical categories in order to facilitate omitting duplicates and
analyze them according to their relation to the domains of UX and IoT.
Beginning with an open classification of the KPIs into logical categories,
we found that in most cases, they addressed a quality aspect of an IoT
system. As the ISO/IEC 25010 standard (ISO, 2011) is the de-facto
standard for structuring a software system's quality requirements, we
chose it as our initial reference model. We classified the KPIs along the
characteristics and subcharacteristics of the two dimensions on quality
defined in the standard:
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Fig. 6. Number of data entries extracted from the white literature publications.

e Software/system quality in use perspective, which is related most
closely to UX because it is determined not only by the quality of the
software and hardware components of a system, but also by “the
characteristics of the users, tasks and social environment” (ISO,
2011). Quality in use includes such aspects as user satisfaction,
pleasure, and comfort, which are hard to measure objectively, but
predominantly reflect a user's subjective perception of a product. In
the context of IoT systems, this primarily concerns the interactions
that end-users have with the edge devices of the IoT system.
Software/system product quality perspective, which refers to
product-intrinsic characteristics that are less subjective than quality
in use and are easier to measure objectively. In IoT systems, the us-
ability and functional suitability qualities of a system are measured
at the interface, while the other quality characteristics must be
considered end-to-end for the IoT system as a whole because problems
of one component in a chain are detrimental to the IoT system as a
whole.

The majority of KPIs could be classified according to the character-
istics and subcharacteristics provided by ISO 25010. Moreover, these
KPIs covered nearly all of the standard's subcharacteristics. We also
found that many results classified as functional suitability were concerned
with assuring particular ISO 25012 data quality characteristics in the

sense that improved data quality improves functional suitability, and vice
versa. Further classification of the variation factors and challenges could
also be performed successfully according to this standard's dimensions,
making the classifications of the results (i.e., KPIs, variation factors, and
challenges) mutually compatible.

To prevent contrived classifications, it was possible to assign the
subcharacteristic general if a result was related to the main characteristic
instead of a particular subcharacteristic, and any result not fitting the
ISO 25010 characteristics were classified as other quality. Upon further
analysis of these items, we found that they do not represent quality as-
pects pertaining to the IoT system itself, but rather its usage context
quality. After refining the classification of these items into a custom set
of characteristics, we found eight classification categories in three di-
mensions: IoT strategy, stakeholder focus, and system constraints. See
the Appendix, Section 9.6 for definitions of the eight usage context
quality characteristics. In the taxonomy by Glinz (2007), non-functional
requirements of a system can be distinguished into quality requirements
(i.e., system quality and quality in use) and constraints. Thus, by
including constraints, we account for all non-functional aspects of IoT
systems.

The usage context quality characteristics specifically address aspects
related to the company developing the IoT system: its IoT strategy to
assure the effectiveness and profitability of their IoT system; the
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Table 5

Comparison of KPI classification between publications [G04] and [G07].
Classification G04 G07 Sum
System Quality 91 32 123
Quality in Use 57 107 164
Usage Context Quality 91 100 191
Total 239 239 478
No IoT 11 6 17
No KPI nor UX 4 11 15
Total 254 256 510

constraints imposed on the IoT system, and their assurance of stakeholder
focus (compare the customer focus of ISO 9001; ISO, 2015). These di-
mensions are so diverse that no known standard addresses all three, but
we did find that they are compatible with the aspects related to business,
finance, and customers in the Balanced Scorecard (Kaplan & Norton,
1996), the business model canvas (Osterwalder & Pigneur, 2010), the
product canvas (Pichler, 2012), the PEST analysis approach (political,
economic, socio-cultural, and technological factors; Aguilar, 1967), and
later expansions (e.g., legal and environmental factors; Yiiksel, 2012).
Consequently, our multilevel classification consists of three main
dimensions — quality in use and software/system product quality as defined

by the ISO 25010 standard, and usage context quality, as well as associ-
ated subcharacteristics. Our final classification scheme is visualized in
Fig. 8. It suggests that for an IoT system to be successful, its quality focus
should not only target the technical soundness of the IoT system, but also
its business and environmental context, such as the relationship between
the developing company and relevant stakeholders.

4.3. What are the key performance indicators of the user experience of
IoT systems, in particular industrial IoT systems?

We identified 488 key performance indicators for user experience and IoT
systems, out of which 280 (57.4%) concerned the user experience (UX) of
IoT systems and a further 22 (4.5%) may additionally be related to UX in
certain contexts. A list of the identified KPIs can be found in the supple-
mentary materials for this paper.

The reviewed publications typically define UX-related KPIs in combina-
tion with other KPIs that measure business and technical aspects. The gray
literature provided the most KPIs per publication, while the white literature
particularly provided KPIs for measuring system quality. Taken together, UX-
related KPIs cover a broad spectrum of perspectives in which all aspects of our
classification scheme are covered, but they most often measure what impact
system quality has on the way end-users perceive an IoT system. We found no
KPIs that pertain exclusively to Industrial IoT systems. They can all be
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generalized to IoT systems; at best, some KPIs might be somewhat context- or
domain-specific.

In the following, we will present the results by alternating between
the findings from the white literature review, the gray literature review,
and combined results. An overview of all KPIs tabulated according to
both the quality and the IoT/UX classifications is included in the Ap-
pendix in Section 9.4.

From the white literature, we collected 243 potential KPIs from 22
publications. Each publication provided between 1 KPI [W32; W36] and
53 KPIs [W18] (average 11.2; median 6.5). Fig. 9 shows the distribution
of the number of KPIs per publication and suggests that, in most cases,
the white literature provided fewer than ten KPIs. Two KPIs were found

Publications

o B N W B U1 O N

3
2 2 22 2
1 1 11 1
0 oIo 0.0“0 0
1 2 3 4 5 6 7 8 9

to consist of more than one KPI. An entry in [W17] on “Usability, Use-
fulness, Personalization” was considered to address both functional
appropriateness and satisfaction — pleasure, and an entry in [W24] named
“Application and service specific KPIs” was composed of aspects per-
taining to operability, functional appropriateness, and satisfaction — use-
fulness. After splitting the composite KPIs, the white literature provided
246 KPIs in total.

From 12 gray literature publications, we collected 605 potential
KPIs. Each publication provided between 1 KPI [G14] and 256 KPIs
[GO7] (average 51.8; median 10.5). Fig. 9 shows the distribution of the
number of KPIs per publication, which suggests that most gray literature
publications provided ten or more KPIs. Nine KPIs were found to consist
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Fig. 9. Number of KPIs extracted per publication from the white and gray literature.
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of more than one KPI. For example, the KPI “Customer experience” from
[G12] was split into three because it considered this experience in
general (satisfaction — usefulness), dependent on the platform's perfor-
mance (time behavior), and dependent on the platform's flexibility
(context coverage — flexibility). After splitting the composite KPIs, the gray
literature provided 621 KPIs in total.

Combined, these results show that although we found fewer gray
literature publications with KPIs, they typically provided far more KPIs
per publication than the white literature, resulting in most KPIs stem-
ming from the gray literature.

The largest numbers of KPIs were derived from two gray literature
publications, which were both deliverables from the same research
project in the IoT domain [G04; GO7]. These were found to address
distinct perspectives on IoT systems from different consortium partners.
Table 5 compares their focus with regard to our classification of the
KPIs.

Fig. 10 shows that of the three dimensions considered, the white
literature provided predominantly KPIs relating to system quality
(59.7%). Some entries were not considered KPIs because they were
either too unclear without further context information (e.g., “Multi-
media system” [W09]) or did not imply any measurement (e.g., “Pro-
vision of requested information” [W11]). Furthermore, one KPI from
[WO06] (“Appreciation of the cultural exhibition visited”) neither
addressed IoT nor UX, and was therefore irrelevant to this study. This
excluded 4.1% of the KPIs from further analysis.

The gray literature provided about equal numbers of KPIs across the
three quality dimensions considered, with a slight emphasis on usage
context quality. Several entries could not be considered KPIs because they
were either too unclear without further context information (e.g.,
“Improved traceability” [G07]), did not imply any measurement (e.g.,
“Privacy policy: protection of the data generated by the user” [G11]), or
in the case of [G10] were judgment criteria for [oT platform providers
and consequently were variation factors instead. Several other KPIs from
[GO4] and [GO7] (see Table 5) neither addressed IoT nor UX (e.g., “New
interdisciplinary collaborations” [G04]). This excluded 9.3% of the KPIs
from further analysis.

Combined, the results show that the focus of the types of literature
differed, with the white literature mainly providing KPIs related to
system quality, while the perspective of the gray literature publications
was broader. The share of KPIs that were excluded was higher for the
gray literature.

After merging duplicate KPIs, 151 unique KPIs from the white
literature remained. The most prevalent quality category in the classi-
fication was system quality (80 KPIs; 53.0%), followed by quality in use
(54 KPIs; 35.8%) and usage context quality (17 KPIs; 11.3%), which are
analyzed in more depth below. Fig. 11: Overlap of KPIs between distinct
publications shows that there was little overlap between specific KPIs
from different publications, with 70.9% of the KPIs mentioned in a
single publication, 19.9% mentioned in two publications, and 7.9%
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mentioned in three publications:

e Interoperability: Overall assurance that the system design promotes
interoperability with internal components and external touchpoints
(e.g., edge devices), especially when deployed in an existing context
with preexisting devices [W10; W13; W17; W34].

e Data accuracy: Degree of accuracy of information for the decision
maker [0 < A < 1] according to the degree to which the IoT system's
data is exactly what is necessary, correct, reliable, and certified to be
free of error [W11; W13; W18; W34].

For the gray literature, 369 unique KPIs remained after merging.
The most prevalent quality category in the classification was usage
context quality (139 KPIs; 37.7%), followed by system quality (135 KPIs;
36.6%) and quality in use (95 KPIs; 25.7%), which are analyzed in more
depth below. There was very little overlap between specific KPIs from
different publications, with 93.8% of the KPIs mentioned in a single
publication, 5.4% mentioned in two publications, and the remaining
0.8% mentioned in three or four publications. The only KPI that was
provided in four publications was: “User satisfaction: Overall acceptance
of an application or service that is perceived subjectively by users and
can be influenced by expectations, user context, opinion on look and
feel, usability of different functionalities used, and improvements made
to the system” [GO7; G11; G12; G26].

Combined, the results show that only a small share of KPIs were
similar enough to be merged for a total set of 488 KPIs, with the vari-
ation of KPIs from the gray literature being greater than that of those
from the white literature. There was also little overlap between the two
types of literature; only 31 KPIs were found in both white and gray
literature publications. We performed an analysis to determine whether
publications tended to focus on particular dimensions of our classifica-
tion scheme, but the results were inconclusive; publications did not
appear to focus specifically on one type of quality. Indeed, as observed
before, the white literature does cover system quality more strongly, but
not exclusively, in publications that provided at least five KPIs. The KPI
found in the largest number of publications was user satisfaction in seven
unique publications. The overlap between the white literature (WLR)
and the gray literature (GLR) was also very low; 33 KPIs (6.7%) were
found both in the WLR and the GLR, while 122 KPIs were exclusive to
the WLR (45 of which originated from multiple publications), and 336
KPIs were exclusive to the GLR (23 of which originated from multiple
publications). The aforementioned KPI on “User satisfaction” was pro-
vided in the largest number of publications from the white and gray
literature combined [W17; W18; W24; G07; G11; G12; G26]. Merging
KPIs had a negligible effect on the distribution of the categories in which
the KPIs were classified.

Table 6 shows how many of the KPIs in our final set were labeled as
relating to IoT systems and measuring UX. It shows that 57.4% of these
KPIs measure the UX of IoT systems. IoT-KPIs not measuring UX aspects
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but rather organizational and purely technical aspects accounted for
34.2% of the KPIs. The context-dependent KPIs might, under some cir-
cumstances, be considered to address both IoT systems and UX. For
example, “Network availability” [W10; W18; W24; G04; G16] is an IoT-
KPI that might sometimes affect UX, and “Relatedness” [WO05] is a UX-
KPI that might apply to certain IoT systems. The context-dependent
KPIs combined with the KPIs that always relate to both IoT and UX
together account for 61.9% of our set.

Fig. 12 shows the distribution of classifications across the system
quality characteristics. The white literature provided predominantly
KPIs pertaining to performance efficiency and functional suitability, and
the fewest KPIs on security or portability.

The KPIs from the gray literature were more distributed across the
classifications, providing more KPIs per category except for performance
efficiency. Like the white literature, the largest number of KPIs from the
gray literature addressed functional suitability and performance efficiency,
but additionally also provided relatively many KPIs on reliability. The
fewest KPIs were provided for portability and maintainability.

We can establish that the results of the KPIs of the white and gray
literature combined could be classified into each of the system quality
characteristics. Moreover, they were classified into all but three sub-
characteristics (coexistence, authenticity, and accountability). This sug-
gests that KPIs cover a wide range of quality aspects pertaining to IoT
systems. The characteristic of functional suitability has the most entries as
it was prevalent in both types of publications. We found that these were
often related to data quality, and accordingly further classified them
according to the ISO/IEC 25012 data quality model (ISO, 2008). Because
these dimensions include their currentness, credibility, and correctness,
problems with data quality may negatively impact UX. Similar effects
can be observed for performance efficiency if the system's time behavior is
subpar, for reliability if the system or network stability is impaired, and
for compatibility if the communication between IoT system components

Table 6

Confusion matrix of KPIs classified as relating to IoT systems and measuring user
experience aspects (note that 18 KPIs labeled “no / no” were omitted earlier as
“no IoT nor UX”).

KPI Type IoT
Yes Context No Total
UX Yes 280 7 19 306
Context 15 0 15
No 167 0 167
Total 462 7 19 488

12

is impaired.

Fig. 13 shows the distribution of classifications across the quality in
use characteristics. The white literature provided predominantly KPIs
pertaining to satisfaction — pleasure and satisfaction — usefulness, i.e., user
satisfaction dimensions that make the interaction pleasurable for users,
provide physical comfort, and possess perceived usefulness for their
purposes. The publications contained no KPIs on freedom from risk
(neither environmental nor economic risk mitigation).

The distribution of KPIs from the gray literature over the quality in
use characteristics was less even than over those of system quality. They
predominantly related to efficiency, which describes the resources a user
needs to spend to fulfill their tasks, and secondarily to satisfaction —
comfort. The fewest KPIs pertained to freedom from risk — economic risk
mitigation and context coverage — flexibility.

For the two types of literature combined, we identified KPIs for each
characteristic and subcharacteristic, but large differences were found
between the two types of literature. For eight of eleven characteristics,
the gray literature provided the most KPlIs.

Fig. 14 shows the distribution of classifications across the usage
context quality characteristics. The white literature publications
provided very few KPIs in this dimension for all characteristics, although
the subcharacteristics related to IoT strategy were slightly more preva-
lent, accounting for 52.9% of the KPIs in this category. The business
strategy (55 KPIs) involves decisions on how the business model around
the IoT system is shaped along with the organizational orientation and
support structures, e.g., “Business model flexibility”. The financial
strategy (28 KPIs) is aimed at making the IoT system profitable, e.g.,
“Cost fairness”. These KPIs relate to strategic aspects on which KPIs
typically focus, making these qualities the largest non-runtime
characteristics.

The gray literature publications provided more KPIs in this
dimension, especially regarding IoT strategy, accounting for 54.0% of the
KPIs. The KPIs belonging to IoT strategy, however, are mostly concerned
with organizational aspects of the IoT system (e.g., “Net revenue”) and
only a few KPIs take the user experience into account (e.g., “Cost fair-
ness” in financial strategy, and “Trust in provider” in business strategy).
The third-largest characteristic, stakeholder understanding, is related to
measuring user experience in [oT systems more strongly. This charac-
teristic pertains to the actual usage of a system, which is unrelated to the
inherent system quality of capacity limits, and consequently does not
express the system's quality but gauges only the current demand, for
example: “Active devices”. Only few KPIs were found for stakeholder
outreach, while the literature provided no KPIs for measuring stakeholder
environment, which can be explained by this being an aspect on which a
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Fig. 12. Number of KPIs classified into a system quality characteristic.

company has limited to no influence.

For both types of literature combined, we observed that the gray
literature publications seem to consider KPIs both in relationship to an
IoT system's organizational and user contexts, and regarding more
technical aspects of IoT systems, such as system quality. The white
literature, on the other hand, was found to focus on more technical
measurements of IoT systems while providing only few KPIs related to
the organizational context — a typical purpose of KPIs.

To summarize, the publications we found overall provided fairly few KPIs
each, with the exception of two outliers, which accounted for 84% of all KPIs
from the gray literature. The gray literature covered a broad variety of
qualities, while the white literature predominantly provided KPIs regarding
system quality. In this category, both types of publications emphasized KPIs
measuring functional suitability and performance efficiency. The gray liter-
ature moreover provided relatively many KPIs on the quality in use charac-
teristic of efficiency and the usage context quality of business strategy.

4.4. What context factors influence the user experience of IoT systems?

We identified 77 context factors that influence the user experience of IoT
systems. The UX of IoT systems is mainly influenced by the characteristics of
a system's stakeholders and their interaction with IoT system providers. User
skills, familiarity with the system, and mood are important aspects influ-
encing the users' perceived UX of an IoT system. The quality of services
associated with the IoT products and communication with users are the most
relevant factors on the IoT system providers' side. A list of the identified
variation factors can be found in the supplementary materials for this paper.

As introduced in the Background section (Section 2.2), variation
factors differ from key performance indicators, yet they are necessary to
properly interpret the outcomes of the evaluation and to effectively
control specific key performance indicators. In the context of user
experience evaluation, variation factors describe the context charac-
teristics that may influence UX, and thus UX-KPIs. Although variation
factors alone do not indicate UX characteristics directly, it is important
to identify relevant variation factors and understand their impact on UX
in order to be able to properly interpret UX-KPIs in a given context. For
example, when the complexity of a system's interface is measured
through a UX-KPI that counts the number of interface elements, the
interpretation of this KPI - i.e., whether its value means good or bad UX
— depends on the system's criticality and the user's perception. A more
critical application domain might demand a simpler interface for
acceptable UX in situations with high cognitive load, while advanced
users in a less critical context might prefer seeing more information at a
given time, resulting in a more complex interface getting favored.
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Hence, a variation factor might not only have a positive or negative
effect on UX, but may also be context-dependent.

In total, 77 variation factors were found: 37 from the white literature
(WLR) and 40 from the gray literature (GLR). These are associated with
10 subcharacteristics of our classification scheme (see Section 4.1), as
shown in Table 7.

Five publications from the WLR [W09, W17, W18, W19, W20] and
eight from the GLR [GO5, G09, G10, G13, G14, G19, G20, G23]
mentioned aspects that, according to our definition, fall under variation
factors. Fig. 15 and, in more detail, Table 7 show the classification of the
variation factors of the WLR and GLR. It is clear at first sight that the
category stakeholder focus is dominant in both the white and gray liter-
ature and represents around two thirds of all variation factors (66.2%).
However, the foci in the subcharacteristics are different.

In the white literature, the subcharacteristic stakeholder under-
standing, in particular, is dominant [W09; W18; W20]. Variation factors
in this category are related to socioeconomic factors of the target group
(e.g., age, education, gender) and further stakeholder characteristics (e.
g., usage frequency, emotions/mood). For example, the familiarity and
expertise of different user groups with a specific IoT system may influ-
ence how these groups evaluate the system's UX. Especially in publica-
tion W09, variation factors were found in this subcharacteristic (10 out
of 13). The second-largest subcharacteristic in WLR is stakeholder envi-
ronment [W09; W18], which comprises the operating conditions of IoT
sensors and edge devices that may perform poorly in operating condi-
tions they are not designed for. For example, high humidity, rain, or
sunlight might influence the accuracy of IoT sensors or the visibility and
readability of user interfaces. Stakeholder interaction [W17; W18] is the
third-largest category in the WLR and refers to service qualities and
psychological aspects of the users. In the white literature, 56.8% of all
variation factors were found in publication WO09.

In the gray literature, the distribution of the identified variation
factors was different. Here, three subcharacteristics were dominant:
stakeholder interaction [G10; G201, business strategy [G05; G09; G101, and
stakeholder outreach [G10; G20; G23]. Stakeholder interaction describes in
what ways, how well, and how often the organization developing the IoT
system interacts with stakeholders, such as customers. This includes
quality and efficiency estimates of the services provided, the organiza-
tion's consulting and implementation skills depending on domain
knowledge and know-how, and the availability of instructional guides.
For example, for a given IoT system, the better the associated services
provided to the customers and users, the higher they will evaluate the
perceived UX of the IoT system. Compared to the white literature, where
only service quality and psychological effects were mentioned, more
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examples were identified in the gray literature. The second-largest
category of variation factors in the gray literature was business strat-
egy. Variation factors in this category pertain to characteristics and
priorities of the organization, which understandably shape the context
of the IoT system and thus also its KPIs. For example, the role of UX is
strongly influenced by the type of IoT service offered and the service
model adopted. The discrepancy between the white and gray literature
becomes very clear here, as only two variation factors were found in the
white literature. The third-largest group in the gray literature is stake-
holder outreach, and is related to marketing and the perceived reputation
of the organization or brand, which highlights the importance of as-
suring the appeal of an IoT system to potential customers. Before a po-
tential customer can order an IoT system from a particular vendor, they
must first be aware of this vendor. Moreover, because of the investment
costs, they must gain confidence that this vendor is capable of supplying
them with an IoT system that meets their requirements (e.g., by
consulting testimonials or benchmarking reports). In the gray literature,
a total of 76.7% of the variation factors were identified in G10.

Combined, we found that the GLR publications [G10; G13; G14]
provided far fewer examples of variation factors on stakeholder under-
standing than the WLR publications [W09; W18; W20]. A similar
distinction can be seen in the subcharacteristic stakeholder environment,
regarding which more examples are provided in the WLR [W09; W18]
than in the GLR [G19; G20]. A difference can also be seen in the sub-
characteristic stakeholder outreach, which is mostly mentioned in the
gray literature [W09; W19; G10; G20; G23]. The IoT strategy category
comprises business strategy and financial strategy. Variation factors
regarding business strategy were particularly found in the GLR [W17;
GO05; G09; G10], whereas financial strategy (e.g., satisfaction with the
pricing model) was not so strongly represented across both publication
types [W09; G10].

It is worth noting that in both the WLR and the GLR, the category
system quality is not strongly represented [W09; W17; G09; G10]. System
quality variation factors pertain to interoperability [W17; G09; G10] (e.g.,
the degree to which services can be integrated and work cultures are
compatible), increasing the level of security through technical measures
[W17; GO09], and performance efficiency [WO09] (resource utilization
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relates to image and voice quality). In the next main category, quality in
use, we identified only one characteristic, namely satisfaction, specified
in the subcharacteristic pleasure [W09; GO5; G13]. The identified vari-
ation factors included interpersonal relationships and image quality in
terms of color and texture.

To summarize, the variation factors we found in the white and gray
literature focus primarily on the organizational and stakeholder aspects and
less on technical aspects of IoT. Regarding the latter, especially the interop-
erability of new functions or newly integrated sensors is a key factor.

4.5. What challenges are unique to the design and evaluation of the user
experience of IoT systems, in particular industrial IoT systems?

We identified a total of 113 challenges, with about twice as many chal-
lenges identified in the white literature as in the gray literature. The challenges
especially concern system quality and related challenges due to the inherent
complexity of IoT systems. For example, it is challenging to evaluate the UX of
an IoT with different user interfaces. Furthermore, challenges in the area of
quality in use and usage context quality were defined for the WLR, which
primarily considers the new subcharacteristic stakeholder acceptance (e.g.,
different adoption behavior in different domains [W36]). A list of the iden-
tified challenges can be found in the supplementary materials for this paper.

The review identified a total of 113 challenges; 73 challenges from
the white literature from 24 publications, and 40 challenges from the
gray literature from 13 publications. We grouped the identified chal-
lenges according to our classification scheme (see Section 4.1), adding
the possibility of including other challenges not covered already by the
dimensions found for KPIs. To prevent information loss, similar chal-
lenges were not merged. Table 8 presents an overview of the challenges.

We found that challenges are typically considered in terms of system
quality and especially the inherent complexity of ()IoT systems. Inter-
operability becomes more important when systems need to be linked
across vendors, locations, and companies [W10; W11; W30; G13; G23;
G24], which poses further challenges as the number of parties involved
grows. These challenges were found to be distributed across all three
categories of our classification scheme for KPIs (see Section 4.1): system
quality (46 challenges; 40.7% - including complexity 84 challenges,
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Table 7
Frequency of variation factor classifications.
Characteristic Subcharacteristic WLR GLR  Total
System Compatibility Interoperability 3 2 5
Quality Security General 1 1 2
Performance Resource Utilization 1 0 1
Efficiency
Quality in Satisfaction Pleasure 2 2 4
Use
Usage Stakeholder Stakeholder 2 8 10
Context Focus Outreach
Quality Stakeholder Stakeholder 13 3 17
Focus Understanding
Stakeholder Stakeholder 5 11 16
Focus Interaction
Stakeholder Stakeholder 7 2 9
Focus Environment
IoT Strategy Business Strategy 2 9 11
IoT Strategy Financial Strategy 1 2 3
Total 37 40 77

74.3%), quality in use (20; 17.7%), and other challenges (9; 8.0%).

The single most frequently named challenge regarding system
quality is complexity. Proportionally, this characteristic was mentioned
most often in both the WLR [WO01; W02; W04; W07; W11; W12; W14,
W16; W17; W18; W20; W24; W29; W30; W31; W36] and the GLR [G13;
G14; G16; G18; G20; G21; G23; G24]. Although complexity represents a
specific system property rather than an abstract quality aspect in terms
of our classification scheme, we decided not to map it to any quality
aspect and rather list it separately in Table 8 under system quality. One
reason is that the publications we analyzed discussed complexity directly.
They defined complexity in such terms as the number of different tech-
nologies used by an IoT system [G13; G14], the number of interfaces and
data points defined [W30; G13], the interactions of the target customer
with different devices and platforms [W10; W16; G13; G211, and linking
the digital and the real world [G13; G20; G24; W16; W18; W24]. The
assessment and evaluation of IoT systems also belongs to complexity, as
this is very challenging. This aspect was only identified in the white
literature [W01; W07; W10; W11; W12; W14; W17; W18; W24; W29;
W31; W36]. Another reason for treating complexity separately was that it
may influence various quality aspects of a software system, such as
reliability and maintainability; mapping complexity to multiple quality
aspects would have resulted in redundant counts in our analysis. In total,
complexity accounts for 33.6% of all challenges found.

Further common system quality challenges are associated with an IoT
system's security [W03; W10; W12; W13; W16; W20; W34; GO1; G15;
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G21; G22], compatibility [W10; W11; W20; W24; W30; G13; G21; G23;
G241, and usability [GO1; G13; G14; G19; G22; G23; G24; W12; W30]
characteristics. Several publications name security together with pri-
vacy’ [G21; W10; W12; W16]. These describe the difficulty of imple-
menting appropriate protection mechanisms in the context of highly
complex, interconnected, and heterogeneous IoT systems. Compatibility
challenges refer to the interoperability [W10; W11; W30; G13; G23; G24]
and coexistence [W10; W20; W24; G21] of different devices within an
IoT system, in particular issues related to data exchange and increased
risk of failures. Usability challenges include operability challenges such as
poor connectivity of devices in specific locations [W30; G13; G19; G23;
G24], learnability challenges in terms of understanding a system's setup
[G14; G22], or difficulties with appropriateness recognizability if there is a
mismatch between the response from an IoT product's operations and
the expectation of the user [GO1; G24].

Less frequent system quality challenges are reliability [W16; W24;
G13; G20] and portability [W10; GO1; G22]. Reliability challenges
include the availability of IoT devices in areas with poor reception. An
example of a portability challenge is the ease of installing or integrating
new devices within an IoT system. For two characteristics, we found
only one challenge in the GLR: performance efficiency — time behavior,
which addresses system response times and lags in the transmission of
time-critical information [GO01], and maintainability — testability, which is
related to the impaired ability to test all relevant aspects and layers of an
IoT system [GO2].

The second-largest category of challenges is the quality in use of an
IoT system, with 20 challenges [W02; WO05; W07; W10; W12; W13; W20;
W25; W30; GO1; G13; G16; G20]. Most of these address dimensions of
user satisfaction in terms of trust in the system with predictability and
consistency of interactions [W10; W13; W20; W30; G13], perceived
usefulness with a consistent look and feel [W02; W25; G01; G16; G20],
and achieving proper context completeness, among other things by
providing a seamless experience and involving the right stakeholders in

9 The ISO/IEC 25010 standard does not specifically address (data) privacy as
a quality characteristic. We acknowledge that it is possible to consider privacy
as a separate quality characteristic; for example, Schmitt and Groen (2021)
proposed considering privacy as a standalone software/system quality charac-
teristic, with subcharacteristics taken from the Standard Data Protection Model
(Data Protection Conference, 2020). However, because privacy is strongly
interwoven with security, we believe that for the purpose of this paper, privacy
aspects of IoT systems can be considered to be predominantly achieved through
security measures.
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Table 8
Classification frequency of challenges.
Characteristic Subcharacteristic WLR  GLR  Total
System Compatibility Coexistence 3 1 4
Quality Compatibility Interoperability 5 3 8
Maintainability Testability 0 1 1
Performance Time Behavior 0 1 1
Efficiency
Portability Installability / 1 2 3
Replaceability
Reliability Availability 2 4
Security 11 4 15
Usability Accessibility 0 1
Usability Appropriateness 0 2
Recognizability
Usability Learnability 0 2 2
Usability Operability 1 4 5
Complexity Complexity (Usage) 26 12 38
Total 50 34 84
Quality in Context Context 2 2 4
Use Coverage Completeness
Satisfaction Pleasure 1 0
Satisfaction Trust 7 1 10
Satisfaction Usefulness 2 3 5
General 2 0 2
Total 14 6 20
Usage Stakeholder Stakeholder 6 0 6
Context Focus Acceptance
Quality IoT Strategy Financial Strategy 2 0
System Architectural 1 0 1
Constraints Constraints
Total 9 0 9
Total 73 40 113

co-creation sessions [W12; G13; G20]. Additionally, pleasure of use was
named once [GO5].

The least-represented category of challenges, usage context qual-
ity, was exclusively found in the white literature [W01; W04; W15;
W16; W20; W21; W29; W36]. This involves six challenges in a new
category coined stakeholder acceptance, which particularly affects the
stakeholders' attitude towards the IoT system (i.e., technology accep-
tance), technology adoption behavior, and openness to innovation
among users/consumers [W15; W16; W20; W21; W29; W36]. Two
further challenges that belong to financial strategy highlight investment
costs [W01; W36], and one challenge regarding architectural constraints
discusses the need to shift from integrated designs towards modularized
designs [WO04].

To summarize, most of the challenges we found were related to technical
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issues. Challenges related to quality in use and context usage quality were
mostly mentioned in the white literature.

5. Discussion

This review is, to our knowledge, the first systematic study of solu-
tions and challenges with respect to evaluating the user experience of
IoT systems, specifically Industrial IoT. In our study, we focused on three
aspects: indicators of user experience (UX key performance indicators),
context factors influencing user experience (UX variation factors), and
challenges of evaluating the UX of IoT systems.

Despite the importance of the user experience of software systems in
general, and of IoT systems in particular, our study indicated that
evaluating UX through KPIs is still rather a budding field in the IoT
domain, specifically for the Industrial IoT. The amount of literature on
the UX of IoT systems is still relatively small. Yet, the peer-reviewed and
other literature sources we found provided a number of KPIs, variation
factors, and challenges that enable us to draw initial conclusions about
the current state of evaluating the user experience of IoT systems.

5.1. Key performance indicators of IoT Systems' user experience (RQ1)

Our literature review yielded several hundred KPIs. It should, how-
ever, be noted that more than half of them were collected in the context
of a large European research project, which encompassed a wide range
of domains. The remaining publications each typically provided a rela-
tively small number of KPIs. Surprisingly, we also found very little
overlap between the considered studies with respect to the KPIs they
discussed, including those from the large European project. This sug-
gests that user experience indicators are very diverse and that so far, no
standardized structure for organizing them logically exists. If additional
publications provide UX-KPIs, the probability that these will not overlap
with those we already found is quite high. However, future publications
on UX-KPIs should also be encouraged to disclose a greater collection of
KPIs rather than provide just a handful of examples. This will facilitate
the mutual exchange of UX-KPIs and can inspire others to build on it.

Thus, our study showed that there exists a potentially far larger
number of UX-KPIs than those we identified, which represents a
significant challenge for practitioners who wish to select effective
KPIs to quantitively manage UX in their specific context. Therefore,
the identification of relevant KPIs should be accompanied by the
development of a systematic taxonomy and the determination of how
valuable each KPI is, which would help practitioners identify potentially
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useful KPIs. We made a first attempt towards providing such a tax-
onomy and systematized the outcomes of our review using the ISO
25010 software quality model. However, we could not classify all KPIs
according to the dimensions of this standard, as various factors play a
role in the usage context in which the IoT system is deployed. These
concern aspects related to the organization developing the IoT system
and the IoT system's stakeholders.

The white literature focuses mainly on system quality charac-
teristics, which might suggest that these works take a stronger
engineering view on (IoT) systems development. The gray litera-
ture, on the other hand, emphasizes the importance of quality in use
and usage context quality, which suggests that these publications
approached IoT systems from multiple, perhaps less formalized, per-
spectives and considered more subjective aspects, too. A potential
reason for this discrepancy between the white and gray literature might
be that it is generally more challenging to specify, quantify, and
empirically validate a system's runtime and usage context characteristics
than the properties of the system itself. Practitioners searching the white
literature for useful UX-KPIs should be aware of this bias; researchers, on
the other hand, should pay more attention to investigating the usage and
context aspects of the user experience of IoT systems.

We found that studies consider UX-KPIs in combination with
other KPIs. Although one explanation might be that UX-KPIs are still a
relatively novel phenomenon in the context of IoT and have not estab-
lished themselves as an independent field, we find it more plausible that
UX is just one of several aspects when considering an IoT system ho-
listically. Moreover, they may be mutually beneficial: Technical aspects
such as proper modularization may lead to a better overall UX because of
greater reliability. Similarly, an IoT system with high user satisfaction
because of a good UX may result in higher demand and greater profit by
positive word-of-mouth. Furthermore, UX-KPIs were found for all system
quality characteristics and nearly all their subcharacteristics, which can
often be measured with mostly objective measures, making UX more
tangible than if it is only based on subjective metrics like perception and
opinion. Practitioners should identify and harness possible de-
pendencies between non-UX system and context qualities and UX as-
pects to boost their IoT system's success, while researchers should
investigate the relationships between UX-KPIs and other KPIs.

The utility and efficiency of the IoT system are of primary
concern in measuring its success, which is directly associated with
the added value of introducing IoT technology to improve busi-
ness/production processes. Specifically, this concerns the resources a
user needs to spend to fulfill their tasks. Among other things, it involves
expected time savings. In this context, UX helps to assure that the IoT
system facilitates efficient interaction, both through a responsive IoT
system and by optimally supporting the users in performing their tasks
and achieving their goals. This includes the system fulfilling its re-
sponsibility of providing the right information at the right time. In
addition to utility and efficiency, the way the IoT system affects the user
is another important concern. The user satisfaction dimensions of plea-
surable interaction, physical comfort, trust in the system, and perceived
usefulness for their purposes are important drivers for a user's productivity
while interacting with the IoT system. For practitioners, this calls for
considering metrics in their business that determine the IoT system's
ability to provide good UX, and in turn the effect of good UX on workers'
attitude, efficiency, and effectiveness while using the IoT system in their
workflow. Researchers should seek to extend the research on context
awareness in IoT systems (Gil, Ferrandez, Mora-Mora, & Peral, 2016)
with analyses on how to satisfy the stakeholders' UX needs and usage
context quality aspects.

The user experience of an IoT system is largely determined by
the quality of its underlying data. On the one hand, the quality of the
information presented to users directly influences their perceived us-
ability of the system. On the other hand, the functional suitability of the
system is influenced by the data it uses; this is especially critical for
systems that learn their functionality from examples represented by data
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(i.e., systems involving machine learning and artificial intelligence
components). Since the UX of IoT systems increasingly depends on the
data such systems are built upon, system engineering processes should
be integrated with data engineering and processing processes. Concepts
of development and operation (DevOps) for data-driven software sys-
tems, such as DataOps (Munappy, Mattos, Bosch, Olsson, & Dakkak,
2020), should be applied in the context of IoT systems development.

Finally, although it was not in the focus of our study, we did observe
that that key performance indicators and variation factors are generally
discussed without formally specified quantitative evaluation criteria,
that is, objectively measurable metrics and the associated interpretation
(preference) rules. In consequence, although the UX-KPIs we identified
provide practitioners with guidelines on what aspects to focus on when
developing IoT systems, they do not provide proper support for evalu-
ating whether these aspects were actually attained. This calls for
research on decision support models for interpreting data on multiple
KPIs with the explicit consideration of relevant variation factors. For
example, the Quamoco method (Haindl, Plosch, & Korner, 2019; Wag-
ner et al., 2015) for software quality evaluation could be adapted for this
purpose.

5.2. Factors influencing the user experience of IoT systems (RQ2)

Our review resulted in 77 variation factors that influence the user
experience of IoT systems and must therefore be considered in order to
properly interpret UX-KPI data and correctly evaluate the UX of IoT
systems.

We found that the characteristics of the IoT system's stake-
holders, especially its users, primarily govern its user experience.
This includes, in particular, individual characteristics of the IoT system's
users, both intrinsic ones such as gender, background, and capabilities,
and contextual ones such as education or mood. Understanding these
characteristics is a critical aspect in designing and evaluating the UX of
an IoT system. The paramount role of user characteristics also influences
potential strategies that providers of [oT systems can implement to
improve the UX of their products. One strategy involves communication
with the intended users, in terms of gathering their feedback and
providing associated services, such as deployment and usage guidance.
Another strategy might be to reduce the cognitive complexity of prod-
ucts, or more precisely, adjusting the cognitive complexity to the ca-
pabilities and expectations of the target users. In this area, there is also
still a need for research to take greater account of the different end-user
groups and their UX needs accordingly.

Variation factors related to the technical context of the opera-
tion of IoT systems were given very little attention in the reviewed
literature. The few variation factors found referred to interoperability
and security aspects of target ecosystems operated by an IoT system.
Characteristics of the environment in which an IoT system operates,
such as temperature or light conditions and their interactions with the
system's and the users' capabilities, were sporadically mentioned in the
literature as well. This means that providers of IoT systems currently
find little support from the literature regarding the aspects of the target
environment that impact the UX of a system. It is currently up to them to
investigate these aspects, particularly in the interaction with relevant
stakeholders (especially the system's deployers, maintainers, and users
within the target context). On the other hand, researchers investigating
UX key performance indicators are missing the information on potent
confounding factors they should consider explicitly to ensure validity of
their results. In consequence, the have to extend their research to
identify potentially relevant confounding factors as well.

5.3. Challenges of defining and quantifying the UX of IoT systems (RQ3)
In the reviewed literature, we found 113 challenges of defining and

evaluating the user experience of IoT systems. These challenges referred
to both UX indicators (KPIs) and context characteristics (variation
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factors). The most prominent challenge of IoT systems is their
inherent complexity, which is related to the number of involved
technologies, interfaces, data points, and interactions with various
devices and platforms - not to mention interactions with various
stakeholders. This challenge is reflected in the variation factors. For
example, it is challenging to implement the appropriate UX for indi-
vidual systems in IoT systems, considering specific stakeholder groups
and their needs. Depending on the size of the IoT system, the relevant
user groups must be identified in advance and UX requirements must be
addressed accordingly. This implicitly contains another important
challenge, namely the evaluation and assessment of IoT systems. Metrics
need to be defined to perform an assessment or evaluation of an IoT
system, but this is challenging and depends on its complexity.

Another major challenge is the security of IoT systems. This chal-
lenge is closely related to the complexity of IoT systems, which is the
result of large amounts of data being exchanged and processed simul-
taneously among highly connected and heterogenous systems. Security,
in turn, has an impact on the next major challenge, which is the stake-
holders' attitude towards the IoT, specifically their trust. Major com-
ponents of trust mentioned in the literature include transparency and
understandability of how an IoT system works, especially how it pro-
cesses user data and computes its results (i.e., explainability of the
system).

6. Limitations and threats to validity

In this section, we discuss a selection of the most relevant validity
threats and the actions we took to avoid them. We grouped the threats
based on Ampatzoglou, Bibi, Avgeriou, and Chatzigeorgiou (2020).

Research design validity refers to issues regarding the overall design
of a study and the conformance between the defined and the performed
review process. To avoid threats in this category, we designed our study
using best-practice guidelines defined in related literature, particularly
Garousi et al. (2019) for the overall design of the multivocal literature
review (MLR), and Kitchenham and Charters (2007) and Adams, Smart,
and Huff (2017), respectively, for the white literature and gray literature
review parts of the MLR.

Publication selection validity refers to issues that may threaten the
validity of searching and including all relevant publications in the re-
view. To ensure the inclusion of relevant publications, we combined
white and gray literature reviews. Search terms were defined collec-
tively by all researchers involved and were tested in a series of pilot
search queries before being applied in the final search. Pilot searches
improved the search query in that specific terms and synonyms for the
study topic were identified. Inclusion and exclusion criteria were based
on best-practice guidelines. Moreover, to counteract any subjectivity
bias of individual researchers, at least two researchers screened the
identified publications and decided jointly on their potential inclusion
or exclusion. Finally, as recommended by Wohlin (2014), we applied
forward and backward snowballing on the initially selected publications
to include relevant publications we might have missed in the automated
search. We searched for white literature using the Scopus database,
which maintains a comprehensive set of potential publication sources.
One remaining issue is selection bias associated with the use of a single
search engine (Google) for the gray literature search because none of the
alternative search engines provided the required search functionalities.
Another potential issue might be inclusion of German-language publi-
cations, yet its impact is minimal as the final selection included only one
such publication (from the gray literature).

Data validity refers to issues that may threaten the validity of the
data extracted from the selected publications. To assure valid data, all
researchers jointly derived the information items to be extracted. We
also ensured that all involved researchers were knowledgeable about the
study topics and thus able to properly extract the required information
from the publications. Finally, to avoid bias associated with differing
quality between publications, we performed a basic quality assessment
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of the reviewed publications using a few predefined criteria, which
included “explicit definition of study objectives”, “extent of systematic
analysis”, and “discussion of threats to validity”. In our work, we could
not account for the quality of completeness, for example if a publication
provided only some examples instead of disclosing all KPIs, variation
factors, or challenges known to its authors.

Data synthesis and conclusions validity refers to issues that may
threaten the validity of the conclusions drawn from the review. To
ensure wide applicability of the study outcomes, we used widely
acknowledged definitions of the key concepts of KPI, UX, and IoT, and
adapted the ISO/IEC 25010 standard to classify the KPIs identified in the
study. The use of this standard as a basis for the classification scheme
may have induced a bias towards a particular view on quality that might
have been different if another perspective had been taken (e.g., ac-
cording to the ISO 9241 family of standards). However, we deem the
chosen structure to be appropriate and observed that several sources
implicitly used this structure, too. Further validity issues might be
caused by gray literature typically having lower credibility than white
literature. Our independent analyses of the white and gray literature
data were intended to mitigate the associated validity threat. After the
separate analyses, we used consistent synthesis methods to discuss dif-
ferences and synergies to answer the research questions. Although we
ensured that the review did not include explicitly non-primary studies,
we could not definitely rule out that results presented in gray literature
publications — especially the two outliers [G04; GO7] — were not based in
part on other literature sources.

7. Conclusions and further research

Our multivocal literature review identified 242 studies from searches
of the literature, of which 64 were found to be research studies of
acceptable rigor, credibility, and relevance. Of these, 38 studies repre-
sented white literature and 26 gray literature publications. The review
resulted in a comprehensive list of KPIs related to UX and IoT systems
that is based on a wide range of white and gray literature sources. The
list is accompanied by a collection of factors influencing UX (variation
factors) and challenges discussed in the studied literature.

We found a total of 848 key performance indicators for user
experience, 243 in the white literature and 605 in the gray literature.
The gray literature KPIs were dominated by two reports from a large
research project where 256 and 246 UX-KPIs were identified, respec-
tively. The final set contained 488 KPIs, out of which 280 (57.4%)
were dedicated to the user experience (UX) of IoT systems and a
further 22 (4.5%) may additionally be suitable in certain contexts. Most
of the work reviewed addresses the UX aspects known from non-IoT
software systems and a small portion the UX of non-industrial IoT sys-
tems. We found no KPIs that pertain exclusively to Industrial IoT
systems; they can all be generalized to IoT systems. At best, some KPIs
might be somewhat context- or domain-specific. The research dedi-
cated to IoT systems has primarily a functional focus, concen-
trating on IoT systems providing basic functionality to assist the
end-user. The most common KPIs found are related to a system's func-
tional suitability and are often related to data quality aspects such as
currentness, credibility, and correctness, which may negatively impact UX.
The other most common quality aspect of UX addressed in the literature
is performance efficiency, in particular the system's time behavior; delays
in system response are often considered to have a large impact on the
users' perception of UX.

The reviewed literature also acknowledges the fact that a system's UX
is not only determined by the properties of the system itself, but is also
shaped by the context within which it is used. The characteristics of the
usage context that influence user experience and which must necessarily
be considered to properly interpret UX-KPIs are referred to as variation
factors. The review identified 78 variation factors, 38 in the white
literature and 40 in the gray literature. The most common variation
factors include the capabilities of the system's users and the
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interaction of IoT solution providers with users. Example factors
include users' familiarity with the system and the technologies it uses and
provision of additional services associated with IoT products.

Finally, a number of challenges regarding the evaluation of user
experience, in particular the definition of appropriate KPIs, were dis-
cussed in the reviewed literature. The review identified a total of 119
challenges, 79 in the white literature and 40 in the gray literature.
The challenges typically referred to product quality aspects of an IoT
system such as its complexity, memory utilization, or response time. In
fact, complexity is the most commonly highlighted challenge. It in-
cludes both the inherent complexity of a product itself, e.g., in terms of
the number of different technologies used, and the complexity of its
usage context, e.g., different interfaces and data points or the interaction
with different devices and platforms.

An additional observation from the study is the large heterogeneity
of indicators of and factors influencing the UX of IoT and IIoT systems.
Despite a relatively large number of KPIs identified, only few of them
recurred in more than one publication, which makes the lists of UX-KPIs
and variation factors that we compiled from the literature rather un-
likely to be anywhere near saturation. Although specific application
contexts would require the consideration of further aspects of user
experience, the classification proposed in this article shows that un-
derstanding the UX of IIoT systems requires a holistic view of different
quality dimensions, including product quality and quality in use or
intrinsic (context-independent) and contextual quality.

We conclude our study with the hypothesis that despite the large
number of KPIs found, the evaluation of UX using well-defined key
performance indicators and influencing factors in the context of
IoT systems in general, and Industrial IoT systems in particular, is
still an emerging topic. In addition to valuable findings, our study also
revealed a few research gaps, which imply the need for further research.
Further research directions should include:

e Definition and measurement of user experience key performance in-
dicators. The relative novelty and high complexity of IoT systems,
which distinguish them from other types of information systems,
pose the greatest challenge when managing such systems, including
the definition of appropriate KPIs. Furthermore, the UX of an IoT
system has a potentially different meaning for each of its stake-
holders (e.g., developers, customers, end-users) and thus requires
considering different KPIs and their mutual interactions. This spe-
cifically adds a layer of complexity for IoT designers in terms of how
to consider UX in their development process (e.g., business, data,
technological, legal layers). Further research is thus needed to pro-
vide an approach for goal-oriented measurement of the user expe-
rience of IoT systems, accompanied by a catalog of specific measures
that can be reused in various contexts. Methods that have been
successfully applied in the context of classical software systems
should be empirically evaluated and adapted for IoT systems. Ex-
amples of such approaches include Balanced Scorecard (Kaplan &
Norton, 1996) or GQM™Strategies (Basili et al., 2014), with the latter
dedicated to the software systems engineering context. In the course
of this work, detailed research is needed to identify specific charac-
teristics of IoT systems that determine their user experience, partic-
ularly unique ways of user interaction with these systems. For
example, a categorization of the types of interaction between IoT
systems and users as well as an overview of the different modes of
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interaction for IoT systems will help to deal with their complexity
and to define appropriate indicators and metrics.

e Identification and consideration of variation factors. In general, the
context in which an IoT system is developed and operates may in-
fluence its quality. Regarding user experience, the development
context has an indirect impact in that it influences other quality
characteristics of a software system, which then may contribute to
the user experience. The operation context, on the other hand, rather
has a direct impact on user experience because it defines the con-
ditions in which users interact with the system. Future research
should investigate context characteristics that are relevant from the
perspective of evaluating and controlling the UX of IoT systems, and
how to measure them. Furthermore, empirical studies should
investigate the direction and magnitude of the impact the variation
factors have on UX and on the associated UX-KPIs.

Understanding the value of UX in the context of IoT systems and its

contribution to business success. Insights have to be gained through

systematic methods for aligning UX-KPIs to business objectives with
the explicit consideration of context-specific constraints, both known
and assumed. Example methods that can be adapted for this purpose
are GQM*Strategies (Basili et al., 2014) or Strategy Maps (Kaplan &

Norton, 2004); they both combine strategic alignment and mea-

surement of key performance indicators.

e Providing a taxonomy and guidelines for practitioners: There exist a
huge number of potential UX-KPIs and variation factors; this review
has already identified a few hundreds. To be useful in practice, they
must be systematized and accompanied by guidelines so that prac-
titioners can quickly identify and adapt the indicators that are most
relevant in their specific context. UX-KPIs may, for instance, be
classified according to the type of IoT system or business objectives.
In this review, we have proposed a classification scheme based on a
software quality standard to systematize the KPIs we found in the
literature. Further research is needed to validate this scheme and
propose alternative schemes that address its weaknesses.

e Managing the complexity of IoT systems. Complexity is becoming
increasingly important in the domain of IoT, especially as Industrial
IoT systems continue to grow in size and number. Our study shows
complexity to be the predominant challenge of IoT systems influ-
encing their UX. Reliable indicators and associated effective mea-
sures are thus required to manage the complexity of IoT systems
quantitively in order to increase their acceptance among customers
and users.

Declaration of Competing Interest

The authors declare that they have no known competing financial
interests or personal relationships that could have appeared to influence
the work reported in this paper.
Data availability

No data was used for the research described in the article.
Acknowledgments

The authors would like to thank Dr. Kerstin Rose and her team at

Siemens for inspiring this work, and Sonnhild Namingha for proof-
reading this paper.

In our study, we uncovered several key challenges regarding the measurement of UX-KPIs in the context of IoT that practitioners must address
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before they can quantitatively manage the UX of IoT systems and ensure its contribution to business success. Although we already found several
hundred UX-KPIs that the literature proposes for IoT systems, only very few specifically address Industrial IoT systems. Moreover, for many KPIs, the
appropriate measurement process and alignment to business objectives are not defined; consequently, it is not clear how to collect, analyze, and
interpret the corresponding data. Yet, it is crucial for business success to identify relevant indicators of an IoT system's UX as well as factors that
influence it (i.e., variation factors). To address these challenges, we derived the following basic recommendations for practitioners based on the
experience and insights gained through our research:

e We propose defining relevant stakeholders of a particular IoT system; specifically those who contribute to the UX (e.g., product developers, de-
signers, service providers) and those who profit from its UX. In particular, a distinction should be made between customers and users.

e We recommend explicitly considering the usage context of an IoT system, in particular those factors that influence UX and those that are required
to properly interpret data on UX indicators. The GQM *Strategies approach (Basili et al., 2014) can be adapted to support a step-wise process for
deriving specific UX goals and strategies, and for making them measurable (and thus quantitatively manageable). As we observed in our literature
study, UX-KPIs are often missing specific metrics and measurement processes; GQM ™ Strategies supports systematic, goal-oriented measurement.

e We propose explicitly aligning the business success criteria of an IoT system influenced by its UX through mutually associated and measurable

indicators (KPIs) and taking into consideration the usage context. For example, KPIs derived from the usage context quality characteristics (see

Section 4.2) can be aligned with the perspectives of the Balanced Scorecard (Kaplan & Norton, 1996) for the purpose of strategic planning:

o The financial perspective is reflected by the IoT strategy.

o The customer perspective is reflected by the stakeholder focus, which can be extended to the process and capability perspectives when
considering employees as stakeholders.

o The product perspective is reflected by system quality, quality in use, and system constraints.

It can be helpful to reuse existing KPIs and metrics as a reference basis, and adapt them for an IoT system's specific context and stakeholder needs.

The aspects listed represent observations of the authors and can be understood as lessons learned. We make no claim to completeness.

A.2. Domains covered by the literature review

Domain Description and examples
Automotive Smart car: vehicle automation and autonomous driving
Education Student activity tracking, success prediction, smart campus environment
Entertainment Smart cultural spaces, multiplatform television, multimedia audio/video services
Home Smart home, incl. Smart TV, home control or smart laundry
Hotel Hotel and accommodation services
Mobility Public transportation and information systems, e.g., smart parking and bus information systems
Public services Government services to the public and smart city, e.g., city hall smart service center, fire and rescue management, or public bus transportation
Resource Smart management of resources such as energy and water
management
Sales Sales and e-business
Telecommunications Telecommunications network simulation, adaptive bandwidth allocation, path selection
Wearables Smart watch and smart clothes

Cross-domain General aspects such as IoT/IIoT business models or multiple domains, e.g., healthcare, well-being, logistics, industrial production and robotics, energy,

wearables, home automation, smart irrigation

A.3. Data extraction form

Category Aspect

General information Author(s), title, publication year, publication source, etc.

Content demographics Domain Domain considered, e.g., automotive, medical, energy
Industrial IoT Whether Industrial IoT, in particular, is considered
IoT system Specific type of IoT system considered, e.g., smart house, smart gym machine
Motivation The reason for the publication

Study quality

Challenges

Key performance
indicators
Variation factors

Research questions
Research category

Study objectives
Results analyzed
Threats to validity
Challenge

Solution

Key performance
indicator
Variation factor

Specific research questions listed

Type of research presented, e.g., validation, evaluation research, solution proposal, philosophical papers, opinion papers,
experience papers (Wieringa, Maiden, Mead, & Rolland, 2006)

The extent to which the objectives of the publication or study presented there are defined explicitly

The extent to which the outcomes of a study presented in the publication are systematically analyzed and presented

The extent to which threats to the validity of the study and the results presented in the publication are discussed systematically
Threat, issue, problem, or difficulty related to

(1) defining KPIs in the context of IoT;

(2) defining UX-KPIs in the context of IoT;

(3) business alignment or value of UX in the context of IoT.

Solution to specific UX challenges

Any KPI considered at any abstraction level (e.g., organization, IoT system, user). For each KP], its name, a brief definition, and
the associated measurement method (if documented) were extracted.

Additional characteristics associated with the context in which UX-KPIs are considered and that may influence them or their use.
For example, the UX of a specific software system is influenced by the individual skills of the user or the time pressure when using
the system. A variation factor should be known and considered to properly interpret UX-KPI data; for instance, the UX of different
users should not be compared without knowing their skills if a skills factor is known to influence individual UX.

(continued on next page)
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(continued)
Category Aspect
Impact How the variation factor influences UX. Potential values: positively, negatively, context (if the factor is a context factor)
Guidelines Guideline Practical advice (at best based on experience from practice) for

(1) defining KPIs in the context of IoT;
(2) defining UX-KPIs in the context of I0T;
(3) business alignment or value of UX in the context of IoT.

A.4. Key performance indicators

Characteristic Subcharacteristic UX-IoT-KPI ToT-KPI UX-KPI Context Total
System Quality Functional Suitability Functional Completeness 11 5 1 17
Functional Correctness 6 2 1 9
Functional Appropriateness 12 4 18
Performance Efficiency Time Behavior 11 3 14
Resource Utilization 2 6 8
Capacity 9 4 13
General 2 2
Compatibility Coexistence 0
Interoperability 11 8 19
Usability Appropriateness Recognizability 4 4
Learnability 4 4
Operability 10 10
User Error Protection 2 2
User Interface Aesthetics 1 1
Accessibility 6 6
Reliability Maturity 2 2
Availability 7 2 9
Fault Tolerance 8 1 9
Recoverability 6 1 7
Security Confidentiality 7 2 9
Integrity 3 5 8
Non-Repudiation 1 1
Authenticity 0
Accountability 0
General 1 1 2
Maintainability Modularity 1 1
Reusability 5 5
Analyzability 1 1
Modifiability 1 1
Testability 1 4 5
General 1 1
Portability Adaptability 3 1 4
Installability 3 3
Replaceability 1 1
General 1 1
Quality in Use Effectiveness 10 1 1 12
Efficiency 31 1 32
Satisfaction Usefulness 12 1 2 15
Trust 13 1 1 15
Pleasure 14 2 20
Comfort 14 1 1 16
Freedom from Risk Economic Risk Mitigation 1 1 2
Health and Safety Risk Mitigation 8 8
Environmental Risk Mitigation 5 5
Context Coverage Context Completeness 6 6
Flexibility 5 2 7
Usage Context Quality IoT Strategy Business Strategy 3 47 2 55
Financial Strategy 4 23 1 28
Stakeholder Focus Stakeholder Outreach 3 3
Stakeholder Understanding 14 4 1 23
Stakeholder Involvement 10 4 1 15
Stakeholder Environment 0
System Constraints Architectural Constraints 13 13
Regulatory Constraints 1 15 16
Total 280 167 19 22 488
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ID Year Type Domain Industrial IoT?
White Literature wo1 2018 Journal Home No
W02 2016 Conference Home No
Wwo3 2020 Journal No specific one No
Wo04 2020 Journal Cross-domain Yes
WO05 2021 Conference Wearable No
W06 2015 Conference Entertainment No
wo7 2017 Journal Entertainment No
Wwo8 2019 Journal No specific one No
w09 2019 Conference Entertainment No
w10 2020 Conference No specific one No
w11 2019 Journal Hotel No
w12 2017 Conference No specific one Yes
w13 2019 Journal No specific one No
w14 2021 Journal No specific one No
W15 2018 Journal Telecommunication No
W16 2018 Conference Cross-domain No
w17 2019 Journal Public services No
w18 2021 Journal Telecommunication No
W19 2020 Journal Public services No
W20 2018 Journal No specific one No
w21 2020 Conference No specific one No
w22 2018 Conference Education No
w23 2020 Conference Home No
w24 2020 Journal Cross-domain Yes
W25 2019 Conference No specific one No
W26 2019 Conference No specific one No
w27 2018 Journal Telecommunication No
w28 2018 Journal Resource management No
W29 2017 Journal Public services No
W30 2017 Journal Resource management No
W31 2015 Conference Cross-domain Yes
W32 2015 Conference Education No
W33 2019 Conference Entertainment No
W34 2019 Conference Public services No
W35 2021 Journal Home No
W36 2021 Journal Cross-domain No
W37 2018 Journal Cross-domain No
W38 2019 Conference Automotive No
Gray Literature G12 2019 Opinion Paper Cross-domain No
GO1 2020 Webinar Cross-domain Yes
G02 2020 Student assignment Cross-domain No
G03 no date Education materials Cross-domain No
G04 2017 Research project deliverable Cross-domain No
G05 2020 Whitepaper Cross-domain Yes
G06 2021 Research project deliverable Cross-domain No
G07 2018 Research project deliverable Cross-domain No
G08 2017 Blog post Sales No
G09 2019 Blog post Cross-domain Yes
G10 2020 Technical report Cross-domain Yes
Gl1 2017 Evaluation research Mobility No
G13 2019 Blog post Cross-domain Yes
G14 2015 Blog post Cross-domain No
G15 2018 Blog post Cross-domain No
Gle6 2015 Blog post Cross-domain No
G17 2015 Blog post Cross-domain Yes
G18 2018 Magazine article Cross-domain No
G19 2018 Blog post Cross-domain Yes
G20 2015 Blog post Cross-domain No
G21 2017 Master thesis Cross-domain Yes
G22 2018 Blog post Cross-domain No
G23 2015 Blog post Cross-domain No
G24 2017 Blog post Cross-domain No
G25 2016 Blog post Cross-domain No
G26 2020 Opinion paper Cross-domain No
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A.6. Definitions of usage context quality characteristics

IoT Strategy

Business strategy

Financial strategy

Aspects related to the IoT strategy aimed at increasing success by means of shaping the ecosystem, gaining a market position, generating revenue, and
identifying opportunities, including the service provided.

Aspects related to the potential of increased gains, turnover, revenue, or reduced costs associated with the IoT system, including purchases of resources and
determining the appropriateness of the pricing model.

Stakeholder Focus

Stakeholder outreach

Stakeholder
understanding
Stakeholder interaction

Aspects related to organizational visibility and brand awareness through dissemination channels, and the way the organization is perceived by
stakeholders.

Aspects related to determinants of the scope, intensity, duration, and frequency of an IoT platform's use by any kind of stakeholder, not relating to direct
contact between the stakeholder and the organization.

Aspects related to the intensity and valuation of direct contact between a stakeholder and the organization, and personal (psychological) characteristics of
the stakeholder.

Stakeholder Aspects related to the context in which the IoT system is used. These aspects are neither system properties nor related to decisions made during
environment development, but are external influences on the IoT system or its usage.
System Constraints
Architectural Aspects related to the constraints and design decisions (during system development) regarding the IoT system's structure. Not to be confused with the
constraints operational aspects of maintainability during runtime.

Regulatory constraints

Aspects related to design decisions (during system development) related to compliance, standardization, harmonization, regulation adherence, process

conformity, and certification of the IoT system. Not to be confused with the operational aspects of interoperability during runtime.
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