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A B S T R A C T   

Anomaly detection approaches have become critically important to enhance decision-making systems, especially 
regarding the process of risk reduction in the economic performance of an organisation and the consumer costs. 
Previous studies on anomaly detection have examined mainly abnormalities that translate into fraud, such as 
fraudulent credit card transactions or fraud in insurance systems. However, anomalies represent irregularities in 
system patterns data, which may arise from deviations, adulterations or inconsistencies. Further, its study en
compasses not only fraud, but also any behavioural abnormalities that signal risks. This paper proposes a 
literature review of methods and techniques to detect anomalies on diverse financial systems using a five-step 
technique. In our proposed method, we created a classification framework using codes to systematize the 
main techniques and knowledge on the subject, in addition to identifying research opportunities. Furthermore, 
the statistical results show several research gaps, among which three main ones should be explored for devel
oping this area: a common database, tests with different dimensional sizes of data and indicators of the detection 
models' effectiveness. Therefore, the proposed framework is pertinent to comprehending an existing scientific 
knowledge base and signals important gaps for a research agenda considering the topic of anomalies in financial 
systems.   

1. Introduction 

The large volume of online financial transactions and the high 
amount of corresponding records makes it impossible for human spe
cialists to identify anomalies present in financial systems (Gianini et al., 
2020, p. 549) and to distinguish these anomalies from a random/sys
tematic error which may not be directly related to financial operations 
and products and, most of the times, it can only be identified through 
validation tests (Carneiro, Figueira, & Costa, 2017, p. 94; Climent, 
Momparler, & Carmona, 2019, p. 888). Moreover, this becomes 
increasingly complex with the digital transformation that constantly 
changes services, businesses and, consequently, people's lives (Hanafi
zadeh & Kim, 2020, p. 1). This was even more evident during the 
COVID-19 pandemic in 2020, which accelerated and transformed ser
vices, and incorporated digital innovations into various businesses' 
strategies (Shaikh, Sharma, & Karjaluoto, 2020, p. 1). 

This era of digitisation and transformation of organisations within 
the so-called fourth Industrial Revolution encourages the use of digital 
technologies to improve the way processes are done in order to monitor, 

diagnose, predict, and optimize data and performance (Karki & Porras, 
2021, p. 2). This establishes a new ecosystem in which digital business 
models become pillars of the Industrial 4.0 (Shaikh et al., 2020, p. 1), 
due to the increasing arrival and use of emerging technologies such as 
big data, cloud computing, Internet of Things, artificial intelligence, 
blockchain, and cryptocurrencies (Hanafizadeh & Kim, 2020, p. 1). 

However, human needs and demands move advances towards tech
nological development (Karki & Porras, 2021, p. 1). In the context of 
digital transactions, value creation lies in combining new structures and 
new forms of governance that are able to connect information with 
people (Marikyan, Papagiannidis, Rana, & Ranjan, 2022, p. 2). As much 
as digital technologies are important in the digital transformation pro
cess, a combination of technologies with a business logic that can 
actually insert a business and its form of management into the digital
isation is necessary (Hanafizadeh & Kim, 2020, p. 1). Based on this, the 
digitisation of financial business and processes using new technologies 
enables companies' and individuals' optimized and constant access to 
financial tools (Bollaert, de Silanes, & Schwienbacher, 2021, p. 1), 
which can help the decision-making process in financial and operational 
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terms, seeking to prevent and detect financial anomalies. 
However, this proximity of contact with online financial systems also 

enables individuals to carry out transactional tasks with ease (Timmons, 
McGowan, & Lunn, 2019, p. 161), such as payments, bank transfers, 
purchasing insurance, buying and selling financial assets or with
drawing from social security. The increasing adoption and evolution of 
modern financial technologies and IT-applications, as well as the 
development of artificial intelligence and automated innovations (Cho & 
Chen, 2021, p. 2), in daily activities creates fast evolving vulnerabilities 
and exposes systems to cyberthreats and malicious attacks (Wessels, van 
den Brink, Verburgh, Cadet, & van Ruijven, 2021, p. 1). Thus, as much as 
financial technologies make financial services and processes more effi
cient through the application of new forms of technology (Thompson, 
2017, p. 152), the flexibility arising from these online systems reveals a 
weakness that contrasts with the growing need for fraud and anomaly 
detection systems (Gianini et al., 2020, p. 549). 

The development and spread of personal computers, tablets and 
mobile phones exert a great influence on consumers' lives (Albayati, 
Kim, & Rho, 2020, p. 1) and allows this financial vulnerability the 
digitisation of transactions causes, especially considering that, since the 
2000s, the number of cell phone users has grown exorbitantly (Zaffar, 
Kumar, & Zhao, 2019, p. 62; Verbeke, Dejaeger, Martens, Hur, & Bae
sens, 2012, p. 211) and mobile applications are widely used around the 
world (Shaikh et al., 2020, p. 3; Sokolova, Perez, & Lemercier, 2017, p. 
62), thus lowering barriers (Shaikh et al., 2020, p. 1) and enabling users 
to verify balances, deposit checks, and carry out various transactions 
(Zaffar et al., 2019, p. 62). The so-called mobile money, a financial 
technology payment service, has changed the way cell phones are used 
not limited to communication, entertainment, and internet browsing 
because it is no longer necessary to have direct contact or cash to 
conduct financial transactions. In addition, services can be accessed 
anywhere and anytime (Daragmeh, Lentner, & Sági, 2021, p. 1). This has 
resulted in several financial platforms and services being launched 
worldwide, resulting in more than 556 million registered mobile money 
accounts (GSMA, 2017, p. 17). 

In a June 2021 study of the digital platform BankMyCell, Turner 
(2021, p. 1) indicated that the number of smartphone users around the 
world comprises 48.20% of the entire population. As a phone format 
that has advanced features, an intelligent operating system and several 
applications, the smartphone allows connecting data networks with the 
Internet. In addition to that, Handley (2019, p. 1) produced a report, by 
the World Advertising Research Center, signalling that approximately 
51% of all smartphone users access the Internet only through their own 
devices, and that by 2025, 72.6% of general Internet users will adhere to 
the Internet access via smartphones alone, totalling the equivalent of 
approximately 3.7 billion people. For this reason, the convenience of 
being able to use the internet easily enhances social interactions, online 
financial transactions and increased productivity. However, this signif
icant use raises concerns about the security of data and personal infor
mation, mainly of financial content (Jones & Chin, 2015, p. 561). 

Given this significant increase in interactions, both private organi
sations' and government agencies' use of e-commerce platforms had 
great growth in the last few decades(Misra, Thakur, Ghosh, & Saha, 
2020, p. 254). As a result, these platforms made it even more possible to 
connect the ease of accessing the Internet through smartphones with the 
option of carrying out financial transactions virtually. Thus, the growing 
popularity of these new emerging technologies creates opportunities for 
fraudsters to cause financial loss (Misra et al., 2020, p. 254). Therefore, 
smartphones may have been facilitators of fraud and data misuse, and 
the understanding and identification of anomalies caused as a result may 
be of fundamental importance for creating a strategic decision-making 
system, considering that identification methods of anomalies enable 
the learning of data network characteristics with the strategic purpose of 
distinguishing abnormalities (Stripling, Baesens, Chizi, & van den 
Broucke, 2018, p. 15), and considering how these approaches become 
relevant theoretical foundations for estimating probabilities and 

predicting fraud, validating a more structured decision support system 
(Serrano-Silva, Villuendas-Rey, & Yáñez-Márquez, 2018, p. 78). 

The development of an efficient system for detecting fraud and 
various anomalies is also important for reducing losses in financial in
stitutions (Höppner, Baesens, Verbeke, & Verdonck, 2022, p. 291), since 
well-defined business management models in the financial area enable 
organisations to benefit from their internal strengths, as well as monitor 
and seize opportunities for improvement (Hanafizadeh & Marjaie, 2021, 
p. 1). As much as financial companies in general, often encouraged by 
law, are more likely to employ processes and systems that ensure their 
data are authentic and high quality (Elsaify & Hasan, 2021, p. 2), with 
the increasing entry of the financial sector into digital business, it is 
necessary to establish stricter mechanisms for accessing and controlling 
this data, in order to review each point and each transaction to make 
certain fraud behaviours do not arise (Guo & Liang, 2016, p. 11). 
Through smarter approaches, the creation of regulatory systems that 
consider the access, analysis, and processing of data in real time is 
possible (Barroso & Laborda, 2022, p. 13); therefore, gathering infor
mation about existing techniques in the scientific knowledge base is of 
paramount importance in enabling researchers and managers to identify 
the best techniques according to the scenarios in which they find 
themselves and to explore their capabilities for obtaining value and 
mitigating risk (Konopik, Jahn, Schuster, Hoßbach, & Pflaum, 2022, p. 
3). 

Large deviations called anomalies or abnormalities, in detail, 
represent inconsistencies based on economic paradigms or behavioural 
expectations (Parnes, 2020, p. 292). Hence, these anomalies can be 
defined as a data set that behave according to patterns different from 
those identified as normal or typical, thus being considered exceptions 
or peculiarities (León, 2020, p. 1; Rubio, Barucca, Gage, Arroyo, & 
Morales-Resendiz, 2020, p. 2; Stripling et al., 2018, p. 15; Wu & Zhang, 
2006, p. 375). These data outliers can be portrayed as frauds because 
they represent a criminal change in a data group's behaviour (Pourha
bibi, Ong, Kam, & Boo, 2020, p. 7). Regarding this, anomaly detection 
methods are important data mining processes for identifying trends and 
patterns in diverse sets of financial data (Parnes, 2020, p. 308) and the 
development of research that can improve such methods is of paramount 
importance to reducing financial losses, since organisations increasingly 
rely on data to make operational and strategic decisions (Elsaify & 
Hasan, 2021, p. 2). Additionally, for optimal development of their 
business models, managers should be aware of the warning signals that 
may appear in order to take the necessary actions (Koyuncugil & 
Ozgulbas, 2012, pp. 6238–6239), implementing the techniques and 
tools that can further assist in this process (Barroso & Laborda, 2022, p. 
11). 

Given the current scenario, the importance of identifying anomalies 
and/or frauds in the most diverse areas of knowledge is highlighted, 
considering this process makes it possible to face situations of irregu
larities or abnormalities arising from deviations or the adulteration of 
data. Although this issue has been extremely important in recent years, 
it is not recent and has been discussed quite regularly in academic cir
cles. For instance, in the area of medicine, Chen et al. (1999, p. 123) 
studied methods of detecting anomalies in the human body, which 
constituted pathologies; Duftschmid and Miksch (2001, p. 39) addressed 
the topic of clinical guideline errors, which could result in application 
errors; and Smith et al. (2004, p. 458) studied visual identification of 
neurological problems. 

Also as an example, in the area of computer systems, Waite (1999, p. 
221) aimed to distinguish abnormal data performance with probabilistic 
techniques, while Saleh et al. (2001, p. 979) analysed synchronization 
anomalies in software development, and the study of Perdisci et al. 
(2009, p. 864) focused on using anomaly detection methods to prevent 
attacks on computer networks. In the area of network systems, 
Muniyandi et al. (2012, p. 174) and Wu and Zhang (2006, p. 376) dis
cussed anomalies to identify interferences and intrusions. Furthermore, 
Yasami and Safaei (2017, p. 52), Kaur and Singh (2016, p. 213) and 
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Savage et al. (2014, p. 62) researched about identifying anomalies on 
social networks in order to find abnormal activities. In a more recent 
perspective, Ardizzi et al. (2018, p. 105), Singh and Best (2019, p. 2) and 
Rtayli and Enneya (2020, p. 13) addressed techniques for detecting 
anomalies in financial systems, exploring issues such as outliers in 
payment systems, evidence of money laundering and fraud in financial 
transactions. Not surprisingly, this shows how this theme remains 
recurrent because it is important and characterizes a research trend. 

Among the articles analysed on this topic, there are unresolved or not 
considered problems in previous research, which may be relevant to this 
article. More precisely, considering recent literature review articles, the 
chosen analysis methods consisted of reviewing and examining data 
mining techniques for detecting financial fraud and classifying them 
according to the types of fraud (Al-Hashedi & Magalingam, 2021, p. 5), 
identifying and analysing researches using Graph-Based Anomaly 
Detection (GBAD) techniques in the context of financial fraud detection 
(Pourhabibi et al., 2020, p. 1) and exploring advantages and disadvan
tages of methods that may reveal fraudulent and dishonest behaviour in 
organisations (Houdek, 2020, p. 1), as shown below: 

It reveals the most frequent financial fraud detection technique used in 
data mining that can result in disclosing fraud in financial domains with 
high-performance accuracy and provides a new classification framework 
for financial fraud as well as creating a roadmap for researchers and 
practitioners seeking to better understand this field. 

Al-Hashedi and Magalingam (2021, p. 3). 

We focus on research undertaken between 2007 and 2018 to provide a 
synthesized understanding of the state-of-the-art GBAD methods, identify 
key research issues raised against application contexts, and establish 
future directions to expand GBAD research in fraud detection. 

Pourhabibi et al. (2020, p. 2). 

This article supplies an interdisciplinary and multilevel overview of 
methods how to identify (not only) organizational misdeeds, the pros and 
cons of the use of each individual method, and the limitations and 
strengths of their results based on cherry-picked current studies. 

Houdek (2020, p. 1). 

Although there are such systematizations of literature, the approach 
used in all of them is mainly aimed at detecting financial fraud, not 
specifically considering the identification of anomalies present in the 
systems, which may or may not configure such frauds. For example, they 
may indicate illegal money laundering financial transactions (Ardizzi 
et al., 2018, p. 106) through abnormal behaviour patterns in the data. 
Observing this context, the objective of this literature review is to system
atize the knowledge about anomaly detection in the financial sector in order 
to consolidate the main techniques used in this area and identify existing gaps. 
To carry out this research, we used the five-step technique by Jabbour 
(2013, p. 145) and Lage Junior and Godinho Filho (2010, p. 14), later 
successfully disseminated by other papers (Amui, Jabbour, de Sousa 
Jabbour, & Kannan, 2017, p. 311; Barboza, Kimura, Sobreiro, & Basso, 
2016, pp. 328–329; Ferraz, Falguera, Mariano, & Hartmann, 2021, p. 7; 
Singh et al., 2019, p. 164; Stefanelli, Teixeira, Oliveira, Ferreira, & 
Sehnem, 2019, pp. 2050–2051; Talan & Sharma, 2019, p. 355). In sum, 
these authors recommended classifying and coding characteristics 
related to relevant articles; building brief summaries of the contribu
tions discussed; analysing and describing strengths, weaknesses and 
methods addressed by each one; creating a framework of analysed ar
ticles; and providing an agenda for future research pertinent to the topic. 

Thus, this systematization can contribute to identifying relevant 
techniques and results for this area of study from a decision maker's 
perspective because the management of decision support systems, which 
help in predicting risks and fraud through anomaly detection, has a 
direct effect on an organisation's economic performance (Severino & 
Peng, 2021, p. 2). Based on this, a manager needs to choose the tech
niques and the most relevant technological intervention parameters to 

be applied to its systems, so that the financial management can be done 
in a more efficiently way through robust and coherent risk metrics 
(Byers, Popova, & Simkins, 2021, p. 1) that ensure the continuity of its 
processes, reinforcing cybersecurity (Wessels et al., 2021, p. 1) and 
preventing the organisation from being the target of illegal acts or errors 
and transactional deviations and, thus, enabling the corporate survival 
(Konopik et al., 2022, p. 1). 

Hence, in broad terms, the five-step technique used in this paper can 
indicate financial anomaly detection approaches by correlating them to 
different factors according to the predefined classifications that will 
drive the descriptive analysis (Cabral & Dhar, 2019b, p. 2245), so future 
researchers will be able to find a database and statistics that inspire them 
to develop their own studies (Mallinguh & Zéman, 2020, p. 163) and to 
improve further the methods of detecting anomalies within the financial 
arena. In contrast, managers of organisations will be able to make more 
reasonable choices of techniques that enable greater interpretability 
according to the scenarios in which they find themselves, in order to 
optimize the decision-making process (Sá, Pereira, & Pappa, 2018, p. 
26). This will benefit not only researchers and managers, but also 
financial systems in general, since a more precise allocation of methods 
in specific systems will be available to connect the dynamic capabilities 
of detection techniques with the process of digital transformation, 
defining opportunities and transforming available resources (Konopik 
et al., 2022, p. 2), which can result in business models that deliver 
financial services more efficiently (Barroso & Laborda, 2022, p. 1). 

In addition to this introduction, the rest of the article is structured as 
follows: a detailed presentation of the research method used is presented 
in Section 2. Next, in Section 3 the classification/coding method used in 
the relevant articles is indicated. Section 4 is structured to present the 
results obtained and discussions relevant to the present literature re
view. Finally, the conclusions of this work as well as guidelines for 
future research are presented in Section 5. 

2. Research method 

This study presents a systematic literature review, which provides a 
comprehensive view of an area of research (Silva et al., 2020, p. 2) 
through identifying relevant articles based on selection criteria (Zhang 
& Benyoucef, 2016, p. 96) and synthesizing data, queries, and research 
techniques (Ain, Vaia, DeLone, & Waheed, 2019, p. 2). It allows for an 
in-depth analysis of scientific knowledge as it selects a dominant data
base in which research is performed, using a combination of keywords 
related to the topic of study, and reading relevant articles (Hosseini & 
Ivanov, 2020, p. 2). This is done to identify peer-reviewed articles that 
can help the scientific decision-making process (Rajaeian, Cater-Steel, & 
Lane, 2017, p. 45) based on recognizing research questions and research 
agenda suggestions for future investigations within the relevant theme 
(Wu, Ngai, Wu, & Wu, 2020, p. 1). 

Several authors (Ahmed, Deokar, & Lee, 2021, p. 3; Henrique, 
Sobreiro, & Kimura, 2019, p. 227; Amani & Fadlalla, 2017, p. 34; 
Seuring, 2013, p. 1514) have already excellently used this method and it 
has proven to be advantageous for the scientific community. Within the 
theme of anomaly detection, this research technique was recently used 
by authors such as Al-Hashedi and Magalingam (2021, p. 6), Pourhabibi 
et al. (2020, p. 1) and Houdek (2020, p. 1), considering mainly anom
alies that signal the existence of fraud. Based on this, the present study 
aims to complement these previous researches. Furthermore, its focus on 
identifying techniques for detecting anomalies on digital business 
financial systems that also manifest themselves in other ways in addition 
to fraud distinguishes this work. 

Thus, the literature review model to be developed was proposed by 
Jabbour (2013, p. 145) and Lage Junior and Godinho Filho (2010, p. 14) 
and follows the five steps briefly outlined below: 
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• First Step: Conduct a systematic search of available articles in a 
reliable database of variations of techniques used to detect 
anomalies.  

• Second Step: Develop a classification and coding framework.  
• Third Step: Apply the classification framework to synthesize and 

present study trends on anomaly detection.  
• Fourth Step: Outline a framework portraying the composition of the 

literature review, its main results and what it represents according to 
the pre-established coding. 

• Fifth Step: Analyse and discuss the results and, based on that, pro
pose suggestions for future research. 

This literature review technique has already been used and dissem
inated in several papers published in international journals (Henriques, 
Sobreiro, & Kimura, 2018, p. 145; Lee et al., 2021, p. 68415; Mariano, 
Sobreiro, & Do Nascimento Rebelatto, 2015, pp. 34–35; Masudin & 
Fernanda, 2019, p. 2; Nazário, Silva, Sobreiro, & Kimura, 2017, pp. 
116–117; Salim, Rahman, & Wahab, 2019, p. 1449). As scientific studies 
seek to describe, explain, predict, or evaluate phenomena (Abreu, 
Kimura, & Sobreiro, 2019, p. 197), this review method makes tracking 
the evolution and main contributions within the field of study possible 
(Cruz, Kimura, & Sobreiro, 2019, p.80) by mapping and identifying the 
main characteristics and topics of articles (Pinheiro et al., 2019, p. 844) 
and by grouping them for deeper exploration of the analysis theme 
(Ferreira, Sobreiro, Kimura, & Barboza, 2016, p. 114), creating a com
plete view of the existing knowledge (Henriques, Sobreiro, Kimura, & 
Mariano, 2020, p. 6). This is done through a search for and selection of 
articles using a combination of keywords that allows for increasing the 
scope and reach of the research (Jabbour et al., 2017, p. 291) and by 
elaborating a classification framework that proposes guidelines for 
categorization of the selected articles (Cabral & Dhar, 2019a, p. 26). 

From that, this technique permits the content and characteristics of 
the papers to be broken down and allocated according to the pre- 
established encodings, creating a new perspective of literary analysis 
through the statistical data generated (Silva, Kimura, & Sobreiro, 2017, 
p. 92). Based on such data, this literature review model will uncover 
research trends in not only an isolated way, but also by considering 
combinations of several factors that involve the results of studies about 
the detection of anomalies in the digital financial sector, proving 
adequate to answer research questions (Pham, Hoang, & Phan, 2019, p. 
848) and reveal gaps for additional investigation (Bajaj, Kashiramka, & 
Singh, 2020, p. 176). Such research gaps will allow the critical consid
eration of challenges and guide future research directions within the 
study area (Abu et al., 2021, p. 755; Khudzari, Kurian, Tartakovsky, & 
Raghavan, 2018, p. 52). 

The benefits that can come from this can be found both in the aca
demic sphere and in the financial sphere, as this method allows the 
identification, evaluation and synthesis of existing works produced by 
researchers, scholars, and practitioners (Okoli, 2015, p. 880). The 
resulting graphical abstract can function as a visual tool for future re
searchers of this theme to use as a basis or starting point to develop more 
targeted or pertinent research in the area, as it represents a creative, 
concise and impactful way of communicating scientific information 
(Ojha, 2021, p. 218). Subsequently, these studies can have a positive 
influence on financial systems that use these more accurate models, 
because powerful fraud detection systems can not only detect but also 
prevent anomalies, reducing possible financial losses (Höppner et al., 
2022, p. 291) and enabling a higher protection of the data (Elsaify & 
Hasan, 2021, p. 2), which enables the creation of healthy environments 
for the development and transformation of the digital business 
ecosystem (Hanafizadeh & Kim, 2020, p. 1). 

Considering this, the first step of this research was conducted be
tween June and July of 2021. A meticulous search was conducted using 
keywords referring to the topic of study, contained in the titles and 
abstracts of the articles to be chosen and analysed. To carry out such 
research, we chose the ScienceDirect® database, operated by Elsevier®. 

As of now, this database has a portfolio of 2650 journals with more than 
24,000 editors (Plc, 2021, p. 14), subdivided into the areas of Health 
Sciences, Life Sciences, Physical Sciences and Engineering and Social 
Sciences and Humanities. The database provides international access to 
scientific publications in different areas. ScienceDirect distributes and 
allows access to scientific contents and integrates researchers with peer- 
reviewed primary scientific and medical researches (Plc, 2021, p. 14). 
This is done by accessing scientific articles based on keywords, author 
name, journal/book title and other advanced types of research. 

Therefore, in a more detailed way, to carry out this literature review, 
the keywords included “anomaly detection finance”, “outlier detection 
finance”, “anomaly detection economics”, “anomaly detection financial 
fraud”, “anomalous activity finance”, and other variations. Also, words 
were used in the advanced search section using the boolean marker “OR” 
to increase the chances of the search success, such as, “financial”, 
“finance”, “fraud”, “machine learning”, “anomaly detection”, and 
“detection”. To further narrow the search in the article database, filters 
related to years of publication were used, with articles published from 
between 2017 and 2021 being chosen only, aiming at a more current 
literature review. Moreover, because this literature review is about 
detecting anomalies in financial systems, the subject areas “Economics, 
Econometrics and Finance” and “Business, Management and Account
ing” were chosen. 

Considering all the searches, we found a large number of articles 
with the keywords and filters established. However, after recognizing 
the titles of each article, it was possible to notice that within the 
keyword variations, the searches returned many repeated articles, which 
reduced the number of articles considered new. For example, the key
words “anomaly detection finance” resulted in 71 articles of which only 
22 were considered for the literature review. In addition, by consulting 
the abstracts of the articles found, it is possible to identify research that 
did not fit the topic to be studied, not involving, for example, methods or 
techniques for detecting anomalies, such as the paper of Bouzguenda 
(2018, p. 273) that addressed the effect of emotional intelligence in the 
financial decision-making process, or the article of Jung and Jeong 
(2020, p. 1), which presented a case study that explored techniques for 
predicting social media engagement level. 

Thus, after selecting articles based on the listed criteria, we identified 
66 articles relevant to the present study. However, the thorough reading 
of each of these remaining articles signalled some articles that were not 
compatible with the selection criteria, such as the study of Frömmel 
et al. (2021, p. 1) on low liquidity anomalies in China's stock beta, with a 
focus on exploring such anomalies and not on anomaly detection tech
niques within the context of the Chinese financial market. Another 
example of an unconsidered article was the research of Cumming et al. 
(2018, p. 130), which addressed market abuse, analysing differences in 
the intensity of law enforcement in European countries; therefore, not 
discussing issues related detecting anomalies or fraud that could cause 
such abuse. In summary, 48 articles fit the selection criteria considered 
for the literature review. This history of research and selection of articles 
is presented in Table 1. 

The selected papers focused on methods and techniques for detecting 
anomalies, fraud and outliers in different financial systems, and a brief 
summary of each of these studies can be found in Table 2. After selecting 
these articles, as well indicated in the articles by Jabbour (2013, p. 145) 
and Lage Junior and Godinho Filho (2010, p. 14), we performed the 
second step of the research method in which the articles were classified 
into categories of analysis based on codes of distinction. The third step 
synthesized the existing scientific knowledge to enable a more 
comprehensive view of the study area. In line with the third step, the 
fourth step enabled a visual understanding of the results and trends in 
the current literature on detecting financial anomalies. Finally, the fifth 
step concluded the review by discussing the results and proposing a 
research agenda for future investigations. All the necessary steps for this 
research can be visually understood through the graphical abstract 
presented in Fig. 1, inspired by the studies Al-Hashedi and Magalingam 
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(2021, p. 5) and Pourhabibi et al. (2020, p. 3) developed. 
In the next section, the second step of the research method will be 

presented: Classification and coding. From this, it is possible to cate
gorize the selected articles and carry out a review of the existing liter
ature in the last five years within the theme of detecting anomalies in 
financial systems. 

3. Classification and coding 

After the selection and reading of the articles in the present study 
base, a classification framework was built with codes to categorize the 
papers in a relevant way to the research theme of the review. Its struc
ture is composed of 10 classification categories, numbered from 1 to 10, 
which are combined with a coding presented in the form of letters (A, B, 
C, D, and so on) juxtaposed to the numbers, which represent sub
categories of classification to promote further analysis of research trends 
in the context of methods and techniques for detecting anomalies in 
financial systems. In Table 3, the classification framework is presented. 
Considering this system of classification, the articles were analysed and 
incorporated into the structure, with codes referring to each category of 
analysis being assigned to each of them. It is worth noting that an article 
can receive more than one code in a given category, as it can fit into 
more than one classification subtopic. 

Classification 1 involves the Economy Context in which the articles 
are inserted, considering the data's countries that are used to develop the 
research. The coding was done using the letters A-D. Codings “1A - 
Mature economy” and “1B - Non-mature economy” were chosen sub
categories based on the work of Jabbour (2013, pp. 145–146), with the 
aim of identifying whether the type of economy has any relationship 
with the development of fraudulent and criminal activities that may lead 
to the detection of anomalies in financial systems, considering that 
mature market economies have more stable economic structures while 
developing economies usually go through several structural changes 
(Borgersen & King, 2014, p. 102) that can make such actions viable. This 
category correlates the economic perspectives of the regions with the the 
interference that triggers the anomalies in the financial systems, 
enabling the identification of any relationship between the development 
of more or fewer studies in countries with mature or immature econo
mies over the last few years (Henriques et al., 2018, p. 146) by flagging 
the existence of incidents where financial concerns were aligned with 
anomaly detection (Ferreira et al., 2016, p. 8). It is relevant, since self- 
regulatory strategies used in different scenarios can be endowed with 
different approaches, which translates into different behavioural re
sponses and may or may not facilitate the emergence of anomalies that 

Table 1 
Number of papers selected from ScienceDirect®.  

Keywords Articles 

Found at 
ScienceDirect® 

Added to the 
Study Base 

Repeated or 
Withdrawn 

Anomaly detection 
finance. 

71 22 49 

Outlier detection 
finance. 

169 7 162 

Literature review 
anomaly detection 
finance. 

118 5 113 

Anomaly detection 
economics. 

69 3 66 

Anomaly detection 
financial fraud. 

304 23 281 

Credit card fraud 
detection. 70 1 69 

Anomalous activity 
finance. 85 5 80 

Exclusion after reading. – – 18 
Total of Papers. – 48 –  

Table 2 
Brief summary of the selected articles.  

Articles Brief Summary 

Al-Hashedi and Magalingam 
(2021). 

Proposed a literature review to complement 
the sample of articles reviewed by other 
authors and also to present a comprehensive 
summary of recent research on the use of Data 
Mining techniques to promote fraud 
detection in the financial area. 

Andor and Bohák (2017). Proposed an innovative approach that 
promotes the identification of significant 
events in financial price time series from 
statistical tests to explore the detection of 
abrupt changes in the sample used. 

Arboleda et al. (2018). Used operators based on slice and dice 
operations, Benford's Law and forensic 
accounting fraud detection techniques to 
identify signs of possible fraud in data 
warehouses. 

Ardizzi et al. (2018). Implemented an econometric analysis model 
on financial deposits made in Italy to define a 
series of risk indicators that can distinguish 
illegal and anomalous components from those 
considered legal and within the normality 
level. 

Asha and Suresh Kumar (2021) Used different machine learning algorithms 
to identify the best performance in detecting 
fraudulent transactions made with credit 
cards. 

Ausloos et al. (2021). Explored the conformity of the distributions 
of the daily closing values of the S&P 500 and 
the corresponding daily logarithmic returns 
with the significant digits of Benford's Law. 

Azevedo et al. (2021). Evaluated the application of Benford's Law as 
a technique to detect payment fraud 
promoted by the Brazilian Bolsa Família 
benefits program in order to select regions 
that provide a suspicious distribution of 
capital. 

Badal-Valero et al. (2018). Presented a tool to identify, based on 
accounting data, fraudulent companies, 
detect criminals who carry out money 
laundering actions, and reduce the likelihood 
of errors in distinguishing between 
companies with illegal operations and those 
operating correctly. 

Baesens et al. (2021). Presented the use of data engineering 
techniques, broken down into feature 
engineering and instance engineering, to 
improve the performance of an analytical 
fraud detection model based on real payment 
transaction data from a European bank. 

Baker et al. (2017). Examined flaws that made it possible to 
detect fraud in the trade information system, 
which caused a financial meltdown in a 
European bank, in order to identify suitable 
control opportunities. 

Byers et al. (2021). Analysed the presence of outliers in 
commodity futures price data through a 
machine learning algorithm, which is also 
used to investigate the impact of these 
outliers on commodity risk measures. 

Canhoto (2021). Carried out an investigation into the use of 
machine learning algorithms to detect 
suspicious financial transactions, in addition 
to predicting and preventing money 
laundering and terrorist financing actions. 

Carmona et al. (2019). Explored the use of Extreme Gradient 
Boosting, a machine learning method, to 
improve the accuracy of predicting bank 
failures in the US by identifying key variables 
that can anticipate and predict banking 
patterns and even prevent financial crises. 

Carneiro et al. (2017). Presented the development and 
implementation of a risk scoring system that 
promotes the detection of credit card fraud 

(continued on next page) 
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Table 2 (continued ) 

Articles Brief Summary 

based on machine learning methods in an 
online retail company. 

Carta et al. (2019). Presented an innovative technique that 
combines machine learning and statistics to 
maximize the ability to detect fraudulent 
credit card transactions in an e-commerce. 

Chen et al. (2020). Used machine learning algorithms combined 
with credit score models to define a hybrid 
credit card fraud detection model capable of 
signalling the occurrence of discrepancies 
between a person's current situation and their 
situation in the near future. 

Climent et al. (2019). Applied a machine learning method to build a 
classification model that identifies and 
monitors a set of relevant indicators and 
variables that can help predict and prevent 
bank failure in the Eurozone. 

Druică et al. (2018). Analysed the compliance of the first two 
digits of the annual bank balances of a bank in 
Romania with Benford's Law based on 
statistical tests. 

Forough and Momtazi (2021). Presented a model that combines sequential 
data modelling with neural network 
algorithms to obtain better performance in 
the detection of credit card fraud. 

Gianini et al. (2020). Developed a rules management model for 
credit card fraud detection using a power- 
index based on Game Theory that evaluates 
and updates the rules and performance of 
their applications. 

González-Sánchez (2021). Analysed the existence of outliers in financial 
markets and investigated whether such 
deviations cause the time scaling process and 
what are the behavioural effects resulting 
from this possible correlation. 

Houdek (2020). Proposed a literature review in which it is 
possible to explore the advantages and 
disadvantages of methods that may reveal 
fraudulent and dishonest behaviour in 
organisations, as well as the pros and cons of 
each of these methods. 

Jurgovsky et al. (2018). Presented a technique of long-term memory 
networks to understand the individual 
purchase behaviour of each credit card holder 
in order to improve the detection of fraud in 
future transactions. 

León (2020). Presented a method of investigating payment 
networks in order to detect unusual changes 
in connection resources, which deviate from 
what is considered a normal network 
structure, signalling an anomalous network. 

León et al. (2020). Discussed the use of a machine learning 
method to understand the behaviour of 
payment systems at financial institutions in 
Colombia that serves as a tool to monitor and 
detect anomalies. 

Lin et al. (2018). Investigated the accounting manipulations 
made by corporate directors called fat cats 
and their impacts in contrast to the Benford's 
Law's significant number distribution model. 

Lucas et al. (2020). Proposed a machine learning model that 
quantifies the similarity between observed 
transaction sequences and fraudulent credit 
card transaction sequences of a European 
company, in order to improve the fraud 
detection process. 

Mamede and Malaquias (2017). Analysed the difference in behaviour patterns 
in Brazilian hedge fund stocks, in order to 
identify and understand anomalies caused by 
the Monday Effect that cause investment 
returns to be abnormal. 

Misra et al. (2020). Proposed a two-stage machine learning 
model, in which resources are first extracted 
from the dataset to promote the learning of 
significant transactional attributes and then  

Table 2 (continued ) 

Articles Brief Summary 

identify if there is fraud in credit card 
transactions. 

Nikkel (2020). Presented a reflection on the recognition of 
Fintech Forensics as a digital forensics tool to 
detect criminal actions that abuse of financial 
technologies to commit fraud, money 
laundering and extortion. 

Parnes (2020). Promoted the investigation of anomalies in 
the S&P 500 market index in different 
economic aspects to detect patterns of 
behaviour, and also examines deviations 
between the S&P 500 market index and nine 
American financial indicators. 

Patil et al. (2018). Proposed an analytical and self-adaptive 
framework model in order to identify credit 
card fraud and also compare the performance 
of different fraud detection algorithms in 
order to improve the model. 

Pourhabibi et al. (2020). Presented a literature review to consolidate 
existing knowledge about the use of Graph- 
Based Anomaly Detection Techniques in the 
context of financial fraud detection based on 
a mapping of research trends, methods and 
challenges. 

Rocha-Salazar, Segovia-Vargas, and 
del Mar Camacho-Miñano (2021). 

Presented a model for detecting suspicious 
financial transactions related to money 
laundering and terrorist financing based on 
an abnormality indicator based on variables 
that enable behavioural analysis of the 
transactions. 

Rtayli and Enneya (2020). Developed a new hybrid model that combines 
machine learning methods and techniques to 
improve the efficiency of predicting 
fraudulent credit card transactions. 

Rubio et al. (2020). Developed an autoencoder for a bank 
payment system in Ecuador to understand 
payment patterns and detect possible 
anomalies from neural networks. 

Sá et al. (2018). Presented the use of a bayesian network 
classifier algorithm as a method of detecting 
fraud in credit card transactions in order to 
classify and distinguish legitimate 
transactions from fraudulent transactions. 

Sabetti and Heijmans (2021). Developed an autoencoder based on machine 
learning methods that recognize patterns in a 
retail payment system that do not conform to 
expected behaviour and are considered 
anomalies. 

Severino and Peng (2021). Presented a comparative analysis of how the 
use of different machine learning models can 
contribute to the detection of fraud in 
property insurance policies. 

Shi et al. (2018). Conducted a statistical test to assess whether 
the price indices of financial reporting 
countries with a non-mature economy were in 
compliance with the significant digits of 
Benford's Law or if they had anomalous 
values. 

Singh and Best (2019). Demonstrated the application of visualization 
techniques that promote the investigation of 
financial transactions by detecting patterns 
that represent potential money laundering 
activities. 

Stripling et al. (2018). Presented a machine learning approach that 
promotes isolation-based anomaly detection 
in data from a European insurance company 
from the computation of conditional anomaly 
scores considered useful for identifying fraud. 

Subudhi and Panigrahi (2020). Proposed a new hybrid model that applies 
genetic algorithms with clustering techniques 
to improve the auto insurance fraud 
identification process. 

Tardelli, Avvenuti, Tesconi, and 
Cresci (2021). 

Presented two methods of automatic 
detection of financial misinformation in a 
social network through classification and 

(continued on next page) 
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may alter economic contexts (Florack, Keller, & Palcu, 2013, p. 127). In 
line with this categorization, Classification 2 was structured, which 
signals the Geographical Research Location when indicating the conti
nents related to the countries of the research data. 

Listing the geographic location where the papers were developed 
allows not only an analysis correlated with economic factors from the 
first classification, but also a more detailed examination of the combined 
effects of geographic knowledge and geographic research activity 
(Hohberger & Wilden, 2022, p. 706). This is because studies carried out 
in different localities exhibit particular characteristics (Boubakri, 
Guedhami, & Saffar, 2016, p. 364; Henriques et al., 2018, p. 146) that 
reflect at the available resources, the level of communication and the 
degree of prosperity and financial activity of organisations (Chen, 2016, 
p. 323) and affect control skills and data monitoring (Boubaker, Der
ouiche, & Lasfer, 2015, p. 24). 

Therefore, the geographic analysis complements the first classifica
tion in a more specific way (Ferreira et al., 2016, p. 9), seeking to 
identify whether financial anomalies may be related to specific regions 
or countries, and may be considered endemic. This classification is 
relevant, since countries around the globe have different levels of 
maturity in their economic, financial and legal systems (Nazário et al., 
2017, p. 118), which may appear in the fight against anomalies when 
they are drawn in order to create financial gains or losses and may reflect 
in the increase or decrease of academic discussion in face of the exis
tence of financial anomalies. The coding was done considering the let
ters A-H, aiming to identify niches or specific research groups relevant to 
the theme that can provide insights into how anomalies are seen and 
treated according to the place where they are identified and determine 
whether this factor influences the academic approaches developed. 

Table 2 (continued ) 

Articles Brief Summary 

regression to estimate the amount of 
inorganic content in financial discussions. 

Wang and Xu (2018). Presented an automobile insurance fraud 
identification model that combines the use of 
Data Mining methods with the experience of 
analysing experts involved with the data to 
increase detection accuracy. 

Yan et al. (2020). Proposed a method that combines machine 
learning, statistics and computer simulations 
to promote the detection of car insurance 
fraud. 

Zhai et al. (2017). Presented a hybrid model composed of Data 
Mining techniques capable of identifying 
anomalous patterns and behaviours in 
commercial exchanges made in an American 
stock market. 

Zoričák, Gnip, Drotár, and Gazda 
(2020). 

Presented a bank failure prediction tool that, 
based on the detection of relevant financial 
attributes, can identify which companies are 
healthy and which are not in accordance with 
financial abnormality data.  

Fig. 1. Systematic literature review graphical abstract. 
Notes: Based on the studies of Pourhabibi et al. (2020, p. 3) and Al-Hashedi and Magalingam (2021, p. 5). 
Notes: 1A - Mature economy; 1B - Non-mature economy; 1C - Not informed; and 1D - Not applicable. 
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The articles in these categories classified as “1C - Not informed” and 
“2G - Others” were those that used some type of data to construct the 
research, but did not specify their geographic origin, such as, for 

example, the study developed by Chen et al. (2020, p. 3) which adopted 
a dataset with selected credit card transactions from the Kaggle1 and 
UCI2 machine learning repositories to present its research method, but 
did not make it explicit the countries of the chosen data. On the other 
hand, articles classified as “1D - Not applicable” in the economic context 
category and “2H - Not applicable” in the research geographic location 
category did not fit the previously established classification forms. Ar
ticles classified with these codes did not present data that refer to 
geographic sources of study, such as the literature review developed by 
Pourhabibi et al. (2020, pp. 2–3) which used articles within the theme of 
fraud detection, published in international journals to promote an in- 
depth analysis of graph-based anomaly detection techniques in this area. 

Classification 3, structured on the A-H coding scale, signals the 
Research Method used by the authors on the development of their 
research on anomalies. The idea behind this classification is to recognize 
which methods are most used within the anomaly detection field in 
order to identify research trends. Considering that pattern identification 
is often related to various computer simulations through algorithms, 
statistics and distributions, especially using machine learning, bayesian 
statistics and Benford's Law, it is expected that the majority of articles 
are classified as “3B - Quantitative”, as the adoption of quantitative 
models promotes promising and rapid analyses that can easily map the 
object of study and provide relevant insights to the research (Ciaccio 
et al., 2019, p. 120). It is worth noting that the classification “3C - 
Conceptual” was used for articles that promote a literature review, since 
such articles are in line with the objectives of a conceptual research, 
based on the observation, investigation and analysis of methods and 
concepts to identify research gaps (Soulé, Michonneau, Michel, & 
Bockstaller, 2021, p. 2). However, this classification was also created to 
identify the existence of conceptual research that establishes common 
practices to be developed in the detection of anomalous patterns in order 
to better understand if there is a structural pattern of research perfor
mance that allows for more significant comparisons between them. 

Classification 4 refers to the Application Area in which the researches 
develop anomaly detection methods, with a coding scale ranging from 
A-G. These areas were chosen based on the trends of studies developed 
in the articles and relate the various sectors of the financial industry 
where fraud (Azevedo, Gonçalves, Gava, & Spinola, 2021, pp. 1–2; Yan 
et al., 2020, pp. 115–116; Sá et al., 2018, pp. 21–22), data tampering 
(Ausloos, Ficcadenti, Dhesi, & Shakeel, 2021, pp. 2–3; Druică, Oancea, 
& Vâlsan, 2018, pp. 77–79; Shi, Ausloos, & Zhu, 2018, pp. 879–880), 
capital misuse (Singh & Best, 2019, pp. 1–2; Ardizzi et al., 2018, pp. 
105–106; Badal-Valero, Alvarez-Jareño, & Pavía, 2018, pp. 24–25), 
among other actions that may indicate abnormalities in the systems, can 
occur. 

The main objective of this classification is to identify the various 
tools or techniques used to identify the anomalies related to a specific 
area so the expertise arising from them and the considered approach can 
be applied in other areas of knowledge. This is because with the 
advancement of communication and technologies in the financial sector, 
a highly connected world that offers a wide range of information easily 
accessed through anonymous accounts has been created, which became 
an incentive for fraudsters to manipulate the various financial systems, 
hiding their malicious activities among the large amounts of data (Hooi 
et al., 2017, p. 1; Pourhabibi et al., 2020, p. 1). In this way, identifying 
the approaches used according to specific areas can serve as basis and 
inspiration for their applications in new systems and subsequently pre
vent the spread of illegal acts, either in financial systems already in place 
or in those entering the market through digital transformation (Nikkel, 
2020, p. 1). 

In conjunction with this, Classification 5 indicates the approach 

Table 3 
Classification and coding framework.  

Classification Meaning Codes 

1 Economic Context. 

1A - Mature economy. 
1B - Non-mature economy. 
1C - Not informed. 
1D - Not applicable. 

2 Geographical Research 
Location. 

2A - America. 
2B - Europe. 
2C - Asia. 
2D - Africa. 
2E - Oceania. 
2F - All continents. 
2G - Others. 
2H - Not applicable. 

3 Research Method. 

3A - Qualitative. 
3B - Quantitative. 
3C - Conceptual. 
3D - Modelling. 
3E - Survey. 
3F - Others quantitative 
approaches. 
3G - Single case study. 
3H - Multiple case study. 

4 Application Area. 

4A - Banking. 
4B - Actuarial. 
4C - Financial market. 
4D - Social security. 
4E - Financial accounting. 
4F - Others. 
4G - Not applicable. 

5 Focus. 

5A - Credit card. 
5B - Insurance. 
5C - Financial welfare benefits. 
5D - Financial transactions. 
5E - Financial statements. 
5F - Stocks and commodities. 
5G - Others. 
5H - Not applicable. 

6 Dataset Used. 

6A - Real. 
6B - Synthetic/Artificial. 
6C - Others. 
6D - Not applicable. 

7 Availability. 

7A - Restricted access. 
7B - Unrestricted access. 
7C - Others. 
7D - Not applicable. 

8 Technique Used. 

8A - Machine learning. 
8B - Statistics. 
8C - Bayesian statistics. 
8D - Benford's law. 
8E - Graph methods (visual). 
8F - Computer simulations. 
8G - Others. 
8H - Not applicable. 

9 Number of Strategies. 

9A - One. 
9B - Two. 
9C - Three. 
9D - Four or more. 
9E - Others. 
9F - Not applicable. 

10 Journal's Subject Category. 

10A - Health sciences. 
10B - Life sciences. 
10C - Physical sciences and 
engineering. 
10D - Social sciences and 
humanities.  

1 Kaggle website: https://www.kaggle.com/https://www.kaggle.com/.  
2 UCI Machine Learning website: https://archive.ics.uci.edu/ ml/index.phph 

ttps://archive.ics.uci.edu/ml/index.php. 
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Focus, within the application areas, chosen by the researchers to develop 
and study anomaly identification techniques. This classification aims to 
further narrow the understanding of the anomaly detection approaches 
chosen for specific research focuses and application areas, in order to act 
as a support for future researchers to be able to more easily identify how 
the different anomaly identification techniques are chosen and how they 
correlate with different financial areas based on their characteristics and 
needs. The coding scale covers the letters A-H. The articles that received 
the encoding “5G - Others” cover study sectors that do not fit into the 
proposed sub categorizations, such as the study proposed by Arboleda 
et al. (2018, pp. 14–17) which, in addition to financial statements, 
addressed sales operations from a data warehouse. 

Classification 6 is related to the Dataset Used for the construction of 
anomaly detection methods, considering a scale ranging from A-D. It is 
relevant to identify which articles used a database with real data to 
validate their study model and which used artificial or simulated data, 
since the use of real data, even when combined with synthetic data, 
produces a better version of the detection model (Shtanko & Kulik, 
2021, p. 712). In addition, financial markets generate large volumes of 
data and, therefore, analysing the data used can reveal useful and 
valuable information for the decision-making process (Wang & Wei
gend, 2004, p. 457). Classification 7, Availability, also considers the data 
used for searches, indicating whether they have restricted access or 
unrestricted access from the A-D scale. The codes “6C - Others” and “7C - 
Others” are used, respectively, when the authors do not specify whether 
the database is real or artificial, and do not inform the origin of the data, 
and it is not possible to identify whether such data is public or private. 
On the other hand, the codes “6D - Not applicable” and “7D - Not 
applicable”, when used, signal that the article does not fit these forms of 
classification. For example, this occurs with articles defined as literature 
reviews, a method adopted by the authors Al-Hashedi and Magalingam 
(2021, pp. 5–6), Pourhabibi et al. (2020, pp. 2–3) and Houdek (2020, p. 
1), which do not have a database with validation data for analysing 
techniques and methods. 

Classification 8 referred to the Technique Used to detect the most 
diverse forms of anomalies in financial systems, based on a coding scale 
ranging from A-H. The encoding “8G - Others” is used when the articles 
to be classified do not correspond to the proposed classification options, 
but still present techniques capable of identifying anomalies, and the 
encoding “8H - Not applicable” is chosen when the article does not 
support this form of classification. Considering the variety of existing 
techniques for analysis in this literature review, Classification 9 was 
structured following the A-F scale in order to verify the Number of 
Strategies used in the papers to detect anomalies, that is, the number of 
techniques used in a single model of studies. This classification was 
chosen in order to enable analysis on the trend of using combined 
techniques, since normally hybrid models are more accurate than those 
with single processes (Chen et al., 2020, p. 3) and the combination of 
methods can improve the prediction procedure to be developed (San
karrao, Ghose, & Rathinsamy, 2021, p. 2). 

Finally, Classification 10, structured in the A-D coding scale, was 
designed to identify the areas of greatest incidence of studies within the 
theme of detecting anomalies in financial systems, considering the 
Journal's Subject Category from ScienceDirect®. The categories are: 
Health sciences (medicine and dentistry; nursing and health professions; 
pharmacology, toxicology and pharmaceutical science; and veterinary 
science and veterinary medicine), Life sciences (agricultural and bio
logical sciences; biochemistry, genetics and molecular biology; envi
ronmental science; immunology and microbiology; and neuroscience), 
Physical sciences and engineering (chemical engineering; chemistry; 
computer science; earth and planetary sciences; energy; engineering; 
materials science; mathematics; and physics and astronomy), Social 
sciences and humanities (arts and humanities; business, management 
and accounting; decision sciences; economics, econometrics and finance 
psychology; and social sciences). It is worth noting that as the area of 
finance is a field of study of the social sciences, it is expected that the 

selected articles mostly fit into the “10D - Social sciences and human
ities” coding. 

4. Results and discussions 

Based on the proposed classification framework, the 48 selected ar
ticles were reviewed, analysed and categorized according to their 
specifications, as shown in Table 4. This classification seeks to enable an 
intelligible understanding and analysis of the knowledge and techniques 
developed in the selected papers. Based on this, this literature review on 
the topic of detecting anomalies in financial systems can outline study 
trends and identify future research opportunities according to a classi
fication system that allows for the recognition of parity and difference 
points between surveys. 

After classification, the categorized data obtained were statistically 
compiled using a script developed in the programming language Python, 
version 3.7, through Anaconda Distribution, by Anaconda Inc®. More 
precisely, this script automated the calculation of the descriptive statis
tics for each category. In addition, graphs were constructed from such 
data, which showed analysis and discussion of the results also in a visual 
way. The graphs were divided into two for each category, indicating the 
statistical data regarding the count of codes alone and the cluster of 
codes that appeared at the time of classification of each article, with the 
exception of classifications 9 and 10, in which there was no more than 
one indicated code for a single article. Therefore the statistical data only 
shows the count of isolated codes. 

4.1. Economic context 

This classification category was structured in order to list the 
selected articles according to their economic characteristics. Countries 
that have mature economies usually have more structured systems, with 
stricter laws and greater coercive pressure to promote regulation and 
inspection (Raj, Agrahari, & Srivastava, 2020, pp. 2–3). However, 
countries with a non-mature economy, even though they have different 
physical, financial and legal infrastructures, are increasingly investing in 
information technology (Arnott, Jirachiefpattana, & O'Donnell, 2007, p. 
2078) and creating decision support systems that can help both the 
public and private sectors in economic terms (Chaudhry, Li, Xu, & 
Zhang, 2007, p. 1987). Thus, identifying the economic context in which 
the anomaly detection models are applied in the articles is of paramount 
importance not only to verify the structural differences of the countries 
in question, but also to identify similarities and possible technological 
advances with regard to identifying fraud, misappropriation of capital or 
tampering with financial systems. 

The statistical data regarding the classifications of the articles can be 
seen through Fig. 2. The most used coding was “1A - Mature Economy”, 
covering 38% of the articles, which is in line with the research by Raj 
et al. (2020, p. 2) about the advances of more mature economies and, as 
a result, the number of surveys in these countries ends up being higher. 
However, it is necessary to observe that the classification percentage of 
the encoding “1B - Non-Mature Economy” is also significant, covering 
28% of the articles. Thus, it is possible to verify that the search for 
efficient anomaly detection models and techniques is not limited only to 
countries with mature economies but rather configures a similarity be
tween the two forms of economy. Nonetheless, in order to have 
comparative analysis at this level, it would be necessary for future 
research to combine a set of test data involving both mature and non- 
mature economy countries, as done in only one article among the 
selected ones (González-Sánchez, 2021, p. 7). There is, then, the first gap 
identified in this research, namely: 

G1: Develop papers that consider countries with mature and non- 
mature economies to identify similarities and divergences in their ap
proaches to the detection of anomalies and managing decision systems. 

In addition, a significant analysis that can be deepened is whether 
there is a correlation between the economic context of the research and 
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the behaviour of individuals, that is, whether there are economic factors 
that favour the increase in criminal actions that signal financial anom
alies and, consequently, they lead to an increase in the search for models 
that can identify these outliers and, thus, enable greater security for 
financial systems and for the individuals who benefit from them. 

It is worth noting that a gap observed is the significant number of 
articles that do not indicate the origin of the data used to apply and test 
the functionality of their detection models, with 28% of articles classi
fied in the category “1C - Not informed”, which covers studies which do 
not explain the location of the data and, therefore, do not allow an 
analysis of the economic context in which the research development is 
inserted. This is, therefore, the second opportune gap for future 
research, namely: 

G2: Indicate the origin of the data used for research, so that it is 
possible to relate them to their respective economic contexts. 

4.2. Geographical research location 

When producing a study on a topic, the analysis of how the 
geographic location factors in which the research is inserted is funda
mental for the acquisition of information that can be useful for different 

forms of investigation (Lozano, Schreiber, & Brynielsson, 2017, p. 18) 
and, consequently, such deeper contact with the information regarding 
the geographic position where the study is being conducted can be 
extremely important for understanding the different forms of expression 
of a research topic around the world. This occurs, since analysis about 
the location enable the understanding of possible behavioural patterns, 
spatial arrangements, groupings, in addition to probable relationships 
that may result from geographic phenomena (Pick, Turetken, Deokar, & 
Sarkar, 2017, p. 1). 

Checking and pondering the questions about the geographic location 
of the researches developed, in this context, can enable the attribution of 
information about the possible objects of interest, which can be shown 
as important characteristics to be considered by a decision-maker (Hess, 
Rubin, & West, 2004, p. 198), given that such particularities can influ
ence the interpretation of the situations under study. Based on this, the 
selected articles involving methods of detecting anomalies in different 
financial systems and frauds and criminal actions resulting from such 
abnormalities can be analysed according to the perspectives of the 
geographic position in which they were produced. It is worth noting that 
the perspective used for the analysis can be indicative of different forms 
of standard deviations, as, for example, in the study developed by 

Table 4 
Categorized articles based on the classification and coding framework.  

Selected Articles 1 2 3 4 5 6 7 8 9 10 

Al-Hashedi and Magalingam (2021). 1D 2H 3C 4G 5H 6D 7D 8H 9F 10C 
Andor and Bohák (2017). 1A 2A 3B 4C 5F 6A 7B 8B 9A 10D 
Arboleda et al. (2018). 1B 2A 3G 4E 5E/5G 6A 7A 8D 9A 10C 
Ardizzi et al. (2018). 1A 2B 3B/3D 4A 5D 6A 7A/7B 8B 9A 10D 
Asha and Suresh Kumar (2021) 1C 2B 3A 4A 5A 6A 7B 8A 9A 10A 
Ausloos et al. (2021). 1A 2A 3B 4C 5F 6A 7B 8B/8G 9B 10D 
Azevedo et al. (2021). 1B 2A 3B/3G 4D 5C/5E 6A 7B 8B/8D 9B 10C 
Badal-Valero et al. (2018). 1A 2B 3B 4A 5D 6A 7C 8A/8D 9B 10C 
Baesens et al. (2021). 1C 2B 3B 4A 5A 6A 7A 8A 9A 10C 
Baker et al. (2017). 1A 2B 3G 4A/4E 5F 6A 7B 8H 9A 10D 
Byers et al. (2021). 1C 2G 3B 4C 5F 6A 7B 8A 9A 10C 
Canhoto (2021). 1A 2B 3G 4A 5D 6A 7A 8A/8G 9B 10D 
Carmona et al. (2019). 1A 2A 3A 4A 5E 6A 7B 8A 9A 10D 
Carneiro et al. (2017). 1C 2G 3B/3G 4A 5A 6A 7A 8A 9C 10C 
Carta et al. (2019). 1C 2B 3B/3D 4A 5A 6A 7B 8A/8B 9B 10C 
Chen et al. (2020). 1C 2G 3B/3D 4A 5A 6C 7B 8A/8B 9B 10C 
Climent et al. (2019). 1A 2B 3B 4A/4E 5E 6A 7B 8A 9A 10D 
Druică et al. (2018). 1A 2B 3B 4A 5D/5E 6A 7B 8B/8D 9B 10D 
Forough and Momtazi (2021). 1B/1C 2A/2B 3B/3D 4A 5A 6A 7B 8A 9B 10C 
Gianini et al. (2020). 1C 2G 3B 4A 5A 6A 7A 8A/8G 9B 10C 
González-Sánchez (2021). 1A/1B 2F 3B 4C 5F 6A 7B 8B 9A 10D 
Houdek (2020). 1D 2H 3C/3H 4G 5H 6D 7D 8H 9F 10D 
Jurgovsky et al. (2018). 1C 2G 3B 4A 5A 6A 7C 8A 9A 10C 
León (2020). 1B 2A 3B 4A 5D 6A/6B 7A 8A/8G 9B 10D 
León et al. (2020). 1B 2A 3B 4A 5D 6A 7A 8A 9A 10D 
Lin et al. (2018). 1B 2C 3B 4E 5E 6A 7B 8B/8D 9B 10D 
Lucas et al. (2020). 1A 2B 3B 4A 5A 6A 7A 8A 9A 10C 
Mamede and Malaquias (2017). 1B 2A 3B 4C 5F 6A 7B 8B 9A 10D 
Misra et al. (2020). 1C 2B 3B/3D 4A 5A 6A 7B 8A 9A 10C 
Nikkel (2020). 1A 2B 3A 4A 5A/5D 6A 7B 8G 9A 10C 
Parnes (2020). 1A 2A 3A/3B 4C 5F 6A 7B 8A/8B/8E 9A 10D 
Patil et al. (2018). 1A 2B 3B 4A 5A 6A 7C 8A/8F 9B 10C 
Pourhabibi et al. (2020). 1D 2H 3C 4G 5H 6D 7D 8H 9F 10C 
Rocha-Salazar et al. (2021). 1B 2A 3B 4A 5D 6A 7A 8A 9A 10C 
Rtayli and Enneya (2020). 1C 2B/2G 3B/3D 4A 5A 6A/6B 7A/7B 8A/8G 9C 10C 
Rubio et al. (2020). 1B 2A 3B 4A 5D 6A 7C 8A 9A 10D 
Sá et al. (2018). 1B 2A 3B/3G 4A 5A 6A 7A 8A/8B 9B 10C 
Sabetti and Heijmans (2021). 1A 2A 3B 4E 5D 6A/6B 7D 8A 9A 10D 
Severino and Peng (2021). 1B 2A 3B 4B 5B 6A 7A 8A 9A 10C 
Shi et al. (2018). 1B 2A/2B/2C 3B 4E 5E 6A 7B 8B/8D 9B 10C 
Singh and Best (2019). 1C 2G 3A/3G 4A 5D 6A 7A 8E/8F 9B 10D 
Stripling et al. (2018). 1C 2B 3B 4B 5B 6A 7A 8A 9A 10C 
Subudhi and Panigrahi (2020). 1A 2A 3B 4B 5B 6A 7B 8A 9B 10C 
Tardelli et al. (2021). 1A 2A 3B/3G 4C 5F 6A 7B 8A 9B 10C 
Wang and Xu (2018). 1B 2C 3B 4B 5B 6A 7A 8A/8G 9B 10C 
Yan et al. (2020). 1C 2G 3B/3D 4B 5B 6A/6B 7A/7B 8A/8B/8F 9D 10B 
Zhai et al. (2017). 1A 2A 3B 4C 5F 6A 7B 8A/8B 9B 10C 
Zoričák et al. (2020). 1A 2B 3B 4A/4E 5E 6A 7B 8A/8B 9C 10D  
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Jurgovsky et al. (2018, p. 236) where fraudulent transactions can be 
analysed as anomalies in consumer behaviour or as a set of transactions 
that diverge from the class of genuine transactions. In this way, the point 
of view, when combined with the analysis of the geographic location of 
research produced on anomalies, signals the need to identify correla
tions between locations and the rates of criminal actions, or, between 
cultures and the way to position oneself about issues such as system 
security or punishment and justice. 

Statistical data from the classification of selected articles were pre
sented in Fig. 3. Most studies have been classified as “2A - America” and 
“2B - Europe”, so these two continents develop more research on how to 
identify anomalies in their financial systems, comprising 71% of the 
articles reviewed. Even among these articles, there are two that develop 
research considering countries on both continents (Forough & Momtazi, 
2021, pp. 6–7; Shi et al., 2018, p. 880). Considering this, it is worth 
discussing here the possible causes of this expressive number of papers 
on financial anomalies in American and European countries, in order to 
provide an illustration of the circumstances that possibly provide or 
justify such statistical data, such as the previously discussed cultural 
patterns and, subsequently, positions about the situation. 

Cultural dimensions are strongly used to find the reasons for the 
occurrence of variations in results between countries, as individuals who 
have divergent values, beliefs and preferences tend to act differently 
(Tung & Quaddus, 2002, p. 190). In addition, different cultures arouse 
dissimilar perspectives that, based on values, beliefs and norms, provide 
different human behaviours, and therefore generate attitudes and 
practices specific to each culture (Kankanhalli, Tan, Wei, & Holmes, 
2004, pp. 183–184). Likewise, divergent cultures can explain significant 
differences in terms of financial sector development and related issues 
Khan et al. (2021, p. 8). These cultural effects can be observed, for 
example, in the different discourses used by the authors to address the 
existence of anomalies in financial systems considering America and 
Europe. 

When it comes to America, Azevedo et al. (2021, p. 2) addressed 
corruption and embezzlement as a traditional and significant problem in 
the country of the survey data, such that not even social programs are 
free from criminal actions, and Parnes (2020, pp. 292–293) stated that 
the study of anomalies in conjunction with analysis of macroeconomic 
indicators can help not only in understanding the research topic, but also 
in understanding past events. With regard to Europe, Baker et al. (2017, 

Fig. 2. 1 - Economic Context. 
Notes: 2A - America; 2B - Europe; 2C - Asia; 2F - All continents; 2G - Others; and 2H - Not applicable. 

Fig. 3. 2 - Geographical Research Location. 
Notes: 3A - Qualitative; 3B - Quantitative; 3C - Conceptual; 3D - Modelling; 3G - Single case study; and 3H - Multiple case study. 
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p. 20) discussed the need to examine the failures and deviations that 
caused the failure of a bank internationally known for its expertise and 
high profitability in order to generate directions for future research, and 
Ardizzi et al. (2018, p. 106) addressed the importance of using anomaly 
detection tools in conjunction with the premises of an Italian strategic 
intelligence unit. Thus, the discourse of research carried out in American 
countries reinforces that such problems are established in countries and 
are constant, while the discourse of European countries builds argu
ments that reinforce local strategies and expertise, being less destructive 
in relation to the existence of anomalies in the financial systems. Such 
approaches can be derived from cultural effects as well as the frequency 
of surveys across continents. 

Still with regard to cultural effects, it can be seen that the lowest 
classification category, in statistical terms, was “2F - All continents”, 
with only one article classified (González-Sánchez, 2021, p. 7). This 
means that there are not many articles that develop comprehensive 
studies, considering a greater diversity of countries and regions around 
the world. The data set used in the articles usually includes isolated 
national contexts in which analysis are carried out on the effectiveness 
of methods for detecting anomalies in specific financial systems in a 
location, without any form of geographic comparison, as in the studies 
developed by Lin et al. (2018, p. 159), Druică et al. (2018, p. 77) and 
Mamede and Malaquias (2017, pp. 47–48). Furthermore, there were no 
articles classified as “2D - Africa” and “2E - Oceania”, which only 
highlights the scarcity of research on anomalies not only of comparative 
mode, but also isolated surveys on all continents. Countries in Africa, for 
example, have a vast population that does not have access to financial 
services, but with technological advances in the field of cell phones this 
situation could change (Zaffar et al., 2019, p. 62) and, therefore, 
studying correlations between population behaviour and the detection 
of anomalies in financial systems may indicate different insights on this 
topic. In this way, it is possible to identify the third and fourth research 
gaps, namely: 

G3: The lack of articles using data from Africa and Oceania, or even 
considering all continents in a single survey. 

G4: Characterize human behaviour in different cultures in line with 
the existence of anomalies in financial systems. 

It is worth noting that understanding the relationship between 
geographic location and the cultural effects arising from it can help in a 
deeper understanding of why America and Europe have obtained more 
studies on the subject in question, as well as identifying the causes for 
not having so many studies in other continents. These gaps become an 
important opportunity for future research, in order to answer whether 
there is a correlation of cause and effect between different cultures and 
the adoption of criminal practices that result in anomalies, or, between 

cultures and ways to prevent and address such occurrences. 

4.3. Research method 

Each context and research question relates to different and appro
priate methods of analysis (Lo, Rey-Martí, & Botella-Carrubi, 2020, p. 
221). An analysis of the research method of articles developed in the 
field of detecting financial anomalies makes it possible to identify 
common methods used in this area, as well as those that are not much 
explored and, thus, configure a research gap that could be studied and 
developed in future research. In Fig. 4 is presented the statistical clas
sification and coding data of the selected articles, so that it is possible to 
visualize the different research methods chosen for these researches. 

The most adopted coding in the classification was “3B - Quantita
tive”, so that the articles develop research methods that involve algo
rithms and numerical approaches to explore quantities of data. This 
result is in line with the studies by Bose et al. (2011, p. 557), which 
addressed how the development of information technology and decision 
sciences enable the use of quantitative research models, as they enable 
the automation and reduction of manual operations during the fraud 
detection process, for example. Thus, the quantitative research method 
is shown to be the most relevant in this theme, whether used in isolation 
or in combination with other methods, such as the studies of Forough 
and Momtazi (2021, p. 4), Chen et al. (2020, p. 3), Misra et al. (2020, pp. 
258–259), Rtayli and Enneya (2020, p. 3), Yan et al. (2020, p. 118), 
Carta et al. (2019, p. 16) and Ardizzi et al. (2018, pp. 108–109) which, in 
addition to receiving 3B coding, were also coded as “3D - Modelling”, 
when developing a new detection model based on quantitative 
techniques. 

However, as much as the quantitative method is predominant, it can 
be seen from the results that there is a lack of conceptual articles for this 
area of knowledge, that could make it possible to standardize common 
practices. Among the selected articles, those categorized as “3C - Con
ceptual” were literature reviews (Al-Hashedi & Magalingam, 2021, pp. 
5–6; Houdek, 2020, p. 1; Pourhabibi et al., 2020, pp. 2–3), as this 
research method enables the abstraction of relevant aspects of a domain, 
in addition to identifying requirements and research objectives (Maass & 
Storey, 2021, p. 2), as well as conceptual research. Nonetheless, the 
results indicated that, in addition to these three literature review arti
cles, there are no articles that use conceptual models. This type of 
research is critically important for academia, in addition to showing 
itself as a need for practitioners, as it defines methods, tools and theories 
relevant to the construction and development of research by creating a 
system for implementing global practices that guarantee quality appli
cations (Trujillo, Davis, Du, Damiani, & Storey, 2021, p. 1). Thus, to the 

Fig. 4. 3 - Research Method. 
Notes: 4A - Banking; 4B - Actuarial; 4C - Financial market; 4D - Social security; 4E - Financial accounting; and 4G - Not applicable. 
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best of our knowledge, this characterizes the fifth research gap, namely: 
G5: The lack of conceptual studies in the literature that facilitate the 

comparison between articles within the same theme and research 
approach. 

This gap, however, is not isolated, and signals the existence of the 
sixth research gap related to this theme, namely: 

G6: The lack of a specific indicator to verify the effectiveness of 
models and techniques developed for detecting financial anomalies, as 
well as a public database for standardized testing and measurement. 

If there were the construction of theoretical references, an indicator 
and a public database with standardized data sets of different sizes, it 
would be possible for the authors to apply tests on their detection models 
in order to enable a concrete comparison of efficiency and accuracy 
identification of anomalies. This would allow, therefore, the measure
ment and comparison of academic solutions within a more plausible and 
real research pattern. 

4.4. Application area 

This classification category was created in order to identify the 
financial areas in which fraud, capital embezzlement and data 
tampering are carried out, in order to better understand which sectors 
are most affected and which are least affected according to the amount 
of research carried out in these areas. The statistical data referring to this 
classification can be visualized through Fig. 5. 

The most recurrent coding among the selected articles was “4A - 
Banking”, comprising 27 articles representing 52.94% of the total, thus 
representing more than half. To Patil et al. (2018, p. 385), the banking 
area is a very important sector nowadays, since almost all individuals 
need to deal with banking issues, whether physically or virtually, but 
this virtualization of systems has made banking very vulnerable to 
various attacks. Nikkel (2020, pp. 1–2) stated that these new financial 
systems facilitate the transfer of money between individuals, payments 
for services and replace the need for physical money, and because of 
this, criminals abuse these financial technologies to promote fraud, 
extortion and money laundering. This justifies the great need for 
research into methods and techniques to detect anomalies on this 
financial area, in order to identify and mitigate such criminal activities. 

It is worth noting that Climent et al. (2019, p. 885), in their research, 
talked about how banks are an important part of the economy of 
countries, and crises in their systems can destabilize financial markets 
and harm global economic growth. To Canhoto (2021, p. 441), as they 
keep records of their customers' identity and behaviour, it is possible to 
use this data set to detect and prevent criminal activity. In this context, 

Carmona et al. (2019, p. 304) stated that this prevention approach helps 
in the process of trusting these customers with the banks, maintaining 
their reputation by avoiding bank failure. Thus, the significant number 
of models found to detect anomalies in banking systems explains a great 
need for security in this sector, which, if threatened, could interfere with 
the economy globally. 

Considering such trust issues, it is worth emphasizing here that the 
significant results of research in banking can be related to the cultural 
dimensions addressed by Tung and Quaddus (2002, p. 190), causing 
variations in results according to the behaviour of customers in different 
locations. Picoto and Pinto (2021, p. 620), in their studies, identified 
that countries that use mobile banking the most, for example, are those 
that normally have not yet adequately developed their banking systems, 
which can influence data protection and enable criminal actions such as 
financial fraud. Therefore, there is the seventh research gap, namely: 

G7: Identify whether cultural effects can also influence application 
areas, leading some countries to need more rigid prevention systems 
than others. 

On the other hand, the lowest classification encoding used was “4D - 
Social Security”, representing only 1.96% of the articles. To Azevedo 
et al. (2021, p. 2), corruption and fraud in this area can harm the ben
eficiaries' receipt of money. Thus, for future research within this theme, 
there is the eighth gap, namely: 

G8: Identify why Social Security is a less explored area and whether 
this is related to cultural effects or whether this sector only represents a 
low priority when it comes to developing anomaly detection systems. 

4.5. Focus 

The Focus category goes deeper into application areas in order to 
more precisely identify where financial abnormalities are concentrated. 
The statistical results can be observed through Fig. 6. The expressive 
numbers of articles classified as “5A - Credit card” and “5D - Financial 
transactions” justify the high result found for the ratings of banking in 
the “Application area” subsection, further explaining the need for high 
security in the banking sector. 

The encoding that most stands out in this classification is “5A - Credit 
card”, representing 26.92% of the total number of articles. This is in line 
with the search results of Rubio et al. (2020, p. 3) that when it comes to 
financial contexts, anomaly detection model applications are mainly 
focused on fraudulent credit card transactions. To Forough and Momtazi 
(2021, p. 1) and Jurgovsky et al. (2018, p. 234), this result is due to the 
growth of the electronic form of payments that enables credit card fraud 
by creating opportunities for fraudsters to carry out criminal actions 

Fig. 5. 4 - Application Area. 
Notes: 5A - Credit card; 5B - Insurance; 5C - Financial welfare benefits; 5D - Financial transactions; 5E - Financial statements; 5F - Stocks and commodities; 5G - 
Others; and 5H - Not applicable. 
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(Misra et al., 2020, p. 254). In addition, the large volume of online 
financial transactions makes manual verification for anomalies unfea
sible (Gianini et al., 2020, p. 549), which creates a series of setbacks 
when it comes to the development of methods for detecting abnormal 
data. 

To Forough and Momtazi (2021, p. 9), one of the biggest challenges 
in identifying credit card fraud is the need for a model that is capable of 
working with real-time data. Carta et al. (2019, p. 13) presented the 
need to have this same real-time perspective, since, currently, the 
commercial dynamics allow the consumption of goods and services 
through any device connected to the internet. Lucas et al. (2020, p. 393), 
on the other hand, stated that the problem lies in the fact that many 
studies adopt credit card transactions as isolated events, rather than 
relating them as sequences. Carneiro et al. (2017, p. 91) signalled yet 
another challenge: more and more fraudsters are manipulating the data 
in order to appear to be in agreement with the data referring to the 
legitimate behaviour of the cardholders. Therefore, the divergent 
opinions, in fact, converge to the great need for research on this topic 
and explain the result obtained in this literature review. 

In addition, a classification that is worth mentioning is “5B - 

Insurance”, which was little used, covering only 9.62% of the total ar
ticles. According to Stripling et al. (2018, p. 13), fraudsters see insurance 
fraud as low risk and, at the same time, as a way to receive high mon
etary values, being considered by them as a more “safe” crime to 
commit. Also, Severino and Peng (2021, p. 1) stated that the insurance 
market is very profitable and moves a large amount of money per year. 
To Wang and Xu (2018, p. 87), the optimistic development of this 
market will allow even more capital to enter this form of industry. Thus, 
the lack of a significant number of researches with this approach signals 
the ninth gap, namely: 

G9: Why don't insurance fraud anomalies get as much attention when 
it comes to studying financial anomalies? 

4.6. Dataset used 

The analysis of the type of data set used to promote efficiency tests of 
the anomaly detection models developed in the articles aims to under
stand which would be the best data for measurement: real or artificially 
simulated. The statistical results of this category are indicated in Fig. 7. 

The most used encoding was “6A - Real”, covering 84% of the 

Fig. 6. 5 - Focus. 
Notes: 6A - Real; 6B - Synthetic/Artificial; 6C - Others; and 6D - Not applicable. 

Fig. 7. 6 - Dataset Used. 
Notes: 7A - Restricted access; 7B - Unrestricted access; 7C - Others; and 7D - Not applicable. 
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selected articles. This result reinforces the result obtained by Pourhabibi 
et al. (2020, p. 8) that most research studies on fraud detection models 
use real world data as their testing platform, while synthetic data only 
serve to simulate more specific scenarios and circumstances. To Sever
ino and Peng (2021, p. 1), real data provide a significant advantage 
when compared to simulated data, both in terms of evaluation and in 
terms of practical applicability in the decision-making process. Events 
that take place in the real world cannot be considered monotonous 
(Andor & Bohák, 2017, p. 47), because they suffer variations that cause a 
high degree of data imbalance (Carta et al., 2019, p. 21) and, therefore, 
they usually need many adjustments and treatments (Badal-Valero et al., 
2018, p. 28). This is necessary since the costs of not identifying an 
anomaly or fraud are very high when dealing with a real data set (Sá 
et al., 2018, p. 25). Nonetheless, despite the many challenges, the results 
indicate that the use of real data is still the most used to measure the 
effectiveness of models and techniques for detecting financial 
anomalies. 

However, it is worth noting that the amount of data used in the tests 
varies from article to article, there is no standardized amount to serve as 
a basis for comparison and, therefore, there is no way of knowing 
whether a technique that is very effective in a small data set would be 
viable for the required processing of large databases. When it comes to 
processing and analysing a large volume of data that normally does not 
have a structured nature and size, such as, for example, the so-called Big 
Data, it is not possible to use traditional methods (Trujillo et al., 2021, p. 
2). Existing algorithms for detecting anomalies are limited by efficiency 
and dimensionality problems, especially when processing high- 
dimensional sequence databases (Liu, Lin, He, & Cai, 2010, p. 270). 
This is even worse when it comes to real-time data processing, as it re
quires skill to interpret and manage the so-called 4 V's of Big Data 
(Volume, Velocity, Variety and Veracity) that are continuously gener
ated, so that it is possible to provide adequate informational support for 
decision-makers (Fertier, Barthe-Delanoë, Montarnal, Truptil, & 
Bénaben, 2020, p. 1). It is worth pointing out, then, the tenth research 
gap, namely: 

G10: Develop research models that take into account dimensionality 
problems and are thus able to work with voluminous and varied data in 
real-time. 

As much as many systems that aid in the decision process have been 
developed, most of the activities were directed towards the construction 
of models that do not involve real-time data control (Chaturvedi, 
Hutchinson, & Nazareth, 1993, p. 213). Among the selected articles, 
only three developed techniques for detecting anomalies in real-time 
financial systems (Forough & Momtazi, 2021, p. 10; Rubio et al., 
2020, p. 15; Patil et al., 2018, p. 385) and were able to identify patterns 
in recurring transactions. In addition, many studies select data sets from 
the UCI Machine Learning Repository, which have low dimensionalities, 
with less than 100 features, while circumstances referring to the real 
world contain very high dimensional data, with thousands of features 
(Tsai & Chen, 2014, p. 80), such as the paper by Chen et al. (2020, p. 3). 
This analysis reveals the difficulties arising from the real-time decision 
process (Chaturvedi et al., 1993, p. 214), since the developed financial 
anomaly detection models are not necessarily capable of meeting the 
need to identify fraud, deviations or data tampering so that decision 
support systems can achieve the most appropriate choices, managing to 
detect and prevent criminal actions. Based on this, future research can 
address dimensionality problems in order to develop techniques that 
enable the processing of a large volume of data. 

4.7. Availability 

The availability of data used for research can enable a greater un
derstanding of the study to be developed. Thus, this classification was 
made in order to understand whether the data used to test the anomaly 
detection models are restricted and how this can influence the inter
pretation of the results. Statistical data related to this classification can 

be seen in Fig. 8. 
The most frequent encoding was “7B - Unrestricted access”, used for 

more than half of the articles. However, the encoding “7A - Restricted 
access” also included a significant percentage of the articles, that is, 
33%. Thus, even though most articles among the selected ones have used 
available data to check the consistency of the developed model, there is 
still a significant number of articles that do not provide their data, 
mainly due to the need to keep private data to prevent exposing com
panies, for example. Nonetheless, concerns about privacy intensify the 
challenges of data integration, sharing and analysis (Wimmer, Yoon, & 
Sugumaran, 2016, p. 51). To Canhoto (2021, p. 444) it's difficult to get 
access to companies' financial data because of the secret nature of this 
industry. Pourhabibi et al. (2020, p. 8) stated in their research that there 
are regulations that prohibit the transmission and distribution of 
confidential data, whether personal or financial, making data sharing 
difficult and promoting the use of mathematical assessment measures to 
detect fraud. An example of this is the search for Singh and Best (2019, 
pp. 3–4) that, despite using real data, they were obtained from banking 
transactions of a large financial entity and, thus, the information and 
specifics were removed from the research due to confidentiality. 

This situation coincides with the sixth gap already discussed in the 
subsection “Research method”, that is, there is no standardized basis to 
verify the efficiency of the anomaly detection models developed. How
ever, the non-availability of data is another factor that hinders the 
measurement, characterizing the eleventh research gap, namely: 

G11: The lack of data available for understanding the development of 
detection models in research. 

This gap makes it not possible to fully interpret the studied tech
nique, as well as making comparisons between research and models 
impossible, making it difficult to understand the effectiveness of iden
tifying anomalies in financial systems, either due to lack of data or due to 
differences in size between the data. Thus, the need for a standardized 
database that enables such a comparison to be made is critical, espe
cially considering that, in many studies, the data used for testing are not 
even available, which can make the evolution of this research topic 
imprecise and deficient. Future research, therefore, must consider 
structuring theories and tools that enable a more relevant and real 
research process. 

4.8. Technique used 

This classification category was structured in order to identify trends 
in techniques used in models for detecting anomalies in financial sys
tems, as well as to indicate which techniques are being less used. This is 
done so that it is possible to identify not only research opportunities, but 
also the most pertinent and effective techniques for this field of research 
according to the frequency of use, considering that the investigation of 
common and unusual behavioural patterns on the financial area is 
extremely important for the efficient and safe control of the functioning 
of the systems (León, Barucca, Acero, Gage, & Ortega, 2020, p. 1). 
Statistical data regarding the classification and coding process of articles 
was presented in Fig. 9. 

The most frequent coding among the articles was “8A - Machine 
learning”, covering 45.71% of the articles. The choice of this technique 
may be related to the fact that research methods involving machine 
learning were and are widely used when dealing with problems 
involving financial decisions (Kuzey, Uyar, & Delen, 2014, p. 128), and 
also with the large amount of open source frameworks and algorithms to 
develop the models (Khan & Al-Badi, 2020, p. 573), which enables the 
authors' access to the programming libraries of the techniques to be 
modelled. The research results of Delen (2010, pp. 501–502) confirmed 
the superiority of methods of machine learning to produce better ways 
to prevent situations. The learning capacity arising from the machine 
learning process enables adaptation and improves the performance of 
systems (Ali, Shamsuddin, & Ismail, 2012, p. 568), which justifies the 
authors' choice to build models for detecting deviations in data patterns. 
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To León et al. (2020, p. 1), machine learning techniques lead the 
development of automated tools and techniques capable of controlling 
and supervising payment systems and the various infrastructures related 
to the financial market. Carmona et al. (2019, p. 308) discussed the fact 
that approaches that use machine learning techniques are important for 
the areas of fraud detection and anomalous events. Canhoto (2021, p. 
442), in the same line of reasoning, stated that exploring the potential of 
machine learning techniques can be of great help in the global fight 
against crime, as they signal anomalies and outliers present within a 
data pattern (Baesens, Höppner, & Verdonck, 2021, p. 6). Carneiro et al. 
(2017, p. 91), on the other hand, talked about how, as much as machine 
learning algorithms improve the methods of detecting fraud, the use of 
techniques that are really practical and relevant to this research topic 
are rarely reported. 

Furthermore, the authors disagree on which machine learning 
method is the most efficient for detecting anomalies. To Wang and Xu 
(2018, p. 87), the techniques of deep neural networks have a perfor
mance superior to other widely used machine learning models, such as 
random forests and support vector machine. Forough and Momtazi 

(2021, p. 2) stated that, when it comes to real-life applications, the best 
method to be used is random forest. Badal-Valero et al. (2018, p. 33), 
however, talked about how random forest is actually the best approach 
only when considering the application of balancing techniques, and 
neural networks have superior performance only when they involve 
imbalanced data sets. In any case, the results indicate that machine 
learning techniques are likely to detect suspicious activities in real time, 
and this is an important factor in reducing economic losses in companies 
(Yan et al., 2020, p. 11). 

It is worth noting that the results obtained from this classification 
present several combinations of codes that include the encoding “8A - 
Machine learning”, which signals the importance of using this combined 
technique even when the authors choose to use other detection models. 
However, it is worth emphasizing here the techniques developed based 
on Benford's Law for detecting deviations in data, symbolized by the 
encoding “8D - Benford's law”, which was used by 8.57% of the selected 
articles. It is typically developed on a hybrid model with statistical 
techniques that improve its results (Azevedo et al., 2021, p. 3; Druică 
et al., 2018, p. 78, Shi et al., 2018, pp. 879–880), being an important tool 

Fig. 8. 7 - Availability. 
Notes: 8A - Machine learning; 8B - Statistics; 8C - Bayesian statistics; 8D - Benford's law; 8E - Graph methods (visual); 8F - Computer simulations; 8G - Others; and 8H 
- Not applicable. 

Fig. 9. 8 - Technique Used. 
Notes: 9A - One; 9B - Two; 9C - Three; 9D - Four or more; and 9F - Not applicable. 
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for detecting financial fraud when it comes to observing the compliance 
of numbers that occur naturally in company systems (Bhattacharya, Xu, 
& Kumar, 2011, pp. 576–577). An argument about the unreliability of 
fraud detection by Benford's Law is based on the fact that potential 
criminals may be aware of the need for data to be distributed accord
ingly and, because of this, it is important that authors when developing 
their detection models consider alternative methods that can comple
ment the distribution analysis (Shi et al., 2018, p. 879). Benford's Law, 
therefore, when used correctly, can be considered a powerful tool to 
identify anomalies and suspicious activities (Azevedo et al., 2021, p. 11). 

However, this technique is not only infrequent among recent articles 
involving approaches to detecting anomalies in financial systems, but its 
use has also been poorly combined with machine learning, the most 
frequent technique, widely used in conjunction with other techniques 
under analysis. The clustered encoding “8A/8D” was used in only one 
article, in which four machine learning classification models were 
associated with Benford's Law number distribution conformity to iden
tify patterns of deviation that could signal criminal money laundering 
activities (Badal-Valero et al., 2018, p. 24). The results obtained indicate 
that the hybrid model can identify anomalies and also assess compliance 
with the distribution of significant numbers of Benford's Law, consid
ering the most appropriate machine learning algorithms for each situ
ation (Badal-Valero et al., 2018, pp. 31–33). In this way, it is possible to 
identify the twelfth gap, namely: 

G12: What are the advantages of combining different techniques with 
machine learning in the anomaly detection process? 

4.9. Number of strategies 

The number of strategies refers to the number of techniques used in 
the same article to promote the development of a model for detecting 
anomalies in financial systems that is effective and relevant for studies 
on this topic. This classification reinforces the arguments already pre
sented in the subsection “Technique used”, and clarifies the number of 
articles that perform hybrid models, combining detection techniques. 
The statistical results obtained from this classification were presented in 
Fig. 10. 

Models that integrate two or more techniques have the potential to 
increase the quality of prediction performance (Lee, Han, & Kwon, 1996, 
p. 63; Liang, Chandler, & Han, 1990, p. 392). This is because hybrid 
approaches that combine different techniques are able to overcome 

limitations that would occur when using an isolated technique, and also 
manage to unite the advantages of each in order to improve the devel
oped model (Kundu, Pal, & Mandal, 2020, p. 1; Ince & Trafalis, 2006, pp. 
1060–1061). Considering the issue of anomaly detection, as the large 
amount of data from financial systems makes it impossible to manually 
detect abnormalities (Gianini et al., 2020, p. 549), the combination of 
techniques can also act strategically by promoting human-computer 
articulation and collaboration, in a hybrid model with potential to 
further enhance the capability of human decision-makers (Bayrak, 
McComb, Cagan, & Kotovsky, 2021, p. 1). Thus, the number of strategies 
used in a single model can increase the chances of success in detecting 
financial anomalies, both in computational terms and in terms of human 
management of the system. 

Considering this, most articles were classified with the encoding “9A 
- One”, contemplating 45.83%, which means that it is very frequent that 
authors use only one strategy to build their study models, not consid
ering the use of combined techniques. However, the encoding “9B - 
Two” also considers a significant percentage of selected articles, 
39.58%, and the authors of such articles reveal in their studies the 
benefits arising from the use of hybrid models. To Baesens et al. (2021, 
p. 1), the investigation of suspicious activities, when considering, for 
example, the perspective of machine learning, can be seen as a problem 
of binary classification and, because of that, many techniques and 
models can be applied. Carneiro et al. (2017, p. 93), along the same line 
of reasoning, state that, for the model to be more effective, it is possible 
to combine solutions with supervised and unsupervised techniques. 
According to Jurgovsky et al. (2018, p. 244), this is because combina
tions can improve the accuracy of the detection model. 

Furthermore, a hybrid model is capable of covering a fuller spectrum 
of disruptive activities (Zhai, Cao, Yao, Ding, & Li, 2017, p. 27) in order 
to improve the pattern and anomaly prediction process (Rtayli & 
Enneya, 2020, p. 2). With the combination of techniques, the accuracy is 
increased, because it is more of an abnormality recognition model in a 
single detection process (Chen et al., 2020, p. 3). In this way, models and 
techniques can strategically complement each other (Baesens et al., 
2021, p. 2) to combat fraud, deviations, adulteration and inconsistency 
of data, by achieving more stable performances suitable for investigating 
anomalies (Zhai et al., 2017, p. 38). This characterizes the thirteenth 
research gap, namely: 

G13: The lack of more hybrid financial anomaly detection models 
that explore diverse combinations of techniques in order to identify 
which models are more efficient in detecting anomalies in financial 
systems. 

Thus, future research may further examine the conduct of studies 
involving the mixing of techniques and models, aiming to increase 
detection accuracy levels strategically, and further clarify the benefits 
arising from the use of hybrid models in the financial sector. 

4.10. Journal's subject category 

The study of Finance is part of the field of knowledge of applied 
social sciences. Still, this classification aims to understand the categories 
in which the articles referring to the application of anomaly detection 
models in financial systems are inserted and if, really, because they are 
articles which encompass financial matters, these include the category 
of Social Sciences. This is because the citation analysis reveals that it is 
more likely when conducting scientific research in a specific base field 
that the citation of articles and journals is contained, mainly, within that 
base (Holsapple, Johnson, Manakyan, & Tanner, 1995, p. 360). Statis
tical data from the rankings can be seen in Fig. 11. 

From the results, it is possible to observe that, although the number 
of articles with the coding “10D - Social science and humanities” is 
expressive, comprising 40% of the selected articles, this category is not 
the most frequent. The most common encoding was “10C - Physical 
sciences and engineering”, covering 56% of the articles. Therefore, 
studies about financial anomalies are being developed and published, 

Fig. 10. 9 - Number of Strategies. 
Notes: 10A - Health sciences; 10B - Life sciences; 10C - Physical sciences and 
engineering; and 10D - Social sciences and humanities. 
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mainly, in journals related to physical sciences. This may be happening, 
since the articles selected for this literature review promote the con
struction of models, often quantitative, that detect data that diverge 
from a normal pattern, using computer simulations (Singh & Best, 2019, 
p. 4; Patil et al., 2018, p. 387), machine learning (Severino & Peng, 
2021, p. 3; Climent et al., 2019, p. 888), Benford's Law (Arboleda et al., 
2018, pp. 13–14; Druică et al., 2018, p. 77), statistics (Ardizzi et al., 
2018, p. 108; Mamede & Malaquias, 2017, pp. 49–50), among other 
techniques that are normally related to computing and engineering. 
However, despite the fact that this issue of detecting anomalies has such 
characteristics, the studies still focus on the financial area, which 
characterizes the fourteenth research gap, namely: 

G14: Deepen an analysis of why a more humanistic view is not used to 
deal with abnormalities in finance, in addition to identifying publication 
patterns within the categories of Social Sciences and Physical Sciences, 
in order to investigate correlations between areas of knowledge. 

Furthermore, despite the low percentages, the encodings “10A - 
Health sciences” and “10B - Life sciences”, presented classified articles 
(Asha and Suresh Kumar, 2021, p. 35; Yan et al., 2020, p. 115), even in 
the case of them being journal's unlikely categories considering the topic 
under analysis. Thus, the fifteenth research gap can be identified here, 
namely: 

G15: Develop researches to understand whether there is a need to 
further study the detection of financial anomalies in the areas of Health 
and Life sciences. 

Future research may contemplate the development of articles within 
these sectors of studies, considering that anomalies can manifest them
selves in different ways in different financial systems, including those 
related to the areas of health and the field of biological sciences. 

5. Conclusions 

Disruptive and anomalous behaviours in digital business financial 
systems arising from diversion, adulteration and data fraud seriously 
harm the capital market and the economy in general due to the spread of 
misleading information that generates negative consequences to 
different stakeholders, and thus, makes unfeasible the efficient alloca
tion of economic resources (Hou, Wang, & Ma, 2021, p. 97), causing 
difficulties to the enhanced decision-making process. Anomalies, in
consistencies in the regular execution of data (Conti & Naldi, 2008, p. 

420), can cause inefficiency in performance and maintenance, allowing 
potential errors in the systems to occur (Mukherjee, Gamble, & Par
kinson, 1997, p. 232). 

The current pandemic has rapidly changed technological scenarios, 
affecting business practices and data behaviour (Shaikh et al., 2020, p. 
2). These changes have increased the digital threat, which may involve a 
range of actors, such as cybercriminals and victims, whether these are 
people or organizational systems (Wessels et al., 2021, p. 1). Therefore, 
the business model needs to be continuously maintained (Karki & Por
ras, 2021, p. 2) to create competitive advantage and to enhance the 
company's value to stakeholders (Marikyan et al., 2022, p. 1). Therefore, 
it is critically important to study tools that can identify the abnormal
ities, and thus, develop and improve the functional aspect of making 
decisions about them. 

Based on this, the main objective of this study was to verify, analyse 
and systematize articles from the last five years about methods and 
techniques for detecting anomalies used in financial systems, aiming to 
understand and indicate the existing scientific knowledge base as well as 
gaps for future research to create a research agenda. This information is 
summarized in Fig. 12. For this, we used the five-step research method 
Jabbour (2013, p. 145) and Lage Junior and Godinho Filho (2010, p. 14) 
proposed: a systematic research of articles, develop a classification 
structure, classify pre-selected articles, design a results framework and 
discuss results to propose suggestions for future research. 

Thus, using 10 categories, we identified a classification framework of 
48 papers as relevant in research in the ScienceDirect® database, which 
was defined through encodings to systematize in a standardized way the 
existing knowledge about the subject under study. By adopting this 
method of research, we overcame the limitations found in earlier liter
ature and uncovered combinations of features present in the papers that 
allow future researchers to improve their studies in a more accurate and 
informed way (Mallinguh & Zéman, 2020, p. 163), enabling the evolu
tion of the knowledge base about anomaly detection methods and ap
proaches, and thus offering benefits through a finance/economic lens. 

Therefore, this paper contributes to developing the field of studies on 
detecting anomalies in financial systems. From the classification 
framework created and the statistical results obtained, it was possible to 
identify 15 main research gaps distributed throughout the text. Each of 
these gaps is important for scientific advancement in future research. 
However, the five-step method used, by defining research trends, made 
it possible to verify three gaps that stand out the most, as they are not 
present or not taken into account in most papers, but have characteris
tics relevant to the evolution of anomaly detection models. They are the 
lack of a common database, in which it is possible to use standardized 
data to promote effective comparison and measurement of detection 
models; the need to promote studies that test their models in databases 
of different sizes, seeking to mitigate the problems arising from the 
dimensionality of data; and the lack of indicators for measuring the 
effectiveness of the chosen technique for detecting abnormality patterns 
to further improve the comparative process between the models. 

These three gaps are more relevant for the present research since, 
with the growth of digital business and the subsequent increase in 
financial transactions, bank transactions, and the flow of financial 
statements, among others, the anomaly detection approaches and the 
studies developed to test, adapt, and improve the techniques must be 
able to keep up with the digital transformation (Konopik et al., 2022, p. 
1). This is because the rapid growth of these technologies in the financial 
sector contributes to the large accumulation of real-time data flowing in 
a network (Habeeb et al., 2019, p. 289), making efficient and scalable 
financial anomaly detection methods necessary for work with large data 
sets, considering the data's volume, velocity, variety and veracity 
(Fertier et al., 2020, p. 1). 

Thus, the critical importance of developing research on the three 
gaps mentioned can be inferred from this study. This is because when the 
dimensions of the actual data are much larger than the sample chosen 
for a detection model, the efficiency becomes limited (Zhang, Zhou, 

Fig. 11. 10 - Journal's Subject Category.  
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Guo, & Zhu, 2021, p. 144), and the inability to compare models makes it 
difficult to interpret which ones are really more efficient and which are 
more restricted (Liu et al., 2010, p. 270) such as the lack of indicators 
that allow this measurement. Therefore, future studies can use the 
benefits of remedying such gaps to further enhance the way in which 
anomalies are dealt with in the contemporary world, consolidating the 
best techniques to mitigate illegal acts and transactional or registration 
errors and enabling the healthy evolution of financial systems in the 
digital world. 

The scientific development and evolution of articles considering such 
gaps is critically important to improve decision-making systems, espe
cially in financial terms. Thus, it would be interesting for editors to make 
a call for papers to promote constructing a special issue considering such 
proposals for the research agenda, thus emphasizing the research ur
gency these gaps cause that could be remedied. Therefore, our proposed 
framework and the gaps arising from the statistical analysis of the results 
obtained indicate that this area of study can still be much explored to 
improve the anomaly detection models, increasing the precision of the 
results and providing the construction of structures that create the 
necessary support for the decision-making process. 

However, this literature review has some limitations, among which 
we can highlight the fact that only the ScienceDirect® database was 
used to survey the articles. Furthermore, it is possible that some relevant 
studies have been omitted, considering the keywords and search filters 
used. In this way, future research can explore the detection of anomalies 
in other financial digital businesses that did not appear among the 

studies analysed in this paper, such as blockchain, which can create 
resources for organisations by changing the way involved parties con
nect in digital exchange. (Marikyan et al., 2022, p. 1) or consider the 
internet of things and the interconnection between physical and digital 
systems (Wessels et al., 2021, p. 1). 

In addition, as it seeks to identify common traits from the classifi
cation, reading, understanding, and perception of research, the five- step 
technique becomes too complex to be completely automated or quan
tified, except when considering the results provided by the method. In 
this way, future research can complement analysis carried out based on 
other perspectives, especially in the case of quantitative research, such 
as the study developed by Alamsyah et al. (2013, p. 3), which discusses 
the existing connections within his subject of study, creating a taxonomy 
to recognize the limits of its theme and reinforcing the mapping of 
research efforts and interests through the development of a literature 
review. Still, with the number of articles selected and the results ob
tained, future researchers can rely on this literature review to identify 
the most relevant research gaps to be developed and analysed. 
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Fig. 12. Suggestions for research agenda.  
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