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Abstract: To promote civility in public discourse on online platforms while respecting user
freedoms, this paper explores a voluntary user badge system. By asking users to commit to civic
norms of discourse, this system rewards their commitment with increased visibility, offering a
potentially effective but underutilised approach to fostering constructive engagement. We examine
different design options for these badges from an interdisciplinary perspective, assessing their
potential benefits and risks in terms of discourse quality and users’ fundamental rights, particularly
within the context of the attention economy and the challenges posed by disinformation as well as
conflict-driven and emotionally negatively charged content. The badge system aims to introduce a
new logic of attention distribution to digital platforms, strengthening the structural conditions for
civic communication. Through this analysis, we aim to contribute to platform governance from the
perspectives of both political communication studies and legal studies.
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Introduction

Initially celebrated as a catalyst for democracy, public discourse on the internet
and digital media has, over the last decade, taken a more dystopian turn. Digital
media is now frequently regarded as both a venue for and contributor to disinfor-
mation, extremism, and societal polarisation, particularly in the context of major
political shifts in Western societies (Henrich et al., 2010; Lorenz-Spreen et al.,
2023). While scholars caution against attributing these developments solely to
digital media, noting that underlying social and political conflicts play a major
role, there is broad support that digital media amplifies and accelerates them
(Lorenz-Spreen et al., 2023; Schroeder, 2018).

In response to these developments, questions of platform governance have gained
prominence. The term refers to the regulation of digital platforms by states, plat-
forms, users, and advertisers, and to the interaction between these entities (Gorwa,
2019). Platforms govern user behaviour not only through rules such as terms of
service (ToS) and their enforcement (Mast, 2023; Mast & Ollig, 2023; Wielsch,
2019), but also through regulation-by-design, encompassing architecture, features,
and affordances that shape user behaviour and communication (Kim et al., 2022;
Yeung, 2017).

In addition, platforms themselves are increasingly subject to governance. Building
on national initiatives, the European Union continues to expand the platform
economy and its ‘Digital Single Market’ through a growing set of legal frameworks.
At the centre of this regulatory landscape is the Digital Services Act (DSA), which
complements and intersects with private regulatory measures, forming a complex,
‘hybrid’ network of governance (Schulz & Ollig, 2023). The DSA aims to create a
safe, predictable online environment that protects fundamental rights, applying
the most stringent requirements to very large online platforms (VLOPs) and very
large online search engines (VLOSESs) serving over 45 million EU users.

Under the DSA’s risk-based regulatory approach (Efroni, 2021; Roth-Isigkeit, 2024;
Husovec, 2024, pp. 270-284, pp. 316-346), providers of VLOPs must independently
manage systemic risks through a process of assessment and mitigation (Art. 34, 35
DSA). Art. 34 DSA mandates that VLOP providers “diligently identify, analyse, and
assess any systemic risks in the Union” originating from their services on at least
an annual basis. Subsequently, Art. 35 DSA requires VLOP providers to implement
‘reasonable, proportionate and effective mitigation measures” tailored to these
identified risks. In doing so, providers must take “particular consideration” of the
potential effects on fundamental rights. At the time of writing, the Commission has
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designated 23 services as VLOPs, of which the following are mainly used for gener-
al communication between users: Facebook, Instagram, Snapchat, TikTok, X,
LinkedIn, Pinterest, and YouTube.}

This paper proposes and assesses a user badge for civic communication as a regu-
lation-by-design governance mechanism and risk mitigation measure in line with
Art. 35 DSA. The badge, offered as an opt-in feature by the platform, is linked to
user behaviour requirements and provides greater visibility to compliant users.
Users acquiring the badge commit to norms of civic communication, such as re-
fraining from spreading dis- and misinformation (Zeng & Brennen, 2023) and en-
gaging in deliberative exchange (Esau et al., 2020). In return, their content re-
ceives enhanced visibility within the platform’s design, aiming to counter the dis-
tortive dynamics of the current attention economy and to instead introduce a new
logic of attention distribution to digital platforms. By improving the structural con-
ditions for civic communication, the badge creates opportunities for norm-abiding
communicators to gain attention, incentivises constructive engagement, and re-
duces the visibility of problematic communicators.

Bridging perspectives from political communication science and legal studies, we
first introduce the badge and its functions as a governance mechanism (Section I)
and then explain how it can address systemic risks in the context of Art. 34, 35
DSA (Section Il). Next, we provide a more detailed evaluation of the badge’s effects
and potential challenges from a political communication science perspective (Sec-
tion I11) and a legal perspective (Section |V), before concluding with a brief discus-
sion (Conclusion).

Section I: User badges for civic communication as a risk
mitigation measure for digital platforms

This section introduces the key components of the badge mechanism. While plat-
forms will ultimately adapt implementation to their specific challenges, several es-
sential design choices deserve discussion.

Badges as a platform governance tool

Badges that categorise specific user groups and visibly distinguish them from oth-
ers are a common mechanism used on digital platforms. They are often part of a
tiered governance approach, where different users are treated differently and are

. Constantly updated overview at https://digital-strategy.ec.europa.eu/en/policies/list-designated-
vlops-and-vloses.
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held to varying standards (Caplan & Gillespie, 2020).

Many of the subsample of the VLOPs mainly used for general communication be-
tween users already implement some form of badge system, most prominently ver-
ification badges that indicate a user’s identity has been confirmed by the platform
or a verification partner. These appear in various forms across Facebook, Insta-
gram, LinkedIn, YouTube, X, Pinterest, and TikTok (Meta, 2025a; Meta, 2025b;
LinkedIn Corp., 2025; Google, 2025; X Corp., 2025; TikTok, 2025), with some plat-
forms allowing users to purchase verification, others offering application-based
approval, and some requiring users to meet specific criteria, such as a subscriber
threshold.

Beyond verification, several platforms already offer badges that link user status to
behaviour or performance. Snapchat’s Snap Star programme, for instance, recognis-
es creators with substantial reach and adherence to standards of originality, safety,
and content appropriateness (Snap Inc., 2025). X Premium, the successor to Twit-
ter’s former blue check system, is a paid service that confers additional functionali-
ties and boosts user ranking in some algorithmic systems. Together, these exam-
ples illustrate the two central elements of our proposal: linking eligibility to spe-
cific user behaviour and rewarding it with enhanced visibility. Crucially, unlike
trusted flaggers under Art. 22 DSA, our badge would not grant users content mod-
eration powers but solely signal their communicative status.

Visibility as a platform governance tool

The visibility component of the proposed badge follows a regulation-by-design
logic, recognising that platform architecture and recommender systems strongly
shape platform affordances and user behaviour (Yeung, 2017; Kim et al., 2022;
Gruning et al., 2024). The discoverability of user content is largely determined by
ranking algorithms, trending lists, and recommendation features, which function as
gatekeepers to public attention. Research and whistleblower disclosures have re-
peatedly shown that these systems often privilege emotionally charged, sensation-
al, or divisive content, thereby amplifying harmful communication such as extrem-
ism and disinformation (Hao, 2021; Horwitz, 2021; Lewis, 2018; Ribeiro et al.,
2019; Whittaker et al., 2021). Platforms have responded to these issues, partly by
downranking content they classify as borderline (Gillespie, 2022) and incorporat-
ing visibility governance as a dimension of content moderation (Goldman, 2021).

However, visibility governance is not only about reducing harmful content; there
have also been efforts to increase the visibility of content deemed desirable. For
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example, Facebook adjusted its algorithms and platform design to prioritise trust-
ed news by allowing users to rank sources (Frenkel & Maheshwari, 2018; Meta,
2018). Later, it emphasised original reporting by rewarding transparent authorship
(Meta, 2020). While these initiatives were subsequently scaled back—such as re-
ducing visibility for political content (Meta, 2021) and phasing out dedicated news
tabs (Meta, 2023)—they demonstrate how platform design can be leveraged to en-
hance the visibility of desirable content and users.

The proposed badge follows a similar logic by making commitment to civic norms
a ranking signal. Users who meet the badge criteria would receive preferential
placement across algorithmically curated spaces such as content feeds, search re-
sults, and community recommendations. Importantly, the badge should not over-
ride all other ranking signals but rather complement them, creating a meaningful
yet proportionate visibility boost that rewards norm-compliant communication
without distorting the overall information ecosystem.

Duties of care: Adhering to civic communication norms

Defining civic communication norms is inherently challenging, as interpretations
of functional discourse in a democracy vary widely. Habermas’s deliberative model
for example prioritises consensus through rational-critical debate (Habermas,
2021; Wessler, 2018), whereas Mouffe and Laclau (Mouffe, 2000; Mouffe & Laclau,
1985) argue for an agonistic model that preserves conflict as a constitutive part of
politics. Suppressing conflict, they warn, risks obscuring structural inequalities and
power imbalances. The DSA itself references “civic discourse” in Article 34 and
recital 82, but does not provide a definition, leaving room for interpretation.

For the purpose of this paper, we propose two variants of norms of civic communi-
cation that are based on an extended systemic risk analysis in the logic of Art. 34
DSA (which will be elaborated in detail in the next section) and which could be in-
tegrated in the duties of care of the badge.

Although disinformation is already a key focus of governance and moderation ef-
forts (Saurwein & Spencer-Smith, 2020), the badge could serve as an additional
layer, imposing duties of care on users to avoid spreading dis- and misinformation.
Such duties align with the principle of balancing conflicting legal interests. Under
Article 10 of the European Convention on Human Rights (ECHR), while untrue
statements of fact are protected by fundamental rights, they can be more readily
restricted in favour of competing legal interests than expressions of opinion (EC-
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tHR, 2009, para 29; ECtHR, 2021, para 51). The European Court of Justice (ECJ),
which has not yet applied similarly differentiated case law to the EU fundamental
right of freedom of opinion and expression, typically orients itself on such ECtHR
case law (Art. 52(3) Charter of Fundamental Rights (CFR)). Comparable obligations
exist in 88 6, 19 German Interstate Media Treaty (Medienstaatsvertrag) and Section
2 of the German Press Codex, a tool of voluntary self-regulation for German media
outlets (Deutscher Presserat, 2017), which impose due diligence obligations on
media actors and journalists. While defining and assessing truthfulness remains
challenging, platforms have already developed content moderation mechanisms to
address this issue (Stewart, 2021).

Definition: While definitions of dis- and misinformation as well as relevant subcate-
gories and/or related phenomena vary widely (Zeng & Brennen, 2023), the Euro-
pean Code of Conduct on Disinformation (European Commission, 2025) under-
stands dis- and misinformation as follows:

» disinformation is false or misleading content that is spread with an
intention to deceive or secure economic or political gain and which may
cause public harm;

e misinformation is false or misleading content shared without harmful
intent, though the effects can still be harmful, e.g., when people share
false information with friends and family in good faith.

Implementation: Badge users would commit to (and be held responsible for) not
engaging in any intentional dissemination of disinformation as well as to avoid
disseminating misinformation whenever possible. To ensure the latter, users could
commit to a particular due diligence process towards their communication. An ex-
ample of such a diligence process could be the already mentioned German Press
Codex. Section 2 of the German Press Codex requires media outlets (among other
things) to check information intended for publication for accuracy and to repro-
duce it truthfully, whereby its meaning must not be distorted or falsified. Symbolic
photos must be clearly marked or identifiable as such, and when publishing survey
results, relevant information such as the number of respondents, the time of the
survey, or the representativeness must be highlighted (Deutscher Presserat, 2017).
While these due diligence requirements should be adjusted to the specifics of so-
cial media communication, they can serve as a general role model for a similar
process in the context of the badge.

To address the digital amplification of conflict-driven and negative-emotionally
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charged content, which can contribute to societal hyperpolarisation and authori-
tarian takeover (see section Il for more details), a self-commitment to a delibera-
tive communication style could be an effective countermeasure. Deliberation, of-
ten originating in Habermas’s ideas about deliberative democracy (Habermas,
2021; Wessler, 2018), emphasises the exchange of reasons, critical reflection, and
mutual respect among participants.

Definition: For the purpose of this badge, a classic understanding of deliberation,
including dimensions such as rationality, reciprocity, respect, and constructiveness
(Esau et al., 2020), could be a meaningful way to achieve the set goals of reducing
the amplification of conflict-driven and negative-emotional content. Rationality
refers to the degree to which participants stay focused on the topic and support
their claims with reasons, reflecting a structured and thoughtful engagement. Rec-
iprocity captures the extent to which participants engage with one another’s argu-
ments, indicating dialogical responsiveness and a willingness to consider alterna-
tive views. Respect is seen in the maintenance of civil discourse, where partici-
pants avoid hostility and treat others’ contributions with dignity. Constructiveness
highlights the orientation toward problem-solving and compromise, showing that
deliberation can aim not just at expression but at generating workable solutions
(Esau et al., 2020).

It should, however, be underlined that in the rich and diverse body of literature on
deliberation, there are many additional and potentially differing perspectives on
how to understand and operationalise it. Next to the proposed classic understand-
ing, more inclusive variants, for example, also value emotion, storytelling, and
everyday political talk (Esau et al., 2020; Friess & Eilders, 2015).

Implementation: To support the usage of deliberation (especially given the com-
plexity of the concept), users should not only be educated about the concept (see
next subsection, Badge acquisition), but in addition could be supported by Al chat-
bot interventions. New studies show the potential of Al in educating and support-
ing users in adjusting their language to meet certain communicative norms (with-
out undermining or altering the users substantive argument) (Argyle et al., 2023;
Gelovani et al., 2025).

While we in this text focus on dis-/misinformation avoidance and deliberation as
examples, the proposed mechanism (user commitment to duties of care, rewarded
by platform algorithmic amplification) is relatively norm-agnostic and could ac-
commodate alternative or additional standards depending on platform context and
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systemic risk profiles. Concepts such as incivility (Kim et al., 2022), democratic lis-
tening (Dobson, 2014), bounded informational diversification (Brady et al., 2023),
or PRIME (Brady et al., 2023) may offer further guidance on what constitutes bene-
ficial or harmful discourse. The badge should thus be understood as a flexible gov-
ernance instrument, adaptable to evolving risks and scholarly insights.

Badge acquisition

We suggest a layered approach for badge acquisition: users may commit to one or
several proposed norms (e.g., avoiding the dissemination of dis- or misinforma-
tion), but not to the other. Especially deliberation represents a specific community
style that may not suit every user’s content, allowing commitment to only one
norm provides flexibility and still enables partial benefit from the badge. The am-
plification of user communication can then vary according to the number of norms
they commit to.

Users should be informed about the norms they commit to, for instance through
short texts or videos explaining how to avoid misinformation or practice delibera-
tion. Clear examples and a summary of potential consequences for violations
should be included.

Eligibility criteria could be implemented to prevent misuse by spam accounts, for
example by requiring accounts to have been active for a specified duration (e.g., a
week or month) or verified as belonging to a real person. Another option would be
a platform-administered vetting process that could also consider users’ past com-
munication and activities when deciding on badge allocation. While potentially
more effective against abuse, such vetting is more resource-intensive and raises
fundamental rights concerns, which will be outlined below.

Compliance, badge loss, and recovery

Compliance: To assess compliance with the duties of care, several approaches (de-
pending on the concrete duty) are possible connecting already existing as well as
additional content moderation layers:

Many platforms already use a mix of measures to detect disinformation, including
Al-driven content moderation, automated flagging, and human review teams who
respond to reported content and patterns. These review teams often rely on user-
based notice-and-takedown procedures or trusted flagger models. Similarly, the
compliance of badge users could be assessed automatically through moderation
algorithms and complemented by human review based on algorithmic or user
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flags.

For users committing to deliberative principles, algorithmic assessments could
evaluate the presence or absence of these norms in their communication. These
concepts have already been operationalised for quantitative research (Esau et al.,
2020; Behrendt et al., 2024; Esau et al., 2023; Steenbergen et al., 2003), providing
a basis for platform assessments. Challenges remain, however, as many opera-
tionalisations have been developed for English and other Western languages, com-
plicating a potential global application (if wanted). These frameworks are also vul-
nerable to biases and other limitations that may affect fairness or accuracy
(Kathirgamalingam et al., 2024; Kim et al., 2022; Kim, 2023; see Section IlI).

Building on existing and/or additional but mostly automated content moderation
efforts, the implementation of a compliance assessment for the badge could be in-
troduced with relatively low additional costs for the platforms.

Compliance should be measured over a user’s overall communication within a de-
fined period (for example, a month) or across a set number of posts, rather than
per individual item. Occasional mistakes - such as accidental misinformation -
should not result in immediate badge loss (see next subsection on warnings). Like-
wise, occasional departures from deliberative norms, such as incivility, may not be
inherently problematic unless they dominate a user’s style. Focusing on overall
communication also mitigates measurement errors on individual posts, since algo-
rithmic misclassifications are likely to balance out over a larger sample (Kathirga-
malingam et al., 2024; Kim et al., 2022; Kim, 2023). Overall, compliance assess-
ments should allow for some divergence but penalise systematic violations.

Loss and recovery: To maintain the badge’s integrity, a system should address users
who fail to comply with its norms. Existing enforcement models from major VLOPs
provide inspiration: most use a tiered “strike” system that escalates penalties with
repeated violations, while severe breaches may trigger immediate sanctions. Vari-
ants of such systems are employed by YouTube (Google, 2025), TikTok (TikTok,
2025a), Facebook and Instagram (Meta, 2025), Snapchat (Snap Inc., 2025), and Pin-
terest (Pinterest, 2024, 2025). The strength of this approach lies in matching the
severity of the penalty to the gravity of the violation. Research shows that not only
severe penalties such as permanent deplatforming can reduce ToS-breaking be-
haviour (Chandrasekharan et al., 2017), but also lighter sanctions like warnings
(Yildirim et al., 2021). For badges, the strongest sanction would involve losing the
badge and its benefits. Recovery options should also be considered: while recidi-
vism risk exists, a temporary suspension combined with a requirement to meet ac-
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quisition criteria again could suffice to promote future compliance. Evidence from
online discussion platforms indicates that users who experience a temporary sus-
pension are not more likely to face another suspension than those who have never
been suspended (Tangwaragorn et al., 2025, p. 9).

Finally, some of the DSA's requirements relating to reporting systems and modera-
tion decisions would also apply to a badge system. Particularly relevant, the DSA
provides for an internal complaint-handling system, which would cover the badge
system presented here: Art. 20 letter a) DSA obliges providers of online platforms
to provide access to such a system that enables recipients of the service to lodge
complaints, electronically and free of charge, amongst others against decisions re-
garding the restriction of visibility of information. The concept of visibility restric-
tion poses greater difficulties of interpretation than the simple deletion of infor-
mation or blocking of accounts, because it is hard to determine a general “status
quo” of content visibility among the algorithmically individualised feeds of differ-
ent recipients (Fertmann, 2025, para. 30-33). In the present scenario, however, Art.
20 letter a) DSA is applicable because the withdrawal of the badge is a compara-
tively safe sub-case of “delisting” The badge system and the extension of the com-
plaint-handling system would have to be pointed out in advance by the platform in
its ToS in accordance with Art. 14(1) sent. 2 DSA.

Section Il: Subsumption under Art. 34, 35 DSA - How
can the badge address systemic risks?

This section examines how the proposed badge integrates into Art. 34 and 35 DSA.
The systemic risk framework has been described as “extremely broad, vague and
abstract” (Griffin, 2023, p. 77) and “by far the most open-ended DSA provision”
(Husovec, 2024, p. 316), with few explicit examples (Janal, 2021, p. 266). Articles
34 and 35 function as umbrella norms covering technical design, terms of service,
and content moderation. We first outline how digital media has distorted public
discourse, then show how these developments constitute systemic risks under Art.
34, and finally discuss how the badge could serve as a mitigation measure under
Art. 35.

The digital distortion of the public arena

Digital media has reshaped the public sphere, introducing new actors and shifting
discursive power (Klinger & Svensson, 2015; Schroeder, 2018). Radical and ex-

treme actors, in particular, excel at exploiting these new communication opportu-
nities (Jungherr et al., 2019; Miller-Idriss, 2020; Schroeder, 2018). In addition, this
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shift has intensified the attention economy, where communicators and platforms
compete for limited human attention amidst a flood of information (Franck, 1998;
Webster, 2014). As the competitiveness of the attention economy has substantially
increased, both, communicators and platforms, utilise digital tracking systems
which provide precise content optimisation for communicators to align with user
and algorithm preferences and maximise engagement (Jungherr et al., 2020).

The amplification of dis- and misinformation: As the former gatekeeping role of tra-
ditional media weakens, communicators face fewer constraints when spreading
dis- and misinformation. Although prevalence and impact remain debated (Adams
et al., 2023; Ecker et al., 2024; Simon et al., 2023), studies indicate such content
often gains disproportionate visibility on digital platforms (Luo et al., 2022;
Vosoughi et al., 2018).

The amplification of conflict-oriented and negative-emotionally charged content: Stud-
ies in social psychology show that people are drawn to content favouring their in-
groups and are especially responsive to negative, emotionally charged moralised
information (Brady et al., 2023). While these biases originally evolved to foster co-
operation and problem-solving, they may be ill-suited for the hyper-competitive
digital attention economy as outlined above.

Research shows that content emphasising group identity, emotional conflict and
antagonism—"us vs. them” rather than solution-oriented debate—achieves high
visibility online (Brady et al., 2019, 2021; Kaiser & Rauchfleisch, 2020). Contrary to
the echo-chamber hypothesis, polarisation is frequently driven by continuous, un-
moderated confrontation across political groups, enabled by interconnected digital
spaces and the prominence of conflict-oriented communication (Bail, 2021; Torn-
berg, 2022). Several studies also show that emotion and outrage amplify dis- and
misinformation (Bago et al., 2020; Bakir & McStay, 2018; McLoughlin et al., 2024;
Vosoughi et al., 2018).

Because conflict-laden, negative-emotion communication is an effective communi-
cation strategy and can create favourable climates for certain political agendas
(Mau et al., 2024), many actors deliberately intensify this hostile and antagonistic
discourse. For authoritarian actors in particular, such styles are central to commu-
nicative success (Freistein et al., 2022; Heiss & Matthes, 2020; Miller-ldriss, 2020).
The role of digital platforms in this context is especially problematic, as they, dri-
ven by the logic of the digital attention economy, often seem to reinforce this en-
gagement-generating discursive style through their recommendation algorithms
(see, for example, Brady et al., 2020, 2023; Hao, 2021; Horwitz, 2021; Lewis, 2018;
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Ribeiro et al., 2019; Whittaker et al., 2021).

Art. 34 DSA: What systemic risks can be addressed?

Building on the above, both the amplification of dis- and misinformation and of
conflict-driven, negative-emotional content pose systemic risks on many VLOPs
primarily used for interpersonal communication. Particularly relevant is the sys-
temic risk under Art. 34(1)(c) DSA, which covers “any actual or foreseeable negative
effects on civic discourse and electoral processes, and public security.” Other sys-
temic risks can also be addressed, including protection of fundamental rights un-
der letter b) (especially human dignity and privacy), prevention of illegal content
under letter a) (notably criminal hate speech), and protection of minors under let-
ter d), as civil discourse is consumed by and influences them.

Dis- and misinformation have been central to platform governance debates over
the past decade (Jungherr & Schroeder, 2021; Saurwein & Spencer-Smith, 2020).
Their spread raises concerns that democracies may lose the ability to maintain
shared understandings of truth and falsehood - an essential precondition for ac-
countability, elections, and policy agreements (Herzog, 2024). Combating disinfor-
mation requires a variety of complementary measures (Hagle et al., 2024), but the
DSA addresses its negative effects on democratic processes through Art. 34(1)(c),
classifying them as systemic risks to civic discourse, electoral integrity, and public
security. It explicitly targets disinformation coordinated through campaigns (Beyer-
bach, 2024), a focus already reflected in formal proceedings against Facebook and
Instagram (European Commission, 2024b).

Compared to disinformation, the amplification of conflict-driven, emotionally
charged content has received less attention in platform governance debates. Yet
growing evidence links its prevalence to what Levitsky and Ziblatt term hyperpo-
larisation - progressive erosion of democratic norms and mutual toleration (Brady
et al., 2023; Levitsky & Ziblatt, 2018; Lorenz-Spreen et al., 2023). Hyperpolarisa-
tion fosters political gridlock, weakens responses to societal challenges, creates
openings for authoritarian encroachment, and may escalate into political violence
(Levitsky & Ziblatt, 2018; Kleinfeld & Sedaca, 2024; Oittinen & Molokach, 2023).
Given the digital success of authoritarian actors outlined earlier and the negative
effects elaborated within this paragraph, amplification of such content constitutes
a systemic risk to civic discourse, electoral processes, and public security.

In addition to systemic risks highlighted so far, dis- and misinformation and the
amplification of conflict-driven and negative-emotionally charged content can also
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contribute to “actual or foreseeable negative effects for the exercise of fundamen-
tal rights” (Art. 34(1) letter b)). The problematic effects of online platforms de-
scribed above are echoed in legal scholarship: Given that VLOPs play an essential
role in the public sphere (Augsberg & Petras, 2022, p. 102), excessive hate speech
and agitation—often intensified by poor communication standards and prevalent in
the context of dis- and misinformation and antagonistic discourse—can threaten
users’ freedom of expression and information (Art. 11 CFR). Such a hostile environ-
ment might lead users to self-censor, disengage from online discourse, or even
delete their accounts, ultimately resulting in a loss of valuable contributions to
public debate—a phenomenon known as the silencing effect (Gelber & McNamara,
2016; Ludemann, 2019, p. 282 et seq.; Markard & Bredler, 2021, p. 865; Volzmann,
2021, p. 621).

Art. 35 DSA: How can the badge address these systemic risks?

Art. 35 DSA lists several examples of suitable mitigation measures, and the badge
fits well within these requirements. Displaying badges on user profiles and provid-
ing an application process constitute “adapting the design, features or functioning”
of VLOP services under Art. 35(1)(a). The rules of conduct accepted during applica-
tion amount to an adaptation of platforms’ “terms and conditions and their en-
forcement” (Art. 35(1)(b)). Finally, granting badge users increased visibility requires
“adapting algorithmic systems, including recommender systems,” allowing plat-
forms to prioritise badge-compliant content (Art. 35(1)(d)).

The badge system could be offered globally as a voluntary measure. However,
since the EU's regulatory competence is limited to the EU’s single market, includ-
ing systemic risks as defined in Articles 34 and 35 of the DSA, the badge system
can only function as a risk mitigation measure within the EU under the legal act.
To avoid fuelling the narrative of internationally contentious sovereignty conflicts
and spillover effects, platforms should either explicitly clarify that they are adopt-
ing an approach that extends beyond the EU on a purely voluntary basis or make
the badge system available exclusively to users from the EU. As platforms general-
ly offer different technical versions of their services for different regulatory areas
and regularly roll out or test new features in limited contexts, a territorially differ-
entiated approach should not present any technological challenges. It seems un-
problematic in this context that badge-bearing people from the EU may then com-
municate with those outside the EU.
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Expected effects of the badge as an intervention mechanism

Art. 35 DSA requires mitigation measures to be tailored, reasonable, proportionate,
and effective, with particular regard to fundamental rights. While the badge’s ef-
fectiveness and proportionality depend on concrete design—especially specific, en-
forceable rules of conduct—there are strong indications that it could address the
outlined systemic risks.

As outlined above, we propose two duties of care connected to the badge mecha-
nism: first, avoiding the dissemination of dis- and misinformation, and second, en-
gaging in deliberative communication. By introducing a new logic of attention dis-
tribution to digital platforms and enhancing the structural conditions for civic
communication, the goal of the badge is to:

1. Create an opportunity space for communicators committed to civic
communication norms to gain visibility.

2. Incentivise all communicators to engage within this space according to
these norms.

3. Undermine distortive communication strategies by problematic
communicators.

4. As aresult of 1) - 3), increase the overall visibility of civic communication.

The proposed new attention distribution logic aims to reshape and enhance the
structural conditions for civic communication by reducing the communicative ad-
vantage currently enjoyed by disinformation and conflict-driven and negative-
emotionally charged content. Communicators who adhere to civic norms would no
longer face systemic disadvantages, making civic engagement a competitive and
viable strategy. This adjustment also creates new incentives for those indifferent
to civic communication to align with these norms, as doing so could enhance their
visibility and success. Problematic actors who rely on disinformation and emotion-
ally charged, divisive tactics might be disincentivised, as their strategies would no
longer provide the same rewards. If they persist, their communication would likely
be less visible and effective compared to before. On a broader platform level, the
volume and visibility of dis- and misinformation and conflict-oriented content
could decrease. This might mitigate the negative effects of hostile discourse cli-
mates and could enhance the protection of fundamental rights. Additionally, users
engaging with content would benefit from clearer signals, such as indicators show-
ing that a communicator has committed to civic communication norms. These
markers would provide users with insights into the probable reliability or potential
bias of the content they consume, fostering a more informed and balanced digital
environment.
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As a general limiting factor, it should be emphasised once again that issues such
as hyperpolarisation and authoritarian encroachment are highly complex phenom-
ena. As indicated in the introduction, while digital media discourse contributes to
these challenges in a meaningful way, it is far from being their only source
(Jungherr et al., 2020; Schroeder, 2018). Any risk mitigation measure targeting dig-
ital platforms can therefore only address the aspects of these issues that are di-
rectly linked to platform dynamics. However, as the analysis above has shown,
these aspects are substantial and relevant.

Overall, this initial assessment suggests the badge is a suitable measure for miti-
gating several systemic risks. The next sections examine effects, benefits, chal-
lenges, and limitations in more depth—Section Il from a political communication
perspective and Section IV from a legal perspective.

Section lll: Extended discursive evaluation of the
badge

While the badge seems to be a suitable measure for addressing systemic risks as
outlined in Art. 34, 35 DSA, its potential side effects and limitations should be
carefully examined and, where possible, mitigated before implementation.

Importance of political conflict

A key concern when implementing measures to reduce antagonistic discourse is
recognising the essential role of political conflict. As Section | highlighted, conflict
and disagreement are not inherently problematic in a pluralistic democracy. Ago-
nist scholars such as Mouffe and Laclau regard in- and out-group conflict as funda-
mental to politics (Mouffe, 2000; Mouffe & Laclau, 1985). Efforts to suppress con-
flict - such as enforcing deliberative settings that prioritise consensus - often fail
to resolve underlying tensions and risk reinforcing existing domination and injus-
tice. Allowing political contestation instead creates space to challenge these injus-
tices (Mouffe, 2000; Scudder & White, 2023).

Kreiss and McGregor (2024) similarly stress that moral claims, collective identities,
and emotions are vital for marginalised groups seeking unity and visibility. Strong
moral positions and emotional expression help form communities and advocate

for their struggles. Negative emotions toward political opponents can be justified.
From this perspective, polarisation is not necessarily harmful but an inevitable re-
sult of deep societal conflict and legitimate grievances. Digital media has expand-
ed the opportunity for excluded voices to express these grievances, but attempts
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to curb polarisation without addressing its roots risk merely suppressing the issues
rather than resolving them.

It is crucial to acknowledge these concerns before implementing a measure like
the proposed badge without careful consideration. At the same time, digital media
has already created space for political newcomers, raising the visibility of opposi-
tional and marginalised voices. Although the badge may slightly slow this process
by reducing conflict and polarisation, it is unlikely to change its overall trajectory.
Even Habermas’ critics concede that excessively antagonistic discourse can harm
democracy (Mouffe, 2000), fostering hyperpolarisation and openings for authoritar-
ian actors (Levitsky & Ziblatt, 2018). The badge is intended to mitigate these risks
accompanying the digital transformation of the public sphere—not to suppress or
reverse its plurality. Rather, it seeks to give democracies an opportunity to develop
mechanisms to meaningfully integrate this expanding diversity of perspectives and
enable a conversation and competition between them without overheating in the
process.

Definitional power, its potential abuse, and biases

Like established content-moderation practices, implementing the badge requires
defining and enforcing what counts as dis- or misinformation and incivility. This
necessarily concentrates power that can be abused and is prone to subjectivity and
bias. Authoritarian regimes illustrate the danger: accusations of spreading false-
hoods are frequently used to silence opposition (Funk et al., 2024; Truong et al.,
2018). Without robust checks and safeguards, the badge could unintentionally en-
able comparable abuses.

Beyond deliberate manipulation, what counts as truth or falsehood—especially in
political contexts—is often situational and shaped by intersecting factors such as
gender, class, and race (Herzog, 2024). These dynamics influence what is accepted
as truth, reproducing existing marginalisation. The risk is heightened by modera-
tion practices that prioritise cost-efficiency, which may reinforce biases. Percep-
tions of civility are similarly context-dependent and contested, complicating the
creation of universally accepted standards (Kathirgamalingam et al., 2024; Kim et
al., 2022; Kim, 2023).

Appropriate safeguards are essential to prevent abuse and limit bias. The badge
should be embedded in existing moderation frameworks, particularly the DSA-
mandated appeal mechanisms (see Section ), to reduce arbitrary decisions on
badge acquisition, loss, and recovery. Decentralising decision-making - for exam-
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ple through social media or community councils (Kettemann & Schulz, 2023) -
can broaden representation, improve diversity, and better protect marginalised
users.

Abuse by problematic actors

Some problematic communicators may still commit to the badge’s duties of care,
often for strategic reasons. Authoritarian and extremist actors already moderate
their content on stricter platforms to gain visibility and funnel audiences to less
regulated spaces (Fielitz & Schwarz, 2023); similar tactics could emerge with the
badge. Many harmful ideas are difficult to capture through binary truth tests or de-
liberative criteria, as they are often expressed in evasive, sarcastic, or nuanced
ways that evade detection, especially by automated systems (Baider, 2023). Conse-
quently, such actors might still qualify for the badge and use the resulting visibility
to spread harmful ideologies.

However, the impact of such exploitation may be less severe than it appears. Au-
thoritarian actors depend heavily on conflict-oriented, emotionally charged com-
munication to gain traction online. To qualify for the badge, they would need to
adopt more civil styles, losing a core element of their strategy. Even if they ob-
tained the badge, this shift would constrain their ability to distort discourse and
likely reduce their visibility. As an additional safeguard, enhanced vetting proce-
dures for badge acquisition - as suggested in Section | — could further limit abuse.

Section IV: Extended legal evaluation of the badge

This section assesses the proposed civic communication badge measure from a le-
gal perspective. It begins by analysing how the badge measure aligns with the
overarching principles of the DSA. The second part examines the implications for
fundamental rights, highlighting the challenges that must be addressed when de-
signing and implementing the badge system.

Compatibility with overarching DSA principles

As shown above, the badge system proposed here can be effectively subsumed un-
der the management of systemic risks but is also in line with the overarching log-
ics of the DSA. At first glance, one might have doubts about this, as the DSA aims
to create harmonised requirements, i.e., a level playing field, as stated in Art. 1(2)
DSA. Many provisions in the DSA are designed to empower platform users and
safeguard them from arbitrary decisions made by platform operators. Art. 14(4)
DSA, for instance, functions as “a sort of general clause against unfair treatment by
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providers” (Husovec, 2024, p. 254) and therefore mandates that operators act ob-
jectively when moderating content, thereby prohibiting arbitrariness. Additionally,
according to Art. 21(3) letter f) DSA, out-of-court dispute settlements must meet
the requirement of fairness. Furthermore, under Art. 25(1) DSA, online interfaces
must also not be designed in such a way that they manipulate users or otherwise
prevent them from making free decisions.

However, a badge system that treats groups of users on a platform differently does
not inherently contradict this concept. While it is true the relative reduction in visi-
bility suffered by non-privileged users is disadvantageous for them, this does not
necessarily imply unacceptable discrimination. On the contrary, by recognising the
general terms and conditions set by platforms as the foundation for content mod-
eration, the DSA in principle respects the platforms’ self-determined communica-
tion guidelines (Husovec, 2024, p. 327). Many provisions, including those on the
management of systemic risks, consider the ToS to be a formative governance in-
strument.ZHowever, it can only function as such if it is variable.

This impression is reinforced by the fact that the DSA itself grants special rights to
certain user groups on platforms and privileges them if they meet certain require-
ments. In doing so, it differentiates between the notions of need for protection and
the worthiness of protection. For example, reports by trusted flaggers (Art. 22(1),
Art. 16 DSA) and reports from organisations commissioned by users (Art. 86(2), Art.
20 DSA) are given preferential treatment in content moderation. Certain reports
from media services are also given preferential treatment under an amendment to
the DSA by Art. 18 of the European Media Freedom Act (EMFA) to strengthen their
position on online platforms. Furthermore, minors are granted special protections
under Art. 28 DSA, establishing a regulatory regime that goes beyond the standard
protections for other user groups. In this context, a differentiated badge system
aligns with the principles outlined in the DSA, as it would elevate civil communi-
cation that is deemed especially worthy of protection while downgrading commu-
nication that may require additional safeguards.

Fundamental rights assessment

The design of the badges must be shaped by the fundamental rights enshrined in
the CFR in two critical ways. First, these rights serve as the foundation for address-
ing one of the systemic risks the badges aim to mitigate: the potential of “actual or
foreseeable negative effects for the exercise of fundamental rights” as outlined in

2. See Art. 14, Art. 20(1), Art. 21, Art. 27, Art. 34(2)(b), Art. 35(1) let. b DSA.
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Art. 34(1) subparagraph 2 sentence 2 letter b DSA. Second, under Art. 35(1) DSA, as
a risk mitigation measure, the badges themselves must be designed with consider-
ation of their potential impact on fundamental rights. VLOP providers are therefore
required to take precautions to avoid unintended systemic risks, such as the sup-
pression of freedom of expression (recital 86 DSA).

To achieve the optimal effect on fundamental rights, the badges should be crafted
in a way that promotes a secure, democratic online environment while minimising
any self-restrictive consequences they might cause. In short, it's about distinguish-
ing between opinions and factual claims, considering the degree of users' autono-
my, and ensuring the procedure and decisions are transparent and safeguarded.

In literature on platform governance and business and human rights (BHR), the is-
sue is often raised that, while the services are highly significant in terms of funda-
mental rights and have great decision-making power over how freedom is used,
they are not formally bound by the fundamental rights catalogues of state consti-
tutions or international law (York & Zuckmann, 2019; Callamard, 2019). The same
was in principle true for EU law, as Article 51(1) CFR stipulates that the fundamen-
tal rights outlined in the Charter are binding only on EU institutions and member
states when implementing European Union law. Private companies, such as plat-
form operators, are not included in this provision. As interpreted by the ECJ, the
conventional cases of horizontal effect under Union law do not extend to the con-
tent moderation activities of private entities (Mast & Ollig, 2023, p. 464 et seq.). In
spite of the moral dimension of fundamental rights, platform operators such as
Meta were legally free to decide whether to adhere to human rights such as the
United Nations' General Principles on Business and Human Rights (UNGPs) when
drafting the charter of their Oversight Board. However, this was without the formal
enforcement power of a human rights organisation and was therefore deficient
(Douek, 2021; Tiedeke & Fertmann, 2024).

The European legal acts of platform law now remedy this situation. Both the Ter-
rorist Content Online (TCO) Regulation and the DSA refer to fundamental rights
and require platform operators to respect those when moderating content (Art.
5(1) TCO Regulation, Art. 14(4) DSA). However, it is crucial to note that platform
operators do not wield sovereign power. Although the ECJ has not yet provided a
precise interpretation of Art. 14(4) DSA, it appears that privately run plat-
forms—capable of asserting their own fundamental rights as the freedom to con-
duct a business (Art. 16 CFR)3—are subject to fewer constraints on fundamental
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rights in content moderation practices compared to state or EU actors. This sup-
ports the feasibility of risk mitigation measures like the proposed badges, which
could help manage ‘awful but lawful’ content by establishing moderation stan-
dards that align with fundamental rights while still allowing platforms the discre-
tion to define their own community guidelines.

As shown above, the DSA maintains this sensitivity to fundamental rights concern-
ing the CFR when assessing and mitigating systemic risks in Art. 34(1) letter b) and
Art. 35(1). Online platforms provide nearly unrestricted communication on virtual-
ly any topic and in any style, meaning that regulating discourse could implicate a
broad range of fundamental rights (Mast, 2024 p. 613). As such, instead of focusing
on specific hypothetical scenarios, it is smarter to establish general considerations
related to fundamental rights that should guide the implementation of a badge
system. The following section outlines key concepts and dimensions that warrant
particular attention in this context.

Fundamental rights, as freedoms, inherently protect individual autonomy, includ-
ing the right to abstain from or consent to an infringement of these rights. Accord-
ing to fundamental rights theory, no such right is deemed impaired if an individual
knowingly and willingly consents to or waives its protection (Ehlers & Germel-
mann, 2023, § 2.2 para. 122; Jarass, 2021, para. 18). This is consistent with long-
established legal principles, such as the Latin maxim volenti non fit iniuria (“to a
willing person, no harm is done”). The CFR relies on this tradition by taking free
consent explicitly into account in the right to integrity of a person (Art. 3(2) letter
a) and the protection of personal data (Art. 8(2)).

In addition, the EUJ's interpretation of fundamental rights is influenced by the
ECHR and the ECtHR's case law (cf. Art. 52(3) CFR), while the latter has acknowl-
edged that individuals can waive their right to privacy (ECtHR, 2010, para. 71).

This overarching idea of consent applies to the badge system if platform users can
freely choose whether to communicate with or without adhering to stricter lan-
guage requirements tied to the badge. In this framework, users should be able to
make an informed, rational decision about whether to adopt the badge’s norms.
However, the legitimacy of autonomy as a factor decreases if the consequences of

. Whether the provision and design of a communication platform constitutes an expression of free-
dom of expression or media (Art. 11 CFR) itself is yet to be clarified at a European level. The Ger-
man Federal Court of Justice (BGH) ruled in this sense in its Facebook judgement of 29 July 2021 -
[l ZR 179/20, §§ 69, 70.
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this decision become overwhelming or if users experience significant pressure—ei-
ther from the platform or societal forces—to choose a particular option. Therefore,
the badge system must clearly outline the pros and cons of opting in or out, ensur-
ing that users' decisions are not unduly coerced. In this sense, the autonomy of
users is further increased by the information strategies and the layered acquisition
approach, both outlined above.

Similar to Article 10 ECHR, Article 11 CFR protects all opinions and statements of
fact, regardless of their content, quality, or stylistic form (ECJ, 2001, para. 39;
Jarass, 2021, Art. 11 para. 11). A key component of freedom of expression is the
neutrality of opinion by state and EU institutions, as it supports undistorted public
discourse and individuals’ free character development. While platform operators
are likely not bound by the same strict neutrality as state actors, certain imple-
mentations of the badge system could challenge this principle if not carefully de-
signed. In this respect, the legal assessment must distinguish between the dissem-
ination of disinformation and misinformation and the obligation to engage in de-
liberative communication behaviour.

The EQ has yet to significantly clarify its interpretation of freedom of expression,
often relying on the case law of the ECtHR for guidance. As described above, the
ECtHR distinguishes between value judgements and factual assertions in its as-
sessments of fundamental rights. When factual statements are deemed false, the
conflicting legal interests, such as the personal rights of those affected, typically
take precedence over freedom of expression. In other words, European fundamen-
tal rights do not afford a freedom of facts equivalent to the freedom of opinion.
Further differentiation can be made that intentional disinformation carries less
weight than unconscious misinformation in terms of fundamental rights. Concep-
tually, a badge system should take this into account.

It is at least as difficult to evaluate deliberative communication obligations. As a
general guideline, badges pose significant challenges to freedom of expression
when they are linked to specific opinions. While aggressive or derogatory styles
can be addressed quite clearly through the badges, especially when they aim to
safeguard the personal rights of third parties and uphold other legal interests, the
freedom of expression under Art. 11 CFR protects in principle the linguistic style
and (non-)deliberative manner of participation in the discourse. There tends to be
friction here, which a badge design that respects autonomy should compensate for.
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Equality of communication opportunities

The concepts of democracy and anti-discrimination are intimately tied to the no-
tion that citizens who wish to participate in public discourse should have compa-
rable opportunities to express themselves and engage in debates. In German legal
thought, this principle is referred to as ‘communicative equality of opportunity”
(Hoffmann-Riem, 1990; Schulz, 1998); however, it has not yet been fully explored
by the ECtHR or the ECQJ. Within the platform economy and broader commercial
contexts, this principle is further enriched by the idea that large companies offer-
ing goods and services to a diverse user base should treat all users equally, regard-
less of their identity—an idea that also characterises the law of ToS.

A badge designed to enhance the reach or visibility of individual users can signifi-
cantly improve their acceptance and effectiveness in public discourse. On the face
of it, this creates unequal treatment between users who have a badge and those
who do not. However, it should be noted that the badge system provides equal op-
portunities in that it is generally open to all users. It aligns with the overall logic
of online platforms, where users who demonstrate high engagement and spend
considerable time on the service are often recognised as power users, accumulat-
ing followers and gaining increased visibility through various means. As long as all
users have the option to activate the badge, they can choose to enhance their plat-
form privileges similarly, maintaining a level of agency in the process. Further-
more, the option for users to complain about platform decisions, as well as the
possibility of recovering lost badges, has a positive effect on equal opportunities.
Ultimately, the badge system is less problematic when it targets the tone or style
of statements instead of their substantive content. While it is admittedly challeng-
ing to draw a sharp line between style and content - given that style frequently
communicates or amplifies content, and content can be expressed through stylistic
choices - it remains legally viable in most cases to classify statements as primarily
concerning one of both.

Proportionality considerations with regard to individual design options

The assessment of a badge system’s alignment with fundamental rights hinges on
its specific design and functionality. Nonetheless, several key issues emerge: When
balancing legal interests, it is crucial to recognise that badges can protect both in-
dividual legal interests—such as personal rights, honour, human dignity, religion,
physical health, and the exercise of freedom without deterrent effect—and the
public discourse essential for democracy. Moreover, the badge system represents a
comparatively ‘soft’ intervention, as the platform’s functionality is partially deter-
mined by user choice. This approach helps avoid more intrusive ‘hard’ measures
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that could more directly infringe on fundamental rights.

The more accessible the choice between the badge system and the ‘normal’ com-
munication mode is for users, along with the speed at which they can regain privi-
leges after breaching badge rules, the more favourable the system is for autonomy.
However, it is essential to recognise that a badge system designed to maximise au-
tonomy might be less effective in protecting the quality of discourse and the legal
interests of third parties compared to a more restrictive approach. In this regard, it
appears that there is a qualitative correlation between rigidity and effectiveness,
while a system that preserves autonomy could potentially engage a broader user
base quantitatively.

In summary, platform operators must navigate several fundamental rights chal-
lenges when implementing a badge system, though these challenges are not in-
surmountable. The inherent tension between autonomy and effectiveness, as well
as the balance between individual freedom and the protection of minorities, is a
common theme in discussions of fundamental rights and is also evident in the
context of this badge system.

Conclusion

In platform governance, the unique dynamics of digital environments and the com-
plex interplay of normative and technological factors require innovative approach-
es to influencing both platform and user behaviour for the public good (Gorwa,
2019). Voluntary user badges for civic communication could serve as such an inno-
vative as well as effective approach, as we have outlined.

The proposed measure has the potential to address the structural biases of digital
platforms and create an opportunity space for civic discourse and incentivise user
participation. This approach could enhance the visibility of deliberative communi-
cation while, depending on the badge’s implementation, potentially reducing the
prominence of disinformation and systematically conflict-oriented and emotionally
charged discourse. Challenges such as the potential negation of conflict, abuse,
and biases in the context of the badge implementation and abuse by problematic
actors can be limited.

Legally, the measure aligns well with the concept of risk mitigation outlined in the
DSA, as the anticipated discursive improvements address many of the systemic
risks specified in Art. 34 DSA. This is achieved through a blend of established con-
tent moderation practices, which can be mapped to the measures listed in Art. 35
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DSA. In addition, the measure can be designed in a way that respects fundamental
rights while maintaining effectiveness. Although there are fundamental rights
challenges to consider—such as ensuring neutrality of opinion—these challenges
are manageable and not insurmountable.

In addition to the discursive improvements and legal alignment with DSA risk miti-
gation measures and fundamental rights, the proposed badges for civic communi-
cation could also benefit VLOPs. It would be too short-sighted to interpret them as
a simple prevention of the natural but potentially harmful business model of on-
line platforms. The badges offer comparatively easy-to-implement and relatively
cost-effective options for systemic risk mitigation, as they build on existing con-
tent moderation practices widely utilised on most VLOPs. No completely new con-
trol system would have to be created, but the regular ToS-based system would
have to be differentiated. Its implementation should not be compared with the
status prior to the DSA but rather with the measures that would have to be taken
in its absence to counter systemic risks in @ manner that satisfies Art. 34 and 35 of
the DSA. Once implemented, the badges are expected to foster a more positive
communication climate, potentially leading to reduced content moderation costs
and increased attractiveness in the advertising market.

It is important to acknowledge that the badge’s impact remains speculative until it
is implemented and systematically assessed. Its effectiveness will likely depend on
specific design choices, such as the required norms, the extent of the visibility
boost, the platform type, its user community, and the political and media environ-
ment in each country. Future research should explore these variables, either
through empirical evaluations of actual implementations in digital platform con-
texts or through simulation and agent-based modelling approaches.

Overall, we believe that the proposed badge could serve as a starting point to dis-
rupt the current distortive attention economy dynamics on digital platforms. By in-
troducing a new logic for attention distribution, it holds the potential to signifi-
cantly address systemic risks associated with these platforms.
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