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Abstract

As machine learning is widely applied to improve the efficiency and effectiveness of manufacturing systems, the auto-
mated selection of appropriate algorithms and hyperparameters becomes increasingly important. This paper presents a
model selection approach to multivariate anomaly detection for applications in manufacturing systems using a multi-output
regression-based meta-learning method. The proposed method exploits the capabilities of meta-learning to explore and learn
the intricate relationships within multivariate data sets in order to select the best anomaly detection model. It also facilitates
the construction of an ensemble of algorithms with dynamically assigned weights based on their respective performance
levels. In addition to the framework, new meta-features for the application domain are presented and evaluated. Experiments
show the proposed method can be successfully applied to achieve significantly better results than benchmark approaches.
This enables an automated selection of algorithms that can be used for enhanced anomaly detection under changing operating
conditions.

Keywords Meta-learning - Algorithm selection - Anomaly detection - Multivariate manufacturing data

Introduction priate algorithms must be selected, adapted and deployed.

When faced with a large number of potentially suitable algo-

Digitization and availability of real-time data in manufac-
turing systems allow to continuously predict the state of
machines and components. Machine learning algorithms for
anomaly detection have proven to be very effective in this
field (Tao et al., 2018; Wang et al., 2022). The goal of apply-
ing these algorithms is to detect patterns and relationships in
process data that do not match expected behavior and thus
indicate advanced wear or other critical processes (Chandola
etal.,2009; Lopez et al., 2017). In this way, unplanned down-
time can be avoided and maintenance can be scheduled more
efficiently (Colledani and Tolio, 2012). To this end, appro-
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rithms, identifying the optimal one and its hyperparameters is
achallenge. Generally, these tasks require not only computa-
tional power, but also data science skills and domain-specific
knowledge (Li et al., 2022). Automating these tasks could
therefore be a great benefit for the application of machine
learning techniques in manufacturing systems.

Machine learning bottlenecks

To better understand why an automated selection of algo-
rithms is desirable, we will first have a look at where human
activities and expertise are required in the modeling process.
Letamachine be a bottleneck process in a manufacturing sys-
tem and the monitoring system required to setup a Predictive
Maintenance (PdM) is based on prognostic methods that use
current sensor data to assess the condition of a machine or
equipment. According to (Karmaker et al., 2022), two human
actors are particularly relevant in this process: The domain
expert and the data expert. The domain expert has extensive
technical and organizational knowledge. The data expert has
experience with predictive modeling but has limited knowl-
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edge of the specific application and process. Together, these
specialists understand the environmental conditions under
which the data is collected and formulate an overall target.
The data expert translates the high-level target into a diagnos-
tic or predictive task, extracts relevant features from the data,
and selects an appropriate algorithm to solve the task. Essen-
tial steps such as understanding domain-specific attributes,
formulating the prediction task, and partitioning the training
and test data are performed. Once these steps have been com-
pleted, different machine learning algorithms can be applied
(Karmaker et al., 2022).

It appears that an intensive exchange between data and
domain experts is required not only in the formulation of the
task, but also for data preparation and synthesis of the results.
In these phases there is a bottleneck in terms of expertise and
communication. In addition, the development of key features,
the evaluation of alternative algorithms, and the validation of
models require significant computational power and effort on
the part of data experts (Karmaker et al., 2022). To facilitate
the application of machine learning algorithms an automation
of these tasks would be beneficial. There is also an opportu-
nity to make the exchange between experts more efficient and
to optimize the processes of data annotation and result compi-
lation. At the same time, automated approaches to key feature
development and algorithm evaluation can help reduce the
workload on human experts. In general, by automating these
critical processes, resources could be used more efficiently.

Approaches for automation

Automated Machine Learning (autoML) aims to automate
feature and algorithm selection, and hyperparameter opti-
mization (Hutter et al., 2019). In contrast to autoML systems,
which start without prior knowledge to find a suitable
algorithm-hyperparameter combination, meta-learning aims
at using machine learning techniques to learn from past tasks
for new tasks (Lemke and Gabrys, 2010; Gabbay et al.,
2009; Lemke et al., 2015; Smith-Miles, 2008). According
to Gabbay et al. (2009) ‘Meta-learning is the study of princi-
pled methods that exploit meta-knowledge to obtain efficient
models and solutions by adapting the machine learning and
data mining process.’

The problem of selecting appropriate algorithms and
hyperparameters arises from the No-Free-Lunch Theorem
(NFL), which states that no single algorithm achieves the best
results for a wide range of problems (Wolpert and Macready,
1997). In the context of PdM, it has been shown that this
assumption also holds for anomaly detection. For example,
Schmidl et al. (2022) evaluated over 70 state-of-the-art super-
vised, unsupervised, and semi-supervised algorithms on time
series datasets from different domains. The results showed
that no single algorithm was superior. They also found that
deep learning methods are not yet competitive, despite their
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high training effort, and that simpler methods can quickly
produce results almost as good as complex methods.

Therefore, the central hypothesis of this work is that an
individual automatic selection of the best algorithm from a set
of robust candidates can contribute to better anomaly detec-
tion, which, if the appropriate measures are derived from
these insights, should also lead to more effective manufac-
turing systems. In this way, the manual effort for algorithm
selection could be reduced. It would also allow for easy adap-
tation to changing conditions without the need for experts.
Finally, we assume that the resulting selection could be supe-
rior to conventional approaches.

Meta-learning has been successfully applied to algorithm
selection in several fields (Sect. 2). However, the design
of this technique depends on the data structure and the
demanded task (Al et al., 2018). This work therefore takes
the step of transferring the meta-learning approach to a new
domain. For the first time, novel meta-features are intro-
duced that describe the relationship between multivariate
time series and domain-specific information, and a frame-
work for meta-learning using multi-output regression is
presented. Furthermore, in contrast to other methods it is
suitable for both single algorithm selection and ensemble
formation. In this way, the meta-model can predict the pre-
dictive performance of all algorithms in the set of candidate
anomaly detectors for multivariate manufacturing data.

The rest of the paper is organized as follows. Section 2
reviews the state of the art in meta-learning for algorithm
selection with a focus on anomaly detection. After identi-
fying the research gap, the proposed method is presented
in Sect. 3. Section 4 is dedicated to the evaluation of the
method in terms of prediction performance and compari-
son with benchmark methods. In addition, the importance
of the individual meta-features and the computational times
of the candidate algorithms are examined. The paper con-
cludes with a discussion of the results and a conclusion in
Sect. 5.

Related works

One application of meta-learning is to select an appropri-
ate algorithm for a particular use case. However, a further
distinction must be made with respect to the task of the algo-
rithm, such as whether it should be used for predictive tasks,
and if so, for what types of predictive tasks. (Ali et al., 2018;
Vanschoren, 2018) In general, a task ¢; € T is described
by a vector m(t;) = (mj1,...,mj ) of n meta-features
mj, € M. The distance between m(#;) and m(¢;) can be
determined to transfer information from an old task to a
new one. Further, a meta learner L can be trained on ear-
lier evaluation results to predict the performance P; pey Of
configurations A; of a new task fney. Here P represents the
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Fig.1 Activities and
communication of human

experts for the implementation
of a machine learning algorithm
as propopsed by Karmaker et al.
(2022)
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set of all previous scalar evaluations P; ; = P(};, t;) of the
configuration A; for the task #; according to a suitable vali-
dation criterion and a model validation method (Bahri et al.,
2022; Vanschoren, 2018). Figure 2 illustrates the concept of
meta-learning as proposed by (Bahri et al., 2022).

Feature-based algorithm selection

According to Vanschoren (2018) meta-learning approaches
can be distinguished based on what types of meta-features
and how they are used. The concept depicted in Fig. 2 learns
from existing model evaluations and meta-features to iden-
tify meaningful configurations of models and narrow down
the search space. This can accelerate the search for optimal

Model ok? @
|
Yes
v
Deploy Model

models and reduce computational effort, as only particularly
relevant regions of the search space are explored (Zoller and
Gabrys, 2020). Furthermore, there is the possibility of trans-
ferring suitable configurations to new tasks. Performance
differences between various model configurations can be
used as meta-features (Fiirnkranz and Petrak, 2001), or place-
holder models can be trained for existing tasks to weigh
them depending on the similarity of a new task (Vanschoren,
2018). Additionally, the learning curves of candidate algo-
rithms can be used as meta-features to evaluate the suitability
of a configuration for new tasks (Leite and Brazdil, 2005).
Another approach is meta-learning from the properties of dif-
ferent tasks, using a variety of meta-features to characterize
the task and then select a suitable configuration (Mantovani,

@ Springer
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Fig.2 The concept of
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2018; Reif et al., 2014; Alcobaca et al., 2020b; Vanschoren,
2010). Instead of manually defining meta-features, they can
also be learned themselves to represent task groups (Sun et
al., 2013). Furthermore, meta-features can be used to ini-
tiate an optimization process optimally or to predict the
best configuration directly (Gomes et al., 2012). Approaches
to constructing entire pipelines to select the best one for
Bayesian optimization also fall into this category (Feurer et
al.,2015; Fusi etal., 2017). At this point, it may also be useful
to predict whether model optimization is promising (Ridd and
Giraud-Carrier, 2014), or what improvement in prediction
accuracy can be expected from optimization (Sanders and
Giraud-Carrier, 2017). Another approach is meta-learning
from previous models, such as their structure or learned
model parameters. Here, an attempt is made to train a meta-
learner to learn how a candidate algorithm should be trained
for a new task. This approach can be further differentiated
into transfer learning and meta-learning with Artifical Neural
Networks (ANN). In transfer learning, models pre-trained on
multiple tasks are used as a starting point for a new task. In
meta-learning with ANN, neural networks are enabled to use
changes in their model parameters during training as meta-
features for further training (Baxter, 2019; Bengio, 2012;
Caruana, 1994; Thrun and Mitchell, 1995). Learning with
few data describes a variant of meta-learning that aims to
adapt deep neural networks with only a few training data so
that they are suitable for a new, similar task. In addition to all
these mainly supervised learning approaches, meta-learning
is by definition not limited to them (Bart and Ullman, 2005;
Fei-Fei et al., 2006; Fink, 2004). Meta-learners can also be
distinguished according to the goal of prediction. For exam-
ple, the goal may be to create a ranking of suitable algorithms
or entire configurations. For example, a ANN can be used to
group similar tasks and then determine a ranking of the best
configurations for these groups (Brazdil et al., 2003; Maforte
Dos Santos et al., 2005). Alternatively, the meta-model can
directly estimate the performance of a configuration (Kopf
et al., 2000). A more detailed overview of these approaches
can be found in the work of (Vanschoren, 2018).

@ Springer

3)

Algorithm selection for anomaly detection

Anomalies are data points that significantly differ from other
data points in a dataset (Hawkins, 1980). Anomalies can be
caused by current disturbances and serve as early indicators
of impending issues, such as declining production quality,
decreasing machine functionality, or shortened component
lifespan (Lughofer and Sayed-Mouchaweh, 2019; Lopez et
al., 2017). The state of a machine can be defined by the
degree of deviation from the expected operating behavior,
with behavior being evaluated based on specific operating
conditions (Vichare et al., 2004). For PdM, it is therefore
essential to identify deviations from normal behavior to
detect potential failures early and take necessary actions in
time. Anomalies can be classified further into point, contex-
tual, and collective anomalies (Schneider and Xhafa, 2022;
Chandola et al., 2009). Point anomalies are individual data
points that exhibit anomalous characteristics compared to the
rest of the data. Contextual anomalies refer to data points that
are considered anomalous only in a specific context or under
certain conditions. In collective anomalies, a group of con-
nected data points may be considered anomalous compared
to the other data points, even if the individual instances do
not represent anomalies themselves; in this case, the collec-
tive occurrence of these data points constitutes the anomaly
(Cook et al., 2020). Figure 3 shows examples of these three
types of anomalies.

The results of a model for anomaly detection can be
in the form of anomaly scores or binary labels. Anomaly
scores quantify the degree of deviation of each individual
data point and allow ranking the data points according to
their probability of being considered anomalous. Although
this output contains all relevant information, unlike a label,
it does not provide a concise summary of potential outliers.
Binary labels indicate whether a data point is considered an
outlier or not. Some algorithms output these labels directly,
while others allow the conversion of anomaly scores into
binary labels (Aggarwal, 2017).

In the field of meta-learning for algorithm selection, the
following contributions to anomaly detection have been iden-
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Fig.3 Examples of point,
context and collective anomalies
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tified in the literature. Fu et al. (2022) propose a meta-learning
method to detect anomalies in power dispatch data. They use
a hybrid ensemble selection approach that combines differ-
ent models based on meta-learning to improve the overall
accuracy and generalizability of the detection model. Yu
et al. (2022) developed a meta-learning method based on
deep unsupervised learning for engine vibration anomaly
detection. Vibration signals are transformed into 52 phys-
ical and statistical features to build models for different
engines. Papastefanopoulos et al. (2021) present a meta-
learning algorithm for unsupervised outlier detection that
combines the best techniques of existing methods through
ensemble voting and unsupervised feature selection. Zhao
et al. (2021) propose to select a model based on the per-
formance of many models on historical outlier detection
benchmark datasets. The method uses specialized meta-
features to capture task similarity within the meta-learning

20 30 40 50

framework. Meta-learning approaches based on statisti-
cal and information-theoretic meta-features require large
amounts of data and computational resources. To address
this issue, Kotlar et al. (2021) propose a novel set of meta-
features based on domain-specific properties of data that can
be efficiently extracted or estimated using a small amount
of data. This demonstrates that domain-specific features can
provide high added value to algorithm selection. Tavares and
Junior (2021) focused on the detection of anomalous traces
in event logs, which can negatively affect the quality of pro-
cess execution. The authors propose a meta-learning strategy
that combines coding techniques with meta-feature extrac-
tion to improve anomaly detection performance. Poulakis
et al. (2020) present a framework for automated clustering.
The framework consists of two modules: algorithm selec-
tion and hyperparameter tuning. Algorithm selection relies
on meta-learning with novel meta-features that capture sim-

@ Springer



5020

Journal of Intelligent Manufacturing (2025) 36:5015-5033

ilarities in clustering structure, and hyper-parameter tuning
uses Bayesian optimization with an optimization objective
that combines different cluster validity indices. Cacoveanu
et al. (2009) present a system that combines dataset charac-
terizations with landmarking to increase prediction accuracy
to select the best classifier for a dataset while minimizing
user effort and providing flexibility.

Overall, the existing literature supports the idea that meta-
learning is a viable method for selecting suitable algorithms
for new tasks. However, there is a notable gap in understand-
ing how to design a meta-learner effectively, as it heavily
relies on the choice of meta-features, and their potential
needs to be fully exploited. It is evident that the effective-
ness of meta-features is contingent on the specific use case,
indicating the potential benefits of incorporating domain-
specific features. The range of meta-learning algorithms
varies, from simpler voting mechanisms to deep-learning
architectures. Various approaches, including ensemble selec-
tion, single model selection, tuning mechanisms, and coding
techniques, have been explored. Despite the usefulness of
landmarking features, their application is limited in PdAM due
to the absence of labels in most cases. Furthermore, exist-
ing research primarily involves one-time selection decisions,
leaving a research gap in the development of automated pro-
cedures for dynamically selecting appropriate algorithms for
anomaly detection. Meta-learning approaches tailored for
multivariate time series are also lacking. This raises chal-
lenges in effectively describing individual time series within
a dataset, aggregating this information, and recognizing rela-
tionships between the time series. Additionally, there is alack
of documented real-use cases in the literature that demon-
strate the application of meta-learning in industrial settings,
particularly in manufacturing processes. This paper attempts
to develop a solution that addresses the problem of meta-
learning for multivariate anomaly detection in manufacturing
systems. For this purpose, an adequate framework for meta-
learning and domain-specific meta-features are introduced
and validated in the following sections.

Automated model selection approach

Since the suitability of anomaly detection algorithms depends
on the available data and the specific application (Schmidl et
al., 2022; Wolpert and Macready, 1997; Zhao et al., 2020),
the challenge is to select the most appropriate algorithm for
the different machines or components of a manufacturing
system. Figure 4 illustrates this challenge for different of
types of machines in a manufacturing system. The set of
possible anomaly detection algorithms is represented by a
collection of differently colored magnifying glasses. These
colors represent their different characteristics and capabili-
ties. The meta-model’s task is to predict the performance of
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each of these candidates in order to make a reliable selection.
It does this by using the incoming machine and operational
data from each monitored object. At the bottom of the figure,
the different colored magnifying glasses indicate that a dif-
ferent algorithm is selected for each machine. The selected
algorithm is then used for anomaly detection. The green
checkmark indicates that the machine is in normal condition.
The orange triangle indicates that the machine is currently
exhibiting abnormal behavior.

Formally, this challenge can be expressed as follows:
Manufacturing systems comprise various types of machines
™ each with distinct configurations and
workloads subject to fluctuating operating conditions. The
state of each machine is denoted by a binary variable y}",
where:

M = ml,...,m

" 0 for the state "normal"
yt = " " (1)
1 for the state "anomalous

Assuming the dataset X" implicitly encodes information
about the machine’s state y;* at time t, A = al, ..., a°
denotes a set of candidate algorithms, where each algorithm
a' is linked with a set of hyperparameters within a domain
A'. If algorithm a' contains p hyperparameters, the entire

: 1 _ 1 1
hyperparameter space is denoted as A* = A;, ..., A,,. For
X" the aim is to discover an algorithm and a hyperparame-
ter configuration that minimizes the following loss:

| X
* 4k : - iyl J
@2 earg min o Z}L(ak, Xirain» Xies)» ()
]:

where L(ai, Xéain, Xt{est) represents the loss experienced
by algorithm a’ with hyperparameter A on X t]est when trained

on X’

irain USINg K cross-validations.

Procedure overview

Figure 5 depicts the meta-learning process. The initial phase,
conducted offline, entails the training and testing of the meta-
model. To establish the training database, various candidate
algorithms undergo evaluation on diverse dataset collections
(Sect. 3.3). Their performances and hyperparameter config-
urations, are stored alongside 155 meta-features (Sect. 3.4).

For assessing the suitability of candidate algorithms and
serving as a target for meta-learning, the F1-Score is selected
as the primary evaluation criterion. The F1-Score offers a
balanced assessment of both precision and recall, making it
a sensible choice considering that the costs associated with
false positives and false negatives depend on the applica-
tion scenario. Moreover, the F1-Score proves advantageous
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Table 1 Related works in the

field of meta-learning for Author(s)

Contribution

anomaly detection Fu et al. (2022)

Yu et al. (2022)

Papastefanopoulos et al. (2021)

Zhao et al. (2021)

Kotlar et al. (2021)

Tavares and Junior (2021)

Poulakis et al. (2020)

Cacoveanu et al. (2009)

Proposed meta-learning dynamic ensemble selection
for power dispatching anomaly detection, address-
ing inaccurate benchmarks and poor universality,
demonstrating advanced performance in a real-world
application

Introduced Meta-learning for motor vibration
anomaly detection in industrial PHM, achieving
a 33.50% accuracy improvement over unsupervised
learning for new sensor models

Developed a meta-learning algorithm for unsuper-
vised outlier detection, combining strengths through
ensemble voting and unsupervised feature selection,
outperforming existing techniques

Proposed METAOD for automatic unsupervised out-
lier model selection based on meta-learning, leverag-
ing performance on historical datasets for effective
model selection, significantly outperforming other
model selection techniques tailored for UOMS

Addressed model selection in anomaly detection tasks
within AutoML frameworks, introducing a novel set
of domain-specific meta-features for efficient model
selection, achieving 87% accuracy across diverse
domains

Enhanced anomaly detection in event logs using a
meta-learning strategy with encoding, recommending
suitable encoding techniques based on meta-features,
outperforming baseline methods

Introduced AutoClust, a framework for automated
clustering, using meta-learning for algorithm selec-
tion and Bayesian optimization for hyperparame-
ter tuning, demonstrating promising results on 24
datasets

Presented an evolutional meta-learning framework for
automatic classifier selection, combining dataset char-
acterization with landmarking to increase prediction
accuracy, aiming to minimize user intervention while
offering flexibility in classifier selection

in scenarios where there is an uneven distribution of classes
within the data.

2 - Precision - Recall
F1-Score = — 3)
Precision + Recall

Inapreprocessing step, relevant meta-features are selected
and transformed to attain the desired structure for subsequent
processing. It is important to differentiate between actual
meta-features, which describe the properties of the dataset
and individual attributes, and performance measures utilized
as meta-targets.

Before passing them to the meta-model for prediction,
the meta-features may be encoded. For this work, the effec-
tiveness of an autoencoder, a PCA (Pedregosa et al., 2011),
as well as a t-Distributed Stochastic Neighbor Embedding
(t-SNE) (Pedregosa et al., 2011) were investigated for dimen-

sionality reduction. The autoencoder is used to learn a
compact representation of the meta-features. In this case,
we designed a dense autoencoder with eight fully connected
layers. After dividing the data sets into training and test data,
the training data is passed through the encoder. The test data
are transformed accordingly. To construct the meta-model,
a multi-output regression model is used to model the target
variables, i.e., the performance measures of the candidate
algorithms. In this case, the validation criterion is the Mean
Squared Error (MSE) between the true and predicted target
variables.

In the second phase, performed online, the meta-model
is applied. The goal is to identify a suitable algorithm for
a previously unknown application dataset. To achieve this,
meta-features are extracted from the application dataset and
submitted to the meta-model, which returns an estimate
of each candidate’s prognostic performances. Based on a

@ Springer
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g good algorithms would tend to result in lower prediction per-
Manufacturing formance than using only the dominant algorithm. Forming
Data an ensemble would also be advantageous when a dominant
algorithm exists but cannot be accurately predicted. We fur-
ther assume that in the absence of a particularly well-suited
\ 4 Y \ 4 .
o algorithm, an ensemble should be formed to compensate for
%o Y T o’(°'_(3) uncertainties of the individual algorithms for this data set.
A Lo\, The weighting of the algorithms within the ensemble is deter-
: mined as a function of the predicted performance. Therefore,
> 2 ' two approaches are considered: First, the selection of the
State ; best algorithm (Meta-Single-Selection (Meta-S-Sel)). Sec-

Prediction v

Fig. 4 Conceptual framework for prognostic algorithm selection in
manufacturing systems

Offline
Train/ Test Extract
—
Datasets Meta-Features =
Meta-Data
Candidate Evaluate Train & Test
Algorithms, Algorithms Meta-Model
Y
/Application Extract 5o
Data Meta-Features 1%
SelectlAlgorithm
Deploy ¢
Algorithm

Online

Fig.5 Comprehensive flow of the meta-learning process for algorithm
selection

selection mechanism that takes into account the perfor-
mance predictions, a single or a combination of algorithms
is selected. It is assumed that if there is a dominant algo-
rithm in the candidate set according to the prediction of the
meta-model, that this algorithm should be selected. Form-
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ond, the formation of an ensemble of several good algorithms
or the selection of a single algorithm (Meta-Multi-Selection
(Meta-M-Sel)). For the second case, we define an upper
bound o, and a lower bound o;. Algorithms whose predicted
performance is below o; are excluded. Algorithms are added
to the ensemble until the sum of the predicted performances
exceeds the upper bound o,.

Algorithm 1 Procedure to construct the Meta-M-Sel

(F1-Score)  of
descending  order

Require: Estimated prognostic
each candidate algorithm
(Algorithm Per formances).

Require: Thresholds o, and o;.

Ensure: Listselected Algorithms containing the selected algorithms.

1: selectedAlgorithms <[]  Initialize an empty list for selected
algorithms.

: currentSum < 0 > Initialize sum of prognostic performances.

: for algorithm in Algorithm Per formances do
if algorithm Per formance < o; then

continue > Exclude algorithms below o;.
end if
currentSum < currentSum + algorithm Per formance
if currentSum > o, then
break
end if
selected Algorithms < selected Algorithms + [algorithm]
> Add algorithm to the ensemble.
12: end for
13: return selected Algorithms

performance
sorted in

R A e

> Stop once oy, is exceeded.

,_,_.
—_ o




Journal of Intelligent Manufacturing (2025) 36:5015-5033

5023

Candidate algorithms for anomaly detection

To define the set of algorithms from which the meta-model is
supposed to predict the most appropriate one, some bound-
ary conditions need to be established. It is crucial that the
algorithms excel in handling multivariate data. Moreover,
the datasets may contain time series, such as sensor and
control signals, in addition to categorical attributes describ-
ing production history or other relevant context. Therefore,
the chosen algorithms should demonstrate proficiency in
effectively processing these types of data. Another consider-
ation arises from the necessity to pre-evaluate all candidate
algorithms on the training datasets. Thus, it is imperative
to minimize the number of hyperparameters to reduce the
potential solutions and the computational complexity of
preparing the meta-learning system. Additionally, a diverse
set of anomaly detection algorithms should be available
as candidates to ensure a comprehensive suitability profile.
In light of these considerations, the following algorithms
were selected as alternatives for the selection process and
implemented using the PYOD library (Zhao et al., 2019):
Histogram-related Outlier Score (HBOS), Principal Com-
ponent Analysis (PCA), Clustering Based Local Outlier
Factor (CBLOF), Lightweight Online Detector of Anomalies
(LODA), Copula Based Outlier Detector (COPOD), Local
Outlier Factor (LOF), One-Class Support Vector Machine
(OCSVM), IsolationForest Outlier Detector (IForest), k-
Nearest Neighbors Detector (KNN), Feature Bagging (FB)
and Connectivity-Based Outlier Factor (COF).

Dataset collections for meta-model construction

The composition of the training datasets plays a pivotal
role in shaping the performance and generalizability of the
meta-model. The datasets, selected for the problem at hand,
encompass multivariate data. The number of attributes per
dataset varies from 2 to 21, while the length ranges from
148 to 5473 data points per attribute. Each data point must
also be associated with a binary label, a prerequisite for
evaluating the performance of the candidate algorithms. The
construction of the meta-model relies on publicly available
data collections, ensuring the reproducibility of the study (see
Table 2). Care was taken to ensure that only about 80% of the
datasets were used to train the meta-model and the remaining
20% were used for evaluation (Sect. 4).

The fundamental premise of this study is grounded in
the concept of the No Free Lunch (NFL) theorem, which
posits that no single algorithm consistently outperforms oth-
ers across different tasks. Previous research by (Schmidl et
al., 2022) has demonstrated that the NFL also applies to
anomaly detection algorithms. However, it remains uncertain
whether this assumption holds true for the specific algo-
rithms and datasets considered in this study. Therefore, it

is imperative to investigate how the performance of the var-
ious algorithms is distributed across the data, and whether
there exists a dominant algorithm with consistently superior
predictive capabilities for all datasets, thereby obviating the
need for individual algorithm selection.

Figure 7 shows the predictive performance of various
anomaly detection algorithms on the training datasets. The
top 7a illustrates that there is no clear dominant algorithm;
instead, many of the algorithms occupy valid positions within
the candidate set. The bottom Fig. 7b further illustrates how
algorithm performance varies from one dataset to another.
Some algorithms yield impressive results for a particular
dataset, while the average performance across all datasets is
relatively poor. A direct comparison between the plots reveals
that PCA achieves the highest median result (as shown in Fig.
7b), but it is not the absolute best algorithm overall (as shown
in a). It is worth noting that the effectiveness of an algorithm
on the training dataset does not necessarily guarantee similar
performance on new incoming data or on a fresh test dataset.
In summary, these results support the hypothesis that the
NFL theorem holds for the given data and algorithms. Con-
sequently, it should be advantageous to individually select
algorithms for anomaly detection.

Meta-features to describe task similarity

The performance of the meta-model is significantly influ-
enced by a thoughtful selection and effective incorporation
of meta-features. It is crucial to describe datasets with meta-
features that the meta-model can distinguish well and that
also reflect properties defining the suitability of algorithms
for specific tasks (Kotlar et al., 2021; Tavares and Junior,
2021).

The choice of meta-features is contingent on the structure
and dimensionality of the input data. In this paper, we intro-
duce a set of meta-features tailored for anomaly detection
and multivariate time series. This set is complemented with
previously established meta-features from the literature. Sta-
tistical summaries are employed for most meta-features to
aggregate individual time series features for each dataset.

Multivariate time series are a common data structure for
characterizing the state of technical systems. Often there is
a causal relationship between several time series within the
same data set. These relationships may contain crucial infor-
mation for the selection of a suitable prognostic algorithm.
Therefore, we introduce the following meta-features, which
consider the properties of each time series in isolation, as
well as its relationships to other time series within the same
dataset. It is important to note that these features are not new
for describing time series; their novelty lies in their appli-
cation in this context to support the meta-learning process.
Detailed information on the features used can be found in
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Table 2 Open source dataset
collections used for
meta-feature generation and
model construction, along with
references and download
sources

Dataset collection

Daphnet
Exathlon
Genesis
GHL
GutenTAG
10PS
KDD-TSAD
Kitsune
LTDB
Metro
MITDB
NAB
NASA-MSL
NASA-SMAP
NormA
Occupancy
Opportunity
SMD

TSAD 2021
Yahoo! WS

Reference Download source
doi:10.1109/TITB.2009.2036165 UCIML
doi:10.14778/3476249.3476307 Github
doi:10.1007/978-3-662-57805-6-4 Kaggle
arXiv:1612.06676 Paper Website
doi:10.14778/3554821.3554873 Github
doi10.1145/3292500.3330680 Challenge Website
arXiv:2009.13807 Challenge Website
doi:10.14722/ndss.2018.23204 UCIML
doi:10.1161/01.CIR.101.23.e215 PhysioNet
doi:10.1109/12MTC.2015.7151267 UCIML
doi:10.1161/01.CIR.101.23.e215 PhysioNet
doi:10.1016/j.neucom.2017.04.070 Benchmark Website
doi:10.1145/3219819.3219845 Paper Website
doi:10.1145/3219819.3219845 Paper Website
doi:10.1145/3055366.3055375 Paper Website
doi:10.1016/j.enbuild.2015.11.071 UCIML
doi:10.1109/INSS.2010.5573462 UCIML
doi:10.1145/3292500.3330672 Paper Website
doi:10.1109/TKDE.2021.3112126 UCR TSCA
doi:LATS Yahoo! Webscope

(Bhattacharya and Burman, 2016), from which the follow-
ing definitions are also adopted.

e Autoregressive coefficients quantify the relationship

between a time series and its lagged values, providing
insight into the temporal dependencies within the data.

Xe=c+d X1+ Xr2+... +PpXs—p+& (D)

X; is the value of the time series at time ¢, ¢ is a constant
term, ¢1, ¢2, ..., ¢, are the autoregressive coefficients.
X1, X2, ..., X;—p are the lagged values of the time
series and &; is the error term at time ¢.
Cross-correlation measures the similarity between two
time series as a function of the lag of one relative to the
other, indicating potential relationships or patterns shared
between them.

Z,{v:_lr(xt — ) Vet — Hy)
\/Zivzl(xt - Mx)2 Zivzﬂ)’t - My)2

Ruy(0) = ®)

where Ry (1) is the cross-correlation coefficient at lag z,
x; and y; are the values of the two time series at time 7,
py and p, are the means of the two time series, respec-
tively, 7 is the lag parameter, and N is the total number
of data points in the time series. The cross-correlation
coefficient Ry (7) ranges from -1 to 1, where 1 indicates
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a perfect positive correlation, -1 indicates a perfect neg-
ative correlation, and O indicates no correlation.
Covariance quantifies the extent to which two time series
X and Y change together, providing information about
their joint variability.

Yo (i — ux)(yi — py)

Cov(X,Y) = 1
n—

(6)

where Cov(X, Y) is the covariance between X and Y, x;
and y; are individual observationsof X and Y, ux and ey
are the means of X and Y respectively, and n is the number
of observations. A positive covariance indicates a positive
linear relationship, while a negative covariance indicates
a negative linear relationship. A covariance close to zero
indicates a weak or no linear relationship.

Transfer entropy quantifies the directional flow of infor-
mation from one time series to another, revealing the
extent of information transfer between them. Given two
discrete-time processes X and Y, the transfer entropy
from X to Y at lag k is defined as:

TEx_yk) = HY, YY), x®) = HY 1Y) ()

where T Ex_,y (k) is the transfer entropy from X to Y
at lag k, H(-) denotes the conditional entropy, Y;1 is
the future value of process Y, and Y,(k) and X ,(k) are the
histories of ¥ and X up to lag k respectively. The first


https://doi.org/10.1109/TITB.2009.2036165
https://archive.ics.uci.edu/ml/datasets/Daphnet+Freezing+of+Gait
https://doi.org/10.14778/3476249.3476307
https://github.com/exathlonbenchmark/exathlon
https://doi.org/10.1007/978-3-662-57805-6_4
https://www.kaggle.com/inIT-OWL/genesis-demonstrator-data-for-machine-learning
https://arxiv.org/abs/1612.06676
https://kas.pr/ics-research/dataset_ghl_1
https://doi.org/10.14778/3554821.3554873
https://github.com/HPI-Information-Systems/gutentag
https://doi.org/10.1145/3292500.3330680
http://iops.ai/dataset_detail/?id=10
http://arxiv.org/abs/2009.13807
https://compete.hexagon-ml.com/practice/competition/39/
https://doi.org/10.14722/ndss.2018.23204
https://archive.ics.uci.edu/ml/datasets/Kitsune+Network+Attack+Dataset
https://doi.org/10.1161/01.CIR.101.23.e215
https://doi.org/10.13026/C2KS3F
https://doi.org/10.1109/I2MTC.2015.7151267
https://archive.ics.uci.edu/ml/datasets/Metro+Interstate+Traffic+Volume
https://doi.org/10.1161/01.CIR.101.23.e215
https://doi.org/10.13026/C2F305
https://doi.org/10.1016/j.neucom.2017.04.070
https://github.com/htm-community/NAB
https://doi.org/10.1145/3219819.3219845
https://github.com/khundman/telemanom
https://doi.org/10.1145/3219819.3219845
https://github.com/khundman/telemanom
https://doi.org/10.1007/s00778-021-00655-8
https://helios2.mi.parisdescartes.fr/~themisp/norma/
https://doi.org/10.1016/j.enbuild.2015.11.071
https://archive.ics.uci.edu/ml/datasets/Occupancy+Detection+
https://doi.org/10.1109/INSS.2010.5573462
https://archive.ics.uci.edu/ml/datasets/URL+Reputation
https://doi.org/10.1145/3292500.3330672
https://github.com/NetManAIOps/OmniAnomaly
https://doi.org/10.1109/TKDE.2021.3112126
https://www.cs.ucr.edu/~eamonn/time_series_data_2018/
https://labs.yahoo.com/Academic_Relations
http://research.yahoo.com/Academic_Relations
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(a) Top performing algorithms as measured by F1-Score for all data-
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(b) Distribution of prediction scores (F1-Score) for each candidate
algorithm across all training data sets

Fig. 7 Verification of the suitability of the data set collections for the
evaluation of the meta-learning procedure

term on the right-hand side measures the uncertainty in
the future of Y given both the past of ¥ and the past of
X up to lag k. The second term measures the uncertainty
in the future of Y given only the past of Y up to lag k.
The difference between these two terms quantifies the
additional information provided by the past of X up to
lag k.

e Maximum power frequencies represent the dominant
oscillatory patterns within the time series, providing
insight into periodic behavior or trends.Given a continu-
ous signal x (), the power spectral density (PSD) S, (f)
represents the distribution of power as a function of fre-
quency. The MPF is defined as:

JSMPF = arg m?x Sx(f) (8)

where fypr is the Maximum Power Frequency, and
Sy (f) is the power spectral density of the signal.

Besides the above described metrics to describe time
series, it seems reasonable to expect that the specific nature
of anomalies present in a dataset can significantly affect the
effectiveness of a chosen algorithm. Therefore, we introduce
meta-features that provide additional details about the nature
of anomalies. Itis important to note, however, that these meta-
features can only be generated if the training dataset contains
labels that categorize the state of the data at different points
in time. In the following, x; represents the value of the time
series at time i, where x; = 1 indicates an anomalous data
point and x; = 0 indicates a normal data point. N is the total
number of data points in the time series.

e Total anomaly ratio indicates the proportion of anoma-
lous data points relative to the total length of the time
series, providing a measure of the overall prevalence of
anomalies.

N .
TAR:M )
N

e Point anomaly ratio represents the ratio of individual
data points identified as anomalies, providing insight into
the frequency of isolated abnormal observations.

N .
PAR = Zi=ti (10)
N

e Collective anomaly ratio quantifies the ratio of anoma-
lies that occur collectively, indicating instances where
anomalies occur in groups or clusters within the time
series.

N .
CAR:M (11)
N

e Anomaly durations refer to the lengths of time anoma-
lies persist in the time series, providing information about
the temporal extent of abnormal patterns. To calculate
Anomaly Durations, we identify consecutive sequences
of anomalous data points and measure the duration of
each such sequence. For example, if x; = 1 indicates an
anomalous data point and x; = 0 indicates a normal data
point, the duration of an anomaly sequence starting at
time i and ending at time j would be j —i + 1 time units.

e Non-anomaly durations represent the length of time
intervals between anomalous occurrences, providing
insight into the periods of normalcy or absence of
anomalies in the time series. To calculate Non-Anomaly
Durations, we identify the consecutive sequences of nor-
mal data points (Os) and measure the duration of each such
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sequence. For example, if x; = 1 indicates an anomalous
data point and x; = 0 indicates a normal data point, the
duration of a non-anomaly sequence starting at time i and
ending at time j would be j — i + 1 time units.

Additionaly, further sets of meta-features (Table 3) were
extracted using the PyMFE library (Alcobaca et al., 2020a).

Experimental evaluation

The automotive manufacturing process encompasses a spec-
trum of highly automated welding procedures. For instance,
clusters of robots are employed to weld various types of
studs onto the car body to facilitate subsequent assembly
processes. In this context, substantial volumes of data are
generated and gathered to monitor and control robots and
equipment. The studs’ material, length, diameter, and weld-
ing position vary depending on the car model. Consequently,
different welding programs are executed. Depending on the
production schedule, model changes may occur more or less
frequently, resulting in a broad array of process parameter
curves. Figure 8 illustrates the same two signals for different
combinations of studs and bodies, each identified by a unique
ProcessID.

When it comes to implementing PdM using machine
learning techniques, the critical question is: Which algorithm
is optimal for each process? What if there’s a need to estab-
lish fault prediction for numerous types of robots? What if
additional processes and technologies are introduced, each
with different variants and components? How does the mon-
itoring adapt when the workload on a machine changes? And
how does replacing a machine component affect the accuracy
the prognostic model? What happens to sensor readings as
environmental conditions change? The crux of the matter is
that any change in these conditions may require an adjust-
ment or modification to the algorithm used to monitor the
process. In such scenarios, an automated approach to select-
ing appropriate algorithms would save time and resources.

In the following experiments, we investigate whether a
reliable selection of algorithms is possible with the presented
procedure. The performance is compared with benchmark
methods, the importance of the individual meta-features is
examined, and the computing times of the candidate algo-
rithms are considered.

Meta-algorithm configuration

In a preliminary study, several meta-learning algorithms were
evaluated in conjunction with different feature encoding
methods using fivefold cross-validation based on the MSE.
In particular, the Random Forest Regressor (RFR) algorithm
showed robust performance and was therefore chosen as the
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meta-learning algorithm. It works by generating numerous
decision trees during the training phase, each constructed
using a random subset of the training data and features
to ensure diversity among the trees. During the prediction
phase, RFR combines the outputs of individual trees to pro-
duce the final prediction. We use the sklearn.multioutput
module, which extends the capabilities of this originally
single-output regression model to handle multiple target
variables simultaneously. The problem involves learning a
mapping function f that predicts F1-Scores (¥’) based on a
matrix X of meta-features. The objective is to minimize the
Mean Squared Error loss function, L(Y, Y’), where Y rep-
resents the actual F1-Scores. The RFR is trained to optimize
its parameters, resulting in a model f* used for predicting
F1-Scores for new meta-features. Considering a dataset col-
lection with N rows, each dataset is characterized by M
meta-features. Let X represent the matrix of meta-features
(N x M), where X;; is the j-th meta-feature for the i-th
dataset. The target Y, is a matrix of the actual F1-Scores
(N x 1), where Y; is the F1-Score for the i-th algorithm.

1 N
LY=o 30 Wy = X)) (12)
i=1 j=1

The optimal regression model f* minimizes this loss:

f* = argmin LY, (X)) (13)

The resulting model f* serves for predicting F1-Scores
for each candidate algorithm for the test datasets which are
not known to the meta-model. To evaluate the Meta-M-Sel
method, the parameters were set to o; =0.2 and 0, = 1 using
a grid search.

Benchmarks

The literature lacks a standardized evaluation procedure for
meta-learning approaches, leading to a diversity of evalu-
ation methodologies without established guidelines. To fill
this gap, this study employs a comparative analysis by intro-
ducing five benchmark methods for evaluating the selection
strategies. This approach aims to provide an informative
assessment of the meta-model’s performance relative to the
following baselines:

e Optimum: Selection of the candidate algorithm with the
best performance on the test data, representing the ideal
selection strategy. It is assumed that all results are known
and the best one for a data set is used to calculate the
F1-Score.
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Table3 Overview of meta

Description

feature groups extracted from Group

PyMFE Clustering
Complexity
Concept
General

Info-theory

Itemset

Landmarking

Model-based

Statistical

Various indices and metrics related to clustering quality, such as INT
index, normalized relative entropy, Pearson correlation between class
matching and instance distances, number of clusters with size smaller
than a given size, mean silhouette value, Davies and Bouldin Index, and
Dunn Index

Measures related to the complexity of the dataset, including entropy of
class proportions, imbalance ratio, clustering coefficient, average den-
sity of the network, Fisher’s discriminant ratios, volume of overlapping
region, feature efficiency, hub score, error distances, OVO subsets error
rate of linear classifier, non-linearity of a linear classifier, cardinality,
fraction of borderline points, nearest neighbor distances, and more

Features related to the variability and density of class labels among
examples, including variations of weighted distance and concept varia-
tion

Features providing general information about the dataset, such as ratios
between attributes, categorical and numeric features, relative frequency
of each distinct class, instances and attributes, total number of attributes,
number of binary and categorical attributes, distinct classes, instances
(rows), numeric features, and numerical and categorical features

Information theory related measures including concentration coeffi-
cients, Shannon’s entropy for predictive attributes, mutual information,
and other attributes’ entropy, noisiness of attributes, and number of
equivalent attributes for a predictive task

Features related to itemset mining, including one itemset and two itemset
meta-features

Performance measures of different classifiers and models, such as deci-
sion trees, nearest neighbor classifiers, linear discriminant classifier, and
Naive Bayes classifier

Features derived from decision tree models, including the number of
nodes (leaf and non-leaf), size of branches, leaves corroboration, homo-
geneity, proportion of leaves per class, tree shape, depth of nodes,
features importance, and various ratios

A wide range of statistical measures such as correlations, covariances,
eigenvalues, means, interquartile range, kurtosis, skewness, sparsity,
variance, and various tests and traces for statistical properties of the
dataset. This group encompasses many different statistical aspects of
the data
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in process parameters across different combinations of studs and car bodies
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e Te-Sel: Selection of the algorithm with the best overall
prediction result on the test data. Again, it is assumed that
all outcomes are known. Instead of using an individual
algorithm for each new data set, the algorithm with the
best overall result for all data sets is used to determine
the F1-Score.

e Tr1-Sel: Selects the algorithm with the best performance
on the training data. Here, the results on the training data
are used as the selection function. The algorithm with the
best result on a subset of the data is also used to predict
the evaluation data.

e Tr2-Sel: Forms an ensemble of the two most effective
algorithms on the training data. In contrast to Tr1-Sel, not
a single, but a combination of the results of the two best
algorithms on a part of the data is used for the evaluation
part of the data.

e Tr3-Sel: Forms an ensemble of the three best perform-
ing algorithms on the training data. Like Tr2-Sel, just a
combination of the three best algorithms.

The result of the formed ensembles is determined by sim-
ple mean value calculation. The results of predicting whether
or not an anomaly is present are added and divided by the
number of candidates in the ensemble. The F1-Score is then
calculated for each data set.

Prognostic performance

Figure 9 provides a comparative overview of the per-
formances of the proposed meta-models and benchmark
methods. It displays F1-Score predictions for previously
unknown test datasets, simulating the productive use of
the offline-constructed meta-models. The meta-model must
make selection decisions for a single algorithm (Meta-S-Sel)
or form an ensemble (Meta-M-Sel) based on incoming data
set meta-features. Additional approaches include Te-1-Sel
(application of the best overall algorithm on the test data),
Tr-1-Sel (selection of the overall best algorithm for training
data, then applied to test data), Tr-2-Sel (ensemble of the best
two algorithms for training data), and Tr-3-Sel (ensemble of
the best three algorithms for training data). The box plots
are ordered by medians, with the optimal outcome, achiev-
able by individually selecting the single best algorithm from
the candidate set for each dataset, positioned at the far right
(Optimum). Corresponding numerical values are available in
Table 4, sorted by median in ascending order.

The findings suggest that when it comes to selecting a
single algorithm for an unknown dataset, Meta-S-Sel demon-
strates superior performance. Following closely, Meta-M-Sel
performs well, while Te-1-Sel, Tr-2-Sel, Tr-3-Sel, and Tr-
1-Sel exhibit significantly lower performances. The median
difference between Meta-S-Sel and the optimal value is min-
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Fig. 9 Box plots illustrating predictive performance for baseline and
meta-selection strategies

imal (0.023), and the maximum value matches the optimum,
highlighting its efficiency. In contrast, the discrepancies with
the optimum are more substantial for Meta-M-Sel (0.082),
Te-1-Sel (0.144), Tr-2-Sel (0.148), Tr-3-Sel (0.148), and Tr-
1-Sel (0.166).

In summary, the results strongly confirm the effectiveness
of the meta-learning approach in selecting the most appropri-
ate algorithm or ensemble based on meta-data. The method
even outperforms all strategies that rely on evaluations of
parts of considered data sets, demonstrating its superior per-
formance. Of particular note is its ability to outperform the
selection of the overall best algorithm, the most common
approach in industrial settings. The minimal difference from
the optimum indicates that the chosen meta-features encap-
sulate indispensable information that is critical for making
and informed selection decisions. Regarding the superiority
of Meta-S-Sel over Meta-M-Sel, it is suspected that this is
due to the fact that the meta model can clearly identify the
best suitable algorithm for a data set. Thus, model selection
yields better results than a combination of the best and the
second-best candidate algorithms. However, there is always
the possibility of overfitting the - even if large - selection of
datasets. In this sense, the Meta-M-Sel may be a more robust
solution for model selection in practice if the data structures
are very different from those used here.

Meta-feature importance

Examining the importance of different meta-features for pre-
dicting the performance of individual candidate algorithms
through the meta-model provides deep insights into the effec-
tiveness of the proposed approach. In total, 155 meta-features
were obtained for each dataset, 145 of which were computed
from the PyMFE collection, apart from the ten meta-features
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predictive performances for Mean  SD Min 2% 0% 7% M
giiggz:“dfnﬂa*eECﬁO“ Tr-1-Sel 0.244 0.196 0.000 0.086 0.240 0368 0.889
Tr-3-Sel 0.248 0.176 0.000 0.111 0.258 0.356 0.872
Tr-2-Sel 0.251 0.186 0.000 0.099 0.258 0.362 0.846
Te-1-Sel 0.255 0.189 0.000 0.143 0.262 0.323 0.953
Meta-M-Sel 0.300 0.204 0.000 0.150 0.324 0.408 0.966
Meta-S-Sel 0.352 0.211 0.000 0.209 0.383 0.466 0.989
Optimum 0.378 0.213 0.011 0.236 0.406 0.495 0.989
presented in this paper (see Sect. 3.4). Permuation Feature =~ Computing times

Importance was used as the method to determine the results.
This is an analysis method that measures the contribution
of each feature to the statistical performance of an adapted
model. To do this, the values of each feature are randomly
shuffled and the change in model performance is observed
(Breiman, 2001). In this way, it can be used to analyze how
much a feature contributes to the prediction of a target vari-
able.

Table 5 ranks the results in descending order of median,
with Transfer Entropy Maximum and Mutual Information
Mean emerging as the most important features by a signifi-
cant margin. Interestingly, the Collective Anomaly Ratio is
also among the top features, indicating that the collective
anomaly ratio is a critical criterion for selecting anomaly
detection algorithms. This confirms the hypothesis that the
newly introduced meta-features help to describe the similar-
ity of data sets and capture relevant criteria for the selection
of anomaly detection algorithms. The results suggest that the
relationships between time series provide valuable insights,
justifying the use of meta-features, in particular Transfer
Entropy Maximum and Mutual Information Mean. These
features allow the meta-model to identify relevant patterns
and structures in the data, facilitating informed decision mak-
ing. However, it is important to note that the availability of
labels, especially for the Collective Anomaly Ratio, may not
be guaranteed in all applications. Therefore, there may be sit-
uations where certain features cannot be used due to a lack of
label information. Furthermore, it should be emphasized that
the relevance of features is highly dependent on the specific
circumstances and requirements of the application domain.
What is meaningful in one context may be less relevant in
another. In summary, the results of the feature importance
analysis confirm the effectiveness of the newly introduced
meta-features and underline their role in describing data and
capturing crucial criteria for the selection of anomaly detec-
tion algorithms. These findings are essential for adapting the
meta-model to specific use cases and optimizing its perfor-
mance.

The computational time of various candidate anomaly detec-
tion algorithms is examined by measuring the time each
algorithm takes to predict each data point in a dataset. The
results show clear differences in the computation times of
the models considered. HBOS, PCA, and CBLOF proved
to be significantly faster algorithms than LODA, COPOD,
LOF, and OCSVM. Conversely, IFOREST, KNN, FB, and
COF proved to be relatively slow. The slowest group not
only showed generally longer computation times, but also a
remarkable variation in the measured values. This variation
could indicate an increased sensitivity to data characteris-
tics, especially for complex datasets with many attributes
and instances. Observing these differences in computation
time raises questions about the practical applicability of the
algorithms. The faster models, such as HBOS and PCA,
could be advantageous in applications that require real-time
response to anomalies. The longer computational times of the
slower algorithms could be problematic in certain contexts,
particularly where quick decisions are required. The high
variance within this group indicates sensitivity to different
data structures, leading to significant performance variations
in complex scenarios. It is important to note that the pro-
posed method does not use computational time as a criterion
for algorithm selection, but focuses solely on predictive per-
formance. In practice, however, the choice of an anomaly
detection algorithm should be carefully considered, taking
into account the specific requirements of the domain.

Conclusion

In this paper, a meta-learning approach to algorithm selec-
tion was presented to predict the predictive performance
of different candidate algorithms for anomaly detection in
manufacturing systems. Subsequently, the best algorithm is
selected or a dynamic ensemble is formed based on the
estimated predictive performance. Experiments evaluating
the method demonstrate its superiority over five benchmark
approaches. In practice, even when algorithms are selected
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Table 5 Importance of

meta-features for algorithm Meta-feature Importance Group
selection Transfer Entropy Maximum 0.28258 Multivariate Time Series
Mutual Information Mean 0.22014 PyMFE
Collective Anomaly Ratio 0.03380 Anomaly Feature
Naive Bayes Standard Deviation 0.02897 PyMFE
Nodes Repeated Standard Deviation 0.02755 PyMFE
Transfer Entropy Mean 0.02580 Multivariate Time Series
W Lambda 0.02370 PyMFE
Joint Entropy Mean 0.02354 PyMFE
Tree Shape Mean 0.02126 PyMFE
Transfer Entropy Standard Deviation 0.01919 Multivariate Time Series
Max Power Frequency Mean 0.01768 Multivariate Time Series
Cross Correlation Standard Deviation 0.01578 Multivariate Time Series
LH Trace 0.01449 PyMFE
Roy Root 0.01378 PyMFE
Cross Correlation Mean 0.01353 Multivariate Time Series
P Trace 0.01347 PyMFE
Class Entropy 0.01200 PyMFE
Leaves Homogeneity Standard Deviation 0.01082 PyMFE
Elite Nearest Neighbor Mean 0.01076 PyMFE
Max Power Frequency Maximum 0.00921 Multivariate Time Series
Best Node Standard Deviation 0.00879 PyMFE
Autoregressive Standard Deviation 0.00854 Multivariate Time Series
algorithms across all datasets HBOS 0.000 0.000 0.000 0.000 0.000 0.001 0.003
PCA 0.001 0.001 0.000 0.000 0.000 0.002 0.004
CBLOF 0.001 0.001 0.000 0.001 0.001 0.001 0.014
LODA 0.007 0.007 0.001 0.002 0.003 0.008 0.078
COPOD 0.007 0.006 0.001 0.002 0.005 0.011 0.038
LOF 0.026 0.037 0.001 0.004 0.015 0.033 0.545
OCSVM 0.169 0.363 0.000 0.003 0.023 0.084 3.028
IForest 0.049 0.026 0.026 0.030 0.041 0.052 0.192
KNN 0.136 0.156 0.004 0.020 0.067 0.200 1.441
FeatureBagging 0.221 0.321 0.005 0.018 0.099 0.319 4.770

individually based on validation errors, the meta-learning
approach improves predictive performance. Moreover, the
success of the method lies in its ability to make a better selec-
tion than choosing the overall best algorithm for the test data.
The minimal differences between the meta-learning method
and the optimal strategy suggest that the meta-features are
well suited to describe multivariate datasets and capture rel-
evant properties for anomaly detection.

However, these promising results should be treated with
caution. Although efforts were made to diversify the data
sets, the generalizability of the method cannot be assumed.
Such generalizability would require further investigation

@ Springer

in different application domains. In addition, it is unclear
how improved anomaly detection affects the manufacturing
system, especially with respect to the optimization of the
algorithmic evaluation metrics. In this paper, different loss
functions are used in different places. First, the individual
loss functions of the candidate algorithms, and second, the
loss function of the meta-regression model, where the mean
square error (MSE) is used to evaluate the performance of
the meta-model in estimating the candidate algorithms. In
addition, the F1-Score is used as a criterion for comparing
different candidates and selection methods to evaluate how
well anomalies can be identified. With respect to the individ-
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Fig. 10 Boxplot of the distribution of prediction times for each candi-
date algorithm across all training data sets

ual loss functions of the candidates, it can be assumed that
better performance leads to better anomaly detection. Better
anomaly detection can in turn lead to better failure prevention
and thus to a higher overall effectiveness of the manufactur-
ing system. This correlation exists in general, but the strength
of the correlation depends on the structure of the manufactur-
ing system. More research is needed to make more accurate
statements. Overall, under the conditions of this study, the
initial hypothesis is confirmed: the individual selection of
robust algorithms for anomaly detection leads to a better pre-
dictive performance for multivariate data sets, such as those
found in machine and operational data in manufacturing. The
automated applicability of the method provides an opportu-
nity to increase the efficiency of manufacturing systems by
minimizing unplanned downtime through condition-based
maintenance and enabling efficient maintenance planning.
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