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Abstract: This essay examines Iran’s most extensive internet disruption since 2022, imposed during 
the June 2025 conflict with Israel, when missile strikes quickly evolved into coordinated 
cyberattacks on banking, radar, and communications systems. Drawing from direct experience 
during the blackout, it traces how connectivity collapsed through staged throttling, protocol 
suppression, and full reliance on the National Information Network. What began as a technical 
containment strategy also became an improvised shield against foreign intrusion – one shaped as 
much by sanctions-driven hardware shortages and reliance on insecure gray-market equipment as 
by military calculus.By situating Iran’s shutdown alongside wartime digital restrictions in places 
like Ukraine, the essay reframes shutdowns as contested acts of defense in a securitised internet. It 
explores how the shift from an open, decentralised network toward nationalised, politically 
bordered infrastructures is accelerating under the pressures of war, sanctions, and private platform 
power. Ultimately, it argues that the “state of exception” once theorised by Schmitt and Agamben is 
becoming the default operating mode online, eroding universal digital rights. In such moments, 
ideals like internet freedom survive only if continuously defended and reinvented, even when 
survival demands compromises unthinkable in peacetime. 
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I. When war turns the internet into a state of exception 

On June 23, as the nationwide internet blackout entered its second week following 
the June 13 Israeli strikes and subsequent cyberattacks, a friend studying abroad 

messaged me1in distress: she hadn’t heard from her mother in Iran for days, just 
two brief phone calls, each under four minutes. Her mother, in her sixties, couldn’t 
configure Telegram proxies or navigate blocked URLs. That day, I spent hours try-
ing to get a single Google Meet link to her, but domestic messaging apps blocked 
it, and SMS failed. Meanwhile, another friend was on the phone, dictating a 
100-character VPN configuration, letter by letter, to his father-in-law in a village in 
Zanjan. But the damage didn’t stop at strained communication. The blackout 
seeped into every layer of society, dragging entire livelihoods into uncertainty. I 
watched as most businesses stalled, their teams paralysed without stable access. 
Startups that once thrived on internet operations went dark overnight. Friends and 
colleagues messaged me in frustration, trying to coordinate very basic tasks, like 
managing servers or responding to clients, none of them possible. 

This scene played out just days after Israel launched a series of strikes inside Iran-
ian territory on June 13, 2025. Four days later, the battleground had turned digital: 
On June 17, a series of coordinated cyberattacks targeted Iran’s banking systems, 
radar infrastructure, and internal communications. In response, the government of 
Iran enacted the most comprehensive internet disruption since 2022. The mechan-
ics were familiar: DNS injections, national routing protocols, selective throttling, 
and full reliance on the National Information Network. In form, it resembled the 
infrastructural censorship deployed during the 2022 protests, when authorities in 
Iran shifted from brute-force blackouts to subtler, systemic controls. But this time, 
it wasn’t the protest that triggered the darkness. It was war. A calculated wartime 
shutdown, engineered to seal digital borders in the face of foreign sabotage. 

This shift made me confront a fundamental question: How long can we defend the 
ideals of internet freedom and democratic openness in times of extreme crisis? 
When critical infrastructures are militarised and digital lifelines become targets, 
states, whether democratic or authoritarian, face excruciating choices. Carl Schmitt 
once argued that the sovereign is the one who decides on the exception. Today, 
I’ve come to see that the exception is no longer an anomaly; it is the operating 
logic of a securitised internet. As philosopher Giorgio Agamben warned, we now 
live under a “state of exception” that has become the dominant paradigm of rule. 
In a war of existential threat, the first casualties are our normal legal norms, be-

1. All statements made in the first person singular refer to Imad Payande. 
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cause necessity knows no law. In this situation, I witnessed that the ideal of an 
open internet is sacrificed in the name of survival. 

II. The great shift: From open commons to nationalised 
networks 

The internet, once a borderless haven of free expression and global connection, is 
currently undergoing a radical reconfiguration. What began as a Cold War experi-
ment in resilient communication, has, over the decades, evolved into the nervous 
system of the global economy, information flows, and political life. Yet under the 
pressure of war, sanctions, and the geopolitics of digital infrastructure, I see an ac-
celerating shift: from a decentralised, open-ended architecture (“.com”) to a state-
centered, securitised, and politically bordered infrastructure (“.gov”). 

Authoritarian states are not the only architects of this transformation. While coun-
tries like Russia and Iran have led efforts to establish national firewalls, legal con-
trols, and infrastructural centralisation, recent wars have revealed a far more com-
plex and morally ambiguous landscape. For instance, Ukraine has also taken steps 
to limit mobile connectivity in areas vulnerable to drone activity, attempting to 
prevent Russian UAVs from exploiting civilian telecom signals. The parliament of 
Ukraine is considering giving the military real-time shutdown powers in combat 
zones. Here, internet shutdowns are not tools of repression but acts of tactical de-
fense. As one Ukrainian official put it: “Sooner or later, society will have to decide 
what is more important: stable internet or safe cities.” 

This tradeoff reflects the emerging reality of digital sovereignty in wartime, a real-
ity I have come to understand more deeply as conflicts unfold. In such moments, 
infrastructure becomes dual-use, openness becomes some kind of vulnerability, 
and civilian networks become military targets. The very features that once made 
the internet a space of emancipation, resilience, decentralisation, and mobility 
could now be liabilities in kinetic conflict. Mobile SIM cards, once celebrated for 
facilitating access, are repurposed by enemy drones. Satellites like Starlink, crucial 
to Ukraine’s military coordination, also raise critical questions about private power 
and growing public dependence. What does it mean when a sovereign nation must 
rely on a billionaire’s bandwidth to survive? These are not merely rhetorical ques-
tions; they have become real dilemmas for governments facing the weaponisation 
of digital infrastructure. It’s precisely these challenges that, in my view, are driving 
many countries, almost inevitably, toward embracing digital sovereignty both as a 
concept and a practice. 
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III. Iran’s blackout: The anatomy of a digital siege 

According to data from Cloudflare Radar, Iranian internet traffic dropped sharply 
between June 14 and June 18 (see Figure 1). This decline occurred in three stages: 
an initial wave of soft throttling and partial restrictions, followed by a near-total 
blackout, and finally a gradual, phased return. 

On June 13, HTTP/2 and HTTP/3 protocols still dominated traffic flows. It indicates 
a relatively modern network aligned with global standards. But by June 15, while 
the volume of HTTP requests increased dramatically, which suggests users were 
urgently trying to access information, the actual data transferred dropped sharply. 
This discrepancy points to deliberate throttling at the application and transport 
layers, likely via Deep Packet Inspection (DPI). HTTP/3, the most secure and speed-
optimised protocol, was rapidly suppressed. Based on the fifth report on the quali-
ty of the internet in Iran, published by the Tehran Electronic Commerce Associa-
tion, a source close to the government indicated that a formal decision had been 
made to block HTTP/3 and IPv6 nationwide. 

FIGURE 1: Internet access in Iran dropped to 2.8% after Israel’s June 13 attack and state-imposed 
restrictions. (Source: CNN World based on Cloudflare Radar). 

The blackout reached its peak on June 18. Less than 3% of Iranian users had access 
to the global internet (see Figure 2). In such a situation, internal services such as 
banking apps and domestic platforms remained partially operational through the 
National Information Network, but external connectivity ceased entirely. However, 
there were a few exceptions, like foreign diplomatic centers, Starlink users, or elite 
organisations with dedicated infrastructure. 
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FIGURE 2: NetBlocks data illustrates a nationwide connectivity collapse in Iran beginning June 18, 
2025, with levels dropping to just 3% of normal traffic. 

After all this, the reopening was controlled and gradual, not sudden or immediate. 
On June 19, traffic began to rise again selectively. Fixed-line operators in low-risk 
areas were prioritised. Protocols were rolled back to HTTP/1.x, favoring simplicity 
and traceability over speed and security. Cloudflare data from June 20–21 shows 
that while internet traffic began to recover, it remained far below normal levels, 
which points not to a full shutdown, but to severe throttling that heavily restricted 
access (see Figure 2). 
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FIGURE 3: Cloudflare data shows a sharp drop in total and HTTP traffic in Iran on June 20–21, 
2025, with usage far below the previous week’s levels, evidence of protocol-level throttling rather 
than full blackout. 

The result was a fractured internet experience, tailored to maximise state over-
sight. Fanap Telecom remained heavily restricted, while Irancell and AsiaTech 
showed signs of recovery only by June 26. Mobinnet, by contrast, lagged behind, 
operating at 30% of prior capacity. 

By July 4th, traffic levels had largely recovered, but users continued to report errat-
ic speeds, severe VPN disruptions, and persistent DNS resolution failures. The net-
work, though technically “online,” remained unstable; its architecture still felt like 
it bore the scars of Israel’s cyberattacks. In truth, the internet had returned, but not 
the one that users remembered. Not the one they could trust. 

The shutdown was framed as a necessary move to protect critical systems. These 
ranged from the power grid and transportation networks to data centers vulnera-
ble to DDoS and intrusion attacks. The blackout went beyond technical contain-
ment. It is also intended to preserve operational secrecy by limiting open-source 
intelligence (OSINT) leaks, managing internal instability, and controlling the flow 
of information. 

But from where I stand, the challenges run deeper than just strategic defense. 
Sweeping sanctions have cut off access to trusted global vendors. As a result, Iran 
must rely on gray-market equipment – often smuggled, second-hand, or unsup-
ported, riddled with altered firmware and hidden backdoors – that is often outdat-
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ed and full of security flaws. Having watched these developments unfold, I can’t 
help but see how these structural limitations, imposed under the guise of interna-
tional pressure, have quietly chipped away at Iran’s digital defenses. It’s painfully 
clear to me that it is through these cracks that hostile cyber actors, many linked to 
Israel’s covert networks, have launched their most damaging intrusions. In trying 
to build resilience, Iran has been pushed toward isolation; yet ironically, this very 
isolation seems to have only made it more vulnerable. 

IV. Between repression and necessity 

The impacts of sanctions are often invisible, and their true costs remain unseen. 
They frequently accelerate a nationalist turn in internet governance. In Iran and 
other sanctioned countries like Russia, access to updates, cybersecurity patches, 
and foreign digital services has often been restricted. This has led to hardware de-
cay, migration of tech talent, and increased vulnerability to cyberattacks. Yet even 
amid these pressures, these governments double down on isolationism and pro-
mote domestic messengers and platforms that often fail to meet today’s internet 
users’ expectations or resilience standards. 

Among these, Russia has taken a particularly formalised approach. The so-called 
“Sovereign Internet Law” mandates that ISPs route all traffic through Roskomnad-
zor-controlled nodes. In practice, this enables region-specific shutdowns, content 
filtration, IMEI tracking, and the deployment of national DNS and messaging alter-
natives. Although the rhetoric is one of security, the practice merges information 
warfare, censorship, and performative sovereignty. 

This pursuit of digital control, however, comes with reciprocal consequences. In 
2024, Russia began forcing international hosting companies to follow strict local 
rules, prompting providers like Germany’s Hetzner to pull out of the country. Mean-
while, EU sanctions after the Ukraine invasion banned Russian state media like RT 
and Sputnik, requiring ISPs to block access. In response, some Western news sites 
have also restricted Russian users through geo-blocking. The result is a steadily 
fragmenting internet, shaped as much by global retaliation as by domestic control. 

This is not merely a story of repression. From what I have observed, it is also one 
of desperation, improvisation, and survival. The nationalist turn is not always a re-
sult of authoritarian ambition; I believe it can emerge from political fragility. The 
tragedy is not that the internet has borders. It always had them in its protocols, IP 
allocations, and centralised naming systems. The tragedy is that we mistook its 
early openness as permanence, rather than as a temporary byproduct of U.S. mili-
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tary liberalism. As missile strikes meet metadata, I find myself confronting a hard 
truth: the internet was never truly borderless. It only looked that way until the 
wars began. 

V. Rights without shelter 

Internet shutdowns undeniably restrict freedom, amplify state propaganda, and vi-
olate human rights in many ways. Yet, the harsh realities of modern conflict com-
plicate the moral clarity often assumed in digital rights debates. 

For countries like Iran, under siege both from within and without, resisting cyber-
attacks while navigating the consequences of international sanctions presents a 
cruel dilemma. In my experience, the universal ideals of internet freedom and 
openness, forged in times of peace, begin to falter in the face of exceptional 
threats. During the 12-day war, even vocal critics of censorship I spoke to found 
themselves grappling with uneasy questions: Can any society afford to keep its 
digital windows open when missiles fly and servers burn? 

In those days, survival demanded compromises unimaginable in peacetime. The 
open internet was sacrificed not out of loyalty to state control but from despera-
tion, as banks, public services, and daily life came under attack, making the Na-
tional Information Network the only fragile lifeline. Cyberattacks exploited back-
doors, compromised patches, and manipulated licenses, pushing Iran into what 
Agamben calls a “zone of indetermination,” suspended between democracy and ab-
solutism. Here, internet freedom ceased to be a universal guarantee, reduced to a 
conditional offering shaped by power. When no state can or will uphold basic 
rights, the individual – stripped to bare life – remains exposed to both external 
assault and internal domination. Under siege, even the most deeply held ideals 
unravel, surviving only through relentless defense and reinvention. 
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