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Summary 

The creation of an Intelligence Collection Plan (ICP) is a key step at the intersection of the direction 

phase1 (see Figure 1) and Intelligence Requirement Management (IRM) within the intelligence cycle. 

This is intended to enable the systematic structuring of information requirements and the targeted 

management of research and reconnaissance. In practical application, however, there are challenges 

in terms of time, content, and technology that can lead to delays, inconsistencies, and quality losses. 

The ICP-LLM is a tool that uses large language models (LLMs) to automatically generate the lower 

levels of an ICP—specific intelligence requirements (SIRs) and essential elements of information 

(EEIs). This speeds up and simplifies the creation of ICPs. 

The aim of this working paper is to shed light on the background to the development of ICP-LLM. It 

also takes a look at how the tool's usefulness and applicability are being experimentally evaluated as 

part of a course at the NATO Civil-Military Cooperation Centre of Excellence (CCOE). The aim is to 

investigate the extent to which the use of ICP-LLM makes the creation of ICPs more efficient, 

improves structural quality, and is considered relevant to practice by users. The results will provide 

insight into whether and to what extent LLM-supported assistance systems can offer added value for 

use in an intelligence context. In a further step, the tool will be put to the test in a research project at 

I2SM on organized crime as part of crime analysis. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
1 In the Direction step, all information requirements relevant to decision-making are expressed by decision-

makers and systematized and formalized by Intelligence Requirement Management (IRM). See: Civil-Military 

Cooperation Center of Excellence: NATO Civil-Military Cooperation Analysis and Assessment Concept, version 

1.5, p. 16 ff. 
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1. The role of Intelligence Collection Plans  

 

Intelligence serves to give decision-makers in companies and government ins7tu7ons an informa7on 

and decision-making advantage over compe7tors or opponents. For this to work, the provision of 

intelligence products relevant to decision-making is a prerequisite. What is relevant to decision-making 

should be defined by those who have to make the decisions themselves. To ensure this, the intelligence 

world uses the so-called intelligence cycle2 as a framework process (see Figure 1). 

 

Figure 1: Intelligence Cycle, own illustra7on, 2025. 

In the Direc7on step, all informa7on requirements relevant to the decision are expressed by the 

decision-makers and systema7zed and formalized by Intelligence Requirement Management (IRM).3  In 

the course of this, it is o;en necessary to rephrase or opera7onalize the ques7ons asked. When 

rephrasing, it can be said that an originally asked ini7al ques7on is converted into a core ques7on. This 

may be necessary if the ini7al ques7on was formulated incorrectly. Examples of incorrectly formulated 

ques7ons include ques7ons that are too broad or too narrow, ques7ons that already imply the answer, 

or ques7ons driven by assump7ons. The reformulated core ques7ons are usually rela7vely broad, so 

 
2 The underlying approach here is that of a framework understanding of the intelligence cycle (Intelligence 

Cycle as a framework) rather than a procedural understanding (proceduralist approach to the Intelligence 

Cycle). See: Davies, Philip et al. (2013):  The Intelligence Cycle is Dead, Long Live the Intelligence Cycle: 

Rethinking Intelligence Fundamentals for a New Intelligence Doctrine, in: Phythian, Mark (ed): Understanding 

the Intelligence Cycle, Studies in Intelligence, Routledge, pp. 67-85. 
3 See Civil-Military Cooperation Centre of Excellence: NATO Civil-Military Cooperation Analysis and Assessment 

Concept, version 1.5, S. 16 ff. 
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they need to be opera7onalized and broken down into sub-ques7ons. Various Structured Analy7c 

Techniques (SATs) such as issue redefini7on or the Analy7c Spectrum can be used for this purpose. 

Rephrasing, opera7onaliza7on, and breakdown into sub-ques7ons are carried out by IRM personnel, 

usually in coopera7on with analysis personnel. NATO uses the Intelligence Collec7on Plan (ICP) to 

facilitate this process. 

In an ICP, the original ques7ons – Commander's Cri7cal Informa7on Requirements (CCIRs4)– are broken 

down into smaller sub-ques7ons (Priority Intelligence Requirements / PIRs5). The system behind this is 

that a CCIR can be broken down into any number of PIRs. Answering all PIRs should then be equivalent 

to answering the CCIR. Or, to put it another way: If all PIRs can be answered, the CCIR for which these 

PIRs were developed can also be answered.  

Each PIR is then broken down into any number of Specific Intelligence Requirements (SIRs6). The 

previously applied system remains the same: if all SIRs developed for a PIR can be answered, this 

enables the corresponding PIR to be answered.  

Finally, all SIRs are broken down into Essen7al Elements of Informa7on (EEIs7). The system remains the 

same. Only the type of ques7on that an EEI should correspond to changes. This is because EEIs should, 

 
4 “Commander’s critical information requirements (CCIRs) cover information concerning areas that are either 

critical to the success of the mission or represent a critical threat. CCIR cover all aspects of the commander’s 

concern including friendly forces information requirement (FFIRs), essential elements of friendly information 

(EEFI) and the priority intelligence requirements (PIRs). The two key elements of CCIRs are priority intelligence 

requirements (PIRs) and friendly force information requirements (FFIRs)” siehe: NATO STANDARD AJP-2 ALLIED 

JOINT DOCTRINE FOR INTELLIGENCE, COUNTER-INTELLIGENCE AND SECURITY Edition B Version 1 JULY 2020; 

see also: Headquarters Department of the Army FM 34-2 (1994): COLLECTION MANAGEMENT AND 

SYNCHRONIZATION PLANNING, APPENDIX A THE COLLECTION PLAN, online: 

https://irp.fas.org/doddir/army/fm34-2/Appa.htm#Appa [Access: 23.10.2025]. 
5 “Priority intelligence requirements (PIRs) - Commander’s PIRs are a vital part of the CCIRs and are normally 

formulated by the intelligence staffs in close cooperation with commanders. The PIRs encompass those 

intelligence requirements for which commanders have an anticipated and stated priority in their tasking of 

planning and decision-making and normally involve identification and monitoring of areas that represent 

opportunities and threats to the mission plan. They are a standing set of requirements that drive the collection 

and production effort, and provide the focus of the overall intelligence mission. They should be limited in 

number and provide comprehensive and coherent groupings of key issues and should be linked to 

commander’s decision points. They may be enduring or limited to a particular phase or situation.”, see: NATO 

STANDARD AJP-2, ibid. 
6 “Specific intelligence requirements (SIRs) - SIRs support and complement each PIR and provide a more 

detailed description of the requirement. SIRs are used by the intelligence staff to determine what intelligence 

asset, source or discipline can best satisfy the requirement, and to identify the coordination required to ensure 

that the appropriate assets are deployed. The SIRs allow collection and analysis agencies to develop their 

response or collection toward that best suited to the stated requirement. SIRs are divided in the same manner 

as PIRs. Some collection requirements may be submitted by other organizations to the intelligence staff.”, see: 

NATO STANDARD AJP-2, ibid. 
7 “Essential elements of information (EEI) - SIRs are broken down into more detailed questions known as EEI. The 

EEI add the details to the SIRs and allow the production of a collection task list based on an intelligence collection 

plan (ICP83). EEI could be related to several SIRs and should provide enough guidance to allow analysts to give a 

complete and satisfactory answer to each requirement. EEI are the basis for creating collection requirements 
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if possible, be formulated in such a way that they can be answered in binary, category-based, or 

numerical form (see Figure 2).  

 

Figure 2: Intelligence Collec7on Plan, own illustra7on, 2025. 

The ICP serves as an organisa7onal aid for deciding which ques7ons are answered in the processing 

step and which ques7ons are converted into collec7on tasks. These can then be converted into 

collec7on tasks by the collec7on manager (the CM in IRMCM) in consulta7on with the reconnaissance 

disciplines or sensors. If a sensor is found that can be used to gather informa7on on an EEI and that is 

also willing to take on this task or can be instructed to do so, this can also be noted on the ICP. In 

addi7on, the point in 7me at which answering a ques7on no longer adds value (last date of intelligence 

value) should also be noted. 

 

and establishing”, see: NATO STANDARD AJP-2, ibid., also see: United Nations 2025: Lesson 3.5 PKISR 

Requirements Management and Prioritisation, online:  

https://resourcehub01.blob.core.windows.net/training-files/Training%20Materials/042%20PKISR%20RTP/042-

012%20PKISR%20RTP%20Lesson%203.5%20Requirements%20management%20and%20prioritisation.pdf 

[Access; 23.10.2025]. 
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Figure 3: Example of a par7al intelligence collec7on plan, own illustra7on, 2025. 

Crea7ng an ICP involves a number of challenges. In addi7on to content-related challenges associated 

with iden7fying the right ques7ons and formula7ng them correctly, there are also 7me-related and 

technical challenges, as well as challenges rela7ng to priori7sa7on. 

2. Time-related challenges 

Intelligence can be a fast-paced business. Insights that enable decisions today and significantly improve 

the rela7ve posi7on of decision-makers vis-à-vis compe7tors or opponents may be irrelevant 

tomorrow. Once the point has passed at which answering a ques7on no longer adds value (last date of 

intelligence value), staff 7me and aVen7on can be invested elsewhere.  

The genera7on of ques7ons, as well as the organisa7on and priori7sa7on of the ques7on space, should 

therefore be done as quickly as possible, but as carefully as necessary. Since crea7ng an ICP can be 

7me-consuming, suppor7ng tools and processes8 are effec7ve mechanisms for speeding up the 

crea7on process (keyword: speed of relevance). 

 

 

 

 

 
8 Processes here refer to formalised procedures, such as the application of the intelligence cycle, Structured 

Analytic Techniques (SATs) and feedback loops between all stakeholders, particularly between management 

level and in the units IRMCM and Analysis. 
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3. Content-related challenges 

Good intelligence and analysis work depends heavily on iden7fying the right ques7ons. If the wrong 

ques7ons9 are asked or good ques7ons are phrased incorrectly10, even the most intensive efforts in the 

fields of collec7on and processing will not lead to a useful answer. This is because the probability that, 

despite a ‘subop7mal ques7on A’, the ‘op7mal ques7on A’ actually intended by the client will be 

answered by chance is virtually zero. Recognising wrong and wrongly formulated ques7ons is a skill 

that must be acquired and trained, as is reformula7ng them into poten7ally beVer ques7ons. 

4. Technical challenges 

Many companies and public organisa7ons do not have specially developed so;ware for crea7ng and 

sharing ICPs. As a result, many organisa7ons resort to MS Excel. In principle, this tool can represent the 

structure of an ICP and runs on most computers. However, the so;ware comes with a whole host of 

difficul7es. In addi7on to general challenges regarding formats, numbering, etc., the biggest challenge 

lies in the structure of an ICP. 

An ICP fans out from le; to right, meaning that the further to the right you go, the more cells are 

needed. If you realise a;erwards that another cell is needed ‘in the middle’ or that a cell needs to be 

deleted, this can destroy the en7re formaYng.  

5. The challenge of priori5sa5on 

It is also important to explore the ques7on space in order to priori7se it.11 Recipients o;en ask 

ques7ons that are too broad or even formulate topics instead of ques7ons. A fic7onal example might 

be: ‘Write something about the hacker aVack on the Bundestag!’ or ‘What is the situa7on in Mali?’ – 

such ques7ons are also called ‘give me everything ques7ons’ because they do not narrow down the 

scope of the ques7on. 

IRM or analysis staff o;en have to tame such ques7ons and put them into the right form (see comments 

on content challenges). However, even experienced IRM or analysis personnel may adopt or formulate 

subop7mal ques7ons and transfer them to an ICP comprising several hundred lines. In this case, the 

 
9 Questions are incorrect if they predictably waste the time and attention of the analysts. For example, because 

a closed question is formulated for which there is insufficient information to provide a definitive answer and it 

is already foreseeable that this situation will not change. See Donner/Gnad/Pherson (2024): Klarheit im 

Denken: Theorie und Praxis strategischer Vorausschau und strukturierter Analysetechniken, Springer, p. 29 f. 
10 Questions may be poorly formulated if they are too broad or too narrow depending on the context, if they 

are assumption-driven, rhetorical questions or poorly defined questions. See Donner et al., ibid., p. 31 f. 
11 See Civil-Military Cooperation Centre of Excellence: NATO Civil-Military Cooperation Analysis and Assessment 

Concept, version 1.5, p. 19. 



  Studiengang Sicherheitsmanagement 

8 

 

ques7on requirements are organised, but an Excel spreadsheet comprising several hundred lines is 

ul7mately nothing more than a formalised equivalent of a ‘give me everything ques7on’.  

It can be easy to get lost in the ques7on space. That is why it is important to priori7se ques7ons. In this 

way, it is possible to decide at the end which ques7ons are not relevant. These ques7ons can then be 

deleted from the ICP or not included in the first place. 

6. Use of LLMs for ICP genera5on 

As already described, the ICP is a central tool within the intelligence cycle for ensuring targeted, 

transparent and professional processing. In prac7cal work, however, analysts are regularly confronted 

with the content, 7me and technical challenges described above, as well as challenges of priori7sa7on. 

The ICP-LLM development project, a collabora7on between the Northern Business School, 

Strukturierte Analyse Deutschland and the NATO Civil-Military Coopera7on Centre of Excellence, is 

inves7ga7ng in prac7cal terms the extent to which LLMs can support the crea7on of ICPs and thus 

address these challenges. The ICP-LLM tool developed for this purpose automa7cally creates the SIR 

and EEI levels of an ICP based on CCIRs and PIRs formulated by the user. 

The overview presented in Table 1 shows some of the opportuni7es and challenges an7cipated by the 

authors and par7cipants to date in the design of an LLM-supported Intelligence Collec7on Plan (ICP). 

These factors represent a systema7c selec7on that can be taken into account for the subsequent 

evalua7on and valida7on of such a system. 

 

Table 1: Some opportuni7es and challenges of ICP-LLM 

These aspects are analysed in more detail below, contextualised and supplemented with new and 

addi7onal detailed informa7on to ensure a comprehensive understanding of the topic. 
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In the literature, the use of LLMs within the intelligence cycle has so far been discussed primarily in the 

collec7on and processing phases. Examples include applica7ons in the automa7c evalua7on and 

structuring of cyber threat reports12  and the visualisa7on of data sets.13   In addi7on, further 

applica7ons for increasing general produc7vity, automa7c so;ware programming and the autonomous 

genera7on of intelligence reports are also being discussed.14   The ICP-LLM development project now 

aims to evaluate the extent to which produc7vity can also be increased in the direc7on phase through 

the use of LLMs. 

Based on tests with LLMs, experience from prac7cal work with ICPs, and the literature, ICP-LLM could 

address the challenges described above in four ways. On the one hand, automa7on should significantly 

speed up the process of crea7ng an ICP, as the formula7on of SIRs and EEIs takes up most of the 7me. 

This would make it easier for analysts to deliver results even within 7ght 7me constraints and complete 

well-founded analyses in 7me to have an impact (speed of relevance). Another advantage could be that 

the LLM does not 7re: even with extensive ICPs, some of which comprise hundreds of EEIs, this ensures 

that every ques7on consistently follows the specified structure and criteria of the ICP. This could 

improve the structure and detail compared to ICPs created by humans. 

In addi7on, the 7me saved by automa7cally genera7ng the lower levels of the ICP could allow analysts 

to invest more resources in precise formula7on and priori7sa7on at the CCIR and PIR levels. This factor 

could contribute to beVer ques7ons being asked at the beginning of the ICP, thereby addressing the 

content and priori7sa7on challenges. Direct integra7on into Microso; Excel is intended to ensure a 

low barrier to entry, and automa7c formaYng removes another technical hurdle for analysts. This is 

intended to address the technical challenge of 7me-consuming Excel formaYng. 

In summary, ICP-LLM could enable analysts to create ICPs more quickly, consistently and user-friendly 

through the automated crea7on of SIRs and EEIs, thereby addressing the challenges described above.  

7. Technical implementa5on and workflow ICP-LLM 

The technical implementa7on of ICP-LLM and the work process of analysts using the so;ware are 

explained below. Basically, ICP-LLM is a Python script integrated into an Excel macro file that embeds 

the CCIRs and PIRs provided by the user into structured prompts and sends them to an LLM via the 

 
12 See Tseng/Yeh/Dai (2020): Using LLMs to Automate Threat Intelligence Analysis Workflows in Security 

Operation Centers, in: JOURNAL OF LATEX CLASS FILES, VOL. 18, NO. 9, online: 

https://doi.org/10.48550/arXiv.2407.13093 [Access: 29.10.2025]. 
13 See Xavier et al., LLM-Powered Multi-Actor System for Intelligent Analysis and Visualization of IEC 61499 

Control Systems, in: IECON 2024 - 50th Annual Conference of the IEEE Industrial Electronics Society, online: 

https://doi.org/10.1109/IECON55916.2024.10905502 [Access: 29.10.2025]. 
14 See Adam/Carter: Large Language Models and Intelligence Analysis, in: Centre for Emerging Technology and 

Security Expert Analysis, online: https://cetas.turing.ac.uk/sites/default/files/2023-07/cetas_expert_analysis_-

_large_language_models_and_intelligence_analysis.pdf  
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OpenAI API. The SIRs and EEIs generated in response are then structured, filtered and presented to the 

user in Excel by the script. The en7re programme is operated via the Excel macro file, so no prior 

technical knowledge is required and no pre-installa7on is necessary. 

The user's workflow is as follows: 

1.    At the beginning, the user defines CCIRs and PIRs based on the analy7cal task. This ensures 

that the focus of the content is precisely tailored to the task. In addi7on, the analyst describes 

the context and background of the analy7cal task so that ICP-LLM can take this into account. 

2.    ICP-LLM then begins genera7ng the SIRs and EEIs. To do this, it first imports the Excel data 

into the Python environment via xlwings and formats it. 

3. The OpenAI model is then presented with the ICP concept and the specific context for the 

query. A;er that, itera7ve crea7on begins: first, a SIR is generated, followed by the 

corresponding EEIs. In each step, all CCIRs, PIRs and previously generated SIRs are included to 

ensure clear dis7nc7ons between the ques7ons and to avoid duplica7on. 

4. The script then filters and structures the results. 

5. The finished ICP is then transferred back to Excel via xlwings, where it is automa7cally 

formaVed and made easily accessible and editable for the analysis staff. 

Depending on the scope of the ICP, the process takes between one and five minutes. Assuming that 

the recommended OpenAI model o4-mini is used, the cost of API usage ranges from €0.50 to €3 per 

ICP, depending on the size of the document created. 

In developing ICP-LLM, a balance had to be found between accessibility for users, the quality of the 

models used and the development effort. The main script of ICP-LLM was programmed in Python, as 

Python can be integrated directly into an Excel macro file via the xlwings library. In addi7on, ICP-LLM 

can be used directly by the user without any pre-installa7on thanks to the Python embedded 

installa7on included in the download. The combina7on of Python and an Excel file with specifically 

programmed macros therefore makes it possible to reduce the entry barrier, as no prior technical 

knowledge is required and the programme can be integrated directly into exis7ng work processes. At 

the same 7me, the development effort within the scope of an evalua7on project could be limited by 

using exis7ng libraries. 
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LLMs from OpenAI are used for data processing and ques7on genera7on via an API interface. This 

decision was made in order to enable access to leading models in comparisons15, even on computers 

with limited compu7ng power, and thus to be able to evaluate the poten7al usability of the most 

advanced models currently available. In addi7on, the connec7on via an API allows new, improved 

models to be quickly integrated into the exis7ng script. One disadvantage is that the API connec7on 

requires a permanent internet connec7on and no confiden7al data can be processed. The integra7on 

of locally hosted LLMs is therefore a necessary next step in development in order to be able to use ICP-

LLM in other fields of applica7on. If the benefits of LLMs in the ICP crea7on process are successfully 

validated, these and other developments described in the outlook are planned. 

8. Evalua5on 

ICP-LLM will be tested as part of the NATO CIMIC Analysis and Assessment Course16 at the NATO CIMIC 

Centre of Excellence, although it is clear that sta7s7cal significance cannot be achieved due to the size 

and composi7on of the group. 

The following two research ques7ons will be addressed: 

1) To what extent can the use of the ICP-LLM tool significantly reduce the 7me required 

to create intelligence collec7on plans across all phases without compromising the quality of 

the results? 

2) How is the ICP-LLM tool rated by intelligence analysts in a training context in terms of user-

friendliness and quality of results for the analysis process? 

The following hypotheses have been formulated with regard to the research ques7ons and will be 

tested as part of the NATO CIMIC Analysis and Assessment Course: 

1.1 The use of ICP-LLM can significantly reduce the 7me required to create a complete ICP. 

2.1    Par7cipants rate ICP-LLM as user-friendly and easy to integrate into exis7ng workflows. 

2.2    ICPs created with ICP-LLM exhibit greater structural consistency (clear hierarchy, correct 

links between CCIR, PIR, SIR and EEI levels) than manually created ICPs. 

ICP-LLM is to be used at a later date and in a further step as part of a research project at I2SM on 

organised crime in the context of crime analysis. With the help of ICP-LLM, comprehensive informa7on 

on Italian organised crime should be obtained, allowing conclusions to be drawn that go beyond the 

 
15 Artificial Analysis: LLM Leaderboard - Comparison of over 100 AI models from OpenAI, Google, DeepSeek & 

others, online: https://artificialanalysis.ai/leaderboards/models [Access: 29.10.2025]. 
16 For an overview of how the ICP is normally taught at the NATO CCOE, see Appendix B. 
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findings of the authori7es to date. Crime analysis is a goal-oriented process in which Structured 

Analy7c Techniques, Methods and Techniques are applied in compliance with standards to generate 

usable knowledge products from data and informa7on. In this process, a situa7on or ques7on is first 

broken down into relevant separate ques7ons and hypotheses are formulated. Data and informa7on 

are collected in a targeted manner, modelled, viewed from different angles and evaluated. The results 

of the individual ques7ons are brought together, interpreted in the respec7ve context and 

communicated in a manner appropriate to the target audience. They serve as a basis for security-

related ac7on. The methodology of crime analysis has so far been used almost exclusively by the 

police.17  However, crime analysis is also relevant to privatesector security18 and is becoming 

increasingly important, as strategic crime analysis is used to observe, classify and clearly present crime 

trends. This provides a basis for decision-making when seYng priori7es in the fight against crime, 

developing ac7on plans, managing resources and deriving measures. In the future Master's programme 

‘Corporate Security & Interdisciplinary Criminology’ at NBS, Structured Analy7c Techniques and Crime 

Analysis will be taught in a separate module. In addi7on to teaching the theore7cal basics, the findings 

from this research project will also be directly incorporated into the course content. 

9. Outlook 

The development of ICP-LLM exemplifies the poten7al of using large language models for crea7ng an 

ICP in an intelligence context. While the basic principles of the intelligence cycle and intelligence 

requirement management remain unchanged, LLM-supported tools open up new possibili7es for 

automa7ng 7me-consuming work steps, reducing 7me boVlenecks and ensuring the methodological 

consistency of preliminary analysis products. 

The upcoming tes7ng of the tool as part of the NATO CIMIC Analysis and Assessment Course and in the 

field of crime analysis offers an opportunity to empirically verify these theore7cal assump7ons. The 

tes7ng will not only examine whether ICP-LLM accelerates the crea7on of intelligence collec7on plans, 

but also how the tool is perceived by users in training and prac7cal environments. 

Beyond the planned evalua7on, further fields of research are opening up: for example, future work 

could inves7gate the integra7on of locally hosted LLMs for processing sensi7ve data. The integra7on 

of feedback mechanisms that allow the model to con7nuously learn from the evalua7ons of 

experienced analysts would also be conceivable. 

 
17 For application in policing, see: German Police University: In-service training in crime analysis, online: 

https://www.dhpol.de/departments/department_III/FG_III.2/fortbildung-kriminalitaetsanalyse.php [Access: 

29.10.25]. 
18 For an easily accessible overview (in German), see: German Intelligence Podcast, Season 1, online: 

https://open.spotify.com/show/2mlMdBVLzMABp2f9g93c3k [ Access: 29 .10.25]. 
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10. Feedback and further development 

The development of ICP-LLM is an open, itera7ve project that thrives on feedback from research and 

prac7ce. Comments, sugges7ons for improvement, or reports on experiences with the applica7on are 

expressly welcome and contribute to further op7mizing the tool and its possible uses. 

Contact:  

niklas.koch@i2sm.nbs.de  
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Annex A) 

Experimental setup 

Element Descrip5on 

SeYng NATO CIMIC Analysis and Assessment Course (CCOE) 

Par7cipants 
Course aVendees (CIMIC & Analysis prac77oners or students), divided into two groups of 

similar experience. 

Design 

Controlled compara7ve study with two groups:  

– Group A: Manual ICP crea7on (experimental group)   

– Group B: ICP-LLM-assisted ICP crea7on (control group) 

Task 
Both groups receive the same scenario and one PIR (Priority Intelligence Requirement) and 

are asked to develop the missing part of the corresponding ICP (SIRs and EEIs). 

Dura7on ~90 minutes total (including briefing, task execu7on, debrief, feedback). 
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Excerpt from evalua5on methodology 

Variable Metric Collec5on Method 

Time 

efficiency 

Total time (minutes) to complete ICP 

(separated in different phases including 

recovery time) 

Stopwatch 

Structural 

consistency 

Number of correctly linked question 

hierarchies (PIR–SIR–EEI) 

Expert evaluation rubric 

Output 

volume 

Number of complete SIRs and EEIs 

produced 

Manual count 

Output 

Content 

 

Usefulness and completeness 

 

Comparison of both ICPs (Group A and Group B) 

 

Evaluation of used Prompt 

 

Evaluation of Recall and Precision 

 

Model Gap evaluation 

User 

Experience 

(UX) 

 

Aggregate average rating by test 

participants 

 

Post-exercise 

survey  

e.g. “The tool was easy to 

use.” (1–5) 

 

 

Survey Ques5ons (Post-Exercise) 

Sec7on A: Tool Experience (1 = strongly disagree, 5 = strongly agree) 

 The tool was intui7ve and easy to use. 

 The tool’s integra7on in Excel supported my workflow. 

 The automated genera7on of SIRs and EEIs saved me significant 7me. 

 I trust the logical consistency of the generated ques7ons. 

 I would use this tool in my daily work if available. 

Documenta5on & Deliverables 

 Screenshots or copies of completed ICPs from both groups. 

 Completed surveys and 7me logs. 
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Annex B) 

Use Case: Manual Establishment of an Intelligence Collec5on Plan (ICP) within the NATO CIMIC 

Analysis and Assessment Course (NCAAC) 

1. Context 

The NATO CIMIC Analysis and Assessment Course (NCAAC), conducted twice a year at the Civil-Military 

Coopera7on Centre of Excellence (CCOE), is aimed at future CIMIC Analysts, as well as CIMIC and other 

staff members who are or will be involved in establishing the understanding of the Civil Factors of the 

Opera7ng Environment (OE). 

The course focuses on the CIMIC Analysis and Assessment Workflow (NCAA Workflow) - an adapted 

model of the Intelligence Cycle - comprising four main phases: Direc7on, Collec7on, Processing, 

Dissemina7on. 

Each phase includes a series of tasks and sub-tasks designed to equip students with the skills and 

structured analy7c discipline required to support decision-making within NATO opera7ons. 

2. Exercise Situa5on: Establishment of an ICP in the Direc5on Phase 

Very early in the Direc7on Phase, NCAAC students are introduced to a developing but fic7ve 

opera7onal scenario designed to simulate a complex civil-military environment. In this context, they 

are tasked to establish an Intelligence Collec7on Plan (ICP) related to civil factors that must be 

addressed by CIMIC in response to the Commander’s Cri7cal Informa7on Requirements (CCIRs). 

The ICP, ideally a collabora7ve headquarters product, serves during the course as a training tool to: 

Transform the CCIRs into Priority Intelligence Requirements (PIRs), Specific Intelligence Requirements 

(SIRs) and Essen7al Elements of Informa7on (EEIs); 

Provide a structured framework that links each level of requirement and ensures that subsequent 

collec7on ac7vi7es can be effec7vely directed and coordinated; Train students in systema7c reasoning, 

informa7on priori7sa7on, and team-based analy7c problem-solving. 

3. Aim of the Exercise 

The aim of this exercise is to enable students to understand, construct, and present a comprehensive 

and coherent part of the Intelligence Collec7on Plan by prac7cing the logic and mechanics of the CIMIC 

Analysis and Assessment Workflow. 

The ICP should: Ul7mately translate CCIRs related to civil factors into ac7onable and logically derived 

EEIs; Form the founda7on for the Collec7on Phase of the NCAA Workflow; Demonstrate students’ 
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understanding of how to opera7onalise informa7on requirements into a prac7cal and priori7sed 

collec7on framework. 

4. Learning Process and Methodology 

A;er being introduced to the art of asking the right ques7ons, students are guided through the 

Structured Analy7c Technique (SAT) - Issue Redefini7on, which helps refine and sharpen their ini7ally 

broad Intelligence Requirements (IRs) into clear, targeted ques7ons. 

Following this analy7c refinement, students are introduced to: The purpose and logic of an Intelligence 

Collec7on Plan; The structure and format of an ICP; The mechanisms by which an ICP directs collec7on, 

establishes coordina7on, and provides traceability from requirement to collec7on ac7vity. 

5. Execu5on 

The class is divided into three syndicates of equal size and experience. Each syndicate is equipped with 

laptops for each student and a smart board in their syndicate room. Each group selects one redefined 

ques7on from their collec7vely generated set of refined intelligence ques7ons. Using the given ICP 

format, they must break the ques7on down logically into: Priority Intelligence Requirements (PIRs), 

Specific Intelligence Requirements (SIRs), Essen7al Elements of Informa7on (EEIs). 

Each EEI should provide enough precision and direc7on to guide further analy7cal and collec7on 

ac7vi7es, ensuring that each SIR and PIR can be fully addressed. 

The available 7me for the exercise is 45 minutes. 

A;er comple7on: 

Each syndicate presents its par7al ICP in plenary session. The results are first subjected to peer cri7que 

from the other syndicates, followed by a professional assessment from the Subject MaVer Expert 

(SME). Feedback focuses on the clarity, completeness, logic, and feasibility of the ICP and its ability to 

serve as a prac7cal basis for subsequent collec7on ac7vi7es. 

6. Observa5ons and Lessons Iden5fied 

Time Consump7on and Quality Dependency 

Establishing a quality ICP manually is highly 7me-consuming, as it requires both analy7cal rigour and 

collabora7ve reasoning. Students must interpret CCIRs accurately, priori7se requirements, ensure 

logical consistency between levels (PIR-SIR-EEI), and define the corresponding collec7on tasks. 
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Because the task is alloVed only 45 minutes, students experience a realis7c opera7onal 7me constraint 

that forces them to priori7se and manage their workflow under pressure. This o;en leads to the 

following learning observa7ons: 

When sufficient 7me and structured teamwork are applied, syndicates can produce detailed, logically 

connected, and ac7onable par7al  ICPs that effec7vely guide the following Collec7on Phase. 

When 7me pressure dominates, results o;en show: Vague or overlapping EEIs; Missing links between 

CCIRs and EEIs; Incomplete priori7sa7on or poor feasibility; Reduced clarity in tasking and coordina7on 

instruc7ons. 

This mirrors the real-world challenge of producing intelligence planning products under opera7onal 

tempo, where inadequate 7me alloca7on can significantly degrade collec7on focus and, consequently, 

overall mission understanding. 

8. Conclusion 

The manual establishment of a par7al ICP in the NCAAC represents a core experien7al learning 

element. While 7me-consuming, the process provides essen7al hands-on prac7ce in cri7cal thinking, 

structured reasoning, and collabora7ve problem-solving. Conversely, the observable decline in quality 

under 7me pressure serves as a valuable pedagogical reminder: a rushed ICP leads to flawed collec7on 

and weaker analy7cal outputs, poten7ally undermining the required understanding of the Civil Factors 

of the Opera7ng Environment and decision-making at all levels. 
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at the I2SM, either as research fellows or as student assistants. In particular, students from the Bachelor’s 

program in Security Management—and in the future also from the Master’s program in Interdisciplinary 

Criminology and Corporate Security—are given the opportunity to gain early insights into research activities and 

to independently develop subprojects, often as part of term papers, internships, or final theses. 

Moreover, students have the chance to collaborate across disciplines with other institutes at NBS as well as with 

public authorities and private-sector organizations, fostering innovation and the development of new ideas. 

Since the mandatory internships are highly practice-oriented, the I2SM continuously benefits from the current 

practical input and perspectives provided by the students. 
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