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ABSTRACT

According to the silo mentality theory, companies are reluctant to share data between organizations. This study explores the
reasons for this corporate behavior. To gain empirical insights, we conducted 42 semi-structured interviews with the chief ex-
ecutive officers (CEOs) of German small- and medium-sized enterprises (SMEs). Not only can the CEOs of SMEs control their
private data, but they are also gatekeepers for business decisions, such as corporate data sharing. Following grounded theory, we
identified four factors that influence data sharing. (1) Data characteristics—CEOs perceive social and financial data as sensitive
in both private and corporate contexts. Furthermore, CEOs perceive additional types of corporate data as critical and are gen-
erally more skeptical of data sharing because of the complexity of data security. (2) Relationships via platforms—companies are
often forced to participate in platforms, despite preferring long-term personal relationships. (3) Competition—platforms enable
easy and rapid product comparison. SMEs want to avoid transparency and fear that platform providers may compete for specific
products. (4) Individual motivation—increased visibility among potential customers is an important incentive for participating
in platforms, although CEOs perceive such participation to be time-consuming. The findings extend the theory of silo mentality
by indicating that the theory is not only relevant in the intra-organizational context but also in the inter-organizational context.

Finally, we provide three propositions for future research.

1 | Introduction

In the light of digital transformation, big data is defined as the
collection of large amounts of data that cannot be analyzed with
ordinary computer power (Davenport 2014; Ardito et al. 2019;
Cappa et al. 2022). Typically, this involves aggregating data
from several sources and across multiple entities, resulting in
a large amount of unstructured data (Havens et al. 2012). For
nearly two decades, big data has fundamentally transformed
industries, enabling the collection and analysis of data to lever-
age it for innovation (Urbinati et al. 2020). In recent years, the
ongoing development toward platformization has increasingly
resulted in big data being stored and shared by central plat-
forms that manage access and serve as data hubs. For instance,

in the business-to-consumer (B2C) context, social media plat-
forms have benefited from consumers’ willingness to share their
personal data and have developed into powerful data-driven
businesses.

However, hesitancy to share data exists in the business-to-
business (B2B) context, particularly among small- and medium-
sized enterprises (SMEs) (Abbas et al. 2024). In comparison to
large organizations, SMEs often lack data skills (Scaria et al.
2018) and bargaining power to negotiate beneficial data-sharing
agreements (Touboulic et al. 2014), leading them to refuse to
share data on B2B platforms (Abbas et al. 2024). Moreover, the
decision-making processes in SMEs are focused on the CEO,
who often holds the central authority, especially on critical
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decisions regarding the utilization of information technology
(Fassin et al. 2011; Lashitew 2023). Consequently, the charac-
teristics of the CEO are essential influencing factors for partici-
pation in data sharing of SMEs and a significant hurdle in fully
realizing the potential of big data within the business ecosys-
tem (Huber et al. 2020). This introduces a discrepancy: while
CEOs as individuals do not differ significantly from others in
their data-sharing behavior on B2C platforms, often sharing
their personal data without hesitation, they exhibit markedly
different behaviors in their professional capacity. When acting
on behalf of their companies, these CEOs are more reserved and
cautious when it comes to platform participation and data shar-
ing. This discrepancy between personal and professional actions
presents a unique challenge in promoting data sharing and open
data practices in the SME sector (Ahn 2017).

One explanation for this disparity in behavior may be the silo
mentality. This mentality suggests that departments within a
company are reluctant to share information and create internal
barriers to data flow. While typically observed within organiza-
tions, the silo mentality may also apply to inter-organizational
collaborations and partnerships (Cahenzli 2020; Cilliers and
Greyvenstein 2012). In this sense, CEOs act as gatekeepers for
open data and data sharing, thereby inhibiting the emergence
of collaborative big data and the resulting innovation potential.
Usually, SMEs only participate in platforms if forced to do so by
an original equipment manufacturer or an important customer/
supplier and rarely of their own free will.

Against this backdrop, the following question arises:

RQ. With regard to the silo mentality, why are SME CEOs will-
ing to share their personal data but not their corporate data on
digital platforms?

To answer this question, we conducted 42 in-depth semi-
structured interviews with CEOs of German SMEs to under-
stand their data-sharing behavior in personal and business
contexts. Following grounded theory, we developed a compre-
hensive understanding of when and why companies are reluc-
tant to share their data based on four influencing factors. We
contribute to the literature of big data that silo mentality is prev-
alent in an inter-organizational context and argue that overcom-
ing it plays a crucial role in unlocking the full potential of big
data in B2B. Our study demonstrates that SME CEOs should
consider openness to data sharing as an economic advantage for
their SMEs and implement active measures to capitalize on the
ongoing digital transformation.

2 | Theoretical Background

2.1 | The Silo Mentality Psychological
Phenomenon

Originating in psychology, the silo mentality describes con-
scious and unconscious structures in the minds of individu-
als or groups that lead to a lack of communication and shared
goals with others (Hotdran 2009; Cahenzli 2020). These psy-
chological attitudes of compartmentalization, segregation,
and differentiation lead to an “us versus them” mindset and

create major anxiety when crossing these borders (Cilliers and
Greyvenstein 2012; Cahenzli 2020). Specifically, individuals
inside a silo separate themselves from those outsides by being
fearful or suspicious (Diamond et al. 2004). Individuals with a
highly developed silo mentality turn away from a systematic and
rational way of thinking and construct their own projections
of reality (Burge 1993; Blackman 2004). Individual or group
beliefs hinder communication and collaboration (Caseiro and
Menses 2019).

2.2 | Intra-Organizational
and Inter-Organizational Silo Mentalities

The silo mentality theory has been used in past management
and organizational behavior research to explain the bound-
aries between intra-organizational groups (e.g., Neebe 1987;
Hotdran 2009; Molek et al. 2023). Theoretically, there are two
ways in which silo thinking between departments arises from
company structure (Diamond and Allcorn 2009; Cilliers and
Greyvenstein 2012). Vertical structure refers to the hierarchical
power distance between management and employees, which
is reflected in the power and authority required to make deci-
sions (Hirschhorn 1997; Greenberg and Baron 2003). Horizontal
structure refers to the functional distance between special-
ized departments such as production or finance (Cilliers and
Greyvenstein 2012; Mohapeloa 2017; Cahenzli 2020). Regardless
of how the silo mentality arises in intra-organizational groups,
the motives are identical. Disconnection, isolation, misunder-
standing, lack of trust, respect, collegiality, or powerlessness
(Greenberg and Baron 2003; Cilliers and Greyvenstein 2012;
Dudau et al. 2016; Coutts 2017) are characteristics that tend
to result in opposing groups prioritizing their own goals over
those of the organization (Cahenzli 2020). This has serious im-
plications for businesses, not only in terms of information and
knowledge flow, but also duplicated processes, conflict, frus-
trated employees, wasted resources, and departmental com-
petition (Bannister 2001; Ross et al. 2006; Mohapeloa 2017;
Cahenzli 2020). Overall, a company's efficiency and key perfor-
mance decline, and opportunities are missed (e.g., innovations)
(Vatanpour et al. 2013; Tett 2016; Mohapeloa 2017). Researchers
recommend that companies overcome the silo mentality by en-
couraging managers to emphasize the current value of team-
work (Horth and Vehar 2012; Molek et al. 2023). However, the
silo mentality is not limited to intra-organizational domains,
but also applies to inter-organizational areas due to new techno-
logical developments (e.g., Cilliers and Greyvenstein 2012). For
example, companies are connected to suppliers and consumers
through industrial platforms. Siloed organizations lead to dys-
functional business cooperation and negative relationships with
customers and key partners (Mohapeloa 2017). In the supply
chain, this manifests itself as an increase in the “bullwhip” ef-
fect (Hotdran 2009). Despite the prevalence of the silo mentality
theory in organizational research, there is little literature that
applies this concept to inter-organizational relationships.

2.3 | SME CEOs as Gatekeepers for Data Sharing

The traditional management approach of top-down decision-
making and the strong autonomy prevalent in SMEs are likely
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to reinforce inter-organizational silo thinking (Anthes 2019;
Colovic 2022). In SMEs, CEOs are indisputable in decision-
making. Thus, through their personal and close connections
with the company, they create a silo in which information nei-
ther enters nor leaves. Therefore, it is not surprising that SME
CEOs do not share resources, including data, across organiza-
tions (Diamond and Allcorn 2009; Mohapeloa 2017). Essentially,
CEOs are gatekeepers for industrial data sharing, as they decide
which data are transferred from one silo to the next. This be-
havior conflicts with the concept of open data, which refers to
data shared freely by organizations or governments under open
licenses, allowing others to utilize it without expecting a direct
compensation or obligations in return (Huber et al. 2020; Jones
and Tonetti 2020; Temiz et al. 2022). SME CEOs appear skeptical
about open data, although research has shown that it strength-
ens relationships and promotes innovation (da Silva 2023).

Motivating CEOs to share data is a major challenge when
they generate value from their business model's available data
(Stefansson 2002). In SMEs, the decision to share data with
other companies depends significantly on individual attitudes
(e.g., Colovic 2022). Data sharing between companies has been
possible for a long time, and there is no visible barrier for CEOs
(Kydd and Jones 1989; Mohapeloa 2017). In a data-driven busi-
ness world, it is strategically relevant for SMEs to break down
their silo mentality and share data with companies from the
supply chain, unrelated companies, or competitors (Dooley
et al. 2016; Cahenzli 2020; Miiller et al. 2020).

3 | Methodology
3.1 | Research Setting and Participants

To understand the factors influencing personal and corporate
data sharing, we conducted 42 interviews with CEOs of German
SMESs between September 2022 and May 2023. Germany is an
industrial economy highly dependent on its SMEs as suppliers
with a high share in value added and innovativeness. In particu-
lar, industrial SMEs play a vital role that is stronger than in most
other economies (Miiller et al. 2018). The 42 interviews allowed
for the formulation of specific statements owing to the relatively
limited sample size. Guidelines on the ideal sample size for qual-
itative research remain ambiguous (Marshall et al. 2013). In ac-
cordance with the sample size of previous research, the study
concluded upon reaching saturation, at which point further in-
terviews did not yield significant insights that would contribute
to the research question (e.g., Huber et al. 2020). The variety of
statements derived from our sample provides valuable insights
into openness to data sharing across different industry sectors
in Germany and provides an efficient approach to generate
insightful data to investigate this strategic issue (Eisenhardt
and Graebner 2007). To gain insight into this novel phenom-
enon, we analyzed the data using an exploratory approach to
grounded theory (Glaser and Strauss 1967; Locke 2001; Urbinati
et al. 2020). The aim of this approach is to identify meaningful
patterns from interviews; in this case, the factors influencing
data sharing (Glaser and Strauss 1967). In contrast to other qual-
itative analysis methods, grounded theory derives trends that
cannot be quantified by counting statements. The statements
obtained from the interviews were evaluated through multiple

rounds of discussion, and codes were assigned by experienced
researchers. This offered an opportunity to align theory and
practice (Locke 2001). Table 1 provides a comprehensive over-
view of the interviewee profiles. Further details are provided in
the Table Al.

To adhere to a structured sample-selection process, we delib-
erately selected individuals in leadership positions in SMEs
as interviewees for three reasons. First, they simultaneously
controlled their personal and corporate data. Second, they can
make corporate decisions without committee approval. Third,
they are interested in the well-being of the company or own
the data themselves (Miiller and Spitz-Oener 2006; Wang and
Wang 2020). We conducted all 42 in-depth interviews with
CEOs and successors (71%) or top managers (29%) of SMEs. In
contrast to CEOs, top managers are responsible for specific de-
partments, such as finance and marketing. However, they are
also responsible for determining the use of platforms within
their companies. We balanced our sample along the dimensions
of gender, age group, and industry tenure to represent the real-
ity as accurately as possible. Additionally, we focused on SMEs
with fewer than 250 employees and an annual turnover of less
than €50 million (European Commission 2003). To exclude un-
wanted influences, all 42 SMEs originated in Germany. This fa-
cilitated the comparison of results by minimizing cultural and
digitalization differences. All the companies had a similar level
of digitalization. To understand attitudes toward data sharing

TABLE1 | Comprehensive overview of interviewee profiles.

Quantity Percent
Gender
Female n=10 24
Male n=32 76
Management position
CEO/successor n=30 71
Top management position n=12 29
Industry sector
Electrical engineering and n=10 24
electronics
Mechanical engineering n==_8 19
Building industry n==6 14
Metal industry n=4 10
Consumer goods n=3 7
Automotive n=2 5
Consultancy n=2 5
Packaging n=2 5
Service n=2 5
Chemical engineering n=1 2
Medical technology n=1 2
Textile industry n=1 2
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across industries, we selected experts from different industries,
including electrical engineering and electronics (24%), me-
chanical engineering (20%), building industry (14%), metal in-
dustry (10%), and consumer goods (7%). The “Others” category
combined additional sectors that each account for <5% of the
interviewee partners (automotive = 5%; consultancy = 5%; pack-
aging=>5%; service=5%; chemical engineering=2%; medical
technology = 2%; textile industry =2%). However, all companies
were familiar with the use of platforms for procurement and
transaction activities.

3.2 | Data Collection

The SMEs were identified, and their contact details were
obtained through personal contacts and German company
databases such as Bayern international. Before initiating con-
tact, we ensured that participants met the SME criteria. We
contacted 635 potential interviewees via mail or telephone.
These represent a random sample of German manufacturing
SMEs based on CEO contact information available to us. 42
SME CEOs agreed to the interviews. No compensation was
received for participating in the study. After the commitment
of the interviewees, we explained the general objectives and
procedures without providing details about the individual
questions. We developed semi-structured interview guidelines
(see Table A2) using an iterative approach to identify CEOs'
patterns of platform use (e.g., Laudien and Daxbock 2017).
During the interviews, we provided an atmosphere for dis-
cussion to specify questions if necessary. While conducting
the interviews, we alternated between question blocks 1 and
2 to validate our interview results and ensure nuanced data
collection with the questionnaire. The interviewees were free
to refer to previous answers over the course of the interview
(Yin 2009). To ensure mutual agreement, we recorded and
subsequently anonymized the interviews (Gioia et al. 2013).
In total, the transcripts comprised over 410 pages for analysis
with over 21 h of audio.

To enrich the results and gain a deeper understanding of in-
dustrial data sharing, we enriched our interviews with external
data by analyzing websites and press reports on data sharing in
SMEs (see Table A3). We aggregated our data by considering
external data in several discussion rounds using the grounded
theory method (e.g., Eismann et al. 2022).

3.3 | Data Analysis

Following the grounded theory approach, we conducted a three-
stage analysis between May 2023 and August 2023 (Glaser and
Strauss 1967; Locke 2001). In the first step, one researcher identi-
fied the similarities and differences between the interview data
and external data, such as websites and annual reports. Based
on this qualitative analysis, the researcher suggested an initial
set of first-order inductive codes (Gioia et al. 2013). Starting
with 1553 interview quotations, the researcher developed 61
paraphrased statements as first-order codes. We arrived at 61
paraphrased statements by merging identical statements from
the interviews. However, these were much more detailed and, in

some cases, sector-specific. We were looking for a cross-industry
trend; therefore, a higher level was required. In the subsequent
analysis, the entire research team refined the first-order code
over several iterations (Glaser and Strauss 1967).

In the second step, the four authors were separated into two
teams to form independent second-order categories. To this end,
we merged the related concepts into first-order codes. The first
comparison of the second-order categories between teams re-
vealed discrepancies. To create mutual understanding, research-
ers swapped teams one at a time. In the second comparison, the
newly refined categories exhibited a high level of agreement.
To determine the inter-coder reliability, we used Krippendorft's
Alpha (Marzi et al. 2024). In contrast to other methods, this
procedure was particularly suitable for our approach because
our sample size was rather small (n>100) (Zapf et al. 2016).
Krippendorft's alpha indicates that a satisfactory level of agree-
ment is achieved with an inter-coder reliability above 80%; 100%
describes complete agreement (Marzi et al. 2024). Based on an
inter-coder reliability of 80.8%, the four authors jointly settled on
theoretically relevant 10s-order categories in a joint discussion
(Locke 2001). Table A4 presents the inter-coder reliability mea-
surement matrix.

In the final 1-day workshop, we synthesized similar second-
order categories into broader third-order themes. In addition
to these four authors, two experienced senior researchers, who
acted as moderators, participated in the workshops. While the
four authors brought different perspectives on data sharing
(e.g., blockchain-based platforms) the senior researchers' strong
methodological backgrounds provided guidance for developing
a framework (O'Connor et al. 2003; Liu et al. 2023). After sev-
eral iterations of the analysis process, the workshop resulted in
four overarching third-order themes with an inter-coder reli-
ability of 91%, according to Krippendorff's alpha (see Table AS5)
(Marzi et al. 2024). The analytical framework is summarized in
Table A6.

4 | Findings

The findings showed that SME CEOs take platforms in their
private environments for granted. In particular, they use
established platforms for communication (Instagram), en-
tertainment (Netflix), shopping and food (Lieferando), and
finance (Trade Republic) (e.g., Experts 30, 27, and 20). In con-
trast to private use, few SME CEOs stated that their compa-
nies actively use platforms. If they interact through platforms
at the company level, they use supply chain platforms such as
SupplyOn or Ariba (e.g., Experts 39, 33, and 16). Nevertheless,
CEOs can imagine that platforms will become strategically
relevant to future business models because of increasing cus-
tomer demand (Expert 7). However, the findings suggested
that SME CEOs are less willing to share data via platforms
in a corporate context than in a private context. We identified
four factors that influenced this behavior: (1) Data character-
istics, (2) Relationship via platforms, (3) Competition, and (4)
Individual motivation. Table 2 shows the potential barriers
to data sharing in both the B2C and B2B contexts, based on
third-order themes and second-order categories.
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TABLE 2 | Summarized results.
Influencing factors B2C B2B
1. Data characteristics (1.1) Openness to +Individually different —Typically skeptical

2. Relationship via
platforms

3. Competition

4. Individual
motivation

data sharing

(1.2) Data criticality

(1.3) Data security
awareness

(2.1) Voluntary and forced
(2.2) Personal and
impersonal
(3.1) Standardization

and specialization

(3.2) Transparency

(4.1) Information
and marketing

(4.2) Time

between open and skeptical

—Social data, financial data

+IT infrastructure
+Data misuse

+Typically voluntary

+Following many people,
but not close relationships

+High standardization
of products
+Small number of platforms

+Very high comparability
with simultaneous
loss of data

+Information without
active effort (e.g., education,
inspiration, networking)

+Time-consuming
and time-efficient

—Social data, financial data, customer
and supplier data, know-how data

—IT infrastructure—Data misuse

—Typically forced by large
companies in the supply chain

—Established personal long-
term relationships

—Very specialized products for a few
customers—High number of platforms

+As a buyer, good comparability—As
supplier, risk of a price war—Platform
providers as future competitors

+Simplified searching new suppliers
+Visibility among established
and new customers

—High maintenance

(4.3) Other benefits

+Ease of use —Low impact on the turnover

Note: +, corresponds to potentials for data sharing; —, corresponds to barriers for data sharing.

4.1 | Data Characteristics

CEOs have different types of personal and corporate data at
their discretion. Three data characteristics emerged as partic-
ularly important for CEOs: openness to data sharing, data criti-
cality, and data security awareness.

4.1.1 | Openness to Data Sharing

Some CEOs are cautious about sharing private sector data. For
example, one interviewee stated that they regularly deleted
their browser history, including all passwords, and carefully
considered all cookie settings (Expert 39). Other CEOs stated
that it is a no-go for them to privately enter more data than
necessary on a platform (Expert 41). In contrast, other CEOs
are less skeptical about data sharing and are open to sharing
all personal data (e.g., Expert 12). Nevertheless, one CEO rec-
ognized that they take risks in sharing personal data but is
less hesitant to do so in the corporate context (Expert 7). In
the corporate context, CEOs feel responsible for both their em-
ployees and themselves.

There are 100 people behind the company; so, if a
competitor takes information or a customer, 100
people have a problem.

(Expert 39)

In contrast, others stated that the company participates in public
life; therefore, some data are already freely available (Expert 6).
However, SMEs also try to protect sensitive and detailed data
(e.g., social and financial data) (Expert 17).

4.1.2 | Data Criticality

Privately, CEOs are very skeptical about sharing social data and
therefore avoid sharing intimate data, such as personal inter-
ests, family relationships, or health information, via platforms
(Experts 1 and 4). In contrast, they consider more general or
publicly available data, such as professional history, to be less
sensitive (Expert 35). CEOs also view social data as highly prob-
lematic in the corporate context. Companies keep data that is
closely related to employees' secret, such as salaries, pay slips,
and health insurance data (Experts 15 and 4). Thus, SMEs
try to prevent the misuse of individual employees' identities.
Simultaneously, they try to protect themselves by hiding em-
ployees from potential recruitment attempts (Experts 14 and 9).

Additionally, the CEOs rated their financial data as critical.
They avoid disclosing financial data, if possible, especially in
large, anonymous groups (Expert 8). In addition, disclosing cur-
rent financial data in a corporate context is not seen as an option
by CEOs. This includes prices to avoid competition with other
companies (Experts 16, 1, and 9). Conversely, CEOs are willing
to disclose past financial data (e.g., balance sheets) (Expert 31).
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Similarly, CEOs are critical of both customer and supplier
data. SMEs do not communicate either type of data exter-
nally for fear of losing the supplier or customer (Experts 13
and 8). In addition, they are aware of the political significance
of this data and, therefore, do not communicate any external
information.

Just before the Ukraine story, we had a client from
Russia who wanted to know a lot along these lines,
i.e., whether there were any political entanglements
among the owner; it was very much about this
compliance issue.

(Expert 5)

Additionally, CEOs view know-how data as highly critical.
SMEs are particularly concerned about the disclosure of data re-
lated to their own research and development or production plans
(Expert 30).

Of course, things that relate to our know-how. Some
of this is internal software. That means the know-
how is in the source code.

(Expert 15)

4.1.3 | Data Security Awareness

In both private and business environments, CEOs are concerned
about the security of their data and IT infrastructure (Experts
9 and 18). Nevertheless, they seemed more concerned with IT
infrastructure because of the increasing complexity of the busi-
ness environment (Expert 7). One consideration of SMEs is not
to outsource sensitive data (e.g., salaries) to external servers or
to establish a direct virtual private network connection with
the most important suppliers (Expert 15). However, one CEO
reported that hackers had attacked local infrastructure in the
past and, therefore, preferred cloud solutions (Expert 20). The
following statement indicates that such hacker attacks on SMEs
are common:

We have already been told twice by the Office for

the Protection of the Constitution that these Chinese

hackers are very interested in our communications.
(Expert 35)

For some CEOs, data misuse in the private sphere is only
a minor criterion in their decision to share data (Expert 4).
Some CEOs are aware that platform providers can create user
or movement profiles based on the shared data (e.g., Google)
(Experts 27, 36, and 10). However, this does not prevent them
from sharing their data (Expert 14). Other CEOs were more
wary, with one CEO saying that they did not know what hap-
pened to their data after sharing (Expert 1). Providers can sell
data to third parties, which in extreme cases can even lead
to identity theft through the misuse of names or addresses
(Experts 1, 9, 24, and 35). However, in a corporate context,
the potential misuse of data plays a significant role. CEOs fear
that not only company information but also product ideas can
be used against them (Experts 2 and 7). This could lead to

product counterfeiting or misuse of brand names (Expert 35).
Consequently, SMEs are reluctant to trust platform providers
and become overly dependent on them (Expert 8).

4.2 | Relationship via Platforms

The CEOs interviewed had different relationships with the
platforms, both privately and in the corporate context. Typical
relationship types include voluntary and forced, personal and
impersonal.

4.2.1 | Voluntary and Forced

In the private sphere, CEOs are free to participate in plat-
forms and disclose their data (Experts 4 and 17). Participants
sometimes felt the need to provide personal data. For exam-
ple, online shopping via online platforms is often difficult
to achieve without providing bank details. They even have
to provide some data privately (e.g., email addresses) to gain
access to accounts or software. However, in these cases, the
risks were rarely weighed (Expert 7). In the corporate envi-
ronment, SMEs very often feel compelled to share their data
via platforms.

I think we only use platforms when it is really
mandatory.
(Expert 21)

Especially in the supply chain, almost all large customers force
SMEs to participate in their platforms (e.g., SupplyOn, Meplato,
and Ariba) (Experts 10, 14, 32, and 41). SME participation is
necessary to receive high-value orders from customers (Experts
12 and 31). Concurrently, customers demand highly sensitive
data from SMEs (e.g., financial data) to make internal com-
parisons between suppliers more transparent (Experts 9 and
5). Participation is also advantageous for SMEs. Customers
often train their staff to operate platforms accordingly, which
increases their interest in long-term partnerships because of
additional investments (Expert 12). Simultaneously, SMEs are
explicitly obliged not to participate in platforms. For example,
confidentiality agreements exist between SMEs and their cus-
tomers regarding product-specific data that they are not allowed
to pass on to third parties (Experts 39 and 35). In addition, in-
ternationally operating SMEs try to avoid legal consequences
due to different data regulations (e.g., Europe and the US) by not
sharing any data or sharing as little data as possible (Expert 2).

4.2.2 | Personal and Impersonal

In the private sphere, CEOs appreciate social platforms, which
allow them to be in contact with many people in different places
simultaneously (Experts 13 and 24). Although some people are
far apart in terms of work or family, CEOs have the opportunity
to communicate with these people or follow them (Expert 17).
Nevertheless, the interviewees believed that close ties were not
created through contact via platforms alone (e.g., LinkedIn).
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The platforms make me feel that I have already done
the maximum by networking with others. There
is nothing better than talking to people, meeting
people, going to events, going to workshops, going to
seminars.

(Expert 5)

In the corporate context, CEOs find this type of collabora-
tion impersonal (Expert 16). Having worked with business
partners for many years, CEOs preferred to rely on personal
contact rather than platforms (Experts 1 and 8). They see this
as an opportunity not only to exchange offers in a familiar
conversation but also to discuss requests and negotiate prices
individually (Experts 3 and 5). As they have the necessary
contacts in their respective industries and do not serve an
anonymous market, attempts to implement platforms have
failed (Experts 6 and 4). Therefore, CEOs are interested in
attending international trade fairs to meet relevant people in
their business (Experts 2 and 6). In contrast to platforms, they
expect loyal business relationships through personal contact.

I Loyalty is not a big issue on platforms, and you always
have to take that into account.

(Expert 2)

4.3 | Competition

Data sharing depends on current and future competition. CEOs
distinguish between two categories: standardization and spe-
cialization, and transparency.

4.3.1 | Standardization and Specialization

In private, respondents see the variety of products offered in
one central place as a major advantage of using platforms, as
products on B2C platforms are mostly comparable in their basic
characteristics and differ mainly in quality and price (Experts
12 and 16). Brick and mortar shops do not offer comparable
ranges (Expert 12). However, in the corporate context, products
are often highly specialized, and no straightforward comparison
is possible (Expert 5). Individual products are sometimes config-
ured in collaboration with the customers (Expert 6). Platforms
are not yet in a position to reflect on these advisory efforts and
different SME standards in detail (Expert 1). As a result, CEOs
use only a few platforms privately and can store their data on
these platforms as a standard (e.g., delivery address) (Expert 32).
This is not the case with platforms in a business context, where
SMEs must access many different platforms that are structured
completely differently depending on the customer (Experts 12
and 15). This creates an additional administrative burden for
SMEs (Experts 7 and 15). One CEO summarized this with the
following statement:

I Some employees have 20/30/40 accesses to different
platforms [...]. So these are always isolated solutions.
(Expert 14)

4.3.2 | Transparency

Privately, SME CEOs perceive both advantages and disadvantages
in the additional transparency provided by platforms. Many men-
tioned the ability to use platforms to compare the prices and vol-
umes of different suppliers (Expert 16). However, they also noted
that they became slightly more transparent each time they partici-
pated on the platforms (Experts 21 and 17). For example, they leave
data about their purchasing behavior on transactional platforms
or personal information, such as pictures or locations, on social
media platforms, all of which can then be linked (Expert 37). In
the corporate context, CEOs behave similarly in terms of platform
transparency. When purchasing materials or products, they find
additional comparability between suppliers beneficial (Experts 23
and 33). Sometimes, they personally contact the manufacturer to
build a long-term relationship and save on the platform provider's
margin (Expert 16). However, if they bid on a platform, they often
want to avoid additional transparency at all costs (Experts 12 and
10). Therefore, they deliberately do not quote prices for their prod-
ucts on their platforms to maintain price sovereignty and negoti-
ate general terms and conditions individually with the platform
provider (Expert 16). SMEs want to avoid a price war with com-
petitors; they fear that platform providers will identify products
that are in high demand and then offer them at a lower price (e.g.,
Amazon Basics) (Experts 16, 10, and 35). In principle, SMEs want
to make their data available on platforms only if other companies
make the first moves.

I If everyone would at least name their machines, then
I would be willing to name mine.
(Expert 39)

4.4 | Individual Motivation

CEOs' reasons for sharing their data via platforms, both pri-
vately and in a corporate context, are diverse and fall into
three categories: information and marketing, time, and other
benefits.

4.4.1 | Information and Marketing

In the private sphere, the ability to obtain information with-
out active efforts is a key motivator for CEOs (Expert 22). They
consciously trade their data for personalized advertising expe-
riences, tailored offers, and better search results (Experts 9 and
27). CEOs use information to educate themselves, be inspired,
or expand their networks (Experts 3, 4, and 8). Gathering in-
formation is also a motivation for participating in platforms in
a corporate context. For example, one CEO stated that the aim
of an SME's purchasing department is not to buy products at the
lowest possible price, but to find new suppliers who offer the
necessary volumes on different platforms (Expert 5). SMEs also
use platforms for marketing (Experts 17 and 20). Their aim is
not only to raise awareness among potential B2B customers but
also among consumers who do not yet know the SME (Experts
25 and 28). To achieve this, SMEs use social media platforms
regularly.
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We also use Instagram and Facebook to promote our
products.
(Expert 21)

4.4.2 | Time

Privately, CEOs find that platforms can be very time-consuming,
yet can also save time (Experts 8 and 28). Particularly, when
they navigate platforms without a specific goal in mind, they
are annoyed afterwards that they have wasted time (Expert 13).
In some cases, they find it time-consuming to obtain more de-
tailed information about a product (e.g., sustainability, customs,
and origin) when shopping via platforms (Expert 11). However,
when CEOs have a clear goal in using a platform (e.g., buying
a specific product), they find the platform very time-efficient
(Expert 35). They are willing to trade their personal data for con-
venience (Expert 28). However, CEOs find platforms in a corpo-
rate context to be very high maintenance (Expert 5). Because
SMEs must regularly maintain several customer platforms, each
of which operates slightly differently, they must dedicate staff to
this task (Expert 33).

You have 50 portals to service if everyone is doing
their own thing. Each one works a little differently
and that takes more and more time.

(Expert 32)

To address this problem, CEOs view internationally recognized
platforms as possible solutions by saving coordination efforts to
keep all employees up to date (Experts 35 and 40).

4.4.3 | Other Benefits

CEOs often use platforms privately because of their ease of use
(Experts 6 and 7). This has led to easy data sharing and barrier-
free communication (Expert 1). In the corporate sector, CEOs
do not see any added value for SMEs when using platforms
(Experts 15, 21, 23, and 39).

We have left SupplyOn because it is not worth it for
us.
(Expert 11)

5 | Discussion

This study explored why SME CEOs are reluctant to share
their data on industrial platforms. Particularly, the generation
of large datasets in industrial companies necessitates opening
internal company boundaries for data sharing. In contrast,
private consumers seem less reluctant to use platforms and
share personal information. To compare company and con-
sumer motivations for data sharing, we interviewed 42 SME
CEOs. SME CEOs access both personal and corporate data
and function as gatekeepers to data sharing. Our findings
showed that data characteristics, relationships via platforms,
competition, and individual motivation influence the decision
to share data.

We identified barriers among the four factors that prevent data
sharing across industrial platforms in a corporate context. This
section provides practical and theoretical implications and pro-
poses three propositions for future research to overcome these
barriers and promote industrial data sharing.

5.1 | Practical Implications

CEOs of SMEs are often reluctant to use platforms and func-
tion as gatekeepers to data sharing. These findings suggest
that SME CEOs do not want to share sensitive data such as
their financial data via industrial platforms. To overcome
this, the security mechanisms of industrial platforms must
be strengthened. By employing additional technologies, such
as blockchain or artificial intelligence, industrial platforms
can be protected against unauthorized use by third parties
(Werbach 2018; Andoni et al. 2019; Papadopoulos et al. 2022).
Companies can develop and implement their own security
mechanisms, such as Siemens' SIGREEN, or involve external
companies that specialize in data encryption on platforms,
such as GoPlus Security. Additionally, it is important to build
more trust in these digital technologies among CEOs by clar-
ifying the platforms' infrastructure and their use. SME CEOS
often lack an understanding of the existing IT infrastructure
in their companies. For example, it is unclear whether it is
preferable to store data locally or on the cloud. However, de-
fining open data for businesses and opening up data transfers
remain essential. The provision of IT workshops accompanied
by the requisite skills training enables CEOs to gain an under-
standing of the underlying infrastructure and develop greater
confidence in this technology. Monetary incentives are also
useful (Voigt et al. 2003; Nicolaou and McKnight 2006). CEOs
may be persuaded to use platforms through special offerings.
Additionally, SME CEOs fear sharing data with unknown
third parties. They are concerned that company information
or product ideas will be misused by other companies and that
they will suffer consequential financial or reputational dam-
age. Building on previous personal contact, industrial plat-
forms represent an alternative that can result in long-term
partnerships (Song et al. 2016; Susanty et al. 2018). For in-
stance, when engaging with the SupplyOn platform, SMEs are
more likely to enter into a long-term contract with Bosch and
are given preference in awarding contracts.

5.2 | Theoretical Implications

These findings indicate that the silo mentality is pres-
ent at the inter-organizational level (e.g., Cilliers and
Greyvenstein 2012). All four factors influencing SMEs on data
sharing align with silo mentality theory. First, data character-
istics describe the types of data that are excluded from the silo
entirely or only permitted in restrictive terms. Performance
data are more likely to be shared by CEOs than sensitive
sales or personnel data. Second, the likelihood of data shar-
ing depends on the nature of the relationship via this platform
(Miiller et al. 2020). When companies are forced to share data,
the CEOs are more likely to act restrictively. By extending the
silo to encompass multiple companies, such as those along
the supply chain, data can be exchanged between companies
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within a protected digital environment (Song et al. 2024;
Haukipuro et al. 2024). However, this is contingent on trust.
Third, the reluctance to share data can be attributed to the
fear of competition outside the silo (Huber et al. 2020). It is
possible that other companies may misuse the data and launch
cheaper products in the market. Fourth, CEOs are gatekeep-
ers. Depending on their individual motivations, they are more
open to sharing data on platforms and are more willing to
break through their silos (Mohapeloa 2017; Colovic 2022).

Additionally, the findings show that sharing data in a corpo-
rate environment raises concerns. For example, new concerns
are emerging for sensitive data such as customer and supplier
data. In the worst-case scenario, the advantages of privately
using platforms, such as saving time, can be reversed for SMEs
(additional time expenditure). Surprisingly, SMEs not only
digitally isolate themselves from other companies but are also
skeptical about independent platform providers. SMEs fear
that sharing data via platforms may create new competitors
in the long term. Overall, the findings largely confirm self-
imposed psychological barriers to the silo mentality theory
(e.g., Mohapeloa 2017). However, the details of certain barriers
are uncharted in the literature. Thus, our findings contribute to
the existing theoretical framework by introducing new factors,
such as transparency. The current literature develops methods
to overcome silos and facilitate data sharing. Consequently,
all organizations involved in data sharing must emphasize the
importance of collaboration. One way to accomplish this is to
communicate the specific objectives (e.g., Molek et al. 2023).

6 | Future Research Agenda

Our findings indicate that SME CEOs are ambivalent regarding
their relationships with B2C and B2B platforms. Overall, CEOs
prefer sharing data on B2C platforms. In contrast to industrial
platforms, consumers on B2C platforms do not rely on platform
operators (Expert 8). Consequently, B2C platforms typically re-
quire less pressure to participate and share data (Experts 5 and
34). In contrast, operators of B2B platforms, such as powerful
customers or suppliers, initiate this pressure to participate (Chen
et al. 2019; Li et al. 2023). Particularly, when under pressure,
CEOs are skeptical about data sharing (Expert 35). Independent
platform operators, such as the European Union, exert less pres-
sure on SMEs to participate in their industrial platforms and act
as trustworthy intermediaries with no vested interests. In addi-
tion, SME CEOs must establish long-term relationships through
industrial platforms (Song et al. 2016; Susanty et al. 2018). The
development of strong relationships through personal contact is
a key factor determining the success of negotiations (Falkenreck
and Wagner 2017). If the relationship with a platform operator
is voluntary, unforced negotiations are likely to be successful
(Expert 2). This leads us to the following for further empirical
research:

Proposition 1. When SMEs voluntarily participate in indus-
trial platforms (versus forced participation), they are more open
to data sharing.

Further, our findings suggest that keeping data within SME's
boundaries is a success factor for CEOs, as it prevents data

misuse and imitation by platform operators. Imitation is a big
challenge for SMEs because they operate in niches and pro-
duce specific goods (Eden et al. 1997; Mosey 2005). By being
open to their data on industrial platforms, SME CEOs fear
creating unwanted transparency about their products or price
details (Experts 28 and 30). If platform operators use these
data to imitate their specific products, SMEs lose competitive
advantage (Johnson et al. 2017). Thus, SMEs are highly de-
pendent on these platforms (Expert 8). Some SMEs choose to
protect themselves with non-disclosure agreements, whereas
others do not use platforms at all (Experts 12 and 23). The de-
gree of independence should be considered to prevent the loss
of critical competition data (e.g., Baur 2013). This determines
the level of independence between platform operators and
SMEs. Companies may be more willing to share data if they
are confident that doing so will not create further competition
(high degree of independence). Based on this, we propose the
following for further empirical research:

Proposition 2. For SME CEOs, platform providers' degree of
independence increases their willingness to share data on indus-
trial platforms.

Finally, we find that individual motivation regarding receiving
benefits and avoiding challenges influences CEOs’ willingness
to share company data. CEOs recognized the advantages of
industrial platforms, for example as an additional marketing
tool (Experts 17 and 20). However, they are uncertain about
other possible benefits (e.g., monetary benefits) (Expert 11).
Additionally, SME CEOs cannot clearly identify the extent of
possible challenges that come with these benefits. In particu-
lar, they see long-term requirements of platforms as a risk for
their company, as they have to deploy additional staff (Expert
5). Overall, the interviews revealed that SME CEOs cannot
clearly predict both the benefits and challenges for their compa-
nies (Chatterjee et al. 2023). Therefore, they tended to focus on
avoiding those challenges for their companies rather than gain-
ing benefits of participation in industrial platforms (Dow and Da
Costa Werlang 1992; Nicolaou and McKnight 2006). Thus, we
propose the following for further empirical research:

Proposition 3. SME CEOs are unable to calculate either the
benefits or challenges of industrial data sharing.

7 | Conclusion & Limitations

This study examined the role of the CEO as a gatekeeper to
data sharing on digital platforms and compared openness
to data sharing in private and company environments. This
study adopted a grounded theory approach, based on 42 ex-
pert interviews and discussion rounds conducted within a re-
search team. The findings revealed four influencing factors:
data characteristics, relationships via platforms, competition,
and individual motivation. This article describes these factors
and their influences and provides theoretical and practical
implications.

The limitations of this study arise from the limited sample of
German SMEs. When compared on a global scale, German
SMEs demonstrate a relatively low level of digitalization. Most
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of these companies engage in manufacturing and employ only
a limited range of innovative digital technologies. The results
could be validated by incorporating data from other countries; a
cross-national comparison would yield more complete data.

Additionally, this study placed significant emphasis on the role
of the CEO as the primary gatekeeper of data. However, other
factors, such as organizational structure, were not considered.
Furthermore, the qualitative approach can be refined through
a quantitative study. The reasons for the observed behavior can
be evaluated and correlated through quantitative analysis. A
decision-making trial and evaluation laboratory method can be
employed to identify the correlations and factors that influence
the decision-making processes.

We add to the extant research that sharing company data re-
mains crucial for companies, though it is not a self-evident ap-
proach. SMEs must take active measures to avoid falling behind
in digital transformation.
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