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ABSTRACT

Industry 4.0 has led to the growth of smart cities utilizing the Internet of Things (IoT). Wireless sensor net-
work (WSN) has drawn considerable interest as an important element of the IoT. The Energy Internet (EI) is
growing in importance as a significant component of constructing the intelligent city, especially in terms of
its reliability and security. EI is moving in a new direction of energy trading advancement where distributed
energy transaction models are replacing the conventional centralized layout. Blockchain technology, which
is the underlying support, has gained interest as a result of its benefits, namely integrity, and nonrepudiation.
Privacy disclosure, despite the benefits, is a concern for many blockchain-enabled trading layouts. The paper
presents encryption according to the cryptographic text properties as the main scheme for reconstructing
the dealing layout in order to resolve the issue in the electricity market. In particular, the blockchain energy
trade plan with privacy (BETPWP) has been developed to manage the distributed transaction. Transaction
arbitration in ciphertext form is employed for achieving precise access control. As a result of this method, the

JEL Code: transaction layout could be made considerably more secure and reliable, as well as maximizing the security

A10 of private data. BETPWP also proposes a credibility-enabled equity proof consensus method that would sig-

89 nificantly improve operational performance. A study of security and the test assessment of the suggested
pag method are performed in order to demonstrate its effectiveness.

© 2023 The Author(s). Published by Elsevier Espaiia, S.L.U. on behalf of Journal of Innovation & Knowledge.
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Introduction insufficient reliability to alone-step attacks, all of that are becoming

In the recent years, smart cities (SCs) including integration of the
Internet of Things (IoT) has been attracted more attention due to
higher reliability, resiliency, and sustainability. New generations of
mobile information technologies, such as the IoT and cloud comput-
ing, allow the intelligent city to carry out complete perception, dis-
tributed connectivity, and pervasive computation. One of the focuses
of studies in this layout would be to ensure the security of sensor net-
works utilized as a part of IoT. Researchers and industry have both
been paying great emphasis to make clean energy networks more
secure, which is a critical component of the SCs. The energy Internet
(EI) network uses IoT devices for the data measuring modules, as
well as wireless sensor networks (WSN), which are also contributing
significantly to the creation of the SC.

The conventional power generation and distribution systems face
to many challenges including poor performance, vulnerabilities, and
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more prevalent in the energy system. Thus, the EI idea is gaining in
popularity and has taken over the energy revolution. In the EI, a mas-
sive energy network has been constructed using developed power
electronics, the newest information technologies, and intelligent
management technologies, which include distributed energy har-
vesting equipment, distributed energy storage equipment, and a vari-
ety of user equipment. El reliability and security are essential in terms
of the SC.

As a result of the benefits of blockchain (BC) technology over
centralized transactions, including openness, independence, non-
manipulation, and resilience to alone-step attacks, the EI has
incorporated BC technology instead of the conventional central-
ized transaction layout. In contrast, BC-enabled trading layouts
usually have no privacy protections for users. Traceability and
transparency of transactions are enabled by BC, but it makes
both parties’ private data public as well, which clearly isn’t suffi-
cient to protect privacy. Various studies attempt to address the
problem indirectly by obscuring the BC data and the links among
consumers.

2444-569X/© 2023 The Author(s). Published by Elsevier Espaiia, S.L.U. on behalf of Journal of Innovation & Knowledge. This is an open access article under the CC BY-NC-ND license
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The proposed layout integrates BC and cryptographic technolo-
gies, including pseudonyms, differential privacy, and active multilat-
eral computational integration, to provide secure energy trading
data.

The architecture of conventional cities is being challenged by SCs.
The conceptual advancement as well as practical applications of SCs
are the focus of numerous scholars. A detailed study and summary of
the concept, framework, and applications of SCs is presented in refs
(Appio, Lima & Paroutis, 2019) and (Skare & Soriano, 2021). A number
of studies have been conducted on the applications of IoT in SCs
(Kavousi-Fard, Nikkhah, Pourbehzadi, Dabbaghjamanesh & Farugh-
ian, 2021) and (Giaretta & Chesini, 2021). El advancement is receiving
a lot of interest and advancement in SCs as well. Effectual energy
management for the IoT in SCs is presented in refs (Khattak, Tehreem,
Almogren, Ameer, Din & Adnan, 2020) and (Saura, 2021). An essential
industrial network that is emerging quickly in the Industrial 4.0 era is
the EI (Mahapatra & Nayyar, 2019) and (Kim & Upneja, 2021). Numer-
ous approaches have been developed by studies on the EI recently to
solve its inherent shortcomings. Ref (Popli, Jha & Jain, 2018) pre-
sented a comprehensive analysis of the framework, processes, and EI
technologies. During the emergence of the El, distributed energy
trading became a point of controversy. Because of its benefits, BC has
been extensively utilized as a distributed ledger in the EI. A compre-
hensive analysis and the categorization of current BC-enabled energy
trading layouts in the electrical power network are presented in ref
(Guan, Lu, Wang, Wu, Du & Guizani, 2020). Ref (Li, Chen & Zhou,
2020) presented the localized P2P electric vehicle energy trade layout
according to the consortium chain that utilizes the duplicate dual bid
procedure for maximizing the public well-being in the transactions.
Ref (Aitzhan & Svetinovic, 2016) used anonymous encrypted, multi-
signature message process, and BC scheme in order to provide deal-
ing safety in distributed intelligent electrical network energy dealing
by eliminating the need for third parties. A convertible, delayed pro-
cess for controlling information availability to smart grids powered
by renewable energy resources is presented in ref (Yang, Guan, Wu,
Du & Guizani, 2020).

It is usually a transaction initiator (TI) intention not to allow users
without appropriate access to view transaction information, which
results in their private data being disclosed (Bagheri, Madani, Sahba
& Sahba, 2011), (Sabha, Sahba & Lin, 2014), and (Dabbaghjamanesh,
Kavousi-Fard & Mehraeen, 2018). Access control algorithms enable
participants to specify who has access to their personal data. Using
access control strategies, private data can be protected from leakage
to irrelevant participants by filtering access participant accounts. Cur-
rently available studies, on the other hand, ignore the same access
control issues. As a cryptography algorithm, Encryption according to
cryptographic text properties (Eat-CTP) (Liu & Fan, 2019) is ideal for
solving this issue as the small available control encryption layout. By
combining Eat-CTP and BC technologies (Liu, Yuen, Zhang & Liang,
2018), this paper provides a generalized transaction layout that has
the capability of available control and umpire in order to support the
requirements of Industry 4.0 and preserve the privacy of participants.
This paper makes the following contributions:

1. The BETPWP layout preserves privacy while executing distributed
energy transactions in BCs. Eat-CTP represents the main scheme
for developing a fine-grained ciphertext-enabled access control
model. Numerous umpire nodes could support transaction arbi-
tration and lightweight ciphertext updates, enhancing the user’s
security.

2. The suggested credibility-enabled equity proof consensus proce-
dure in BETPWP, capable of significantly improving system per-
formance, will address the weaknesses of BC's lower performance
and high delay. The mechanism is designed as a basic layout and
an improved layout customizable for handling various application
case studies.
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3. Lastly, a comprehensive security survey and efficiency assessment
of BETPWP is conducted. The suggested BETPWP system has been
proven to be highly secure following evaluation and derivation
from multiple angles. The suggested system has been tested
experimentally and compared to the previous works as well.
Based on the findings, the suggested system appears to be effec-
tive.

Following is an overview of the remainder of the present study.
The preliminary findings are presented in Part 2. Part 3 discusses lay-
outs and objectives. Part 4 presents the fundamental and improved
model of BETPWP. Part 5 presents the security study. Part 6 evaluates
the efficiency of BETPWP. Part 7 provides the conclusion of the study.

Preliminary findings

This part explains the preliminary findings found in BETPWP. Fol-
lowing are 3 descriptions that are utilized in part 5 to describe the
decryption process.

Bilinear maps

Description 1. (Bilinear Maps): Go and G, are 2 first-order multiplica-
tion cycle groups p, and g is the producer of Gy. The bilinear map e is,
e: Gy x Go — Gy, for whole a, be Z,: 1) Bilinearity: Vu, ve Gy, e (uf,
vy = e(u,v)“b; 2) Computability: Vf, h Gy, e(f, h) could be com-
puted; 3) Non-degeneracy: e(g, g) # 1

Access framework

Description 2. (Access Framework): {P, P, . . ., P;} is a set of par-
ties. The set AC 2P0 p,, . ., Pp) shows monotone when VB, C: if B
€A and B C C so CeA. An access framework represents a set A of
non-empty subsets of {P;, P,, . . ., P.}, Ae2Pr Py . PO\{0). Itis
called the authorized sets, that do not belong in A are called the unau-
thorised sets.

Linear secret-sharing layouts

Description 3. (linear secret-sharing layout.): The secret sharing lay-
out IT among a group of parties has been described as linear when:

(1) The divides of entire parts form a vector on Z,.

(2) The matrix M with [ tiers and n columns exists, known as the
divide-producing matrix for I. For wholei =1, .. ., [, in the i th
tier of M, the function P(i) is applied as the tier tag. The column
vector v = (s, 1y, . . ., I'n) has been created, in which s € Z, shows
the secret to be shared and ry, . . ., r, €Z, have been selected by
random, afterward, Mv shows the vector of | divides of the secret s
based on I1. The share (Mv); is part of party P(i).

Layouts and objectives

Fig. 1 shows the system framework for the BC energy trade plan
with privacy (BETPWP). Besides being large in number, distributed
production agents have a variety of applications. A micro-production
unit, like a household or power station, can generate electricity. Solar,
wind, and water energy are used to produce electricity, which is then
dealt in BETPWP. Transaction nodes transmit dealing datum streams
via mobile smart terminal, like smartphones, computers, and embed-
ded equipment. Each trading node establishes a distributed system of
energy exchange according to BC technology and communicates via
wireless systems. A final step entails packaging the transaction into



Q. Liu, P. Wan, F. Chen et al.

Blockchain layer

| r ............. l
Nk = L mp | =i
i | | ---- Sy ---- = L .an_lglﬁgr_ll
. Order [
| s i e s e o i s :
gyl chapy il T .
H_= - -k H
i g - Sl ---- B B B oderser | I
N - ey ---- | ---- Eml ----
l Y m— m— —. sl (o w—; — o S— S S— i S— 0, om— 0 — o —; &
Transaction f Result
Detection layer | | pr_optEa_l_ e proposal
L e T e . . |
I |  Update the |
| l © community

| m e
: I
Smart loads and generation units |

Fig. 1. BC-enabled energy trading system layout.

blocks and recording it in the chain. The microgrid transmits power
to users by means of a physical network.

Design objectives

The conventional distributed transaction layout provided via the BC
requires whole transaction records to be publicly recorded in clear text
for realizing fairness, transparency, and auditability, and each node
maintains a full backup of the whole chain. It is assumed that partici-
pants have a curiosity for one another despite the fact that they cannot
alter or disrupt the BC framework. Furthermore, while the BC ensures
data integrity, a few sensitive data can reveal private data about others.

Furthermore, conventional Proof of Work (PoW) consensus mech-
anisms in the BC system involve heavy computation power and
require significant latency. In order to be secure, PoW assumes that
the single point computational power of the network does not exceed
50%. Yet even with fewer than half of the system’s mining power, an
attack is feasible. If a single node possesses significant computational
power or if several nodes collude with one another, it might pose
main security threats to the network, and their computational power
might be more than 50% of the whole network. The PoW mechanism
will then have broken its security assumption that directly threatens
the fairness and security of the dealing network, and entails serious
security concerns for the whole EI system.

The design objectives of BETPWP contain the next 3 features for
overcoming these issues and facilitating electric energy trading.

Journal of Innovation & Knowledge 8 (2023) 100323

i) Protection of privacy: During a transaction, both parties’ private
information has been protected. As long as the system is function-
ing normally, BETPWP controls access and hides the transaction
data.

ii) Performance: By replacing the conventional PoW consensus with
a weightless validation-enabled justice-proof consensus system,
the BETPWP system could be more operationally efficient. In com-
parison to the conventional proof of stake consensus, the scheme
for ordering priority with similarity to an ideal solution (SOPSIS)
complete assessment process is combined for developing a more
fair, reliable, and customized consensus process.

iii) Anti-attack: Due to its BC-enabled base, BETPWP is very stable
and robust. Thus, alone-step attacks in conventional centralized
energy trading layouts could be eliminated, and long-range, safe
and abiding operations could be achieved.

Description of the system layout

i) Transaction entity: Each trading entity in the system uses its own
pseudonym for transactions. Electricity could also be sold by them
as generators, including home photovoltaic, distributed wind tur-
bine, little hydropower units, and so on. Additionally, electricity
could be purchased by them as end-users, including electric devi-
ces, households, industries, and so on.

ii) Certification authority (CA): Those entities engaged in distrib-
uted transactions rely on the CA, a third-party fundamental pro-
duction center, for the generation, distribution, and management
of identity authentication digital certificates.

iii) Accounting node: At the end of each trading round, the node that
has high credibility has been chosen as the accounting node. BC
transactions are packaged into blocks by the accounting node and
added them to the BC. Upon reaching a consensus, the node
receives the relevant incentive.

iv) Arbitration node: In contrast to other physical commodities, due
to the continuous nature of the delivery of electrical energy, it
may be difficult for the parties to the trading contract to agree
whether the real volume of electrical energy transmitted will
meet the contract conditions. In the meantime, parties that
believe their own interests are damaged might seek arbitration. A
judgment could be made by the arbitration node according to
proof such as meter readings.

Fig. 2 illustrates the suggested trading layout in detail. In the
event that an electric energy generation unit needs to sell the
remainder of its power, it sends transactions as an initiator. Ini-
tially, the TI can draft the transaction data in accordance with the
needs and develop the access method. Once the encrypted trans-
action request has been broadcasted in the BC network, partici-
pants that match the access policy will be able to view it.
Moreover, energy users wouldn’t have to depend on one single
supplier of electricity and can select generators that fit their par-
ticular requirements and deal with them directly. Electrical users
could select to buy the amount of electricity they need and trans-
mit transaction applications. Selecting a dealing section from the
demandants and negotiating to achieve a dealing contract are the
2 actions that the initiator performs. Now, the dealing sections are
drafted by 2 parties for forming an agreement and sent to the
accountancy tie for confirming consensus. Therefore, accounting
nodes have begun to pack and record dealing datum during the
time threshold. When the 2 parties have a dispute following the
completion of the transaction, they could use the adjudication tie
for umpire. Following the adjudication outcome, the main cipher-
text updates so that a new dealing record can be created which
can't be decrypted by the arbitration node. Finally, the accounting



Q. Liu, P. Wan, F. Chen et al.

nodes would determine the subsequent round by using the gath-
ered node data for calculating a confidence score.

BCs as distributed and immutable ledgers seem ideally suited to
this recently distributed system. PPBCETS developed a BC-based plat-
form for direct transactions among energy producers and consumers.
Since energy commodities have some unique characteristics, smart
contracts are used for conducting transactions. Part 7 provides infor-
mation about the contract features and the data on BC transactions.
Transaction participants are aware of the circulation of finance via
their wallets.

BETPWP: improved layout

Considering the real application case, it is not just the arbitration
success rate that determines whether a node is credible. The suggested
improved layout of BETPWP provides a customized and personalized
feature choosing process during the election step of accounting nodes.
BETPWP utilizes the SOPSIS complete assessment scheme for calculating
the validity point. It is possible to set assessment targets based on real
application case studies, like arbitration success rates, participations,
computational power, etc. Suppose that m assessment targets exist,
every assessment target includes n monitoring indexes, and the j
index amount of the i assessment goal equals x;. The algorithm is
detailed below. (1) The Entropy Weight Method (EWM) is used for
weighing every feature amount that influences credibility and ranking
the outcomes. It can be expressed in the following way. In which, X;Y;
... shows the system-described reference items in order to determine
the credibility score, like the adjudication prosperity rates, offline rates,
number of dealings, and default rates.

score = " XiY;... (1)

Due to the various measurement units of the indicators, they can
be classified in two categories: a cost-enabled indicator and a profit-
ability indicator. Prior to the complete assessment, the indicator
must be normalized.

a) In the cost-enabled indicator:
X — manX,‘j — X,’j
i = o — TLXo
max;x;; — min;x;;
b) In the profitability indicator:
. _ X,‘j — mm]-xij
ij o — T X
max;x;; — min;x;;

3)

c) The proportion of the ji indicator of the i" assessment target is
calculated:

X

- ij

=M ye
iz X

d) The entropy of the jth index is calculated:

Pij (4)

-1 m
e = — migpu Inp;; (5)
e) The entropy weight of the jth index is calculated:
1- Ej
Wi=— (6)
! Yii(1-¢)

The previous algorithm allows for customizing the index in order
to measure credibility. The chosen credibility assessment target
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items in the system initialization step are determined by BETPWP,
and every target item is quantified into various assessment indices.
Furthermore, various weight amounts are assigned to every target
item based on the level of impact on the credibility by the SOPSIS
assessment process, and the last credibility score is a complete
validity amount.

Security evaluation

The following part provides a complete study of the security of
BETPWP from 5 perspectives: information, consensus, umpire, algo-
rithm securities, and privacy protection.

Information security

As a result of the distributed nature of the EI, data security needs
to be enhanced, however, it is very hard to ensure data security.
BETPWP relies on the distributed BC in its transaction structure, mak-
ing it resistant to single-point attacks. Moreover, the BC makes use of
cryptographic techniques like universal key systems, hash computa-
tions, and digital signature to perform unidentified dealings, which
ensures the security and integrity of transaction information. As well
as ensuring data security, the BC allows for data traceability. In the
event that the information isn’t correct, it could be identified and cor-
rected promptly. Thus, the BC guarantees the security of dealing
information.

Algorithm security

Algorithm security constitutes system security. An attack on the
algorithm puts the whole trading system at risk. For algorithm secu-
rity, Eat-CTP enabled available control layout is used as the main
scheme. The suggested Eat-CTP layout was found to be selected-
plaintext attack security (CPAS). The suggested layout is proved
secure by using the CPAS game described below:

Theorem 1. If the structure of ref (Liu & Fan, 2019) proves to be CPAS,
therefore, the BETPWP presented here will be CPAS.

Proof. The main layout is Eat-CTP presented in ref (Liu & Fan,
2019). In the case of BETPWP attacks, let’s assume adversary A
has the non-negligible benefit. Afterward, a simulator B is built and
the challenger C, B could attack the main layout using the non-neg-
ligible benefit.

Setup: The challenger C firstly selects a set Gy with primary order
p and generator g. Afterward, it can randomly select«, ae Z,, hy, . . .,
hy € Gy and give the public key PK’ = {g, e(g, g)*, g hy, ..., h;} to B. B
can select an exponent b € Z, and give PK to A.

PK —{g.e(g.8)" e(g.8)" 8", hr-hu |

The parameter c in the layout is omitted since it does not contrib-
ute to transaction security, as it isn't applied to generate key or
decrypt, just in order to update the ciphertext.

Phase 1. A can submit a group of features S* to B, Bcan send it to C. C
can randomly choose t € Z, and generate the related secret key

SK={K' =g '=g", x S ,K,=hi}

Afterward, C can send SK’ to B, B can compute K = K’ .g> = g*
g% and can return the secret key SK to A.
SK={K,L=L, VxeS' Ki=K, }
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Fig. 2. The BC energy trade plan with privacy.

Challenge: A can select 2 messages My, M; with same length
and the available framework (M, p) and submit them to B. For §*
queried via A, (M, p) could not be met via each S*. B can forward
My, M; to C and C can choose a fortuitous bit be {0, 1} and encryp-
tion M, within the available framework (M, p). Afterward, C can
return CT’ to B.

T ={C = Mye(g.8).C’ —g' V1=i=LG—g%hj, .D;=g" }  (7)
B can set dy = a — b and compute:

G, = Cle(gh,¢') = Mye(g,g)* ** ®

Di = e(Ci.g) - e(hp), D) = e(2,2)™ - e(hpi. &) " e(hpi, 8)"
= e(g.8) " )
Lastly, B can send the challenge ciphertext CT to A.

CT:{G :C,@z,C/,Vlgigl,Ci,Di,Di} (10)
Phase 2. : A can frequently issue the secret key queries as Step. It
should be noted that (M, p) can’t be met via each new input S*.

Guess: A can output a surmise b’, and win the game when b’ = b. B
can give C the similar guess. Clearly, when A displays a non-negligible
advantage AdviP—BCETS = § if attacking the BETPWP, B uses A to attack
the main layout with an advantage Advi®i¢ = §. Thus, when the main
layout is CPAS, afterward, the BETPWP will be CPAS, the proving of
Theorem-1 has been done.

Privacy retention

BETPWP protects the privacy of participants throughout the trans-
action method. The paper has aimed at efficiently protecting the pri-
vacy data throughout the transaction method by designing and
implementing a fine-grained access control layout. Just users that
meet the access policy will be able to access precise transaction data
due to the two-level ciphertext design. During the initiation of a
transaction, information on the first level has been encrypted based
on the established access framework, and just the participants that
satisfy the needed conditions could access it. Just the participant that
participated in the transaction will have access to detailed data once
the transaction is complete. When the transaction is disputed, the

key would be updated following the arbitration, so that the arbitra-
tion node cannot gain new data by utilizing the same key.

Consensus security

The new validity-enabled impartiality proof consensus procedure
has been used in the suggested layout. By utilizing this mechanism,
the conventional equity affirmation procedure is improved. In proof-
of-stake consensus mechanisms, the major security concern is how
to choose reliable accounting nodes with fairness. When a malicious
node has been selected, it deliberately skips the packing of transac-
tions into blocks, resulting in the transaction failing. The security of
the consensus mechanism is severely threatened by malicious nodes.
To solve the problem, the obscure view of validity as the numerical
point is quantified. The amount has been computed by a set of refer-
ence terms that reflect the validity of the tie’s default rates and
umpire success rates.

These validity points have been generally calculated and stored on
the blocks, therefore evil participants can’t alter them. The suggested
mechanism selects the accounting nodes fairly and safely, and just
the most trustworthy nodes are chosen.

Arbitration security

During the arbitration procedure, the majority of nodes are
assumed to be reliable and honest. Arbitration results are determined
by numerous arbitration nodes voting. The last outcome won’t be
affected by malicious nodes, even if they judge incorrectly. Addition-
ally, the node’s credibility would be reduced by this malicious judg-
ment behavior. Nodes with higher credit scores are less likely to be
selected as accounting nodes. This further constrains how arbitration
nodes behave. As a result, the suggested arbitration procedure has
credibility and reliability.

Experimental assessment

The following part presents the trial assessment outcomes on the
efficiency of BETPWP.

The major overheads of the suggested layout can be divided into
two categories. The first is computation costs resulting from encryp-
tion and decryption, and the second is the upper involved with com-
munication among participants of energy dealing and other tasks
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Fig. 4. Relation among the number of properties and the computation costs in dealing
reply step.

within the network. According to the previous study, the next experi-
ments are conducted to evaluate efficiency.

This paper provides a comparison of the computation costs in the
dealing appeal and dealing response steps of BETPWP and ref (Li, Hu,
Lal, Conti & Zhang, 2020), that incorporates BC technology and the
Eat-CTP layout into the energy trading case study. Figs. 3 and 4 show
the computation costs of dealing appeal and dealing response steps
in BETPWP and ref (Li, Hu, Lal, Conti & Zhang, 2020) rise as the num-
ber of features increases. BETPWP has a lower overhead compared to
ref (Li, Hu, Lal, Conti & Zhang, 2020) for the same number of features
in the dealing appeal step. This is due to the fact that in BETPWP, just
the TI executes the trade request step. In ref (Li, Hu, Lal, Conti &
Zhang, 2020), both the initiator and the energy dealer (ED) execute it.
As part of BETPWP, the TI executes available control encryption activ-
ities containing the variables needed for umpire and ciphertext
update. In ref (Li, Hu, Lal, Conti & Zhang, 2020) the TI encrypts the
dealing appeal data initially and transfers it to ED; afterward, ED exe-
cutes the available control encryption activities. There is no clear
benefit of the BETPWP in the trade response step, the computation
costs remain less than in ref (Li, Hu, Lal, Conti & Zhang, 2020). The
numerical study is presented here to support the results of the exper-
iment.

Ge and Gy are used for representing the exponentiation’s time
cost, and hash processes in set G and Gre for representing the expo-
nentiation’s time cost processes in set Gr. Zy, P, Cags show the time
cost of hash processes in Z,, pairing processes, decryption/encryption,
respectively and n shows the number of features Tgp, Tpp, Tg, Shows
the overhead dealing appeal, the dealing reply in BETPWP, and
Tprshows the overhead dealing appeal, the dealing reply in ref (Li,
Hu, Lal, Conti & Zhang, 2020); Thus:
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Tep = (1+ 4n)Gg + (2 + 20)Gre (11)
Tpp = G + nGrg + (2 + 2n)P (12)
Te = (10 4 5n)Gg + Gre + 424 + Gy + 4Caes (13)
Tpr = 4Gg + (1 4+ n)Grg + (1 + 2n)P + Zy + 4Cags (14)

The average time cost of Gg, Grg, Gy, Zy, P, Cags are [2.68, 0.21, 3.89,
0.018, 3.35, 0.04] ms.

This paper compares the communication overhead of BETPWP
with ref (Li, Hu, Lal, Conti & Zhang, 2020) and ref (Aitzhan & Sveti-
novic, 2016). BC technology was presented in ref (Li, Hu, Lal, Conti &
Zhang, 2020) as well as ref (Aitzhan & Svetinovic, 2016) to address
privacy and security concerns involved in energy trading. According
to the layout of ref (Aitzhan & Svetinovic, 2016), several technologies
like elliptic curve signatures and multi-signatures were employed,
but access control was not implemented, making comparisons
between BETPWP and ref (Aitzhan & Svetinovic, 2016) difficult. Thus,
the paper just compares the communication overhead of the 3 lay-
outs.

As a result of the instability, the system transition velocity is
adjusted to a constant amount. The communication overhead of
BETPWP contains: the TI has broadcasted and the dealing demandant
has interacted with the TI for obtaining the keyg®. The communica-
tion overhead of ref (Li, Hu, Lal, Conti & Zhang, 2020) contains: EDs
have broadcasted the generic keys, the energy bought has sent requi-
sition to ED and ED broadcasts the encrypted requisition. The com-
munication overhead of ref (Aitzhan & Svetinovic, 2016) contains:
the energy marketer has interacted with distribution network

——PP-BCETS
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Table 1

Test related data.
Notation  Average gas cost Total transactions ~ Datapoint  Gas applied Monthly capacity
Values 9.65921659 Gwei 434 46,044 1129,171,462 1483 MW

u PP-BCETS = WePower pilot
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Fig. 7. Relation among the number of dealings and the dealing validation time.

operator (DNO), DNO has interacted with the energy buyer. Energy
buyer has interacted with energy seller. Afterward, Energy buyer,
seller and DNO have interacted for achieving multi-signature transac-
tion. Fig. 5 shows that even though the layout of ref (Aitzhan & Sveti-
novic, 2016) does not use cycle teams and bilinear maps with
somewhat longer terms, repetitious interplays, and multiple-signa-
ture procedures result in significant amounts of communication over-
head.

b. Improved layout

Fig. 6 shows n as the number of validity reference inputs. Increas-
ing transaction numbers, both the base layout and improved layout
have similar time overheads. As n increases, the performance of the
improved layout reduces a little, but the growth is not significant if
transactions remain within a specific range. Therefore, the overhead
of the complete assessment process of SOPSIS is little in the improved
layout.

c. Simulation

In BETPWP, distributed energy dealings are implemented accord-
ing to the BC, and enhanced Eat-CTP as the main scheme is used for
privacy keeping and available control. According to the pilot trial of
ref (Li, Hu, Lal, Conti & Zhang, 2020), a BC-enabled renewable energy
trade scheme, the efficiency of the suggested BETPWP is evaluated.
BC is used to save transaction data securely and immutably. The ini-
tial phase of the test uses Estonia’s nationwide power generation and
usage information. The main focus was on testing how to write the
actual information into Ethereum’s BC. There is too much electricity
consumed by 700,000 Estonian households yearly, and Ethereum’s
major network’s block time is too short. A few details regarding the
trial are shown in Table 1.

Fig. 7 compares BETPWP and We Power pilots. According to the
suggested process, the number of dealings with small verification
times rises, whereas the number of dealings with wide verification
times declines, indicating that BETPWP performs better compared to
the algorithm in ref (Aitzhan & Svetinovic, 2016). The suggested tests
show that PPBCETS can solve the privacy leak issue and maintain sys-
tem performance while maintaining privacy.

Conclusion
In this paper, a newly approach based on the distributed BC

has been developed for dealing scheme BETPWP using privacy
conservation and available control is proposed in the present

study. Eat-CTP was applied as the main algorithm for small avail-
able control using dealing umpire in ciphertext type, ensuring
maximum privacy for users. A validity-enabled equity affirmation
consensus procedure has been suggested for improving the per-
formance of operations and implementing a lightweight distrib-
uted transaction layout. BETPWP was evaluated in detail for
security and efficiency. It was found to be effective based on the
findings of the experiments.
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