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ABSTRACT
This research investigates the ethical and privacy issues arising from using AI andML in 
neuromarketing, framed by rule utilitarianism. It assesses the impact of these 
technologies on consumerprivacy and human rights through a combination of literature 
review, bibliometric analysis, and empirical data fromsurveys and interviews with 
experts in the US and Spain. The study reveals the tensions between the efficacy 
ofneuromarketing techniques and the imperative to protect consumer privacy, 
particularly in light of the GDPR’sinfluence on global practices. It emphasizes the need 
for internationally consistent ethical standards and consumerdata regulations, drawing 
from the comparative analysis of policies in the US and EU. The outcomes include 
policyrecommendations to minimize ethical risks and promote the responsible 
progression of neuromarketing. Theserecommendations guide companies and managers 
toward ethical transparency and accountability. Additionally, theresearch offers a policy 
framework for crafting ethical neuromarketing practices that reconcile technological 
progresswith consumer well-being, thereby contributing to broader discussions on 
embedding ethics within technological innovation.

IMPACT STATEMENT
Advances in neurotechnology are revolutionizing marketing strategies, allowing 
businesses to predict and influence consumer behavior with remarkable accuracy. This 
paper investigates the ethical challenges and privacy concerns associated with using 
artificial intelligence (AI) and machine learning (ML) in neuromarketing. Through a 
comprehensive literature review and expert interviews, it explores how these 
technologies intersect with consumer rights and offers policy recommendations to 
address ethical dilemmas. This research examines the balance between marketing 
innovation and the safeguarding of individual privacy, contributing to the ongoing 
debate on the ethical use of AI in understanding consumer preferences.

1.  Introduction

Neuromarketing is a quickly evolving research sector. Marketers now recognize that brain and biometric 
research can lead to a more in-depth understanding of consumer behavior and preferences (Fisher et  al., 
2010; de Oliveira & Giraldi, 2017; Srivastava et al., 2020; Pluta-Olearnik & Szulga, 2022; Sheth, 2021). While 
the sector is fast growing internationally, the US is one of the most significant regions in the global 
neuromarketing market, owing to end-user industries’ growing number of US-based market vendors and 
high investment in digital marketing (GMarket Data Forecast, 2022; Sengur & Goncalves, 2023). In this 
regard, neuromarketing strategies and applications are applied in several fields, such as market and mar-
keting research, consumer behavior and preferences, and criminal justice.

Although neuromarketing research has developed, the current studies need more comprehensive 
insights into neuromarketing and marketing mix. Scholars (Alsharif et  al., 2022; Goncalves et  al., 2022; 
Alsharif et  al., 2023a) have contributed significantly to the field, providing a comprehensive overview of 
neuromarketing, classification of neuroimaging and physiological tools that are currently used in the 
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marketing mix, and highlighted neural responses of consumer’s behavior, such as emotions, attention, 
motivation, reward processing, and perception, to be considered in the marketing mix (Kaul, 2022). Their 
findings confirm the reliability of several tools in studying the marketing mix, such as advertising, brand, 
price, and product, including but not limited to electroencephalography, eye tracking, galvanic skin reac-
tion (GSR), face coding, and many others. It is known today that the frontal and temporal gyri are cor-
related with pleasure/displeasure and high/low arousal. At the same time, the occipital lobe is linked to 
attention processes, and the hippocampus relates to long and short-term memory. Such findings provide 
valuable insights into the neural responses in marketing mix research.

This paper defines neuromarketing as the scientific study of the nervous system applied to marketing. 
It measures physiological and neural signals to gain insight into consumers’ behavior, motivations, pref-
erences, and decisions, which can inform innovative advertising, product development, pricing, and other 
marketing areas. It utilizes brain imaging, scanning, or other brain measurement technologies to collect 
consumers’ reactions to marketing stimuli and evade the challenges of depending on consumers’ 
self-reports (Harrell, 2019; Brenninkmeijer et  al., 2020; Parrish et al., 2020; Frederick, 2022; Halkiopoulos 
et  al., 2022). Despite the large array of marketing research methods, through the use of neuroscience lab 
techniques, scientists, academics, and now marketers have realized that the answers given by the con-
sumers are likely biased or skewed, consciously or unconsciously, due to the influence of stereotypes, 
cognitive biases, emotions, social and moral norms, and many other factors (BrandWatch, 2019; 
Casado-Aranda & Sanchez-Fernandez, 2022; Strieder, 2022).

Artificial intelligence (AI) has been used since the first half of the twentieth century. Many scholars 
have delineated technologies emulating the human brain to perform complex data analysis and 
decision-making tasks (Benbya et al., 2021; Berente et al., 2021; Nishant et al., 2023; Sengur & Goncalves, 
2023). Over the decades, AI has been boosted and adjusted to perform more specific tasks like flying 
airplanes, driving cars, and analyzing complex data (Bhalla et  al., 2020). Machine learning (ML) is an 
artificial intelligence subset related to statistics and data analysis (Ongsulee, 2017). ML algorithms are 
capable of learning patterns from training data sets, which can then be applied to various settings and 
targets such as populations, internet search engines, email filters, web-based services personalization 
and recommendations, banking and financial applications, and an ever-growing large array of applica-
tions running on digital devices. These algorithms are disseminated widely in the advertisement and 
marketing sectors, assisting throughout the consumer life cycle, learning continuously, much like 
humans, absorbing more knowledge, and becoming more intelligent. The more unstructured data the 
AI/ML algorithms process, the more precise the output they provide to users (Kietzmann et  al., 2018; 
Neal et  al., 2023).

Greater availability of neuromarketing technologies and often embedded AI software enables mar-
keters to reduce the time spent analyzing consumer behavior and preferences, segmentation, and 
organizing targeting campaigns, thus increasing the marketing department’s productivity ratio. The 
general belief is that neuromarketing technologies and AI algorithms improve marketing and sales 
operations, consumer service, and personalization (Galli, 2022). AI and its elements are widely utilized 
throughout neuromarketing development and applications, from segmentation through direct market-
ing and targeting campaigns to relying on AI shopping assistants and chatbots. However, ML algo-
rithms are mainly applied in the phases of segmentation and targeting due to their predictive and 
optimization abilities (Ma & Sun, 2020; Chang & Fan, 2023). Despite comprehensive studies on under-
mining social values and ethical considerations posed by chatbots and interactive AI/ML algorithms, 
they are occasionally underrated since they remain pretty hidden from the broader audience, users, 
and consumers.

Consumer emotion recognition-based experiments observe a tendency to investigate frontal and 
prefrontal cortex signals (Mouammine & Azdimousa, 2019). Many researchers found the use of electro-
encephalogram (EEG) favorable over functional magnetic resonance imaging (fMRI) in video 
advertisement-based neuromarketing experiments (Khurana et  al., 2021; Yarosh et  al., 2021; Alsharif 
et  al., 2022; Alsharif et  al., 2023b; Goncalves et  al., 2023) due to its low cost and high time resolution 
advantages. Physiological response measuring techniques such as eye-tracking (ET), galvanic skin reac-
tion (GSR) recording, heart rate (HR) monitoring, and facial mapping have also been found in these 
empirical studies exclusively or parallel with brain recordings (Kaheh et  al., 2021; Şik & Soba, 2021; 
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Goncalves et  al., 2022). In consumer response prediction and classification, Artificial Neural Networks 
(ANN), Support Vector Machine (SVM), Linear Discriminant Analysis (LDA), Naïve Bayes, k-Nearest 
Neighbor (KNN), and Hidden Markov Model (HMM) have been performed with the highest average 
accuracy among other ML algorithms (Rawnaque et  al., 2020; Raj et  al., 2022; Kabanda, 2023). 
Corporations like Coca-Cola, Nestle, Proctor and Gamble, General Motors, Campbell, Frito-Lay, PayPal, 
Walmart, Home Depot, IKEA, and Target, to name a few, have all been noted as organizations that are 
actively engaging in neuromarketing research and AI/ML implantations. Such technologies and algo-
rithms raise ethical concerns despite only a few public case studies exist to inform the public about 
them (Gurgu et  al., 2020; Goncalves et  al., 2022).

Despite AI/ML’s ubiquity across various technologies, industries, and healthcare, no comprehensive 
federal legislation regulates it in the US (Forrest, 2021). The executive branch continues to adopt direc-
tives and rulemaking that will impact the use of AI/ML. The US Congress has enacted and is considering 
several legislations regulating certain aspects of AI. In February 2020, the Electronic Privacy Information 
Center (EPIC) petitioned the Federal Trade Commission (FTC) to conduct rulemaking concerning AI in 
commerce to define and prevent consumer harm from AI/ML products (Zhu & Lehot, 2022). Much of the 
governing legal framework is through cross-applicating rules and regulations governing traditional disci-
plines such as product liability, data privacy, intellectual property, discrimination, and workplace rights. 
Self-regulation and standards groups also contribute to the governing framework. In the context of 
recent advances in AI and the launch of policy documents and ethics guidelines worldwide, regulations 
must be developed in the US (Zhu & Lehot, 2022).

The European Union (EU), since 2017, has been working on its approach to AI (Ulnicane, 2022), devel-
oping key policy documents and strategically positioning it vis-à-vis other global players. The EU General 
Data Protection Regulation (GDPR) will affect AI companies that meet the established criteria for the EU. 
Article 22 of the GDPR states that a ‘data subject shall have the right not to be subject to a decision 
based solely on automated processing, including profiling, which produces legal effects concerning him 
or her or similarly significantly affects him or her’ unless certain conditions are present. One permitted 
setting is based on express and informed consent by the data subject. GDPR’s Article 22 will likely affect 
how companies approach AI transparency and bias (Zhu & Lehot, 2022).

Following Cambridge Analytica’s Facebook crisis in 2018, emphasis has shifted to the ethics of algo-
rithms (Confessore, 2018), as the adoption of AI technologies for neuromarketing is rising continuously 
in all industries (McKinsey, 2021). Thus, if marketing professionals do not consider the ethical risks of 
algorithms in consumer behavior, preferences, segmentation, and targeting (Zulaikha et  al., 2020), they 
may damage the brand’s reputation or lead to a substantial monetary loss for its implementations. An 
example is the lawsuit against Alphabet Inc., amounting to 5 billion US dollars. Google is blamed for 
consumer profiling even in private mode (Reuters, 2020) and then again in incognito (Southern, 2021). 
Hence, since neither neuromarketing nor AI has matured in research and theoretical frameworks, both 
enjoy disbelief and unethical behavior from certain groups (Rakić, 2021; Petrillo et  al., 2022). As they 
include algorithms capable of collecting and interpreting data to mimic cognitive decisions and predict 
future behavior, it is becoming imperative to determine which ethical aspects should be considered and 
regulated when combining neurotechnologies and neuromarketing.

This study seeks guidelines to assist market researchers, marketing professionals, data scientists, and 
developers in using neuromarketing and AI/ML algorithms ethically for consumer behavior and prefer-
ences, consumer segmentation, and buyer targeting while maintaining the benefits provided to consum-
ers and businesses across industries. It also seeks to promote a more morally sound use of neuromarketing 
algorithms by offering viable solutions to address its challenges, enhancing understanding by raising 
awareness of the concerns in applying neuromarketing methods, and providing direction for future stud-
ies and innovations. The findings and recommendations can help practitioners, researchers, and stake-
holders make better decisions about utilizing and implementing neuromarketing.

The researchers’ major difficulties and challenges were rooted in the complex ethical implications of 
using AI/ML algorithms in neuromarketing. One challenge was navigating the intricate balance between 
leveraging advanced neurotechnology for marketing effectiveness and ensuring consumer privacy and 
autonomy. The research sought to understand how these technologies could be applied ethically within 
the bounds of differing international data protection laws.
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The research’s achievements included a comprehensive analysis that synthesized insights from a sys-
tematic literature review, expert surveys, and interviews. This multi-pronged approach allowed the 
researchers to craft nuanced policy recommendations to mitigate the ethical issues identified. Moreover, 
by comparing practices across the U.S. and Spain, the research made strides in understanding the global 
impact of neuroethics in neuromarketing, positioning its contributions at the forefront of the interna-
tional discourse on AI ethics in consumer marketing.

2.  Literature review

In the US, little is known regarding how consumers cope with privacy and data security risks, especially 
in the neuromarketing field. It is known that such algorithms have been finding their way into 
e-commerce, social media, the Internet of Things (IoT), and national security (Jin, 2018), as the threat 
associated with neuromarketing algorithms, privacy, and data security is fundamental. Primarily 
data-driven, such threats can directly or indirectly relate to AI/ML algorithms and other data technolo-
gies. For instance, as the expected value of data generated by neuromarketing algorithms is enhanced 
as it accumulates, companies are prompted to gather, collect, and store even more data, regardless of 
whether they train ML algorithms or use AI. In addition, another primary concern today is the need for 
internationally accepted principles regulating a responsible and ethical attitude to processing and using 
personal data for training systems with AI/ML algorithms that use these systems in the interests of busi-
ness (Camilleri, 2023; Ozmen Garibay et  al., 2023).

2.1.  Privacy and data security in the US and the EU

The US has no overarching legislation on consumer privacy or data security. Currently, neuromarketing 
AI/ML algorithms’ consumer protection policies are a patchwork of local and federal regulations, with a 
few federal laws explicitly addressing privacy protection. They all tend to be industry-specific. For instance, 
the Children’s Online Privacy Protection Act of 1998 (COPPA) regulates online services for children under 
13. The Health Insurance Portability and Accountability Act of 1996 (HIPPA) supplies data privacy and 
security provisions for medical records. The Gramm-Leach-Bliley Act (GLBA) regulates how financial insti-
tutions deal with personal data (Jin, 2018).

Privacy is subject to federal regulation by sectors. The Department of Health and Human Resources 
(DHHS) enforces HIPPA in health care. The Federal Communication Commission (FCC) regulates tele-
communication services. The Federal Reserve System monitors the financial sector, while the Security 
and Exchange Commission (SEC) focuses on public firms and financial exchanges. The Department of 
Homeland Security (DHS) deals with terrorism and cybercrimes related to national security. The 
Federal Trade Commission (FTC) addresses privacy violations and inadequate data security as decep-
tive and unfair practices following the 1914 FTC Act. FTC’s privacy enforcement focuses on ‘notice and 
choice’, emphasizing how firms’ data practice deviates from the privacy notice they disclose to the 
public. This enforcement authority covers almost every industry and overlaps with many sector-specific 
regulators.

For sectors not subject to GLBA, HIPPA, or COPPA, no legislation mandates privacy notice, but many 
firms provide it voluntarily and seek consumer consent before purchase or consumption. Some industries 
also adopt self-regulatory programs to encourage certain privacy practices. For instance, the Digital 
Advertising Alliance (DAA), a non-profit organization led by advertising and marketing trade associations, 
establishes, and enforces privacy practices for digital advertising (Gehl, 2016). While privacy notice is 
something that consumers can access, read, and consent to, most data security practices are only visible 
once someone exposes the data vulnerability (via data breach or white-hat discovery). Accordingly, FTC 
enforcement on data security focuses on whether a firm has adequate data security, not whether the 
firm has provided sufficient information to consumers (Jin, 2018).

The EU has followed the ‘human rights’ approach, which curtails transfer and contracting rights often 
assumed under a ‘property rights’ approach. The EU recognized individual rights of data access, process-
ing, rectification, and erasure in the new legislation. With its broad and transnational scope of 
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application, the impact of GDPR, which entered into effect in May 2018, will also affect numerous com-
panies outside the EU. Still, its effectiveness in protecting data privacy remains to be seen. However, two 
challenges are worth mentioning: First, for many data-intensive products (say self-driving cars), data do 
not exist until the user interacts with the product, often under third-party support (say GPS service and 
car insurance). Should the data belong to the user, the producer, or third parties? Second, even if prop-
erty rights over data can be clearly defined, it does not imply perfect compliance. Both challenges could 
deter data-driven innovations if the innovator obtains the right to use data from multiple parties 
beforehand.

Data protection standards are becoming increasingly high, and companies face the more complex 
task of evaluating whether their data processing activities are legally compliant, especially internationally. 
Data can easily cross borders and play a vital role in the global digital economy. The processing of per-
sonal data occurs in various spheres of economic and social activity. The progress in information tech-
nology and digital business transformations makes processing and exchanging such data considerably 
easier (Voigt & Dem Bussche, 2017; Dąbrowska et  al., 2022). In this context, the EU adopted the GDPR 
to harmonize further the rules for data protection within the EU Member States and raise privacy for the 
affected individuals.

2.2.  Ethical concerns with neuromarketing strategies and applications

As consumer behavior has always been a marketer’s goal, the emergence of consumer neuroscience 
promising to shed light on consumers’ preferences and motivations, businesses have been increasingly 
attracted to this field. For over a decade, most of the discussion regarding neuromarketing applica-
tions and ethics concerns has concentrated on its commercial implementations as consumers fear that 
the data compiled can be utilized unethically (Hensel et  al., 2017a, 2017b; Casado-Aranda & 
Sanchez-Fernandez, 2022; Tiutiu & Dabija, 2023). Consumer manipulation and the lack of transparency 
have been the primary concern, as big data and AI are reshaping consumer privacy and data security 
risks (Hensel et  al., 2017a; Trettel et  al., 2017; Wang, 2022). There is an increasing number of 
FDA-regulated AI/ML algorithms in the US but insufficient public information on validation datasets. 
These algorithms make it difficult to justify clinical applications since their generalizability and bias 
cannot be inferred (Ebrahimian et  al., 2022).

2.2.1.  Lack of transparency
Neuromarketing-based methodologies on relevant marketing stimuli lack transparency and reliability. 
Different companies offer services based on proprietary computational methods, algorithms, and 
approaches that are not entirely available to the scientific community or validated. This opacity in the 
methodologies employed by some companies and their results makes it difficult for researchers and 
scientists to separate supported and unsupported claims of validity of the services offered by those 
companies. Such ambiguity reflects common misconceptions toward public opinion and users of 
these methodologies regarding the effectiveness of these technologies (Trettel et  al., 2017; 
Neuwirth, 2022).

Considering the perceptions and perspectives regarding these limitations, challenges, and potential 
solutions of neuromarketing implementations (Kaul, 2022; Alsharif et  al., 2023b), a gap in the literature 
exists regarding the factors impeding the growth of neuromarketing, such as ethical and manipulation 
concerns, the high cost, the need for specialized expertise, lack of proper knowledge and understanding, 
the lack of financial resources, the lack of labs and facilities, and time requirements. Despite these obsta-
cles, several scholars (Goncalves et  al., 2022; Alsharif et  al., 2023b) suggest potential solutions to enhance 
the application of neuromarketing, such as establishing collaborative solid networks, providing labs and 
facilities, increasing financial resources, complying with laws and regulations, and reducing tools and 
experiment costs.

The potential of neuromarketing can only be exploited effectively if trust in the field and industry 
rises, which correlates strongly with ethical conduct (Trettel et  al., 2017; Wicinski, 2022). A significant 
downside of this opportunity is that, predominantly, several commercial studies confirm and need help 
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with such ethical issues. Academics and business practitioners have hailed the development of a regula-
tory, ethical guideline in neuromarketing (Ulman et  al., 2015; Briesemeister & Selmer, 2020). Most of the 
extant ethics codes are relatively too general, which can be helpful but does not elucidate specific essen-
tial issues for marketers (Hensel et  al., 2017a, 2017b; Hula, 2022a). Consequently, Hensel et  al. (2016, 
2017a, 2017b) developed an extended guideline known as the Ethical Guidelines in Neuromarketing 
(EGNM) as part of the Neuromarketing Science and Business Association (NMSBA) Code of Ethics, which 
supplies guidelines on steering neuromarketing research ethically.

2.2.1.1. Predicting consumer choice.  The first commonly perceived potential ethical issue is the fear that 
neuromarketing may completely predict consumers’ choices. Similar criticisms regarding such prediction 
have been applied to traditional marketing research and practice but are perhaps most accentuated in 
neuromarketing (Hula, 2022b). Provocative research seems to herald the power of neuromarketing, as 
when fMRI has been used to predict individuals’ choices and purchase decisions (Schwarz, 2022; Kislov 
et  al., 2023), like an EEG (Zhu et  al., 2022), indicating that brain activity can foretell a consumer’s 
preference much better than self-reporting their preferences. Despite the narrowness of the assumptions 
drawn from these studies, all referring to data regarding brain predictors of preference in a single context, 
critics perceive such neuromarketing practices as a possible infringement of consumers’ rights to privacy 
(Penrod, 2022). It assumes that neuroscience techniques propose an outlet into consumers’ minds and 
extract data that consumers are unaware of, supplying a means to recognize consumers’ choices before 
making them.

Privacy concerns may arise for those accepting to participate in neuromarketing research, but these 
do not seem to be significant ethical hindrances for most (Saad, 2020; Penrod, 2022). This apprehension 
needs to be corroborated on numerous levels. First, most consumers do not have their brains scanned 
or provide hormone samples to investigators; that merely happens in the context of empirical research 
analyses (Verhulst et  al., 2019). Thus, an individual consumer is not the explicit subject of a privacy 
infringement. Instead, findings are delineated based on inference to the general public from a small 
experimental population sample, as in existing marketing, biomedical, and behavioral research. Second, 
those who partake in scientific research are subject to an informed consent process in which they are 
apprised of the research’s goals and risks of participating in the experiment.

The general public occasionally interprets neuromarketing results as deterministic predictors of 
their behavior or preferences as prevenient from hard science. This perception may be exacerbated 
when results are exaggerated, as characteristic of many neuromarketing companies. Numerous schol-
ars consider this view of consumers’ characterizations based on neuromarketing insights as belittling, 
dangerous, and immoral (Howard, 2020; Torbert, 2021; Mau et  al., 2023). Another concern is that 
firms attempting to predict consumer choices will see and treat consumers as mere automata, or 
robots, without liberty to choose or dignity. The charge is that neuromarketers treat consumers as if 
they were only things to be used as mere means to the neuromarketers’ ends (Penrod, 2022; 
May, 2023).

Neuromarketing prognoses are probabilistic rather than deterministic, and firms engaged in such 
experiments need not claim that consumers’ preferences and behavior are entirely determined. Firms 
should recognize that consumers are at liberty to preclude whether to buy or not a product, regardless 
of their likes and dislikes or neurobias (Garofalo & Gallucci, 2021; Nguyen, 2021). Neuromarketing does 
not rely on the contemptible sentiment of consumers. Still, consumers can be predictable even if they 
are at liberty to choose (Suhler & Churchland, 2009; Liljevall & Lillskog, 2023). If consumers’ choices were 
predictable through traditional or neuromarketing investigation, they might be seen as sheer factors 
with relative value instead of individuals, undermining their dignity and respect.

Predicting consumer behavior and preferences significantly differs from compelling and manipulat-
ing consumers against their will. Such predictions must maintain the rationality and the dignity of the 
consumers’ preferences being predicted. Nevertheless, the neuromarketing domain is far from such a 
level of prediction. Even when neuromarketing companies anticipate consumers’ choices, they need 
not treat consumers as a means to an end. Instead, they can assist consumers in obtaining products 
or services with a more efficient rationale for why they want or need them (Keller, 2000; Taghikhah 
et  al., 2021).
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2.2.2.  Influencing consumer choice
A commonly perceived potential ethical issue is the fear among consumers that neuromarketing can 
be used to go beyond prediction and influence consumer choice. Successful neuromarketing, it is 
argued, might rob consumers of control, and make the marketed goods irresistible (Garofalo & 
Gallucci, 2021; Närväinen, 2023). Of course, shaping consumers’ choices is the goal of marketing gen-
erally, but does neuromarketing offer firms a unique and novel ability to find a ‘buy button’ in 
the brain?

While neuroscience might help improve predictions of consumer choice, there is no current evi-
dence of a ‘buy button’ in the brain. There are areas of the brain coded for value and reward (Clithero 
& Rangel, 2013; Garofalo & Gallucci, 2021; He et  al., 2021), particularly the anticipation of reward (Ali 
et  al., 2022). Things that are more rewarding or valued activate these areas more intensely, but this is 
not equivalent to a ‘buy button’. It should be noted that neuromarketing does not create the stimulus 
it tests (e.g. advertisement, promotional video, etc.), nor does it seek to make it unconscious. This 
discipline analyzes how the consumer responds to the stimulus to find out how it works, i.e. which 
areas are attended more or if it manages to excite, among other aspects (Halkiopoulos et  al., 2022). 
Thus, neuromarketing provides no unique path—even in principle—for optimizing a marketing mes-
sage to render consumers unable to control their actions; for example, neuromarketing could not cre-
ate a menu description of an entrée that compels patrons to purchase that item any more than 
traditional marketing techniques could. In addition, even if it were plausible, targeting a person to 
define the optimal stimuli for their preferences would be impracticable (Martínez-López et  al., 2020; 
Tirandazi et  al., 2022).

Research has shown that supraliminal but unattended primes can significantly affect consumer behav-
ior (Fitzsimons et  al., 2002; Ferraro et  al., 2009; Harmsel, 2021; Cheng et  al., 2022). There is growing 
evidence that marketing information to which consumers are exposed can significantly affect their pref-
erences, even when they were unaware that their choices and selections were being influenced or were 
exposed to brand information (Hayes et  al., 2021; de Ridder et  al., 2022; Goncalves et  al., 2023). For 
example, a study by Goncalves et  al. (2023) manipulated the number of times consumers were exposed 
to photographs and videos of four leading road bicycles: Look, Specialized, Trek, and Pinarello. At the 
experiment’s end, consumers’ biosignals were analyzed to predict which brands consumers would prefer. 
The experiment analysis showed that consumers who participated in the experiment had different pref-
erences depending on the age, gender, and aesthetics of each brand. While some consumers experi-
enced surprise when exposed to a brand, others experienced disgust. Such an experiment clearly and 
causally demonstrated the power of marketing manipulation on consumers’ behavior that operates out-
side of conscious awareness. However, it could not predict consumers’ preferences, mainly due to neuro 
bias and the small population sample size (only nine subjects). However, it argued that consumers 
respond more favorably to a progressive combination of stimuli, from static posters and photos to vid-
eos, instead of only one type of stimuli. The study also showed that over-stimulation tends to lead to 
feelings of disgust.

While these studies demonstrate that behavioral research can elucidate strategies to influence con-
sumers’ choices outside their awareness, they can also show that neuromarketing does not deserve any 
particular moral opprobrium and is certainly not the only way to influence consumers outside their 
conscious awareness (Carrington et  al., 2010; Penrod, 2022; Reith, 2022). Critics might respond that all 
such unconscious influences—whether neuroscientific or not—are remote control. However, this reply 
conflates consciousness with control (Suhler & Churchland, 2009; Kalaganis et  al., 2021), for example, as 
in the study by Goncalves et  al. (2023).

Such physiology-based marketing allows a better understanding of consumers’ decisions (Nanda et  al., 
2019; Mumtaz et  al., 2021). Consumers decide freely, and neuromarketing tries to provide an answer to 
why they make specific choices by analyzing physiological factors that consumers cannot control, as well 
as their stated justifications (Bočková et  al., 2021; Royo-Vela & Varga, 2022). This combination of data is 
relevant, given that consumers are unaware of all the factors that influence their choices. There is often 
a cognitive dissonance between the reasons they argue and the physiological responses triggered in 
their body. The current paradigm states that emotions are taken emotionally and justified a posteriori 
rationally (Mandolfo & Lamberti, 2021; Srinivasa, 2022; Seth & Mahato, 2023).
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2.2.3.  Brain and biometric data Overclaiming and manipulation
Some analysts argue that overclaiming, erroneous data sharing, and stealth marketing are significant 
causes for this industry’s lack of trust. Overclaiming is exaggerating brain and biometric data, which may 
emerge for the benefit of the company subsidizing the experiment where the outcomes are skewed in 
favor of their corporate objectives or adjusted based on a firm’s agenda (e.g. holding or maintaining 
consumers). Nonetheless, researchers (Thomas et  al., 2017; Penrod, 2022a, 2022b) argued that overclaim-
ing causes expectations to be inapplicable to what the research can reasonably deliver. In addition, 
falsely highlighted findings are often shared publicly to augment market share by employing anxiety or 
fear or the opposite, extremely optimistic (and inaccurate) data, which misleads the consumer into com-
pleting a purchase they otherwise would not have done. They argued that the ethical concern with the 
idea that neuromarketing is manipulative is that it arrests or overrides the consumer’s independence and 
autonomy. Even worse, stealth marketing, a marketing practice based on subtle persuasive cues provided 
by neuroscience insights, can potentially impact consumers below their conscious awareness (Mule, 2021; 
Penrod, 2022a, 2022b). Such practice is one of the top ethical concerns for the neuromarketing sector.

2.2.4.  Protection of human subjects
Neuromarketing experiments demand human subjects, which can be challenging when the enrollment 
processes are ethical. There is a large and diverse number of potential human subjects, from individuals 
with disabilities, babies, and college students looking for some perks, all vulnerable and in an industry 
with almost no oversight or laws to protect them (Stanton et  al., 2017; Thomas et  al., 2017; Spence, 2020; 
Wicinski, 2022). Regarding consumer subjects, privacy is paramount (Belascu, 2020; McQuoid-Mason, 2022).

2.2.5.  Reliability of results: Socioeconomic status and racism
Knowing that brain activity can be distinctively based on phenomenology, neuroscientists and neuro-
marketing scholars should be instructed to concentrate on a more diverse, multi-racial, human sub-
jects experiment population sampling to achieve legitimate results, a rarely mentioned topic (Schibuk, 
2022). Given that the typical participants in neuromarketing experiments are primarily from a white 
middle-class background, any insights drawn from these studies for global organizations targeting 
multicultural communities may be inadequate or misleading due to the limited racial diversity in the 
sample, as the subjects are drawn from societies that are Western, educated, industrialized, wealthy, 
and democratic. It is not appropriate to generalize the behavior of such individuals to the vast major-
ity of humanity living under varying circumstances (Farah, 2017; Levrini & Jeffman dos Santos, 2021; 
Goncalves et  al., 2022, 2023). Researchers incur the risk of reproducing scientific racism by omitting 
racial experiences that do not fit or are too tricky to understand in neurobiological calculations (Krieger, 
2021; Rollins, 2021).

No human brain exists out of context; human brains are lived experiences that affect how they behave 
and how the body reacts (Greely, 2021; Nguyen et  al., 2023). Because of this, neuromarketing investiga-
tors should assess how socioeconomic status (SES) and racism affect the brain and biometric activity 
(Agyeman et  al., 2022; Goncalves et  al., 2022). fMRI experiments have demonstrated that SES has an 
effect and encountered distinctions in how brain systems are engaged for executive functions that have 
not been observed in behavioral analyses (Farah, 2017; Merz et  al., 2019; Saarikivi et  al., 2023).

Using Diffusion Magnetic Resonance Imaging (dMRI), Assari and Boyce (2021) showed that the impacts 
of SES indicators on cerebellum cortex microstructure and integrity are more fragile in black than white 
households. Such result aligns with Marginalization-related Diminished Returns (MDRs), defined as dimin-
ished effects in the SES index for blacks, minority groups, and other races compared to whites (Assari & 
Boyce, 2021). Other researchers (Masten et  al., 2011; Atlas, 2021; Hamler et  al., 2022) found that in reac-
tion to being socially excluded by whites, black subjects seemed more distressed, significantly demon-
strating more social pain-related neural activity and diminished emotion regulatory neural activity.

In addition to the lack of representation in lab population sampling, biometric analysis and secondary 
tools should be revisited for their effectiveness in testing multiracial diverse subjects; one such tool is 
AI/ML, often used as a secondary neuromarketing tool. Researchers use AI/ML algorithms to collect and 
analyze data from other neuro tool sources, enabling a more in-depth and reliable understanding of 
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consumer behavior and preferences (Hawkins, 2022; Kliestik et al., 2022; Srivastava & Bag, 2023). However, 
some challenges are the proliferation of groupthink, insularity, and arrogance in the AI community, to 
name a few (Metz, 2021; Bedoya, 2022; Goncalves et  al., 2022). AI/ML algorithms have not yet learned 
to recognize the differences and peculiarities among black faces because the images used to train it 
mainly had been of white faces, and neuromarketing researchers may not be accounting for this dispar-
ity (UN News Global Perspective Human Stories, 2020; Tippins et  al., 2021).

2.3.  Ethical concerns with ML algorithms in consumer behavior and preferences

One reason for introducing ML algorithms in neuromarketing is the increasing global market competi-
tion. Marketers seek a path to satisfy consumer needs while also delivering better service. However, 
understanding consumers’ demands requires greater spending. According to recent studies, almost half 
of the global corporations have already invested in developing ML algorithms, while nearly a quarter of 
them are in the learning stage and hope to integrate them into their business platforms accordingly (Lee 
& Shin, 2020; Hayes et  al., 2021; Jaiswal et  al., 2022). Hence, a significant strength of ML is its ability to 
manage a massive amount of unstructured data, such as text, video, and images (Adnan & Akbar, 2019; 
Ma & Sun, 2020; Velkova, 2023), very quickly and efficiently, saving time and money for marketers when 
analyzing thousands of consumer data segments.

These corporations investing and deploying ML algorithms benefit from comprehensive data analy-
sis to align consumers’ needs and demands with market decisions (Adnan & Akbar, 2019; Velkova, 
2023). Marketers best respond to consumer demands through segmentation (Velkova, 2023). As con-
sumers are grouped and profiled, algorithms reduce the need for consumer analysis and observations 
(Velkova, 2023) by learning and making such information readily available to marketers. Another 
advantage of neuromarketing and ML algorithms is their predictive capabilities, as once an algorithm 
has recognized patterns in trained data, it can quickly forecast consumer product or service prefer-
ences (Ma & Sun, 2020; Velkova, 2023). ML algorithms can anticipate human behavior by modeling an 
extensive array of variables, matching products/services, and clients’ demands (Kotras, 2020). After seg-
menting a consumer base, targeting is the next step in the marketing strategy, requiring a thinking 
and more complex algorithm (Huang & Rust, 2022; Velkova, 2023), as the process requires features 
such as judgment, knowledge, decision-making skills, and, thus, more complex algorithms. 
Recommendation engines or predictive modeling are often adopted in these targeting processes (Liu 
& Chen, 2019; Huang & Rust, 2022).

Broadly, the focus surrounding AI/ML algorithm ethics has been on the opacity of how these algo-
rithms reach decisions. No one knows how an algorithm makes a specific decision and why. While an 
algorithm makes decisions on a chess game or checkers, no one cares (Loi et  al., 2021; Shin et  al., 2022). 
However, when an ML algorithm decides whether a consumer obtains a loan or not or is racially or 
socioeconomically discriminated against, several ethical issues arise. Consumers deserve and potentially 
are entitled to an explanation of how decisions to accept or decline a loan were reached since such 
digitally automated decisions may harm the consumer whose loan has been declined. The same is true 
when a consumer is discriminated against. While not physical, such harms can significantly impact con-
sumers’ lives, credit scores, and socioeconomic status due to an algorithm’s decision.

2.4.  Principles of ethics

Whether neuromarketing algorithms are ethical or not, and whether these algorithms’ decision outputs 
concerning consumers are moral, correct, or wrong, such applications may be harmonized and able to 
be performed by comprehending the various viewpoints of ethics. The principles of ethics are split into 
four branches: meta, applied, descriptive, and normative. Meta-ethics is concerned with developing a 
broad understanding of ethics (Allan, 2015; Seif-Farshad et  al., 2021; Poulsen & Christensen, 2023). 
Normative ethics focuses on developing ethical standards and responsible behavior (Copp, 2005; Laczniak 
& Murphy, 2019; Remišová et  al., 2019; Liu et  al., 2020). Applied ethics concentrates on pragmatic quan-
daries or controversial issues (Leese et  al., 2019; Bang et  al., 2022; Mason, 2023). Descriptive ethics 
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concentrates on people’s behavior and moral standards (Hämäläinen, 2016; Laczniak & Murphy, 2019; 
Forbes et  al., 2020; Jiang et  al., 2021a, 2021b).

This study leans on the theories of normative ethics to assess which actions are ethical while respond-
ing to the research questions. The three broad types of normative ethics are consequentialism/utilitari-
anism, virtue ethics, and deontology (Harsanyi, 1977; Portmore, 2020; Ranganathan, 2022). Although 
within the same branch, each imbues distinct values and beliefs. Utilitarianism, similar to consequential-
ism, shares various tenets. While consequentialism does not specify any desired outcome, utilitarianism 
defines good as the outcome (Rachels & Rachels, 2012; Scheyer, 2019; Gesang, 2021; Andersen, 2022): an 
action is ethical if the overall benefits outweigh the widespread harm (Rogerson et  al., 2017; Sætra, 
2020). Deontology undervalues the outcome and questions the act’s morality instead. Nevertheless, vir-
tue ethics drives the individual toward achieving the ultimate goal while maintaining high standards of 
excellence (Scheyer, 2019; Gal et  al., 2020; Gesang, 2021; Penrod, 2022a) and practicing good traits such 
as compassion, respect, and generosity.

Several scholars have investigated the ethical risks of AI/ML algorithms (Stanton et  al., 2017; Hensel 
et  al., 2017b; Kritikos, 2018; Magalhães, 2018; Susser, 2019; Sample et  al., 2020; Sætra, 2020; Attié et  al., 
2021; Sidorenko at al., 2021; Tsamados et  al., 2021), but the emphasis has not explicitly been on those 
in neuromarketing (Clark, 2020). As a result, the literature on ethical issues of such algorithms and how 
they emerge in the neuromarketing industry is addressed in this study.

3.  Objectives and research questions

The literature cited in this study is more about privacy and data security than neuromarketing AI/ML 
algorithms due to the scarcity of more specific data. The extant literature lacks explicit guidance on how 
neuromarketing AI/ML algorithms can continue to operate effectively and ethically. For this purpose, two 
regions were studied and compared: the US, for its lack of an ethical consumer protection guideline such 
as EU’s GDPR, and Spain, due to the close collaboration of research on the theme by three of the authors, 
and to assess how the EU’s GDPR impacted countries in the EU, such as Spain, in the protection of con-
sumers’ privacy. Another goal was to draw a comparison between the two countries, one subject to 
GDPR and the other absent from any country-wide comprehensive guideline, intending to identify chal-
lenges in ethical frameworks and opportunities compared to the lack of similar regulations in the US. 
This research attempts to answer how neuromarketing algorithms can create and retain value within the 
ethical boundaries of consumer behavior and preferences, segmentation, and targeting.

3.1.  Theoretical framework and conceptualization

Although many ethical theories exist, each with differing points of view, this study adopts rule utilitari-
anism as a framework for analysis. Its premise is that an act must maximize the overall good for society 
and adhere to specific regulations (Bowen, 2020). In this research context, a utilitarian framework can be 
operationalized by evaluating the consequences of neuromarketing practices powered by AI/ML algo-
rithms in terms of overall benefit or harm to society. Descriptively, this framework would assess existing 
neuromarketing strategies to determine how they align with maximizing consumer welfare and protect-
ing privacy. Normatively or prescriptively, it would guide the creation of policies and practices prioritizing 
actions yielding the greatest aggregate utility. Neuromarketing strategies should increase business profits 
and enhance consumer satisfaction and trust without infringing privacy rights. The utilitarian approach 
advocates for neuromarketing strategies that support the common good by being transparent, 
non-manipulative, and respectful of consumer autonomy and data protection norms.

When rule utilitarianism is applied to neuromarketing algorithms in Europe, the Charter of Fundamental 
Rights of the EU sets the limits, protecting universal values based on law and democracy (De Gregorio, 
2018; Ivanova, 2021). In such a case, rule utilitarianism classifies these algorithms as unethical if they 
ignore human rights or if the benefits they deliver to individuals do not exceed the risks. Nonetheless, 
connecting distinct modes of profiling with Foucauldian thought on governing, pattern-based categori-
zations in data-driven profiling, safeguards such as the Charter of Fundamental Rights of the EU or its 
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data-protection framework lose their applicability to a diminishing role of the tools of the anti-discrimination 
framework (Van Den Meerssche, 2022).

Some consumer protection laws and regulations apply to neuromarketing algorithms in the US. For 
instance, the Federal Trade Commission (FTC) enforces consumer protection laws and regulations prohib-
iting unfair or deceptive marketing practices, including some guidelines for using neuromarketing tech-
niques (Savage, 2019; Alarcon & Ha, 2020; Galli, 2022). The FTC has also brought enforcement actions 
against companies that have used deceptive or unfair neuromarketing techniques (Wexler & Thibault, 
2019; Bakir, 2020). Some examples include brainwave analysis and biometric data collection in advertis-
ing and marketing. Additionally, some states have consumer protection laws that apply to neuromarket-
ing algorithms. For instance, California has a data privacy law, the California Consumer Privacy Act (CCPA), 
which gives consumers the right to know what personal information is being collected about them and 
opt out of selling their personal information (Baik, 2020; Mulgund et  al., 2021). Nevertheless, no compre-
hensive federal law currently regulates neuromarketing algorithms in the US, allowing for gaps in con-
sumer protections, particularly concerning emerging AI/ML algorithms, augmented and virtual reality, 
and other neuro technologies that existing laws and regulations may not cover (Luna-Nevarez, 2021; 
Kalkova et  al., 2023).

Against this backdrop, this study endeavors to conduct a systemic review of the field of neurostrategy 
to scrutinize the isolated and fragmented attempts of conjoining neuromarketing and neuroethics in the 
extant literature and fill various gaps that are currently limiting the field, such as lack of (a) a formal 
research agenda; (b) knowledge about the concepts at the confluence of neuromarketing and neuroeth-
ics; and (c) clarity about what is ‘hot’ and what is ‘not’ in the field (Cristofaro et  al., 2022). The following 
questions drove this study phase before conducting semi-structured interviews: a. What are the domi-
nant concepts at the junction of neuromarketing and neuroethics? b. What are the broader links between 
these concepts? c. How has the scholarly discourse around neuroethics evolved? d. Which trends are 
gaining traction within neuroethics research? e. What propositions can be developed to advance empir-
ical assessment in neuroethics related to AI/ML algorithms? A thematic (conceptual) and semantic (rela-
tional) analysis of the literature was conducted to attempt to answer these questions.

Investigating neuroethics through advanced bibliometric methods allows for a more robust, system-
atic, and comprehensive literature review (Kaur, 2023). Hence, this study contributes to the literature by 
laying down solid foundations of neuroethics based on machine-based identification of the core con-
cepts and their relationships. Moreover, it offers a bibliometric mapping of the AI/ML-related neuromar-
keting and neuroethics research themes from 2019 through 2023, revealing the trends and bridging the 
gaps in this relatively novel field of scholarship.

4.  Methodology

In addition to a survey and semi-structured interviews with expert academics and business practitioners 
from the field, both scientometric analysis and systematic literature review techniques have also been 
employed to analyze the literature thoroughly.

4.1.  Study design

To provide further insight into the ethical issues concerning the combination of neuromarketing and AI, 
the design of this study is qualitative exploratory. Data collection methods were based on critical litera-
ture reviews, a survey, and semi-structured interviews with subject matter experts from the US and Spain 
to bridge academic and industry perspectives regarding the overarching question. The answers provided 
by these two groups were analyzed to understand best and compare the level of awareness of each 
group related to neuroethics, consumer privacy protection and legislation, and more internalized ethical 
guidelines adopted when considering neuromarketing initiatives and respective use of AI/ML algorithms. 
The findings from the literature review were adapted from similar research methods in this field (Xiao & 
Watson, 2019; Jöhnk et  al., 2021), built upon during the interviews, fostering a critical thinking process 
and providing a comprehensive understanding of the status quo.
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4.2.  Participants

Several scholars (Coper Joseph, 2014; Adams, 2015; Galvin, 2015; Vogel et  al., 2019; Gill, 2020) argue that 
an adequate number of interviews for qualitative research should range between five and 20, depending 
on its scope. Considering such ranges, using a random snowball sample selection approach, the authors 
invited several business and academic experts via LinkedIn or through professional connections at uni-
versities and corporations using or proficient in neuromarketing algorithms to answer the online survey 
and indicate if they would be willing to be interviewed. Few of those who answered the survey were 
willing to be interviewed. We ended up with 14 interviewees who were not gender-matched: Seven 
experts in the US and seven in Spain. They all had diverse backgrounds and years of experience in neu-
romarketing (see Table 1). They were interviewed to maximize the diversity of opinions and find similar-
ities and differences among them (Yin, 2014; Alamri, 2019). None of them had collaborated in the 
creation of an ethical code in neuromarketing.

Table 1 lists all participant’s profiles. Regarding the US interviewees, a total of seven interviews were 
carried out. The sample was not gender-matched (30% male, 70% female) aged 25 to 54 years (M = 36 years, 
SD = 9 years), 42% had a Ph.D., and 85% had more than five years of experience in the field. For Spaniard 
interviewees, a total of seven interviews were carried out. However, at the end of the session, one inter-
viewee requested that the data be erased, which was promptly granted. The sample was also not 
gender-matched (33% male, 67% female) in an age range of 40 to 63 years (M = 51 years, SD = 11 years), 
67% had a Ph.D., and 83% had more than five years of experience in the field.

4.3.  Ethical aspects

Semi-structured interviews were conducted via Zoom in the interviews’ native language, English and 
Castilian, respectively, to create an atmosphere of trust and tranquility in which they felt free to express 
their opinions on such a sensitive subject as ethics and neuroethics (Jehn & Jonsen, 2010; Islam & 
Aldaihani, 2022). Informed consent was obtained from all participants, and their permission was sought 
for a voice recording of the session.

4.4.  Data collection and analysis

The semi-structured interviews were conducted in May and June 2023 across Spain and the US, delivered 
in Castilian and English, correspondingly, through Zoom or Microsoft Teams. Each session lasted between 
45-60 minutes. Participants were selected using purposive snowball sampling to ensure a diverse repre-
sentation of the study’s target demographic, with ethical consent obtained digitally before the inter-
views. Digital recordings were meticulously transcribed and, where necessary, translated into English, 
followed by a retranslation to Castilian for cross-verification of translation accuracy. NVivo, a qualitative 
data analysis software, was used to identify themes, ensuring analytical rigor. Measures such as member 
checking and triangulation were incorporated to ensure reliability and validity. The researcher’s influence 

Table 1.  List of participants’ profile.
Position Country Gender Age Academic degree Exper. (Yrs)

Marketing Professional (large global company) US Female 30 MS in Global Marketing Management 8
Consumer Group Manager (large multinational) US Male 39 Master of Business Administration 9
Marketing Consultant US Female 25 MS in Global Marketing Management 4
Lecturer US Male 38 PhD in Marketing 5
Lecturer US Female 34 MS in Global Marketing Management 5
Sr. Lecturer US Female 54 DBA 6
Assistant Professor US Female 34 PhD in Marketing 8
General Manager of Neuromarketing Consultancy / 

Professor of Neuromarketing
Spain Male 59 Master in Neuromarketing and 

Consumer Behavior
21

Professor of Neuromarketing & Consumer Behavior / 
Market Research Consultant

Spain Male 63 MS in Integral Program for Managers 15

Assistant Professor Spain Female 54 PhD in Physics 3
Assistant Professor of Neuromarketing and Marketing Spain Female 40 PhD in Marketing 8
Associate Professor-Sr. Lecturer Spain Female 44 PhD in Marketing 7
Assistant Professor Spain Female 45 PhD in Marketing 7
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was minimized through reflexive practices, and all data were handled with strict adherence to confiden-
tiality and data protection protocols. Follow-up interactions were scheduled as needed to clarify partici-
pant responses and deepen the understanding of emergent themes.

4.4.1.  Methodical literature review and scientometric analysis
To minimize subjectivity and arbitrariness in the current systematic analysis and review, this study fol-
lowed the guidelines and principles outlined by the Preferred Reporting Items for Systematic Reviews 
and Meta-Analyses (PRISMA) 2020 statement and checklist (Radua, 2021). The bibliometric mapping was 
conducted using VOSViewer, which was selected over R-tools and the like for the bibliometric analysis 
primarily due to its user-friendly interface and specialized capabilities tailored for bibliometric data. 
Unlike other tools, such as R, which requires data analysis and visualization programming skills, VOSViewer 
provides a more accessible platform, especially for less-skilled coding users. Its advanced visualization 
features allow for the creation of high-quality, interpretable bibliometric maps, simplifying the complex 
data interpretation process. VOSViewer’s design is optimized for handling bibliometric data sources like 
Web of Science and Scopus, enabling efficient data importation and network creation. Additionally, the 
support community for VOSViewer is dedicated to bibliometrics, offering focused assistance and updates 
that are particularly beneficial for this research field.

4.4.1.1. Eligibility criteria.  The journal articles, theses, dissertations, editorials, reviews, books, book 
chapters, proceeding papers, and scientific texts that somehow address neuromarketing, neuroethics, 
and the application of AI/ML algorithms to neuromarketing formed the initial criteria for eligibility for 
this review. Along with published articles, early access articles in Web of Science’s business or management 
category were part of the studies under consideration. Moreover, the eligibility criteria included scientific 
texts written in English. Furthermore, studies published (or available as early review) at the confluence 
of neuromarketing and neuroethics were part of this review.

4.4.1.2. Information source.  In conducting bibliometric analysis, including diverse document types such 
as full-text articles, reviews, editorials, proceedings, abstracts, technical papers, and chronologies is 
imperative for a comprehensive synthesis of academic discourse and scientific advancement. Full-text 
articles provide the core substance of research findings; reviews offer synthesized knowledge and 
identify trends; editorials present insights and scholarly opinions that reflect the field’s dynamics; 
proceedings capture the cutting-edge research presented in conferences; abstracts allow for rapid 
appraisal of research scope; technical papers present detailed technical findings; and chronologies map 
the historical progression and milestones in a discipline (Aria & Cuccurullo, 2017). This multifaceted 
approach enables a robust understanding of the research landscape, scholarly communication patterns, 
and the evolution of thought within a field, thereby supporting the identification of seminal works and 
emerging trends critical for academic and practical applications. As this research scope enwrapped fast-
changing and ever-evolving technology updates, only resources from January 1, 2019, through May 31, 
2023, were reviewed, including scientific papers, web-based articles, and secondary statistical data.

The Clarivate Analytics Web of Science Core Collection database was used to extract the most valu-
able and high-impact research data from other existing databases (such as Scopus, EBSCO, and Google 
Scholar). Web of Science database was specifically chosen for this study for five reasons: (1) It is the most 
updated database for bibliometric studies, which includes most of the papers published as well as 
recently accepted by reputable journals (Kaur, 2023; Rialti et  al., 2019); (2) It covers wide variety of pub-
lication formats such as full-text articles, reviews, editorials, proceedings (journals and book-based), 
abstracts, technical papers, and chronologies. SCOPUS covers a wide range of document types; however, 
chronologies, timelines of historical events, or developments in a particular subject area are not standard 
document types cataloged in SCOPUS, as they focus on scientific documents and their bibliographic 
information rather than on providing historical timelines like a chronology (Kaur, 2023); (3) It includes 
more than 90 million records in comparison to 69 million records on Scopus (Moral-Muñoz  et  al., 2020); 
(4) It has broader temporal coverage than that of Scopus (Kaur, 2023); and (5) It provides consistent 
results for the same query used with similar search parameters over time (Kaur, 2023; Marzi et  al., 2020). 
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Thus, Web of Science is particularly suitable for this study as it provides the most updated, accurate, 
efficient, and reliable database with the broadest temporal coverage for performing a robust analysis of 
machine-readable scientometric data (Wilden et  al., 2019).

Moreover, the choice of the database is consistent with prior bibliometric studies in business manage-
ment research, such as Kaur (2023), Marzi et  al. (2020), Rialti et  al. (2019), and Wilden et  al. (2019). In 
addition, Kaggle, Mordor Intelligence (Mordor Intelligence, 2021), and Statista were utilized to access 
secondary quantitative data, such as the adoption rates of AI/ML techniques in the neuromarketing field 
and public opinion survey results for data privacy concerns. Furthermore, this research relied on online 
blogs, reports, and articles to aggregate more detailed illustrated data about the algorithms’ application 
in neuromarketing and their inherently hidden ethical risks. The online papers help derive insights about 
the companies that have adopted automated targeting and personalization and recent scandals in the 
media arising from the data collection and analysis with neuromarketing’s ML algorithms. Language lim-
itations have meant that the list of companies and media is far from exhaustive, but this article aims to 
contribute to a more extensive research process.

4.4.1.3. Search strategy.  Following the best practices suggested in the literature to select a search query 
(Kaur, 2023), an in-depth analysis of the abstracts, author’s keywords, and literature reviews of published 
research articles at the junction of neuromarketing and neuroethics for AI/ML driven applications were 
conducted to assist in the identification of concepts that are being used in the scholarly discussion. After 
several iterations to define a broad research query, the following query was selected and implemented 
to capture the essence of neurostrategy effectively:

Written in English; keywords, title, and summary in English. These criteria were chosen to link the study objec-
tive to the research area, with a series of exclusion criteria applied to the latter. The inclusion criteria consid-
ered the following search queries:

‘neuromarket*            algorithms AND            marketing’, ‘artificial intelligence OR            machine learning AND            eth-
ics’, ‘artificial intelligence OR           machine learning AND           neuromark*’, ‘personalized market*           AND            con-
sumer privacy’, ‘ethical issues AND            neuromark*            algorithms’, ‘ethical AI’, ‘GDPR and neuromarket*’, ‘GDPR 
and AI’, ‘ethical theories and neuromarket*            algorithms’, and ‘neuroethics and algorithms’.

An ‘*’ indicates that variations on the word’s ending were permitted. The search string is commensu-
rate with the recent systematic reviews and meta-analysis studies (Kaur et al., 2022).

4.4.1.4. Selection process.  The above search query returned 587 results, with the language (English) and 
categories (business and marketing) filters in place. To refine these results, only the studies published in 
business, marketing, or neuromarketing journals were filtered out for further analysis. This selection 
process resulted in an initial sample of 195 studies. After that, a revision of the title and abstracts of 
these articles was conducted to determine the relevance of each article to the scholarly discourse about 
neuromarketing and neuroethics related to AI/ML algorithms applications. This manual review process 
weeded out 82 articles that were completely unrelated to the field (e.g. results for the search term 
market* leading to topics covering traditional marketing strategies, 4 P-7P strategies, robots, ML application 
strategy; or search for term neuroethics resulting into hits that involved studies on neurology studies; or 
search for the term neural* yielding results on studies dedicated to AI/ML neural networks). This process 
resulted in 113 studies that were considered for further screening. In the next step, four duplicate records 
were removed, which resulted in 109 unique studies. These studies were then analyzed in-depth based 
on the full text, and the following inclusion and exclusion criteria were applied to them:

•	 Inclusion Criterion: The articles focused on the application of neuromarketing concepts, knowledge, 
or methods to investigate the application of AI/ML algorithms or neuroethics ramifications of such 
algorithms on consumer privacy, GDPR, consumer segmentation, selection and/or its outcomes, such 
as competitive advantage or enhanced neuromarketing strategies.

•	 Exclusion Criterion: The exclusion criteria used to select the documents were research articles, review 
articles, letters to the editor, conference summaries, and lectures. No geographical restrictions were 
applied as studies from different continents relating to the variables and research areas found in the 



Cogent Business & Management 15

SCOPUS and Web of Science databases was considered in the review. Also excluded were studies 
focusing on the utilization of neuromarketing and neuroethics in other niche branches of manage-
ment, such as NeuroIS, NeuroFinance, neurostrategy, neuro decision-making, etc., which were inten-
tionally not included in the sample to dedicate this study.

After applying these inclusion and exclusion criteria to the initially identified data set of 109 studies, 
two did not meet the inclusion criterion and, thus, were not considered for further analysis. On the other 
hand, three studies were excluded based on the exclusion criterion. Furthermore, the reference lists of 
all articles retrieved from the search were subjected to manual review to identify additional studies that 
may fit the objectives of this study, but no additional relevant articles were identified. Hence, the final 
data set comprised 104 focal articles (86 journal articles, six book chapters, seven proceeding papers, 
three editorial materials, and two reviews), comparable to the sample size of similar studies in the field 
(Ascher et  al., 2018). A flowchart depiction of this process is shown in Figure 1.

4.4.2.  Online survey
An online survey was set up in Qualtrics, containing 25 questions. Seven covered sociodemographic 
data, and four assessed the respondent’s perceived relationship between neuromarketing and AI/ML. Six 
evaluated the respondents’ general knowledge of ethical codes related to the discipline/industry, and 
seven assessed the ethical risks of AI/ML algorithms perceived at universities and the business environ-
ment. The last question asked respondents about their interest in being interviewed and, if so, their 
contact information.

Since this study relied on the EU’s GDPR as a consumer privacy guideline and aimed to compare best 
practices in the ethical use of AI/ML algorithms for neuromarketing in the US and the EU, data were 
collected in Spain and the US. The population selection criteria comprised Spaniards and American aca-
demic experts or business professionals in the digital and neuromarketing discipline/industry, directly or 
indirectly involved with AI/ML algorithms as developers or users (e.g. engaged with digital or neuromar-
keting, advertising), with at least three years of related experience and a member of a higher education 
institution or a company involved in the development or use of AI/ML algorithms for digital or neuro-
marketing applications. A total of 735 email invitations to complete the online survey were sent. These 
were gathered from prospects sourced from LinkedIn and the researchers’ connections with academic 

Figure 1.  Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) Flow Chart Demonstrating 
Search Strategy adopted using VosViewer. SOURCE: Compiled by the authors.
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research institutions and business experts in the US and Spain. Then, a snowball approach was adopted 
by asking respondents to forward the survey link to other prospects they knew and met the survey 
criteria. The snowball sampling technique was chosen over other approaches, such as purposeful sam-
pling, due to its effectiveness in reaching a specialized population that is difficult to access. This research 
delves into the niche intersection of neuromarketing, neuroethics, and AI/ML algorithms, so identifying 
subjects with the requisite expertise and experience was challenging. Snowball sampling allowed for 
utilizing the networks of initial participants to identify subsequent subjects, thereby capitalizing on the 
interconnectedness of professionals in this specialized field. This approach broadens the reach within a 
targeted community by leveraging personal connections. It increases the likelihood of including partici-
pants with the deep, nuanced knowledge necessary to contribute valuable insights to the study.

4.4.3.  Semi-Structured interviews
The interviewees were selected based on their field of expertise, professional experience, and research 
activity. The selection criteria included expertise in neuromarketing algorithms or ML expertise, market-
ing, digital marketing, and ethics. The diverse respondents being interviewed were crucial in thoroughly 
answering the research questions, including researchers in these fields, corporate marketing representa-
tives, data scientists, AI/ML professionals, ethics, and marketing professionals,

Since this study was conducted when the COVID-19 pandemic was still lingering, protecting the 
health and safety of respondents and researchers was among the top priorities. The interviews were 
conducted via Zoom. First, the interviewees were contacted via email. Then, a research prospectus, an 
invitation to the interview, an informed consent form, and a list of the main questions to be asked 
during the interview were provided. The respondents’ identity and confidentiality were protected by gen-
erating a code for each of them, but their current occupation/position and primary demographic data 
can be found in Table 1. The interviews were transcribed and anonymized. The interview transcripts were 
coded and analyzed using NVivo, which has robust tools to facilitate the systematic coding and analysis 
of semi-structured interviews, allowing the organization, categorization, and retrieval of text efficiently.

5.  Research findings

The following are the results of various bibliometric analyses undertaken to unveil the field’s conceptual 
structure. Semantic relatedness (e.g. the frequency and proximity with which the concepts co-occur in 
the text) has been studied, and various maps of meaning have been generated to systematically answer 
this study’s research questions based on a few bibliometric indicators.

5.1.  Dominant concepts at the junction of neuromarketing and neuroethics

Figures 2 and 3 are word clouds extracted from the interview transcripts of the US and Spain interview-
ees. They underline the main themes in the minds of the interviewees when asked about their under-
standing and opinions about neuromarketing’s AI/ML algorithms’ applications at the junction of 
neuroethics. For American interviewees, the word ‘data’, followed by ‘algorithms’ and ‘consumer data’, were 
the highlights in the word cloud as it has the highest co-occurrence index in the sample. Nonetheless, 
the perimeter of the word cloud reveals the amplitude of other vital topics. It can be expected, therefore, 
that in the quest to develop a more ethical approach to neuromarketing AI/ML algorithms, awareness of 
what may be considered ‘unethical’, ‘consumer privacy’, ‘ethics’, and many other factors is warranted.

For the Spanish word cloud, the word ‘ethics’, not data as with the American sample, takes center 
stage, followed by a concern with ‘artificial intelligence’, ‘algorithms’, ‘guidelines’, and ‘neuromarketing’.

Figures 4 and 5 are the result of a co-word analysis performed using VosViewer as an analytical tool 
to understand the conceptual structure of the field. Accordingly, the results are interpreted on the com-
parative positions of words and their dispersion along the dimensions, i.e. closer words are more similar 
in distribution. The co-word analysis depicted in Figure 4, showing the association of strength of these 
major themes, suggests that the foundational concepts at the junction of neuromarketing AI/ML 
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algorithms and ethics can be distinguished into nine different networks of concepts, listed in order of 
magnitude:

•	 Network 1 focuses on constructs attempting to explain algorithm decisions and safety implications.
•	 Network 2 is focused on trust, content analysis, data, marketing applications, and its purposes.
•	 Network 3 emphasizes the vital interest of researchers in the issues related to algorithms, discrimina-

tion, relationships, and content analysis, among secondary interest in data and health applications.
•	 Network 4 underlines researchers’ interest in neuromarketing and neuroethics, especially in neuro-

marketing methods, applications, protocols, and other minor interest themes such as content analy-
sis and data management.

•	 Network 5 highlights insights from related topics such as AI/ML algorithms, the purpose of such 
algorithms, marketing, and datasets.

•	 Network 6 focuses on ethical implications, challenges, data governance, GDPR, the cloud, 
decision-making, freedom, and power.

•	 Network 7 underscores consumer justice, focusing on fundamental rights, freedom, decision-making, 
data governance, and datasets. This network also includes analyzing the role of various significant 

Figure 2. US  Sample Word cloud: Data, followed by algorithms and consumer data, were the main themes with the 
highest co-occurrence index in the sample.

Figure 3. S pain Sample Word cloud: Ethics, followed by a concern with artificial intelligence, algorithms, guidelines, and 
neuromarketing, were the main themes with the highest co-occurrence index in the sample.
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factors it intersects, such as trust, risk, algorithms, methods, implicit knowledge, and gestures, in 
individual decision-making.

•	 Network 8 is less significant than the first four networks. However, it concentrates on the more tech-
nological aspects of neuromarketing and AI/ML algorithms, including blockchain technology, privacy 
preservation, user/consumer privacy protection, protocols, and security analysis.

•	 Network 9 embodies subtopics related to comparative analysis, ethical principles, data privacy, and 
children’s exposure to such technologies, with several interlinks to algorithms, trust, and ethical 
implications networks.

Figure 4. N euromarketing and Neuroethics Bibliometric Analysis - Association of Strength.

Figure 5. N euromarketing and Neuroethics Bibliometric Analysis - Fractionalization of total link strength.
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Another bibliometric angle of analysis, a thematic map analyzed through a fractionalization of total 
link strength, the total strength of the co-authorship links of a given researcher with other researchers, 
is shown in Figure 5. It reveals additional critical neuromarketing, AI/ML algorithms, and neuroethics 
themes. This map reveals various research themes’ centrality (importance) and density (development). As 
shown, AI systems, responsible AI, emotional AI, business processes, data protection impact assessment, 
consent management, and automation represent important themes being researched. Hence, scholars in 
the field must continue to work towards further developing these themes, given their importance for 
foundational as well as future research in the field of neuromarketing’s use of AI/ML algorithms and 
neuroethics.

The bibliometric analysis also shows a thematic evolution of topics over recent years, demonstrating 
how the research in the field has evolved. It shows that even though the research on understanding AI/
ML algorithms application in neuromarketing has been growing fast, the scholarly focus on neuroethics, 
including broad ethical considerations of such applications, possibly prompted by regulations, such as 
the EU’s GDPR and the new US’s CPRA, which became effective in January 2023. Moreover, increased 
interest can also be seen in interlinked topics such as neurotech (e.g. EEG, MEG, fMRI, GSR, eye-tracking, 
pupilometry, face coding, AI/ML algorithms, emotional AI, etc.), neuromanagement, IoT, cloud technolo-
gies, blockchain. Nevertheless, since consumer decision-making is a significant theme, scholars are 
encouraged to continue researching this field.

5.2.  Online survey results

The survey dataset records responses from 60 digital and neuromarketing professionals from the US and 
Spain. The respondents’ gender distribution indicates that 40% (24) identified as male, while 56.67% 
identified as female. Additionally, 3.33% preferred not to disclose their gender. Regarding nationality, 
12% were from the US, 27% were from Spain, and 3% chose the ‘Others’ category, while 58% did not 
specify their countries directly.

The survey aimed to gather insights into the participants’ opinions and awareness regarding the eth-
ical dimensions of AI/ML and neuromarketing. Participants were asked for opinions regarding specific 
statements related to the research topic and select their level of agreement on a Likert scale ranging 
from 1-5, where 5 indicates strong agreement:

•	 Neuromarketing and artificial intelligence are complementary and should not be used separately. – Out 
of 57 participants, 46% agreed, 11% strongly agreed, and 28% disagreed.

•	 Neuromarketing benefits from artificial intelligence. – Of 57 responses, 60% agreed, 23% strongly 
agreed, and 9% disagreed.

•	 Using machine learning algorithms for consumer/consumer preferences segmentation and targeting has 
many benefits. – Out of 57 responses, 82% agreed or strongly agreed, while 12% disagreed or strongly 
disagreed.

Participants were asked to select statements on which they agreed. The top five most selected state-
ments, with each receiving more than 30 responses, included:

1.	 I understand how AI can be used in neuromarketing.
2.	 There are some disadvantages to using machine learning algorithms for consumer preference segmenta-

tion and targeting.
3.	 I understand how neuromarketing specifically benefits from AI.
4.	 The use of AI should have limits when applied to neuromarketing.
5.	 Artificial intelligence and machine learning are there to help the corporate operations and marketing 

teams have a wide neuromarketing scope to convey massive value to AI’s potential data.

For the second part of the survey regarding ethical considerations, participants were asked to select 
Yes or No to the following questions:
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•	 Are you aware of any codes of conduct or other written agreements for ensuring ethical businesses, or are 
the employees, for example, trained to behave morally? – Of 54 responses, 54% replied yes, 33% no, 
and the remaining were unsure.

•	 Are you aware of current guidelines data scientists use to limit moral hazard to individuals? – Out of 54 
responses, 61% replied no, 28% yes, and the remaining were unsure.

•	 Are you aware of any code(s) of ethics for neuromarketing? – Out of 54 responses, 61% replied no, 20% 
yes, and the remaining were unsure.

•	 Do you consider any of the ethical codes you are familiar with when doing research, whether academic 
or professional? – Of 54 responses, 59% replied yes, 35% no, and the remaining were unsure.

•	 Can the ethical issues be traced back to the origin and determine who is responsible for them, both at 
companies and universities? – Of 54 responses, 52% replied yes, 20% no, and the remaining answered 
sometimes.

•	 Are technical or ethical guidelines needed to ensure ethical data analysis? – Out of 54 responses, 94% 
replied yes, 4% no, and the remaining were unsure.

The survey also asked for opinions on other ethical risks for companies and universities:

•	 Companies can ensure that they are intrinsically safe from the potential to harm consumers on a moral 
level when adopting AI and neuromarketing strategies. – Out of 54 responses, 61% disagreed or strongly 
disagreed, and 26% agreed or strongly agreed.

•	 Academic researchers can ensure that they are intrinsically safe from the potential to harm participants 
on a moral level when adopting AI and neuromarketing strategies. – Of 54 responses, 43% agreed or 
strongly agreed, and 32% disagreed or strongly disagreed.

•	 Marketers or AI algorithm developers can proactively limit ethical issues. – Out of 54 responses, 76% 
either agree or strongly agree, and 15% disagree or strongly disagree.

•	 Are there any codes of conduct or other written agreements for ensuring ethical businesses, or are the 
employees, for example, trained to behave morally? – Out of 55 responses, 45% answered no, and 40% 
yes.

In response to questions regarding ethical issues and regulations:

•	 Could ethical issues with negative impact arise from automated consumer targeting? – Of 53 responses, 
60% answered sometimes, 38% don’t know, and 2% none.

•	 The EU guidelines for ethical artificial intelligence and the GDPR usually require a higher level of 
compliance. Are there limitations to such strict guidelines? – Of 53 respondents, 28% answered 
sometimes, 64% didn’t know, and 8% none.

•	 Do EU guidelines for ethical artificial intelligence and the GDPR limit marketers to offer better service 
levels and greater consumer personalization? – Out of 54 respondents, 78% answered don’t know, and 
17% sometimes.

5.3.  Semi-Structured interviews

During the semi-structured interviews with industry experts and scholars in Spain and the US, the ben-
efits delivered by using AI/ML algorithms in neuromarketing were evident as most of the interviewees 
on both sides of the Atlantic underlined the ability of ML algorithms to manage massive amounts of 
unstructured data.

5.3.1.  Ethical issues of AI/ML algorithms for segmentation and targeting
Most of the interviewees, mainly from Spain (83%), than the US (47%), expressed concerns about the 
hidden ethical issues presented by such algorithms, arguing that marketers and data scientists often 
overlook them. Most of them also expressed concerns, again mainly from Spain (83%) than the US (57%), 
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with algorithms neuroethics including bias, invasion of privacy, nudging, and opacity, emphasizing that 
such algorithms all run counter to the ethical bounds established by the main theory employed in this 
study for ethical decision-making, rule utilitarianism. Such feedback finds support in the literature, as 
neuromarketing’s AI/ML algorithms for segmentation and targeting raise several ethical issues related to 
privacy, bias, autonomy, and opacity (Gandy, 2019; Wirtz et  al., 2023). These concerns stem from the 
potential violation of human rights and can be analyzed through the lens of the utilitarian rule frame-
work. These ethical risks and issues were evaluated using the utilitarian rule framework as they violate 
certain human rights. Furthermore, rule utilitarianism approaches the advantages provided to society 
holistically (Tolmeijer et  al., 2021), in this case, the benefits generated by neuromarketing AI/ML algo-
rithms to clients and businesses (Tsamados et  al., 2021). The four concepts of privacy, bias, autonomy, 
and opacity breach 3-5 human rights, as outlined in Table 2, were also mentioned by 69% of the inter-
viewees, indicating their prevalence.

A significant finding of this study is that the GDPR hinders the benefits of AI/ML algorithms applied 
to digital and neuromarketing strategies. When used for marketing and neuromarketing purposes, the 
algorithms can profoundly impact consumers’ lives, which finds support in the literature (Magalhães, 
2018; Kotras, 2020; Reuille-Dupont, 2023). These can sometimes be harmful, and the responsibility for 
this innovation should not be disregarded. Ultimately, the GDPR requires obtaining informed consent 
from individuals to collect and use their data. This may limit the amount and quality of data that can be 
used if proper consent is not obtained. In addition, companies must also provide transparency about 
how data is used, which may require clear explanations about the use of AI algorithms. Figure 6 sum-
marizes all the interviewee’s responses in the US and Spain and highlights their perception of the GDPR’s 
advantages and downsides.

Some interviewees in Spain (33%) felt that the GDPR needed to be revised to defend human rights. 
They see it as an advantage in safeguarding individuals’ personal information since it establishes limits 
and restrictions on how it can be used, thus preventing its misuse or unauthorized use:

Table 2.  Charter of the Fundamental Rights of the EU’s violated by each ethical issue (Source: European 
Commission, 2016).
Article No Fundamental Human Rights Privacy Bias Autonomy & Nudging Opacity

1 Human dignity ⎕ ⎕ ⎕

3 Right to the integrity of the person ⎕ ⎕ ⎕

7 Respect for private and family life ⎕ ⎕ ⎕

8 Protection of personal data ⎕ ⎕ ⎕

10 Freedom of thought, conscience, and religion ⎕ ⎕ ⎕

21 Non-discrimination ⎕ ⎕ ⎕

23 Equality between men and women ⎕ ⎕

26 Integration of persons with Disabilities ⎕ ⎕

Figure 6. S ummary of Semi-Structure Interview Findings.
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The GDPR could use some updates to make things better. They should work on ensuring people have a clear under-
standing of what’s going on with their data, like giving people a chance to make an informed choice about how it’s 
used. It’s all about giving individuals more power to take control of their personal information, which is a big deal 
when it comes to protecting human rights. (Interviewee ES2)

I think it [the GDPR] needs revisions to provide additional protection for vulnerable populations, including children 
and individuals with diminished capacity. It should have more strict regulations on the collection of data from chil-
dren, minors, I mean, and measures to prevent exploitation or discrimination against vulnerable groups. (Interviewee 
ES3)

As argued by most (83%), the law allows individuals to access, correct, and control their data, resulting 
in greater control and autonomy over their information. Thus, individuals are expected to feel more 
secure in sharing their information with companies, which may generate greater confidence in the mar-
ket. In contrast, this may lead to limited access and use of personal data, hindering research develop-
ment or the implementation of personalized marketing strategies:

The GDPR is about making businesses get clear and explicit consumer consent before they can mess with their data. 
But here’s the thing: some peeps might not be too keen on sharing their info so that the consent rates can take a 
hit, and the data might end up incomplete. As a result, businesses need help getting inside the heads of consumers, 
which puts a damper on how they can fine-tune their marketing moves. (Interviewee ES03)

The problem with GDPR is that it enforces explicit data consent, impacting consent rates and data completeness 
and hindering our businesses from understanding and optimizing consumer marketing strategies. (Interviewee ES05)

There is also the challenge of understanding and complying with this GDPR, which may entail addi-
tional costs and administrative burdens. Notably, 33% of Spaniard interviewees considered that regula-
tions could restrict the chance to reach a greater level of knowledge over consumer behavior, limiting 
and making it very difficult to adapt marketing actions to consumers:

Regarding regulations, the challenge is to look for an alternative, such as a technology, that allows us to access that 
data in an alternative way. (Interviewee ES4)

The GDPR makes it necessary for businesses to get clear and explicit consent from consumers before they can pro-
cess their data. However, this condition could result in reduced consent rates or incomplete data since some con-
sumers might hesitate to share their information. (Interviewee ES1)

Most American interviewees (71%) were concerned about the impact of increased regulations in the 
US and on their businesses’ bottom line, alleging that such regulations could partially hamper the capa-
bility of online neuromarketing to provide the most significant utility to consumers:

The GDPR already affects us here [in the US]. It’s got some serious rules when it comes to how companies handle 
data. And let me tell you, those rules can really put a damper on businesses trying to gather all that vital data 
about consumers. They end up with this limitation that makes it pretty darn hard to get a good grip on what makes 
people tick. You know, understanding their likes, habits, and needs? Yeah, it’s a real tough nut to crack if we were 
to have something similar here. (Interviewee US4)

Implementing and maintaining compliance with stringent data protection regulations such as the GDPR can be 
expensive. We would need to invest in new technologies, hire data protection people, probably have to conduct 
regular audits, and make sure to provide staff training. These extra costs can reduce our profits and impact the 
company’s financial performance. (Interviewee US1)

Interviewees in the US and Spain thought that ML algorithms are used to segment and target con-
sumer preferences, offering opportunities and challenges in personalizing and targeting specific seg-
ments. Four Spaniard interviewees believed that disadvantages existed, including the possible loss of 
nuance and bias due to algorithm limitations and the lack of detection of uncollected aspects:

Applying ML to neuromarketing can lead to the loss of nuance and bias in the results due to the inherent limitations 
of algorithms and the failure to detect uncollected aspects of human behavior or preferences. (Interviewee US4)

These algorithms can easily fail to capture uncollected aspects of consumer behavior, leading to incomplete or inac-
curate assessments of preferences and decision-making. We easily see many of these examples in Tik-Tok and 
YouTube. (Interviewee US6)
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Machine learning applied to neuromarketing can oversimplify complex human behaviors, causing a loss of nuance 
in the insights gained. (Interviewee ES2)

Algorithmic limitations in ML can introduce biases into neuromarketing findings, skewing the interpretation of con-
sumer responses. (Interviewee ES1)

These results underscore the need to consider other ethical consumer segmentation and targeting 
methods. The EU’s concept of Responsible Research and Innovation (RRI), part of its Framework Program, 
describes scientific research and technological development processes and considers their effects and 
potential impacts on the environment and society, stating that each individual involved in the innovation 
process, or stakeholders, should be responsible and bear specific duties (Casiraghi, 2023; Lõuk, 2023). The 
responsibility is then divided amongst interest parties, and errors can be traced back.

5.3.2.  ML algorithms add value to businesses and consumers
Most US and Spain interviewees (10 out of 13) highlighted the importance of cost reduction in market-
ing, arguing that ML algorithms added value to businesses and consumers. This emphasis stems from 
the decreased reliance on human intervention, leading to a reduction in labor costs. Marketing automa-
tion, content creation, and similar strategies already play a significant role in tasks such as targeted 
advertisements, personalized email campaigns, content creation, and curation, all performed by machines 
with minimal human interaction (Levy, 2018; Haleem et  al., 2022).

Six interviewees in the US believed that marketers face significant challenges in reducing the cost per 
acquisition while maintaining or increasing their businesses’ return on investment. One of them cited an 
example from Amazon:

Amazon uses an innovative application, and automated targeting, that utilizes consumer data and preferences to 
send samples of new products directly to consumers, enabling consumers to receive relevant product samples based 
on personal preferences and past purchases. (Interviewee US3)

Two interviewees in the US were concerned with the cost of segmentation if regulations similar to 
GDPR were implemented:

If something like the GDPR in Europe were to be implemented here in the US, I am concerned that the costs asso-
ciated with segmentation may rise significantly, and we won’t be able to leverage these algorithms and automated 
targeting strategies. (Interviewee US4)

I think any type of regulation so stringent like the GDPR in the US will impact profitability and neuromarketing 
implementations, especially considering the fact that expenses increase proportionally with the quantity of individ-
ual data to be evaluated and the number of regions that data need to be analyzed. Interviewee US6)

The literature supports such arguments (Zulaikha et  al., 2020), in which advertising initiatives like 
Amazon’s would become excessively expensive and ineffective. AI/ML algorithms are revolutionizing mar-
keting (Agrawani, 2022; Schweidel et  al., 2023). Most interviewees in the US and Spain (11) thought that 
AI/ML applications leverage user data to improve content generation and personalize their marketing 
efforts based on previous purchase behavior, in line with evidence from the literature (Morrison, 2021; 
Schweidel et  al., 2023). As highlighted by two interviewees in Spain:

These neuromarketing algorithms not only makes it possible to offer products and services customized to each con-
sumer but also to increase the efficiency and productivity of our company. (Interviewee ES03).

Algorithms allow us to analyze huge amounts of data and extract important data to support our digital marketing 
strategies and decision-making. (Interviewee ES05)

Six interviewees in the US noted the value of utilizing ML algorithms. Relevant feedback includes:

We rely on these algorithms to analyze our consumer’s behavior on our websites, blogs, and social media. (Interviewee 
US4).

My group has gained valuable insights regarding the preferences of our consumers and their product selection pro-
cess. (Interviewee US6).
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These assertions find support in the extant literature (Sapra et  al., 2022; Kyaw et  al., 2023), but inter-
viewees from Spain had concerns related to overdependency on AI/ML algorithms:

… the widespread adoption of AI may create an excessive dependence on the technology. (Interviewee ES4)

… it could generate vulnerabilities in the interpretation of data. (Interviewee ES5)

All interviewees in the US believed that AI/ML interventions significantly enhance consumer engage-
ment, fostering loyalty towards specific e-commerce platforms and enabling marketers to implement 
effective consumer retention strategies, which also finds support in the literature (Haleem et  al., 2022; 
Kaur et  al., 2022). But in Spain, three interviewees had concerns:

… the more protection there is for the consumer, the more difficult it will be for us as researchers to access consum-
ers’ data. (Interviewee ES6)

What technology allows us is to analyze large amounts of data in less time and with less effort, so greatly refining 
the results we obtain in an investigation. (Interviewee ES2)

…the matter is to find a balance, therefore, obviously, the machine helps us and technology helps us to make sec-
tors more efficient, but there must always be a human being auditing the process. (Interviewee ES4)

Two interviewees in the US also expressed concern with the implementation of AI/ML algorithms. 
Scholars have also expressed such concerns, citing the Metaverse business model (Anshari et  al., 2022), 
smart cities, the cosmetics industry, and overall ethical, sustainable production and consumption (Buhalis 
& Sinarta, 2021; Suphasomboon & Vassanadumrongdee, 2022). Examples of such concerns expressed by 
interviews include:

I worry about the increased use of consumer profiling. (Interviewee US6)

I am not sure about the ethical concerns, but they are important to be considered, especially regarding the extent 
to which consumer data should be utilized. (Interviewee US7)

In Spain, two interviewees referred to data integrity, arguing that automation is not a problem if it is 
adequately supervised or scheduled, that is, if the research guidelines are previously audited by a 
researcher who knows the ethical codes and is willing to apply them. According to one of them:

As researchers, with our cognitive capacity, we provide context to the results of the investigations that derive from 
a machine from the application of an artificial intelligence algorithm or a mathematical result or machine learn-
ing… (Interviewee ES4)

Recent research argues that data-driven marketing has emerged as a dominant force, superseding 
traditional marketing strategies, with the foundation of contemporary marketing now lying in extracting 
valuable insights from consumer behavior data, including facial expressions and neuro-signals (Huang & 
Rust, 2022; Kannan & Li, 2022; Oh & Synn, 2022; Srivastava & Bag, 2023). Most of the interviewees in the 
US (71%) and some in Spain (33%) emphasized that AI enhances marketing strategies and business 
management that support them by providing straightforward success metrics, such as data-driven key 
performance indicators. Furthermore, they argued that neuromarketing and ML algorithms improve busi-
ness outcomes by enhancing the quality and consistency of results compared to human decision-making.

Another argument expressed by 85% of interviewees in the US and Spain was regarding the critical 
benefit of neuromarketing and ML algorithms on market expansion, achieved through real-time automa-
tion, enabling scalability and optimal decision-making, thereby increasing a business’s competitiveness. 
The argument was that to develop effective marketing and advertising strategies, it is essential to meet 
consumers’ expectations and comprehend the factors influencing their purchasing decisions. These inter-
viewees argued that the ever-changing nature of consumer interests and consumption behaviors neces-
sitates using sophisticated tools and approaches that leverage advanced technologies. Neuromarketing 
can be perceived as one such approach by measuring consumers’ physiological and neural signals and 
studying their cognitive and affective responses to marketing stimuli, as deep insights can be gained 
into consumers’ motivations, preferences, and decision-making processes (Lee & Yang, 2021; Falk & Weber, 
2022; Lee & Chamberlain, 2022; Park & Yoon, 2022; Tirandazi et  al., 2022).
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5.3.3.  The issue of privacy
Collecting and analyzing consumer information enables algorithms to make better assumptions about 
individual preferences, leading to the provision of more personalized services by advertisers (Zeng et  al., 
2021). Neuromarketing techniques that employ AI/ML algorithms often rely on collecting and analyzing 
personal data, including sensitive information about individuals’ preferences, emotions, and behavior 
(Clark, 2020). Interviewees in the US (57%) and Spain (100%) expressed concerns:

The utilization of such data raises significant privacy concerns. (Interviewee ES3)

I think that using consumer data may result in the infringement of individuals’ right to control their personal infor-
mation. (Interviewee US5)

Data is an essential component for the existence and functionality of AI/ML systems. These algorithms rely on input 
data to make predictions and require sufficient data (big data) to perform effectively. (Interviewee US3)

Several researchers support these interviewee’s assertions, arguing that the extensive tracking and 
profiling of individuals’ neurophysiological responses without their explicit consent may erode privacy 
and give rise to the potential for manipulation (Blasco-Arcas et al., 2022; Susser & Cabrera, 2023). Tracking 
consumers’ social and private lives has become the norm in the data-driven world of digital marketing 
(Kotras, 2020; Bibri, 2022).

Most of the interviewees in the US (86%) highly value the personalized services they receive in 
e-commerce. However, they all expressed concerns regarding their data privacy and AI-driven personal-
ization and profiling, which the literature supports (Zeng et  al., 2021; Häglund & Björklund, 2022). 
Marketers aiming to enhance their services and maintain competitiveness heavily rely on AI-driven strat-
egies, ML algorithms, and data analytics, which can intrude on privacy (Kotras, 2020). While data collec-
tion can enhance personalized recommendations, it also raises concerns about exposing private 
information, such as an individual’s sexual, religious, or political preferences. Researchers have demon-
strated how predictive analytics, using Facebook likes as a single piece of information, can construct 
client profiles with a 60% accuracy, predicting gender, family status, sexual and political orientation, and 
addictions (Solove, 2023).

In Spain, interviewees emphasized the existence of codes of conduct and written agreements to 
ensure ethical business and protect consumer privacy. However, in the business field, they indicated that 
they know the ethics to be followed but do not usually review the documents:

…the neuroscience and neuromarketing code of ethics, I don’t know it, I don’t know what it’s called. But in the work 
environments, I am calm because we have market research codes that in general are quite modern and quite ethi-
cal… (Interviewee ES6)

…I don’t know these codes you are talking about, but I would say that the ethical approach is kind of present and 
internalized in our lives; it is something we have internalized. I have been dedicated to Market Research Business 
Intelligence for 40 years, and it is something that every time we do research is part of our DNA as researchers, to 
take care of people, to take care of brands, to take care of clients. Taking care of the collaborators. But if you tell 
me what specific code or so, I don’t know… (Interviewee ES5).

In the academic/research field, Spaniard interviewees stated that they must go through an ethics 
committee that endorses the research’s legitimacy and data protection. Nevertheless, the interviewees 
are not sure about the good practices of these committees:

…Because the fact that you have an ethics committee, for example, does not mean that your research is ethical, 
that research has obtained the approval of the Ethics Committee does not mean that the research itself is ethical, 
because simply to obtain that approval sometimes it is enough to know how to complete an application, and it 
does not mean that the research itself will be ethical… (Interviewee ES4)

There is a need to protect the physical and mental integrity of the participants and informed consent. (Interviewee 
ES3)

Such assertions find support in the literature. Protecting personal data and its fair processing and use 
for commercial purposes is of utmost importance. Privacy invasion from such practices is considered 
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unethical, as it infringes upon human rights, including the right to privacy and human dignity (Stahl 
et  al., 2021). It is crucial to address concerns regarding outdated or irrelevant data stored about specific 
consumers to ensure compliance with the right to rectification, enabling individuals access to and cor-
rection of their collected information.

5.3.4.  The issue of bias
AI/ML algorithms used in neuromarketing can inherit biases in the data on which they are trained. Biases 
can manifest in various ways, such as demographic, cultural, or stimuli selection (Greenwald et  al., 2022; 
Tay et  al., 2022). As pointed out by interviewees from the US and Spain:

They [bias] can come up due to insufficient time, knowledge, or technical problems. (Interviewee US4)

I worry about biased algorithms because they can lead to unfair segmentation and targeting. (Interviewee ES1)

Bias in these algorithms can perpetuate discriminatory practices and reinforce societal biases. (Interviewee ES4)

The opinions of these interviewees are backed up by the literature, which also argues that such bias 
raises ethical concerns and can harm marginalized or vulnerable groups by excluding them from oppor-
tunities or subjecting them to targeted manipulation (Adeola et  al., 2022; Adomaitis et  al., 2022).

5.3.5.  The issue of autonomy
Most of the US and Spaniard interviewees believed neuromarketing techniques that leverage AI/ML algo-
rithms have the potential to influence individuals’ decision-making processes and behaviors by exploiting 
their subconscious responses, as exemplified below:

Neuromarketing techniques that uses algorithms can surely subtly manipulate subconscious responses of consumers, 
subtly swaying their decision-making processes. (Interviewee US3)

I am certain that by tapping into deep subconscious cues, algorithms in neuromarketing can nudge consumer 
behaviors without their conscious awareness. (Interviewee ES6)

Extant literature raises questions about individuals’ autonomy and agency, as their choices may be 
unknowingly manipulated. Using such techniques without informed consent undermines individuals’ abil-
ity to make autonomous decisions, which can be interpreted as violating their free will and 
self-determination rights (Crepax & Mühlberg, 2022; Ienca et  al., 2022).

5.3.6.  The issue of opacity
The complex nature of AI/ML algorithms used in neuromarketing poses challenges regarding transpar-
ency and interpretability. Most interviewees expressed concerns regarding algorithms operating in ‘black 
boxes’, meaning their decision-making processes and underlying logic may be complex to comprehend 
or explain. Such a lack of transparency could lead to a lack of accountability and prevent individuals 
from understanding how their data is used, and their decisions are influenced (Saheb et  al., 2022; 
Blasco-Arcas et  al., 2022).

6.  Discussion, conclusions, recommendations, limitations, and further research

This study focused on concerns related to neuromarketing algorithms, consumer privacy, and ethical 
considerations. It adopted the theory of rule utilitarianism as a framework for ethical decision-making, 
which focuses on preserving society’s human rights while delivering them the highest value (Forrest, 
2021; Karakash, 2021; Kumar & Choudhury, 2022; Dwivedi et  al., 2023). Some of the main ethical chal-
lenges of algorithmic opacity, privacy invasion, bias, and nudging in digital and neuromarketing were 
identified, and their effect on human rights was observed. The findings of this study demonstrate how 
the European GDPR, and potentially the American CCPA, can be used as a tool for ethical AI/ML algo-
rithms in digital and neuromarketing applications. Aside from constraining AI/ML algorithms, the data 
protection regulation imposes some limitations on digital marketing, advertisers, and the general public. 
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The benefits of the AI/ML algorithms were also analyzed, and as a result, a set of recommendations are 
offered to address consumer privacy threats, human rights, and ethical concerns. These recommenda-
tions were broken down by separating responsibilities among stakeholder groups, which allows for a 
better possibility of tracing ethical concerns back to their source. They aim to preserve the benefits of 
implementing AI/ML algorithms in digital and neuromarketing applications while safeguarding consum-
ers’ privacy and human rights and preventing ethical concerns from emerging.

6.1.  Discussion

The novel contribution of this research lies in its systematic investigation of neuroethics, and privacy 
concerns related to the application of AI/ML algorithms in neuromarketing, with a comparative analysis 
across the U.S. and Spanish contexts. Unlike previous publications, which may have focused separately 
on neuromarketing technologies, AI ethics, or consumer privacy, this research integrates these domains 
to offer a holistic view of the ethical implications within international frameworks, particularly contrast-
ing the impacts of different data protection regulations. The study stands out by blending systematic 
literature reviews, surveys, and interviews with experts to propose policy recommendations, thereby 
filling a gap in the literature on the interdisciplinary evaluation of neuroethics in AI-driven marketing. 
While it builds upon existing studies’ methodologies, it differentiates itself by connecting the technical 
aspects of neuromarketing with the ethical discourse, bridging academic and practical perspectives in 
a novel manner.

The bibliometric analysis conducted in this study revealed that the junction of two dimensions char-
acterizes neuromarketing’s AI/ML algorithms applications: 1. the fast development of neurotechnologies, 
AI/ML algorithms, and more advanced ML algorithms such as ANN, SVM, and LDA for analyzing con-
sumer behavior; and 2. neuromarketing ethical concerns, such as consumer’s manipulation in segmenta-
tion, preferences, and decision-making, consumer data privacy protection, and trust. However, the field 
is currently characterized by a scarcity of studies in these two areas. Thus, in the quest to build and 
strengthen the neuromarketing practice and the use of neurotechnologies, the research community, aca-
demics, and practitioners are encouraged to make increasing efforts to combine these two complemen-
tary strands of research.

The study also revealed that the production and dissemination of scientific contributions in the field 
are heavily dominated by select ethnical population samples, geographical regions, and outlets, which 
could substantially influence future research in neuromarketing. However, this analysis also reveals the 
scope for conducting future studies in the contexts of including population samples with greater diver-
sity (not primarily whites), more in line with diversity, equity, and inclusion (DEI) principles, in emerging 
and frontier economies (as opposed to only advanced economies) and focusing on the ‘polemic’ topics 
such as developing AI/ML algorithms for neuromarketing applications with deontological principles in 
mind, exploring the role of culture as the determinant of organizational behavior, and suggesting the 
ways to overcome the critical challenges in the field of neuroethics.

Because ethical concerns endanger human rights, there is a need to protect consumers from unin-
tended or intended ethical exploits by securing the ethical use and operation of AI/ML algorithms. The 
introduction of the GDPR in 2018 set a high standard of privacy protection for consumers within EU 
member states. The data privacy landscape in the US has changed considerably in recent years, and data 
protection rules are now aligned increasingly with a European approach, although some significant dif-
ferences remain. The closest set of consumer protection regulations most comparable to the GDPR is the 
California Consumer Privacy Act (CCPA), applying only to consumers who are California residents. CCPA 
became effective in January 2020, but the impending California Privacy Rights Act (CPRA) amends the 
privacy legislation to expand opt-out rights and introduce other changes that bring it in even closer 
alignment with GDPR. CPRA became effective in January 2023, with Virginia and Colorado being the only 
two other US states signed a comprehensive data privacy law. The GDPR provides guidance and sugges-
tions on protecting consumer data and prohibits certain practices such as gender and racial discrimina-
tion and gathering dissident data. Although EU law is the most robust regulator, it has some drawbacks, 
one of which is its late occurrence, which means it does not consider the most recent breakthroughs, 
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such as big data and artificial intelligence. During the interviews in the US and Spain, neuro and digital 
marketing specialists emphasized the limitations created by GDPR on advertising, like stifling creativity 
and a high cost of compliance; none of them were aware of CPRA.

The trend of providing heightened protection for sensitive data is gaining popularity in consumer 
privacy protection worldwide (Gstrein & Beaulieu, 2022; Quach et  al., 2022). To address the severity of 
situations, many privacy laws establish special categories known as ‘sensitive data’ that receive additional 
safeguards (Solove, 2023; Van Bekkum & Borgesius, 2023). These laws differentiate between regular per-
sonal and sensitive data by offering two levels of protection. Instead of solely considering the nature of 
personal data, consumer privacy protection should focus on its use, potential harm, and associated risks. 
This perspective extends beyond sensitive data provisions and should guide the overall framework of 
consumer privacy protection (Kaufmann et  al., 2022).

Consumer privacy protection is triggered by activities involving personal data, typically defined as 
data related to an identified or identifiable person. Once privacy protection is triggered, it necessitates 
a set of protections encompassing individual rights and organizational duties. Recognizing that not all 
privacy situations are equal, many privacy laws acknowledge special categories of personal data called 
‘sensitive data’ that require heightened protection (Solove, 2023; Van Bekkum & Borgesius, 2023). This 
approach allows for tailored protection based on different data types’ severity, risk, and harm (Trakman 
et  al., 2019; Finck & Pallas, 2020). All privacy laws define their scope of personal data, as they cannot 
encompass all data. The most common definition of ‘personal data’ is from the GDPR, which defines it 
as ‘any information relating to an identified or identifiable natural person’. The proposed American Data 
Privacy and Protection Act (ADPPA) proposes similar definitions of identifiability, establishing when data 
is linked to an individual (Kaufmann et  al., 2022). For instance, an IP address can be connected to indi-
viduals and is considered personal data under privacy laws that include identifiability in their definitions. 
Similarly, several privacy laws in the US define personal information as data identifying a person. Even if 
data cannot be directly linked to a specific individual, it can still be considered personal data if com-
bined with other data to identify a person.

The literature regards sensitive data as a crucial aspect of modern data protection (Ghelani et  al., 
2022; Quach et  al., 2022). Numerous privacy laws worldwide provide heightened protection for sensitive 
data. However, the US has historically not recognized sensitive data in its privacy laws (Peloquin et  al., 
2020; Hill, 2022). Many countries’ privacy laws define specific types or categories of data as ‘special cat-
egories of data’ or ‘sensitive data’, warranting more excellent protection. These laws often establish two 
levels of security, one for regular personal data and another for sensitive data. In contrast, some laws do 
not adopt this balanced approach.

6.2.  Managerial implications

The practical implications of this research underscore the necessity for marketing practitioners to imple-
ment AI-driven neuromarketing techniques responsibly, ensuring consumer privacy and consent are at 
the forefront of strategic considerations. Companies should establish transparent data use policies and 
engage in continuous dialogue with stakeholders about the ethical deployment of neuromarketing tools. 
Practical guidelines should be formulated for practitioners to navigate the ethical complexities of con-
sumer data analysis and application, fostering an environment where consumer trust is as central to 
corporate strategy as data-driven insights. Additionally, marketing teams must stay informed about tech-
nological advancements and regulatory changes, adapting their strategies to maintain ethical integrity in 
a dynamic digital landscape. Developing continuous education programs and ethical compliance audits 
could prove beneficial in aligning neuromarketing practices with the evolving expectations of consumers 
and regulatory bodies.

The managerial implications also emphasize the need for a strategic and ethical approach when incor-
porating AI/ML algorithms into neuromarketing practices. Managers must create thorough policies in 
advance to ensure that consumer data is used in a way that respects privacy and builds trust. This 
involves creating straightforward methods for collecting data transparently, obtaining informed consent, 
and providing easily understandable options to opt-out, all in accordance with laws and increasing con-
sumer demands for responsible data management.
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6.2.1.  Training
Training and development are crucial; therefore, managers should focus on educational programs that 
improve the staff’s knowledge of neuroethics, data privacy laws, and the social implications of their work. 
The education needs to reach all areas of the organization, not just the marketing and neuromarketing 
department, to create a culture of ethical awareness. An effective training and development program for 
ethical AI/ML utilization in neuromarketing should encompass a comprehensive educational strategy. It 
may include the provision of ethics and compliance training that addresses general ethical principles, 
data privacy laws, and compliance with regulations such as the GDPR and CCPA. An introduction to 
neuroethics should be incorporated, establishing a foundation for understanding the ethical consider-
ations specific to neurotechnological applications in marketing.

The program should further incorporate technical literacy in AI and ML, ensuring that marketing per-
sonnel comprehend the mechanics of these technologies, data processing methodologies, and the sig-
nificance of data neutrality. Interactive workshops are recommended to apply theoretical knowledge to 
practical situations, enhancing identifying and resolving ethical dilemmas.

Developing soft skills is crucial, emphasizing critical thinking, empathetic engagement, and a 
consumer-focused approach to decision-making. Continual professional enrichment through participation in 
relevant industry events is advocated to maintain currency with evolving ethical discussions in AI and mar-
keting. Facilitating cross-functional collaboration through workshops can foster a multidisciplinary perspec-
tive in ethical deliberation. Additionally, leadership training in ethical conduct and change management 
should be a priority, cultivating the ability to steer organizational culture toward ethical AI/ML applications.

Lastly, formal certification programs in data privacy and ethical AI utilization are recommended to 
underscore the commitment to expertise in these critical areas and enhance the ethical acumen of the 
workforce involved in neuromarketing initiatives.

6.2.2.  Promotion of ethical standards
Companies are also urged to take the lead by participating in industry discussions to promote ethical 
standards and help shape future regulations. Managers should not avoid these conversations but instead 
welcome them as a chance to make an impact and establish ethical standards that have a wide-reaching 
impact on the industry. This could look like reviewing existing marketing strategies for their ethical 
impact, updating KPIs to incorporate ethical concerns, and establishing oversight committees to monitor 
the responsible development and execution of marketing campaigns.

To promote ethical standards in neuromarketing, especially when incorporating AI/ML algorithms, a 
comprehensive framework that includes internal policies and collaboration with the industry is recom-
mended, which may include:

•	 Creating an extensive ethical code: Companies must establish and implement a thorough set of 
ethics guidelines that tackle the particular issues raised by neuromarketing and AI/ML technologies. 
This code should incorporate guidelines for protecting data privacy, obtaining consumer consent, 
promoting transparency, and ensuring fairness in algorithmic decision-making.

•	 Ethics training programs should be held regularly for all staff members to ensure that ethical codes, 
data protection laws, and real-life situations are prioritized in marketing decisions.

•	 Conduct ethical impact assessments before releasing innovative marketing campaigns or algorithms 
to predict and address possible ethical risks.

•	 Developing clear and accessible privacy statements, consent forms, and communication channels is 
needed to inform consumers about data usage and rights and promote trust and transparency in 
consumer communication.

•	 Form cross-disciplinary ethics committees comprising individuals from different departments, such as 
legal, technical, and consumer advocacy groups, to monitor the ethical execution of marketing tactics.

•	 Conduct ethical audits consistently and promote open reporting of marketing practices to internal 
stakeholders and the public.

•	 Collaborate with other organizations, regulatory bodies, and ethical think tanks to raise industry 
standards and shape ethical marketing practices through partnerships and dialogues.
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•	 Create mechanisms for collecting consumer feedback on privacy and ethics, utilizing this information 
to improve marketing strategies on an ongoing basis.

•	 Implement incentives for teams and individuals who uphold and promote ethical practices in the 
company.

Although neuromarketing offers excellent potential for consumer interaction and business develop-
ment, as highlighted in this study, it also presents distinct obstacles. Managers need to confront these 
challenges directly and understand that the future success of AI/ML algorithms in marketing relies on a 
dedication to ethical practices that respect the dignity and rights of individual consumers. This proactive 
approach is focused on reducing risks and serves as a competitive edge in a business environment that 
places greater importance on corporate social responsibility.

6.3.  Conclusions

This study has integrated a mix of methodological approaches, including a structured literature review, 
bibliometric analysis, and empirical data collection through surveys and interviews. It also delves into the 
implications of differing regulatory environments, such as GDPR in the EU and the comparative lack of 
federal regulation in the US, on neuromarketing’s application and ethical considerations. Many discus-
sions on using neuromarketing AI/ML algorithms, expressed by interviewees in this study and available 
in the literature, are set around special categories of personal data classified as ‘sensitive data’ that 
receive heightened protections. Consumer privacy protection from neuromarketing algorithms must 
focus on use, harm, and risk rather than on the nature of personal data. Sensitive data allows for treating 
these situations with more protection, singling out specific categories of personal data for extra protec-
tion. Sensitive data is critical to the GDPR and comprehensive privacy laws worldwide. Algorithms per-
form significantly better than humans in making inferences about sensitive data.

Most regulations with heightened protections for sensitive data define it in specific categories. The 
GDPR, for example, identifies special categories of personal data that include racial or ethnic origin, 
political opinions, religious or philosophical beliefs, trade union memberships, health, sex life, genetic 
data, and biometric data. Similarly, the state consumer privacy laws in California, Connecticut, Colorado, 
Virginia, and Utah (CCPA & CPRA) recognize racial or ethnic origin, religious beliefs, mental or physical 
health diagnosis, sexual orientation, genetic or biometric data, and specific identification numbers as 
sensitive data (Stacey, 2022; Schmit, 2023; Solove, 2023).

6.4.  Recommendations

The following are recommendations for developing, using, and managing AI/ML applications in neuro-
marketing. They intend to rebalance the neuromarketing and neuroethics strategies and promote future 
studies that can integrate the two strands of research. These propositions offer the opportunity to 
advance the discipline’s empirical assessment and provide neuromarketing and neuroethics insights to 
the practitioner community embracing AI/ML.

To protect consumers from unintended or intended consumer harm, such as invasion of privacy, sur-
veillance, bias, and discrimination, governance organizations, and standard committees must intercede, 
as they are primarily responsible for regulating and enforcing standards or rules (Waldman, 2019; Hacker, 
2022). ISO and IEEE are the two most common standards within the EU (Gaborović et al., 2022). Classifying 
the targeted individuals (consumers) or the broader public as stakeholders is critical, as they are the 
most affected party by the AI/ML algorithms’ unethical and often immoral decision-making. Hence, 
developing and holding stakeholders accountable is imperative.

6.4.1.  Developing and Holding stakeholders accountable
Several marketing professionals and scholars involved with using AI/ML algorithms for marketing and 
neuromarketing applications for segmentation and targeting were identified and interviewed for this 
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study. When an AI/ML algorithm is developed, one or a group of system developers are created. These 
individuals may include AI engineers, prominent data engineers, computer and information research sci-
entists, data analysts, data engineers, data scientists, research scientists/applied research scientists, ML 
engineers, IT professionals, and hardware technicians. However, they may also be organizational units 
such as universities or businesses developing advanced technology. These stakeholders usually build the 
AI/ML algorithm’s functional side, which is then integrated into businesses or used in marketing and 
neuromarketing applications and other areas and operations departments.

There is also another group of stakeholders, technologically advanced companies, uniting the devel-
opers and users of the AI/ML algorithms. Some of the leading companies include Appier, GumGum, IBM, 
Heuritech, NetBase, Quantcast, Salesforce, Dstillery, Affectiva, Cognitiv, Apple, Amazon, and Google, which 
have often developers and users working within the same company. However, as ML algorithms neces-
sitate a considerable amount of individual data, some companies may use the services of big data pro-
viders if they aim to generate precise targeting results or want to rely on certified providers.

The final group of stakeholders should be composed of ethics organizations or ethics committees. 
These experts should be ready to advise marketing organizations on what is ethical and elucidate the 
uncertainty around the social implications of AI/ML algorithms technology, thus reducing the moral gap 
created by their use (Winfield et  al., 2019; Thomas et  al., 2022; Albahri et  al., 2023; Dwivedi et  al., 2023).

6.4.2.  Developing guidelines for ethical AI/ML algorithms-driven neuromarketing
The absence of explainability in AI/ML-based black box systems/models significantly hinders the wide-
spread adoption of AI/ML in neuromarketing despite its numerous advantages in various real-world 
applications. Although there are several well-known methods and approaches in Explainable Artificial 
Intelligence (XAI) that aim to provide explanations of decisions that are easily understandable to humans, 
each approach has its strengths and weaknesses. There are still numerous challenges that need to be 
addressed.

6.4.3.  Holding developers of neuromarketing applications ethically responsible
Developing AI/ML algorithms is the first step toward automated neuromarketing. At this level, creating 
an explainable and transparent set of algorithms is vital, reducing their chances of acting as a black box 
in later phases (Shin & Park, 2019; Islam et  al., 2021). Developers must be able to grasp the algorithm’s 
inner workings, finding ways to predict consumer targeting, segmentation, preferences, and 
decision-making using supervised ML algorithms (e.g. Decision tree, Extra tree, Adaptive boost), Extreme 
gradient boost (XGBoost), Light gradient boosting method (LGBM), and Laplacian Kernel Ridge Regression 
(LKRR). Alternatively, SHapley Additive exPlainations (SHAP), a novel black-box interpretation approach, 
can elucidate the predictions (Ekanayake et  al., 2022).

Blattner et  al. (2021) and Ekanayake et  al. (2022) highlight an issue concerning the characterization of 
optimal oversight for algorithms. In this scenario, an agent designs a complex prediction function while 
the principal has limited access to information about the prediction function. Imposing restrictions on 
agents, limiting them to transparent prediction functions, proves inefficient when the bias resulting from 
misalignment between the principal’s and agent’s preferences is slight compared to the uncertainty sur-
rounding the actual state of the world (Blattner et  al., 2021).

Neuromarketing algorithmic audits have the potential to enhance consumer welfare; however, the 
effectiveness of these audits relies heavily on the design of the tools used. Tools that primarily aim to 
minimize overall information loss, a common focus in many post-hoc explainer tools, tend to be ineffi-
cient as they mainly explain the average behavior of the prediction function, overlooking sources of 
misprediction that are crucial for consumer welfare. Instead, targeted tools that address the root causes 
of incentive misalignment, such as excess false positives or racial disparities, can provide optimal solu-
tions (Blattner et  al., 2021). Knowing how these algorithms work and understanding the dataset reduces 
the opacity of algorithms and makes users more trusting of the final output (Cheng et  al., 2019; Lee, 
2020; Ali et  al., 2023).

Although algorithmic transparency is good, information transparency is unethical (Möhlmann, 2021). 
According to research (Kapitonova et al., 2022; Koritnik & Merc, 2022; Semantha et al., 2023), an approach 
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known as privacy-by-design has proven effective. Developers must build privacy into algorithms as a 
default to decrease infringement cases and increase informational transparency (Galli, 2022; Reuter et  al., 
2022; Matulionyte, 2023). Regarding e-commerce platforms, privacy by design means controlling the par-
ties who access data and excluding quasi-identifiers like gender and postcode from the algorithm. Other 
methods for reducing neuromarketing algorithms’ ethical risks include working in diverse teams and 
establishing an honor code among software R&D engineers and departments. Education in AI ethics may 
help reduce the transfer of human biases onto algorithms and develop an ethical AI system (Fabi & 
Hagendorff, 2022; Wirtz et  al., 2023). Researchers conclude that imbalanced data primarily generate 
biased predictions but that engineer demographics also impact (Cowgill et  al., 2020; Harjule et  al., 2023; 
Jones, 2023). As a result, having gender and racial diversity in development teams may contribute to an 
ethical AI system (Goncalves et  al., 2022; Srivastava & Bag, 2023).

6.4.4.  Holding deployers of AI/ML algorithms ethically responsible
Deployers, or users, of AI/ML algorithms are ultimately the ones using these algorithms for segmentation 
and targeting, as well as predicting consumer preferences and decision-making. In the following section, 
a few policies for digital and neuromarketers are recommended. These policies also apply to business 
analysts, advertisers, and algorithm users. Explainability must be extended from the development stage 
to the platform clients. For instance, a movie-streaming platform such as Netflix should be able to explain 
why different series are being recommended to their consumers (i.e. genre, actors, and plots may be 
similar to ones from previously watched series), which, in turn, leads to more personalized service while 
justifying the recommendations. As for personal data, the law must still be obeyed; thus, data ano-
nymization and working with relevant and recent data are required (EC GDPR, 2016), as required by the 
GDPR and the EU Charter of Fundamental Human Rights, where people must be informed about the 
collected data and allowed to object to it.

Most interviewees argued that restricting sensitive consumer data, such as gender, ethnicity, and reli-
gion, may be more beneficial than merely anonymizing it. Digital and neuromarketers who were inter-
viewed shared that they could target the relevant consumer categories without using sensitive data, 
such as creating a behavior-based consumer profile. Several researchers (Scanagatta, 2021; Ge et  al., 
2022; Nam, 2022) depict a model based on clicks, basket insertions, and interest fields that do not rely 
on sensitive consumer data but show effectiveness.

Assuming digital and neuromarketers were unsure whether the personal data was being collected in an 
ethically safe way, they could build data within the company and use only first-party tracking or analytical 
cookies. Blocking these may result in a poor user experience and disrupt the website’s operation (Koop et  al., 
2020; Fouquet et  al., 2023; Hanoglu, 2023). Blocking third-party cookies, on the other hand, decreases the 
likelihood of hijacking but seems to have no substantial influence on e-commerce. Google Chrome, for 
instance, has not been working with third-party cookies since 2018 but still tops the web browser market list 
(Dao & Fukuda, 2021). Thus, though not entirely safe, first-party cookies are preferable.

Another recommendation is to conduct regular inside-organization meetings with other departments 
and ethicists. Consider large multinational companies with a heavy digital presence and a varied multi-
cultural workforce, such as Amazon, Google, Netflix, and Salesforce. It is difficult for these businesses to 
ensure that all their staff adheres to ethical ideals (Baker-Brunnbauer, 2021; Tarafdar et  al., 2020; Lanz 
et  al., 2024). As a result, a code of conduct, supported by at least quarterly meetings, may limit using 
unethical AI/ML. Further, it is crucial to convey the current social challenges concerning society. Due to 
technological breakthroughs and media influence, people may value their well-being and privacy more 
than ever. Knowing that most consumers regard the invasion of privacy as violating their human rights 
is critical for selecting the best marketing strategy. Hence, another policy recommendation should be to 
create a checklist with attributes that consumers may consider unethical. A starting point should be a 
checklist proposed by the European Commission (2019), which can be adapted to different industries. 
Other methods include analyzing client behavior on blogs, considering complaints, and polling consum-
ers or getting feedback for specific campaigns.

Additionally, it is crucial to raise awareness of current social challenges within society. Technological 
advancements and media influence have made individuals more aware of privacy threats. Recognizing 
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that consumers perceive privacy invasion as violating their human rights is essential for devising effective 
marketing strategies. Therefore, creating a checklist of attributes that consumers may consider unethical 
is recommended. The European Commission’s (2019) proposed checklist can serve as a starting point, 
which can be adjusted to suit different industries. Other methods include analyzing consumer behavior 
on blogs, addressing complaints, and conducting polls or surveys to gather feedback on specific 
campaigns.

6.4.5.  Policy implications
The results of this research carry important policy implications, underscoring the necessity for thorough 
laws that cover the ethical application of AI/ML in neuromarketing. Policymakers must think about cre-
ating global guidelines safeguarding consumer privacy, consent, and autonomy while permitting the 
advantageous utilization of neuromarketing advancements. Policy frameworks must be flexible to stay 
current with the fast evolution of AI technologies and their use in neuromarketing. It is essential to 
cooperate among regulatory agencies, industry professionals, consumer champions, and academic 
scholars to uphold the interests of all parties and create fair and efficient regulations. Furthermore, 
these guidelines should create an atmosphere that promotes consumer confidence and corporate trans-
parency, ultimately guaranteeing that neuromarketing techniques benefit consumer well-being and 
market equity.

6.4.5.1. Recommendations for big data providers.  Several digital and neuromarketing firms rely on big 
data providers to run their businesses. Hence, although not entirely part of the actual AI/ML algorithm 
development and use, big data providers should also be considered a stakeholder group due to the 
value they deliver to marketing firms. Ensuring privacy-preserving data collection before transferring the 
data to the digital and neuromarketers could reduce unethical work. For instance, IBM, a big data-
providing company, has already implemented these privacy-preserving data analysis techniques, known 
as differential privacy (Goel et  al., 2021; George & George, 2022). The corporation relies mainly on 
k-anonymity-based algorithms to ensure data sanitization (El Ouazzani & El Bakkali, 2020; Gadde et  al., 
2023). Once used by marketing and advertising firms, the anonymized data cannot be linked back to the 
individual and is thus not intrusive to privacy. Additionally, bias may be decreased as the data contains 
no sensitive consumer information, such as gender, race, or nationality.

6.4.6.  Policy implications for governmental institutions
To ensure the protection of human rights in algorithmic decision-making, governmental institutions need 
to establish a robust framework consisting of norms and standards for the development and application 
of AI across various domains. Such a framework serves as a strong foundation for promoting responsible 
practices. Furthermore, regulatory bodies should actively address issues such as discrimination to prevent 
their recurrence in the future. One practical approach to promoting ethical and standardized AI/ML algo-
rithms is through certification, which can help reduce information asymmetries (Cihon et  al., 2021; Lucaj 
et  al., 2023). For instance, IBM has obtained ISO certificates for information security in cloud services 
(ISO27017), privacy information management systems, and information security management systems. 
These certifications guarantee the security of IBM’s services to its partners, consumers, clients, and the 
general public across 140 countries. Standardization and governance organizations should ensure that all 
e-commerce platforms and data providers adhere to certification standards. In cases of uncertainties, 
evaluating platforms’ compliance can be done using the GDPR checklist, which provides a comprehen-
sive framework for assessing compliance with data protection regulations.

6.4.7.  Implications for consumers and broader public
Engaging in e-commerce and utilizing internet services often involves making trade-offs. The general 
public must be aware of these services’ ethical boundaries. For instance, while some individuals may not 
perceive gender or age as discriminatory, educating a broader audience about how consent for sharing 
information on social media platforms such as Facebook and Instagram can contribute to consumer 
profiling is crucial.
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To protect user privacy, the GDPR mandates that websites have privacy policies and allow visitors to 
opt in or out. However, studies have shown that many consumers reflexively click ‘I have read the terms 
and conditions’ or ‘I agree’ without thoroughly reviewing the privacy policy (Karl & Tao, 2023; Neal et  al., 
2023). Individuals must recognize the importance of reading privacy rules before disclosing personal 
information.

On the other hand, specific services, such as meal or grocery delivery, often require access to the 
consumer’s location. In these cases, clients may face a trade-off between maintaining their privacy and 
receiving a higher level of service. Individuals must decide what they value more: their privacy or the 
quality of service they receive from being shown the nearest restaurants. Ultimately, individuals must be 
conscious of the ethical considerations of using e-commerce, especially when enhanced with augmented 
reality, webcams, and interactive real-time web services, make informed decisions about sharing personal 
information, and weigh the trade-offs between privacy and service quality.

6.5.  Limitations

Despite the best efforts to seek all available scientific text on the topic of AI/ML algorithms applied to 
neuromarketing and its neuroethics implications, due to the novelty of the field and the resultant lack 
of epistemological differences, the data set used for the bibliometric analysis may only partially repre-
sent some of the related studies published in the field in the past five years. Moreover, since stringent 
scientific standards within the research in neuromarketing and neuroethics are yet to emerge, utilizing 
popular concepts and author keywords as an eliminatory criterion of the research process remains 
another limitation that future studies must address. Given the limited number of identified works and 
implementation of select inclusion and exclusion criteria based on a preliminary understanding of the 
field, the findings represent early attempts to understand the scope and the evolving nature of the 
field. Hence, to continue to provide an up-to-date picture of the field, neuromarketing researchers are 
encouraged to repeat this study at regular intervals to reveal the changing trends in the field. Future 
researchers must also collect data from multiple databases and continue to conduct backward and 
forward snowballing to develop an exhaustive dataset to facilitate comparing current and future field 
studies.

The findings of the semi-structured interviews cannot be generalized, as the population sample for 
the US and Spain were very small. The interviewees’ statements and opinions shed some light on the 
issues, supporting many findings in the literature. However, it is difficult to predict how applications of 
AI/ML for neuromarketing will evolve in the upcoming years and what trends will emerge in its industry. 
Although the literature examined for this study is primarily from 2019 onwards, it may need to be 
updated due to the ever-changing nature of AI/ML and its subsets. Furthermore, the primary analyzed 
legislative regulation, the GDPR, is primarily enforced in the EU region. At the same time, the American 
CCPA, unknown to all interviewees in the US and mainly unfamiliar to most consumers, covers only 
California and two other states, Virginia and Colorado, which have opted in. Both seem subject to 
changes.

Another area for improvement of this study is its inability to demonstrate the impact of applying the 
given guidelines with performance indicators. Finally, the stated ethical difficulties and associated obsta-
cles may become irrelevant over time due to emerging and more responsible AI/ML algorithms’ devel-
opment approaches, such as XAI, Decision tree, Extra tree, Adaptive boost, XGBoost, LGBM, LKRR, and the 
novel black-box interpretation approach, SHAP, capable of elucidating predictions (Ekanayake et  al., 
2022). These tools attempt to remove unethical features and protect consumers’ privacy at the early 
development stage of AI/ML algorithms.

6.6.  Further research

There is a significant reason for concerning the prospect of consumer neuromarketing. With the devel-
opment of neurotechnologies and advanced AI/ML algorithm strategies, there will be a substantial 
evolvement in neuromarketing that adds value to consumers and brands but also challenges neuroethics 
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principles, consumer rights, and data privacy. Identifying the most suitable neuromarketing technology 
will require further research, as it relies on several distinctive factors. Neurotechnology selection will 
remain a vital component of process and product innovation strategies. Brands, mainly digital, will 
demand technology selection choices to enable the launching of a brand to keep up with the 
ever-evolving digital markets; therefore, further research on digital brands will be able to improve their 
managerial goals.

In the rapidly evolving field of neuromarketing, safeguarding consumer autonomy and trust is para-
mount. Future research should prioritize the development of strategies that bolster consumer control 
over personal data and enhance transparency in using neuromarketing techniques. Investigating the 
interplay between consumer autonomy, informed consent, and trust in brand relationships can provide 
deeper insights into ethical marketing practices. Such research is crucial for developing robust policies 
protecting consumers from covert data collection and manipulation and fostering an ethical marketing 
environment where consumer trust is valued and integral to business success. Empirical studies focusing 
on the efficacy of consumer education programs and the impact of transparent data usage on consumer 
trust will be instrumental in guiding policy and industry practice, ensuring that neuromarketing advances 
do not come at the expense of consumer rights and confidence (Degtiar & Šimulynas, 2022).

The framework adopted in this investigation might not be suitable in some countries, or even the US 
or Spain, due to the degree of exposure, the difference in the culture of neuromarketing technology use, 
and social and economic viability. Further research is needed to draw on and shape the expanded frame-
work of these factors. The findings stemming from the analysis were based on academicians’ and prac-
titioners’ perspectives. This study collected data from different samples in the US and Spain, for instance, 
organizations that could have been interested in exploiting neuromarketing and neuroethics research, 
especially as it was connected to adopting AI/ML algorithms for consumer neuromarketing strategies.

Since a substantial portion of this study was qualitative, the research design, rigor in data collection, 
management of the large amount of raw data involved, analysis, and credibility of the findings may 
require further validation. This approach may have led to unanticipated bias in data analysis, mainly since 
datasets from two countries, the US and Spain, were analyzed. Therefore, this study provides a biased 
understanding of the options and insights/information about the factors/issues shaping the challenges 
and limitations of neuromarketing AI/ML algorithm implementations. Hence, further research based on 
case studies and mixed methods should be undertaken to validate this study’s outcomes. Other research 
instruments and tools, such as neuroimaging and physiological tools, alongside traditional methods in 
other studies, will be used to test, confirm, and validate the outcomes of this study using a larger sample 
(population).

Future research should prioritize exploring emerging ethical challenges and developing robust frame-
works to govern the application of neuromarketing strategies as AI technologies advance. It is imperative 
to extend the discourse beyond the current regulatory environments, such as the GDPR, to establish a 
cohesive global standard that accommodates the rapid technological evolution and its implications for 
consumer privacy and autonomy. Further, studies should investigate the nuanced impacts of neuromar-
keting on consumer trust, advocating for practices that bolster transparent and consumer-centric mar-
keting approaches. This would aid in aligning the technological progression in neuromarketing with the 
foundational principles of consumer rights and ethical marketing, fostering an environment of trust and 
mutual benefit between businesses and consumers. Additionally, interdisciplinary research is called for to 
integrate insights from technology developers, policymakers, and marketing professionals, ensuring that 
the ethical guidelines devised are technologically informed and pragmatically applicable within the 
diverse global market landscape.

Considering the global impact of neuromarketing and AI, addressing ethical practices within an inter-
national context is essential. Future research should also expand the investigation of neuromarketing 
ethics to encompass a broader array of cultural and legal frameworks, acknowledging the diversity in 
consumer values and regulatory landscapes. A global perspective on neuromarketing ethics calls for har-
monizing standards while respecting regional differences, promoting cross-cultural dialogues, and encour-
aging multinational collaborations. This approach is crucial in developing ethical guidelines sensitive to 
global market dynamics and the varying degrees of consumer protection laws. Such research would 
contribute to a more inclusive understanding of international consumer rights and ethical marketing 
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practices, supporting creating policies that protect consumers and facilitate fair and competitive markets 
worldwide.

Considering fast technological advancements, there is a growing need to consistently review and 
modernize ethical guidelines in neuromarketing to align with innovation. Future research should examine 
how AI, machine learning, and data analytics progress impact consumer privacy and decision-making in 
neuromarketing. Innovative technologies like augmented reality and biometric data analysis bring about 
new ethical questions that must be studied and regulated in advance. Scholars should focus on antici-
pating and preventing ethical violations before they spread widely. In developing a proactive ethical 
framework for neuromarketing applications, combining knowledge from computer science, ethics, and 
consumer behavior is crucial to ensure consumer interests are protected and trust is maintained amidst 
technological advancements.
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