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ABSTRACT

Modern economies grapple with unprecedented challenges that yielded traditional
supply chain resilience (SCR) ineffective, creating a race towards digital supply chain
resilience (DSCR) through adopting Industry 4.0 (14.0) strategies and technologies, with
the primary goal to fortifying organizations’ capabilities in promptly and efficiently
identifying, mitigating, and rebounding from disruptions. This shift highlights the critical
differences between traditional SCR and the emerging DSCR paradigm. Nevertheless,
the literature on DSCR, especially pertaining to precise investment strategies, remains
notably limited. This research seeks to address this critical gap through an empirical
investigation leveraging insights from seasoned supply chain experts in academia and
industry. Distinguishing itself, the study meticulously navigates investment decisions,
aiming for a striking delicate balance between avoiding over-investment risks
jeopardizing profitability and steering clear of under-investment pitfalls exposing
vulnerabilities. This research stands as a distinctive contribution to existing literature,
offering actionable insights into the nuanced realm of DSCR, while highlighting the
shifting dynamics between traditional SCR and emerging DSCR strategies. However,
while insights from experienced experts offer valuable perspectives, the study is not
immune to empirical challenges. Individual industry contexts may introduce variability
in strategy applicability. Additionally, the dynamic landscape of technology and business
practices implies findings may need periodic reassessment. Despite these limitations,
the research’s implications are profound, serving as a roadmap for organizations
navigating toward DSCR complexities, and for policymakers aiming towards providing
efficient regulations and ecosystems that allow for harnessing 14.0 powers in enhancing
an organization’s DSCR within financial constraints.
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1. Introduction

The increasing integration of Industry 4.0 (14.0) technologies in industry, logistics, and supply chains has
revolutionized the way organizations approach new states of production and transportation activities
towards the so-called high-performance supply chain management (SCM). Nevertheless, digital transfor-
mation (DT) projects are complex, interdisciplinary, and costly; hence, it has become an imperative pre-
requisite to evaluate the optimum 14.0 investments prior to embarking on such intricate projects
(Al-Banna et al., 2022). This paper employs an empirical investigation analysis based on a comprehensive
survey that received the necessary recognition and approvals from Institutional Review Board (IRB) under
the number HBKU-IRB-2024-10, with the objective of evaluating perspectives from supply chain (SC) pro-
fessionals in industrial (market, business) and academic environments about the impact of a wide range
of 14.0 technologies on SCR. In addition, the paper validates participants’ inputs through a verification
channel of seven layers with the acronym ‘GRACIAS’ (Al-Banna et al., 2023), offering valuable insights for
organizations marching towards enhancing their DSCR. The findings of this paper emphasize the impor-
tance of carefully considering the resilience drivers and the aspects of vulnerabilities towards supply
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chain resilience (SCR) when making investment decisions in 14.0 technologies, in addition to other critical
factors. The results highlight the crucial role that thorough evaluation of the factors contributing to SCR
plays when investing in advanced technologies. It is important to recognize that SCR is a complex and
dynamic concept influenced by various internal and external factors, such as regulatory environment,
cybersecurity, scalability, among others. It is necessary to consider these and all relevant factors when
making investment decisions. Therefore, the resilience drivers and the aspects of vulnerabilities of SCR
must be taken into account, along with other critical factors, to ensure that investment decisions are
well-informed and aligned with long-term strategic goals. This paper contributes to the existing body of
knowledge on SCR and 14.0 by offering valuable insights on identifying 14.0 investments for enhanced
SCR that falls within the SC resilience fitness space (RFS).

Today'’s rapidly changing and unpredictable global markets can have serious impacts on an organi-
zation's operations, reputation, revenues, and even survival. Hence, organizations have been investing
in enhancing their SCR capability to minimize the risk of disruptions and augment their ability to
detect, avoid, and recover efficiently and timely from a disruption. However, answering the questions
of where to invest and how much to invest remains a challenge for organizations to conquer. Balancing
the investment in enhancing SCR capabilities with investment and financial considerations is crucial in
establishing the ideal RFS. On one hand, a significant investment in enhancing resilience can help
organizations better prepare for and respond to disruptions. This can include as an example investing
in risk management systems, contingency plans, and training and development programs for employ-
ees. While, on the other hand, excessive investment in resilience measures may not be financially fea-
sible for some organizations since it can divert resources away from other critical areas of the business.
Within the same context, a dearth of investment in SCR, misallocated investments towards unsuitable
technologies, or investments of an insufficient scale in appropriate technologies can all engender
heightened levels of vulnerability for an organization, impeding its ability to respond effectively to
disruptions, whether natural, man-made or the recent black swan of COVID-19 pandemic (Carrillo
et al, 2022). The ideal RFS is one where organizations invest in enhancing their SCR capability in a
way that is both effective and financially responsible (Pettit et al., 2010). This requires organizations to
engage in a comprehensive risk assessment process and prioritize their investments based on the
likelihood and impact of potential disruptions. By carefully balancing their investment in resilience
with financial and sustainable considerations, organizations can achieve a RFS that provides a solid
foundation for risk management and response, while also ensuring their long-term financial viability.
In summary, the concept of RFS as applied to SCM is an important consideration for organizations’
resilience and efficiency throughout raw material (crude oil, minerals, food, etc.) to product (gasoline,
copper, etc.) value chains.

Capitalizing on the previous fundamentals of SC and in the wake of the rapid pace of technological
advancements of the 14.0 age, the conventional investment in SCR does not suffice in combating
today’s ever-increasing and evolving distributions and risks (Calabrese & Vervaeke, 2017). Hence, invest-
ment in 14.0 technologies is a critical necessity in today’s rapidly changing and interconnected global
market. Investing in 14.0 technologies can help organizations improve their SC visibility, SC structure,
SC information sharing, among other SCR drivers, allowing them to quickly identify and respond to
disruptions.

Furthermore, to gain a comprehensive understanding of the benefits of investing in 14.0 technolo-
gies for supply chain resilience, it is essential to consider the perspectives of supply chain experts.
While some organizations may be hesitant to invest in new technologies due to uncertainty about
their potential benefits and costs, empirical research can provide valuable insights into these issues.
By surveying supply chain experts, organizations can gain a better understanding of the specific ben-
efits that 14.0 technologies can provide, and how investment in these technologies can improve their
supply chain resilience.

Empirical research, including survey investigations, has long been recognized as a valuable methodol-
ogy for gaining insights into complex phenomena (Creswell & Creswell, 2017). In the context of supply
chain management, an empirical survey investigation can provide a unique opportunity to tap into the
collective knowledge of supply chain experts and gain a deeper understanding of 14.0 technologies and
investment in DSCR.
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One of the key advantages of empirical survey investigations is their ability to generate quantitative
data that can be analyzed using statistical methods to identify patterns and relationships between vari-
ables (Wolf et al., 2016). In the case of our research, a survey investigation can provide a wealth of
quantitative data on supply chain experts’ perceptions of 14.0 technologies and their impact on DSCR. By
analyzing this data, we can gain a clearer understanding of the factors that influence investment deci-
sions in digital transformation for enhanced SCR and identify opportunities for improving supply chain
performance through the adoption of 14.0 technologies.

Moreover, a well-designed survey investigation can enable us to draw inferences about the wider
population of supply chain experts from which our sample is drawn. This can be achieved by using rig-
orous sampling techniques to ensure that our sample is representative of the population of interest, and
by employing statistical techniques to control bias and confounding factors. By doing so, we can gener-
ate results that are generalizable beyond our sample since these results can contribute to the wider
body of knowledge on the topic.

Another advantage of survey investigations is their ability to capture rich qualitative data through
open-ended questions or structured interviews (Fowler, 2013). This allows us to gain a more nuanced
understanding of supply chain experts’ perceptions and experiences, and to explore the reasons behind
their attitudes and behaviors. In the context of our research, open-ended questions can be used to
probe deeper into the factors that influence investment decisions in digital supply chain resilience and
the challenges that organizations face when adopting 14.0 technologies.

Finally, survey investigations can be a cost-effective way to collect data from a large and diverse
group of respondents (Dillman et al., 2014). This is particularly important in the context of our research,
where we aim to gather perspectives from a wide range of SC experts with different backgrounds and
experiences. By administering the survey online, we can reach a geographically dispersed group of
respondents and minimize the costs associated with data collection.

This paper endeavors to elicit the perspectives of erudite professionals and scholars in the fields of
DSCR and 14.0 regarding the interplay between SCR and SCV drivers, as well as 14.0 technologies in
the context of enhancing DSCR. One of the salient contributions of this paper to the extant knowl-
edge base in this area is the presentation of a comprehensive and methodical roadmap that provides
both academic and business domains with robust guidelines for progressing towards their DSCR objec-
tives within the resilience fitness space (RFS). The guidelines emanate from the expertise and erudition
of a cohort of supply chain and logistics professionals hailing from aviation, shipping, maritime, and
logistics industries, along with distinguished academics and scholars from the field, acquired via a
structured survey.

In order to ensure the validity and reliability of the survey, a thorough survey design and pilot study
was conducted before the main data collection stage took place. The survey was designed based on a
thorough review of the literature and input from experts in the field of supply chain resilience and 14.0
technologies. A sample of 30 supply chain professionals participated in the pilot study. The thirty partic-
ipants where split equally between industry and academy, where 15 participants from each domain
globally. The industry participants were split among; airlines, airports, shipping companies, seaports, and
land transport. The authors have worked with renowned organizations in these sectors that enabled such
a widespread and global reach. Each respondent was met individually, either physically or virtually for
about fifteen minutes where detailed discussions took place about the survey background, motivation,
design, the target perspectives to be addressed, the similarity among various SCR drivers and how to
distinguish them for the survey respondents. Similarly, the pilot discussed the similarities among the
various SCV drivers and ways to simplify them for the survey respondents. Next, the 14.0 technologies
were discussed with the 30 pilot respondents, as well as the GRACIAS verification channels in detail
(Al-Banna et al., 2023). The pilot survey assessment yielded a number of recommendations such as pro-
viding definitions for the SCR, SCV and GRACIAS. Next, another recommendation was to provide detailed
definitions of 14.0 technologies, as the respondents believe that different SC experts could have different
perceptions about each 14.0 technologies.

In addition to the aforementioned path the construction of the proposed survey (see in Appendix),
this critical phase of the survey design identified and addressed some areas of improvements with
respect to issues with survey wording, structure, and response gathering options. For the purpose of this
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paper, these cognitive interviews pilot survey approach were deemed the most appropriate methodol-
ogy for evaluating survey question quality and identifying areas for improvement, given the valuable
insights obtained by the SC experts.

In Section 2, a literature review is presented followed by a discussion of the 14.0 technologies consid-
ered for the empirical investigation analysis. In Section 3, the empirical investigation methodology is
addressed. In Section 4, the empirical investigations, findings, and discussions are presented. In Section
5, the research implications and managerial perspectives are discussed. Finally, Section 6 presents the
paper conclusions. The designed survey is found as Appendix.

2, Literature review and overview of the industry 4.0 technologies
considered for the empirical investigation analysis

2.1. Literature review

Prior to delving into the key 14.0 technologies, the paper presents a summary of key papers that
addresses and provides valuable contribution to the knowledge base of this topic. For example, Xu
et al. (2021) provide several key takeaways and recommendations regarding the implementation and
perception of 14.0 and Industry 5.0 (15.0) paradigms. Firstly, it highlights that 14.0 represents a transfor-
mative concept integrating advanced technologies such as the Internet of Things (loT), Cyber-physical
Systems (CPS), and Big Data Analytics (BDA), offering potential benefits such as increased productivity,
improved quality, and enhanced customization capabilities. Secondly, the paper emphasizes that 15.0
builds upon 14.0 by recognizing the importance of human-machine collaboration and the integration
of human skills with advanced technologies. It underscores the role of Al in facilitating seamless inter-
action between humans and machines. The paper further emphasizes the need to address challenges
and barriers to successfully implement 14.0 and 15.0. It highlights concerns related to data security and
privacy, which need to be adequately addressed. Furthermore, the importance of investing in work-
force upskilling and training is stressed to ensure a smooth transition to these new paradigms.
Furthermore, the perception and adoption of 14.0 and 15.0 are acknowledged to vary across industries
and countries. Consequently, the paper recommends that organizations consider industry-specific
needs, market conditions, and technological readiness when formulating implementation strategies.
Collaboration and knowledge sharing among researchers, practitioners, and decision-makers are
deemed crucial to drive the understanding and adoption of these paradigms. Platforms facilitating the
exchange of best practices, lessons learned, and case studies are suggested to facilitate successful
implementation. Lastly, the paper advises organizations to continuously monitor technological advance-
ments and market trends to stay abreast of developments and adapt strategies accordingly. Regular
assessment and evaluation of 14.0 and 15.0 initiatives are encouraged to identify areas for improvement
and refine implementation approaches.

On the other hand, Singh et al. (2023) offer valuable insights and recommendations regarding the
use of Digital Twin technology to improve resilience and sustainability in food supply chains. The study
employs a grey causal modelling (GCM) approach to analyze the relationships and causalities within
the supply chain network. The key insights from this research include the identification of critical
factors that impact the resilience and sustainability of food supply chains. The authors highlight the
importance of understanding the complex interactions between these factors and propose the use of
Digital Twin technology as a valuable tool for modeling and simulating supply chain operations. The
study demonstrates that Digital Twin technology can provide a dynamic and real-time representation
of the supply chain, enabling stakeholders to anticipate and respond to disruptions more effectively.
Furthermore, the paper emphasizes the significance of resilience and sustainability in the context of
food supply chains. It highlights the need for proactive strategies to mitigate risks and enhance the
overall performance of the supply chain network. The authors suggest that Digital Twin technology can
support decision-making processes by providing insights into potential bottlenecks, vulnerabilities, and
opportunities for improvement. Based on their findings, the paper provides several recommendations
for practitioners and policymakers. Firstly, organizations in the food industry should consider adopt-
ing Digital Twin technology as a means to enhance resilience and sustainability in their supply chains.
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This technology can facilitate real-time monitoring, predictive analytics, and scenario-based simulations,
enabling proactive decision-making and rapid response to disruptions. Secondly, collaboration among
stakeholders is crucial for effective implementation of Digital Twin technology. This includes sharing data
and knowledge, aligning goals and objectives, and establishing partnerships to address common chal-
lenges in the food supply chain. Collaboration can help build a more resilient and sustainable ecosystem
by fostering information exchange and coordinated decision-making. Lastly, policymakers are urged to
create an enabling environment for the adoption of Digital Twin technology in the food industry. This
includes developing supportive regulatory frameworks, incentivizing investments in digitalization, and
promoting research and development activities in the field. Policymakers should also consider the ethi-
cal and privacy implications associated with the use of digital technologies in supply chain operations.

Furthermore, Ghobakhloo (2020) present key insights, value adds, and recommendations regarding
the intersection of 14.0, digitization, and sustainability. The study explores the potential of 14.0 technol-
ogies to contribute to sustainable development and addresses the challenges and opportunities associ-
ated with their adoption. One of the key insights of the paper is the recognition that 14.0 technologies,
such as the loT, BDA, and Al have the potential to enable significant sustainability improvements across
various industries. These technologies offer opportunities for optimizing resource utilization, enhancing
energy efficiency, reducing waste, and improving environmental performance. By leveraging digitaliza-
tion, organizations can achieve more sustainable and environmentally friendly operations. The paper also
highlights the value adds of adopting 14.0 technologies in terms of sustainability. It emphasizes that the
integration of digital technologies with sustainable practices can lead to enhanced operational efficiency,
increased competitiveness, and improved environmental and social outcomes. For example, real-time
monitoring and data analytics can enable better decision-making and resource management, leading to
reduced energy consumption and greenhouse gas emissions. The automation and connectivity enabled
by 14.0 technologies can also contribute to safer working environments and improved labor conditions.
Based on their analysis, the authors provide several recommendations for practitioners and policymakers.
Firstly, organizations are encouraged to embrace a holistic approach to digital transformation, integrat-
ing sustainability considerations into their digitalization strategies. This includes adopting energy-efficient
technologies, implementing circular economy principles, and prioritizing sustainable supply chain prac-
tices. By aligning digitalization efforts with sustainability goals, organizations can maximize the posi-
tive impact of 14.0 technologies. Secondly, collaboration and knowledge sharing among stakeholders
are emphasized as critical enablers for sustainable 14.0 implementation. Partnerships between industry,
academia, government, and civil society can foster innovation, facilitate technology transfer, and address
challenges related to skills development and workforce transition. The paper suggests the creation of
collaborative platforms, networks, and policy frameworks to support the exchange of best practices and
promote collective action towards sustainability. Lastly, policymakers are urged to develop supportive
regulations and incentives to encourage the adoption of sustainable 4.0 practices. This includes the
establishment of standards for energy efficiency, waste reduction, and environmental performance. Policy
interventions should also promote the development and deployment of sustainable technologies, pro-
vide financial support for sustainable initiatives, and encourage sustainable practices through regulatory
frameworks.

In the same connection, Rajesh (2023) presents valuable inputs and recommendations with regards to
the prediction of environmental sustainability performances of firms using a trigonometric grey predic-
tion model. The study aims to develop a forecasting model that can assist in predicting the future envi-
ronmental sustainability performances of firms, thereby supporting decision-making and facilitating
sustainability planning. One of the key insights of the paper is the application of a trigonometric grey
prediction model as a tool for predicting environmental sustainability performances. The authors high-
light the importance of accurate prediction models in assessing and monitoring the environmental
impact of firms. By utilizing the trigonometric grey prediction model, the study demonstrates the poten-
tial to forecast environmental sustainability performances and anticipate future trends, enabling proac-
tive measures and informed decision-making. The value adds of this research lie in its contribution to
the field of environmental sustainability performance prediction. The paper introduces a novel approach
that combines trigonometric functions and grey forecasting techniques to improve the accuracy of pre-
dictions. The trigonometric grey prediction model offers a flexible and reliable framework for capturing
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the complex dynamics and interrelationships involved in environmental sustainability performances. The
study also provides empirical evidence of the effectiveness of the proposed model through the analysis
of real-world data. Based on their findings, the authors provide several recommendations for practitioners
and policymakers. Firstly, firms are encouraged to adopt proactive measures in assessing and improving
their environmental sustainability performance. The trigonometric grey prediction model can serve as a
valuable tool for firms to monitor their progress, identify areas for improvement, and set realistic targets
for sustainable practices. By leveraging predictive modeling, firms can anticipate future challenges and
develop appropriate strategies to mitigate environmental impacts. Secondly, policymakers are urged to
incorporate predictive modeling techniques, such as the trigonometric grey prediction model, into their
policy-making processes. Accurate predictions of environmental sustainability performances can inform
the development of effective regulations, incentives, and support mechanisms that encourage firms to
adopt sustainable practices. Policymakers should also focus on fostering collaboration and knowledge
sharing among firms to facilitate the implementation of sustainability initiatives and promote industry-wide
environmental improvements. Lastly, the paper emphasizes the importance of further research and
development in the field of environmental sustainability performance prediction. The authors suggest
exploring advanced modeling techniques and integrating additional factors, such as social and economic
indicators, into the predictive models. Continual refinement and validation of prediction models will
enhance their reliability and applicability, enabling more accurate assessments of firms’ environmental
sustainability performances.

Lastly, Sony and Naik (2020) provide key insights, value adds, and recommendations regarding the
evaluation of 14.0 readiness for organizations. The study aims to identify the essential components that
contribute to an organization’s preparedness for 14.0 implementation through a comprehensive review of
the existing literature. One of the key insights of the paper is the identification of key ingredients or
factors that determine an organization’s readiness for 14.0. The authors emphasize that 14.0 readiness is
not solely dependent on technological capabilities but also encompasses organizational, human, and
strategic aspects. The study identifies a range of factors such as leadership commitment, organizational
culture, digital infrastructure, data analytics capabilities, talent development, and strategic alignment that
play a crucial role in determining an organization’s readiness for 14.0. The value adds of this research lie
in its contribution to the understanding of 14.0 readiness evaluation. By synthesizing and analyzing the
literature, the study provides a comprehensive framework that encompasses the multiple dimensions of
readiness. This framework enables organizations to assess their strengths and weaknesses across various
readiness factors, facilitating informed decision-making and targeted interventions to enhance their read-
iness for 14.0 adoption. Based on their analysis, the authors provide several recommendations for practi-
tioners and researchers. Firstly, organizations are encouraged to conduct a thorough assessment of their
readiness for 14.0 using a holistic approach. This involves evaluating not only technological aspects but
also organizational and strategic factors. Organizations should leverage assessment tools and frameworks
developed based on the identified key ingredients to gain insights into their current state and prioritize
areas for improvement. Secondly, the paper highlights the importance of leadership commitment and
organizational culture in fostering 14.0 readiness. Leaders and executive management should demon-
strate a clear vision, commitment, and support for the digital transformation journey. They should also
foster an innovative and agile culture that embraces change, experimentation, and continuous learning.
Developing a shared understanding of the benefits and implications of 14.0 within the organization is
crucial for successful implementation. Lastly, the study emphasizes the need for ongoing research and
collaboration in the field of 14.0 readiness evaluation. Further empirical studies and case analyses are
recommended to validate and refine the identified key ingredients and their impact on organizational
readiness. Researchers are encouraged to explore the interdependencies and interactions among differ-
ent readiness factors and develop practical tools and methodologies for assessing 14.0 readiness. The
intricate and nuanced nature of these interdependencies, often delicately poised, seems to have been
overlooked by scholarly scrutiny. Addressing and disentangling such complexities becomes notably chal-
lenging due to their elusive and frequently misconstrued character. This intricate landscape is further
compounded by a prevailing dearth of comprehensive knowledge within both academic and business
domains, a circumstance elucidated by Al-Banna et al. (2023). The multifaceted interactions and depen-
dencies between various elements necessitate a thorough exploration and understanding, wherein the
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dynamics of these relationships are intricately interwoven with both scholarly and practical dimensions.
As we navigate this intricate terrain, it becomes evident that the limited comprehension of these inter-
dependencies in academic and business contexts adds layers of intricacy to an already intricate web of
relationships. The resulting confluence of factors underscores the critical need for a more nuanced and
expansive comprehension of these intricacies to inform both scholarly inquiry and practical endeavors.
This calls for an intensified focus on interdisciplinary collaboration and rigorous investigation to unravel
the subtleties inherent in the interplay of factors, fostering a more comprehensive understanding that
transcends conventional boundaries.

In summary, the explicated literature review proffers profound insights and discerning guidance for
executives, practitioners, and researchers endeavoring to assess and augment their organizational pre-
paredness for the adoption of 14.0. This comprehensive examination not only facilitates the strategic
positioning of organizations but also imparts the requisite proficiency to adeptly navigate the intricate
landscape rife with challenges and opportunities emblematic of the digital transformation era. By con-
scientiously adhering to the delineated recommendations, organizations can adroitly negotiate the intri-
cate nuances associated with both 14.0 and 15.0, thereby harnessing the transformative potential inherent
in these paradigms to achieve elevated levels of operational performance and competitive prowess.

Concomitantly, the literature unearths a discernible lacuna in the existing knowledge repository. This
research, therefore, seeks to fill this void by undertaking a meticulous investigative approach, delving
into the intricate terrain of investment decisions within the contextual ambit of 14.0. The literature nota-
bly lacks research that strikes a judicious equilibrium between the benefits, costs, and challenges intrinsic
to 14.0 adoption. Consequently, this research assumes the onus of redressing this consequential gap,
proffering recommendations imbued with value that can guide organizations in realizing their digital
transformation objectives. This endeavor is particularly germane in mitigating the inherent risks associ-
ated with over-investing, which poses a potential compromise to organizational profitability, while con-
currently averting the pitfalls of under-investment that might expose organizations to heightened
vulnerabilities.

As a corollary, the research significantly contributes to the scholarly discourse by furnishing indispens-
able guidance for policymakers and decision-makers. It provides them with the necessary tools to culti-
vate resilient strategies, bespoke for the exigencies of 14.0, thereby deftly addressing the multifaceted
challenges arising from the intersection of digital transformation and financial constraints. In essence,
this scholarly endeavor stands as a distinctive and pragmatic contribution to the extant literature, offer-
ing nuanced insights into the realm of digital supply chain resilience within the expansive context of
Industry 4.0 and its evolutionary trajectory.

2.2. Industry 4.0 technologies considered for the empirical study

Industry 4.0 (14.0), also referred to as the Fourth Industrial Revolution, represents the integration of
advanced digital technologies into traditional industrial processes. 14.0 is characterized by the widespread
adoption of technologies such as artificial intelligence (Al), the internet of things (loT), additive manufac-
turing (AM), cloud computing (CC), blockchain (BC), big data analytics (BDA), among others. These tech-
nologies are changing the way businesses interact with their customers, employees, and suppliers,
leading to new opportunities and challenges (Hsu et al., 2022). In this paper, we will examine the details,
potential applications, advantages, risks, and recommendations for each of these 14.0 technologies.

2.2.1. Artificial intelligence

Artificial Intelligence (Al) is the development of computer systems that can perform tasks that typically
require human intelligence, such as visual perception, speech recognition, decision-making, and language
translation. Al has a wide range of potential applications in various industries, including healthcare,
finance, manufacturing, and retail. In healthcare, this can be used to diagnose diseases and analyze
patient data to provide personalized treatment plans. In finance, Al can be used to identify fraud and
predict market trends. In manufacturing, Al can optimize production processes, reduce waste,
and improve quality control. In retail, it can provide personalized shopping experiences, improve SCM
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and better sales forecast (Gupta et al,, 2022). The main advantage of Al is its ability to automate tasks
that would otherwise require human intelligence, freeing up human capital time and resources for more
complex and creative tasks. Al can also process large amounts of data faster and more accurately than
humans, enabling businesses to make more informed decisions. Additionally, Al can reduce the cost of
operations, increase efficiency, and improve product quality. On the other hand, one of the main risks of
Al is the potential for job loss as automation replaces human workers. Additionally, Al systems can be
biased if the data used to train them is biased, leading to inaccurate and discriminatory decisions. There
is also the risk of Al systems being hacked and used for malicious purposes.

Recent research proposes a new approach to Al that focuses on integrating human-like intelligence
and machine learning algorithms and suggests that the third generation of Al should be capable of
reasoning and decision-making using both symbolic and sub symbolic techniques, allowing machines to
handle complex and uncertain situations in a more efficient manner. Additionally, researchers emphasize
the importance of integrating Al into a broader social and ethical context to address potential biases and
unintended consequences of Al. The third generation Al has the potential to create significant benefits
for society, but it will require a collaborative effort among researchers, policymakers, and other stake-
holders to ensure its success (Belhadi et al., 2022). To maximize the benefits of Al while minimizing the
risks, it is important to have proper regulations in place to ensure that Al systems are transparent and
unbiased. Companies should also invest in training and development programs to help their employees’
transition to the new Al-driven workforce. Furthermore, businesses should prioritize cybersecurity to pro-
tect against potential threats to their Al systems since data is the main input for Al.

In the same context, the advancement and implementation of Al technologies may bring forth a
plethora of hazards that demand attention in order to ensure their responsible and ethical usage. One
of the most pressing concerns surrounding Al is the issue of bias and discrimination. Al systems rely on
immense amounts of data for their training, and if this data is biased, the Al system will internalize and
perpetuate these biases, potentially resulting in prejudiced outcomes such as the exclusion of certain
groups from accessing services or the implementation of unjustly biased decisions against individuals or
groups. To address this concern, it is crucial to ensure that Al systems are trained on inclusive and diverse
data sets and to regularly assess and rectify any biases that may arise. Another risk associated with Al is
job displacement, where the possibility of extensive automation leading to unemployment creates appre-
hension. To tackle this challenge, it is pivotal to provide aid to workers who face displacement due to
Al adoption, by offering training and support to transition into new roles.

In the same connection, a key concern associated with Al is the lack of accountability. Al systems can
make decisions that have significant impacts on people’s lives, but it is often difficult to determine who
is responsible for these decisions and how they can be held accountable (Spieske & Birkel, 2021). To
address this concern, it is important to develop Al systems that are transparent and explainable, so that
their decision-making processes can be understood and evaluated. Finally, Al systems can also be vul-
nerable to hacking and cyberattacks, which can have serious consequences. To mitigate this risk, it is
essential to ensure the security of Al systems, through the implementation of appropriate security mea-
sures and the use of secure development practices. To maximize the benefits of Al and minimize its
associated risks, it is essential to develop Al in a responsible and ethical manner, taking into account the
potential impacts of the technology on society. This requires a collaborative effort between policymakers,
developers, and stakeholders, to ensure that Al is regulated and used in a manner that is consistent with
ethical and social values (Zhang et al., 2022).

2.2.2. Internet of things

The Internet of Things (loT) refers to the interconnected network of physical devices, engines, vehicles,
industrial appliances, and other items that are embedded with electronics, software, and sensors, allow-
ing them to collect and exchange data. loT devices can be connected to the internet, allowing them to
communicate with each other and with centralized systems. loT is among the widely used 14.0 technol-
ogies with numerous potential applications (Irfan et al.,, 2022). For example, in the healthcare industry
loT can be used to monitor patients remotely, enabling healthcare providers to provide better care. In
manufacturing, it can optimize production processes, reduce waste, analyze engines lubricant, and send
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notifications of necessary maintenance cycles, which improves industrial reliability and increases quality
control. In energy systems, this can be used to manage energy usage and reduce waste, via smart light-
ing systems, among others. loT’s key advantage steams from its ability to collect and analyze large
amounts of data from various sources, enabling businesses to make more informed decisions.

While loT brings about a range of benefits, there are also various risks associated with it. First, the
security risks, due to the fact that loT devices collect and transmit large amounts of data, they are vul-
nerable to hacking and cyberattacks. Hackers can exploit vulnerabilities in loT devices to gain unautho-
rized access to sensitive information or control over the device itself. Similarly, loT poses privacy risks as
it collects and stores vast amounts of personal information, which could be accessed by unauthorized
parties or used for malicious purposes. In addition, loT could suffer from interoperability risks, where
different loT devices may use different protocols and standards, making it difficult for them to commu-
nicate and work together. This can lead to compatibility issues, system failures, and reduced efficiency.
In the same connection, loT has inherited reliability risks, due to its nature of relying on complex tech-
nologies, software and telecommunications and physical infrastructures, which can be subject to bugs
and errors. If a device fails, it can cause disruptions in the system and impact the overall reliability of
the loT ecosystem (Sharma et al., 2020). Similarly, loT poses legal risks, as it raises various legal questions,
such as data protection, privacy, intellectual property, and liability.

To mitigate these risks and maximize the benefits of loT technology, it is recommended to implement
strong security measures with the objective to ensure that loT devices are equipped with robust security
protocols, such as encryption, firewalls, and secure authentication protocols. Similarly, it is advisable to
regularly upgrade the software and firmware of IoT devices to address any potential vulnerabilities or
bugs. In the same connection, it is recommended to review the type of personal information that is
being collected and transmitted by loT devices and take steps to ensure that this information is pro-
tected. Additionally, addressing the interoperability is key and encouraging the use of common standards
and protocols to ensure that loT devices can communicate and work together seamlessly.

In the same connection, a noteworthy niche area where loT is increasingly considered is in the value
chain of the liquefied natural gas (LNG) industry, which has witnessed tremendous growth in recent
years, driven by increasing demand for cleaner energy sources and the expansion of LNG infrastructure
worldwide. However, the storage and transportation of LNG pose significant challenges, particularly due
to the generation of boil-off gas (BOG). BOG is a natural phenomenon that occurs when LNG warms up,
causing it to vaporize and generate gas. The generation of BOG can lead to the loss of valuable energy
and pose safety risks, making it a critical issue in the LNG industry. The adoption of IoT in the LNG
industry can play a crucial role in enhancing the control of LNG resilience and minimizing the genera-
tion of BOG.

loT technology can provide real-time visibility and monitoring capabilities for the LNG supply chain.
By using loT sensors and devices, companies can monitor the temperature, pressure, and other critical
parameters of LNG storage tanks and pipelines in real-time, identify potential leaks or malfunctions, and
take corrective action before they escalate. For instance, loT sensors can be used to detect minor tem-
perature changes in the LNG storage tanks, allowing operators to adjust the cooling systems to prevent
BOG generation. Similarly, loT devices can be used to monitor the pressure levels in the pipelines, ensur-
ing that they remain within safe limits and preventing the formation of hot spots (Kochunni &
Chowdhury, 2019).

Furthermore, loT technology can provide valuable insights that can be used to optimize LNG trans-
portation, reduce costs, and ensure compliance with regulatory requirements. By collecting and analyz-
ing data from loT sensors and devices, companies can gain valuable insights into the behavior of LNG
and its transportation, helping them to make informed decisions about how to optimize the logistics of
the supply chain. For instance, loT data can be used to identify the most efficient routes for LNG trans-
portation, reduce the frequency of LNG truck movements, and optimize the operation of LNG regasifica-
tion facilities.

In addition, loT can enhance the resilience of the LNG supply chain by providing early warning signals
and real-time alerts. loT sensors and devices can detect potential malfunctions or anomalies in the LNG
storage tanks and pipelines, triggering automatic responses or alerts that can prevent the escalation of
problems, especially when the loT are augmented with S-C-A capabilities, to sense, calculate and actuate.
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For instance, loT devices can trigger an automatic shutdown of the LNG storage tank if the temperature
or pressure levels reach a critical threshold, preventing the generation of BOG and ensuring the safety
of the facility and personnel.

In conclusion, the adoption of IoT technology in the LNG industry has the potential to enhance the
control of LNG resilience and minimize the generation of BOG. By providing real-time monitoring capa-
bilities, data insights, and early warning signals, loT can help companies optimize their LNG operations,
reduce costs, and ensure compliance with regulatory requirements. Furthermore, loT can enhance the
resilience of the LNG supply chain by preventing the escalation of problems and ensuring the safety of
personnel and facilities. The adoption of IoT in the LNG industry is therefore crucial to meeting the
increasing demand for cleaner energy sources while ensuring the safety and sustainability of the LNG
supply chain (Kurle et al., 2015).

2.2.3. Additive manufacturing

Additive Manufacturing (AM), also known as 3D printing, is a process that involves building objects layer
by layer using materials such as plastic, metal, or ceramic. This process differs from traditional manufac-
turing methods, such as injection molding or machining, which involve removing material to shape an
object (Dev et al, 2021).

Additive Manufacturing has a wide range of potential applications in numerous industries. For exam-
ple, in aerospace, AM can be used to produce lightweight and complex components. In the automotive
industry, it can be used to produce prototyping and low volume production parts. In healthcare, it is
used to produce customized prosthetics, implants, and surgical tools, in the same connection, there are
incipient attempts in the biomedicine produce some human tissues.

However, AM technologies pose some risks that need to be addressed to ensure optimum use of this
revolutionary technology. Among these risks is the AM potential to violate intellectual property (IP)
rights. As AM technologies become more accessible, it is becoming easier for individuals and organiza-
tions to produce counterfeit goods without the need for the original equipment manufacturer (OEM)
consent. To mitigate this risk, it is essential to establish and enforce IP laws that protect the rights of
inventors, designers, and manufacturers (Menezes et al., 2019). Similarly, a significant risk associated with
AM is the potential for the production of hazardous or unsafe products. AM technologies could allow
organizations to produce complex objects with intricate internal structures, but it is difficult to ensure
the safety of these objects. For example, an AM-produced object may have internal structures that are
not strong enough to support the weight of the object, or it may contain internal defects that make the
object prone to failure. To mitigate this risk, it is essential to establish quality control measures and to
ensure that AM-produced objects are tested and certified to meet safety standards (Kurpjuweit et al., 2021).

2.2.4. Cloud computing

Cloud computing is a technology that enables users to access computing resources, such as servers,
storage, and applications, over a network, without the need to invest in expensive hardware and soft-
ware. The resources are managed by cloud service providers and made available to users on a pay-per-
use basis, providing organizations and individuals with a cost-effective and scalable way to access
computing resources (Stergiou et al., 2018).

One of the main benefits of cloud computing is its potential for cost savings. By eliminating the need
for organizations to invest in expensive hardware and software, cloud computing can help organizations
reduce capital expenditures (CAPEX) and operational expenses (OPEX). Additionally, the pay-per-use pric-
ing model allows organizations to only pay for the computing resources that they actually use, helping
to reduce costs even further. Another benefit of cloud computing is its scalability. By providing organi-
zations with access to a shared pool of computing resources, cloud computing enables organizations to
quickly and easily scale up or down their computing resources as needed, without having to invest in
additional hardware and software. This allows organizations to respond quickly to changing business
needs, increasing efficiency and competitiveness. Cloud computing has a wide range of potential indus-
trial applications, including data storage, big data analysis, software as a service (SaaS), platform as a
service (PaaS), and infrastructure as a service (laaS). For example, cloud computing can be used to store
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and analyze large amounts of data, such as customer data, sales data, and market data, to gain valuable
insights into customer behavior and market trends (lvanov et al.,, 2022). Additionally, cloud computing
can be used to provide software and platform services, such as email, customer relationship manage-
ment (CRM), and human resource management (HRM) systems, to organizations, allowing organizations
to access these services without having to invest in expensive hardware and software (Srivastava &
Khan, 2018).

Despite the many benefits of cloud computing, this technology also poses a number of risks that
need to be addressed to ensure that cloud services are used in a responsible and safe manner. One of
the main risks associated with cloud computing is security. As sensitive data is stored in the cloud, there
is a risk that the data may be accessed by unauthorized individuals, stolen, or leaked. To mitigate this
risk, it is essential to ensure that cloud service providers have strong security measures in place, such as
encryption, firewalls, and access controls, and to conduct regular security audits to ensure that the secu-
rity measures are effective (Tchernykh et al., 2019)

Another significant risk associated with cloud computing is the potential for data loss or corruption.
As data is stored in the cloud, there is a risk that the data may be lost or corrupted, which can have
serious consequences for organizations and individuals. To mitigate this risk, it is important to ensure
that cloud service providers have robust backup and recovery processes in place, and to implement data
backup and recovery strategies that are appropriate for the specific needs of the organization. Another
risk associated with cloud computing is the potential for vendor lock-in. As organizations become depen-
dent on cloud services, they may become locked into a specific vendor, which can limit their ability to
switch to another vendor if the original vendor’s services become unavailable or if their prices increase.
To mitigate this risk, it is important to ensure that cloud service providers have open and flexible plat-
forms, and to implement strategies that allow organizations to easily switch between vendors if necessary.

2.2.5. Blockchain

Blockchain technology is a decentralized, distributed digital ledger that records transactions in a secure
and transparent manner. It operates on a peer-to-peer network, where all participants have a copy of
the ledger, and every new transaction is verified and added to the chain. This makes the data stored on
the blockchain tamper proof.

The concept of tamper-proofing in blockchain technology refers to the immutability and integrity of
the data stored on the blockchain. In a blockchain network, once a block is added to the chain, it cannot
be modified or deleted without the consensus of the network participants. This is achieved through the
use of complex cryptographic algorithms that ensure that the data on the blockchain is tamper resistant.
The data on the blockchain is stored in blocks, which are linked together in a linear chain. Each block
contains a cryptographic hash of the previous block, forming a secure and unalterable chain (Mukherjee
et al., 2022). Any attempt to modify a block would invalidate the hash of that block, making it apparent
to the rest of the network that the block has been tampered with. Furthermore, in a decentralized block-
chain network, each node in the network stores a copy of the blockchain, which makes it difficult for
attackers to tamper with the data. To successfully modify the data, an attacker would need to modify all
the copies of the blockchain stored on every node in the network simultaneously, which is practically
impossible due to the distributed nature of the blockchain (Min, 2019). Overall, the combination of cryp-
tographic hashing and distributed storage makes the data stored on a blockchain highly resistant to
cyber-attacks, making it a secure and trustworthy way to store and transmit valuable information.

One of the most well-known applications of blockchain technology is cryptocurrencies, such as Bitcoin.
However, the potential industrial applications of blockchain go far beyond financial services. Blockchain can
be used in SCM, voting systems, digital identity management, and even healthcare. The transparency and
security provided by blockchain make it an attractive solution for a variety of industries (Bambara et al., 2018).

Despite its potential, there are also risks associated with blockchain technology. One of the major
challenges is scalability, as the number of users and transactions on the network increase, the speed and
efficiency of the network can decrease. Another risk is the lack of standardization, which makes it diffi-
cult for different blockchain systems to interact with each other. In addition, there are concerns about
privacy and security, as the public nature of blockchain can make it vulnerable to hacking and malicious
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actors. To mitigate these risks, it is recommended that organizations thoroughly evaluate the security
measures in place for any blockchain solutions they are considering. This includes assessing the cryptog-
raphy used, network architecture, and the level of decentralization.

In addition, organizations should consider the legal implications of using blockchain, as the regulatory
environment for blockchain technology is still evolving. Furthermore, it is recommended that organiza-
tions implement best practices for secure key management and limit the amount of sensitive information
stored on the blockchain. It is also important for organizations to keep up to date with the latest devel-
opments in blockchain technology and stay informed about new security risks and vulnerabilities as
they arise.

2.2.6. Big data analytics

Big data refers to the large and complex datasets that are generated by various sources, including social
media, mobile devices, and loT devices. These datasets are characterized by their volume, variety, veloc-
ity, and veracity, making them difficult to manage and process using traditional data processing tools
(Hariri et al., 2019). Big data technologies have the potential to transform a variety of industries, from
healthcare to finance, by providing organizations with new insights and opportunities for growth. For
example, in healthcare, big data can be used to analyze patient data to improve diagnosis and treat-
ment, while in finance, big data can be used to detect fraud and improve risk management. However,
there are also significant risks associated with big data technologies, including data privacy and security.
With the increasing amount of personal information being stored and processed, it is critical that orga-
nizations have strong data protection measures in place to ensure that sensitive information is not com-
promised (Vassakis et al., 2018).

In addition, there are also concerns about data quality and accuracy. As the volume and variety of
data increases, it becomes more difficult to verify the accuracy and completeness of the data. This can
lead to incorrect conclusions and decision making, which can have serious consequences. To mitigate
these risks, it is recommended that organizations implement strong data protection measures, includ-
ing data encryption, access controls, and data privacy policies (Tamym et al., 2021). It is also important
to have a robust data management strategy in place, which includes data quality and accuracy checks.
Furthermore, organizations should consider using big data technologies that are compliant with indus-
try specific regulations and standards. This will help ensure that the data being processed is accurate
and trustworthy and will reduce the risk of legal or regulatory issues. In summary, big data technolo-
gies have the potential to revolutionize a variety of industries and provide organizations with new
insights and opportunities for growth. However, it is important for organizations to be aware of the
risks and implement appropriate measures to mitigate them. This includes implementing strong data
protection measures, having a robust data management strategy, and using compliant big data
technologies.

2.2.7. Cyber physical systems
Cyber physical systems (CPS) refer to the integration of physical processes with computing and commu-
nication systems, allowing for the exchange of data between the physical and virtual domains. These
systems are designed to interact with and control the physical world, making decisions based on real-time
data and sensor inputs. CPS technologies have the potential to transform a wide range of industries,
from manufacturing to energy, by providing organizations with new opportunities for efficiency, automa-
tion, and improved decision making. For example, in manufacturing, CPS technologies can be used to
optimize production processes and reduce waste, while in energy, CPS technologies can be used to
manage and optimize energy usage. However, there are also significant risks associated with CPS tech-
nologies, including security and privacy. CPS systems are often connected to the Internet, making them
vulnerable to hacking and cyber-attacks, which can compromise the security and privacy of sensitive
data. In addition, CPS systems can be vulnerable to physical attacks, such as tampering or destruction,
which can disrupt their operation and cause harm.

To mitigate these risks, it is recommended that organizations implement strong security and privacy
measures when deploying CPS technologies. This can include encryption, access control, and network
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security, as well as physical security measures to protect against physical attacks. Furthermore, organiza-
tions should also consider the human factors associated with CPS technologies, such as the impact on
employment and the role of humans in the decision-making processes. For example, the increased auto-
mation of processes may lead to job losses, and it is important for organizations to consider the social
and economic implications of these changes.

In conclusion, to maximize the return on investment on 14.0 technologies, and minimize its associated
risks, it is essential to deploy these technologies in a responsible and safe manner, considering the
potential impacts of the technology on society and industries. This requires a collaborative effort between
policymakers, developers, and stakeholders, to ensure that 14.0 technologies are regulated and used in a
manner that is consistent with ethical and safety standards.

3. The digital transformation race and empirical investigation methodology
3.1. The digital transformation race

In the prevailing socioeconomic landscape, there exists a palpable eagerness among nations, organiza-
tions and executives to transition into the digital sphere. Paradoxically, certain countries find themselves
ensnared in an intense digital race, driven by the pursuit of immediate gains but inadvertently compro-
mising long-term advancements due to an inadequate understanding of digital transformation and its
latent implications. Faixo (2018) delves into this complexity, seeking to unveil imbalances over time
among countries’ performances in digital realms and their corresponding gross value added. The study
advocates for a comprehensive digital analysis that transcends mere technological considerations, empha-
sizing the imperative for public and private entities to incorporate non-technical variables into their pro-
grams. Faixo (2018) underscores that genuine strides in digital transformation can only be achieved by
recognizing and treating such endeavors as intricate ecosystem phenomena. Similarly, within the indus-
trial domain, companies grapple with substantial pressure to undergo digital transformation and leverage
emerging technologies such as the Industrial Internet of Things (lloT). Ghosh et al. (2022) contribute to
this discourse by introducing a pioneering conceptual framework rooted in dynamic capability theory.
Derived from qualitative interviews with elite executives from major multinational firms, the framework
delineates three core capabilities—digital sensing, digital seizing, and digital reconfiguring—each mani-
festing through associated capabilities such as strategic sensing, rapid prototyping, organization struc-
ture, business model transformation, and cultural/mindset transformation. The study also underscores the
role of internal and external contingencies as moderating factors in the relationship between lloT, emerg-
ing technologies, and digital transformative capability development. This contribution enhances our com-
prehension of digital transformation by elucidating a novel framework that sheds light on the intricate
process of digital transformation. This notion is scrutinized by Al-Banna et al. (2023), who underscore, in
this contemporary era marked by unprecedented challenges, the paramount importance for organiza-
tions to instill resilience across all processes, particularly within supply chain management. This procla-
mation occurs against the backdrop of the intensifying race for digital transformation, prompting
organizations to adhere meticulously to structured roadmaps in building digital supply chain resilience
(DSCR). Al-Banna et al. (2023) advocate for a nuanced balance between supply chain resilience (SCR) and
supply chain vulnerabilities (SCV), ensuring organizational profitability is not compromised and vulnera-
bilities are not exacerbated. The paper delineates the evolution of SCR, explores the intricate interplay
between SCR and SCV drivers, and advocates for targeted investments in specific 14.0 enablers. Essentially,
the work offers a holistic discussion on the complementary relationship between SCR and SCV drivers, a
profound understanding of 14.0 technologies’ potential contributions to DSCR, and a forward-looking
roadmap aiming to integrate SCR drivers and SCV within the resilience fitness space (RFS).

In the amalgamated discourse of Faixo (2018), Ghosh et al. (2022), and Al-Banna et al. (2023), a
recurring theme surfaces concerning the dual nature of digital transformation—an enticing opportunity
fraught with formidable challenges. This paradox is exemplified by the global eagerness to embrace
the digital realm for short-term gains. Paradoxically, however, the complexities of digital transformation
remain elusive and often misunderstood, contributing to a pervasive vagueness in its conceptualization
across nations, organizations, and executive echelons. This common thread underscores the predicament
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posed by the lack of a clear understanding of digital transformation, transforming this ostensibly prom-
ising venture into a profound dilemma and a substantial risk for the misallocation of time and resources.
This challenge is further accentuated by Gartner’s forecast (Gartner, 2018), which warns that a staggering
85% of artificial intelligence projects in 2022 may face failure due to various reasons. These encompass
data inconsistencies, inappropriate algorithms, inefficiencies in human capital utilization, and critical fac-
tors such as a lack of alignment among leadership teams, micromanagement versus mismanagement,
limited control over vendors, inadequate training and competencies, and insufficient understanding of
technologies and their capabilities, which amplify the risks inherent in digital transformation initiatives.
The paramount significance of this topic for decision-makers is underscored by multiple factors. Firstly,
the intricate and costly nature of digital transformation demands meticulous consideration. Secondly, the
anticipated surge in global investment in Industry 4.0 further elevates the urgency of understanding and
navigating the complexities of digital transformation. To contextualize this urgency, projections by Sava
(2022) estimate that global spending on digital transformation in 2026 is anticipated to surpass a US$
3.4 trillion. The convergence of these factors accentuates the imperative for policy and decision-makers
to approach digital transformation with a nuanced understanding, strategic foresight, and a compre-
hensive grasp of the potential pitfalls to ensure the realization of its promises and the mitigation of
inherent risks.

3.2. The empirical investigation methodology

The research aims to source the perceptions of industrial (market, business) and academic experts in the
fields of DSCR and 14.0 with respect to the interconnectedness between supply chain resilience (SCR) and
supply chain vulnerabilities (SCV) drivers, as well as 14.0 technologies within the domain of enhancing
DSCR. One of this paper addition to the base of knowledge in this field is that it presents the views and
perceptions of both business and academic domains with robust guidelines that represent a structured
and methodological roadmap for organizations marching toward achieving their DSCR that falls within
the resilience fitness space (RFS). The guideline is built upon the intelligence and expertise of tens of the
logistics and SC professionals from aviation, shipping, maritime and logistics industries, in addition to
distinguished academics and scholars from the field through a structured survey.

3.2.1. Pilot survey and methodology assessment

To ensure the validity and reliability of the survey and respondents, a thorough survey design and pilot
study were conducted prior to the main data collection. The survey was designed based on a compre-
hensive review of the literature and input from experts in the field of supply chain resilience and Industry
4.0 technologies. The pilot study involved a sample of 30 supply chain professionals who were asked to
complete the survey and provide feedback on the clarity and relevance of the questions. The authors
have had extensive work experience in a range of industries that included oil and gas, aviation, shipping,
logistics and warehousing, among others. This breadth of experience has empowered the authors to
engage with numerous seasoned executives in the business sector. Additionally, throughout the research
duration, the authors have established direct connections with esteemed academic experts. This unique
combination of practical industry knowledge and academic insights enriches the depth and perspective
of the pilot survey and the overall research. Survey pilot results assessment could be conducted through
a number of methodologies, such as descriptive statistics Rauch et al. (2009), reliability analysis Alshawi
et al. (2017), and validity analysis Mohr and Webb (2005).

In the context of this paper, cognitive interviews were identified as the ideal methodology to evaluate
the quality of survey questions and identify areas for improvement, as it could provide valuable insights
into the comprehension and relevance of the survey questions among supply chain experts. Given the
complexity and technical nature of the topic of digital supply chain resilience and investment in Industry
4.0 technologies, cognitive interviews are especially relevant for assessing the pilot results responses.
Supply chain academic and professional experts possess unique insights and perspectives that can help
improve the survey instrument, including refining the wording and structure of the questions, identifying
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potential areas of confusion or misinterpretation, and providing feedback on the overall relevance of the
survey topics.

Furthermore, cognitive interviews can also help identify potential gaps in knowledge or understand-
ing that may exist among the supply chain experts. This can inform future research directions and high-
light the need for targeted education and training initiatives to enhance supply chain experts’
understanding of digital supply chain resilience and Industry 4.0 technologies.

The cognitive interviews methodologies have been widely used in this domain, for example Schmidt
and Rossmann (2019) used the cognitive interview methodology to evaluate the understanding of sup-
ply chain executives about digital transformation and its impact on supply chains. The researchers used
the results to identify common misconceptions and areas of confusion that needed to be addressed in
future research, such as the need for more education and training on Industry 4.0 concepts and tech-
nologies. Similarly, Indorf and Hinz (2018) used the cognitive interview methodology to evaluate the
usability of digital supply chain management systems. The authors used the results to identify potential
issues and improvements for the systems, such as the need for better visualization tools and improved
data quality. Furthermore, Thomése et al. (2016) used the same methodology to evaluate the usability of
digital supply chain management systems. The researchers used the results to identify potential issues
and improvements for the systems, such as the need for better visualization tools and improved data
quality. The same is summarized in Table 1.

These examples demonstrate the versatility and effectiveness of the cognitive interview methodology
in evaluating the understanding and perceptions of respondents about complex concepts and technol-
ogies related to digital supply chain resilience, investment, and Industry 4.0. Hence, this paper adopted
the cognitive interview methodology to assess the initial pilot responses and results of thirty SC experts
from academic and business domains. This paper researchers were able to identify potential issues and
areas of improvement, as well as ensure that the research questions are accurately understood by
respondents. The cognitive interviews have proven to be valuable methodology for assessing the pilot
results responses and enable the research to source deeper knowledge and insights from the supply
chain academic and professional experts. This provides the enhanced survey updated questions with
higher levels of clarity, comprehension, and relevance of the survey questions, as well as identify poten-
tial areas for improvement and future research directions.

3.2.2. Survey structure and its three distinct parts

Post conducting 30 comprehensive and thorough cognitive interviews with SC experts from the aca-
demic and business domains, the enhanced survey is built with three distinct parts, as illustrated in
Appendix.

Table 1. Survey pilot results assessment methodologies.

Descriptive statistics It involves analyzing the basic statistical properties of the survey results, such as means, standard deviations, and
frequencies, to gain an overall understanding of the data’s distribution and variation. It was utilized by Rauch
et al. (2009) examining entrepreneurial orientation and business performance.

Reliability analysis and It examines the consistency and stability of the survey instrument’s measurements by calculating Cronbach’s alpha,
internal consistency a measure of internal consistency. This analysis helps to identify items that may need to be revised or removed
to improve the survey’s reliability. It was utilized by Alshawi et al. (2017) to investigate digital transformation in

organizations

Validity analysis It examines the extent to which the survey instrument measures what it intends to measure by assessing the
survey'’s content validity, construct validity, and criterion-related validity. It was used by Mohr and Webb (2005)
while studying the impact of corporate social responsibility on customer loyalty.

Factor analysis It involves grouping similar survey items into distinct factors or dimensions, which can help to identify underlying
patterns and relationships within the data. It was utilized by Kim and Le (2021) while examining the job
satisfaction and employee turnover.

Cognitive interviews It involves conducting individual interviews with pilot survey respondents to assess their comprehension of the
survey questions, their interpretation of the response options, and their thought processes when answering the
questions.

It was utilized by Hamari et al. (2014) while examining the impact of gamification on learning outcomes, the
authors used cognitive interviews to assess the pilot survey respondents’ understanding of the survey questions
and their interpretation of the gamification elements used in the study.

It was also used by Schmidt and Rossmann (2019) to evaluate the understanding of supply chain executives about
digital transformation and its impact on supply chains.

It was also utilized by Indorf and Hinz (2018) evaluate the usability of digital supply chain management systems,
and by Thomése et al. (2016) evaluate the usability of digital supply chain management systems.
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The first part of the survey focused on the criteria of inclusions and exclusions, where the target par-
ticipants were shortlisted to be SC experts who either have knowledge about DSCR or 14.0, who have at
least a bachelor’s degree, and have at least six years of experience, whom their organizations consider
DSCR or 14.0 as strategic priorities to at least a minor extent. Respondents who do not fall within the
aforementioned categories are ignored.

The second part of the survey requests the participants to identify the 14.0 technologies recommended
to be invested in, and adopt to interconnect particular SCVs with the optimum SCR. The survey capital-
izes on the research of Pettit et al. (2010) on the RFS and Zhang et al. (2021) on striking a balance
between SCR and SCV in the cross-border e-commerce SC.

The outcome of this part of the survey is a table with seven rows and four columns, where a) the
rows are the SCR drivers, namely; SC agility, SC structure, SC visibility, Information sharing, Risk and rev-
enue sharing, SC geographical distribution, and Collaboration with SC partners. While b) the columns are
SCV drivers, namely: Supply side risk, Operation process risk, Demand side risk, and Environmental risk.

This paper does not stop at obtaining the experts insights. However, the third part of the survey
provides applies the previously introduced 7-layers verification channels, which carry the acronym
GRACIAS developed by Al-Banna et al. (2023), which encompasses the following:

«  G: Golden Triangle; refers to having the right people, the right Process, and the right technologies
to guarantee investment and implementation success.

« R: Regulatory Environment: refers to the organization’s operating environment, governing laws, reg-
ulations, and tax structure, among others

« A: Age of the asset: refers to the point at which investment is considered with respect to the overall
asset life.

«  C: Cybersecurity: refers to the security of data creation, sharing, and storing in digital cyberspace, in
relation to 1SO 27001.

« I: Investment: refers to the expected return on investment, payback period, and other financial
aspects of the considered technology.

« A: Agnosticism: refers to the solution’s ability to integrate, interact, exchange data and information
and operate seamlessly with the organization enterprise resources planning (ERP) system.

«  S:Scalability: refers to the importance of building future expansion capability in the soon-to-be-acquired
digital technologies and/or eco-system.

The paper emphasizes that making digital transformation decisions without taking into consideration
these verification channels, risks an organization of directly falling into profits erosions or getting exposed
to increased risks.

4. Empirical investigations findings and discussions

The survey attracted SC experts professionals from academic and industrial domains, in total 174 respondents
answered the survey, virtually through the SurveyMonkey portal, and physically through face-to-face meetings,
and remotely through phone calls and e-meetings conducted via MS Teams, Webex and Zoom platforms.
Majority of the survey respondents belong to the category that consists of SC professionals who are also SC
educated, which are 83 respondents. This high number provides a higher level of confidence in the survey
outcome, as it represents professionals who are SC educated, and are working in organizations and occupa-
tions that are engaged in SC, in aviation, shipping, logistics, maritime, among others.

The second biggest category of respondents belongs to the SC professionals, who are respondents
working in SC occupations and organizations but are not SC educated, at 46 respondents. The third
category of respondents are SC academics who are not working in SC occupations nor organizations, at
33 respondents. The last category of respondents does not belong to any of the aforementioned cate-
gories; hence they are excluded, at 12 respondents. The survey respondents are shortlisted to 162
respondents. As illustrated in Figure 1.

All the 162 respondents have at least a Bachelor’s degree, have at least 6years of experience and are
working in organizations that consider DSCR and 14.0 as strategic priorities, at least at minor levels. The
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Figure 2. Survey respondents’ geographical distribution.

respondents’ geographical distribution is illustrated in Figure 2. Most of the respondents are from the
Gulf Cooperation Council, at 34 respondents, which comprises Kuwait, Saudi Arabia, Qatar, Bahrain,
United Arab Emirates and Oman. This concentration could be attributed to the fact that the authors
belong to organizations that reside in this geographical location. The subsequent three major geograph-
ical categories are North America, Western Europe, Southeast Asia, at 22, 16, and 15 respectively.

4.1. SCR and SCV drivers’ intersections

In today’s fast-paced and volatile business environment, the ability of SCs to respond to disruptions and
changes aptly and effectively is critical for maintaining a competitive advantage. The conducted survey of
SC professionals from the academic and industrial fields aims to better understand how 14.0 technologies
can be deployed with the objective to address a pre-identified SCV aspect by augmenting a particular SCR
driver. Using the results of this survey, seven stacked-column graphs are created that plot the relative SC
academic and industrial professionals’ preferences of the seven 14.0 technologies against each of the four
SC vulnerabilities for each of the seven SC domains. Our findings indicate that the use of 14.0 technologies
can significantly enhance SCR by mitigating the various risks associated with each SC vulnerability.

Stacked column graphs are selected to plot the survey respondents’ data for the SCR drivers, SCV
drivers, and 14.0 technologies for several reasons:
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a. Comparison: effective in visually comparing the relative importance of different categories or subcat-
egories. In the case of the research on SCR and vulnerabilities, the stacked column graphs can clearly
show which drivers are considered more important by the survey respondents and how the subcat-
egories are weighted.

b. Clarity: easy to read and interpret, as the bars are visually distinct from each other and are clearly
labeled with the corresponding subcategory.

c. Efficiency: compact way to represent data for multiple categories and subcategories in a single
graph, making them efficient in terms of space and time.

Overall, stacked column graphs are a versatile and effective tool for communicating research data,
particularly when comparing multiple categories and subcategories. They can clearly and efficiently com-
municate complex information to a broad audience.

In the domain of SC agility, majority of the respondents perceived Al as the optimum 14.0 technology
to consider for investment. Followed by additive manufacturing, and internet of things (IoT). This result
confirms the strong and intricate relationship between SC agility and emerging technologies such as
artificial intelligence, additive manufacturing, and loT. These technologies enable SCs to be more flexible,
efficient, and responsive to changes in demand, market conditions, and disruptions. Artificial intelligence
enables SC managers to predict demand and optimize inventory levels, while additive manufacturing
allows for faster and more cost-effective production of customized products. IoT provides real-time visi-
bility into the movement of goods and the condition of assets, allowing for greater control and optimiza-
tion of SC operations. Together, these technologies can transform SCs into agile and resilient systems that
can adapt to changing circumstances and deliver greater value to customers. As illustrated in Figure 3.

In the domain of SC structure, majority of the respondents perceived Cloud Computing (CC) as the
optimum 14.0 technology to consider for investment. This is followed by Big Data Analytics (BDA) and
Artificial Intelligence (Al). This result emphasis on the fundamental importance of SC structure to the
implementation and success of 14.0 technologies. 14.0 technologies require an interconnected and inte-
grated SC structure that can support the collection, analysis, and utilization of data. A flexible, responsive,
and agile SC structure is essential to meet the demands of 14.0 technologies, allowing for seamless com-
munication and collaboration between different components and systems. By integrating 14.0 technolo-
gies, SC managers can optimize their operations, improve efficiency, reduce costs, and enhance customer
satisfaction. However, the implementation of 14.0 technologies requires significant changes in the SC struc-
ture, including the adoption of new processes, skills, and organizational structures. Therefore, a strong
relationship exists between the structure of a SC and the successful implementation of 14.0 technologies.
As illustrated in Figure 4.
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Figure 3. Recommended 14.0 technologies for SC agility.
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Figure 4. Recommended 14.0 technologies for SC structure.
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Figure 5. Recommended 14.0 technologies for SC visibility.

In the domain of SC visibility, majority of the respondents perceived loT as the optimum 14.0 technol-
ogy to consider for investment. IT is followed by CC and BDA. SC visibility and 14.0 technologies are
intrinsically linked. 14.0 technologies such as loT, Al, and BDA provide the tools to collect, process, and
analyze vast amounts of data in real-time. By integrating these technologies into a SC, managers can
gain greater visibility into their operations and SC partners, allowing them to make informed decisions
based on real-time information. The improved visibility provided by 14.0 technologies can help SC man-
agers identify bottlenecks, track inventory, monitor product quality, and ensure timely delivery of goods.

This enhanced visibility can lead to improved efficiency, reduced lead times, and better customer
service. However, the successful implementation of 14.0 technologies requires collaboration between SC
partners, and the sharing of data across the SC. Therefore, a strong relationship exists between SC visi-
bility and 14.0 technologies, with visibility acting as a critical enabler for the successful implementation
of these technologies in SCM. As illustrated in Figure 5.

In the domain of SC information sharing, majority of the respondents perceived Internet of Things as
the optimum 14.0 technology to consider for investment. This is followed by CC and BDA. The respon-
dents highlight the strong interconnectedness between SC information sharing and 14.0 technologies.
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14.0 technologies, such as loT, BDA, and Al require access to large amounts of data from multiple sources
to function effectively. Sharing information across the SC can provide a comprehensive view of opera-
tions, enabling stakeholders to make informed decisions based on real-time information. By leveraging
14.0 technologies to share information across the SC, managers can optimize inventory levels, reduce lead
times, and improve customer service. The sharing of information can also enhance collaboration and
coordination between SC partners, leading to improved efficiency and reduced costs. However, the suc-
cessful sharing of information requires trust, transparency, and security, which can be achieved through
the implementation of appropriate data privacy and security measures. Therefore, the importance of SC
information sharing is significant, and it is closely related to the successful implementation of 14.0 tech-
nologies in SCM. As illustrated in Figure 6.

In the domain of SC Risk & Revenue Sharing, majority of the respondents perceived loT as the opti-
mum 14.0 technology to consider for investment. This is followed by Al and Blockchain (BC). SC Risk &
Revenue Sharing are critical components of a successful business strategy. Given that SC is a complex
network of suppliers, manufacturers, distributors, and customers that must work together seamlessly to
ensure the timely delivery of products and services. Managing SC risk is crucial to avoid disruptions that
can result in delays, increased costs, and lost revenue. Revenue sharing is equally important as it allows
all parties in the SC to share in the financial benefits of a successful collaboration. 14.0 technologies have
the potential to transform SC risk management and revenue sharing. The respondents considered loT as
the most optimum 14.0 technology for this SCR driver because loT sensors and devices can be used to
track and monitor SC processes in real-time, providing valuable data that can be used to identify and
mitigate risks. This technology can help organizations monitor the movement of goods, track inventory
levels, and ensure that products are delivered on time. In addition, Al, can be used to analyze vast
amounts of data and identify patterns and trends that may not be immediately apparent to humans. This
technology can help organizations identify potential SC risks and take proactive measures to mitigate
them. Additionally, Al can be used to optimize revenue sharing by analyzing sales data and identifying
opportunities to improve collaboration among SC partners. In the same connection, BC technology can
be used to create a secure and transparent SC network. Each transaction can be recorded on the block-
chain, providing a tamper-proof record of all SC activities. This technology can help organizations reduce
the risk of fraud and increase transparency, which can improve collaboration and revenue sharing among
SC partners. As illustrated in Figure 7.

In the domain of SC geographical distribution, majority of the respondents perceived IoT as the opti-
mum [4.0 technology to consider for investment. It is followed by CC and BC. The respondents feedback
emphasis on the increasing necessity for SCs coordination with suppliers and distributors located around
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Figure 6. Recommended 14.0 technologies for SC information sharing.
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Figure 7. Recommended 14.0 technologies for SC risk & revenue sharing.

the world to ensure timely and cost-effective delivery of products and services. Managing a geographi-
cally dispersed SC can be challenging and requires careful planning, coordination, and execution to ensure
products are delivered on time and at the right cost. 14.0 technologies have the potential to transform the
way organizations manage their geographically dispersed SCs. The three perceived optimum [4.0 technol-
ogies to enhance SC geographical distribution are loT as it provides real-time tracking and monitoring of
products and inventory. loT sensors can be attached to products, containers, and vehicles to track their
location, temperature, humidity, and other conditions in real-time. This allows businesses to monitor the
movement of goods, identify any delays, and take corrective action to ensure that products are delivered
on time and in the right condition. By collecting and analyzing data from sensors and other sources,
businesses can gain valuable insights into SC processes and identify areas for optimization.

In addition, loT can help businesses to reduce costs and improve efficiency by optimizing SC opera-
tions. By monitoring the performance of vehicles and other assets in real-time, businesses can identify
opportunities to reduce fuel consumption, improve route planning, and reduce maintenance costs. In
addition, cloud computing can be used to provide real-time data and analytics to businesses operating
in geographically dispersed SCs. Cloud-based platforms can be used to share data and collaborate with
SC partners, providing visibility into SC operations and allowing businesses to quickly identify and
respond to issues. Next, blockchain technology can be used to create a secure and transparent SC net-
work. The fact that each transaction is recorded on the blockchain provides a tamper-proof log of all
relevant value chain activities. This technology can help businesses reduce the risk of fraud and increase
transparency. As illustrated in Figure 8.

In the domain of Collaboration with SC partners, majority of the respondents perceived CC as the opti-
mum 14.0 technology to consider for investment. This is followed by BC and BDA. Collaboration with SC
partners is a critical aspect of SCM. The degree of collaboration and cooperation among SC partners,
including suppliers, manufacturers, distributors, and retailers, can significantly impact the overall efficiency
and effectiveness of the SCR. Collaboration can help organizations to reduce costs, improve quality, and
enhance the customer experience. The respondents perceived Cloud Computing as the optimum 14.0 tech-
nology as it enables data sharing and active collaboration with SC partners in real-time. Cloud-based plat-
forms provide a secure and accessible way to store and share data, allowing organizations to exchange
information quickly and easily with their partners. In addition, next, blockchain technology can be used to
create a secure and transparent SC network, where all transactions are recorded on the blockchain, provid-
ing a tamper-proof log of all SC activities, which provides strong immunity against data and records fraud,
which in turns provides increased transparency, and collaboration among SC partners. Next, big data ana-
lytics is considered a critical technology as it involves the use of advanced analytics tools to analyze large
datasets and extract valuable insights. In the context of SC partners collaborations, big data analytics can
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Figure 8. Recommended 14.0 technologies for SC geographical distribution.

160
23
140 42 39 36 39 41 41
120 39
100 36 39 4l 44 39 41
80 49
60 42 44 44 36 37 45
40
20 42 41 42 = 44 45 “
0
Al IoT AM cC BC BDA CPS

Supply Side risk Operation Process Risk Demand Side Risk Env. Risk
Figure 9. Recommended 14.0 technologies for SC partners collaboration.

be used to collect and analyze data from various sources, including sensors, loT devices, social media, and
transactional data. By analyzing this data, organizations can gain insights into SC processes and identify
areas for improvement. Big data analytics can help to enhance collaboration with SC partners by providing
real-time insights into SC operations. For example, organizations can use big data analytics to monitor the
performance of suppliers and identify any bottlenecks or delays in the SC. This information can be shared
with SC partners to improve coordination and collaboration. In addition, big data analytics can be used to
forecast demand and optimize inventory levels. By analyzing historical sales data and other relevant infor-
mation, organizations can predict future demand and adjust inventory levels accordingly. This can support
to reduce costs and improve the efficiency of the SC. As illustrated in Figure 9.

In summary, 14.0 technologies have the potential to transform traditional SC models by creating a
more connected and collaborative ecosystem. By integrating various systems and processes, companies
can achieve greater efficiency and transparency, enabling them to respond more quickly to disruptions
and minimize the impact of disruptions on their operations. One of the key benefits of 14.0 technologies
is their ability to enable predictive maintenance. With the help of loT devices and advanced analytics,
businesses can identify potential equipment failures before they occur and take preventive measures to
avoid disruptions to production. This not only reduces the risk of downtime but also helps to lower
maintenance costs and increase the lifespan of equipment.
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Table 2. Survey based Roadmap: Connecting SCR & SCV drivers through 14.0.

SCV drivers

SCR drivers Supply Side Risk Operation Process Risk Demand Side Risk Env. Risk
SC Agility Al loT BDA cC
SC Structure cC loT Al CPS
SC Visibility loT loT CPS BDA
Information Sharing loT cC loT BC
Risk & Revenue Sharing loT BDA loT cC
Geographical Distribution cC AM BDA Al
Collaboration with SC partners cC cC BC Al

Another significant advantage of 14.0 technologies is their ability to improve inventory management.
By using real-time data analytics and automated solutions, businesses can better manage their inventory
levels, reduce the risk of stockouts, and avoid over-stocking. This, in turn, can improve customer satisfac-
tion by ensuring timely delivery of products and services. Furthermore, 14.0 technologies can enable
more efficient logistics operations (Tsipoulanidis & Nanos, 2022). By using sensors and GPS tracking sys-
tems, businesses can monitor the movement of goods in real-time and optimize routes to reduce trans-
portation costs and improve delivery times. This allows businesses to improve their competitiveness by
offering faster and more reliable delivery services to customers. In conclusion, 14.0 technologies have the
potential to enhance SCR by providing businesses with greater visibility, agility, and collaboration. By
leveraging these technologies, businesses can improve their ability to respond to disruptions, reduce
costs, and improve customer satisfaction. As such, it is essential for businesses to embrace 14.0 technol-
ogies to stay competitive in today’s rapidly changing business environment.

The aforementioned findings are utilized to construct a comprehensive guide about the various SCR
and SCV drivers’ intersection areas, that are filled with the suggested and perceived as most optimum
14.0 technology based on the responses of tens of SC professionals from industry and academia. As
illustrated in Table 2.

4.2. 14.0 technologies examined through GRACIAS verification channels

The experts’ perspectives are further analyzed and examined, where each 14.0 technology is plotted in a
radar chart. A radar chart, also known as a spider chart or web chart, is a graphical representation of
multivariate data in the form of a two-dimensional chart with multiple quantitative variables displayed
on axes emanating from a central point. It is often used to compare the relative strengths or perfor-
mance of different categories, such as products, individuals, or organizations. In a radar chart, each axis
represents a different variable, and the data for each category is plotted as a series of points that are
connected by a line to create a polygonal shape. The area inside the shape is then shaded or colored
to make it easier to visually compare the categories.

Radar charts are useful when comparing data that is spread across multiple categories and allow easy
identification of categories that perform well or poorly across multiple variables. However, they can
become cluttered and difficult to read when there are too many variables or categories, and they can
also be prone to distortion if the scales of the axes are not consistent. The spider charts are used to
evaluate 14.0 technologies degree of fitness-for-purpose through the proprietary 7-layer verification chan-
nels that are encompassed in the acronym ‘GRACIAS’ from Al-Banna et al. (2023).

The use of radar charts to analyze the relative strengths and weaknesses of various technologies
against specific parameters is a useful tool in understanding how these technologies can be deployed in
real-world scenarios. In this particular case, the technologies of additive manufacturing, blockchain, arti-
ficial intelligence, cloud computing, cyber physical systems, big data analytics, and the internet of things
have been plotted against a set of seven parameters, including the golden triangle, regulatory environ-
ment, agnostic technology, age of asset, cybersecurity, return on investment, and scalability.

The golden triangle, which refers to the right people, right processes, and the right technologies, is
an important consideration for any technology deployment. The regulatory environment is another key
consideration, particularly in highly regulated industries such as healthcare or finance. Blockchain tech-
nology, for example, offers significant potential in terms of data security and transparency, but it may be
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subject to complex regulatory frameworks that could limit its adoption. The concept of agnostic technol-
ogy, which refers to technologies that are compatible with a wide range of systems and platforms, is an
important consideration for interoperability and integration. Cloud computing and the internet of things,
for example, are inherently agnostic and can be used in a wide range of applications and industries. The
age of asset, which refers to the lifespan of physical assets such as buildings or machinery, is also an
important consideration. Cyber physical systems, which integrate physical systems with digital technolo-
gies, can offer significant advantages in terms of asset monitoring and maintenance, but may be less
suited to older or less advanced assets.

Cybersecurity is a critical consideration in any technology deployment, particularly as cyber threats
continue to evolve and become more sophisticated. Al and BDA, for example, have the potential to sig-
nificantly enhance cybersecurity measures, but also pose significant risks if not properly secured.

Return on investment (ROI), is a key consideration for any technology deployment. Cloud computing
and big data analytics, for example, can offer significant cost savings and operational efficiencies, but
may require significant upfront investment to implement.

Finally, scalability is an important consideration for any technology deployment, particularly as orga-
nizations grow and evolve over time. loT, for example, offers significant potential in terms of scalability
and flexibility, but may require significant investment in infrastructure and data management.

Overall, the use of radar charts to analyze the relative strengths and weaknesses of various technolo-
gies against specific parameters is a useful tool in understanding how these technologies can be deployed
in real-world scenarios. While each technology has its own strengths and weaknesses, careful consider-
ation of these parameters can help organizations make informed decisions about which technologies are
best suited to their particular needs and circumstances. Plotting all the seven considered 14.0 technolo-
gies in this research in one chart is illustrated in Figure 10.

The 14.0 technology with the minimum area on the radar chart is loT. Due to having the minimum
area, loT is perceived to be the most optimum based on the collected responses, in other words it
requires lower levels of investment for it to yield reasonable levels of returns on the investment. On the
other hand, the 14.0 technology with the maximum area on the radar chart is the BC, which indicates
that the SC academic and professional experts perceive it to be the 14.0 technology that demands high-
est levels of investment in order to yield reasonable levels of returns on investment. As illustrated in
Figure 11.

loT scored a total of 31 percentage points on the relative scoring of the seven examined 14.0 technol-
ogy, ranked as the most recommended 14.0 technology to consider for investment and implementation.
loT is a technology that connects everyday objects to the internet, enabling data collection, analysis, and
communication. This technology is highly versatile and can be applied to different types of assets,
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Figure 10. 14.0 technologies with respect to GRACIAS verification channels.
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Figure 11. loT and BC with respect to GRACIAS verification channels.

regardless of their age. One of the main benefits of IoT is the ability to deliver significant returns on
investment by increasing efficiency, reducing costs, and improving customer satisfaction.

However, loT deployment is not without its challenges. Regulatory compliance is a key challenge that
organizations must navigate. Businesses must ensure that their use of loT devices complies with relevant
laws and regulations, such as data privacy and security requirements. Cybersecurity is another concern
associated with loT deployment. The use of connected devices can increase the attack surface of an
organization, making it more vulnerable to cyber threats. Therefore, implementing robust security mea-
sures to protect loT devices and the data they collect is crucial. Scalability is another advantage of loT.
Organizations can start with a small deployment and gradually expand as needed, making it a flexible
and scalable technology.

Additionally, loT is an agnostic technology that can be integrated with other technologies to create
new solutions. For example, loT can be combined with big data analytics to enable predictive mainte-
nance in manufacturing. The success of loT deployment depends on having the right people, processes,
and technologies in place. Organizations must have skilled personnel to design, develop, and maintain
loT systems. They must also establish appropriate processes to manage data and ensure regulatory com-
pliance. In the retail industry, l1oT can be used to provide personalized customer experiences, optimize
inventory management, and improve SC visibility. RFID tags on products, for example, can enable retail-
ers to track inventory levels in real-time and make data-driven decisions on restocking.

Next, Big Data Analytics (BDA) scored a total of 32 percentage points on the relative scoring of the
seven examined 14.0 technology, ranked as the second most recommended 14.0 technology to consider
for investment and implementation. Big data analytics is one of the key technologies in 14.0, and it is
increasingly being perceived as an optimum technology to invest in. Big data refers to large and com-
plex sets of data that cannot be analyzed using traditional data processing methods. Big data analytics,
on the other hand, involves the use of advanced analytical techniques and tools to extract insights,
patterns, and correlations from this data. The regulatory environment surrounding big data analytics is
complex, as it involves the processing of personal and sensitive data. Regulations such as the General
Data Protection Regulation (GDPR) in the European Union and the California Consumer Privacy Act
(CCPA) in the United States have been put in place to protect individuals’ privacy rights.

Therefore, it is important for companies to ensure that they comply with these regulations when col-
lecting, processing, and analyzing data. The age of assets is not a significant factor in big data analytics
since it mainly involves the processing of digital data. However, it is important for companies to ensure
that their IT infrastructure is up to date and can handle the amount of data being processed. ROI in big
data analytics can be significant. Numerous studies underscore the significance of harnessing big data
analytics, emphasizing the valuable insights it provides and its potential influence on shaping business
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strategies (Grover et al., 2018). The ROI can also be seen in the improvement of decision-making pro-
cesses, reduction of risks, and improvement of customer experiences. Cybersecurity is an important con-
sideration in big data analytics since the processing and storage of large amounts of data increase the
risk of cyber-attacks. Companies investing in big data analytics should ensure that they have robust
cybersecurity measures in place to protect the data. Scalability is one of the advantages of big data
analytics. It can handle large and complex datasets and can be scaled to meet the needs of growing
organizations. Big data analytics can also be used in various industries, including healthcare, finance,
retail, and manufacturing. Agnostic technology is also a benefit of big data analytics. It can integrate and
analyze data from different sources, including social media, customer feedback, and operational data, to
provide a comprehensive view of business operations.

Subsequently, Cyber physical Systems (CPS) scored a total of 33 percentage points on the relative
scoring of the seven examined 14.0 technology, ranked as the third most recommended 14.0 technology
to consider for investment and implementation. Cyber-physical systems (CPS) are a technology that inte-
grates physical and digital components to monitor and control physical systems. CPS can be applied in
various industries, such as manufacturing, transportation, and healthcare, to improve efficiency, reduce
costs, and increase safety. CPS offers numerous benefits, including real-time monitoring, improved accu-
racy, and enhanced decision-making capabilities. Furthermore, CPS can be deployed in existing infra-
structure, regardless of its age. However, like other 14.0 technologies, CPS deployment is subject to
regulatory compliance. Organizations must ensure that their use of CPS complies with relevant laws and
regulations, such as safety and environmental regulations. ROl is a critical consideration when invest-
ing in CPS.

While CPS deployment can be costly, it can deliver significant returns through increased efficiency,
productivity, and safety. For example, CPS can enable predictive maintenance in manufacturing, reducing
downtime and increasing equipment lifespan. Additionally, CPS can be used to optimize energy con-
sumption, reducing costs and improving sustainability. However, organizations must consider the cost of
implementation and the potential for disruption to existing processes. Cybersecurity is a significant con-
cern associated with CPS deployment (Radanliev & De Roure, 2023). The integration of physical and
digital components creates a larger attack surface, making CPS vulnerable to cyber threats. Therefore,
organizations must implement robust security measures to protect CPS and the data they collect.
Scalability is another advantage of CPS. Organizations can start with a small deployment and gradually
expand as needed, making it a flexible and scalable technology. Additionally, CPS is an agnostic technol-
ogy that can be integrated with other technologies to create new solutions. For example, CPS can be
combined with Al to create autonomous systems in transportation.

Furthermore, Additive manufacturing (AM) scored a total of 34 percentage points on the relative scor-
ing of the seven examined 14.0 technology, ranked as the fourth most recommended 14.0 technology to
consider for investment and implementation. Additive manufacturing, also known as 3D printing, is a
rapidly developing technology in the 14.0 landscape. It involves building physical objects layer by layer
from a digital model, with various materials including plastics, metals, ceramics, and even biological cells.
Additive manufacturing offers many benefits over traditional manufacturing methods, including design
flexibility, reduced waste, and lower costs for small-scale production runs. When it comes to investing in
additive manufacturing, several factors need to be considered. One of the key factors is the regulatory
environment, as 3D printing has the potential to disrupt traditional SCs and introduce new product lia-
bility risks (Belhadi et al., 2022).

Companies need to ensure that they comply with existing regulations and establish robust quality
control systems to prevent defects and ensure product safety. Age of assets is another factor to con-
sider when investing in additive manufacturing. Companies that have older assets and equipment may
need to retrofit or upgrade their machinery to accommodate 3D printing technology. However, these
initial costs can be offset by the potential returns on investment, as additive manufacturing can enable
cost savings through reduced material waste, lower tooling costs, and decreased lead times.
Cyber-security is another critical consideration when investing in additive manufacturing, as the digital
nature of the technology can make it vulnerable to cyber threats. Companies need to implement
robust cybersecurity measures to protect their intellectual property, prevent data breaches, and ensure
secure communication across the SC. Scalability is another important factor to consider when investing
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in additive manufacturing, as the technology has traditionally been associated with low-volume,
high-value production. However, recent advancements in technology and materials have enabled addi-
tive manufacturing to be used for larger scale production runs, making it a viable option for industries
such as aerospace, automotive, and healthcare. In summary, additive manufacturing presents many
opportunities for companies to improve their operations and gain a competitive advantage in 14.0.
Therefore, it is crucial to carefully consider regulatory, technological, and financial factors before invest-
ing in this technology. Industry players such as General Electric, Boeing, and BMW have already invested
heavily in additive manufacturing, with BMW utilizing 3D printing to produce customized parts for
their vehicles, highlighting the potential of this technology in the manufacturing industry (Kurpjuweit
et al., 2021).

Next, Cloud Computing (CC) scored a total of 35 percentage points on the relative scoring of the
seven examined 14.0 technology, ranked as the fifth most recommended 14.0 technology to consider for
investment and implementation. Cloud computing is a technology that allows users to access computing
resources, such as storage, processing power, and software, over the internet. Cloud computing has
gained popularity due to its ability to provide scalable and cost-effective solutions for various industries.
One of the significant advantages of cloud computing is that it can be deployed in existing infrastruc-
ture, regardless of its age. Additionally, cloud computing allows organizations to access the latest tech-
nologies without incurring significant upfront costs. However, like other 14.0 technologies, cloud
computing deployment is subject to regulatory compliance. Organizations must ensure that their use of
cloud computing complies with relevant laws and regulations, such as data privacy laws. ROl is a critical
consideration when investing in cloud computing. Cloud computing can deliver significant returns
through increased efficiency, productivity, and reduced costs. For example, cloud computing can enable
remote work, reducing office costs and increasing employee productivity. Additionally, cloud computing
can be used to store and analyze large amounts of data, enabling data-driven decision making. However,
organizations must consider the cost of implementation and the potential for disruption to existing pro-
cesses. Cybersecurity is a significant concern associated with cloud computing. The data stored on cloud
servers is vulnerable to cyber threats. Therefore, organizations must implement robust security measures
to protect cloud resources and the data they store. Scalability is another advantage of cloud computing.
Organizations can start with a small deployment and gradually expand as needed, making it a flexible
and scalable technology. Additionally, cloud computing is an agnostic technology that can be integrated
with other technologies to create new solutions. For example, cloud computing can be used to enable
the internet of things (loT), creating a network of interconnected devices that can share and process
data in real-time.

Subsequently, Artificial Intelligence (Al) scored a total of 36 percentage points on the relative scoring
of the seven examined 14.0 technology, ranked as the sixth most recommended 14.0 technology to con-
sider for investment and implementation. Al is perceived as an optimum technology to invest in due to
its potential to revolutionize industries through its ability to process vast amounts of data, automate
processes, and make intelligent decisions. Al technology offers numerous benefits, including increased
efficiency, improved decision-making, and cost savings, making it an attractive investment for companies
across different sectors. Therefore, investment in Al technology offers significant potential returns on
investment, particularly for companies that require advanced analytics and automation capabilities. One
of the main advantages of Al technology is its regulatory environment. While there are potential ethical
and legal concerns associated with Al, regulators are increasingly embracing Al technology as a means
of improving efficiency and decision-making in different industries. Furthermore, the use of Al technol-
ogy is likely to increase transparency and accountability in various processes, reducing the potential for
fraudulent activity. For instance, the use of Al technology in healthcare has been demonstrated to
improve patient outcomes, reduce errors, and increase the efficiency of healthcare providers. Moreover,
Al technology is an age agnostic technology that can be applied in various industries. Al can help com-
panies to analyze and process large amounts of data, automate processes, and make intelligent deci-
sions. For instance, companies in the finance industry can use Al technology to detect fraudulent activity,
while manufacturing companies can use Al to optimize production processes. Al technology’s ability to
learn and adapt to new situations makes it an ideal solution for companies looking to optimize their
operations and reduce costs.
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In addition, Al technology offers scalability, enabling companies to expand their operations and pro-
cesses without worrying about data processing capabilities. As companies generate more data, Al can help
to process and analyze this data in real-time, providing insights and predictions that can improve
decision-making. For instance, Amazon has implemented Al technology to optimize its SC operations,
enabling it to process millions of transactions daily and make intelligent decisions regarding inventory
management. Cybersecurity is another essential factor that makes Al technology an optimum investment
in the context of 14.0. Al technology can be used to detect and prevent cyber-attacks, reducing the risk of
data breaches and other cyber threats (Melnyk et al., 2022). Moreover, Al technology’s ability to process
and analyze large amounts of data in real-time makes it possible to detect cyber threats quickly and
respond appropriately. For instance, IBM has implemented Al technology to detect and prevent cyber-attacks,
using machine learning algorithms to analyze network data and identify potential security breaches.

Finally, Blockchain (BC) scored a total of 41 percentage points on the relative scoring of the seven
examined 14.0 technology, ranked as the seventh most recommended 14.0 technology to consider for
investment and implementation. It is worth noting that the percentage gap among the first six recom-
mended 14.0 technologies is only five points, while blockchain lags behind the sixth recommended 14.0
by a wide gap of five points. This could be attributed to many factors including the incipient stage of
this technology, limited adoption and the reluctance of many regulatory bodies to fully legitimize it and
its components, like cryptocurrencies, among others. Nevertheless, blockchain is perceived as an opti-
mum technology to invest in due to its potential to revolutionize industries through its decentralized,
secure, and transparent nature. Blockchain technology offers numerous benefits, including the ability to
create a tamper-proof and distributed ledger, improving transaction processing times, and reducing
intermediaries in various processes. Therefore, investment in blockchain technology offers significant
potential returns on investment, particularly for companies that require secure and transparent transac-
tional systems.

Blockchain technology’s decentralized nature enables transactions to be conducted without the need
for intermediaries, which reduces the potential for fraud. As such, companies can use blockchain tech-
nology to reduce their internal audit and compliance verifications burden while also providing transpar-
ency in their transactions, making it easier for regulators to monitor transactions. For instance, the use
of blockchain technology has been demonstrated to enable real-time tracking of goods and services in
the SC, thereby increasing transparency and reducing the potential for fraudulent activity. Furthermore,
blockchain technology is an age-agnostic technology that can be applied in various industries. It offers
an innovative and secure way to store and manage data, which is critical for companies operating in
different industries. For instance, healthcare companies can use blockchain technology to store and man-
age patient data securely, while financial institutions can use it to facilitate secure and transparent trans-
actions. In addition, blockchain technology can help companies to scale their operations while maintaining
their security standards, enabling them to grow and expand their operations. Cybersecurity is another
essential factor that makes blockchain technology an optimum investment in the context of 14.0.
Blockchain technology is designed to offer high levels of security and transparency, reducing the risk of
data breaches and other cyber threats. Moreover, blockchain technology’s decentralized nature makes it
difficult for hackers to compromise the system, as they would need to hack into multiple nodes to
manipulate the data. This makes blockchain technology an ideal solution for companies that require
secure and transparent transactional systems, particularly in the finance and healthcare industries
(Tortorella et al., 2022). Another significant benefit of blockchain technology is its scalability. Blockchain
technology is designed to handle large amounts of data, making it an ideal solution for companies that
require large-scale transaction processing.

Blockchain technology’s scalability makes it possible for companies to expand their operations without
worrying about data storage and processing capabilities. For instance, Walmart, one of the world’s largest
retailers, has implemented blockchain technology to manage its SC operations. The system enables
Walmart to track the origin of products and monitor their quality, providing transparency and reducing
the potential for fraudulent activity. However, the main hindrances of blockchain are its limited adoption
and the reluctance of many regulatory bodies in numerous countries to fully legitimize it.

Finally, a crucial prerequisite of the success of all the abovementioned 14.0 technologies is the golden
triangle of having the right people, right processes, and right technologies. Companies need to have
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skilled professionals who can develop, manage, and maintain 14.0 technologies, as well as establish and
evolve processes that can integrate 14.0 technologies into their operations. Furthermore, companies need
to choose the right 14.0 technologies that are suitable to their particular needs, depending on the orga-
nizational specific requirements, its industry, and its operating environment.

The empirical analysis uncovers the intricacies of integrating SCR-14.0-INV and highlights the paucity
of available knowledge on the subject. Additionally, the research identifies the need for further empirical
research on the impact of DSCR and digital transformation, as well as the role of success factors, which
are encapsulated in a 7-layer acronym ‘GRACIAS, such as, the golden triangle, returns on investment,
Regulatory Environment, among others, as defined in Al-Banna et al. (2023).

5. Research implications and managerial perspective

This chapter discusses the implications of the study on DSCR, its managerial value, and its significance
in addressing the challenges faced by global economies. By leveraging 14.0 technologies, organizations
can enhance their ability to detect, avoid, manage, and recover from disruptions in the supply chain. This
study emphasizes on the growing importance of DSCR, as well as the lack of comprehensive knowledge
base regarding optimal facilitators for achieving resilient supply chains. This study aims to bridge this
knowledge gap through conducting an empirical investigation and capturing the perspectives of supply
chain experts from academic and industrial domains.

5.1. Insights for policy and decision makers

The guidance and insights derived from this research can be tailored to address a spectrum of needs,
making them versatile and adaptable to a range of contexts. While some aspects of the advice offered
are general considerations that can apply broadly across industries, other elements are more
industry-specific, and a portion of the findings can be implemented at the level of individual companies.

At the broadest level, the study emphasizes general principles for enhancing supply chain resil-
ience in the era of digital transformation. These principles include the identification of relevant
Industry 4.0 (14.0) technologies, such as Al, BDA, and loT, which have the potential to improve
supply chain visibility, automation, and decision-making. The emphasis on real-time monitoring,
predictive analytics, and streamlined operations is a universal concept that can be adapted across
different sectors.

However, as we delve deeper into the research, we find that certain recommendations and insights
are industry-specific. Different industries face unique challenges, and the applicability of specific 14.0
technologies may vary. For instance, a technology that proves highly effective in the automotive manu-
facturing industry might not have the same impact in the healthcare sector. The research acknowledges
these nuances and offers tailored suggestions for specific industries.

Furthermore, the research allows for a fine-grained application at the level of individual companies.
Decision makers within organizations can use the insights to create customized strategies that align with
their specific supply chain dynamics, challenges, and goals. Whether it is optimizing warehouse manage-
ment, enhancing transportation logistics, or fine-tuning procurement processes, the research findings
provide a roadmap for individual companies to identify and prioritize investments that align with their
unique supply chain ecosystems.

5.2. Organizational and managerial predicaments and mitigation strategies

Organizations may face predicaments when implementing DSCR initiatives, such as the potential erosion
of profits and the amplification of vulnerabilities and risks. However, this study addresses these concerns
and provides strategies to circumvent these predicaments. By understanding the optimal investment
magnitude for DSCR and aligning investments with strategic objectives, organizations can minimize the
risk of profit erosion while achieving improved supply chain resilience. Furthermore, organizations need
to address the increased vulnerabilities and risks associated with digital supply chains. This entails
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implementing robust cybersecurity measures, conducting regular risk assessments, information technol-
ogy (IT) and operations technology (OT) ecosystems penetration vulnerability testing, and establishing
effective supplier relationship management practices. By adopting a proactive approach to risk manage-
ment, organizations can safeguard against potential disruptions and ensure the resilience of their supply
chains. In addition, the managerial value of this study lies in its practical implications for organizations
across various industries. For instance, in the manufacturing sector, organizations can leverage technolo-
gies such as loT-enabled sensors and advanced analytics to monitor equipment performance, predict
maintenance needs, and optimize production schedules. This leads to increased operational efficiency,
reduced downtime, and improved customer satisfaction. In the retail industry, the adoption of 14.0 tech-
nologies can facilitate demand forecasting and inventory optimization. By using Al algorithms and big
data analytics, retailers can accurately forecast customer demand, optimize inventory levels, and ensure
product availability. This not only reduces stock-outs and excess inventory but also enhances customer
satisfaction and profitability.

5.3. Progression of the knowledge base

This study contributes to the progression of the knowledge base regarding DSCR by providing empirical
insights from supply chain experts. By capturing perspectives from both academic and industrial domains,
the study enhances the understanding of optimal enablers for achieving resilient supply chains. The
findings serve as a foundation for future research and development, guiding academia, and industry in
the development of comprehensive frameworks, best practices, and innovative approaches for DSCR
implementation.

In summary, this study has significant implications for policy and decision makers, offering insights
into the adoption of specific 14.0 technologies and the investment magnitude required for achieving
DSCR. By addressing organizational and managerial predicaments, organizations can proactively navigate
the complexities of the digital transformation era and enhance their supply chain resilience.

6. Conclusions

In conclusion, the Fourth Industrial Revolution is transforming the way organizations manage and oper-
ate their activities, albeit its SC and logistics management. 14.0 technologies, like loT, BDA and CC are at
the forefront of this digital and business transformation, and their adoption is essential for organizations
that are keen to remain competitive in today’s fast-paced and ever-changing business environment. By
digitizing processes and automating manual tasks, businesses can achieve greater efficiency, reduce
costs, and increase agility. Furthermore, 14.0 technologies can help businesses build DSCR, enabling them
to withstand and recover from disruptions caused by business disruptions, natural disasters, cyber-attacks,
epidemics, pandemics, among others. Disruptions can have a significant impact on the SC, leading to
delayed deliveries, lost revenue, and a negative impact on the customer experience. Therefore, it is cru-
cial for businesses to build DSCR through optimum investment in 14.0 technologies that are perceived
fir-for-purpose for the particular organizational requirement, operating environment, and industry.

The adoption of 14.0 technologies permits businesses to build DSCR in several ways. Firstly, it can enable
businesses to monitor their SCs in real-time, providing visibility into potential disruptions and allowing
businesses to take proactive measures to mitigate their impact. For example, by using loT sensors, busi-
nesses can monitor their inventory levels, production processes, and logistics operations in real-time,
enabling them to respond quickly to any issues that arise. Secondly, 14.0 technologies support businesses
automate manual tasks, reducing the risk of human error and improving the accuracy and speed of SC
operations. By automating tasks such as order processing, inventory management, and shipping, businesses
can reduce the risk of delays and errors in their SC. Finally, 14.0 technologies allow businesses to build
flexibility and agility into their SCs, enabling them to quickly adapt to changing circumstances. Nevertheless,
to achieve maximum benefits from 14.0 technologies, businesses must invest in them efficiently and effec-
tively. The golden triangle of the right people, right process, and right technology is crucial for the success
of any investment and implementation of digital transformation projects and 14.0 technologies.
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The right people refer to having the necessary talent and skills to manage and operate the technol-
ogies effectively. This includes recruiting and training staff with the skills and expertise required to man-
age and operate 14.0 technologies, such as data scientists, software engineers, and automation experts.
In addition, it is essential to create a culture of innovation and experimentation within the organization,
where employees are encouraged to explore new technologies and ways of working (Berawi et al., 2020).
The right process refers to having the necessary processes in place to maximize the benefits of 14.0
technologies. This includes developing a clear strategy and roadmap for digital transformation, identify-
ing the key areas where 14.0 technologies can deliver the most significant benefits, and implementing
processes to manage and monitor the adoption of these technologies. In addition, businesses must also
consider the impact of 14.0 technologies on their existing processes and systems and take steps to
ensure that they integrate seamlessly. The right technology refers to selecting and implementing the
most appropriate technologies that align with the business’ needs and goals. This includes evaluating the
range of 14.0 technologies available and selecting those that are best suited to the business’ require-
ments. It is also important to consider factors such as scalability, compatibility with existing systems, and
the total cost of ownership when selecting Industry 4.0.

In conclusion, an empirical survey investigation can be a valuable methodology for gaining insights
into supply chain experts’ perceptions of industry 4.0 technologies and investment in digital supply chain
resilience. By generating quantitative and qualitative data that is generalizable and cost-effective, survey
investigations can provide a rich source of information for improving supply chain performance and
enhancing the resilience of digital supply chains.

7. Limitations and future research

This research, while providing valuable insights into the complex terrain of digital supply chain resilience
(DSCR), is not without its limitations. Firstly, the industry specificity of the study raises concerns about the
generalizability of the findings across various sectors. Each industry possesses unique nuances and dynamics
that can significantly impact the applicability of the proposed strategies. For instance, supply chain strate-
gies that prove highly effective in the automotive sector may not directly translate to the healthcare indus-
try due to variations in regulatory constraints, demand patterns, and criticality of supply chain operations.
Moreover, the temporal dynamics inherent in the study design pose a significant challenge. This research
captures a snapshot of the supply chain landscape at a specific moment, and given the rapid pace of tech-
nological advancements and evolving business practices, the relevance of the findings may diminish over
time. For example, a strategy that was effective at the time of the study may become obsolete due to
emerging technologies or shifts in customer preferences. To address this limitation, future research should
consider adopting a more dynamic and responsive research approach that accommodates the evolving
nature of the supply chain ecosystem. Another limitation stems from the potential expertise bias present in
this study, as the insights heavily rely on seasoned professionals. While their perspectives undoubtedly
enrich the qualitative aspect of the research, there might be a bias towards certain viewpoints, potentially
overlooking emerging perspectives from newer entrants in the field. A more balanced approach would
involve a wider spectrum of supply chain professionals, from established experts to newcomers, to ensure
that the insights encompass a broad and diverse range of perspectives. Furthermore, it is important to note
that the study’s recommendations are grounded in the state of technology at the time of the investigation.
As technology evolves, the efficacy of the proposed strategies may be subject to change. For instance, the
adoption of new technologies like quantum computing or advanced machine learning algorithms may ren-
der existing DSCR strategies outdated. Future research should anticipate and address this challenge by stay-
ing abreast of emerging technologies and their implications for supply chain resilience.

With regards to potential future research directions, several promising avenues of research can contribute to
a more comprehensive and adaptable understanding of DSCR, including -but not limited to- the following:

7.1. Cross-industry comparative analyses

To enhance generalizability, researchers can conduct cross-industry comparative analyses. By comparing
and contrasting DSCR strategies across different sectors, studies can identify sector-specific best practices
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and challenges. For example, by examining how DSCR strategies differ between the automotive and
pharmaceutical industries, researchers can provide insights that are transferable across sectors while rec-
ognizing sector-specific nuances.

7.2. Longitudinal studies

Longitudinal studies tracking the effectiveness of DSCR strategies over an extended period can offer
dynamic insights into their impact and adaptability. By examining how specific strategies evolve and
perform over time, researchers can provide businesses with guidance on the long-term viability of their
DSCR investments.

7.3. Exploration of emerging technologies

As Industry 4.0 continues to evolve, researchers should explore emerging technologies and trends shap-
ing the future of DSCR. This could involve investigating the role of artificial intelligence, blockchain, or
other Industry 4.0 advancements in enhancing SCR. By staying ahead of the curve, research can inform
businesses on the most cutting-edge strategies.

7.4. Quantitative validation of DSCR strategies

Future research can focus on supplementing qualitative insights with quantitative data to validate the
efficacy of specific DSCR strategies. This may involve developing metrics and key performance indicators
(KPIs) for resilience assessment. By quantifying the impact of strategies, researchers can provide busi-
nesses with data-driven decision-making tools.

7.5. Global perspectives

To gain a more global perspective, research can extend its scope to include a diverse range of global
perspectives, considering regional variations in supply chain practices and the adoption of 14.0 technol-
ogies. By examining how DSCR strategies differ between regions, researchers can help multinational
organizations tailor their approaches to regional nuances.

7.6. Organizational maturity models

The development of organizational maturity models could help businesses assess their readiness for
DSCR. Such models would consider factors like technological infrastructure, organizational culture, pro-
cess optimization, and workforce competencies. By providing a structured framework for self-assessment,
these models can guide organizations in their journey towards digital supply chain resilience.

In summary, this research serves as a valuable foundation for future explorations in the field of DSCR.
By addressing the limitations and charting new research directions, scholars and practitioners can collab-
oratively contribute to a more comprehensive understanding of DSCR. The ongoing evolution of 14.0 and
the dynamic nature of SCR necessitate continuous research efforts to support businesses and policymak-
ers in adapting to an ever-changing digital landscape. These research endeavors are essential to ensuring
the continued relevance and applicability of findings in the face of an evolving and dynamic business
environment.

8. Data availability statement (DAS)

This paper employs an empirical investigation analysis based on a comprehensive survey that received
the necessary recognition and approvals from Institutional Review Board (IRB) under the number
HBKU-IRB-2024-10, with the objective of evaluating perspectives from supply chain (SC) professionals in



COGENT BUSINESS & MANAGEMENT ’ 33

industrial (market, business) and academic environments about the impact of a wide range of 14.0 tech-
nologies on SCR. In order to comply with, and respect the participants desire to maintain their identities
confidential, and not to disclose their organizations identities, the actual data are not available, however
the aggregate data that does not expose the participants privacy are available upon request.
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Appendix

Investment in Industry 4.0 (14.0) technologies to enhance digital supply chain resilience (DSCR)

This survey aims to identify supply chain expert’s perspectives on the optimum investment in industry 4.0 (14.0)

technologies to enhance digital supply chain resilience (DSCR). Below are some definitions for ease of reference:

a. DSCR: the ability of an organization to avoid, contain and recover from risks and disruptions through
the use of digital technologies, artificial and data-driven intelligence.
b. Industry 4.0 refers to the fourth industrial revolution, which involves the integration of advanced

technologies, such as artificial intelligence, the Internet of Things, big data analytics, and others, into

manufacturing and other industrial processes.

Below are some key 14.0 technologies for ease of reference:

1. Artificial Intelligence (Al): refers to the simulation of human intelligence in machines that are programmed to
perform tasks that would typically require human intelligence, such as learning, problem- solving, decision-making,

and language processing.

2. Internet of Things (loT): refers to the network of physical objects or “things” that are connected to the internet

and can communicate with each other, often via sensors and other data-gathering devices.

3. Big Data Analytics (BDA): refers to the process of analyzing large and complex data sets to extract valuable
insights and knowledge. It involves advanced data processing techniques and technologies that can handle vast

amounts of data, identify patterns, and make predictions.

4. Cloud Computing (CC): refers to the delivery of computing services, including servers, storage, software, OOand
databases, over the internet. It provides on-demand access to computing resources, enabling businesses to

scale up or down quickly, depending on their needs.

5. Cyber-Physical Systems (CPS): refers to a type of technology that combines physical components with digital
components, creating systems that can interact with the physical world through sensors and other devices. CPS

is often used in applications like smart homes, self-driving cars, and industrial automation.

6. Additive Manufacturing (AM): refers to a process of creating objects by adding successive layers of material,

typically using 3D printers.

7. Blockchain (BC): refers to a decentralized and distributed digital ledger that records transactions in a secure and
transparent way. It provides a way to securely store and transfer information, making it useful in applications

like cryptocurrency, supply chain management, and digital identity verification.

1: Which of the following best describes you? (Select one)

Supply chain and logistics professional and academic
Supply chain and logistics Tpodecciovar

Supply chain and logistics academic

None of the above

O O O O

2: Please describe your experience with DSCR and Industry 4.0 (Select one)

| have knowledge about DSCR and Industry 4.0
| have knowledge about DSCR

| have knowledge about 14.0

None of the above

O O O ©°

3: In which region is your organization’s headquarters? (Select one)

East Asia
South Asia
Southeast Asia
Northast Asia
Oceania

North America

South America

Eastern Europe

Western Europe

Africa

Gulf Cooperating Council

O O 0 0 0O
O O O O O°

4: How many employees work for your organization? (Select one)

o <999 o 5,000-9,999
o 1,000-4,999 o 10,000-99,999

5: What is the highest level of education you have completed? (Select one)

o Diploma o Master's degree
o Bachelor's degree o PhD or higher
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6: How many years of work experience do you have? (Select one)

o Less than five o 11to20
o 6t 10 o More than 20

7: To what extent does the DSCR and Industry 4.0 represent strategic priorities for your organization? (Select one)

o

To a great extent o To minor extent
o To a moderate extent o | dont know

8: Introduction for Q9-Q15: In the next questions, the survey addresses the interconnectedness between a) SC
Resilience drivers, and b) SC Vulnerabilities drivers, where the SC resilience drivers are;

1) SC Agility, 5)  SC Revenue & Risk sharing,

2) SC Structure, 6) SC Geographical Distribution, and
3) SC Visibility, 7)  Collaboration with SC Partners.
4) SC Information Sharing,

While the SC vulnerabilities drivers are:

1) Supply side risk, 3) Demand side risk
2) Operation process risk, 4)  Environment risk

In reference to the earlier discussed definitions of SCR and SCV drivers, please select the industry 4.0 technologies
that you perceive to be optimum solutions to invest into for the scenario portrayed in each question.

9: Within the domain of supply chain agility, which 14.0 technologies are perceived optimum to address the below
supply chain vulnerabilities?

Supply Side Risk Operation Process Risk Demand Side Risk Environment Risk
Additive Manufacturing o o o o
Artificial Intellegence o o o o
Cloud Computing o o o o
Blockchain o o o o
Internet of Things o o o o
Big Data Analytics o o o o
Cyber Physical Systems o o o o

10: Within the domain of supply chain structure, which 14.0 technologies are perceived optimum to address the
below supply chain vulnerabilities?

Supply Side Risk Operation Process Risk Demand Side Risk Environment Risk
Additive Manufacturing o o o o
Artificial Intellegence o o o o
Cloud Computing o o o o
Blockchain o o o o
Internet of Things o o o o
Big Data Analytics o o o o
Cyber Physical Systems o o o o

11: Within the domain of supply chain visibility, which 14.0 technologies are perceived optimum to address the
below supply chain vulnerabilities?

Supply Side Risk Operation Process Risk Demand Side Risk Environment Risk
Additive Manufacturing o o o o
Artificial Intellegence o o o o
Cloud Computing o o o o
Blockchain o o o o
Internet of Things o o o o
Big Data Analytics o o o o
Cyber Physical Systems o o o o

12: Within the domain of supply chain information sharing, which 14.0 technologies are perceived optimum to
address the below supply chain vulnerabilities?

Supply Side Risk Operation Process Risk Demand Side Risk Environment Risk
Additive Manufacturing o o o o
Artificial Intellegence o o o o
Cloud Computing o o o o
Blockchain o o o o
Internet of Things o o o o
Big Data Analytics o o o o
Cyber Physical Systems o o o o
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13: Within the domain of supply chain risk & revenue sharing, which 14.0 technologies are perceived optimum to
address the below supply chain vulnerabilities?

Supply Side Risk Operation Process Risk Demand Side Risk Environment Risk
Additive Manufacturing o o o o
Artificial Intellegence o o o o
Cloud Computing o o o o
Blockchain o o o o
Internet of Things o o o o
Big Data Analytics o o o o
Cyber Physical Systems o o o o

14: Within the domain of supply chain geographical distribution, which 14.0 technologies are perceived optimum
to address the below supply chain vulnerabilities?

Supply Side Risk Operation Process Risk Demand Side Risk Environment Risk
Additive Manufacturing o o o o
Artificial Intellegence o o o o
Cloud Computing o o o o
Blockchain o o o o
Internet of Things o o o o
Big Data Analytics o o o o
Cyber Physical Systems o o o o

15: Within the domain of collaboration with supply chain partners, which 14.0 technologies are perceived optimum
to address the below supply chain vulnerabilities?

Supply Side Risk Operation Process Risk Demand Side Risk Environment Risk
Additive Manufacturing o o o o
Artificial Intellegence o o o o
Cloud Computing o o o o
Blockchain o o o o
Internet of Things o o o o
Big Data Analytics o o o o
Cyber Physical Systems o o o o

16: From your perspective, what key factors determine the success of investment and implementation of 14.0 tech-
nologies? (7 for most important, 1 for least important).

G R A C | A S
Additive Manufacturing [1...71 [...71 [1...71 Mn...71 [1...71 Mn...71 [...71
Artificial Intellegence [1....7] [1....7] [1....7] [1...7] [1....7] [1...7] [1....7]
Cloud Computing [1...71 [...71 [1...71 Mn...71 [1...71 Mn...71 [...71
Blockchain [1....7] [1...7] [1....7] [...7] [1....7] [1....7] [1....7]
Internet of Things [1...71 [...71 [1...71 Mn...71 [1...71 Mn...71 [...71
Big Data Analytics [1...7] [1...7] [1...7] [1...7] [1...7] [1...7] [1...7]
Cyber Physical Systems [1...71 [...71 [1...71 Mn...71 [1...71 Mn...71 [...71

wn

Where, the acronym (GRACIAS) encompasses the following:

G: Golden Triangle; refers to having the right people, the right Process, and the right technologies to guarantee
investment and implementation success.
R: Regulatory Environment: refers to the organization’s operating environment, governing laws, regulations, and
tax structure, among others
A: Age of the asset: refers to the point at which investment is considered with respect to the overall asset life.
C: Cybersecurity: refers to the security of data creation, sharing, and storing in the digital cyberspace, in relation
to 1SO 27001.
I: Investment: refers to the expected return on investment, payback period, and other financial aspects of the
considered technology.
A: Agnosticism: refers to the solution’s ability to integrate, interact, exchange data and information and operate
seamlessly with the organization enterprise resources planning (ERP) system.
Scalability: refers to the importance of building future expansion capability in the soon-to-be-acquired digital
technologies and/or eco-system.
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