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Hooked on apps: Governance by responsible interac-
tive  behavioral  design Ð a field study  

Christina Timko, Nicholas Ostrode, Michael Roos 1 

Abstract  

Smartphone apps deliberately apply behavioral design, including algorithms sensing hu-

man behavior and personalized  design elements affecting it . Untransparent behavioral 

design exploits an  information asymmetry between app vendors and consumers and can 

lead to  negative effects on consumers such as  diminished user autonomy or  smartphone 

addiction . We address this topic through two main contributions. First, we present guide-

lines for a more consumer-friendly  handling of behavioral design elements, deriving a six -

step approach for the design process of smartphone apps  and its documentation  that we 

call responsible interactive behavioral design. Second, we analyze the effects of behavioral 

design and of measures protecting consumers from unwanted behavioral design in a field 

experiment with a newsfeed reader app  used by three study  groups, showcasing the de-

scribed design  approach. In the group with behavioral design but no protection measures, 

participants used the app twice as long as in the group with the baseline version. Partici-

pants in the group with protection measures were most aware of being ÔobjectÕ to behav-

ioral  design. Their usage time was between that of the other two groups. If it becomes 

adopted, the approach of responsible interactive behavioral design may contribute to via-

ble market solutions, addressing some of the major consumer protection needs.  

Keywords: Behavioral economics ; consumer protection ; field study ; smartphone app ; be-

havioral design  

JEL -Code: C93, D82, D91, L86, O33 
!  
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1 Introduction  

A profitable  business model aiming at high conversion rates and viral growth includes  a 

plan on how to attract and bind  users. A successful app is attractive enough to grab the 

attention of its users. It triggers usersÕ actions and reinforces interaction with variable 

rewards (Fogg 2003, Eyal 2014), combining different behavioral design elements (Ostrode 

2024). Once users are ÔhookedÕ (using a term for a long -term habitual usage of software 

applications based on the Hooked Model by Eyal 2014) , it makes user s invest more atten-

tion, time, personal data, and money into the app, with negative side effects such as ad-

diction -related smartphone use behaviors (Chen et al. 2023) or a reduction of available 

cognitive capacity through the presence of smartphones (Ward et al. 2017). Users' atten-

tion is then repeatedly used for new cycles of triggering, acting, rewarding, and investing , 

eventually forming a long -term habit (Eyal 2014) that suits business models based on 

maximizing usage time and interaction with the app ( Montag et al. 2019) . The effective-

ness of approaches such as gamification in practice is for example shown by Paschmann 

et al. (2024).  Benner et al. (2022) point out that the knowledge of app vendors regarding 

human behavior and their own products leads to an asymmetry in information and power 

between app vendors and consumers that can result in outcomes that harm  consumersÕ 

wellbeing. However, many studies neglect such potential negative impacts of behavioral 

design approaches, focusing only on the effectiveness of design  from the vendorsÕ perspec-

tive . Several scholars detect a lack of  scientifically validated structured processes and 

guidelines that enable a more responsible application of behavioral design, which in turn 

can build a foundation for legislation to keep up with the rapidly changing technology 

industry  (Baldwin 2014, Kim and Werbach 2016, Benner et al. 2022) . Additionally, studies 

investigating the impact of behavioral design in digital applications suffer from various 

pitfalls such as small sample sizes or lack of control groups (Hamari, Koivisto and Pak-

kanen 2014).  

To examine  the impact of behavioral design in a realistic context and at the same time 

contribute to the development of more responsible design approaches , we conducted a field 

experiment  based on a self-designed smartphone app  that we built  with a professional app 

developer. Against this background, w e raised the following research questions:  RQ1: 

Which  concrete steps and guidelines can  be structured, applied and tested to  assist a re-

sponsible application of behavioral design in smartphone apps? , RQ2: What are the effects 

of behavioral design on  the behavior of  participants? , and RQ3: How would participants 

react to an app that explains behavioral design and allows them to adjust behavioral design 

settings? 
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To answer these questions, we chose a study design with three treatment groups, with 

a separate version of the study app for each group. The Baseline Design group used a basic 

version of the app with minimal functional behavioral design, but no additional behavioral 

design aiming to bind user attention, and no protection measures. The Behavioral Design 

group used a version with behavioral design elements intending to ÔhookÕ participants and 

increase user binding, but no protection measures. Finally, t he Transparent Design group 

used a version with the same behavioral design elements as in the Behavioral Design ver-

sion, and additional protection measures. We approach RQ1 proposing a blueprint app 

design process and a standardized documentation sheet  for a consumer -friendly and re-

sponsible usage of behavioral design . We used this process to support the development of 

the study app, especially the Transparent Desi gn version . The process builds on the guide-

lines by Berdichevsky and Neuenschwander (1999) and Benner et al. (2022). Additionally, 

it  utiliz es the Behavioral Design Map framework that  facilitates  understanding the effects 

of behavioral design elements  on user behavior  (Ostrode 2024). We call the resulting con-

cept responsible interactive behavioral design .  

To approach research questions RQ2 and RQ3 on the effectiveness of behavioral design 

and protection measures, we utilized usage time as the main outcome variable, serving as 

a proxy for devoted user attention. The reasoning behind this is that for real apps, business 

models are often based on displaying as many advertisements as possible, and thus max-

imizing usage time becomes crucial (Zweig et al. 2019). Additionally, we asked for aware-

ness of behavioral design and protection need in a post-study survey. These measures 

complement our understanding of the degree to which participants are ÔhookedÕ on the 

study app  and how transparency and protection measures could mitigate the impact of 

behavioral design . To assess usage time and awareness, we posed two hypotheses H1 and 

H2, whereas for the need for protection measures we exploratively record whether it exist 

and what their magnitude is.  

H1 Ð Usage time: Compared to the Baseline Design group, we expect usage time to be 

highest in the Behavioral Design group, because in th is group we intentionally try to in-

fluence participants Õ behavior to make them  engage longer with the app. The protection 

measures in the Transparent Design group will raise awareness for the effects of behav-

ioral design, thus usage time in that group might fall between the usage time values in 

the other two groups.  

H2 Ð Awareness of behavioral design:  The application of behavioral design is most sali-

ent in the Transparent Design group. Thus, participantsÕ awareness of applied behavioral 

design will be strongest in that group, followed by the Behavioral Design group, and weak-

est in the Baseline Design g roup.  
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To summarize, we deliver  two main contributions. First, we build on existing ap-

proaches towards ethical design to develop an app design process as a potential blueprint 

for what we call responsible interactive behavioral design.  At the same time, a documen-

tation proposal offers a possibility for  developers to showcase their efforts towards d esign-

ing a fair application.  Second, we aim to enhance the understanding of the effects of be-

havioral design and protection measures in the context of a simplistic smartphone app, 

potentially drawing conclusions regarding the power of behavioral design applied in much 

larger applicat ions that millions of users are subject to every day. If consumers are exposed 

to behavioral design  in a power asymmetry setting  without any protection measures, they 

seem to become an ÔobjectÕ of behavioral governance that might be affected by potentially 

harmful effects consciously or unconsciously triggered by app providers (Timko et al. 

2022). In contrast , if consumers are given protection measures at hand, they can partici-

pate in behavioral (self -)governance in a co-creative, interactive manner. They become em-

powered and are aware of this. The present paper focuses especially on this approach and 

on the concept of responsible interactive behavioral design , explaining the applied behav-

ioral design elements and protection measures in detail. Additionally, it  comprises the 

main results of the analysis regarding the effect of behavioral design and protection 

measures. For a more in -depth analysis of individual effects and possible explanations see 

Timko and Adena (2023), where hypotheses are formulated in a sim ilar way, but the focus 

of analysis differs. Timko and Adena extend the analysis by zooming in on the behavior of 

the top third of participants, finding that effects from behavioral design seem to be driven 

by a group of very active participants who might be more susceptive to behavior influenc-

ing approaches. Additionally, Timko and Adena provide statistical analyses of the reported 

willingness to pay for the app, finding that participants in the Transparent Design group 

tend to show a higher willingness to  pay than participants in the Behavioral Design group 

and indicating that protection measures and transparency are valued by participants 

(Timko and Adena 2023).  

The present paper is structured as follows. Section 2 describes our concept of responsi-

ble interactive behavioral design and the field study approach. The methodology of design-

ing the app and the field study procedure are briefly presented in section 3. Se ction 4 

reports the results based on our research questions, including a detailed explanation of 

the developed approach of responsible interactive behavioral design, its exemplary appli-

cation  and the results of the field experiment . In section 5, the results and implications 

are discussed. Section 6 draws a conclusion.  
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2 Theoretical background  

2.1 Ethical considerations in the context of behavioral design  

Behavioral design is Òa framework for intentionally and systematically changing human 

behavior through persuasive modifications of the physical and digital environmentÓ 

(Combs and Brown 2018). It can be used as an umbrella term for practices from several 

related research fields applied in the digital environment such as persuasive technology, 

nudging and choice architecture, dark patterns, gamification and behavior change support 

(Ostrode 2024). Every day, such design is deliberately applied in a vast numbe r of digital 

applications influencing billions of users (Oinas -Kukkonen and Harjumaa 2008, Seitz et 

al. 2015). Intentions for applying behavioral design can be manifold, such as personalizing 

design elements affecting behavior, assisting decision making, n udging and influencing 

users, binding their attention and loyalty, and creating complex, much -tested tools with 

specific business purposes that often rely on the ÔstickinessÕ of the design and aim at in-

creasing app usage time . Severe cases of manipulative behavioral design, dark patterns 

(tricking users), and sludges (frictions, burdens, difficult navigations) are listed as illegit-

imate content, which is dealt with by law, such as the Digital Markets Act (DMA) (Euro-

pean Union  2022a) and the Digital Services Act (DSA) (European Union  2022b) (see also 

Martini et al. 2021, Van der Lee et al. 2021). Nonetheless, even legal behavioral design 

can induce backfiring and biases like risk prone or addictive behavior, with participants 

experiencing longer screen times, extensive phone checking habits and distrac tions (Chen 

et al. 2023), and carelessly or out of unawareness it can apply inherent manipulation and 

algorithmic discrimination (Cemiloglu et al. 2021, Graham 2021, Heinrichs 2021, Montag 

et al. 2019, Reisch et al. 2020, Van der Lee et al. 2021, Zuidervee n Borgesius 2019, 

Zuiderveen Borgesius 2020). Interviews with software engineers conducted in a previous 

study suggest that the use of behavioral design elements is oftentimes subject to uncon-

scious biases in the development process, leading to unintended and potentially harmful 

outcomes or in contrast consciously applied to increase usage time and bind users (Timko 

et al. 2022 b). Additionally, Timko et al. (2022b) find that software developers do not be-

lieve that users are able to detect potential risks from behavioral design elements or to 

protect themselves from these risks through adapting their behavior accordingly. Thus, 

depending on intentions, interests, and designer and user awareness, behavioral design 

might be applied responsibly by designers with beneficial outcomes for users or might 

carry risks that call for consumer protection measures.  Therefore, the European Union 

aims to complement current legislation through  the planned Digital Fairness Act,  an 
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approach that explicitly considers common behavioral design approaches  (European Com-

mission 2024, Henning 2024). This underpins the assumption that current consumer pro-

tection is not sufficient.  

Despite increasing attention from research and legislation to ethical considerations in 

behavioral design, guidelines for its responsible application are not yet well -developed, as 

several researchers point out  (Benner et al.  2022). Specifically, existing literature lacks a 

structured framework that clarifies ethical boundaries in practice. Benner et al. (2022) 

address this gap by proposing six principles based on  interviews with  consumers and a 

systematic literature review. However, their work remains conceptual and has yet to be 

operationalized. Th e present study builds on their propositions and the guidelines by Ber-

dichevsky and Neuenschwander (1999) by developing and testing a practical blueprint 

process for the responsible application of behavioral design , complemented by a standard-

ized documentation approach . Berdichevsky and Neuenschwander (1999), at that time re-

searchers at FoggÕs Stanford Behavior Design Lab, outlined already over two decades ago 

a baseline for ethical use of persuasive technology, which can be transferred to an orien-

tation for responsible b ehavioral design. It includes the need for developers to check in-

tended outcomes of and motivation behind behavioral design, to be aware of and bear re-

sponsibility for any predictable outcomes of it, to protect usersÕ privacy and disclose moti-

vations, meth ods and intended outcomes if possible and to refrain from using misinfor-

mation (Berdichevsky and Neuenschwander 1999). Complementarily, the synthesis of lit-

erature by Benner et al. (2022) culminates in the following propositions. First, developers 

of apps need to be aware of the existence of asymmetrical power dynamics and the result-

ing impact on usersÕ behavior and decision -making. Second, potentially negative individ-

ual outcomes for users of apps should not be neglected even if m ost users or public  in 

general might benefit. Third, developers need to secure self -determination and freedom of 

choice while restricting choice options where it might be beneficial for users, clearly com-

municating the reasons and functionalities. Fourth, behavioral design needs to be i mple-

mented as an opt -in feature. Fifth, transparency needs to be ensured regarding the me-

chanics of behavioral design but should be restricted to an amount that does not hamper 

beneficial functionalities. And sixth, behavioral design should be fair, avoid inducing neg-

ative morals and assist users in staying motivated, providing an aesthetic experience 

(Benner et al. 2022).  

We build on this work to apply what we call responsible interactive behavioral design, 

stressing the importance of the responsibility of app designers and the empowerment of 

app users to interactively choose the amount of behavioral design they wish to use . Besides 

bringing together the guidelines by Berdichevsky and Neuenschwander (1999) and Benner 
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et al. (2022), we utilize  the Behavioral Design Map as a tool for thorough analysis of suit-

able elements and their responsible application. The Behavioral Design Map (Ostrode 

2024) is an approach to cluster and explain common behavioral design elements from sev-

eral pre -existing fr ameworks in a standardized way. It focuses on the analysis of the prev-

alence and effects of behavioral design in smartphone apps but can also be utilized to de-

sign behavior -influencing apps and other digital applications more consciously. The frame-

work  consists of 91 different elements, clustered in to the 3 categories 1. Social Interaction, 

2. Rewards/Losses, and 3. Progress Monitoring, which in turn subsume various subcate-

gories. Each element is described including its effect, potential risks and possible protec-

tion measures, explicitly considering th e perspective of the user rather than focusing only 

on the design perspective. Additionally, exemplary post -questions for ex -post analysis of 

existing apps and pre -questions for deciding if an element is suitable for the target users 

are provided. Figure 1  shows the structure of the Behavioral Design Map and an exem-

plary element per category. For the element 3.1.12 Reminders, the corresponding descrip-

tions are presented exemplarily.  

 

Figure 1:  Structure of the Behavioral Design Map  

Source: based on Ostrode (2024). 

 



 8 

Overall, various authors stress the need for structured approaches guiding a responsi-

ble app design. Berdichevsky and Neuenschwander (1999) and Benner et al. (2022) pro-

vide theoretical guidelines for this while Ostrode (2024) suggests an approach for categ o-

rizing and systematically understanding behavioral design elements. In section 4, we de-

scribe the approach of responsible interactive behavioral design  resulting from the combi-

nation of these concepts in detail.  

2.2 Study app as a promising method in field studies  

Our field study is based on a realistic app specifically designed for the purpose of examin-

ing the effects of behavioral design and protection measures. We developed the app design 

on our own, following the approach of responsible interactive behavioral de sign. The app 

was then built by a professional app developer. During the design process, we consulted 

our interdisciplinary research partners, enabling us to incorporate aspects of law, digital 

ethics, technology assessment, and computer science, besides o ur own expertise in behav-

ioral economics. We decided on a newsfeed reader app, because newsfeeds are an efficient 

way to fill a study app with rich real content, and reading newsfeeds has become increas-

ingly popular worldwide (Statista 2022). Thereby, digi tal media involves increasing risks 

for consumers, such as unconscious social contagion and catching attention for certain 

content (Kramer et al. 2014, S Ÿlflow et al. 2019). Allcott et al. (2020) even find evidence 

that traditional metrics may overestimate consumer surplus of social media apps because 

of a digital addiction bias. Earlier studies already show the feasibility of personalizing 

newsfeed reader apps (Constantinides et al. 2015). User experience studies in Sotirakou 

and Mourlas (2015) and a later study in Sotirakou et al. (2019) find that news articlesÕ 

quality (such as images, novelty, sentiment, title polarity), their topic, and certain aspects 

of the authorÕs online reputation may influence  user attention and loyalty. Regalado et al. 

(2021) study the design implications of a socially gamified news app targeting the aging 

reader community with the aim to increase engagement with online news. Socially gami-

fied means that gamification and socia l interaction elements were used, such as rewards, 

article sharing, chatting, leaderboards, etc. More generally, Kaptein et al. (2015) show 

that persuasive technologies can be more effective if they are personalized. The literature 

review by Hamari, Koivis to and Sarsa (2014) concludes that whether gamification works 

depends much on the context and the users. Similarly, the systematic review by Seaborn 

and Fels (2015) calls for more empirical work and stronger experimental designs on spe-

cific gamification el ements. A more recent study (Paschmann et al. 2024) analyzes data 

from a gamified survey app from the marketing sector. However, although this study 
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observes the relatively large number of over 18,000 users over a longer period , the context 

of a survey app that users engage with for obtaining rewards is very specific. Since all 

users of the app were exposed to gamification at some point in time, a scenario without 

gamification cannot be observed. Furthermore, the study does not co nsider potential neg-

ative outcomes of gamification for users.  

These and other studies investigate with various methods the effects of behavioral de-

sign and related concepts, but to our knowledge do not include a similar approach of build-

ing a full newsfeed reader app with three separate versions  including one control group , 

testing both the effects of behavioral design and the viability of protection measures. In 

general, Hamari, Koivisto and Pakkanen (2014) identify several shortcomings in many of 

the existing studies which indicate the need for further research regarding the effects of 

behavioral design in digital applications. Against this background, the biggest possible 

impact of our field study is its potential for app providers to adopt more responsible design 

solutions and for regulators to better assess any need for  consumer protection and govern-

ance of behavioral design.  

3 Method  

3.1 Study app design  

When designing the study, we chose a twofold approach. On the one hand, we intended to 

operationalize and structure existing guidelines for the ethical use of behavioral design 

and exemplarily apply and improve the resulting blueprint process in the context of our 

field study (RQ1). On the other hand, we aimed to test the effectiveness of behavioral de-

sign even in a simplistic app design and provide insights about the suitability of protection 

measures (RQ2, RQ3 and hypotheses H1 and H2). Regarding RQ1, we advocate a system-

atic  and user -centric design approach based on the guidelines suggested by Berdichevsky 

and Neuenschwander (1999) and Benner et al. (2022), supported by the Behavioral Design 

Map (Ostrode 2024). When designing the study app, we used the Behavioral Design Map 

as a systematic overview for considering the effects and potential protection measures for 

each potential behavioral design element that we planned to integrate into the app. This 

facilitated the development of an effective behavioral design on the one hand  and suitable 

protection measures for testing consumer protection options on the other hand. Therefore, 

the design process was aimed to function as an exemplary blueprint for responsible app 

design, utilizing generalizable guidelines and the Behavioral Design Map.  

Working towards this goal, we first combined the propositions by Berdichevsky and 

Neuenschwander (1999) and Benner et al. (2022), checking them for differences and 
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commonalities and deriv ing  four responsibility guidelines for the design of our study app. 

We chose this work as a foundation since Berdichevsky and Neuenschwander (1999) rep-

resent the early ethical considerations by persuasive technology pioneer Fogg and his 

Stanford Behavior Desi gn Lab, while Benner et al. (2022) performed an extensive and 

current systematic literature analysis on ethical persuasive design. Based on these guide-

lines and the Behavioral Design Map, we developed a design process that we foll owed 

when designing our study app. This process is described in detail in section 4.1 and in-

cludes the following steps:  

1)! Investigating motivation and intended outcome for designing the app  

2)! Deciding on the type of app that fits best with the motivation and intended outcome  

3)! Integrating the user perspective  

4)! Applying the Behavioral Design Map (or a similar framework) to identify adequate 

and ethical behavioral design elements  

5)! Applying the Behavioral Design Map (or a similar framework) to analyze effects 

and any predictable outcomes of behavioral design including effects and outcomes 

of the combinations of elements  

6)! Designing and integrating adequate transparency and protection measures  

Each screen and each element were thoroughly tested by us and the developer team during 

all phases of the development process. We repeatedly presented  the progress to our col-

leagues specialized in ethics, law and IT in our interdisciplinary research project and in-

tegrated their feedback into the development process.  

The included behavioral design elements, protection measures and their expected ef-

fects can be found in Table 7 in the Appendix for each screen.  

3.2 Field study participants  

We had 141 participants in our study with no withdrawals during the 14 days of study 

duration. Participants were equally and randomly assigned into the treatment groups. For 

our analysis, we included  136 participants, 45 participants in the  groups Baseline Design 

and Behavioral Design and 46 participants in the group  Transparent Design (two partici-

pants who never opened the app were excluded from analysis, as well as participants who 

did not complete the post -study survey). Groups were gender balanced. Table 1 shows de-

mographic information and the p -values from a test of proportions for the distribution of 

participants and attributes (see also Timko and Adena 2023). On a 95 % confidence inter-

val, p -values show no significant difference between the distribution of attributes, indicat-

ing a well -balanced distribution of participants across groups.  
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Table 1:  Shares of attributes among participants per group and test of proportions  

 Baseline Design  Behavioral Design  Transparent De-

sign 

p-value  

Female 0.511 0.533 0.500 0.949 

Native speaker  0.935 0.954 0.938 0.874 

No reading diffi-

culties  
0.622 0.577 0.457 0.235 

Age < 26 0.556 0.511 0.500 0.855 

University de-

gree 
0.283 0.234 0.167 0.928 

N 45 45 46  

 

The study was conducted online via a German public university lab in German lan-

guage. All participants signed an informed consent. The text of the informed consent was 

easily readable and subdivided by icons aiding visual orientation. Participants answered  

comprehension questions when accepting the informed consent. An audio version of the 

informed consent was also available to ensure that the informed consent addressed diverse 

needs. We told participants that the aim of the study was to learn about their u ser expe-

rience. Participants were incentivized for their participation with a flat fee of 50 euros, 

which consisted of 6 euros for downloading the app, 1 euro for each day participating in 

the study, without any requirement to actively use the app, and 30 euros for filling in the 

post-study survey. The study ran anonymously. We knew only the lab ID of participants. 

We communicated with participants via the lab and every third day we sent reminder 

emails to those who did not open the app for the previous three days. Nevertheless, par-

tici pants were aware that they could stay inactive during the whole study. Withdrawal 

was always possible. In case of withdrawal, participants would have gotten paid propor-

tionately until the day of withdrawal.  

3.3 Field study procedure and measures  

The app versions in the Behavioral Design and Transparent Design groups were designed 

as described in section 3.1, integrating behavioral design elements of which we assume 

that they could have been applied in a similar real app as well. These elements include 

filtering of news based on user preference profiling, choice architecture when offering news 

articles, gamif ied elements such as a ranking and achievement badges for the most active 

readers, stimulating regular activity by tailored push notifications, and user -friendly 
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front -end elements making the app more engaging. The Transparent Design version ad-

ditionally contained novel protection measures, which include an in -app informed consent 

to behavioral design and adjustable behavioral design settings. These settings do not  only 

allow participants to tailor the functionalities of their app and to deactivate certain be-

havioral design elements, but they also provide short explanations of the mechanisms at 

hand. The app versions and differences are briefly described in Table 2.  For a more de-

tailed presentation of the three app versions, the design process and exemplary applica-

tions of behavioral design elements see the following section 4.1. For a detailed showcasing 

of the behavioral design elements applied in the app and in th e protection measures, see 

Table 7 in the Appendix.  

Table 2:  Three app versions Baseline Design, Behavioral Design and Transparent Design  

Baseline Design  Behavioral Design  Transparent Design  

¥! In -app consent to com-

mon privacy policy and 

terms and conditions  

¥! In -app consent to com-

mon privacy policy and 

terms and conditions  

¥! In -app consent to com-

mon privacy policy and 

terms and conditions 

and to various forms of 

behavioral design  

¥! No mention of behav-

ioral design and no pro-

tection measures  

¥! No mention of behav-

ioral design and no pro-

tection measures  

¥! Explanations of main 

behavioral design ele-

ments, protection 

measures in settings 

and directly  integrated 

into some behavioral de-

sign elements 

¥! Newsfeed in simple grey 

design, without any ex-

plicit behavioral design 

elements such as pull -to-

refresh and without al-

gorithmic personaliza-

tion  

¥! Colorful newsfeed, in-

cluding several behav-

ioral design elements 

such as pull -to-refresh 

and algorithmic person-

alization  

¥! Colorful newsfeed, in-

cluding several behav-

ioral design elements 

such as pull -to-refresh 

and algorithmic person-

alization  
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¥! No push notifications 

and no gamification ele-

ments (ranking, points, 

collecting achievements, 

algorithmically person-

alized newsfeed) 

¥! Up to two push notifica-

tions per day with con-

tent tailored to usage 

statistics, gamification 

elements (ranking, 

points, collecting 

achievements, algorith-

mically personalized 

newsfeed) 

¥! Up to two push notifica-

tions per day with con-

tent tailored to usage 

statistics, gamification 

elements (ranking, 

points, collecting 

achievements, algorith-

mically personalized 

newsfeed), option to ad-

just push notification 

settings 

Differences between the three app versions are highlighted in underlined italics . 

Each of the three app versions contained a media competency quiz. This quiz was placed 

saliently into the user account and in -app consent settings, which were the first settings 

participants had to make before starting to use the app. The in -app consent settings in-

cluded privacy policy, terms of usage, and for the Transparent Design group agreement to 

behavioral design. Later, during the whole study, the quiz was available in  the settings 

menu. Filling in the quiz was not obligatory, but participants were requested to choose 

whether they gave their in -app consent with or without completing the quiz. This measure 

should assist participants in examining whether they felt well -in formed regarding privacy 

settings and terms of usage in general or wished to spend more time on thoroughly reading 

this information. In the Baseline Design and Behavioral Design groups, the quiz contained 

only questions related to privacy and data protecti on. In the Transparent Design group, it 

additionally contained questions related to behavioral design.  

News came from 15 different sources in German language, comprising major newsfeed 

providers. We excluded any videos and advertisements. We included only one image per 

article. News were assigned to one of four predefined categories that were visible to the  

users. The categories were (1) economy and politics, (2) sport, (3) culture and entertain-

ment, and (4) gaming and technology. The content in each participantÕs newsfeed was au-

tomatically updated several times each day. Additionally, participants in the Be havioral 

Design and Transparent Design groups could update their newsfeed through the widely 

used behavioral design element Pull -to-refresh, a gesture which allows users to load new 

content by Ôpulling downÕ the screen with one finger. Rating was the only behavioral design 

element which was available across all app versions. This minimal design in the Baseline 
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Design group was implemented to obfuscate the real study aim towards a user experience 

study.  

In the post -study survey, we assessed participantsÕ awareness of behavioral design by 

asking: ÒHave you noticed that we applied behavioral design elements in the app, aiming 

to increase your usage time?Ó In the question, we intentionally put the focus on usage time 

as our main outcome variable. Response options were yes and no. In order to assess pro-

tection need, we asked: ÒDo you wish to control which behavioral design elements shall be 

active in the apps that you use?Ó Response options were yes and no. Willingness to pay is 

a post-study variable, too. We posed several questions around this topic. First, we asked 

which business model participants preferred. They could choose multiple response options. 

Next, we asked each participant to state the amount of money they were ready to give for 

a comparable market -ready app in four different business models: individual (i.e. not 

shared) monthly subscription, monthly subscription shared with family and friends, do-

nation (pay -as-you-want), and paying per article (pay -as-you-use). 

In the following section, we first describe the development  of the responsible interactive 

behavioral design conce pt and the resulting process and documentation approach. Then, 

we present the results of the field study.  

4 Results  

4.1 Responsible interactive behavioral design: guidelines and pro-

cess 

Building upon the principles of persuasive design  (Berdichevsky and Neuenschwander 

1999) and the propositions for ethical behavioral design  (Benner et al. 2022), we compared 

the respective formulations and clustered them by covered content. This resulted in four 

common categories: Awareness of motivation and methods, awareness of and responsibil-

ity for potential outcomes, responsibility for p rivacy, and transparency and control for us-

ers. For each category, we derived one guideline for responsible interactive behavioral de-

sign, forming the foundation for our app development process. Table 3 comprises the orig-

inal formulations and the categorie s and guidelines derived from them.  
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Table 3:  Guidelines for responsible interactive behavioral design  

Principles of persuasive de-
sign and propositions for eth-
ical persuasive system design 
(PSD)  

Authors of prin-
ciples and prop-
ositions  

Derived guidelines for re-
sponsible interactive be-
havioral design in digital 
applications  

1) Awareness of motivation and methods  

The motivations behind the crea-
tion of a persuasive technology 
should never be such that they 
would be deemed unethical if 
they led to more traditional per-
suasion. 

Berdichevsky and 
Neuenschwander 
1999 

Developers should be aware of 
the motivation for each behav-
ioral design element they ap-
ply. They should thoroughly in-
vestigate if the motivation be-
hind applying the respective el-
ement is ethically justifiable. 
This investigation should con-
sider the power a symmetry be-
tween developers and users. 
Behavioral design elements 
should always be fair, societally 
desirable and attractive to us-
ers. Therefore, illegitimate 
dark patterns, coercion or de-
ception are never acceptable 
means of responsible behav-
ioral design.   

Designers and developers that 
use PSD should be aware of the 
existing asymmetrical power dy-
namics that enable them to influ-
ence usersÕ attitude, behavior, 
and decision making, and, thus, 
ultimately impact their out -
comes and potentially harm their 
wellbein g. Therefore, responsible 
and ethical PSD requires con-
stant awareness of these asym-
metrical power dynamics.  

Benner et al. 2022  

In order to  motivate users, PSD 
should be fair, not foster negative 
morals, and present users with 
adequate mechanics (e.g., pro-
gress) in a visually pleasing and 
aesthetic fashion.  

Benner et al. 2022  
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2) Awareness of and responsibility for potential outcomes  

The intended outcome of any per-
suasive technology should never 
be one that would be deemed un-
ethical if the persuasion were un-
dertaken without the technology 
or if the outcome occurred inde-
pendently of persuasion.  

Berdichevsky and 
Neuenschwander 
1999 Developers should be aware of 

the outcome of each behavioral 
design element and its combi-
nation with other elements and 
context, considering if they 
would accept being subject to 
their own behavioral design. 
They should acknowledge full 
responsibility for outcomes that 
could be reasonably predicted 
in advance. The assessment of 
potential outcomes should con-
sider long -term consequences, 
not only the immediate effect 
on behavior. The outcomes 
should be fair and ethical on an 
individual as well as on a socie-
ta l level  and should never ex-
ploit users for any purpose . De-
velopers should pay special at-
tention to vulnerable groups 
such as minors and consider 
the diversity of users.  

The creators of a persuasive tech-
nology must consider, contend 
with, and assume responsibility 
for all reasonably predictable 
outcomes of its use. 

Berdichevsky and 
Neuenschwander 
1999 

The creators of a persuasive tech-
nology should never seek to per-
suade a person or persons of 
something they themselves 
would not consent to be per-
suaded to do. 

Berdichevsky and 
Neuenschwander 
1999 

Outcomes should be aligned with 
ethical boundaries in general but 
also on an individual basis. 
Therefore, a fair approach to PSD 
should be kept in mind that does 
not exploit users regardless of 
context Ñ not even for the greater 
good. 

Benner et al. 2022  

3) Responsibility for privacy  

The creators of a persuasive tech-
nology must ensure that it re-
gards the privacy of users with at 
least as much respect as they re-
gard their own privacy.  

Berdichevsky and 
Neuenschwander 
1999 

Developers should be aware of 
the way information of users is 
processed by their own applica-
tions or third parties and of the 
implications for the privacy of 
users. They should ensure the 
privacy of users and abstain 
from persuading users to dis-
close infor mation they would 
not intend to disclose.  

Persuasive technologies relaying 
personal information about a 
user to a third party must be 
closely scrutinized for privacy 
concerns. 

Berdichevsky and 
Neuenschwander 
1999 
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4) Transparency and control for users  

The creators of a persuasive tech-
nology should disclose their moti-
vations, methods, and intended 
outcomes, except when such dis-
closure would significantly un-
dermine an otherwise ethical 
goal. 

Berdichevsky and 
Neuenschwander 
1999 

Power asymmetry can be re-
duced by reducing information 
asymmetry and empowering 
users to decide on their own. 
Developers should therefore 
apply and explain behavioral 
design as transparently as pos-
sible, keeping the balance be-
tween self -determination and 
usability for users in mind. 
Wherever possible, they should 
integrate adequate opt -in op-
tions or protection measures to 
secure usersÕ freedom of choice. 
By doing so, users should be 
empowered to fully understand 
the extent, purpose and func-
tioning of behavi oral design el-
ements, autonomously decide 
about and interactively control 
the behavioral design they wish 
to be exposed to. Ideally, mech-
anisms for independent audits 
and accountability should be 
implemented.  

Persuasive technologies must not 
misinform in order to achieve 
their persuasive end.  

Berdichevsky and 
Neuenschwander 
1999 

Provide sufficient autonomy to 
the user to ensure self -determi-
nation and freedom of choice. 
However, be as concise as possi-
ble and potentially narrow down 
choices that align with usersÕ 
needs and communicate the pro-
cess to them even if that means 
limiting autonomy in the process.  

Benner et al. 2022  

Implement PSD as an opt -in de-
sign to give users free choice to 
engage in the persuasion. Moreo-
ver, anonymity can support this 
design by letting users remain 
unrecognizable until they choose 
otherwise.  

Benner et al. 2022  

Source: based on principles of persuasive design by Berdichevsky and Neuenschwander 

(1999) and propositions for ethical persuasive system design by Benner et al. (2022) . 

 

The derived guidelines imply that developers are responsible for the way they apply 

behavioral design elements and for the outcomes thereof and must empower users to in-

teractively control these elements. Therefore, we call the resulting approach responsibl e 

interactive behavioral design, aiming to facilitate a design process that results in benefi-

cial and fair digital applications for both developers and users. Figure 2 shows the steps 

for app design that we derived from these guidelines and exemplarily app lied in our app 

design. 
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Figure 2:  Exemplary blueprint process for app design following the responsible interac-

tive behavioral design guidelines  

The process presented in Figure 2 is an orientation that we derived for applying respon-

sible interactive behavioral design. It consists of six steps  that should be executed from 
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step 1 to 6 including iterative testing and feedback integration.  For each step, the covered 

main guidelines are indicated. Completing a step involves thorough investigation of the 

relative aspect of the design process by discussing and answering the proposed or similar 

relevant questions, checking the applied behaviora l design and ensuring that the relevant 

guidelines are met.  It  is crucial to adopt the perspective of the user  which should be em-

phasized in all steps, especially in step 3, for example through interviewing users about 

their needs and expectations  and including them in testing the behavioral design . When 

reasoning about the suitability of a certain design, business model or behavioral design 

element, designers should always strive to ask themselves if the chosen approach could 

result in any problematic outcome for users. Illegitimate dark patterns a s targeted by leg-

islation such as the DMA (European Union 2022a), DSA (European Union 2022b) or Gen-

eral Data Protection Regulation (GDPR) (European Union 2016) can never be accepted as 

ethical means of behavioral design. Furthermore, coercive or deceptive elements are not 

ethical behavioral design. Regarding other elements, the context and potential outcome of 

applying them is important. If, for example, the developer of a gaming app thinks about 

implementing random  rewards  (unknown gifts or objects that the user can obtain  during 

playing) to make  the game more entertaining, this could be an acceptable form of behav-

ioral design. However, if it appears reasonable to assume that this element could contrib-

ute to harmful outcomes for users such as addiction or unintended overspending of money, 

this would not be regarded as ethical as it violates  guideline 2 (not exploiting users for any 

purpose, e.g. increasing their usage time for generating more revenue ). In case of doubt, 

developers should refrain from implementing the element or think of suitable protection 

measures such as transparently explaining their intentions, potential risks and offering a 

clear opt -in  or deactivation functionality for such elements.  As indicated by Timko et al. 

(2022a), this is especially important when the app could possibly be used by vulnerable 

groups such as minors or even identifies them as a target group.  Ethics guidelines for 

general software development could provide further orientation, although they tend to 

have a broader focus in order to be applicable for all kinds of software. Examples are the 

ACM Principles for Algorithmic Transparency and Accountability  (Association for Compu-

ting Machinery 2017) or the Ethical Guidelines of the German Informatics Society  (Gesell-

schaft fŸr Informatik 2018).  

This assessment of design steps can be facilitated through the potential questions boxes 

in Figure 2. These p otential questions are suggestions that can assist developers in ful-

filling the relative steps , reflecting about the impact their design might have on users , 

identifying ethically questionable design elements and documenting their reasoning . For 

instance, in step 1, the decision of developing any kind of app should be accompanied by a 
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thorough investigation of the motives and intended outcomes of the development. To struc-

ture and document their reasoning, designers should note down answers to the  suggested 

and possible additional  questions  that seem relevant  for the respective case , preparing for 

a standardized documentation of their design process . This can be beneficial for both users 

and designers of the app. On the one hand, the likelihood for users to experience unwanted 

effects on behavior or privacy such as addiction or unintended data disclosure can be re-

duced. On the other hand, chances for designers to achieve a high customer satisfaction 

and successful distribution  of their app successful can rise if their design matches the 

needs of customers and is perceived to be fair. Since every design process and its starting 

point and context are different, this process might differ from case to case to a certain 

extent. However, it provides possible central steps and considerations for developers, for-

mulated with the intention to be  broad enough to fit a wide range of design processes for 

research, nonprofit and commercial apps. At any time, it is possible to go back one or more 

steps for iterative refinement, for instance to reconsider the intended outcome in step 1 

after having eva luated the user perspective in step 3. For testing elements and protection 

measures, several iterations are very likely, as indicated by the dotted arrows.  Generally, 

the effort  put into  fulfilling these steps should be oriented on different criteria. Relevant 

aspects can be the vulnerability of target groups, the type of app (for instance productivity 

with typically low use of behavioral design versus social media with intensive use of be-

havioral design), the business model (one -time payment without advertisements comes 

with less incentives for maximizing usage tim e through extensive use of behavioral design 

than advertisement -based freemium), the number  and combinations  of potentially critical 

elements and the size of the developing organization and its potential user base.  As indi-

cated by the obligations of the DMA and DSA, very large companies, for instance social 

media platform providers, have significantly more capacity  for implementing complex be-

havioral design, potentially influencing large groups of users. At the same time, they 

should have the capability  to thoroughly test and transparently document the behavioral 

design they apply. Therefore, the DMA and DSA demand that such companies assess and 

report certain risks that their designs might pose (European Union 2022a, 2022b). How-

ever, this targets mainly  user profiling,  dark patterns and clearly manipulative practices  

and is focused on companies with over 45 million monthly users and revenues over certain 

thresholds. Serving as a complement, the guidelines proposed in this publication are 

aimed to provide an orientation for every size of organization, for every step of  the design 

process and for each applied behavioral design element, not only for an ex -post report of 

certain critical aspects . However, this broad scope means that the concrete form of how 

the process is applied depends on the context.   



 21 

Generally,  this design process i s designed to assist developers in designing an app that 

is at the same time effective and ethically sound. However, it is reasonable to assume  that 

a transparent , standardized  documentation of the design process and the outcome would 

increase the  beneficial  potential of the approach . Through such a documentation, d evelop-

ers and vendors  could establish trust in their products while regulators and consumers 

could better assess the applied behavioral design elements and the potential correspond-

ing risks of the app. To facilitate this, in Table 4, we additionally  propose a standardized 

form based on the development process .   

Table  4: Proposal for a standardized documentation sheet for responsible interactive be-

havioral design  

1. Project Overview  

App name  

Version / Date  

Responsible distributor  (contact details)  

App type  
 
Choose one or more of the following: 

¥! Utility app (e.g. calendar, navigation)  
¥! Health or wellbeing app (e.g. fitness, sleep)  
¥! Finance or budgeting app (e.g. banking , expense tracking) 
¥! Educational or learning app (e.g. school , language learning)  
¥! Entertainment or gaming app (e.g. music or video streaming, g ames) 
¥! Social platform  
¥! Dating  
¥! E-commerce or shopping app 
¥! Work or productivity app (e.g. text editors, notes) 
¥! Civic or governmental app  (e.g. volunteering, civil warning)  
¥! Other:  

Document author(s)  

2. Motivation and purpose  

What is the core motivation for developing the app and its main features?  

What is the intended behavioral outcome  of the app and the applied behavioral design  
(for individual users and society)?  

In which ways is thi s outcome beneficial for individual users and society?  

Which problems or disadvantages could emerge from an ethics perspective?  

Which expertise does the designer have regarding behavioral design (state e.g. profes-
sional experience from former projects, training programs, etc.)?  

3. Choice of app type and business model  

Describe the core functionalities of th e app in detail.  
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Why was the app type stated in 1. chosen and which use cases should the app serve 
(from the user perspective)?  

Which app types were considered besides the type (s) stated  in  1.? 

Which similar  apps exist? 

What is the business model of the app? How (if applicable) does monetization occur 
(fixed price, in -app purchases, advertisements, data tradin g, others)? 

4. User perspective  

Which user expectations, needs or concerns were identi fied (e.g. through research or 
prior experience) ? 

How are these expectations, needs or c oncerns addressed? 

How was user feedback collected (interviews , surveys, testing, others)?  

How was the feedback integrated into the development process?  

Which data protection  concerns do users have? How are they addressed? 

Which aspects of similar apps are commonly criticized by users?  

Who are the target groups?  

Which user groups might be especially vulnerable or need special consideration?  

5. Choice of behavioral design elements  

Describe all applied behavioral elements including their functions, expected effects and 
exemplary mockups.  

Why were these elements chosen over alternatives?  

Which psychological  mechanisms support the use of these elements?  

How do the elements contribute to the goals regarding motivation, intended outcome 
and benefits  for individual users and society  stated in 2.?  

Which existing apps an d elements informed the design?   

Which elements are designed as opt-in functions?  

6. Effects of elements and combinations  

Which (long -term) outcomes of the applied behavioral design are expected?  

Which e thical problems could result from applying the chosen elements  or combinations 
of elements? 

How were the elements tested (usability tests, audits, field studies, others)?  How was 
test feedback integrated into the design process? 

Are there risks of misuse, deception or manipulation?  

Are any elements controver sial, potentially dark patterns or pose any risks to users?  

How were potential side effects on indiv idual users  and society assessed (e.g. filter bub-
bles, mental wellbeing, addiction, others)?  

What are worst -case scenarios and how likely are they to occur?  
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7. Transparency and protection measures  

Which transparency and protection measures are integrated to enable users to make 
informed and autonomous decisions ? How are they related  to the respective behavioral 
design elements? 

Which transparency and protection measures are integrated for vulnerable groups?  

Can or were the behavioral design elements and the protection measures be reviewed  
by an independent audit?  

Is inform ed consent ensured for key elements?   

Do fallback mechanisms exist if behavioral design leads to unintended harm?  

8. Supplementary Material s 

Attach relevant information or materials, e.g. sc reenshots, mockups, literature and 
frameworks, study results, anonymized user feedback, review results, expert feedback, 
version history of design  etc. 

 

While the blueprint process for the development phase is intended to assist developers 

during the design phase, the standardized documentation sheet aims at the post develop-

ment stage, allowing to show how the final product or a first version of it take responsibil-

ity and privacy issues into account. However, a thorough documentation of the develop-

ment stage can facilitate filling i n the standardized documentation sheet  which  builds on 

the six steps from the blueprint process (Figure 2). For each question in the sheet, devel-

opers can draw from results and notes created while follo wing the blueprint process. We 

advise to make use of frameworks such as the Behavioral Design Map and attach th e uti-

lized frameworks  to the final documentation  to provide a common understanding of the 

terms and concepts used in the app . Mockups and pre -release versions could further in-

crease transparency and clarity . In combination, the blueprint process and the standard-

ized documentation sheet can assist developers and designers in adhering to the ethical 

guidelines proposed in this paper and then proving this adherence.  In a next step, it  could 

be controlled and confirmed by regulato rs such as the n ew German Federal Ministry for 

Digital Transformation and Government Modernization . This could increase trust and ac-

ceptance for certified apps, creating an additional incentive for developers and app vendors 

to fill in the sheet. This approach would also be in line with the suggestion of the EU 

fitness check on consumer law for digital fairness to shift regulation towards fairness by 

design (European Commission 2024). Under the  fairness by design  paradigm , products 

must  be designed in a fair and transparent manner, meaning that developers and app  

vendors should proactively provide evidence for such fairness in their products. To ensure 

that both the  proposed process and documentation  meet the needs of all stakeholders , it 
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would be helpful to refine  and validate  them  with developers, designers, regulators and 

consumers. 

To outline how  the responsible interactive behavioral design approach  can provide  an 

orientation during the development of ethically sound behavior -influencing smartphone 

apps, the design process of our study app is described in the following section.  However, 

since the blueprint process and the app design mutually  influenced each other, no full 

documentation was made during the design process. The proposed standardized documen-

tation  sheet has therefore not been applied  for our study app. Furthermore, only one app 

version incorporated the protection measures that in a real case should be aligned with 

the business model (which we did not have for our study app) and applied throughout the 

whole app.  Nevertheless, we actively used the six-step design process and the four guide-

lines as decision criteria for designing the app. For example, the requirement of fair and 

attractive design elements (guideline 1) led to the decision to refrain from applying too 

many competitive gamification elements to prevent less  active users from becoming frus-

trated . Guideline 4)  was implemented especially in the Transparent Design version.  For 

example, i n our design concept , algorithmic personalization was only considered fair  with 

the possibility for users to understand and adjust it , leading to the decision of including a 

suitable  protection measure in this version  (see section 4.2 for a detailed description) . This 

way, following the six steps , we systematically aligned each critical design element with 

the guidelines.  

4.2 Exemplary application of responsible interactive behavioral 

design process  

When developing the design of the app for the field experiment, some main pillars were 

already pre -defined from the goals of the research project. It was clear that the app should 

explicitly test the effect s of certain aspects of behavioral design on the behavior of users, 

for instance gamification elements. Additionally, the scope of the app (short study period, 

limited number of users, limited budget) and the aim of a short and concise presentation 

led to the decision to present a rather basic and summarized application of the design 

process in this publicat ion. This basic application can be extended as needed in practice 

by adding aspects such as further questions, interviews with customers, describing testing 

iterations in more detail or establishing audit processes. The six steps of responsible in-

teractive behavioral design were applied as follows , based on the questions from Figure 2 . 

1) At the beginning of our study design process, we discussed the motivation and the 

intended outcome for designing the app.  This mainly took place  in informal sessions 
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among the authors.  As defined by the scope of our study, it was clear that our main goals 

were to examine the effectiveness of behavioral design and the acceptance of transparency 

and protection measures. Regarding motivation, we identified different aspects. Primarily, 

we aimed to build a study app that could effectively answer our research questions. On a 

more abstract level, we also hoped to contribute to the discussion regarding a responsible 

use of behavioral design, providing some orientation for other researchers and practition-

ers as well as for policymakers. The immediate outcome should be the increase of usage 

time through the applied behavioral design elements, while protection measures and 

transpa rency should increase awareness regarding behavioral design. Since the study ran 

for only two weeks with a limited number of participants, there w ere no direct outcome s 

of behavioral design regarding society  or harmful long -term outcomes  identified.  Regard-

ing the guidelines 1) and 2), we therefore deemed these intentions ethically acceptable, 

especially in combination  with a transparent debriefing after the study.  Through the uni-

versity lab that participants were recruited from, we ensured that the app would not be 

used by any specifically vulnerable groups. However, to be in line with guideline 2), we 

regarded it as important to have a clear idea of the potential effects of each element we 

would decide to apply. This implied  that we would need to use  a framework for assessing 

effects, risks and protection measures in steps 4) to 6) . Keeping this in mind during the 

design process helped us to anticipate  which effects the final app would have on users , 

how these would be influenced through specific e lements and to align this with our inten-

tions and goals.  

2) Based on our research questions, we considered different types of apps  that could fit 

the intended outcomes. This  was di scussed among the authors , too, but  required more 

intensive consideration since it  was not ultimately  pre-defined by the research agenda.  

Guideline 1) demands a socially desirable and attractive a pp. Besides this aspect, i n our 

specific case, the requirements for a successful field study were the main criteria for our 

decision. We asked ourselves questions such as ÒWhich type of app fits the motivation and 

intended outcome best?Ó or ÒWhich type of app allows for the most ef ficient and transpar-

ent use of behavioral design?Ó. A first idea was to build a quiz app  combining  entertain-

ment and gamified tips for a healthy life style. This would have entailed the possibility  to 

test if users would react to behavior -influencing content without re al effects, such as the  

health  tip  of put ting  a clear quartz into the daily  drinking water , allowing to better un-

derstand how behavior is influenced by dubious information in real apps.  However, we 

identified t hree main problems with this  approach. First, it  would  have required  to create 

much content for the app, which would have consumed resources for developing other be-

havioral  design elements and an attractive app. Second, potential behavior change  based 
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on the content  and messages rather than on clearly defined elements would have been 

difficult  to generalize . And third, it would have been considerably more difficult to design 

a baseline version  with comparable content.  To avoid these caveats, we developed the idea 

of instead building a news feed reader app . We considered the following arguments for the  

newsfeed reader format : 

a.! the availability of enough content for a realistic experience,  

b.! the quality of content from German news sources, securing acceptable journal-

istic standards without deceptive or harmful content,  

c.! the flexibility to apply different quantities and types of behavioral design ele-

ments (in contrast, it would have been hard to adapt for instance a gaming app 

to our study design due to the inherent gamification, making it difficult to de-

velop a neutral de sign for a baseline group),  

d.! the possibility to keep the extent of behavioral design elements relatively mod-

est through a reduced design,  

e.! the increasing popularity of newsfeed reader apps (Statista 2022),  

f.! the proven feasibility of personalized newsfeed reader apps (Constantinides et 

al. 2015). 

In a commercial design process, more emphasis should be put on the business model 

(which in our case was not a relevant aspect). However, the newsfeed reader design 

seemed the most suitable option for applying behavioral design in a clear, explainable 

mann er without risking harmful effects on user behavior. Following the design process, 

the integration of the user perspective is a crucial step to validate such assumptions and 

understand needs and worries of potential users . We therefore tested our considerations  

regarding the feasibility  of the news feed reader approach  in step 3.  

3) Following  the decision for a newsfeed reader app, we integrated the user perspective 

by conducting a pre -study online survey on online news reading preferences . This was 

guided by questions from Figure 2 such as ÒWhich needs and expectations do users have 

regarding the chosen type of app?Ó or ÒWhat do users find problematic about similar 

apps?Ó. Survey results were published in Timko et al. (2022a). The survey was developed 

and conducted in collaboration with student assistants, which facilitated considering the 

perspective of students representing  likely future field study participants. Additionally, t o 

further  approximate the preferences of this group , we conducted the survey among uni-

versity members. 77 participants answered questions regarding their news reading be-

havior and preferences when using newsfeed reader apps. When asked about news reading 

behavior, answers from participants using smartphone  apps for reading delivered four 

core insights. First, many participants read news daily and if so, mostly more than once a 
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day. Second, participants tend to welcome filtering options, usability and trustworthiness 

and social features such as comparison of reading performance or rating functions in news 

reader apps. Third, too many distractions such as excessive gamification or  advertise-

ments are considered rather unattractive. And fourth, more than two push notifications 

per day tend to be not desirable. These insights were incorporated into the design process 

and the choice of behavioral design elements and protection measures . For example, push 

notifications were limited to a maximum of two per day and user, while app design in 

general was kept minimalistic, and gamification elements were applied cautiously. The 

Transparent Design group was informed saliently about gamificatio n and could use vari-

ous protection measures such as a filtering option for news.  This is in line with guideline 

4), requiring the behavioral design to be as reduced and transparent as possible.  Regard-

ing guideline 3), we transparently informed users about how their data was anonymized 

collected, stored and processed during the period of the study, following the principles of 

data avoidance and data economy.  Here, it was especially helpful to consider which k ind 

of design would have been acceptable for us if we would have been exposed to it  ourselves. 

4) Based on the Behavioral Design Map (Ostrode 2024), we analyzed potential  behav-

ioral design elements that matched  the concept of our study. In contrast to a typical com-

mercial design process, the motivation for choosing certain elements was not driven by a 

certain business model but rather by our research interest. Therefore, we already had a 

pre-selection of elements that we wished to integrate into the Behavioral Design and 

Transparent Design versions. At several points during our study design process, we asked 

ourselves ÒWhich elements would be applied in a similar commercial app?Ó or ÒWhich ele-

ments could have an impact on usage time of participants?Ó. Especially the impressions  

from existing apps were very important to us since we aimed to create a design as close to 

a real , commercial app  as possible. We drew inspiration from several newsfeed reader 

apps, such as Feedly, Flipboard, Inoreader or Readly. We also asked, ÒWhich elements are 

successfully and ethically applied in similar apps?Ó (see Figure 2), but in our special case, 

we were also interested in testing elements that are not always applied in an ethical way, 

for example Pull -to-refresh. This element is frequently used in social media apps  in com-

bination with Infinite Scroll , leading to dopamine kicks through the variable reward of 

new content and supporting long -term habit formation and possibly addictive behavior, a 

potential risk that is also described in the Behavioral Design Map (Ostrode 2024). There-

fore, we identified this combination  as interesting and potentially effective . However, we 

ensured to be in line with the guidelines 1) and 3) through our study design, making it 

highly unlikely that participants could be harmed (compare our reasoning described in 

step 1). Regarding guideline 4), due to the study context , it was only possible to integrate  
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protection measures in the Transparent Design group. For a commercial app , it would 

have been important to offer protection measures to all users (see step 5 below). Following 

questions and guidelines from the interactive behavioral design process, which was still 

under development and refinement at that time, proved especially helpful regarding our 

weekly exchange with the external developer who developed the app with us. It facilitated 

the mutual communication regarding  the main  goals of the design and suitable behavioral 

design elements . For example, through drawing inspiration from existing apps  and the 

Behavioral Design Map, we could quickly come up with real -life examples for what we had 

in mind and what we aimed to achieve when discussing to implement a certain element. 

We also discussed potential downsides of different elements against the background of the 

developerÕs expertise, keeping in mind the requirements  from the guidelines 1) and 3).  

Against the background of  the results from the survey in step 3, it seemed likely that 

participants would prefer a rather cautious application of behavioral design  (ÒGiven the 

user feedback, which elements are attractive and beneficial to individual users and soci-

ety?Ó, see Figure 2). We aimed to choose elements that would motivate users to actively 

user the app without being deceptive or posing a high risk of backfiring because of obtru-

siveness. We decided to use a standard approach for onboarding participants by developing 

a tutoria l, applying the guiding Tunneling  element to facilitate orientation. Figure 3 shows 

exemplary screens from the versions Behavioral Design and Transparent Design, with 

reduced versions of the first two screens being present also in the Baseline Design group.  

!  



 29 

 

 

Figure 3:  Exemplary screens from the tutorial  

The tutorial assists in guiding participants through the onboarding process using Tunnel-

ing. The first screen informs users about the content and central functionalities (headline: 

ÒComprehensive selection of current newsÓ, box: Ò5 persons read this article. The article 

has an average rating of 4.0 stars.Ó ) The second screen goes into details of the article rating 

function (headline: ÒRead current news Ð rate, if you like toÓ, box: ÒRate anytime how val-

uable you find an article by clicking on the correspond ing star.Ó) The third screen (this 

screen was not visible in Baseline Design) explains the bonus points function (headline: 

ÒWe give you bonus points.Ó). 

 

Besides the Tunneling  function, we applied other elements applied that fulfill different 

purposes. The view and rating statistics instill Social Facilitation  on the one hand, making 

it easier for users to adopt a behavior through seeing that others do so and on the other 

hand obfuscating the study goal. The bonus points for reading articles are Status Points , 

that play a key role in the attempt of using gamification elements to motivate participants 

in the groups with behavioral design to read more. Bonus points are the basis for the 

ranking function and allow participants to keep track of their personal read ing activity. 

In commercial apps, such gamification measures can also contribute to negative effects, 

for example making users use the app more than intended, investing time, money and 

personal data. All main screens and applied elements are explained in the Appendix  (Ta-

ble 7). Exemplarily, differences between the resulting designs are presented in Figure 4.  
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Figure 4:  Different newsfeed screens, behavioral design elements and protection 

measures in the different treatment groups  
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The Baseline Design group newsfeed (upper row) is kept relatively neutral. News cate-

gories are only indicated through text, but not through colors. In the upper part of the 

screen, from left to right, there are only the icons for the home screen, settings and ques-

tions regarding the study. In contrast, in the Behavioral Design group, the newsfeed has 

colors for each news category. Behavioral design elements according to the Behavioral 

Design Map (Ostrode 2024) are for example Pull -to-refresh (loading new content by Òpull-

ing downÓ the screen) and Infinite Scroll  (never ending stream of content when scrolling 

through the newsfeed), a combination that is frequently used in social media apps to make 

users engage with the content longer and more often. The screenshots on the right show 

the ÒShelf of fameÓ (Achievement Symbols) and the ÒReading ranKingÓ (Leaderboards ), 

which rely on the rewarding experience of collecting virtual objects and the effect of com-

petition, motivating users to read more in order to move up in the ranking. Both can 

quickly be checked through the additional symbols in the upper part of the scr een (book-

shelf for ÒShelf of fameÓ and crown for ÒReading ranKingÓ). The ranking is based on the 

bonus points that participants can keep track of in the upper right icon of each screen. 

Finally, the Transparent Design group additionally had protection meas ures such as the 

possibility to precisely filter the newsfeed (ÒArtikel filternÓ), for example according to their 

rating or the number of participants who read them, and the option to adjust the algorith-

mic topic filter (ÒThemenfilterÓ). This allowed parti cipants to exert more control over be-

havioral design elements and their user experience.  As indicated in Figure 2, we completed 

several cycles of testing the app and its  elements with the team of the external developer , 

with our research team and colleagues from our institute and with  the colleagues from our 

interdisciplinary research project. Here, it was useful  to systematically test both function-

ality and perception of testers, asking questions such as ÒDo testers like the different ele-

ments?Ó, ÒAre there any bugs or problems with the technical implementation?Ó, ÒDo they 

understand how they are intended to work? Ó, ÒWould they expect or wish for other ele-

ments?Ó, ÒDo they feel that their behavior could be affected by the elements? If so, in which 

way?Ó. Repeating these test cycles  as indicated  in the blueprint process and comparing 

feedback from different groups of testers helped us to identify some bugs such as unex-

pected crashing  or problems with the log -in  process. Regarding our design decisions, it 

helped us to find  the best time slots  and wordings  for sending out push notifications.  

5) For each element that we chose to apply, we closely investigated potential positive 

and negative effects and consequences, based on the Behavioral Design Map  (Ostrode 

2024) and facilitated by insights from steps 3 and 4 regarding needs and concerns of po-

tential users as well as feedback from testing . To do so, we mainly used the  fields  for  effect 

and potential risk from the Behavioral Design Map. For example, the push notifications 
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that participants in the Behavioral Design and Transparent Design groups received are a 

type of Reminders . Reminders  can assist users in receiving interesting information, not 

missing out on new content and keep them using the app regularly. For instance, the basic 

push notification said, ÒThere are fresh news!Ó, followed by the headline of the first article 

in the news feed, while others motivated users by informing them about their personal 

reading progress or position changes in the ranking. On the other hand, Reminders  might 

contribute to stress and addiction -like behavior through excessive and habitual phone 

checking, especially when combined with other behavioral design elements  such as Pull -

to-refresh and Infinite Scroll . Furthermore, survey results from step 3 indicated that we 

had to consider the risk of backfiring. If participants would get annoyed by too many push 

notifications, this could lead to frustration, reducing attractiveness and as a worst -case 

result in part icipants stopping to use the app at all or drop out of the study. In our case, 

the relatively short period of time and the limited functionalities of the app made real 

habitual phone checking because of push notifications unlikely. However, to reduce the 

backfiring risk, we restricted the number of notifications per user and day to not more 

than two  and collected feedback regarding suitable time slots ( as described in our insights 

from step 4). Additionally, to test a more transparent way of applying this feature, in the 

following  step 6 we developed an approach to inform participants in the Transparent De-

sign group about the intentions behind push notifications and integrate protection 

measures for more autonomy.   

As mentioned before , we had weekly meetings with the developer, discussing  the exam-

ple questions and their implications. For example, we identified potential negative out-

comes from the  original design concept regarding the  Leaderboards element. Initially , we 

had planned to integrate only one leaderboard for the whole study period. However, 

th rough systematically reviewing the potential negative outcomes of each element, we fig-

ured out that th is could cause detrimental effects on the motivation  of less active partici-

pants  who would quickly fall behind in the ranking  and perceive themselves incapable of 

catching  up with the more active users . This i mplied lower  effectiveness of the behavioral 

design and would have violated guidelines 1) and 2), demanding to implemen t a fair and 

attractive behavioral design and to consider  potential negative medium - or long-term con-

sequences (frustration, negative emotions through social comparison)  besides the imme-

diate  outcome (higher motiv ation in the beginning ). We discussed this issue in our re-

search team and challenged the previous design in the next meeting with the developer , 

considering different alternatives such as completely abandoning the leaderboard  element 

or changing its mechanics . Finally , we decided to integrate a second ranking focusing only 

on daily reading, so each user had a new chance of being on top every day.  
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6) For crucial elements such as Reminders , we aimed to develop adequate protection 

measures and transparent explanations to be tested in the Transparent Design group. We 

approached this step through questions such as ÒHow can the usersÕ freedom of choice and 

self-determination be secured without compromising beneficial effects of behavioral de-

sign?Ó or ÒHow can behavioral design, its purpose and functioning be explained  as trans-

parently as possible?Ó (see Figure 2). For each element, we considered if a transparent 

explanation and an opt -in or a n adjustment feature or both were viable, combining our  

research perspective and the developerÕs technical perspective . In our case, we expected 

push notifications ( Reminders ) and Personalization  through the algorithmic profiling of 

interesting news categories to be  especially  effective elements that could contribute to a 

higher usage time  in our case, and to habit manifestation or even addiction  in a real app . 

Therefore, we thought about methods for making these more transparent , giving  users in 

the Transparent Design group  insights about their purpose and the option to ad just  these 

functionalities. At the beginning of the study, we requested participants in this group to 

consent to the usage of behavioral design in the app. This consent included different be-

havioral design elements which could be accepted, rejected or turned off temporarily or 

completely. Figure 5 shows this exemplarily for push notifications.  

!  
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Figure 5:  Options for adjusting push notifications  

The first paragraph explains how push notifications work: ÒPush notifications help you to 

stay up to date but can also lead to new habits and addiction. Triggers for push notifica-

tions contribute to the development of habits such as checking the ranking or  achieve-

ments after reading the news articles. Here, you can allow the following push notifications 

and adjust the triggersÓ, followed by various adjustment options.  

 

Participants could choose when they would like to receive which types of push notifica-

tions. For example, the standard push notification informing about new content could be 

sent after one, two or three days or the standard duration (which was a daily push  notifi-

cation) without reading an article. Push messages could also be turned off globally, with 

participants choosing if they should be automatically reactivated after 24, 48 or 72 hours 

or never. Options like these were implemented to offer participants m ore control and allow 

for interactive participation in the process of designing their experience, offering more 

granularity than simply switching off push notifications in the smartphone settings. 
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Par ticipants could also decide if they wish to turn push notifications off immediately after 

receiving an in -app notification by using a toggle switch (see Figure 6). Push notifications 

were reactivated after the period chosen in the settings.  

 

Figure 6:  Integrated option to temporarily turn off push notifications  

The function works via the t oggle switch in the upper left  saying ÒTurns off push notifica-

tions temporarilyÓ. The information panel in the upper right explains what triggers the 

push notification: ÒTrigger: Sending push notifications about news every dayÓ. The bold 

letters in the middle are the content of the push notifi cation ÒThere are fresh news!Ó, fol-

lowed by the headline of the first article in the newsfeed. Options were ÒOKÓ, which closed 

the push notification and ÒOPENÓ, which opened the presented ne ws article.  

 

Furthermore, participants in the Transparent Design group could filter news articles 

and adjust the profiling -based algorithm that created the news mix, choosing the amount 

of news from each category. This allowed participants  to control their feed in a more self -

determined way instead of merely consuming a feed resulting from an algorithm  that re-

main ed opaque to them . For all protection measures integrated into the Transparent De-

sign version, see Table 7 in the Appendix.  

Of course, there is a plethora of possibilities to implement transparency and protection 

measures according to guidelines 3) and 4). This means that there is no perfect solution 

applicable for all cases and oftentimes, the balancing act between effectivene ss on the one 

hand and transparency and control for users on the other hand requires compromises. For 

instance, in our case, due to budget restrictions we did not have an option to deactivate  

the pull -to-refresh function. However, with a limited number of new articles and consider-

ably less social dynamics than in social media apps, we considered this acceptable. In gen-

eral , to apply responsible interactive behavioral design, it is important to be aware of such 

compromises and transparently communicate the main behavioral design effects. Consid-

ering the example of commercial social media apps, main functionalities making use rs 

stick with the app and therefore securing the business model usually come with very few 
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to no explanations of the intended outcomes and potential risks . The same applies for in-

teractive protection measures . Examples for such functionalities are Social Feedback 

Loops (mostly implemented as comments functions) , the combination of Pull -to-refresh and 

Infinite Scroll  or Reminders . If app vendors sincerely applied instruments such as the 

proposed guidelines and design process, improvements in user -friendliness and ethical de-

sign could be achieved.  

In total, the process of responsible interactive behavioral design provided a helpful 

guidance for developing a design with  good chances to be both attractive and fair. The 

guidelines and example questions helped us to structure our design approach and the ex-

change insi de our research team, with the external developer and with our testers.  Fol-

lowing the six steps reminded us of repeatedly reviewing each single element where a less 

structured approach might have led to a more superficial perspective, possibly neglecting 

some backfiring effects, protection needs and functions desired by the participants.  Since 

the process evolved with our app development pr ocess and our app  study  had a limited 

number of users  and a short  timeframe , we decided against an extensive documentation 

of the design process with the standardized documentation sheet  (Table 4). However , for 

real apps that are available to many users , we regard  documenting the process through  

an approach such as  the standardized documentation sheet to be highly va luable .  

4.3 App usage time  

To understand how frequently participants interacted with main functions of the app, we 

exploratively analyzed some of these interactions.  In total, participants activated the  pull -

to-refresh mechanism  293 times, of which the Behavioral Design group accounted for 158 

times and the Transparent Design group for 135 times. Over the 14 days, 7,839 articles 

were available, of which 2,301 (29%) were counted as read by at least one participant. Out 

of these ar ticles 2,029 (88%) were rated on a scale from 1 to 5 stars, an option that was 

available at the end of each article on a voluntary basis. Thus, rating was a popular ele-

ment or perhaps reminded participants of popular recommender systems and was there-

fore used extensively. On average, articles were rated 3.57 out of 5 stars.  

Our main outcome variable was usage time. Figure 7 shows the development of the 

average usage time over the study period for the three groups. The shaded areas display 

the standard error for the respective group. Usage time was measured for each participant 

as the time during which the participant  had the app open on the smartphone screen. 

Thus, average usage time is calculated for each group as the mean of the cumulated daily 

usage time of all participants in the respective group. Zero reading times of uninterested 
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participants are included in usage time, since not using the app is similarly valid than 

using it less, if it is not liked or not found to be attractive. However, the analysis does not 

change significantly, if we exclude participants with zero reading time s. In the Behavioral 

Design group, participants used the app significantly longer than in the Baseline Design 

group, on a 95% confidence level. 2 On average, participants in the Behavioral Design group 

used the app over 9.62 minutes per day, resulting in 4.75 **  and 3.30 minutes difference 

in average usage time compared with the Baseline Design (p = .041) and Transparent 

Design (p = .206) groups respectively, according to TukeyÕs HSD tests. The Transparent 

Design and Baseline Design groups differ by 1.4 5 minutes on average (p = .732). Out of 

these, the difference between the Behavioral Design and Baseline Design groups is the 

only statistically significant one. From these results, we can derive that the behavioral 

design increased participantsÕ usage time in the Behavioral Design group. The  compara-

tively  small, statistically insignificant difference between the Transparent Design group 

and the Baseline design group could indicate that the transparency and protection 

measures at least weakened this effect; however, since the difference between Transpar-

ent Design group and Behavioral Design group is not significant, either, albeit larger , we 

cannot identify a clear effect . For an overview of the main results see Table 5 in the Ap-

pendix.  
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Figure 7:  Dynamics of average usage time per study day and by treatment groups  

Shaded areas display the standard error for the respective group. On average, usage time 

was 4.87 minutes per day (standard error: 0.291) in the Baseline Design group (n=45), 

9.62 minutes per day (standard error: 0.718) in the Behavioral Design group (n=45), and 

6.32 minutes per day (standard error: 0.394) (n=46) in the Transparent Design group.  

 

In order to  assess the power of our analyses, we ran several regressions. The OLS anal-

ysis on average usage time per participant returned an F -test statistic of 2.983 with a p -

value of .054, implying statistical significance on a 90% confidence level only and pointin g 

to weak evidence for the analyzed model. Moreover, the R -squared value of 0.04 indicates 

that 4% of the variation in average usage time is explained by the treatments. This fits 

the observation from the TukeyÕs HSD tests that only the difference between two of the 

three groups is significant on a 95% confidence level. Further explanations could be the 

high variance in individual usage time or the study being underpowered. This is under-

pinned by the power analysis using CohenÕs d measures for pairwise comp arisons, which 

returned a medium power (0.54) for the Baseline Design vs. Behavioral Design comparison 

and suggested 82 observations for a power of 80%. For the other pairwise comparisons we 

found lower power values, suggesting to increase the number of ob servations to 153 re-

spectively 171 participants per group for a replication study with a power of 80% (see Table 

6 in the Appendix).  
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Next, we looked at the number of articles read, which is also a measure that we suc-

cessfully attempted to influence through behavioral design. An article counted as read, if 

it was open for more than five seconds. The five -second limit was chosen to allow flying 

over short articles or headlines. Participants in the Baseline Design group read noticeably 

less articles than participants in the other groups, resulting in 1071 articles read in total 

by the Baseline Design group (1.7 articles per participant and day), 4502 articles read by 

the Behavioral Design group (7.15 articles per participant and day) and 2438 articles read 

by the Transparent Design group (3.75 articles per participant and day). These results are 

statistically significant on a 95 % confidence  level according to the OLS regression (n = 

136, F-statistic: 6.029, p = .003, R -squared: 0.083) and for Baseline vs. Behavioral Design 

according to TukeyÕ HSD tests, while the difference between Behavioral vs. Transparent 

Design is only marginally significant  (Baseline Design vs. Behavioral Design: 76.22** * , p 

= .002; Baseline Design vs. Transparent Design: 28.70, p = .397; Behavioral Design vs. 

Transparent Design: 47.54 *, p = .082). Figure 8 shows the 15 most active readers for each 

group. In the Behavioral Design and Transparent Design groups, we observed more activ-

ity than in the Baseline Design group. An obvious reason for this observation could be the 

stimulation of c ompetition preferences through the different rankings and achievements 

in these groups. Through open exploration of usage patterns, we found that s tudy partici-

pants seemingly responded to the competitive gamification elements. Some participants 

apparently even learnt that they only need ed to click articles for several seconds to in-

crease their ranking and did so frequently. The strong activity of the leading readers might 

have played a role in driving the group differences in average usage time. This observation 

is supported by the OLS regression for cross effects of the treatment group and being 

among the top 15 readers (n =  136, F-statistic: 11.62, p < .0001, R -squared: 0.309). Being 

among the top 15 readers accounts for 6.72** *  minutes average usage time (p = .008) and 

being among the top 15 readers in the Behavioral Design group accounts for another 

8.48**  minutes (p = .018). These aspects are covered in more detail in Timko and Adena 

(2023). Other treatment group and cross effects are smaller and statistically not signifi-

cant.   
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Figure 8:  Most active readers per group  

For each participant, the articles that were counted as read were added up. The 15 partic-

ipants who read the most articles in their respective group were ranked from highest to 

lowest number of articles read.  

 

Regarding RQ2 and RQ3, we find that behavioral design can leverage usage time and 

interaction with apps. When behavioral design is clearly pointed out to users and protec-

tion measures are offered, usage time and reading activity tends to drop compared to a 

version with behavioral design only. However, in contrast to the effect of behavioral de-

sign, this effect of protection measures is not statistically significant  regarding usage time 

and only marginally significant regarding articles read by participants . We partially con-

firm hypothesis H1. The usage time effect is strongest and significantly different compared 

to the Baseline Design group in the Behavioral Design group, while the non -significant 

difference between the Transparent Design and Baseline Design groups is somewhat 

weaker.  

4.4 Awareness and protection need  

As expected, in our post -study survey , most of the participants (70%) in the Transparent 

Design group reported to be aware of behavioral design. Roughly half of the participants 

(51%) reported this in the Behavioral Design group, followed by 22% of the participants in 

the Baseline Design group . Based on a PearsonÕs Chi-squared test (n = 136, ! 2 = 22. 76***, 
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p < .0001), these group differences are significant. PearsonÕs Chi -squared tests for group-

wise comparisons with Bonferroni adjustment (p = .0167) yielded significant respectively 

marginally significant results, too (Baseline Design vs. Behavioral Design: ! 2 = 9.26** * , p 

= .002, Baseline Design vs. Transparent Design: ! 2 = 22.377***, p < .0001, Behavioral 

Design vs. Transparent Design: ! 2 = 3.293*, p = .070). Regarding RQ3, participants tend 

to be aware of behavioral design when it is applied. This awareness can be enhanced 

through transparency. Therefore, we confirm hypothesis H2. The awareness of behavioral 

design increases with its salience, and thus the Transparent Design group shows the 

strongest and most significantly different effect of awareness compared to the other 

groups, especially compared to the Baseline Design group.  The pure presence of behavioral 

design seems to lead to some awareness, too, indicating that users can detect it to a certain 

degree without additional measures. However, this does not automatically imply that us-

ers are able to correctly evaluate its pote ntial impact on their wellbeing or to protect them-

selves against unwanted effects.  

When presenting settings and explanations, we tried to consider how much time and 

what kind of context participants need for making their protection decisions. Participants 

in the Transparent Design group thus were asked to indicate if they agreed to the i n-app 

consent quickly or went into details of explanations which were presented after opening 

accordion folds. 45% of the participants indicated to agree to the in -app consent quickly, 

flying over the text and 55% indicated to have read the in -app consent carefully. Although 

the media competency quiz was started and finished by only 28% of the participants, 81% 

of all participants who filled in the post -study survey found the approach useful.  

Nearly all participants across all three groups wished for protection measures which 

can be interactively self -regulated (see Table 5 in the Appendix with the results). Addi-

tionally, we asked whether participants would have used the filtering result correction 

option to influence the news content shown to them in the app, if that option was available. 

Most participants (70% in total) st ated that they would use such an option, while group 

differences were not significant. Furthermore, more than every second participant would 

use an option to adjust push notification settings, independently from the respective treat-

ment group. Thus, protec tion need seems to be high and independent from the treatment.  

Looking  at the actual use of protection measures in the Transparent Design group, we 

find that 26% of the participants accepted the default protection measures, which con-

tained the use of filtering and receiving 1 -2 push notifications each day. The majority of 

th e participants (66%) used at least one of the offered filtering settings options, while 30% 

made at least one change to the default push notification settings. 15% used the option to 
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adjust the frequency of push notifications via toggle switch within the push notifications. 

In total, 74% of all participants  in this group  used at least one protection setting option.  

The open exploration of willingness to pay in combination with different business mod-

els indicated that all participants (90%) prefer some kind of freemium model in exchange 

for either nothing, their data, or their participation in marketing studies. 15% o f the par-

ticipants would be willing to donate as they want to the app providers. 13% would be will-

ing to pay a monthly subscription and 3% would be willing to pay as they use per article. 

The average values for the different business models were generally positive and realistic. 

For example, the willingness to pay an individual monthly subscription is between 3.80 

and 5.20 euros. More details are presented in Table 5 in the Appendix. For further anal-

yses of willingness to pay, see Timko and Adena (2023).  

5 Discussion  

5.1 Discussion of study results  

The availability of a wide range of behavioral design elements and resources to apply 

them, combined with untransparent design and data usage, result in a power asymmetry 

between app vendors and consumers. In various cases, this power asymmetry seems to be  

exploited to impact the behavior of users in order to monetize user attention and usage 

time. Therefore , we built on previous research to derive  guidelines and a design process 

that can be used as an orientation for a more conscient and transparent approach towards 

applying behavioral design  and proving this effort through a standardized documentation . 

When carrying out our field study to investigate the effects of behavioral design and the 

feasibility of protection measures and transparency, we found that app usage time is 

longer in a group with behavioral design and no protection measures compared to the other 

two groups , with the difference between the Behavioral Design and the Baseline  Design 

group being statistically significant . This effect has an economical implication since usage 

time is oftentimes directly targeted and monetized by app vendors through advertising or 

collecting valuable insights about consumer behavior. However, these widespread busi-

ness models come at a cost for consumers who face risks of such as app addiction or loss of 

privacy (Cemiloglu et al. 2021, Chen et al. 2023). We found tendencies that user behavior  

can be influenced by behavioral design even during a relatively short period of time and 

with limited developing resources. It is easy to imagine that these effects might be much 

larger for professionally developed and A/B tested applications with million s of users, in-

creasing the potential risks for consumers . However, effects should be interpreted with 

caution since power analysis using CohenÕs d hints to the study being underpowered, 
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implying a need for future studies with larger samples. Another risk that comes with be-

havioral design is dulling consumers, when they are deprived of awareness measures and 

alternative choices and reduced to objects of behavioral governance. App providers  even 

speak of the Ôdull userÕ, when they intentionally influence them to fulfill business aims 

(Timko et al. 2022). Awareness of being ÔobjectÕ to behavioral design is the highest in the 

Transparent Design group with both behavioral design and protection measures, as com-

pared to the other two groups. As app usage time indicates, Transparent Design partici-

pants tended to be slightly more resistant and aware against ÔdullingÕ. Transparency and 

explanation about the applied behavioral design could therefore o ffer empowerment to the 

consumers, eventually enabling them to make better informed decisions. Most study par-

ticipants valued this opportunity as they stated in the post -study survey.  

Regarding the business model, the vast majority prefers freemium models. Neverthe-

less, the willingness to pay also reflects the amounts that participants are ready to pay if 

their data is not traded in any kind of freemium model. Previous studies suggest t hat 

willingness to sell personal data implies higher values than willingness to pay for data 

protection (Benndorf and Normann 2018, Grossklags and Acquisti 2007). Moreover, 

Grossklags and Acquisti (2007) showed that money is preferred over data security, w hich 

again is consistent with our results that most of our student participants would also be 

willing to choose some kind of freemium model. To this adds, that personalization in news-

feed reader apps benefits users, further shifting their privacy calculus towards self -disclo-

sure (Bol et al. 2018).  

5.2 Implications for policy  

The combination of equal willingness to pay, a strong consumer preference for the free-

mium model, and a twice as large usage time with behavioral design seemingly invites 

app providers to further exploit on usual business models. Without any intervention 

measures, consumers might continuously be put at risk. As stated in the digital fitness 

check of EU consumer law by the European Commission (2024), the current state of legis-

lation is not sufficient to secure reaching the goals of European consumer law. The  report 

explicitly addresses the problem of addiction -fostering app design, for example through 

behavioral design elements such as autoplay by default. Our study underpins the need for 

more targeted regulation that the European Commission identifies. For t he supply side, 

the least invasive intervention could be to strengthen the implementation of the principles 

of responsible interactive behavioral design. One step could be to make the informed con-

sent to behavioral design and options for protection setting s obligatory. Another could be 
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a mandatory disclosure and regular independent audits of applied behavioral design ele-

ments, their mechanics and intended outcomes for large app vendors that reach many 

users and might apply behavioral design systematically.  The standardized documentation 

sheet, aided by the six -step design process, could form a basis for such transparency  and 

a new fairness by design approach . If a mandatory implementation is not viable , a govern-

mental certificate for apps that fulfill the guidelines for fair design and prove their ethical 

approach through a standardized documentation approach could provide an advantage for  

responsible app  developers and vendors  through increased consumer trust.  These 

measures could further incentivize the realization of alternative business models. In our 

study, participantsÕ realistic willingness to pay creates such incentives, which could pay 

interest based on consumer loyalty for any responsible app provider.   

Regarding  the demand side, our study shows evidence that consumersÕ attention can 

easily be ÔhookedÕ. In that state, consumers are vulnerable and might be governed to make 

disadvantageous decisions, such as accepting unfavorable terms and conditions or increas-

ing spending. Without protection measures, as applied in the Transparent Design app 

version, consumers can hardly resist such approaches. However, if consumers are empow-

ered by the possibilities of responsible behavioral design, they are governed to act as learn-

ing users. The likelihood for acting as a learning user grows, if the necessary protection 

decisions can be made simple , transparent, and fast enough to be attractive. The self -as-

sessment in a media competency quiz can help consumers to decide on how much further 

learning they should invest. Thus, the proposed protection measures do not only empower 

consumers but also put some obligation on them to continuously learn. Nonetheless, such 

a regulation would match the en deavors of European legislation to empower consumers, 

reducing power asymmetry between consumers and app vendors, contributing to fair mar-

ket situations (Martini et al. 2021, Van der Lee et al. 2021, European Commission 2024).  

The proposed protection measures could incentivize solutions that involve both sides of 

the markets, are based on mutual respect, and practice democracy in their evolutionary 

processes (Djeffal 2022). Approaches such as responsible interactive behavioral d esign and 

the Behavioral Design Map (Ostrode 2024) could be leveraged to enable consumers to an-

alyze and adjust  behavioral design in apps themselves and become used to critically assess 

its effects and intended outcomes. Additionally, they could form a basis for developers to 

reflect on the impact of their behavioral design and mitigate potential negative conse-

quences for consumers and contributing to more transparency regarding the design pro-

cess. Regulators might support the adoption of this  practice  either by incentivizing  docu-

mented  fairness  or by making it  mandatory , complementing current  legislation . In turn, 

this might allow developers to better handle responsibility for their design, proving their 
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careful approach through demonstrating their considerations at each step of the design 

process. To summarize, these measures could support a more conscient design process and 

a more level playing field between developers and users. The insights from our study can 

hopefully contribute to a better understanding of how to encourage alternative business 

models and design processes, which might turn vulnerable consumers (Ôdull usersÕ) into 

empowered consumers (learning users). The biggest impact of the study app is that the 

app and the design process proved to be a robust tool for field studies, offering a potential 

to be useful for researc hers, app providers and regulators aiming to assess complex effects.  

5.3 Limitations and future research  

One of the major limitations to our study is that we recruited participants from a student 

pool at a university and the study took place over a period of two weeks, so it might be 

possible that participants talked to each other about the study, even across  treatment 

groups. However, we do not estimate such diffusion to have occurred often, and the study 

design is generally robust to preserve internal validity. Regarding external validity, the 

student sample can again be seen as a weakness. On the other hand , we deliberately chose 

the newsfeed reader format, since the broad population reads news and might read it 

through an online app. However, subpopulations might differ in the interest in certain 

news categories. The news categories and some design hints, s uch as frequency of push 

notifications and careful application of gamification elements in our study, were calibrated 

by the pre -study (Timko et al. 2022) to the specific academic population. For any other app 

in the field, the same procedures of developin g an effective app design with behavioral 

design elements may have applied similarly, even though  the responsible interactive de-

sign process includes steps that might not be applied in the same way by commercial app 

vendors. Furthermore, since our study design required different degrees of protection 

measures and transparency, we could not apply each step of our design process and the 

standardized documentation to all three versions to an equal extent. This means that the 

full design process could only be applied when building the Transparent Design version  

and while it was still under development . While the Behavioral Design Map proved to be 

useful in analyzing potential behavioral design elements and their effects, a possible im-

provement could be to in clude a column for potential backfiring risks from a developer 

perspective. Generally, power analysis indicated that future research should aim at larger 

samples, eventually allowing for corroborating our results and potentially discovering ef-

fects of protectio n measures. 
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Overall, the app functioned well. A small minority of participants (4%) reported to us 

that some functionalities were not perfect, such as delays when loading content and even-

tual crashing. One fifth of the participants criticized design deficiencies, such  as lack of 

dark mode, a memo function for better scrolling, and a more sophisticated delete function. 

Future research could nevertheless reuse the robust app design for fine -grained A/B test-

ing or larger scale studies with more diverse and more representa tive samples. Especially 

the process of responsible interactive behavioral design could be adopted, critically re-

viewed and refined by future studies aiming to examine the effects and the responsible 

use of behavioral design. Moreover, it remains open to f uture research to examine whether 

participants accept non -transparent ÒdullingÓ design because of convenience, information 

overload, lack of awareness, lack of transparent and fair alternatives or some other factors. 

The policy implications derived above r equire further research on the feasibility of respon-

sible app design guidelines and protection measures, paving the road for new standards 

in legislation and business.  

6 Conclusion  

The effects of digital media are highly complex, and thus many disciplines using various 

research methods study this broad topic, resulting in a growing body of literature hard to 

overview. Our realistic study app combines the interconnected economic, beha vioral, legal, 

moral, and governance aspects from the perspective of both app providers on the supply 

side and consumers on the demand side. The study shows that behavioral design is suited 

to govern its users and in the experimental setting doubles app us age time, if awareness 

is not raised and optional settings choices are not provided.  

To examine the options for ethical behavioral design and the impacts that behavioral 

design has on the behavior of consumers, we investigated three research questions. Re-

garding RQ1, we synthesized four guidelines from  the proposals by Berdichevsky and Neu-

enschwander (1999) and Benner et al. (2022), forming the foundation for a structured six -

step blueprint process  and a standardized documentation sheet  proposal for  responsible 

interactive behavioral design  in smartphone apps . This approach can be flexibly adapted 

to suit different use cases  in business and research , depending on potential criteria such 

as the number and criticality of considered behavioral design elements, the background of  

the app vendor and the vulnerability of target groups. Based on the design process of our 

study app, we  present a n example of how this concept can be used in the design process of 

a research app. Examining the effects on behavioral design on behavior of participants 

through RQ2, we find that behavioral design can significantly increase both usage time 
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(on average 4.75 minutes  more per day than in the baseline group) and the number of read 

articles  per day (on average 5.45 more articles per day than in the baseline group) . Hy-

pothesis H1 is partially confirmed, finding significant differences in usage time between 

the Behavioral Design and Baseline Design groups but no significant difference between 

the Transparent Design group and the two other groups. We conclude that behavioral de-

sign can impact usersÕ behavior even in a reduced setting and after short time. Finally, 

considering RQ3, we tested transparency and protection measures, examining partici-

pantsÕ awareness of behavioral design and openly exploring their usage of and reported 

interest in protection measures. We can confirm H2, finding that awareness rises with the 

prevalence of behavioral design and can be further increased t hrough transparent expla-

nations. Protection measures are welcomed by the majority of participants.  

In total, the approach of responsible interactive behavioral design could serve as a foun-

dation for a more conscious and transparent design process. However, further research 

and commercial applications could improve this concept, applying it more extensiv ely to 

different use cases and adding new aspects.  To fulfill the poten tial of responsible interac-

tive behavioral design, a standardized way of documenting fair design approaches should 

be promoted by regulators.  The concept of the study app could be used for larger studies 

with more participants to confirm the effects found in our field experiment and extend the 

proposed protection measures, further enhancing the understanding of the impacts of be-

havioral design on consumersÕ behavior and the mitigation of potential risks.  

  

!  
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Appendix  

Table 5: Additional results of app analysis  

 
Treatments  

Baseline Design   Behavioral Design   
Transparent  
Design  

Output variables  
Usage time in  minutes per day  4.87 (0.291) 9.62**  (0.718) 6.32 (0.394) 
Awareness of behavioral design 
share of participants/group  0.22 0.53* 0.71 

Protection need  
share of participants/group  1.00 0.98 0.98 

Table 5 shows means and standard errors (in brackets) from descriptive statistics for the output 

variable ÔUsage timeÕ and the share of participants per group for the output variables ÔAwareness 

of behavioral designÕ and ÔProtection needÕ (n = 45 in Baseline Design and Behavioral Design, n=46 

in Transparent Design). Significance codes are: * for a 95 % confidence level, ** for a 99 % confi-

dence level, *** for a 99.1 % confidence level. For ÔUsage timeÓ, we conducted pairwise TukeyÕs HSD 

tests for analyzing differences between groups, which were found to be significant on the 95% con-

fidence level for the Baseline Design vs. Behavioral Design pair (p = .041) and not significant for 

the other pairs (Behavioral Design vs. Transparent Design: p = .206, Baseline Design vs. Transpar-

ent Design: p = .731). For ÔAwareness of behavioral designÕ and ÔProtection needÕ, we conducted 

PearsonÕs Chi-squared tests for independence, indicating a very strong significant relationship be-

tween group and ÔAwareness of behavioral designÕ (! 2 = 22.055***, p < .0001) and no significant 

relationship between group and ÔProtection needÕ (! 2 =1.015, p = .602). Additionally, for ÔAwareness 

of behavioral designÕ, we conducted pairwise Chi -squared tests using a Bonferroni -corrected p-value 

of .0167. The test resulted in showing that participants in the Behavioral Design (53%, ! 2 = 9.26** * , 

p = .002) and Transparent Design (71%, ! 2 = 22.377***, p < .0001) groups are more likely to be 

aware of behavioral design, compared to participants in the Baseline Design group (22%). In com-

parison, ÔAwareness of behavioral designÕ shows no statistical evidence to be different among par-

ticipants in the Behavioral Design and Transparent Design groups ( ! 2 = 3.293, p = .070). 
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Table 6: Power analysis using CohenÕs d for pairwise group comparisons  

 Baseline Design vs. 
Behavioral Design  

Baseline Design vs. 
Transparent Design  

Behavioral Design vs. 
Transparent Design  

n  45 45/46 45/46 

Significance 
level  

0.05 0.05 0.05 

d  0.440 0.321 0.304 

Power  0.541 0.331 0.303 

Ideal n, if 
power 0.8  

82 153 170 

 
!  
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Table 7: List of applied behavioral design elements and protection measures  

Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

Onboarding process  

1.1.1 Narrative  

Chou 2015 

Fogg 2003 

Toxboe 2004 

2.2.11 Curiosity  

Jirout 2020  

Loewenstein 1994  

Toxboe 2024 

3.1.4 Tunneling  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Toxboe 2024 

3.1.10 Priming  

Lashley 1951  

Latham and Piccolo 2012  

Mirsch et al. 2017  

Launch screen  

All treatments  

 

 

The Launch screen is onboarding partic-

ipants after the start of the study. The 

first sentence says, ÒSuccessful people 

spend an above-average amount of time 

reading newsÓ. Such and similar state-

ments form a Narrative about the use-

fulness of reading news. This framing 

narrative is continued in the tutorial by 

emphasizing benefits of the app rather 

than simply introducing features. The 

narrative in turn contributes to Prim-

ing participants to make them eager to 

read as much as possible. Additionally, 

it marks the beginning of the tutorial 

process that follows a Tunneling ap-

proach, ensuring that participants un-

derstand all relevant functions and set 

up their account properly (see following 

screens). Curiosity is instilled by giving 

a first insight of WhooopÕs functions 

without revealing everything at once.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

2.2.11 Curiosity  

Jirout 2020  

Loewenstein 1994  

Toxboe 2024 

3.1.4 Tunneling  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Toxboe 2024 

3.1.10 Priming  

Lashley 1951  

Latham and Piccolo 2012  

Mirsch et al. 2017  

3.2.1 Progress Bars  

Chou 2015 

Toxboe 2024 

Tutorial screen 1  

All treatments  

 

The first tutorial screen provides more 

details on the core function of the app, 

the newsfeed, and continues the Tun-

neling process and the approach of 

keeping up Curiosity . Priming  is 

strengthened by the message ÒAll news 

at a glance. Stay up to date and save val-

uable time by seeing all relevant news at 

a glanceÓ. The Progress Bar at the bot-

tom of the screen provides orientation 

along the tutorial process, keeping par-

ticipants motivated to complete the tu-

torial.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

1.1.10 Social Facilita-
tion  

Cialdini 2009  

Fogg 2003 

Guerin and Innes 1993  

Oinas-Kukkonen and Harjumaa 
2009 

 

2.2.11 Curiosity  

Jirout 2020  

Loewenstein 1994  

Toxboe 2024 

 

3.1.4 Tunneling  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Toxboe 2024 

 

3.1.10 Priming  

Lashley 1951  

Latham and Piccolo 2012  

Mirsch et al. 2017  

 

3.2.1 Progress Bars  

Chou 2015 

Toxboe 2024 

Tutorial screen 2  

All treatments  

 

The second tutorial screen introduces 

the views and rating functions, ex-

plained in the yellow box (Ò5 persons 

have read this article. The article has an 

average rating of 4,0 starsÓ). Here, So-

cial Facilitation is added by displaying 

the behavior of other participants (read-

ing and rating articles), making it easier 

for the individual to adopt the behavior.  

(For the other elements see the screen 

before.) 
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

1.1.10 Social Facilita-
tion  

Cialdini 2009  

Fogg 2003 

Guerin and Innes 1993  

Oinas-Kukkonen and Harjumaa 
2009 

 

1.3.10 Peer Rating  

Cialdini 2009  

Toxboe 2024 

 

2.2.11 Curiosity  

Jirout 2020  

Loewenstein 1994  

Toxboe 2024 

 

3.1.4 Tunneling  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Toxboe 2024 

 

3.1.10 Priming  

Lashley 1951  

Latham and Piccolo 2012  

Mirsch et al. 2017  

 

3.2.1 Progress Bars  

Chou 2015 

Toxboe 2024 

Tutorial screen 3  

All treatments  

 

Here, in combination with other ele-

ments, Priming focuses on making us-

ers contribute to another element: Peer 

Rating , which increases trust and per-

ceived connection with other users.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

2.1.1 Status Points  

Chou 2015 

Lewis 2014  

Schell 2008 

Zichermann and Cunningham 
2011 

 

2.1.11 Reward  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Michie et al. 2013  

Schell 2008 

 

2.2.11 Curiosity  

Jirout 2020  

Loewenstein 1994  

Toxboe 2024 

 

3.1.4 Tunneling  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Toxboe 2024 

 

3.1.10 Priming  

Lashley 1951  

Latham and Piccolo 2012  

Mirsch et al. 2017  

 

3.2.1 Progress Bars  

Chou 2015 

Toxboe 2024 

Tutorial screen 4  

Behavioral Design, Trans-

parent Design  

 

For each article that a participant has 

read, he or she is awarded three points 

as a Reward . This kind of Status 

Points allows participants to track 

their progress and can motivate them to 

consistently perform the rewarded ac-

tion (in this case reading news on a reg-

ular basis).  

(For the other elements see the screens 

before.) 
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

1.2.6 Anonymity  

Kang et al. 2016  

 

2.2.9 Personalization  

Lewis 2014  

Oinas-Kukkonen and Harjumaa 
2009 

Schell 2008 

Zichermann and Cunningham 
2011 

 

2.4.6 Need for Closure  

Barlow 1981  

Toxboe 2024 

 

3.1.4 Tunneling  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Toxboe 2024 

 

Avatar choice  

Behavioral Design, Trans-

parent Design  

 

Users who finished the tutorial stage 

and are then prompted to complete the 

onboarding process might feel a Need 

for Closure , motivating them to stay 

inside the app until the process of set-

ting up and personalizing the app is fin-

ished. Choosing an avatar allows for 

Personalization without forcing the 

user to give up their Anonymity , keep-

ing the barrier for using the app as low 

as possible. (Besides this effect of Ano-

nymity , it was a standard procedure for 

all study participants to preserve their 

anonymity within the labÕs framework.) 

In turn, having made a step towards a 

personalized experience can increase 

the willingness to co mplete the following 

steps of accepting terms and conditions 

as well as allowing the app to collect per-

sonal and behavioral data.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

3.1.3 Reduction  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

 

3.1.4 Tunneling  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Toxboe 2024 

 

3.1.6 Serial Positioning  

Ebbinghaus 1913  

Toxboe 2024 

In -app consent  

All treatments (extended 

version in Transparent De-

sign) 

 

Elements for the in -app consent are 

placed in a certain order by applying Se-

rial Positioning , making necessary 

consents for data protection the first pri-

ority by presenting them first. More 

complex and optional information and 

adjustments are presented at the bottom 

of the screen. Reduction makes it easy 

to complete the process quickly without 

having to open the fold -down menu if the 

participant is not interested in the de-

tails. Defaults additionally save time 

and effort.  

A special novelty as part of the in -app 

consent is the ÒConsent to Behavioral 

DesignÓ in the Transparent Design ver-

sion, see ÒProtection measuresÓ below. 
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

1.3.2 Trustworthiness  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

 

1.3.8 Halo Effect  

Kahneman 2011  

Thorndike 1920  

Media competency quiz  

All treatments (extended 

version in Transparent De-

sign) 

 

During the in -app consent, participants 

get the option to do a quiz that helps 

them assess their media competency, 

providing guidance when deciding if 

they would like to skim the content and 

give their consent quickly or if they 

should read it more careful ly. This can 

support Trustworthiness and, in com-

bination with other protection 

measures, possibly contribute to a kind 

of Halo Effect , making the app appear 

especially trustworthy and concerned 

with the participantsÕ data sovereignty 

(and awareness of and protection from 

behavioral design in the Transparent 

Design version) throughout the whole 

user experience.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

Core functionalities  

1.3.2 Trustworthiness  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

 

2.2.8 Tailoring  

Fogg 2003 

Lewis 2014  

Oinas-Kukkonen and Harjumaa 
2009 

Toxboe 2024 

 

2.2.9 Personalization  

Lewis 2014  

Oinas-Kukkonen and Harjumaa 
2009 

Schell 2008 

Zichermann and Cunningham 
2011 

 

2.2.14 Pull -to -refresh  

Harris 2016  

Toxboe 2024 

 

2.2.15 Infinite Scroll  

Harris 2016  

Toxboe 2024 

 

3.1.11 Defaults  

Brignull 2024  

Cronqvist and Thaler 2004  

Thaler and Sunstein 2008  

Toxboe 2024 

Newsfeed  

All treatments. Baseline 

Design: only Infinite Scroll 

and Trustworthiness ap-

plied. In Hidden and Trans-

parent Design, further ele-

ments are added.  

Filter option for adjusting 

the newsfeed is only present 

in Transparent Design, see 

protection measures section 

below). 

 

Similar to the algorithms that big com-

panies like Facebook apply in their appsÕ 

newsfeeds (although much simpler), 

Tailoring is used to make the newsfeed 

adapt to participantsÕ interests, showing 

them more articles that are similar to 

their preferred reading choices, which 

can in turn motivate them to read even 

more articles. The option to filter news 

by certain attributes (e.g.  top news, see 

yellow article in the screenshot), is a 

form of Personalization , making the 

participant feel in control. Pull -to -Re-

f resh is applied as a mechanism for 

loading new content into the newsfeed, 

contributing to the development of a po-

tential habit. In a highly effective com-

bination, Infinite Scroll is added to 

keep participants engaged with the app 

while scrolling through a seemingly end-

less stream of news. Presenting the (re-

liable) sources of the news contributes to 

Trustworthiness . By Default , the fil-

ter option in the Transparent Design 

version is activated, inviting the partici-

pant to use it and see what is behind.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

1.1.10 Social Facilita-
tion  

Cialdini 2009  

Fogg 2003 

Guerin and Innes 1993  

Oinas-Kukkonen and Harjumaa 
2009 

 

1.3.2 Trustworthiness  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

 

1.3.10 Peer Rating  

Cialdini 2009  

Toxboe 2024 

 

3.1.7 Isolation Effect  

Chou 2015 

Toxboe 2024 

Von Restorff 1933  

Article  

All treatments  

 

When the participant opens an article 

and scrolls down, the Peer Rating func-

tion becomes visible and is introduced by 

the message ÒHow valuable do you find 

this article?Ó. If other participants have 

already rated the article, the average 

rating will be displayed here, providing 

Social Facilitation . Trustworthi-

ness is created again by providing the 

source of the article. The Isolation Ef-

fect makes it easy to find the ÒBackÓ 

button at the end of the page when read-

ing is finished, bringing the participant 

back to the newsfeed where more arti-

cles are waiting.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

2.1.2 Achievement Sym-
bols  

Chou 2015 

Crumlish and Malone 2009  

Lewis 2014  

Toxboe 2024 

Zichermann and Cunningham 
2011 

 

2.1.11 Reward  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Michie et al. 2013  

Schell 2008 

 

2.2.1 Collection Sets  

Chou 2015 

Lewis 2014  

Toxboe 2024 

 

Achievements  

Behavioral Design, Trans-

parent Design  

 

Different Achievement Symbols can 

be unlocked by consistently reading ar-

ticles (e.g. the ÒBeginnerÓ achievement, 

a Reward for reading the first article). 

This Collection Set (called ÒShelf of 

fameÓ in the headline) motivates partic-

ipants to set increasingly demanding 

goals and spend more time reading arti-

cles in order to collect as many achieve-

ments as possible. For achievements 

that have not been unlocked yet, a coun-

ter indic ates what the participant has to 

do to unlock them.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

1.1.2 BeginnerÕs Luck  

Chou 2015 

 

2.1.2 Achievement Sym-
bols  

Chou 2015 

Crumlish and Malone 2009  

Lewis 2014  

Toxboe 2024 

Zichermann and Cunningham 
2011 

 

2.1.10 Praise  

Chou 2015 

Lewis 2014  

Toxboe 2024 

 

2.1.11 Reward  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Michie et al. 2013  

Schell 2008 

 

Achievement message  

Behavioral Design, Trans-

parent Design  

 

Participants are informed about having 

unlocked an Achievement through an 

in -app message, stating in this case 

ÒWhooop, you read one article!Ó for the 

ÒBeginnerÓ achievement. This achieve-

ment is unlocked at the very beginning 

of the user experience as an instance of 

BeginnerÕs Luck , making the partici-

pant feeling successful from the begin-

ning. Generally, the messages aim at en-

couraging participants to read more in 

order to unlock more achievements 

(which can be viewed by clicking ÒView 

allÓ) by applying Pra ise . Again, this 

serves as a Reward for performing the 

target action of reading articles and 

spending more time with the app.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

1.1.10 Social Facilita-
tion  

Cialdini 2009  

Fogg 2003 

Guerin and Innes 1993  

Oinas-Kukkonen and Harjumaa 
2009 

 

1.2.1 Conformity An-
chor  

Chou 2015 

Dolan et al. 2012  

Fogg 2003 

 

1.2.4 Social Compari-
son  

Fogg 2003 

Michie et al. 2013  

Oinas-Kukkonen and Harjumaa 
2009 

 

1.5.1 Leaderboards  

Bjšrk and Holopainen 2004  

Chou 2015 

Crumlish and Malone 2009  

Lewis 2014  

Toxboe 2024 

Zichermann and Cunningham 
2011 

 

2.1.12 Recognition  

Oinas-Kukkonen and Harjumaa 
2009 

Reader RanKING  

Behavioral Design, Trans-

parent Design  

 

Participants can compare their bonus 

points for the day (daily ranking) and in 

total (overall ranking) with the points 

that others achieved so far in a Leader-

board . On the one hand, this contrib-

utes to a general Social Facilitation , 

on the other hand, the dynamics of So-

cial Comparison (motivation through 

comparing the own performance to oth-

ersÕ) and Conformity Anchor (wish to 

make the own behavior fit into social 

norms, in this case reading much) push 

participants to read more if others do so, 

too. Dividing  rankings into an overall 

and a daily ranking gives all users the 

opportunity to rank high and receive 

Recognition from others.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

2.1.10 Praise  

Fogg 2003 

Lewis 20015  

Oinas-Kukkonen and Harjumaa 
2009 

Schell 2008 

Confetti for best reader  

Behavioral Design, Trans-

parent Design  

 

The best reader gets an additional moti-

vational boost in the ranking section in 

the form of visual Praise .  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

1.5.2 Elitism  

Chou 2015 

 

2.1.1 Status Points  

Chou 2015 

Lewis 2014  

Schell 2008 

Zichermann and Cunningham 
2011 

 

2.1.4 Easter Eggs/Sud-
den Rewards  

Chou 2015 

Deci and Ryan 1985  

Toxboe 2024 

 

3.2.2 Self -monitoring  

Fogg 2003 

Michie et al. 2013  

Oinas-Kukkonen and Harjumaa 
2009 

Snyder 1974  

Toxboe 2024 

Personal statistics  

Behavioral Design, Trans-

parent Design  

 

At any time, participants can open their 

personal record area, Self -Monitoring 

their progress and reading habits as 

well as viewing their Status Points . 

The corresponding headlines say, ÒYour 

current scoreÓ, ÒNumber of articles you 

read per dayÓ, ÒThis is how much you 

readÓ. Additionally, for participants be-

longing to the half of the sample that 

read more words per minute on average, 

an extra function su pporting fast read-

ing was unlocked after two weeks. This 

serves as an Easter Egg/Sudden Re-

ward , aiming at  increasing interest in 

the app and instilling a subtle feeling of 

Elitism for those belonging to the group 

of ÒFast ReadersÓ, potentially spurring 

competition and activity.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

2.2.11 Curiosity  

Jirout 2020  

Loewenstein 1994  

Toxboe 2024 

 

2.4.4. FOMO  

Chou 2015 

 

3.1.12 Reminders  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Lewis 2014  

Push notifications  

Behavioral Design, Trans-

parent Design  

 

ÒThere are fresh news! 

<Headline of news article>Ó  

 

Visual signaling and vibration triggers a 

new interaction with the app: opening 

the new incoming message, relying on 

both Curiosity and FOMO , the fear of 

missing something important. This com-

mon type of Reminders might lead to a 

serious checking -habit as a potential 

risk. The standard push notification was 

the message ÒThere are fresh news!Ó, fol-

lowed by the headline of the first article 

from the newsfeed. Participants could 

choose if they wanted to open the articl e 

or continue with the current screen (if 

the app was already opened) or open the 

app by clicking on the message. The tog-

gle switch and information at the top of 

the message box are protection 

measures for the Transparent Design 

group (see below). 
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

1.5.1 Leaderboards  

Bjšrk and Holopainen 2004  

Chou 2015 

Crumlish and Malone 2009  

Lewis 2014  

Toxboe 2024 

Zichermann and Cunningham 
2011 

 

2.2.2 Appointment Dy-
namics  

Chou 2015 

Lewis 2014  

Toxboe 2024 

 

2.4.7 Loss Aversion  

Dolan et al. 2012  

Kahneman and Tversky 1979  

Mirsch et al. 2017  

 

3.1.5 Suggestions  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

 

3.1.12 Reminders  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Lewis 2014  

 

3.2.3 Simulation  

Fogg 2003 

Fogg et al. 2007 

Oinas-Kukkonen and Harjumaa 
2009 

Toxboe 2024 

Push notifications con-

tent 1  

Behavioral Design, Trans-

parent Design  

 

ÒYouÕre falling behind in the 

daily ranking! Read at least 

2 more articles to defend 

your rank! TodayÕs daily 

ranking will close in 4 

hours.Ò 

Several push notifications ( Reminders ) 

were integrated into the participantsÕ 

experience, conveying various messages 

and relying on different mechanisms. 

This example utilizes the fact that many 

people feel stronger motivation to act in 

order to avoid losing something that 

they already have ( their position in the 

Leaderboard ) than in order to gain 

something, a phenomenon known as 

Loss Aversion . The Suggestion of 

reading 2 more articles serves as a call 

to action while the Appointment Dy-

namics of the closing ranking can con-

tribute to a feeling of urgency and sup-

port tendencies to increase reading ef-

forts at a certain time of the day. The 

projection of the outcome if the partici-

pant does not take action relies on the 

Simulation element.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

1.5.1 Leaderboards  

Bjšrk and Holopainen 2004  

Chou 2015 

Crumlish and Malone 2009  

Lewis 2014  

Toxboe 2024 

Zichermann and Cunningham 
2011 

 

2.1.11 Reward  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Michie et al. 2013  

Schell 2008 

 

2.1.12 Recognition  

Oinas-Kukkonen  and Harjumaa 
2009 

 

2.4.5 Evanescent Op-
portunities  

Chou 2015 

Lewis 2014  

 

3.1.5 Suggestions  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

 

3.1.12 Reminders  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Lewis 2014  

 

3.2.3 Simulation  

Fogg 2003 

Fogg et al. 2007 

Oinas-Kukkonen and Harjumaa 
2009 

Toxboe 2024 

Push notifications con-

tent 2  

Behavioral Design, Trans-

parent Design  

 

ÒYou have almost reached 

the top 10! Read 2 more ar-

ticles to make it into the to-

tal ranking.Ó  

This push notification combines Lead-

erboards , Suggestions, Reminders 

and Simulation as well, but in contrast 

to the previous example, it aims at the 

participantÕs motivation to reach the 

more prestigious total ranking ( Re-

ward ), promising Recognition . This 

can be supported by being framed as an 

Evanescent Opportunity (if the par-

ticipant does not take action immedi-

ately, the chance to get into the total 

ranking might vanish).  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

1.5.1 Leaderboards  

Bjšrk and Holopainen 2004  

Chou 2015 

Crumlish and Malone 2009  

Lewis 2014  

Toxboe 2024 

Zichermann and Cunningham 
2011 

 

2.1.10 Praise  

Fogg 2003 

Lewis 20015  

Oinas-Kukkonen and Harjumaa 
2009 

Schell 2008 

 

3.1.12 Reminders  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Lewis 2014  

 

3.2.5 Feedback on Per-
formance  

Fogg 2003 

Michie et al. 2013  

Push notifications con-

tent 3  

Behavioral Design, Trans-

parent Design  

 

ÒGreat! You moved up in the 

ranking!  

You improved by 5 ranks to-

day. Keep it up!Ó 

In this example, the participant is en-

couraged through Praise and a positive 

Feedback on Performance , in order 

to reinforce the active usage of the app.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

2.1.1 Status Points  

Chou 2015 

Lewis 2014  

Schell 2008 

Zichermann and Cunningham 
2011 

 

3.1.5 Suggestions  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

 

3.1.12 Reminders  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Lewis 2014  

 

3.2.2 Self -monitoring  

Fogg 2003 

Michie et al. 2013  

Oinas-Kukkonen and Harjumaa 
2009 

Snyder 1974  

Toxboe 2024 

Push notifications con-

tent 4  

Behavioral Design, Trans-

parent Design  

 

ÒKeep it up!  

Read 3 more articles to beat 

your personal high score.Ó 

Here, the participantÕs Status Points 

are used as a motivation to continue 

reading.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

Protection measures (only in Transparent Design)  

1.3.2 Trustworthiness  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

 

3.1.11 Defaults  

Brignull 2024  

Cronqvist and Thaler 2004  

Thaler and Sunstein 2008  

Toxboe 2024 

Consent to behavioral 

design  

 

As an educational protection measure, 

the consent to behavioral design aims at 

raising awareness of mechanisms of be-

havioral design and contributes to 

Trustworthiness . The screen explains 

how behavioral design works and how 

settings of behavioral design elements 

can be changed. Accepting this by choos-

ing ÒI consent to the behavioral designÓ 

was mandatory, but the fold -out menu 

ÒMore settingsÓ below allowed to accept, 

reject or customize central behavioral 

design functionalities such as switching 

off push no tifications temporarily or per-

manently. By Default , all elements 

were pre -selected to test if participants 

would use the option to change the set-

tings  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

2.2.9 Personalization  

Lewis 2014  

Oinas-Kukkonen and Harjumaa 
2009 

Schell 2008 

Zichermann and Cunningham 
2011 

 

3.1.12 Reminders  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Lewis 2014  

 

3.1.7 Isolation Effect  

Chou 2015 

Toxboe 2024 

Von Restorff  

1933 

 

3.1.11 Defaults  

Brignull 2024  

Cronqvist and Thaler 2004  

Thaler and Sunstein 2008  

Toxboe 2024 

Push notification with 

protection measures  

 

In the Transparent Design version, push 

notifications include local toggle 

switches for turning them off. The toggle 

switches are part of the Reminder 

function. At the same time, toggle 

switches are outstanding thanks to their 

Isolation Effect , catching attention. 

The local settings are complemented by 

global settings under the main menu. 

Global settings allow turning on push 

notifications, set a time frame for paus-

ing push notifications, and adjusting 

Default triggers making use of Person-

alization for push  notifications and per-

suasion and habit -formation in the 

broader sense. 
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

2.2.9 Personalization  

Lewis 2014  

Oinas-Kukkonen and Harjumaa 
2009 

Schell 2008 

Zichermann and Cunningham 
2011 

 

3.1.12 Reminders  

Fogg 2003 

Oinas-Kukkonen and Harjumaa 
2009 

Lewis 2014  

 

3.1.7 Isolation Effect  

Chou 2015 

Toxboe 2024 

Von Restorff  

1933 

 

3.1.11 Defaults  

Brignull 2024  

Cronqvist and Thaler 2004  

Thaler and Sunstein 2008  

Toxboe 2024 

Screen time limit  

 

The screen time limit utilizes Personal-

ization and Defaults . Via Reminders 

with an Isolation Effect a friction in 

the app is created, which makes the con-

cern with the screen time limit an im-

portant task at the present moment. The 

Reminder prompts to pause the app us-

age, it communicates how long the app 

has been used in the given session and 

that ÒItÕs time to take a rest for the eye-

sightÓ,  putting the focus of motivation 

on a health aspect.  
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Behavioral design ele-
ments  

Screen from Whooop 
app and treatments  

Explanation  

2.2.9 Personalization  

Lewis 2014  

Oinas-Kukkonen and Harjumaa 
2009 

Schell 2008 

Zichermann and Cunningham 
2011 

 

3.1.7 Isolation Effect  

Chou 2015 

Toxboe 2024 

Von Restorff 1933  

 

3.1.11 Defaults  

Brignull 2024  

Cronqvist and Thaler 2004  

Thaler and Sunstein 2008  

Toxboe 2024 

Filter option  

 

In the Transparent Design version, the 

filter can be turned off locally using a 

toggle switch. The toggle switch is an 

outstanding element with an Isolation 

Effect guiding the user towards the pro-

tection measure. Moreover, the filtering 

options can be adjusted using local set-

tings, like a kind of Personalization . 

Defaults show how filtering works and 

invite the participant to explore the dif-

ferent possibilities.  

3.2.2 Self -monitoring  

Fogg 2003 

Michie et al. 2013  

Oinas-Kukkonen and Harjumaa 
2009 

Snyder 1974  

Toxboe 2024 

Algorithm adjustment  

 

In the Transparent Design version, the 

result of algorithmic filtering is shown 

transparently, so that Self -Monitoring 

and self -administered adjustments be-

come possible. Users have the option to 

adjust the shares that each of the cate-

gories ÒEconomics and PolicyÓ, ÒSportsÓ, 

ÒCulture and EntertainmentÓ and 

ÒGaming and TechnologyÓ have in their 

newsfeed. 

Table 7 contains the name of the respective element, the citation of the source, an example of how 

the element was built into the study app, and an explanation of its effects. Note that the table 

mainly cites publications which systematized the given element in a  behavioral design context, 

based on the Behavioral Design Map (Ostrode 2024). Where possible, the first source mentioning 

the concept is cited, too. The table includes behavioral design elements applied in protection 

measures.  


