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Abstract: This paper empirically explores the early development of insurance projects in the
decentralized finance (DeFi) industry, which is based on disruptive technologies like block-
chain and smart contracts. A brief history of DeFi is narrated stressing four risks of DeFi (vol-
atility risk, cyberattack risk, liquidity risk, and regulation risk) and its co-evolution with tradi-
tional finance. Then, first-hand evidence is collected from informed industrial practitioners by
two semi-structured focus group discussions. Consensuses are reached on why the DeFi insur-
ance market is underdeveloped and incomplete (the liquidity conundrum, the actuarial conun-
drum, the verification conundrum, the scale conundrum, the yield conundrum, the exploitation
conundrum, the cybersecurity conundrum, and the regulation conundrum) and how the next
generation of DeFi insurance can address these conundrums. Further evidence is obtained to
quantify the importance of conundrums using Analytic Hierarchy Process (AHP). Building on
the qualitative and quantitative findings, a prototypical model of DeFi insurance is proposed.
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1 Introduction

Blockchain technology harnessed with smart contracts has been transforming the finance sector
(Hairudin et al., 2020) by providing trustless solutions such as initial coin offering (Bai &
Zhang, 2024) and decentralized exchanges (Aspris et al., 2021). However, the exuberant hype
of decentralized finance (DeFi) is intertwined with excessive risks of cryptoassets including
both fungible tokens (cryptocurrencies) and non-fungible tokens (NFTs)!. One well-known
risk of holding cryptoassets is price volatility (Ghosh et al., 2023). For example, Bitcoin and
Ethereum fell by 27.3% and 38.1% in May/2022 respectively after the collapse of another DeFi
project Terra Luna (the price of which has plummeted by 99.9%). Another notorious risk of
holding cryptoassets is cyberattack. Around $3.7 billion was lost from crypto platforms due to
hacks and scams in 2022 alone (Chainalysis, 2024). To mitigate the high risks of holding cryp-
toassets, an obvious prescription is resorting to insurance in the same vein of hedging against
losses by traditional finance (TradFi) insurance. Unfortunately, almost all TradFi firms in the
world are reluctant to underwrite insurance policies for cryptoassets—TradFi companies and
regulators do not even acknowledge cryptoassets as financial assets (ESMA, 2023). As a result,
the DeFi ecosystem is forced to develop its own insurance projects (DeFi insurance) to meet
the native need of risk sharing and loss mitigation with the help of smart contracts.

Despite the genuine demand, the development of DeFi insurance lagged far behind the entire
crypto market. As shown in Figure 1, the total value locked (TVL) of DeFi insurance projects
only accounts for 0.15% of DeFi segments. In contrast, the total assets of TradFi insurance
companies account for 8.6% of TradFi assets (Statista, 2023). This disparity suggests that the
development of DeFi insurance is unbalanced, and the market gap is worth billions of dollars.

DeFi insurance is a classic example of incomplete market in economics. There is a vast litera-
ture on incomplete market in the TradFi insurance context, but it mostly discusses the effects
of incomplete market on the pricing of insurance policies. Under the complete market assump-
tion, insurance can be priced using the Black-Scholes model (Grosen & Jargensen, 2002). Nev-
ertheless, when the market does not have a complete set of Arrow-Debreu securities, the un-
derlying assumption of the Black-Scholes model no longer holds. In this case, market gaps
between the supply and demand sides lead to insufficient price information as some risks are
not priced (Eberlein et al., 2014). In addition, a higher degree of exogenous shocks also makes
the applicability of the classical insurance pricing model questionable. Investors either have
simple solutions for hedging strategies (local risk-minimization) or a control over total costs
and risks (mean-variance hedging). Specifically, Moore & Young (2003) consider cases where
the source of incompleteness arises from mortality risk. Consiglio & De Giovanni (2010)
model the surrender option as a path-dependent European option while introducing the

! See Appendix A for a brief history of DeFi.
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incompleteness by additional risk factors. A key variable in pricing is the expected rate of
return or cost of capital. Albrecher et al. (2022) discuss the cost-of-capital rate for an insurance
company under incomplete market as an equilibrium in the triangle structure of policyholders,
shareholders, and regulators. Bauer & Zanjani (2021) derive the rate in multi-periods based on

classical actuarial premium principles.
Figure 1 Market shares of different DeFi segments in 2024
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Data source: DeFi Llama (https://defillama.com/categories). The total value locked of DeFi was estimated to be
$234 billion on 31/May/2024.

The traditional wisdom in economics usually attributes the main cause of incomplete market
to transaction costs (Ibragimov et al., 2009). However, the development of smart contracts is
supposed to reduce those costs, potentially fostering a complete market as evidenced by recent
studies in DeFi insurance (Mahmoud et al., 2018; Sheth & Subramanian, 2020) and TradFi
insurance (Dominguez Anguiano & Parte, 2023; Yadav et al., 2023). Moreover, peer-to-peer
risk-sharing mechanisms in DeFi insurance could address incomplete market present in TradFi
insurance for specific risks like flood (Vannucci et al., 2021; Feng et al 2022) and customized
insurance needs (Norta et al., 2019). These innovations significantly reduce transaction costs
compared to premiums in centralized models (Abdikerimova & Feng, 2021).
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Despite its theoretical potential, the market for DeFi insurance remains practically underdevel-
oped. Current research often focuses on hurdles related to DeFi in general (Amponsah et al.,
2021; Dominguez Anguiano & Parte, 2023). Regulatory challenges and technological risks are
regarded as common issues in DeFi products and services (Sheth & Subramanian, 2020; Manda
et al., 2024; McGurk & Reichenbach, 2024). Nevertheless, an in-depth analysis of this sub-
stantial market gap of DeFi insurance is still missing. There must be some hidden barriers
stopping DeFi insurance from developing to its potential, which in turn hampers the healthy
growth of the DeFi ecosystem in general. To better understand this market gap, we aim to
investigate the following research questions (RQs):

RQ1: What are the major conundrums that hinder the growth of DeFi insurance?
RQ2: How to solve these conundrums to foster a balanced growth of DeFi insurance?

To answer these RQs, it is more appropriate to employ focus group discussions among profes-
sional practitioners in the DeFi industry to analyze and synthesize the grand challenges in the
industry. First-hand evidence from these informants provides more informative insights as
other forms of empirical evidence and theoretical literature are yet to accumulate. Engaging
practitioners from DeFi insurance projects ensures that the information is up-to-date and di-
rectly relevant to the RQs, avoiding limitations of secondary data (Cao et al., 2020; Dominguez
Anguiano & Parte, 2023). Through two rounds of semi-structured focus group discussions,
eight major conundrums are identified, and potential solutions are proposed. To supplement
the qualitative method, a follow-up survey was conducted to provide further empirical evidence
using a quantitative method—Analytic Hierarchy Process (AHP). This method is well estab-
lished and widely used in decision science and operational research. Combining the qualitative
and guantitative methods makes the paper a mixed-method study.

This paper is one of the first attempts embarking on DeFi insurance, a sector expected to be
multi-billion. It contributes to literature in three ways?. Theoretically, we emphasize the im-
portance of insurance in the DeFi ecosystem for hedging against various risks. Existing re-
search has focused on cross-asset, spillover-based hedging strategies to mitigate price volatility
risk, relying on statistical connectedness among cryptoassets (Assaf et al., 2024; Gunay et al.,
2023) and TradFi assets (Yousaf et al., 2022; Annamalaisam & Vepur Jayaraman, 2023). How-
ever, the role of insurance in financial markets for risk management is largely overlooked in
the DeFi literature. We develop a conceptual framework of the DeFi market microstructure,
based on which major conundrums and potential solutions are identified for DeFi insurance.
To our knowledge, this is the first framework of its kind in the DeFi insurance literature, laying
a foundation for future research.

2 See Appendix B for a more detailed literature review on DeFi.

4



This is the accepted version by International Journal of Finance and Economics.

Empirically, we carefully design a qualitative, exploratory method. It provides early evidence
in the nascent insurance industry when other forms of evidence like secondary data and litera-
ture are still developing. Prior qualitative research in DeFi has largely relied on authors’ expe-
riences and conceptualization (e.g., Catalini et al., 2022; Berger & Boot, 2024) or secondary
documents like media reports and articles (e.g., Cao et al., 2020; Dominguez Anguiano & Parte,
2023). In contrast, our study overcomes the challenge of finding DeFi practitioners, thereby
supplementing the understanding of DeFi insurance and the broader DeFi ecosystem with first-
hand evidence.

Practically, we synthesize a prototypical model of future DeFi insurance projects based on the
consensus of DeFi practitioners. While designing DeFi insurance solutions is not new, existing
solutions often propose technical schemes without reflecting the business logic of insurance
(e.g., Qi etal., 2021; Huang et al., 2022). Our prototype model, which combines on-chain and
off-chain business connections, as well as tokenomics and business models, offers valuable
insights for insurers, policyholders, investors, and regulators in both DeFi and TradFi.

Following the introduction, Section 2 compares the chosen empirical methods with other alter-
natives. The empirical findings on the conundrums and solutions are synthesized in Section 3,
following which Section 4 quantifies the importance of the conundrums and develops a proto-
type of the future generation of DeFi insurance. Section 5 concludes.

2 Method

Given the nature of the RQs, an exploratory approach is employed. Specifically, semi-struc-
tured focus group discussions combine interviews with group interactions (Morgan, 1996; Ra-
biee, 2004), offering advantages over other alternative data collection methods when little prior
information is available to researchers (Xing et al., 2021). First, it is not viable to apply docu-
ment-based literature survey such as systematic literature review (Liu et al., 2023; Zhang et al.,
2024; Zhou et al., 2025) and bibliographic analysis (Tandon et al., 2021) to answer our RQs
because the existing literature on DeFi insurance is scanty. Academic research usually lags
business practice and DeFi is a nascent industry which effectively started in 2015. Second,
statistical surveys and questionnaires are not appropriate because they are structured a priori
based on adequate knowledge from previous literature. Again, the “adequate knowledge” does
not exist in this research. Another reason is that opinions of the general public are usually non-
informative on emerging industries. DeFi insurance has not been fully developed yet (even the
entire DeFi market has not), so information is more likely to be extracted from opinions of
professional practitioners than from the unselected respondents. Furthermore, interactions
among the participants can bring constructive synergy from diverse experiences and perspec-
tives (Sumarwan et al., 2021; Balzarova et al., 2022). Therefore, individual interview (without
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multilateral interactions) is less effective. In recent exploratory research on DeFi and FinTech,
focus group discussions have been actively used (e.g., Dekkers et al., 2020; Grassi et al., 2022).

To summarize, the advantages of focus group discussions in our research context include the
semi-structured contents to allow for flexibility, the selected expertise to enhance informative-
ness, and the multilateral interactions to inspire novelties. The key to ensuring the validity and
effectiveness of focus group discussions is to form the focus group with appropriate level of
diversity, so that the opinions of different perspectives can be fully mixed and combined to
generate comprehensive, creative insights (Morgan, 1996; Krueger, 2014). In contrast, homo-
geneous groups tend to be dominated by a single viewpoint, resulting in less balanced discus-
sions and generalizability (Calder, 1977; O. Nyumba et al., 2017).

We target practitioners and academics knowledgeable in DeFi insurance. We initially identified
participants from our professional networks following Wang et al. (2019) and Wiersema &
Mors (2023). A snowball sampling was then used—initial participants suggest other experts
from their networks as in Biernacki & Waldorf (1981). This approach expands our outreach to
participants with diverse backgrounds including DeFi insurance entrepreneurs, DeFi market-
makers (e.g., liquidity providers, stakers, miners), blockchain technicians, TradFi insurance
professionals, venture capital investors, academic researchers, consultants, and media com-
mentators. The diversity in industry backgrounds ensures comprehensive insights from various
DeFi market segments.

Table 1 Focus group discussants description.

Sector (%) Occupation (%)

DeFi insurance 25% Entrepreneur 20%
DeFi other segments 20% Operations Manager 15%
TradFi insurance 15% Liquidity Provider 10%
TradFi other segments 10% Miner 10%
Venture Capital 10% Actuarial Analyst 5%
Academic 10% Blockchain Technician 10%
Consulting 5% Investor 15%
Media 5% Researcher 15%
Education (%) Position (%)

uG 55% Junior 20%

PG 25% Senior 60%

PhD 20% Executive 20%

Age (%) Region (%)

<30 35% Dubai 25%

30-40 45% us 20%

40-50 15% China 20%

>50 5% UK 15%
Australia 10%

Singapore 10%
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Diversity also extends to the participants’ education background (undergraduate, master, PhD),
age group (26-55), experience level (junior manager, senior manager, executive), and country
of origin (US, UK, Australia, Dubai, Singapore, and China). Participants with diverse back-
grounds can mitigate subjective biases and capture a broad spectrum of perspectives (Wiersema
& Mors, 2023). Literature suggests that an effective focus group size is 9-28 participants, con-
sidering efficiency, resources, and time constraints (Baharmand et al., 2021; Misra et al., 2023;
Moradlou et al., 2023). Table 1 gives a brief description of the 20 discussants in the focus
group meetings.

Following Grassi et al. (2022), the focus group held two meetings for the two RQs. Prior to
each meeting, all discussants were informed about the topics and objectives. The goal of the
first meeting was to summarize possible conundrums in DeFi insurance (RQ1). The focus
group discussion was held online using Microsoft Teams for about 120 minutes in August 2023.
All discussants joined in the discussion and interacted with each other, led by the moderator
and the observer (i.e., the authors). The goal of the second meeting was to discuss potential
solutions to the identified conundrums (RQ2). The meeting was held one week after the first
meeting, and it lasted about 180 minutes with a good level of interactions and brainstorming
discussions. The same discussants joined the second focus group. Specifically, the entrepre-
neurs of DeFi insurance explained their business plans attempting to solve some of the conun-
drums. Other existing cases are also discussed by other informants. In addition to the discus-
sions, six participants provided secondary documents, including white papers on their DeFi
insurance projects and websites for reference. The insights from the two semi-structured focus
group discussions and these secondary documents are used as input data for analysis in the next
two sections.

Apart from the qualitative method, we also conducted a follow-up survey in December 2023.
Analytic Hierarchy Process (AHP) is used to quantitively assess the relative importance of
various conundrums. This method is well established in decision science and operational re-
search for systematically evaluating the priority of criteria and alternatives using a small sam-
ple of experts (Sharma et al., 2021). Details of the method, procedures, and participants de-
scription are provided in Appendix E. We contacted all participants from the focus group, and
70% (14/20) agreed to participate. We added six additional participants from our professional
networks to balance the number of practitioners and academics, so that we can identify dis-
crepancies in opinions between these two groups. The insights from the follow-up survey are
detailed in the discussion section.

3 Results

As shown in Figure 1, DeFi projects concentrated in liquid staking (staking assets to provide
market liquidity) and lending (e.g., peer-to-peer lending, liquidity pool lending, flash loan).
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The unbalanced growth of DeFi insurance is a puzzle to both academic researchers and block-
chain practitioners. This section analyzes and synthesizes the opinions of the two semi-struc-
tured discussions. In addition to the two RQs, the focus group also reached consensus on the
DeFi insurance market structure and the market gaps of the DeFi industry in general. These
insights provided a helpful big picture to position the conundrums and identify corresponding
solutions. To better present the answers to the RQs, the next subsection summarizes the con-
ceptual framework (Figure 2 and Figure 3) based on the focus group discussions.

3.1 The Big Picture

Discussants with different backgrounds tend to take diverse perspectives and use distinctive
jargons, so the moderator suggested forming a unified framework to navigate the discussion.
The focus group therefore first discussed and agreed on the market structure of DeFi insurance
(Figure 2). This framework was constantly referred to in later discussions to identify conun-
drums and to propose solutions.

Figure 2 The market participants and market structure of DeFi insurance.

Market Makers Market Wreckers
Regulators :
(LPs, stakers, etc.) (arbitr., hackers)

DeFi Insurance

Developers Users
(Application Layer)
R I I \
1 | 1 1 1 1
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i E ! (Infrastructure Layer) | ! (Other Projects) E
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Notes: Created by the authors. LPs = liquidity providers, arbitr. = arbitrageurs, DEXs = decentralized exchanges,
CEXs = centralized exchanges.

In the core of a DeFi insurance project lie the supply side (developers) and demand side (users).
At the meantime, market participants like liquidity providers (LPs) and stakers fuel the project
with adequate liquidity (i.e., funds) so that insurance users (insurees) can be compensated. They
are essentially market makers. In the opposite, market participants like hackers and arbitra-
geurs attack projects with malicious trading to take advantage of the security loopholes or busi-
ness logic. They are essentially market wreckers. In addition to the market participants, reg-
ulators of financial markets keep a close eye on DeFi development given its high risks and
impact on financial stability. Other blockchain-based projects (e.g., DEXs, CEXs, oracles, de-
centralized courts, etc.), smart contracts empowered networks (e.g., Ethereum), and
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cryptocurrencies (e.g., stablecoins) provide an ecological support to (or barrier against) DeFi
insurance projects. This market structure was useful to organize and understand the identified
conundrums facing DeFi insurance.

During the discussion on the DeFi insurance market structure, the discussants frequently di-
gressed outside DeFi insurance and talked about the DeFi industry in general. The discussion
was navigated back on track by the moderator, but as a by-product, three market gaps seem to
attract most discussants’ attention. This consensus deepens the understanding of the proposed
solutions because good solutions must fill the gaps not only within a DeFi segment but also
throughout the entire industry. So, we report the market gaps of the DeFi industry, which are
believed to shed light on the next generation of DeFi projects, especially DeFi insurance.

Figure 3 The market gaps of the DeFi industry.
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The foundation for the crypto ecosystem is an efficient circulation of value and information. A
circular economy model in the crypto world or the metaverse is similar to the real world: inter-
nal circulation (analogous to corporate operation/governance) and external circulation (analo-
gous to national trade/finance). In addition, there is crossover circulation between the crypto
and real worlds (analogous to international trade/finance) as shown in Figure 3.

The first gap exists in the crossover circulation of value and information between the crypto
world and the real world. There has been some progress bridging the two worlds already. For
example, stablecoins connect cryptocurrencies and fiat currencies (analogous to Forex markets
connecting different fiat currencies in the real world). And DeFi reserve currencies link cryp-
toassets with real-world financial assets (analogous to mutual funds protecting wealth against
inflation). In contrast, DeFi insurance and TradFi insurance have the weakest link compared to
other segments. On the one hand, DeFi players cannot go to a traditional insurance company
to insure their cryptoassets like cryptocurrencies and NFTs. On the other hand, traditional
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insurance needs (e.g., health, vehicle, pension, war, catastrophe) can rarely be insured in exist-
ing DeFi insurance products. Future DeFi projects, especially DeFi insurance projects, are ex-
pected to fill this crossover gap between the two worlds.

The second gap lies among DeFi projects in the external circulation of value and information
within the crypto world. The evolving DeFi ecosystem results in many interdependent projects
(analogous to various financial products in the real world). For example, cryptocurrencies and
NFTs need to be traded, so DEXs are invented. However, only very few tokens (e.g., Bitcoin
and ETH) can be insured in DeFi insurance. It is especially difficult to find insurers willing to
provide insurance for the most insurable high-risk projects due to lack of data and excessive
risks. Let alone the availability of customized insurance for different insurance needs. Future
DeFi projects are expected to strengthen the connections among projects within the DeFi eco-
system, and DeFi insurance seems to be the key missing component of the infrastructure.

The third is the gap between supply of and demand for liquidity in the internal circulation of
value and information within each DeFi project. All financial products need a big enough pool
to exploit the Law of Large Numbers. Lack of liquidity makes it difficult to bootstrap the pro-
ject from scratch while providing low-cost, wide-coverage insurance. It is a common issue for
all DeFi products, but it poses a thornier challenge for insurance which heavily relies on actu-
arial stability.

The three identified market gaps can be interpreted as an incomplete market in economics. In
this case, the First Fundamental Theorem of Welfare Economics no longer holds. It leads to
imperfectly smoothed consumption (Kraft et al., 2020), suboptimal equilibrium (Geanakoplos
& Polemarchakis, 1986), and wealth inequality (Fiaschi & Marsili, 2012). A common expla-
nation of incomplete market is transaction costs (Nell et al., 2009). However, smart contracts
are supposed to work at substantially lower transaction costs than TradFi. The reasons for an
undeveloped DeFi insurance market must be found elsewhere. The first focus group concluded
with eight major conundrums in subsection 3.2.

3.2 The conundrums of DeFi insurance

A thematic analysis is conducted based on the first focus group discussion. The eight identified
conundrums I-VIII are summarized below using the market structure in Figure 2. Discussants
referred to DeFi jargons, products, and events. To facilitate understanding, a DeFi glossary and
product list are compiled in Appendix C and Appendix D for readers in need.

I.  The Liquidity Conundrum. The most prominent conundrum facing DeFi insur-
ance, or the entire DeFi industry indeed, is liquidity. This is mainly from the per-
spective of developers (but also involving market makers and other market

10
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participants). In the earlier stage of DeFi development (so-called DeFi 1.0), liquid-
ity was mainly provided by liquidity miners, who constantly switch among differ-
ent projects to reap the highest yield. Consequently, a particular DeFi project is not
able to maintain its liquidity unless a higher yield is offered to compete for liquidity.
For example, blue-chip DeFi protocols (e.g., Curve, Sushi) typically offer around
2%-15% annual percentage yield (APY) on various cryptoassets, while other risk-
ier protocols may have eye-popping yields. The highest APY in DeFi history was
393,197% APY by DAOGO in Mar/2022. This “liquidity war” inevitably leads to
Ponzi’s game and backward induction may collapse the project even faster. It poses
a challenge for developers to design a liquidity-retaining mechanism to support the
project in the long run.

The Actuarial Conundrum. This conundrum is also from the perspective of de-
velopers. The actuarial analysts in the focus group raised that, compared to TradFi
insurance, the insured perils (cryptoassets) in DeFi lack a stationary, independent
distribution, so the associated risks are very difficult to quantify. For example, the
famous digital art “Everydays: The First 5000 Days” was traded at $69.3 million
in 2021, making it the most expensive NFT sold to single owners. However, the
trading history was not long enough to constitute a reliable, continuous estimate of
the price distribution. Without a reliable pricing model, insurance policy cannot be
underwritten.

The Verification Conundrum. A unique difficulty in DeFi insurance relative to
TradFi insurance is claim verification. Losses in the real world can be verified by
centralized insurers and centralized governments at mild information costs. How-
ever, in the crypto world, the anonymity feature of digital wallet makes it difficult,
sometimes impossible, to verify the validity of claims. For example, if a policy-
holder claims that his or her NFT is hacked, it is almost impossible to distinguish
between a genuine theft and an insurance fraud, since the policyholder can simply
create another digital wallet and transfer the cryptoassets without being identified.
What is worse, this type of insurance fraud has almost no legal consequences due
to the absence of regulation. Therefore, DeFi insurance projects without Know-
Your-Customer (KYC) procedure are confined by asymmetric information.

The Scale Conundrum. This is a conundrum from the perspective of users. The
focus group emphasized two possible reasons for the small scale of DeFi insurance.
On the one hand, there is an economy of scales in the insurance industry (both DeFi
and TradFi). For the Law of Large Numbers to work, it requires a large enough
pool to obtain the benefits of risk pooling (Huggenberger & Albrecht, 2022). If the

11
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liquidity pool is not large enough, then even less users will use the insurance simply
because the industry is too small to satisfy the insurance need. The total market
value of DeFi insurance was about $353 million in 2023, while the market capital-
ization of NFTs in the art segment alone was already $1,182 million (Statista, 2023).
It is impossible for a small fund pool to insure against a big cryptoasset (a big fish
in a small pond!). So, if the pool is not large enough, then it will stay small and will
never bootstrap itself to a large pool. The dominant strategy of all users is to not
participate unless the pool is big enough. It is a Nash equilibrium of a coordination
game (Kets et al., 2022). The “bad” Nash equilibrium (both non-participate) and
the “good” Nash equilibrium (both participate) are shown in the following simple
coordination game. If there is no external force, the DeFi insurance market will be
always stuck in the bad Nash equilibrium.

Player 2
Non-participate | Participate
Non-participate | (1, 1) 0, -1)
Player 1 Participate (-1,0) (2,2)

On the other hand, the risk preferences of DeFi users or crypto markets are ex-
tremely high. The largest group of the crypto community is young male (18-29
years old) with high technological enthusiasm. These people are well known for
their high-risk tolerance and risk-loving attitude to investment. Therefore, they are
in the crypto market for high risk high return, rather than for low risk stable return.
Therefore, the intrinsic demand for insurance may be limited in the first place,
which traps the DeFi insurance market in the “bad” Nash equilibrium.

The Yield Conundrum. This conundrum reflects the perspective of market mak-
ers such as LPs and stakers. The DeFi market cannot work without market makers,
particularly LPs, to provide liquidity. However, they also caused serious liquidity
problems in the DeFi 1.0 era because they always seek the highest APY (like hot
money in the international financial market) as mentioned in the liquidity conun-
drum. Once a higher yield appears in alternative projects, crypto investors are mo-
tivated to withdraw their funds from existing projects. This leads to a quick drain-
age of old liquidity pools. That is why in DeFi 2.0, there is always a fund reserve
or depository to control the mobility of funds and to lock the liquidity in the same
project. For DeFi insurance, investors must choose their roles between LPs and
stakers. If you choose to be an LP, then your fund is locked up in the liquidity pool
for a shorter period and the APY is lower. If you choose to be a staker, then your
fund is locked up in the stake pool for a longer period, but the APY is higher to-
gether with some governance power. Some DeFi insurance protocols also provide
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VI.

VII.

VIII.

a third choice of being “bonders” to buy bonds from the fund repository or “vault”
with fixed APYs (e.g., Olympus). Moreover, they also need to compare APY's be-
tween DeFi insurance projects and other DeFi projects (e.g., DEXs and DeFi lend-
ing). All these choices involve sophisticated information, which takes time for
crypto investors to digest. This conundrum is inter-related to other conundrums
such as the liquidity conundrum and the scale conundrum.

The Exploitation Conundrum. There are two types of market wreckers. The mild
ones are arbitrageurs, who exploit the business logic errors to earn risk-free profit.
For example, in Oct/2020, an arbitrageur took advantage of an arbitrage oppor-
tunity on the Harvest Finance DeFi platform using a flash loan to manipulate the
liquidity pool prices. The $50 million flash loan generated $24 million profit in
minutes. Another famous example was the “51% attack” to Ethereum Classic in
2020. These exploitations, although unethical, are valid manoeuvre following the
rules. Therefore, they can improve the robustness of the business logic if the project
under attack survives the temporary loss. The economist in the focus group raised
a possible paradox in DeFi insurance. The arbitrageur can use flash loan to buy in
a large sum of a particular cryptocurrency to push its price up while buying a cryp-
tocurrency insurance against a high price at the same time. This portfolio can form
a risk-free arbitrage opportunity. The attack is similar to a historical event when
France sent a warship to New York harbor in Aug/1971 to bring back its gold from
the New York Federal Reserve Bank, which led to the breakdown of the Bretton
Woods system. Obviously, most DeFi insurance protocols are not robust against
this kind of self-fulfilling arbitrages.

The Cybersecurity Conundrum. The other type of market wreckers is hackers,
who are more brutal in illegitimate crypto theft. The most popular method is the
infiltration of crypto exchange security systems. CEXs often act as custodians and
hold the private keys on behalf of the users who purchase and trade cryptocurren-
cies on the exchange. This custodial structure has advantages such as speed of
transactions, customer support, and insurance verification, just like the stock ex-
change in the real financial system. However, this centralized control is against the
spirit of DeFi and is susceptible to cyberattacks. Around $3.7 billion was lost due
to hacks and scams in 2022 alone.

The Regulation Conundrum. This conundrum is from the perspective of regula-
tors. Most countries do not have formal legislation on DeFi, because it is not limited
within sovereign borders by nature, and it is practically difficult to regulate DeFi
activities. It was pointed out by a discussant that the taxation authority in the UK
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has added a new section on DeFi to its cryptoasset manual, but the regulation only
applies to money laundering and terrorist financing (HMRC, 2021). The slow pace
of legislation cannot catch up with the fast evolution of DeFi, but lack of regulation
does limit further growth of DeFi insurance.

The eight major conundrums identified by the first focus group discussion cover all stakehold-
ers in the DeFi insurance market (Figure 2), but they are not an exhaustive list of challenges
to DeFi insurance. Other minor issues were also raised but the group regarded them as of dif-
ferent levels of importance. For example, the institutional investors (e.g., venture capital)
pointed out that they were usually not interested in supporting long-term projects like DeFi
insurance because they were seeking short-term profits. Another technical conundrum dis-
cussed was the scalability issue in smart contracts empowered blockchains, but it was deemed
as a temporary technical issue since layer-2 blockchain scaling solutions have been fast devel-

oping.

Moreover, some of the eight major conundrums are not only limited to DeFi insurance, but also
pertinent to DeFi in general. For example, the liquidity conundrum (I), the exploitation conun-
drum (VI), the cybersecurity conundrum (V1I), and the regulation conundrum (VII11) are com-
mon issues for all DeFi projects. Nevertheless, these conundrums impose greater difficulties
on insurance than other DeFi applications, leading to unbalanced development.

3.3 The solutions to the conundrums

RQ2 was addressed by the second focus group meeting. The same discussants participated and
proposed possible solutions to the eight major conundrums identified in the first meeting. The
moderator started the discussion by a summary of the eight conundrums. The discussion was
carried out conundrum by conundrum to maintain the focus. No particular order of speech was
followed by discussants. The following summarizes the views of the focus group on the eight
conundrums.

I.  The Liquidity Conundrum. The focus group unanimously agreed that a revolu-
tionary solution is needed to resolve the liquidity conundrum. The lessons learned
from the past few years about DeFi have proved that unlimited token issuance was
a wrong incentive mechanism. One emerging possibility is the so-called DeFi 2.0
solution, in which a fund reserve or “vault” is established apart from the liquidity
pool to back the liquidity need. This solution was initially developed by other DeFi
segments like Olympus (a reserve currency project) and can be applied to DeFi
insurance projects. By various incentive designs, the vault in DeFi 2.0 can stabilize
the liquidity provision in DeFi insurance projects. It adopts an anchored token is-
suance mechanism, which greatly reduces the capabilities of the founding team to
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control and manipulate the token price, gives back users the high degree of auton-
omy that they deserve, and makes full use of DAO governance.

The Actuarial Conundrum. Noting that insurance is essentially a contingent
claim in uncertain states, the risk premium pricing model is similar to that of finan-
cial derivatives. The actuarial analyst in the TradFi insurance industry commented
that they usually used Monte Carlo methods to simulate and estimate the actuarially
fair premium of the insured assets with limited information. As more and more
price records become available, a continuous-time pricing model such as Black-
Scholes formula can also be applied. The insurance premium S; is thus regarded as
a financial derivative in pricing:

, where £t = pdt + adW,. (1)

St

S. =S e(u—%z)(T—t)ﬂIex/T—t
T — Yt

In equation (1), u is the risk-free rate, o is the standard deviation of the return of
the underlying cryptoasset, T — t is the time to maturity, and W, follows a Brown-
ian motion. The key determinant for S; is e~N(0,1) which can be obtained by
sampling e and simulate the price path of the underlying cryptoasset. The actuarial
analyst from the DeFi insurance industry responded that the most popular method
in existing DeFi insurance was indeed Monte Carlo methods. But if one can use
averaging (or indexing) to construct a composite peril to insure, then the distribu-
tion can potentially be stabilized and smoothed, so conventional approaches like
Black-Scholes formula can be applied as well. For example, it can be done by either
averaging over the same series of NFTs or averaging over units of the same NFT
(e.g., The Merge was sold as 312,686 units to 28,893 collectors at the total price of
$91.8 million).

The Verification Conundrum. The focus group did not come to a consensus to
solve the verification conundrum, but discussants agreed on two types of verifica-
tion in the insurance context. The first type is claim against (continuous) value
fluctuations. Publicly available data such as trading prices and floor prices of cryp-
tocurrencies, NFTs, and even financial assets in the real world can be used in the
verification process with the help of blockchain oracles. The DeFi ecosystem has
already developed various oracle protocols (e.g., Chainlink) which can feed real-
time market information on-chain, so smart contracts can be programmed to auto-
mate verification and compensation. The second type is claims against (discrete)
event incidents. Unfortunately, there is no ready-to-use DeFi solution to directly
verify case-specific claims on cyberattack, healthcare, accident, disaster, etc. One
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imperfect but practical solution is by DAO votes either within or outside the insur-
ance project. A media discussant mentioned the first decentralized court Kleros,
which is used by businesses in crypto and real worlds for arbitration. When a dis-
pute or a claim arises, the protocol randomly selects a panel of jurors and sends
back a decision. It relies on game theoretical incentives to have jurors rule cases
correctly in a decentralized way. This equilibrium is known as the “Schelling point”,
where jurors tend to tell truth by default in the absence of communication (Schel-
ling, 1960). However, jurors may not know the truth themselves, so the judgements
may simply reflect common sense.

The Scale Conundrum. Unlike TradFi insurance, the capital used in DeFi insur-
ance cannot expand with external forces, because all insurance purchases are vol-
untary rather than compulsory like vehicle insurance or national insurance in
TradFi. But the focus group agreed that there is an intrinsic demand for DeFi in-
surance for LPs, stakers, miners, and NFT investors. As the users in crypto markets
grow, the insurance demand will grow more than proportionately because the risk
preferences of the new entrants tend to be lower than the incumbents. Market pen-
etration needs time. DeFi insurance projects must wait for the users to grow natu-
rally with the crypto ecosystem. Before that, DeFi insurance projects must boot-
strap itself by a diverse business model to support the growth. A DeFi insurance
entrepreneur in the focus group proposed a comprehensive insurance model called
NICE (N = NFTs, | = Investment, C = Cryptocurrencies, E = Events). It not only
covers spot markets (N and C) but also future markets (I and E).

The Yield Conundrum. This conundrum affects DeFi insurance more than other
DeFi projects because the APY in insurance tends to be lower due to its lower risk.
To attract investors, insurance projects need to be creative in providing different
types of yield generating mechanisms for different risk preferences and investment
needs. For example, one discussant (a DeFi insurance entrepreneur) summarized
three alternative ways of reaping yield: (i) bonders: buy bonds to earn fixed inter-
ests from the “vault”, (ii) fund providers: pledge funds to earn insurance premium
shares from the insurance fund pool, and (iii) stakers: stake tokens to earn rebasing
bonus from the stake pool. The APY of stakers tend to be higher than LPs and
bonders, so it encourages them to stay in the project longer. The fundamental logic
to ensure the feasibility of yield generation is the sustained growth of insurance
premiums. It is not a Ponzi’s game as long as the intrinsic growth of the demand
for insurance can support the increase in token issuance and yield repayment.
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The Exploitation Conundrum. The business logic error can largely be avoided if
it is peer-reviewed by entrepreneurs, investors, researchers, technicians, and rating
institutes. The key is to design the project such that the monetary aspect and the
business aspect do not systematically diverge. This is similar to the relationship
between money market and real market in monetary economics. If the growth of
tokens/money exceed that of business/GDP, then there will be inflation. As the
Nobel Laureate Milton Friedman said, “inflation is always and everywhere a mon-
etary phenomenon.” The trending DeFi 2.0 is exactly one such tokenomic model,
which resembles the Bretton Woods system in monetary history, according to the
researcher discussant.

The Cybersecurity Conundrum. A blockchain technician suggested that the
codes should be checked both internally and externally before publication to miti-
gate this conundrum. Other suggestions include DAQO votes to create a fork to undo
the hackers’ attacks. However, discussants all agreed that cybersecurity risks can
only be mitigated rather than be removed. DeFi insurance is exactly one of such
mitigating solutions to cybersecurity risks, and reinsurance may be needed to insure
the DeFi insurance per se. After all, a decentralized, market-based solution to the
cybersecurity conundrum is possible, and it is regarded as the infrastructure of DeFi
without which the ecosystem is not complete.

The Regulation Conundrum. As DeFi grows, regulations applied to TradFi are
expected to be adapted to impose similar restrictions on DeFi counterparts, but
when, how, and to what extent remain uncertain. A researcher discussant pointed
out that regulations have so far focused on financial aspects like cryptocurrency
use (e.g., money laundry) while ignoring the technological risks. It is advisable for
policymakers and legislators to establish a technology assurance regulatory envi-
ronment. And it should be “embedded regulation” integrated in the technological
structures underlying DeFi. This way, the regulation targets the process, rather than
the outcome, of the problem. In terms of implementation, it is suggested to use a
“regulatory sandbox” to provide novel support as well as guidance.

To summarize, there is no master key to all conundrums, but the discussion points to several
common themes. First, a healthy DeFi insurance project must have coherent design of its to-
kenomic model and business model. An unbalanced design of the two can hamper the growth
or even lead to bankruptcy of a DeFi insurance project. Second, a sustainable DeFi insurance
project must have a supporting environment from other DeFi projects, TradFi experiences, and
regulatory legislations. Without an adequate ecosystem, no DeFi projects can sustain. Third,
all solutions boil down to technology. The rises and falls of DeFi seem to be due to irrationality
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of market participants and evilness of market wreckers, but underneath all these scenes lie
immaturity of the technology. The innovation of technologies (blockchain and smart contracts)
is the ultimate driver of growth of the market. Internal moderation, external evaluation, and
embedded regulation can help in this process.

4  Discussion

The answers to the two RQs are qualitative in nature. To further enhance the findings, addi-
tional quantitative evidence is collected to measure the importance of conundrums, and a pro-
totypical model is proposed to synthesize the potential solutions. These extensions lead to the-
oretical refinement and practical advancement.

4.1 Quantifying the importance of conundrums

The conceptual framework (Figure 2) demonstrates how conundrums involve different stake-
holders. Conundrums I, Il, and Il mainly concern the supply side (developers), while conun-
drum 1V involves the demand side (users). In addition, there are three types of profit-seekers:
conundrum V is related to “yield farmers” (e.g., liquidity providers and stakers), conundrum
V1 is related to arbitrageurs/speculators, and conundrum V11 is related to hackers. Finally, co-
nundrum VIII pertains to regulators. In the focus group discussions, liquidity and regulation
conundrums are the most prominent challenges concerning most stakeholders.

However, prominence does not necessarily imply importance. To strictly quantify the relative
importance of conundrums, we quantitatively extend the qualitative answers to RQ1 by utiliz-
ing the Analytic Hierarchy Process (AHP) method. AHP is a well-established Multi-Criteria
Decision-Making method initially developed in Decision Science, and widely used in manage-
ment (Ho & Ma, 2018) and economics/finance (Lin & Tang, 2009) to systematically evaluate
priority of criteria and alternatives. Details of the method can be found in Appendix E. We
simply report and discuss the results of AHP in this subsection.

As shown in Table 2, liquidity and regulation turn out to be the two most important challenges
facing the DeFi insurance industry. Nevertheless, there are gaps between practitioners’ and
academics’ emphases. Practitioners are more concerned about liquidity, yield, and scale, which
are more market-oriented issues facing entrepreneurs. In contrast, academic researchers worry
more about regulatory uncertainties and conformation, and they contribute less informative
opinions on practical challenges (almost the same importance across I to 1V).
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Table 2 Relative importance (priority eigenvector) of conundrums based on AHP.

Conundrums Overall Practitioners  Academics
I. The Liquidity Conundrum. 0.1664 0.2104 0.1279

I. The Actuarial Conundrum. 0.0868 0.0487 0.1193

I11. The Verification Conundrum. 0.1403 0.1497 0.1247

IV. The Scale Conundrum. 0.1383 0.1595 0.1202

V. The Yield Conundrum. 0.1478 0.1736 0.1288

VI. The Exploitation Conundrum. 0.0714 0.0511 0.0909

VII. The Cybersecurity Conundrum.  0.0998 0.0928 0.1059

VIII. The Regulation Conundrum. 0.1492 0.1142 0.1823
Consistency Ratio 0.0686 < 0.1 0.0740<0.1 0.0665<0.1

Note: The priority eigenvector is calculated based on the pairwise comparison matrix between all conundrums in
terms of relative importance at a scale of 1-9. The consistency ratios should be smaller than 0.1 to ensure validity
of responses (Sharma et al., 2021). Data are collected in December 2023 from a follow-up survey involving 14
original focus group members and 6 additional participants, evenly split between practitioners and academics.
Matlab code is available on request.

The quantitative evidence provided by AHP directs the emphasis of the prototypical model in
the next subsection. A successful DeFi insurance product should prioritize liquidity provision
design, yield mechanism incentive, and market scale expansion. Regulation compliance should
always be part of the product design if DeFi insurance goes beyond crypto markets (the cross-
over circulation as shown in Figure 3). Other conundrums such as arbitrages and cyberattacks
are less important because these issues can be naturally mitigated if the product design per se
is coherent and robust.

4.2 A prototypical model of DeFi insurance

The identified conundrums are both challenges and opportunities to DeFi entrepreneurs. Build-
ing on the qualitative evidence in section 3 (RQ1 and RQZ2) and quantitative evidence in sub-
section 4.1, this subsection proposes a prototypical model of DeFi insurance (Figure 4). The
model addresses the conundrums of DeFi insurance by improving the circulation of value and
information flows. It features a “vault” to anchor the tokenomic model, a fund pool to provide
liquidity for the business model, and a DAO mechanism to enhance inclusive governance.

Instead of the old DeFi 1.0 tokenomics that incentivizes liquidity provision by constantly issu-
ing new tokens, the prototype DeFi 2.0 insurance model uses a “vault” to issue “bonds” to
acquire primitive funds Fundg from bonders in exchange of XXX, (the native token) at a dis-
count of the market price. The discount motivates investors to purchase tokens from the vault
rather than from external DEXs. The vault then uses Fundj to support the liquidity need in the
insurance products on the platform. Analogously, the vault acts like a “central bank™ to provide
initial liquidity to the economy. Furthermore, the vault is governed by the protocol such that
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the token is always backed (not pegged) by one US dollar, so the token can also serve as reserve
crypto assets. The intrinsic growth of token value is supported by the insurance business model.

Figure 4 The prototype model of future DeFi insurance.

Fund
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XXX, Court Oracles
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yield XXX

’ | 4
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DEXs Smart Contract Blockchain
«
XXX

Notes: Created by the authors. Circles = market participants, green rectangles = internal mechanisms, blue rec-
tangles = external projects, XXX = the native token.

Backed by the vault, the tokenomics incentivizes token holders to stay in the project by two
alternative ways of reaping required yields. One is to attract funds (Fundg) in the insurance
Fund Pool, which distributes the insurance premia after deducting the claims to fund providers
(FPs) according to their shares in the fund pool. These FPs in DeFi insurance are effectively
the counterparts of LPs in DEXs. Apart from FPs, users (insurance policy holders) pay Fundy
to the fund pool at the actuarially calculated insurance premia, and the vault can also act as a
particular FP to provide adequate liquidity (Fundy) in the fund pool to bootstrap the growth
of the insurance project. Normally the funds (Fund, Fund, Fundy) should be able to cover
all claims, but black swan events do happen so the yield to a FP can be higher or lower than
the fixed yield of bonders. The other way of earning yield is to stake tokens (XXX;) in the
Stake Pool, which grants DAO voting power as well as rebasing returns to stakers. In addition
to the two internal incentives, token holders can also choose to be LPs in external DEXs to earn
liquidity mining yield by pledging their tokens in the liquidity pool (XXX;). This role links the
internal and external circulation of fund flows. Eventually, the yields received by bonders,
stakers, FPs, and LPs will balance thanks to arbitrage and competition (no arbitrage condition),
and the market clearing condition holds: XXX, = XXX; + XXX,.
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The above tokenomic model (the left half of the internal circulation in Figure 4) is supported
by the business model of insurance (the right half of the internal circulation in Figure 4). There
can be a comprehensive range of insurance products covering both crytoassets and TradFi as-
sets. According to the current practice, insurance of NFTs, investments, and cryptocurrencies
belongs to “value insurance” which protects against volatility risks. Insurance of events can be
further distinguished between “security insurance” which protects against cyberattack risks and
“wealth insurance” which protects against rare disaster risks like earthquakes, tsunamis, pan-
demics, etc.

In addition, the DAO mechanism can ensure the orderly operation and democratic governance
of the project, so that the platform is extendable to multiple directions in DeFi applications.
Internal affairs such as dividend policies and claim verifications can be determined in DAO
too. External court can be resorted to if disputes on claims arise. Therefore, this business model
enhances internal and external circulation of value and information as well as connections with
real-world assets and events. It fills the three market gaps of the DeFi ecosystem and mitigates
the major conundrums of DeFi insurance. It is an innovation, not a repackaging of the old DeFi
1.0 model.

5 Conclusion

Using semi-structured focus group discussions and a follow-up survey, this paper collected
first-hand evidence from informed practitioners in the DeFi industry and academic researchers.
It provides a timely summary of the nascent insurance industry based on disruptive technolo-
gies like blockchain and smart contracts. There are three consensuses reached. First, three mar-
ket gaps restrain the full potential of the DeFi industry in circulation of value and information
internally and externally as well as between DeFi and TradFi. Second, eight major conundrums
impose barriers to the DeFi insurance and lead to its unbalanced growth (RQZ1). Third, possible
solutions or at least principles of solutions are proposed to address the major conundrums
(RQ2). Based on these solutions, the paper synthesizes a prototypical model of the next gener-
ation of DeFi insurance, which is featured with a vault-anchored tokenomic model, a compre-
hensive business model, and a DAO governance.

The early evidence discovered in this paper provides informative implications and guidance
for a wide audience. First, for DeFi insurance entrepreneurs, the market gaps and conundrums
inform them what core features should be developed in product design, and the prototypical
model gives them a blueprint and benchmark of the next generation of DeFi insurance. Second,
for TradFi insurance providers, new features of DeFi insurance may pose competitive ad-
vantages against TradFi, so it informs strategic reactions for TradFi to develop similar features
to cope with these threats. Third, for regulators, regulations should catch up with the develop-
ment of DeFi insurance and DeFi in general. Nevertheless, regulations are usually lagged the
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practice, so the early evidence provided in this paper offers forward-looking, proactive regula-
tory and legislative insights. Fourth, for researchers, media coverage and academic research in
DeFi have been explosive in the last decade for its appealing ideology of decentralization. DeFi
may never replace TradFi, but DeFi solutions will exist and co-evolve with TradFi in the fore-
seeable future. This paper serves as an example of a mixed-method approach to investigate
emerging evidence in a nascent industry.

One limitation of this study is that the findings were based on opinions rather than behaviors.
Therefore, the study is more a forward-looking preview than a backward-looking review. As
time goes by, more DeFi insurance projects are expected to be launched, both successful and
unsuccessful ones. It will provide better databases (cross-sectional and panel data) on the actual
behaviors, based on which a more retrospective, quantitative research can be done.
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Supplementary Materials
Appendix A: A Brief History of Decentralized Finance

The technological foundation of DeFi is blockchain, which was originally invented by cryp-
tographer David Chaum in 1982, and advanced by Stuat Haber and Scott Stornetta in 1991
(Haber & Stornetta, 1991, 1993)—much earlier than DeFi or Bitcoin. Essentially, a blockchain
is a chain of blocks where each block compiles a set of historical transactions which are cryp-
tographically signed by its verifier and stored across distributed nodes, so that anyone can ac-
cess and reverify historical transactions (Corbet et al., 2019). The advantages of blockchain-
based protocols include decentralization, immutability, transparency, and privacy (Chung et al.,
2023). Despite that DeFi was the earliest application of blockchain to finance, the technology
per se is not designed only for DeFi. TradFi can also implement the technology to improve
efficiency and promote trust, only in a more centralized fashion—the consortium blockchain
(Osternetal., 2022). There are many examples of reverse permeation of blockchain into TradFi
territories. For example, Nasdag announced that it would start issuing, cataloguing, and man-
aging transactions of their privately issued shares through blockchain technology in 2015
(Forbes, 2015). The first blockchain-based digital fiat currency, Digital Yuan, was issued by
China’s central bank in 2021 (Guo & Zhou, 2023). IBM recently developed blockchain-based
solutions to transform the process of proof in TradFi insurance such as healthcare, vehicle, and
catastrophe (IBM, 2023). In summary, DeFi and TradFi compete with each other, inspire each
other, and co-evolve with each other.

In fact, DeFi was born out of the failure of TradFi. In the 2008 global financial crisis, traditional
centralized finance (i.e., commercial banks) broke down due to the conflicts of interest and
information asymmetry between the principal (depositors) and the agent (banks) (Mendoza &
Quadrini, 2010). The crisis then escalated from private finance to public finance, leading to a
series of sovereign debt crisis, currency crisis, and trust crisis of monetary authorities (i.e.,
central banks). In this context, the first DeFi project, Bitcoin was launched in Jan/2009. Based
on blockchain and cryptography, it proved that it was technically and economically possible to
enable true ownership of digital financial assets (or cryptoassets) and inexpensive peer-to-peer
payments without a trusted third party (i.e., central banks or commercial banks). The idea of
decentralization does not only apply to financial transactions, but also promotes a fairer distri-
bution of market power (Goldberg & Schar, 2023). This appealing ideology soon made cryp-
tocurrencies a phenomenal hype in 2010s. But like other financial mania in the history most
holders were speculators who tried to gamble over the surges and plunges of prices. As a result,
there was no DeFi insurance developed in early DeFi history to mitigate the volatility risk—
speculators are risk lovers, not risk haters. For this reason, many commentators in mainstream
media compare cryptocurrencies to a “modern day tulip bubble” (Forbes, 2022). In 2010s, DeFi
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was more an ideological inception than a self-sustaining ecosystem (Pattnaik et al., 2023). Due
to scalability limitation of early blockchains, many payment systems and exchanges of cryp-
toassets were developed in a centralized fashion—the so-called Centralized Finance (CeFi).
Ironically, CeFi projects inherited the centralized approach of TradFi to manage cryptoassets
in DeFi (Aspris et al., 2021), which is against the decentralization philosophy of DeFi in the
first place.

The real start of DeFi was kicked by the launch of Ethereum in Jul/2015 when smart contracts
were introduced to the crypto world (Corbet et al., 2019). It empowered developers to write
executable codes on blockchains, so that cryptoassets can be automatically managed by proto-
cols in a decentralized fashion (the pure DeFi) rather than by centralized third parties (the hy-
brid CeFi). Myriads of possibilities in finance applications were enabled and an explosive num-
ber of DeFi projects was born (and dead) in place of the once-popular CeFi projects. For ex-
ample, the fundamental form of finance—borrowing and lending—was first developed by a
DeFi project called MakerDAO on the Ethereum platform in 2017. Consequently, as more
DeFi projects issued their native tokens (e.g., ETH by Ethereum, DAI by MakerDAO), decen-
tralized exchanges (DEXSs) were developed to replace earlier CeFi exchanges (CEXs) in meet-
ing the increasing market demand for trading among cryptocurrencies. The market value of
DEXs has been skyrocketing and the largest among all DeFi segments since 2020. In the mean-
time, cyberattacks became frequent as the value invested in cryptoassets grew. For example, in
2022 alone, $3.2 billion was stolen in hacks and rug pulls (Defi Llama, 2022). Specifically,
DeFi protocol Wormhole suffered a $326 million hack in Feb/2022—the second largest such
incident to date. The largest hack in DeFi, and all of crypto, was still the $600 million Poly
Network hack in Aug/2021 (Reuters, 2021). In TradFi, theft like this can be well insured, but
the DeFi (FinTech in general) counterparts are far from developed (Murinde et al., 2022). This
huge market gap is a puzzle to many outsiders and even insiders in DeFi.

The early development of DeFi up to 2020 is usually labelled as “DeFi 1.0”. In this phase,
projects focused on primitives such as infrastructure (e.g., Ethereum), borrowing/lending (e.g.,
MakerDAO), stablecoins (e.g., Tether), and exchanges (e.g., Uniswap). One of the key features
of DeFi 1.0 is the invention of liquidity pools which provide economic incentives to fund pro-
viders to pledge their money in protocols like DEXs. Unlike CEXs, where the protocols them-
selves act as market makers mediating between sellers and buyers to provide liquidity, DEXs
intentionally replace the middleperson by an algorithm—automated market maker (AMM). It
allows for buying or selling one cryptocurrency for another using the funds in the liquidity pool
where liquidity providers (LPs) pledge their cryptocurrency pairs. Therefore, the transaction is
not peer-to-peer or peer-to-platform, but peer-to-pool. LPs’ economic incentives come from
their share of transaction fees proportional to their shares in the liquidity pool. The similar
mechanism holds for a DeFi insurance project, i.e., instead of a centralized insurer, participants
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simply put their assets into insurance fund pools. Insurance premia are calculated according to
actuarial science and the fund providers (the counterpart of LPs) earn their shares of the premia.

However, liquidity was always scarce, so basically all DeFi projects were constantly competing
for funds. The cheapest way was to attract LPs by higher liquidity rewards financed by issuing
more cryptocurrencies—just like the hyperinflation in the economic history of the 1920s. It
inevitably led to various Ponzi’s games (e.g., Bitconnect in 2018, PlusToken in 2019). This
“liquidity war” was peaked in the so-called “crypto summer” in 2020. Essentially, DeFi 1.0 is
a running match between the business model of liquidity reward and the monetary model of
token issuance. The balance was very fragile, and many promising DeFi projects went bank-
ruptcy due to the lack of liquidity, just like the traditional banking system in the 2008 global
financial crisis. In response to the disorder in DeFi 1.0, many countries started to tighten regu-
lations on cryptoassets, resulting in increasing regulation risks for DeFi development. For ex-
ample, the US Securities and Exchange Commission now treats cryptoassets as securities, so
securities laws are applicable to digital wallets and exchanges (SEC, 2023). Similarly, other
countries like UK, Australia, Japan, South Korea, and India recognize the legal status of crypto
exchanges but have imposed stricter regulations (Reuters, 2022). One extreme case is China,
which declared all crypto exchanges illegal and banned all domestic cryptocurrency-related
activities in 2021, while it launched its own blockchain-based digital fiat currency in the same
year.

Evolution occurs when the environment threatens the survival. To address the liquidity risk,
there has been a wave of “DeFi 2.0 projects proposing the notion of “treasury” or “vault” to
restrict the issuance of tokens by the funds held in it. A representative example is Olympus
launched in Mar/2021 (a reserve currency project). This feature also inspires some insurance
projects (e.g., InsurAce). Moreover, DeFi 2.0 projects usually adopt decentralized autonomous
organization (DAO) governance to make decisions in a more democratic process. It improves
the inclusiveness, fairness, and robustness of DeFi projects (Santana & Albareda, 2022).

To summarize the brief history, we see a co-evolution of TradFi and DeFi, which lie on the
two extremes of pure centralization and pure decentralization. Eclectic solutions mix the two
features in the middle and form blockchain enhanced TradFi and centralized use of blockchain
(CeFi) in Figure Al. As the disruptive technologies (blockchain and smart contract) mature
and diffuse, there is a common historical trend for the entire finance industry to become more
decentralized. Moreover, this trend is accompanied by competition and inspiration, or co-evo-
lution, between the two industries.
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Figure Al The trend and co-evolution between TradFi and DeFi.

Co-evolution
TradFi Blockchain enhanced CeFi DeFi
TradFi
Centralization -------=-s--mmosoomo oo » Decentralization

Source: Created by the authors.

In the status quo of DeFi, various risks (e.g., volatility risk, cybersecurity risk, liquidity risk,
regulation risk) expose holders of cryptoassets to huge uncertainties and significant costs. The
unwilling TradFi insurance and the undeveloped DeFi insurance make it difficult to mitigate
these risks, which in turn hamper the full potential of DeFi as well as TradFi. This paper em-
pirically investigates the early evidence collected from practitioners to identify the major co-
nundrums facing DeFi insurance and propose possible solutions. To do so, a discussion of the
adopted empirical method is due.
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Appendix B: Literature review

By reviewing the literature on risk management in the DeFi market, DeFi insurance, and its
impact on TradFi insurance development, we highlight three gaps in understanding the market
for DeFi insurance.

First, we emphasize the critical role of insurance in the DeFi market for hedging against various
risks and call for increased research in this area. Existing studies primarily focus on cross-
market/asset spillover-based hedging strategies to mitigate price volatility risk, using statistical
observations of connectedness between assets/markets (see Theme 1 in Table B1). Other as-
pects of DeFi risk management, like utilizing DEXs versus CEXs (Makridis et al., 2023), con-
troling system risk in lending (Aspris et al., 2021), and the development of stablecoins (Saeng-
chote, 2023), are also considered. However, the role of insurance for risk management in fi-
nancial markets is largely overlooked in current DeFi literature.

Second, there is limited literature addressing the reasons and solutions for the incomplete mar-
ket in DeFi insurance, despite its potential compared to its TradFi counterpart. Current research
often focuses on the influence of blockchain and smart contracts on both DeFi and TradFi
insurance markets (see Theme 3, 4, and 5 in Table B1) and the benefits of decentralized insur-
ance for TradFi (see Theme 6 in Table B1). The main hurdles identified are related to broader
DeFi market, blockchain, and smart contracts implementation (Amponsah et al., 2021;
Dominguez Anguiano & Parte, 2023). Regulatory challenges and technological risks are com-
mon issues in DeFi products and services, including insurance (Sheth & Subramanian, 2020;
Mandaetal., 2024; McGurk & Reichenbach, 2024). A deeper understanding of the significance
market gap in DeFi insurance is necessary.

Third, the insights into the development of DeFi insurance are constrained by the methods and
data available to researchers. While qualitative, exploratory research is suitable for understand-
ing an emerging phenomenon, prior studies in DeFi and DeFi insurance have largely relied on
authors’ experiences and conceptualization (e.g., Catalini et al., 2022; Berger & Boot, 2024)
or secondary documents like media reports and articles (e.g., Cao et al., 2020; Dominguez
Anguiano & Parte, 2023). Additionally, existing literature on DeFi insurance solutions often
proposes technical schemes without reflecting the business logic of insurance projects (e.g., Qi
et al., 2021; Huang et al., 2022). Engaging with credible practitioners from specific DeFi in-
surance projects can enhance understanding with timely first-hand evidence. A feasible busi-
ness model for future DeFi insurance projects is more likely to be created based on the consen-
suses and experiences of these practitioners.
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Table B1 Key themes, focus, and methods of DeFi risk management and DeFi insurance research.

Key themes | Studies Key focus Method Research base | Data type | Data source
Connectedness between cryptocurren- - - Seconda_lry:
Assaf et al. 2024 . ) Statistical Empirical Quan transaction
cies and DeFi Tokens. data
Frequency connectedness of FinTech, Secondary:
Gunay et al. 2023 DeFi, and NFT considering investor at- | Statistical Empirical Quan transaction
tention. data
Drivers of DeFi market returns: The im-
pact of the cryptocurrency market on Secondary:
Soiman et al. 2023 DeFi returns is stronger than any other | Statistical Empirical Quan transaction
considered driver and provides superior data
, explanatory power.
yr]ggs]?rr}ér- The volatility dynamics of NFTs, DeFi,
ket/asset Chowdhury et al and cryptocurrencies follow strong non- Secondary:
spillover- 2023 ' linear cross-correlations, but evidence | Statistical | Empirical Quan transaction
bzsed heda- | of weaker nonlinearity exists in tradi- data
ing in Dngi tional assets.
Prediction and interpretation of daily
NFT and DeFi prices dynamics: Daily )
f the NFTs and DeFi highly | Machine Secondary:
Ghosh et al. 2023 movement of . ghly . Empirical Quan transaction
' depends on their past historical move- learning data
ment; ETH and BTC are found to exert
significantly high predictive influence.
The volatility spillover connectedness
between NFTs attention and financial Secondary:
Wang, 2022 markets: NFT markets are dominated by | Statistical Empirical Quan transaction

cryptocurrency, DeFi, equity, bond,
commodity, F.X. and gold markets.

data
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The tail connectedness between decen-
tralized- lending/borrowing tokens and

centralized-commercial bank stocks Secondary:
Yousaf et al. 2022a (substitutes): Traders and portfolio man- | Statistical Empirical Quan transaction
agers would need to adjust their posi- data
tions depending on the time-varying net
spillovers.
The static and dynamic returns connect-
edness between four renowned DeFi as-
sets, namely, Chainlink, Maker, Basic .
Attention Token, and Synthetix, and - . Seconda}ry.
Yousaf et al. 2022b four i L ' Statistical Empirical Quan transaction
our internationally important conven-
. . , . data
tional currencies, being they Chinese
Yuan, Japanese Yen, Euro, and Pound
Sterling
An assessment of DEXs relative to their Secondary:
Makridis et al. 2023 counterparts (CEXSs) and the role of air- | Statistical Empirical Quan transaction
drops and governance tokens data
- : : Secondary:
Ther_ne 2: Aspris et al. 2021 ;giergql)\l/lirrlf; R;;?(Er)s(s Including Auto- Statistical Empirical Quan transaction
DeFi prod- data
ucts and ser- How a leading DeFi lending protocol
vices: (compound) works in this novel infor- Secondary:
DEXs/CEXs/ | Saengchote 2023 mation environment, who it users are, Statistical Empirical Quan transaction
lending/sta- and what factors determine their partici- data
blecoin/fi- pation.
nancial inter- Key stablecoin design choices, from re-
mediation serve composition to stability mecha-
Catalini et al. 2022 nism, legal claim against the issuer, Conceptual | Theoretical Qual NA

noninterference with macroeconomic
stability, interoperability with public
sector payment rails, CBDC
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Financial intermediation competition: It
is recommended to pay attention on fu-
ture competition with digital FinTech,

Berger & Boot 2024 BigTech, and DeFi firms and policies to Conceptual | Theoretical Qual NA
best preserve the distinct value of finan-
cial intermediation.
How blockchain might reshape the in-
surance industry from an economic and .
. : . . : Systematic _
Dominguez Anguiano | business perspective, as well as to iden- literature re- | Theoretical Qual Secondary:
& Parte 2023 tify which are the challenges and ena- view Acrticles
blers that specifically affect blockchain
adoption within this industry.
How investments in blockchain technol-
ogy can profit the insurance industry;
, The basics of blockchain technology,
Theme 3: lar platf . q -
The impact popular platforms in use today, a simple Literature . Secondary:
Amponsah et al. 2021 | theoretical explanation of the insurance ; Theoretical Qual : :
of block- . . review Articles
chain/Insur- sub-procesggs which blockchain can
: mutate positively, and hurdles to be
Tech on in- " .
SUTANCE SEC- crossed to fully implement blockchain
tor solutions in the insurance domain
Blockchain technology diffusion in dif-
ferent industries: finance, insurance and | Mixed: lit- Secondary:
Grover et al. 2019 real estate industries are the innovators | erature re- Empirical Qual Articles +
' of blockchain technologies and have view + text P social media
reached the confirmation stage of inno- | analysis reports
vation-decision process.
InsurTech development including Text analv- Secondary:
Cao et al. 2020 blockchain: blockchain is the key tech- sis y Empirical Qual Media re-
nology. ports
Theme 4. Amini et al. 2024 Blockchain adoption in insurance-rein- Analytical | Theoretical Quan NA
The impact surance markets
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of blockchain

A blockchain framework for vehicle in-

on TradFi in- | Yadav et al. 2023 surance to streamline the reporting of Conceptual | Theoretical Qual NA
surance accidents and filing of insurance claims
A two-stage contingent claim model for
Lin et al. 2022 INsurer interest margin determination Analytical | Theoretical Quan NA
and insurer blockchain technology
choices.
Theme 5: Sheth & Subramanian | The role of smart contracts for decen- Mixed: case : Secondary:
: o o study & an- | Theoretical Quan :
The impact 2020 tralized insurance applications alvtical websites
of smart con- . - - . y
tracts on The design of integrating smart insur-
DeFiinsur- | Mahmoud et al. 2018 | 2168 COntracts with 0T sensors to trig- Conceptual | Theoretical Qual NA
ance ger damages and protect the insurance
holder privacy
Incomplete market in traditional private
insurance market: a novel peer-to-peer
risk sharing framework to address flood
risk pooling (peer-to-peer insurance); . .
Feng et al. 2022 The presented framework aims to de- Analytical | Theoretical Quan NA
] vise a risk allocation mechanism that is
Theme 6: . :
The impact structurally decentralized, Pareto opti-
of E)L:FP?:- mal, and mathematically fair.
surance on Incomplete market in traditional insur-
. Vannucci et al. 2021 | ance market: the potential use of block- | Analytical | Theoretical Quan NA
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Quantitative principles of decentralized
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Theme 7:
DeFi insur-
ance: mod-
els/laws/solu-
tions

A summary of DeFi products and ser-

Manda et al. 2024 vices, including decentralised insurance | Case study | Empirical Qual \?Vi%os?t(i Ty:
models

McGurk & Reichen- DeFi services law, including specific .

bach 2024 use cases of decentralized insurance Conceptual | Theoretical Qual NA
Designing DeFi insurance solutions for

Qietal. 2021 vehicles with scalability and privacy- Analytical | Theoretical Quan NA
preserving (conceptual ideas)
Designing DeFi insurance solutions for

Huang et al. 2022 personalized car insurance with privacy Analytical | Theoretical Quan NA

preservation and fraud resistance (con-
ceptual ideas)

35


http://doi.org/10.4018/979-8-3693-1532-3.ch006
https://doi.org/10.4337/9781035300884
https://doi.org/10.4337/9781035300884
https://doi.org/10.1109/JIOT.2020.3028014
https://doi.org/10.1109/TVT.2022.3215811

This is the accepted version by International Journal of Finance and Economics.

Appendix C: Glossary

Definition Abbr. | Notes
. The rate of return earned on an investment, taking
Annual percentage yield APY into account the effect of compounding interest.
A type of protocol that allows users to buy and sell
Automated market maker | AMM i:ryptoassets_without a thirql-party iniermediar)_/ us-
ing an algorithm to determine the prices at which
buyers and sellers can trade assets
A sequence of blocks, or units of digital infor-
Blockchain mation, stored consecutively and cryptographically
in a public database
Bonder Those_ who pledgej fur_ids in the prot_ocol to earn
fixed income (which is called bonding)
Centralized exchange CEX Exchanges based on order book
Centralized finance CeFi Centralized approach to decentralized finance
Decentralized application | dApp ],cAn application that provides a set of features or
unctions
Decentralized aUtonomous A com_pany-like orgar_iizational structure that oper-
o DAO ates without a centralized legal entity and formal hi-
organization :
erarchical management
Decentralized exchange DEX Exchanges based on AMM
Blockchain-based, smart contract-empowered, in-
Decentralized finance DeFi termediary-free solution to financial needs such as
payment, lending, exchange, insurance, etc.
The Ethereum standard to defining new types of
ERC-20 X
(fungible) cryptocurrency tokens
ERC-721 The Ethereum standard for non-fungible tokens
(NFTs).
A loan to be repaid within minutes without having
Flash loan to provide collateral, usually used by arbitrageurs to
attack vulnerable projects
A fork happens whenever a community makes a
Fork change to the blockchain’s protocol, and it splits the
blockchain to two separate ones
The Ethereum blockchain charges a fee for transac-
Gas fee tions paid to the miners who process and secure the
network
Know Your Customer KYC A standard pfoqedurg for identifying arid verifyiiig
the customer’s identity to prevent criminal activities
Liquidity pool A pool of fl_inds_for uses in D_eFi projects, e.g., cryp-
toasset trading, insurance claim
Liquidity provider Lp Those who pledge funds in DEXs to earn liquidity

reward

Those who take part in the process of mining to

Miner earn newly created cryptocurrencies
A process where transactions are verified, blocks
Mining are added to the blockchain, and new cryptocurren-

cies are created
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Digital arts/documents which are tokenized on

Non-fungible token NFT .
blockchains
A protocol that finds and verifies information,
bridging the real world and the blockchain by
Oracle - .
providing data to smart contracts for execution of
the contracts under specified conditions
Financial activities without the involvement of a
Peer-to-peer P2P .
third party
A blockchain consensus mechanism involving
Proof-of-stake PoS pledging funds in a staking pool to validate transac-
tions and create new blocks
A blockchain consensus mechanism involving solv-
Proof-of-work PowW ing computationally intensive puzzles to validate
transactions and create new blocks
A collection of rules that define interactions on a
Protocol network, including consensus, validation, and par-
ticipation on a blockchain
A self-executing protocol intended to facilitate, ver-
Smart contract ify or enforce a contract on the blockchain without
third parties
. A cryptocurrency with extremely low volatility,
Stablecoin usually pegged to the US dollar
Those who pledge funds in the staking pool to earn
Staker . :
staking yield
A process where stakers put tokens in a staking
Staking pool, serve as a validator to the blockchain in a
proof-of-stake system, and receive rewards
Staking pool A pool of funds _staked by_ stakers v_vho are picked as
validator according to their shares in the pool
Total value locked TVL Funds staked in a protocol
. . .| Financial intermediaries such as banks, funds, ex-
Traditional finance TradFi

changes, insurance, etc.

Yield farmer

Investors searching for the highest yields across
DeFi projects

Source: Created by the authors.
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Appendix D: DeFi Projects

Project

Token

Segment

Notes

Bitcoin (2009)

BTC

Payment

The first decentralized digital currency
based on blockchain and cryptography

Ethereum (2015)

ETH

Blockchain

A smart contract empowered platform for
building apps, holding assets, transacting,
and communicating

MakerDAO (2017)

DAI

Lending

A protocol allowing users to leverage their
assets as collateral to get rewarded with the
first stablecoin DAI

Chainlink (2017)

LINK

Oracle

A decentralized oracle network to provide
interfaces between on-chain smart contracts
and extensive off-chain data

Kleros (2017)

PNK

Court

A decentralized, online dispute resolution
protocol which uses blockchain and
crowdsourcing to fairly adjudicate disputes

Tether (2014)

usDT

Stablecoin

An asset-backed cryptocurrency pegged at
the US dollar.

Binance (2017)

BNB

Exchange

A centralized cryptocurrency exchange, a
smart contract empowered blockchain, and
payment services

Olympus (2021)

OHM

Reserve
currency

A protocol on the Ethereum blockchain with
the goal of establishing a crypto reserve cur-
rency with preserved purchasing power

Terra (2018)

LUNA

Blockchain

A smart contract empowered platform for
earning staking rewards, and purchasing
NFTs, governance.

InsurAce (2021)

SCR

Insurance

A multi-chain protocol that provides insur-
ance against security risk, custodian risk,
and stablecoin risk

Uniswap (2018)

UNI

Exchange

A DEX built on Ethereum that utilizes an
AMM system rather than a traditional order-
book

Source: Created by the authors.
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Appendix E: Analytic Hierarchy Process

Analytic Hierarchy Process (AHP) was initially developed by Thomas Saaty in the 1970s. It is
a widely used multi-criteria decision-making method that has found applications in mathemat-
ics, management, economics, and finance (Lin & Tang, 2009). AHP offers a systematic, struc-
tured framework for decision-makers to evaluate and prioritize criteria and alternatives®. In our

context, “criteria” are the 8 identified conundrums.

Table E1 AHP survey participants description.

Sector (%) Occupation (%)

DeFi insurance 10% Entrepreneur 10%
DeFi other segments 10% Operations Manager 5%
TradFi insurance 5% Liquidity Provider 10%
TradFi other segments 5% Miner 5%
Venture Capital 10% Actuarial Analyst 5%
Academic 50% Blockchain Technician 5%
Consulting 5% Investor 10%
Media 5% Researcher 50%
Education (%) Position (%)

uG 35% Junior 25%

PG 35% Senior 65%

PhD 30% Executive 10%

Age (%) Region (%)

<30 30% Dubai 15%

30-40 30% us 15%

40-50 30% China 25%

>50 10% UK 25%
Australia 15%

Singapore 5%

To quantify the relative importance of conundrums, respondents are asked to provide pairwise
comparisons. Using Saaty’s 1-9 linguistic scale defined below, respondents express their judg-
ments on the relative importance between each unique pair of conundrums.

e 1: Equal importance

e 3: Weak importance

e 5: Essential or strong importance

e 7: Demonstrated importance

e 9: Absolute importance

e 2,4,6,and 8 are intermediate values between two adjacent judgements.

3 The complete version of AHP can also rank alternatives, but our application does not involve this step, so it is
omitted here. In fact, the process discussed here applies to both criteria and alternatives.
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To facilitate interpretation, the survey usually looks like the table below. There are 8 conun-
drums, so the number of unique pairs (the number of rows) is equal to .7 _, n! = 28. Each row
represents a pairwise comparison between the left-end conundrum and the right-end conun-
drum. If they are equally important, then the respondent should tick the middle cell. If the left-
end conundrum is more important than the right-end conundrum, then the respondent should
tick a cell on the left. Similarly, if the right-end conundrum is more important, then the re-
spondent should tick a cell on the right. The scales represent how many times important (See
Table E2).

Table E2 AHP survey scales.

More important than Equal Less important than
9 8 7 6 5 4 3 2 1 2 3 4 5 6 7 8 9

| v
VI VI
VIl VIII

These pairwise judgments are then used to construct a pairwise comparison matrix (M) below.
The diagonal elements are always equal to 1 since conundrums are equally important as them-
selves. Each off-diagonal element represents the relative importance of a row conundrum com-
pared to a column conundrum. For example, if the first-row, second-column element is equal
to 3, then it means the first conundrum is three times important than the second conundrum.
Reversely, the symmetric element should be 1/3.

| I 11 v \% Vi VII VIII

| 1 3

I 1/3 1

I 1

v 1

\Y 1

VI 1

VI 1
VIl 1

This pairwise comparison matrix M is then used to calculate priority weights for the eight co-
nundrums. One popular way of doing it is the eigenvector method, or the largest eigenvalue
method. First, each column vector of M is normalized by dividing each element of a column
by the sum of the column, so that the sum of each new column is equal to 1. Second, take
average for each row of the new matrix M. The resulting column vector is (approximately) the
priority eigenvector or relative importance of each conundrum. A more accurate procedure
takes iterations until the eigenvector converges. Third, if there are many respondents, then take
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average for all resulting priority eigenvectors to get the overall estimates. In practice, the liter-
ature requires 5-20 respondents to ensure validation (Sharma et al., 2021). In our case, there
are 20 respondents, and the results are presented in the text.

One criticism of AHP is that subjective judgements by respondents can be inconsistent. For
example, if one thinks A is twice as important as B, and B is twice as important as C, then s/he
should think A is four times as important as C. Due to the complicated design of AHP, this
consistency does not always hold. Therefore, it is required in AHP to check the Consistency
Index (CI) and Consistency Ratio (CR) to guarantee the validity of the responses. Cl and CR
are calculated as follows:

max(eig(M))-N
N—-1

Cl = , Where eig(-) obtains all eigenvalues and N = 8.

CR = % where ri = 1.41 when N = 8.

If the respondent is strictly consistent in judgements, then CI should be equal to 0. If the re-
spondent is entirely random in judgements, Monte Carlo simulations show that Cls converge
to different for different N (known as random index, ri). When N = 8, the random index is
equal to 1.41. According to Saaty, an acceptable ratio between CI and the corresponding ran-
dom index (i.e., CR) should be lower than 0.1. As shown in the text, this requirement is satisfied
in our data.
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