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ABSTRACT

Controlling the digital public sphere has become an important factor of authoritarianism
in the twenty-first century. Authoritarian states are reluctant to accept foreign direct
investment (FDI) in their internet infrastructure. However, expanding internet
infrastructure is expensive, often necessitating FDI. We argue that investment from
other autocracies allows incumbent dictators to provide internet access and use it for
repressive purposes. Specifically, we contend that the more repressive an
authoritarian regime is offline, the higher the share of FDI from other autocracies; and
the more FDI from other autocracies, the less FDI prevents the internet from being
used for online repression. We analyse how the level of offline repression predicts
different ownership structures of internet service providers (ISPs) in authoritarian
African countries, and use a difference-in-differences estimator to test how FDI from
autocracies affects online repression. Using data from the Telecommunications
Ownership and Control dataset, we find a positive relationship between levels of
repression and share of FDI from autocracies; if at least one ISP is owned by a foreign-
autocratic investor, authoritarian regimes can expand repression online. Our study
provides new insights into how authoritarian collaboration enables autocracies both
to accept FDI in internet infrastructure and to leverage it for repressive ends.

ARTICLE HISTORY Received 27 June 2024; Accepted 4 December 2024

KEYWORDS authoritarian collaboration; foreign direct investment; ICT; political economy; repression

Introduction

It is a truism that in dictatorships, rulers “must contend with the omnipresent threat of
overthrow.”" It is far less clear how digitalization in authoritarian environments affects
their political survival and what consequences this has for our understanding of
authoritarianism in the digital age. A growing number of studies examine how
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autocrats instrumentalize digital technologies to stay in power.” In essence, digital
technologies offer dictators new ways to monitor and suppress opposition figures,
spread misinformation and pro-regime propaganda, and restrict access to critical
information. For example, studies show how repressive regimes use espionage technol-
ogies such as Pegasus to infiltrate and monitor opposition movements,” point to digi-
tally-enabled domestic and transnational repression,” or observe more targeted
repression through increased digital surveillance.” They show how autocrats effectively
employ propaganda-based threats of repression to stifle dissent,® use cyber controls to
support their strategies of violent repression,” or disrupt internet access to prevent
opponents from undermining electoral fraud.® These and other studies have greatly
advanced our understanding of how the availability of information and communi-
cation technologies (ICTs) can enhance a regime’s capacity for repression, and thus
our understanding of “digital authoritarianism.”

Yet, existing studies have largely neglected the risks to authoritarian survival posed
by increased use of digital technologies to maintain power. These risks stem from the
substantial investment needed to develop a modern telecommunications infrastruc-
ture, leading to dependence on foreign direct investment (FDI). When foreign inves-
tors invest directly in a company and gain effective control by acquiring a majority,
authoritarian rulers are constrained in their ability to use these companies to pursue
political interests. In the context of telecommunications infrastructure, FDI can
hinder an autocratic regime’s ability to use the internet for repressive purposes.

The extent to which authoritarian leaders can use the internet for their purposes
ultimately depends on their relationship with the telecommunication companies.
Despite its decentralized nature, the internet’s infrastructure is organized in a fairly
hierarchical way that allows for centralized control over local networks. This local
infrastructure is typically provided and run by internet service providers (ISPs) that
connect individuals and organizations to the global internet. Known as bottlenecks,
ISPs have the ability to monitor and manipulate internet-based information and com-
munication flows.” As a result, national governments need the cooperation of ISPs
operating in their territory if they want to use or manipulate access to internet services
to maintain their rule. As Freyburg and others'® suggest, governments are most suc-
cessful in controlling internet access and use when they directly own the ISPs operating
in their territory or when they collaborate with local business elites. By granting
licenses to (partly) foreign-owned ISPs, hence allowing foreign investors access to
the domestic telecommunications sector, state governments make themselves depen-
dent on the investors” willingness to comply with their orders.

However, recent studies on “authoritarian collaboration”'' suggest that the risk of
not being able to continue their authoritarian practices is lower if autocratic govern-
ments accept FDI from other autocracies. Indeed, both autocratic governments and
investors tend to favour FDI flows among themselves:'* Autocracies may prefer FDI
from other autocracies due to shared governance styles and mutual geopolitical inter-
ests, so they can bypass democratic norms that might complicate business operations;
and investors from autocratic countries often find it easier to navigate political land-
scapes in similar regimes, attracted by the autocratic ability to suppress labour
demands, repel protesters, and shape tax laws in their favour. Thus, if authoritarian
incumbents accept FDI in the critical infrastructure of telecommunications, we
would expect them to generally favour FDI from other authoritarian, presumably
non-interventionist states to improve their chances of survival.
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By examining the dynamics of FDI from the perspective of the investment-receiving
government rather than the investors, we take a less conventional perspective in studies
of FDI in autocracies. The existing literature on politics and FDI has largely focused on
the differences between authoritarian and democratic regimes, with an emphasis on
investor preferences. This literature suggests that foreign investors generally prefer
democratic countries because they offer greater investment security through political
stability, credibility, and robust protection of property rights.'””> At the same time,
accountability mechanisms in democracies can slow down negotiations and increase
the costs of malfeasance. In contrast, authoritarian regimes offer greater flexibility and
faster agreements which may make them more attractive to any investor. More recently,
authors such as Bastiaens'* and Moon'” have addressed the sources of variation in FDI
within authoritarian regimes, but have not examined whether FDI from autocracies
tends to flow to other autocracies. In studying factors that influence an authoritarian
government’s decision to attract FDI, we emphasize that autocracies make strategic
decisions about whether to accept FDI, and from whom. Specifically, we argue that to
reap the benefits of internet access while avoiding its risks, authoritarian rulers may stra-
tegically encourage investment in internet infrastructure from like-minded regimes.

Of course, investor behaviour is likely to be shaped by strategic interests that do not
always coincide with regime type. For example, democratic investors may prioritize
profits and market access over human rights and tolerate a certain level of repression in
the host country. On the other hand, autocratic investors may focus on business profits
and resist the host regime’s request to use their services for repressive purposes, as this
could harm their revenues and customer base. Therefore, while autocratic investors may
appear to be natural allies of authoritarian regimes, their investments do not automatically
guarantee the autocrats full freedom to control the internet infrastructure. This study sys-
tematically tests the relationship between an autocracy’s level of repression and investors’
regime type. The guiding research questions are: To what extent does the level of repression
in authoritarian regimes affect their acceptance of FDI in the telecommunications infra-
structure, and in what way does the presence of foreign investors from authoritarian
regimes influence an authoritarian regime’s use of internet services for repressive purposes?

Correspondingly, our analysis follows a two-step process: First, we theorize and
empirically test how varying levels of state repression influence authoritarian collabor-
ation in the telecommunications sector. Second, we examine how this collaboration
subsequently affects the extent of online repression. Specifically, we use cross-sectional
time series data on shareholders in the telecommunications sector in 44 authoritarian
African countries between 2000 and 2022 to examine the role of investor origin.'® To
measure a regime’s level of repression, we use the inverted Latent Human Rights Pro-
tection Scores (LHRPS) by Fariss and others.'” The results of our analysis suggest that
the more repressive a regime is, the more likely it is to work with foreign autocratic
investors. They also show that if at least one foreign-owned ISP is majority-owned
by authoritarian investors, an authoritarian regime can effectively use the internet to
increase online repression. While the international dimension of authoritarianism
has increasingly become the focus of scholarly interest in the determinants of author-
itarian survival, we still know little about FDI as a form of authoritarian collaboration
and how it is linked to offline and online repression. By highlighting this reinforcing
cycle between repression and FDI, we contribute to a nuanced understanding of how
host government preferences may influence foreign investment flows in sectors critical
to maintaining state control and repression.
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Authoritarian collaboration and FDI in internet infrastructure

We argue that the extent to which authoritarian rulers are willing to accept and, like-
wise, their potential to attract FDI in telecommunications can be explained by central
features of authoritarian regimes, notably mass repression. Specifically, we contend
that authoritarian rulers consciously choose which investors get access to their tele-
communications sector favoring investment from other authoritarian states in order
to solve the dilemma of providing access to the internet while not completely relin-
quishing control over it. This fine-tuning of economic openness through authoritarian
collaboration not only prevents the complete loss of control over this key domestic
infrastructure, but also possibly enables the regime to maintain, if not increase levels
of online repression. We expect this effect to be stronger the more repressive states
are in the analogue world.

Scholarship shows a growing interest in understanding how collaboration between
authoritarian regimes plays a critical role in sustaining their persistence.'® Crucially, in
contrast to autocracy promotion, authoritarian collaboration may or may not be aimed
at directly strengthening authoritarian rule. It does not necessarily “reflect a proactive
motivation”'” because of an explicit ideological commitment to promote autocratic
rule abroad. Rather, it has been shown that authoritarian leaders are primarily motiv-
ated to support other autocrats in order to improve their chances of survival.*® Such
support involves “a broad range of external ties — economic, political, security -
between authoritarian states,””" including strategically allocated FDL.

The literature on the political consequences of FDI for authoritarian survival
emphasizes the stabilizing effects of FDI on regimes by enabling the development of
costly infrastructure, stimulating economic growth and thereby increasing the
output legitimacy of the regime.”” In emerging economies, which tend to have
limited access to international markets, the two main forms of capital are foreign
aid and FDI.>®> FDI has been shown to supplement domestic savings, facilitate inte-
gration into the global economy, promote technological development®* and enhance
the material well-being of the middle class.>®> While FDI introduces risks and economic
challenges for the general population, its advantages predominantly favour groups
essential for regime survival. Since it aligns the interests between the regime elite
and the middle class towards supporting autocratic rule, attracting FDI is an
effective strategy for the regime to extend and sustain its autocratic rule.

This is particularly true for FDI in critical infrastructures, especially telecommuni-
cations. Maintaining vital state functions, notably the provision of public goods and
national security, is increasingly difficult without a stable and secure telecommunica-
tions infrastructure in today’s highly interconnected world.* The internet, as a critical
infrastructure, has become key to other critical infrastructures that are considered
indispensable for the functioning of states, societies, and economies.”” Modern infor-
mation and communication technologies are not only crucial for stimulating economic
growth; internet-based investments are the engine of emerging economies. Since emer-
ging markets tend to lack the financial resources and have limited access to inter-
national markets to fund the investment themselves, they often rely on FDI.?®

At the same time, “states in general (and developing countries in particular) prefer
to retain ownership and control of critical infrastructure sectors, especially ‘strategic’
sectors such as energy, water and teleccommunications.”* The strategic belief is that
critical infrastructure is more resilient when it is owned by the state, as state ownership
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reduces “the risk of disruption of the most essential functions” and ensures that these
can be quickly restored.”® This may be particularly true in cases where the disruption is
ordered by the state itself, such as government-ordered internet shutdowns. By locally
disabling an autonomous system, an ISP can effectively disconnect its customers from
the global network, or by blocking access to certain IP addresses, deny them access to
specific websites, including social media platforms.®" In this context, if the state is the
majority owner of an ISP, it retains control over the scope of internet access and can
ensure that essential government services are maintained while access to other internet
services is blocked.*

Hence, foreign investment in the telecommunications sector can be challenging for
the incumbent when the investor’s goals are conflicting with their own. For instance,
when investors come from countries with high corporate social responsibility stan-
dards, they may refuse to support policies that undermine human rights.* In the tele-
communications sector, this may prevent the government from effectively exerting
control over internet infrastructure, as highlighted by an example from Guinea in
2016. The Guinean regime requested all ISPs in Guinea to set up a “center for
control and oversight of traffic (voice and data)”** that would direct all data traffic
through a central server accessible to the government. Three out of four ISPs owned
by foreign investors (Orange, MTN and Cellcom) jointly resisted the government’s
request which was considered as a violation of the right to privacy.”> This anecdote
supports that the origin of FDI can make a difference when control is needed.

Figure 1 highlights two important features of the evolution of the African telecom-
munications market. First, between 2000 and 2022, the share of foreign investment in
Africa’s telecommunications sector has substantively increased. By 2022, almost 50 per
cent of ISPs operating in African autocracies were owned by foreign investors. Looking
at the sector as a whole, this figure belies the considerable variation we still find across
autocracies (see Appendix 1, Supplemental Material, for an overview of FDI across
countries and over time). In countries such as Ethiopia and Eritrea, which generally
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Figure 1. Foreign investment in ISPs in African autocracies, 2000-2022. The lines indicate the overall share of
foreign investors in the total of ISPs in African autocracies (N = 44). ‘Autocratic’ refers to investors with headquar-
ters in closed and electoral autocracies; ‘democratic’ to those from electoral and liberal democracies, using the
Regimes of the World (RoW) dataset.>
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prohibit or restrict FDI in telecommunications sector legally, internet infrastructure
has always remained under the full control of the state or local investors. Others dis-
courage FDI indirectly through regulatory charges. For example, Zambia, which has no
formal entry barriers for foreign investors, charges USD 12 million for a license to
operate internet infrastructure (e.g. compared to USD 100,000 in Uganda), which
explains why there is “still only one international gateway operator—the state-
owned Zambia telecommunications Company Ltd. (Zamtel).”” Other autocracies,
such as Gabon, Rwanda, or Mali, have been strong proponents of telecom liberalization;
their telecommunications sectors are 100 percent internationalized. Second, while the
example of Algeria between 2000 and 2022 shows that a relatively high share of
foreign investors can be limited to foreign majority shareholders from other autocracies,
authoritarian regimes in general do not seem to have primarily accepted investment
from other authoritarian regimes. Instead, we observe a high and increasing share of
foreign investment from democracies. This observation supports our interest in investi-
gating the determinants of autocracies’ varying FDI preferences.

In sum, authoritarian regimes may have strategic reasons to prevent foreign invest-
ment in the telecommunications sector and to maintain full control over the provision
and use of internet services. As Boas>® suggests, “in order to reap the benefits of the
technology while avoiding what they see as negative ramifications, [authoritarian]
leaders would prefer to exert greater centralized control over Internet use.” Still, the
same survival interests may lead them to accept FDI in the expansion of internet pro-
vision that is critical to achieving economic or political goals.”® In accepting FDI, the
extent to which a government loses control depends on the extent to which the foreign
investor would prevent it from exercising such control.

Authoritarian FDI and repression

While authoritarian rulers are generally reluctant to accept FDI in the telecommunica-
tions sector, we expect them to be less reluctant to accept FDI from other authoritarian
regimes, which are presumably less likely to constrain them in exercising control over
the internet and using it for repressive purposes. We define repression as the “actual or
threatened use of physical sanctions against an individual or organization [...] for the
purpose of imposing a cost on the target as well as deterring specific activities and/or
beliefs perceived to be challenging to government personnel, practices or insti-
tutions.”*’ Authoritarian governments often use repression, such as torture or killings,
strategically when faced with civil unrest.*' Governments using repression are afraid of
being exposed which could trigger unwanted reactions both domestically and interna-
tionally. Domestically, when citizens experience mass repression, they are likely to
engage in anti-regime protest.*” Internationally, repressive governments may face a
suspension of foreign aid or targeted sanctions, especially when their use of repression
is well-documented and attracts media attention.*

Increasing digitalization creates new risks for governments when applying repression.
For example, repression becomes more costly in the digital era as internet access permits
individuals to record and share evidence of state violence and thereby mobilize people to
protest against the regime.* By “documenting and digitally sharing evidence of police
brutality, protesters translate [...] outrage over repression into additional support.”*’
Moreover, evidence of state violence can quickly be shared with the rest of the world,
leading to increased pressure from the international community.*°
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At the same time, increasing digitalization provides new opportunities for author-
itarian regimes to maintain and foster their rule: it allows them to learn about anti-
regime sentiment and monitor regime opponents. Such information can be crucial
to forestall and prevent collective action.*” It also enables authoritarian rulers to
increase the precision of repression, making it politically less costly.*® To maximize
the benefits of internet provision, while reducing the risks, governments may strategi-
cally censor internet content that could provoke protests or temporarily block internet
access to hide their use of repression and human rights violations or to selectively
repress regime opponents during politically tense periods.

Repressive governments should have an incentive to strictly control internet access so
that they can use it for both surveillance and censorship or manipulation of access to
(specific) internet services, when needed. By admitting foreign firms to manage internet
provision to large parts of the population, it becomes more difficult for a government to
retain control over the exchange of digital information and communication. We, therefore,
generally expect that more repressive regimes have fewer ISPs owned by foreign investors
on their territory:

H1: The more an authoritarian regime relies on repression, the smaller the proportion of
foreign investors in its telecommunications sector.

Even if the government is generally reluctant to accept FDI, it may be willing to grant
access to investors from other authoritarian regimes in the expectation that their
financial involvement will not preclude the use of the internet infrastructure to main-
tain authoritarian rule. Eventually, foreign investors differ in their goals and practices,
some of which are more in line with those of the FDI-accepting government. As studies
of international business suggest, investment patterns tend to reflect similarities in
institutions between home and host country.*’ Their findings support a reading of
authoritarian collaboration as aimed at preventing or undermining Western democra-
tization efforts not only through political ties, but also through financial investment in
a mutual act to strengthen the survival of one’s own regime.”® Case studies underline
that outward FDI from authoritarian countries can serve as a tool to stabilize author-
itarian structures elsewhere.”® China, for instance, appears to have intensified collab-
oration with many African countries that are “supportive of their own rule”>* and
share common policy goals. Likewise, investors from the Gulf region increasingly
invest in nearby countries to foster “autocratic stability in the neighbourhood.”’
We expect to find a similar pattern in the African telecommunications sector. Here,
internet-providing firms are needed for the technical implementation of digital repres-
sion,”* including censorship, internet shutdowns, or state surveillance. If repressive
regimes accept FDI in the internet infrastructure, they should tend to accept FDI in
internet infrastructure from regimes that are “like-minded” vis-a-vis state sovereignty
and human rights.’®> As compared to investors from democratic regimes, ISPs with
headquarters in authoritarian regimes may face less legal and reputational pressure
from their home countries and civil society actors.’® For example, all telecommunica-
tions operators that are members of the GNI,>” a forum that provides (and self-
imposes) behavioural guidelines for ICT companies, are based in Western democracies.
In short, repressive regimes should prefer FDI by foreign-autocratic investors in order to
balance investment in the internet infrastructure and its control and manipulative use:

H2: The more an authoritarian regime relies on repression, the higher the proportion of
foreign investors from other authoritarian regimes in its telecommunications sector.
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Yet, if a primary motivation for authoritarian regimes to prefer FDI from other author-
itarian regimes is that these are more likely to allow them to use the internet for repres-
sive purposes, we should find a positive relationship between autocratic FDI (as
opposed to non-autocratic FDI) and online repression. Eventually, the most
common technical strategies of online repression rely on ISPs to manipulate either
the routing or packet forwarding mechanisms™® to implement full or partial censorship
of the internet. Whatever the technique of digital repression, authoritarian rulers most
often rely on the internet-providing companies to delay, prevent or manipulate access
to internet services.” Because each ISP operates its own physical network, ISPs can
vary in how they respond to censorship requests from a given government.

Following our previous theoretical argument, we propose that when an ISP is
owned by foreign investors, their origin (in terms of the regime type of the locations
of their headquarters) will influence the extent to which a government can make that
ISP implement its censorship demands. Specifically, we expect that investors from
authoritarian regimes will be less likely to prevent authoritarian rulers from using
the internet for online repression. Consequently, we should find that if at least one
of the ISPs controlled by foreign investors is majority-owned by investors from author-
itarian regimes, there is a greater chance that an authoritarian regime can use repres-
sive tactics online. This repression-authoritarian investment nexus illustrates the
dynamic interdependence between repression on the one hand and authoritarian
control over the internet on the other, taking into account the rule-preserving (i.e.
repressive) behaviour of both the FDI-attracting and the FDI-investing authoritarian
regimes. Our third and final hypothesis thus reads:

H3: If at least one foreign-owned ISP is majority-owned by authoritarian investors, then the
likelihood of online repression by that authoritarian regime increases.

Research design

We empirically examine the relationship between authoritarian collaboration through
FDI and repression across authoritarian African countries between 2000 and 2022 in
two steps. While the first step examines the determinants of FDI in the telecom sector,
with a particular focus on the role of offline repression, using country - and year-fixed
Ordinary Least Square (OLS) regression models, the second step reverses the direction
and examines the effect of foreign-autocratic investment on online repression, using a
combined matching and difference-in-differences estimator to control for selection
bias. In all analyses, we follow the Regimes of the World (RoW) operationalization
by Lihrmann and others® and broadly define authoritarian regimes as those
regimes in which the ruler cannot be removed from office by means of free and fair
elections (Ncountries = 44). As a robustness check, we run all main analyses utilizing
two alternative democracy indices to code company headquarters’ locations as demo-
cratic or autocratic and restricting our sample to African autocracies (see Appendix 3,
Supplemental Materials, for further details and results).

In our empirical analysis we focus on African authoritarian regimes where the supposed
dilemma for authoritarian rulers of accepting FDI in the telecommunications sector while
maintaining control is particularly pronounced for at least two reasons. First, the African
continent is home to a variety of types of authoritarian regimes that differ in the degree
to which dictators govern by repression.’’ Second, African governments have strong
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incentives to attract FDI in their domestic telecommunications sector to stimulate growth.*>
Overall, the African continent provides a particularly fruitful setting to study the determi-
nants and consequences of FDI in the telecommunications sector. At the same time, the
domestic financial constraints to invest in telecommunications infrastructure are compar-
able to other regions in the Global South, notably Latin America.*’

To measure FDI in the telecommunications sectors of African autocracies, we use the
Telecommunications Ownership and Control (TOSCO 2.0) dataset covering ISPs and
their shareholders in Africa between 2000 and 2022. TOSCO includes all ISPs that
started by providing Global System for Mobile Communications (GSM), a second-gener-
ation standard, on the African continent and, hence, provides a near-complete image of
those companies providing internet access to individual customers in Africa.* For each
ISP, TOSCO lists information for all shareholders owning at least 5 per cent stakes, their
respective number of stakes, and the location where the shareholder is legally registered
(see Appendix 2, Supplemental Material, for an overview of descriptive statistics for all vari-
ables included in the analyses).

Empirical analysis
How levels of offline repression predict foreign-autocratic investment (Part 1)

To test H1 on the effect of repression on FDI in telecommunications, we construct our
first outcome variable by calculating the share of ISPs majority-owned by foreign share-
holders per country-year. The legal place of registration of the company determines
whether an ISP is coded as domestic or foreign. We focus on majority ownership,
defined as a shareholding of more than 50 per cent, as this is the most commonly
used operationalization.”® Controlling more than half of the voting rights is the most
straightforward way to control a company’s management and decision-making: It guar-
antees control over decisions that require a simple majority at the general meeting, such
as the approval of the annual accounts, the distribution of dividends, and the election of
members to the board of directors.*® If there is no single majority holder, we identify the
majority owner type on the basis of the sum of the shares of the dominant shareholder
group. That is, if the sum of the shares of all foreign investors collectively exceeds 50 per
cent, the company would be majority foreign-owned. To calculate the extent of foreign
ownership of a telecommunications sector, we divide the number of ISPs with majority
foreign ownership by the total number of ISPs in a given country-year.

To test H2, we refine our outcome variable by restricting it to FDI that comes from
other autocracies. To this end, we determine whether an ISP’s headquarter is based in a
democratic or an authoritarian regime using the RoW operationalization by Liihr-
mann and others.” We code the share of ISPs majority-owned by foreign-autocratic
and foreign-democratic shareholders and divide the number of ISPs majority-owned
by foreign-autocratic or foreign-democratic shareholders, respectively, by the total
number of ISPs in a given country-year (see Appendix 1, Supplemental Material, for
an overview of foreign and foreign-autpcratic shares in ISPs per country and year).

In H1 and H2, offline repression presents our independent variable. In light of the
disagreement in indicators of state repression,®® we use the Latent Human Rights Pro-
tection Score (LHRPS), an estimate based on a latent variable model developed by
Fariss and others® that triangulates information from a variety of data sources to esti-
mate the respect for human rights using an Item Response Model. The estimates come
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from Bayesian models that capture a country’s respect for physical integrity rights. We
use an inverted score such that higher values indicate less respect for human rights.

There are likely other factors influencing FDI in local internet infrastructure or a gov-
ernment’s use of online repression. We account for several such confounders by including
control variables covering economic, political, and demographic aspects. First, we include
the (log) gross domestic product (GDP) per capita and the annual change of GDP per
capita in per cent using World Bank indicators because regimes with a low GDP can
be expected to be more dependent on FDI. Furthermore, we include a World Bank indi-
cator for the total rents of natural resources and trade (as share of GDP) as regimes with a
wealth of natural resources often need the technology and capital of FDI to realize their
potential.” Politically, we account for the variance in regime types in terms of their open-
ness to the international economy using two indices from the V-Dem project’’ that
measure the extent to which the military (v2x_ex_military) or a royal council/family
(v2x_ex_hereditary) has control over the executive, ranging from 0 (low control) to 1
(high control).”” Arguably, multi-party and single-party regimes are more open to inter-
national trade as they provide more stable institutions than personalist regimes, military
juntas, and monarchies.”” In addition, we include a measure from V-Dem of how clear,
consistent and stable the laws in a country are (v2cltrnslw), which we call “legal transpar-
ency” as transparent laws and property rights are likely driving a company’s decision to
invest abroad.”* Demographically, a larger population requires greater internet coverage
and may incentivize a government to accept FDI in internet infrastructure. Thus, we
include World Bank indicators for the total (log) population and the rural population
as control variables. Finally, we account for the direct involvement of the state in the tele-
communications sector by including a dummy variable coded 1 if the state is the majority
owner of at least one ISP. The rationale is straightforward: State ownership in the internet
infrastructure signals the government’s reluctance to (fully) privatize the telecommunica-
tions sector, thereby minimizing its control over the provision and use of internet ser-
vices.”> Descriptive statistics for all variables included in the analyses are presented in
Appendix 2, Supplemental Material.

To assess the effect of repression on the amount of shares held by foreign investors
in general and foreign-autocratic investors in particular, we use country and year-fixed
Ordinary Least Square (OLS) regression models. Figure 2 shows the predicted amount
of shares held by foreign-autocratic (blue line) and foreign-democratic investors (red
line), respectively, with rising levels of repression (left panel A), and the regression
coefficients for all variables included in the model (right panel B). Regression results
for all models are presented in Appendix 4, Supplemental Material.

In contrast to our first expectation (H1), the number of shares held by foreign investors
is not significantly lower, but significantly higher in more repressive regimes (see Models 1
and 2 in Appendix 4, Supplemental Material.). However, and as suggested by H2, this
finding is likely to be explained by the effect of repression on the number of shares held
by foreign investors from other authoritarian regimes. As shown in the right panel of
Figure 2, repression is significantly related to the amount of shares held by foreign-auto-
cratic investors (R* = .69, F (50,535) = 23.57, p=.01) as compared to foreign-democratic
investors ((R*=.8, F (50,535) = 42.11, p =.6), see Model 4 in Appendix 4, Supplemental
Material.). The plot in the left panel of Figure 2 underlines that the predicted amount
of shares held by foreign-autocratic investors increases more with increasing levels of
repression than the amount of shares held by foreign-democratic investors.
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Figure 2. Left Panel (A) shows the percentage of shares held by foreign-autocratic and foreign-democratic inves-
tors for various levels of repression, with 90% confidence intervals, using the ggeffect() R function to calculate
predicted shares. Right panel (B) shows regression coefficients for all variables included in the regression analy-
sis, using 90% confidence intervals; the coefficients for the control variables hereditary succession and popu-
lation size are not shown due to large standard errors but can be found in Appendix 4, Supplemental
Material. All variables included in the model are z-standardized to facilitate comparison.

While these results provide support for H2, the effect is relatively small. We therefore
run further analyses to test our argument about the link between ownership of the internet
infrastructure and its control. Since the most direct form of state control over internet pro-
vision and use is through state ownership, we would expect authoritarian regimes with
majority stakes in at least one ISP to also favour autocratic FDI. We find a statistically sig-
nificant positive effect of the interaction between the level of repression and state involve-
ment in the sector (see Appendix 5, Supplemental Material). In support of H2, it appears
that more repressive regimes seek to minimize the loss of control over the internet by being
majority owners and - if they allow FDI - by favoring foreign-autocratic investors.

To further assess the robustness of our results assessing the relationship between
levels of oftline repression and foreign investment, we run the same models using repres-
sion indicators from the Political Terror Scale (PTS) and the Varieties of Democracy (V-
Dem) dataset (v2clkill) (see Appendix 6, Supplemental Material), as well as with inde-
pendent variables lagged by one and two years (see Appendix 7, Supplemental
Material). The results of the analyses remain fairly consistent with those of our main ana-
lyses, given the ongoing debate about the validity of the different measures and their
questionable interchangeability.”® We also run the analyses using foreign-democratic
investment as outcome; none of the models suggest that repression is significantly
related to the amount of shares held by foreign-democratic investors, supporting that
more repressive regimes are more likely to attract investment from companies that
are not based in democracies (see Models 5 and 6 in Appendices 3, 4, 6 and 7).

How foreign-autocratic investment affects online repression (Part 2)

The second part of the empirical section assesses how FDI from autocratic countries
affects levels of online repression in African autocracies (H3). Here, we limit our
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treatment variable to foreign-autocratic FDI. Since we do not necessarily expect to find
a linear relationship between foreign-autocratic investment and online repression, we
use a binary treatment variable at the aggregate industry level. Drawing on the OECD
definition of a state-controlled sector,”” we code foreign-autocratic ISP ownership as 1
if at least one foreign-owned ISP in a country-year is majority-owned by investors
legally registered in an autocracy. Correspondingly, we code all observations for
country-years in which there are no ISPs majority-owned by foreign-autocratic inves-
tors as 0. Figure 3 shows those multinational companies headquartered in autocracies
with the highest number of subsidiaries in Africa in 2019. Companies that held
majority-shares in ISPs in at least two African autocracies included Viettel from
Vietnam, Moov from Morocco, Zain from Kuwait, Smart from Kenya, Azur from
Bahrain, and Africell from the Lebanon. Appendix 8, Supplemental Material, shows
how our treatment variable and the control group are distributed in our sample of
authoritarian country-years (Ncountry-years = 801) between 2000 and 2022.

While offline repression was our treatment variable to test Hypotheses 1 and 2, we
now use online repression as outcome variable. To operationalize online repression, we
use three variables from the Digital Society Project (DSP)’® included in the V-Dem
dataset,”” namely social media monitoring practices (v2smgovsmmon), internet cen-
sorship (v2smgovfilprc), and internet shutdowns (v2smgovshut). We combine these
variables into one index of online repression based on maximum values per
country-year. Taking maximum values rather than mean values seems the most
reasonable way to construct this index, as we consider any application of these
digital tactics as online repression (see Appendix 12.5, Supplemental Material, for
results running the analyses on each of the three variables individually).
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Figure 3. Foreign-autocratic ISPs in 2019. The grey lines show which ISPs that are majority-owned by foreign
shareholders from autocracies are operating in which African autocracies in the year 2019.
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We include several economic and political control variables, or covariates, that are
likely to drive a government’s motivation and capacity to use online repression. We
account for GDP per capita (logged), a quasi-exogenous factor that may influence
both (autocratic) FDI and digital repression, GDP growth (percent), and size of popu-
lation (logged), using World Bank data. In terms of political confounders, we would
expect digital repression to reinforce existing repression, with governments that rely
on oppressive tactics to support political objectives more likely to adopt digital repres-
sive techniques.** We therefore control for a country’s level of democracy,®" whether a
country is experiencing an episode of autocratization,*” and include the LHRPS indi-
cator for offline repression which we use in the first part of the empirical analysis.*’
Finally, when the government is challenged or threatened by coups®* or ongoing
conflict(s),® it is more likely to generate digital repressive responses. In addition, we
account for infrastructure-related factors and include a dummy variable indicating
whether a country has at least one majority state-owned ISP*® as well as a variable
on the overall number of ISPs in a country. Descriptive statistics for all variables
included in the analyses are presented in Appendix 2, Supplemental Material.

To test H3, we use matching techniques for time-series cross-sectional data (with
propensity score weighting as refinement method) combined with a difference-in-
differences estimator, as proposed by Imai and others.®” This approach overcomes
the potential problem in fixed-effects models with (misspecified) temporal lag structures
arising from the assumption that the independent variables are serially uncorrelated.®®
Before standard matching procedures are applied, it creates matched sets of treated
observations and control observations with similar (non-)treatment history, hence
accounting for potential past treatment effects (see Appendix 9, Supplemental
Material, for an example of a matched set).* One core assumption of this matching pro-
cedure is that there is common support between treated and control observation, i.e. the
distributions of the covariates overlap between treated and control group, ensuring that
treated and control groups are equally “supported” by similar covariate values.
Appendix 10, Supplemental Material, illustrates this overlap between the distributions
of the propensity scores between both groups. Appendix 11, Supplemental Material,
includes several diagnostic graphs to further examine covariate balance - i.e. the simi-
larity of the distributions of the covariates in both treated and control group - across
different matching procedures, illustrating that propensity score weighting achieves
the best balance. Furthermore, one key assumption for receiving sensible difference-
in-differences estimators is that there are parallel trends to be observed in treated and
control groups in absence of treatment, i.e. there are no differences between treated
and control group which existed already before the treatment. The estimates for ¢—1
in Figure 4 are based on a placebo test and illustrate that there were indeed no statistically
significant differences between treated and control group before treatment, confirming
the parallel trends assumption (PTA).

The results, presented in Figure 4, suggest that foreign-autocratic investment leads
indeed to an increase in online repression over a period of three years after the treat-
ment and thereby provides evidence supporting H3. We test the robustness of the
matching in several additional analyses which can be found in the Supplemental
Material. First, we run the same analyses with models that are either not refined and
exclude controls (see Appendix 12.1) or rely on alternative refinement methods (see
Appendix 12.2). The results from these alternative models are less refined but
similar, indicating that our findings are not overly model dependent. Second, we use
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Figure 4. Effects of foreign-autocratic investment on online repression. Point estimates from matching adjusting for
treatment and covariate histories during the 2-year pre-treatment period (L = 2) and estimated with a lead of three
years (F = 3), with propensity score weighting as refinement method; asymptotic confidence intervals of 95 (black)
and 90 (grey) percent as vertical bars. Estimates in the year before treatment (t—1) are based on a placebo test.

alternative model specifications with varying lags (L) in which the results remain largely
consistent (see Appendix 12.3). We also test our findings in a model with a lead of 4
years (F =4); the effect of autocratic FDI on online repression is no longer significant
after 4 years (see Appendix 12.3). Third, we run the same analysis using foreign-demo-
cratic investment as independent variable. Consistent with our expectations, foreign-
democratic investment has no significant effect on online repression (see Appendix
12.4). Finally, we assess the effects of foreign-autocratic investment on different
forms of online repression individually. The figures in Appendix 12.5 illustrate the
effects of autocratic FDI on each of these variables individually. While the results for
social media monitoring and internet censorship are largely consistent with our
findings, we do not find significant effects for internet shutdowns.

Discussion

Our empirical analysis in Part 1 suggests that more repressive regimes tend to favour
investment from other autocracies over alternative foreign investors, while Part 2
shows that such foreign-autocratic investment facilitates the use of the internet for
repressive purposes. We may therefore conclude that the preference for autocratic
investors is at least partly motivated by the legitimate assumption that they will
allow the internet to be used for online repression. Overall, our findings provide evi-
dence for our argument of authoritarian collaboration as a means of reconciling invest-
ment in the expansion of the internet with its control or use for repressive purposes.
However, as the more detailed discussion of our findings below makes clear, our
research design has important caveats, opening up an agenda for future research
that could delve deeper into the causal dynamics of the investment-repression nexus
and the role of authoritarian collaboration therein.

While our findings point to a positive effect of offline repression on openness to
foreign-autocratic investors, our research design does not allow for causal
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interpretation due to possible endogeneity. From the perspective of investors, studies
provide overwhelming evidence that foreign investors prefer to invest in democratic
countries,” for predominantly two reasons. First, checks and balances in democracies
are associated with higher levels of stability and government credibility, significantly
reducing the risk of noncompliance and sudden changes to contracts or agreements.”*
Second, foreign investors tend to favour countries with strong property rights protec-
tions, which are most commonly found in democracies.”> We control for legal trans-
parency to account for factors that may deter investors and conduct additional analyses
including lagged effects of repression to model the temporal dynamics. Since our study
focuses exclusively on authoritarian regimes as FDI recipients, however, we cannot
examine whether foreign-democratic investors may be less willing to invest in
highly repressive countries. Future research should explore in more depth the causal
dynamics of the relationship between host country and foreign investors in sectors
providing critical infrastructure.

Moreover, we find that predicted levels of foreign-democratic investment are, for a
large part, consistently higher than predicted levels of foreign-autocratic investment
regardless of how repressive a country is. This could in part be explained by historical
legacies, as several major telecommunications operators from former colonial powers
(now Western democracies), including Orange from France and Vodafone from the
United Kingdom (UK), invested heavily in African telecommunications infrastructure
in the early 2000s.”> Such early investment secured the companies a position in the
market and provided them with opportunities to invest in internet infrastructure
later on. Importantly, ISPs vary in their market and infrastructural power. On the
one hand, even highly repressive governments might be willing to accept foreign-
democratic FDI if it concerns ISPs that provide internet services only to a particular
segment of the population. On the other hand, market size alone is not necessarily
meaningful, as a small ISP may operate important infrastructure that allows it to
control the traffic routed by other ISPs.®* In Cameroon, for instance, the state-
owned provider CamTel runs large parts of the national internet backbone, which
allegedly facilitated a politically motivated internet shutdown of all major ISPs in
2017.%° However, due to a lack of data, we can neither control for ISPs’ market pos-
itions nor their positions in the infrastructural hierarchy. In consequence, we
cannot say whether investors from foreign-democratic countries have equally impor-
tant positions in the market as those from foreign-autocratic countries. Future studies
may investigate whether the relative importance of ISPs influences a government’s
decision to issue licenses to foreign investors.

Our second finding supports our argument that repressive regimes, in order to
maintain control over internet access and use, accept FDI in telecommunications
from companies they perceive as willing to comply with political orders to restrict
or manipulate internet access, that is companies registered in autocracies. For
example, Burundi is marked by both high levels of repression and international invol-
vement in the telecommunications sector. The telecommunications sector is largely
privatized, with five out of the six ISPs active between 2000 and 2022 owned by
foreign investors, after the government opened the telecommunications sector to
private investors in the late 1990s. Two of the foreign ISPs, Smart and Viettel, are
owned by foreign-autocratic investors, namely Industrial Promotion Services, head-
quartered in Nairobi, Kenya, and the government of Vietnam, respectively. ISPs in
Burundi were highly invested in both censorship of access to internet content
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deemed critical of the government and surveillance of individuals by providing custo-
mer data to the government.”® Both foreign-autocratic ISPs are likely to use Deep
Packet Inspection (DPI) to block or censor internet access,”” a technology that requires
expensive hardware. This example highlights how ISPs owned by foreign-autocratic
investors can be complicit in controlling internet access.

However, as the examples of Burundi shows, ISPs majority-owned by foreign-auto-
cratic investors often belong to state-owned enterprises, potentially opening the door
to more direct diplomatic channels. It may therefore be that not foreign authoritarian
investors per se increase the likelihood of online repression, but rather foreign inves-
tors owned by authoritarian states. In line with our core argument, the ownership type
of the foreign investors may determine the extent to which the investors’ activities
reflect political objectives. Business scholars agree that different types of owners
differ in their ability to determine corporate decisions.”® State-owned firms are typi-
cally run by bureaucrats equipped with concentrated control rights and objectives dic-
tated by political interests,”” such as maintaining the incumbent’s rule.'*’ Studies of the
determinants of Chinese FDI demonstrate that state-owned multinationals are more
willing to take risks and make unprofitable investments if they promise to pay off in
political terms and if they have the economic and political backing of the govern-
ment.'”" As our study is limited to African autocratic recipients due to data availability,
we have too few foreign-autocratic state-owned ISPs in our sample to make this dis-
tinction. Future studies examining the link between companies in authoritarian
regimes and foreign-autocratic investors should pay particular attention not only to
the investor’s origin but also to the owner’s identity, notably whether the investing
entity is a state-owned enterprise'’> and the degree to which the state is involved in
the company’s management.'%’

Conclusion

This study examines the receptiveness of repressive authoritarian regimes to foreign
direct investment (FDI) from other autocracies in the telecommunications sector
and its implications for online repression. We argue that when an autocracy accepts
FDI in a sector as critical to maintaining political control in the digital age as internet
provision, it prioritizes investors unlikely to obstruct repressive uses of the internet.
Our results show a significant positive correlation between foreign-authoritarian
investment in telecommunications and offline repression in African autocracies,
with online repression also being significantly higher when at least one internet
service provider (ISP) is owned by a foreign-authoritarian investor. These findings
suggest that repressive regimes prefer FDI from fellow autocracies, which allows
them to effectively invest in internet infrastructure while bolstering their capacity
for online repression. By consolidating ties with authoritarian investors, regimes
deepen their dependence on foreign autocratic capital, creating a stable nexus
between repression and FDI. In doing so, our study has only begun to explore the
complex relationship between repression and foreign investment in infrastructure
critical for sustaining power.

In addition to advancing understanding of “digital authoritarianism,” our study
offers a fresh perspective on authoritarian collaboration by moving beyond a focus
on the prominent and powerful authoritarian regimes, i.e. China, Russia and Saudi
Arabia.'”* First, while these wealthier autocracies can maintain internet control
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through domestic (state) ownership of telecommunications infrastructure, smaller
autocracies in the Global South often lack the resources to develop such infrastructure
independently and must rely on FDI. When these autocracies do accept FDI, they
prioritize investors unlikely to challenge their use of the internet for political
control. Second, our results show that the pool of investors extends beyond these
major authoritarian powers to include autocracies around the world, such as
Vietnam and Qatar, highlighting a larger and more diverse autocratic network.
These insights broaden our understanding of the dynamics of authoritarian collabor-
ation and suggest future research on the varied roles of both investor and recipient
autocracies in maintaining and possibly expanding (digital) autocratic control.
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