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Abstract: This article explores the implications of the infrastructural turn in internet governance, a
policy shift where nation-states increasingly assert sovereignty through material interventions in
the internet’s physical and technical architecture. | propose a typology of six strategies that nation-
states deploy over key locations and levers within the internet infrastructure, referred to as points
of control. These strategies include subsidising new network edges to circumvent certain nodes,
adding a neutralising layer around points of control, breaking up key nodes, diversifying
governance, hijacking the point of control, or creating smaller local nodes. Each strategy is
illustrated by an example of how a nation-state deployed it within a particular context. The
typology provides scholars with a novel analytical framework for examining internet governance
preferences, while offering policymakers a practical roadmap for advancing digital strategic
autonomy and resisting coercion, and shaping initiatives like the Non-Aligned Tech Movement. By
focusing on how governments exercise infrastructural power, the article contributes to debates on
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Introduction

Governments of the Industrial World, you weary giants of flesh and steel, | come
from Cyberspace, the new home of Mind. On behalf of the future, | ask you of the
past to leave us alone. You are not welcome among us. You have no sovereignty
where we gather.

- John Perry Barlow

In February 1996, from Davos, Switzerland, the co-founder of the Electronic Fron-
tier Foundation and former Grateful Dead songwriter, John Perry Barlow, released
the Declaration of Independence of Cyberspace (Barlow, 2016). Through it, he
called on governments to stand back and allow cyberspace to evolve without their
control. In Barlow’s declaration, the concept of cyber-space is taken quite literally
to refer to a separate space, a manoeuvre which is then leveraged to claim “gov-
ernments derive their just powers from the consent of the governed. You have nei-
ther solicited nor received ours. We did not invite you...Cyberspace does not lie
within your borders” The declaration was a direct response to the US Congress’
Telecommunications Act, which sought to establish a broad set of rules governing
the internet, and which would be (mostly) struck down by the Supreme Court
months later.

Four years after Barlow’s declaration, in March 2000, while speaking at John Hop-
kins University on international trade, then US President Bill Clinton claimed that
it would not be possible for the Chinese government to control the internet, stat-
ing that it would be like “nailing Jello to a wall” (C-Span, 2000). While Barlow’s po-
sition was a normative one, arguing that the government should not get involved
in regulating the internet, Clinton’s was a descriptive statement according to which
there was nothing the governments could do to regulate the internet. The growing
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field of internet governance is one where experts seek answers to both questions:
what can be done, and what should be done. This article builds on the work of a
varied set of internet governance scholars to address these questions and seeks to
move the debate forward by placing the focus on how governance is being exer-
cised through infrastructures.

This article builds on the notion that the infrastructural turn in internet gover-
nance requires a similar analytical turn in scholarly analysis of internet gover-
nance. One which focuses on the analysis of network architectures (Musiani, 2013).
The article begins by illustrating how internet governance scholars have come to
recognise that governments can shape information flows through infrastructural
design. Then, | build on the work of Julia Pohle and others (Pohle & Thiel, 2020;
Pohle & Santaniello, 2024) to argue that the rise of the sovereignty narrative over
the past decade reflects a growing belief that governments should intervene.
These shifts move public debate beyond the notion that such interventions pose
an unacceptable risk of fragmenting the internet. Consequently, it is reasonable to
expect an increased interest among policymakers to reorganise information and
communication infrastructures and explore new architectures.

This article contributes to the internet governance scholarship and debates by pre-
senting a typology of government strategies targeting points of control, key loca-
tions and levers within the internet infrastructure that influence the flow of infor-
mation. The typology shows how government action can consolidate or redistrib-
ute power. Each of the six strategy archetypes is illustrated through the examina-
tion of real-world interventions. The article concludes that the shift towards lo-
calised control mechanisms reflects the shortcomings of the global multistake-
holder governance model. Some of the strategies described could help peripheral
nation-states protect their strategic digital autonomy in a world where interdepen-
dence has been abused for coercion by the most powerful governments and com-
panies.

Conceptual framework
Internet governance: descriptive accounts

In observing the degree of unplanned interconnectedness that societies were
achieving, Helen Margetts and others have underlined the “political turbulence”
such new technological arrangements would bring forth (Margetts et al., 2015). An
understanding of the underlying architecture has led academics like Carolina
Aguerre to argue that governance over the internet is inherently polycentric, where
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‘governance is diffuse and complex across multiple sites and layers” (Aguerre et
al., 2024). Rather than turbulence, Aguerre and colleagues argue that “polycentrism
involves both the ‘chaos’ of multitudinous actors and the ‘order’ of social struc-
tures” (p. 7). Others, such as Joseph Nye, have chosen to refer to this challenge in
terms of a “Regime Complex” (Nye, 2014), a formula developed by political scien-
tists seeking to make sense of areas of international relations where “things were
generally working but for which there was no existing international law” (DeNardis
et al., 2020).

Indeed, as the aforementioned authors suggest, the inherent complexity of the in-
ternet architecture, and particularly the fact that it is in constant evolution, make it
difficult to provide a full description of how power is exercised over and within it.
However, evidence suggests that governments, notably the US government as re-
vealed by Snowden in 2013, have exerted indirect control over information flows
in systematic ways. Thus, while mapping the entire system may be elusive, observ-
ing inputs and outputs traversing the network offers insights into the effects of
various levers. Laura DeNardis, David Clark, and Jonathan Zittrain highlight the
resurgence of established power dynamics, as actors seek to identify and manage
these levers as 'points of control’ across the network (Clark, 2012; DeNardis, 2012;
Zittrain, 2003). While the internet may exhibit polycentric governance, certain cen-
tres wield disproportionate power. Recognising and understanding these points of
control is a crucial step towards ordering elements within the polycentric gover-
nance framework.

After years of analysis, DeNardis, alongside Francesca Musiani and others, contend
that there is a growing focus on infrastructures within internet governance circles
(Musiani et al., 2016). This shift entails a redirection of efforts from global gover-
nance forums and standard-setting arenas towards physically controlling critical
network components. Examples include enforced data localisation to ensure ad-
herence to local laws, backed by the threat of taking physical control over servers
or operators. Within a framework of polycentric internet governance, as charac-
terised by Aguerre, the authors would argue that the absence of central authority
enables actors to leverage points of control to pursue specific agendas.

In synthesis, because the boundaries of the internet itself are unclear and con-
stantly shifting, defining internet governance becomes a complicated task. This an-
swer creates discomfort because it points to known-unknowns that, given the im-
portance of the question, the public expects answers to. Rather than seeking com-
plete answers at the systems level, some scholars argue that we should focus on
points of control, which can be defined as the discrete mechanisms and junctures
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within the internet’s architecture and governance that enable those who control
them to modulate, restrict or shape information flows. These points of control,
which can be managed through technical, economic, and policy-based levers, have
become central to the strategies of governments and incumbent corporations
seeking to protect their interests, and they are the centrepiece of this article.

Internet governance: sovereignty and the normative accounts

Within the normative frameworks that are developed to advocate for government
intervention in digital infrastructure, the concept of digital sovereignty stands out,
particularly in relation to the infrastructural turn. Pohle and Thiel (2020) define
digital sovereignty as the “idea that a nation or region should be able to take au-
tonomous actions and decisions regarding its digital infrastructures and technolo-
gy deployment” (p. 8). Cutting through abstract obfuscations like 'the cloud, this
conceptualisation of digital sovereignty places the focus on material infrastruc-
tures, uncovering how these infrastructures are tethered to territories where na-
tion-states have historically exercised their authority (Lespinois, 2017).

In this context, therefore, digital sovereignty refers to a desire by national govern-
ments to shape the way in which the internet operates within their territory. Given
the displacement of the nation-state in dominant globalisation narratives of the
1990s and 2000s (Castells, 2009), the rising interest in digital sovereignty since
the 2010s is often discussed as marking a resurgence of the nation-state, which in
turn contributes to the fragmentation of the globalised system (Pohle & Santaniel-
lo, 2024, p. 13).

As Couture and Toupin (2019) note, however, variations of the term digital sover-
eignty are employed to convey a broad spectrum of meanings, often displacing the
state from the centre and coalescing around some notion of individual or collec-
tive control. Pohle and Santaniello (2024) also acknowledge that within the na-
tion-state-centric models, both democratic and authoritarian regimes have em-
braced the concept and suggest that such diversity might strengthen the concept's
prospects of gaining traction, with its definition evolving as the discourse sur-
rounding it matures.

Confronting this process of change are a variety of stakeholders, including those
who perceive such changes as a threat to the dominant positions they have se-
cured within the existing network (Avila, 2018). These actors often deploy varia-
tions of the precautionary principle, arguing that infrastructural modifications risk
irreversible harm to the internet ‘as we know it. Within this discourse, the narrative
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of fragmentation functions as a rhetorical tool, framing state-led interventions as
unacceptable threats to the internet’s unity rather than legitimate acts of sover-
eignty

The fragmentation narrative

Traditional conceptualisations of internet fragmentation refer to the breakdown of
the paths between platforms, territories, or companiesl. In a 2016 report, Drake,
Cerf, and Kleinwachter observed that prevailing conceptualisations of internet
fragmentation predominantly centred on the absence of technical interoperability
between information technologies. Nonetheless, they contended that such defini-
tions were incomplete and proceeded to delineate three distinct manifestations of
fragmentation: technical, governmental, and commercial (Drake et al., 2016). This
article primarily contributes to discussions associated with the governmental ele-
ments: “Government policies and actions that constrain or prevent certain uses of
the Internet to create, distribute, or access information resources” (p. 7)2. However,
while useful for describing surface-level disconnections, the term “fragmentation”

is part of a narrative that is facing an existential crisis.

The resurgence of the nation-state as a central actor in internet governance has
destabilised the once-dominant fragmentation narrative. This sovereignty-centred
discourse reframes state intervention not as a threat to the internet’s unity, but as
a legitimate assertion of autonomy coming from within the network, a rhetorical
shift that directly challenges the precautionary principle’s reliance on narratives of
loss. These narratives of loss, which portray continuity as inherently positive, im-
plicitly defend the power asymmetries embedded in the existing network. This
tension is illustrated by the US government’s reversal as its own dominant position
within the network is weakening (Winseck, 2019): once a vocal critic of state-led
interventions (e.g., condemning India’s early data localisation proposals [Basu,
2020]), the US then began to openly advocate for governments to exclude Chinese
companies from global networks under the guise of “purity” and “freedom” (US De-
partment of State, 2020, 2022). This pivot reflects a broader recognition among
powerful states that reducing exposure to adversaries, once decried as unaccept-
able fragmentation, can serve strategic interests. Indeed, the same data localisa-

. Other scholars have preferred the term splintering (Greenstein, 2012, p. 15), which | believe has the
same problems as fragmentation, while a third group has referred to this phenomenon as balka-
nization, which should be rejected since it glosses over the Balkan’s complicated history.

. Many scholars believe there has been no technical fragmentation, and there is minimal evidence to
suggest that countries will attempt to disrupt the interoperability of the various networks that
comprise the internet (see Mueller, 2017; Pohle & Voelsen, 2022; Pohle & Santaniello, 2024).
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tion policies that the US previously framed as problematic are proliferating global-
ly (Ferracane & van der Marel, 2024), underlining how geopolitical competition
and a quest for digital sovereignty are reshaping norms and expectations.

Given that the same phenomenon of connection is perceived to have different im-
pacts by different actors at different moments in time, it makes sense to separate
the processes and procedures implied by fragmentation from either positive or neg-
ative connotations. By zooming into the activity surrounding the network’s “points
of control” this article moves beyond the paralysing narrative of internet fragmen-
tation to analyse the strategies deployed by the nation-states reshaping the inter-
net’s topography. To facilitate this step beyond fragmentation, | propose the term
re-networking. This term underlines the internet is always and only becoming; that
change can, and often is, guided by human decisions that merit discussion, and
that the overall number of connections is generally increasing (there is no net
loss), even when some specific connections are being degraded or cut.

Having established that the shape of the internet is in constant flux, it becomes
clearer that actors will try to ensure the network adopts a shape that advances
their corporate, community or state interests. The typology developed throughout
the next sections underlines the variety of ways in which governments are re-net-
working the internet, and the different impacts it can have.

Managing internet points of control: a typology of
strategies

In the previous sections, | established that although internet governance is poly-
centric or diffused, there are a variety of mechanisms through which governments
can seek to advance their policy goals. Scholars often highlight the difficulty of
portraying internet governance as a formal and coherent system. Meanwhile, as
this section illustrates, governments have taken an infrastructural turn to modulate
how people within their territories interface with global networks. Governments
identify and target what Laura DeNardis refers to as points of control: discrete
mechanisms that enable shaping information flows. Recognising that “arrange-
ments of technical architecture have always inherently been arrangements of pow-
er” (DeNardis, 2012, p. 721), policymakers are re-networking infrastructure into ar-
chitectures that better align with their policy goals.

As the infrastructural turn continues to be fuelled by attempts to advance digital
sovereignty, policymakers will increasingly be expected to manage points of con-
trol, either to leverage them or diffuse the power others can exercise through
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them. This article offers policymakers a tool to explore possible infrastructural in-
terventions. It is a response to Musiani’s (2022) call to analyse the critical spaces
where sovereignty is contested and, zooming in to trace re-arrangements, identify
“what particular loci of power are constituted by material activities of infrastruc-
turing” (p. 792).

To examine this process and shape it, | begin by identifying points of control with-
in the network and strategies that can be leveraged to advance distinct gover-
nance agendas and reshape the power dynamics around them. Each of the six
strategies is illustrated by iconic examples of their deployment, which are exam-
ined through a political economy lens: For each example, | trace how different in-
terests and state power intersect within a specific context, and how this results in
a reshaping of infrastructural control. The discussion section synthesises the
process visually (Figure 1) and explores the themes emerging from the analysis.
This historical and structural analysis shows how power can be wielded within
what was described as complex, polycentric governance networks.

While this typology is not exhaustive, it provides a structured framework for un-
derstanding and exploring strategies towards infrastructural re-networking. The
selection criteria for the six examples used to illustrate the strategies were promi-
nence, diversity and representativity. Prominence allows examples to be presented
without needing to offer a more detailed account of the context. The second crite-
ria were diversity both in terms of geography, which shows that the infrastructural
turn is a global phenomenon, and in terms of the layer of the internet stack where
the point of control is located, which helps understand the breadth of interven-
tions. Future research could expand this compendium to include less visible cases
or non-state interventions.

Subsidising new edges to reduce the relevance of a point of
control: the EU-Brazil undersea cable circumventing US landing
points

Governments can develop infrastructure that allows internet traffic to bypass the
point of control, thereby reducing the ability of that specific node to be leveraged
as a point of control against them. Rather than focusing on policy development,

this strategy relies on deploying infrastructure. For example, Brazil’s construction
of a new undersea cable intended to reduce its dependence on US infrastructure.

Over the past decades, Brazil has risen to become the 9th-largest economy by GDP
(World Bank, 2024), while maintaining good relations with the US, EU, and China,
in line with a Constitutional mandated foreign policy of self-determination, often
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construed as non-alignment (Hughes & Bridi, 2023; Stuenkel, 2020). Internet gov-
ernance, however, is an arena where Brazilian interests and policies have clashed
directly with those of US companies and institutions.

In 2013, Edward Snowden showed how the National Security Agency (NSA) was
leveraging private corporate infrastructure for espionage. Among the many areas
of the network that Snowden revealed to be compromised were a series of cable
landing points in the US through which Brazil routed most of its traffic to the EU
(Greenwald, 2014a; Snowden, 2019). The only existing cable connecting South
America and the EU directly at the time was the Atlantis-2 cable; a 40 gigabytes
per second cable built by a consortium of EU and Latin American companies in the
year 2000 (Telegeography, 2013). To put this bandwidth in perspective, US-EU ca-
bles at the time had a bandwidth of over 500 gigabytes per second, meaning that
traffic from South America to the EU would be organically and typically routed
through the US, as it was the fastest route. In fact, one of the slides revealed by
Snowden shows the NSA explaining how the existing undersea cable architecture
meant that traffic between Brazil and Iran would be routed through the US, where
data could be extracted (NSA, 2012, p. 6).

The NSA grouped these access methods under the codename Fairview, the most
expensive of the programmes revealed by Snowden, at US$ 189 million in 2011.
This price-tag is cheap considering it gave the NSA access to an estimated billion
or more messages from Brazilian users (Greenwald, 2014b), and the processing of
60 million foreign emails daily by 2012 (NSA, 2012). Following the revelations,
Brazilian President, Dilma Rousseff, stated her outrage at the UN, saying “[w]ithout
respect for [a nation's] sovereignty, there is no basis for proper relations among
nations” (L. Clark, 2013).

The Brazilian government saw the Snowden revelations as an opportunity to dis-
cuss changes to the internet governance system as a whole, establishing Net-
Mundial in 2014, a conference that sought a political way forward (Almeida, 2014).
Meanwhile, beyond seeking to shape the internet governance system at a global
level, Brazil also sought to identify and target the points of control that directly
threatened its sovereignty. In the immediate aftermath of the Snowden revela-
tions, Brazil, with financial support from the EU, expedited the construction of a di-
rect link to the EU, the EllaLink, initially planned in 2012. This cable provided
much needed capacity, while allowing traffic to circumvent the US landing points
that had been used to intercept critical information exchanged between these re-
gions (Reuters, 2014). The new EllaLink offers 3125 gigabytes per second through
each of its four fibre pairs (Knight et al., 2016; Submarine Networks, n.d.), or 78
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times the bandwidth of the pre-existing cable. In 2015, during press interviews at
the project’s launch, the Brazilian government official overseeing the initiative ex-
plained its significance by highlighting the risks of routing internet traffic through
the US, referencing Snowden’s revelations (Boadle, 2015).

Adding a neutralising layer around the point of control: India’s
Open Network for Digital Commerce

Governments can develop protocols that neutralise the power an actor can exer-
cise over a point of control. This approach consists of reorganising how existing
physical infrastructures can operate by relying on a combination of software and
regulation. This strategy, for example, was deployed by India to manage the risks
of a highly consolidated e-commerce sector.

While in 2025 India accounted for around 16% of the world's internet users, only
around 55% of its population was using the internet (Statista, 2025). Government
officials seem to recognise that capturing value locally is critical to minimising
economic disruption as internet penetration expands. According to GitHub, the
most popular platform for programming tasks, India has 9.75 million users, and
added 2.5 million users in 2022 alone, which led the platform to project that by
2025 India will have equalled the US in number of GitHub developers (GitHub,
2023). However, and in contrast with China, India still cannot boast major global
platforms, like TikTok. While China put a firewall around its territory and developed
homegrown technologies under tight state scrutiny, in India the multinational tech
companies came first, and regulatory scrutiny later. In 2025, for example, the web
layer of the internet was controlled by US companies like Google, which had over
89% of the Web browser market and 97% of the search engine market in India
(StatCounter, 2025). These percentages were higher than the world average, and
higher than in other large emerging economies, like Indonesia or Brazil. Perhaps
this explains why the government is seeking to create space for local businesses in
the app layer often referred to as web 2.0. A way in which the government seems
to be approaching this challenge of capturing value locally involves leveling the
playing field through competition-enhancing policies against established compa-

niesB.

India has deployed this neutralising strategy to shape e-commerce, a sector which

. Another argument is that the population’s low levels of disposable income mean consumption is
still relatively low and the value of their data for the ad-targeting systems is minimal. Thus, the
government sought to create a system where the data adds value for the citizen instead of the plat-
form, which is where the account aggregator model comes in, placing a point of control under tight
government scrutiny, as opposed to a multinational company.
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is growing rapidly. Whereas it represented US$ 30 billion in 2020, it reached US$
123 billion in 2024 and is projected to reach US$ 300 billion by 2030 (Statista,
2025). Meanwhile, Amazon and Flipkart together control over 70% of the e-com-
merce market (Statista, 2023). This degree of consolidation fuels concerns that, as
internet use grows, it might further consolidate wealth and create joblessness
(Khan, 2017). Since medium and small enterprises generate 60% of employment in
India, Prime Minister Modi has repeatedly underlined the need for “equitable com-
petition between large and small sellers” (Economic Times, 2023). The govern-
ment of India has developed a set of government-centric building blocks that neu-
tralise the existing points of control in e-commerce while increasing the govern-
ment’s ability to modulate their operations. These blocks are identity, data, and
payments, through which the government has created an Open Network for Digital
Commerce (ONDCQ).

In terms of identity, India developed Aadhaar, a system of biometric identification
that enables the government to assume a role often played by platforms in certify-
ing a person’s identity and characteristics (e.g. authenticating identity on new on-
line service by using Facebook credentials). While streamlining online trust by cre-
ating offline traceability for online interactions, Aadhaar has raised concerns re-
garding privacy and state surveillance (Jujjavarapu, 2017).

Meanwhile, through the Digital Personal Data Protection Act (2023) and data lo-
calisation policies, the government took steps to have multinational companies
build infrastructure to localise data, stating that this would increase economic
growth, boost employment, prevent foreign surveillance and secure access for lo-
cal law enforcement (Grover et al., 2024, Burman & Sharma, 2021). The govern-
ment announced it seeks to increase the sharing of anonymised data with home-
grown companies, assuming their growth is in the national interest as they would
be better aligned with national goals (Pandai & Samdub, 2024). Lastly, the govern-
ment created a new layer of infrastructure to facilitate such sharing, through stan-
dardised open systems. This includes account aggregators that, relying on Aadhaar
authentication, operate with fiduciary duties towards the user, intermediating with
other applications to navigate consent and permissions, and which seek to reas-
sure users that data exchanges across sectors and platforms are secure and con-
sent-based (India Stack, n.d).

The third bloc is the Unified Payments Interface (UPI), launched in 2016. This is an
open source, interoperable payments system managed by the Reserve Bank of In-
dia. It facilitates digital payments while diffusing the point of control in the hands
of incumbent players, such as credit card payment processing companies. UPI has



12 Internet Policy Review 14(2) | 2025

become the preferred mode of payment in India and is the global leader in terms
of volume of transactions, ahead of its Chinese equivalent (WEF, 2023).

These building blocks converge in the Open Network for Digital Commerce
(ONDC), a government-led initiative that neutralises the existing point of control in
e-commerce. The ONDC shores up competition by unshackling the hold platforms
exercise over key elements such as identity (simplified through Aadhaar), which is
central to the reputation building that allows buyers and sellers to trust each oth-
er. The government created an open protocol that unbundles these data from the
platforms and allows sellers on one platform (e.g. Amazon) to engage with buyers
who have set up a profile through other platforms (e.g. Flipkart), while also allow-
ing them to move their identities and reputations across platforms (Dash et al.,
2022).

The ONDC thus creates the equivalent of a meta-marketplace that is managed by a
nonprofit created by the government with the purpose of enabling cross-platform
interoperability and reducing user lock-in. Physical shops, in turn, are already us-
ing digital payments, which allows them to quickly operate through virtual com-
merce platforms. The system therefore increases the number of marketplace play-
ers, reducing the power any of them can exercise over the market, while placing
the government-designed nonprofit as a gatekeeper that defines which actors get
access to the meta-marketplace. In this way, the government neutralised the exist-
ing points of control managed by payments operators and e-commerce platforms,
while increasing its own ability to modulate the operations within this sector
through a combination of software, infrastructure, and policy.

Breaking up points of control: the EU mandating operating
systems allow sideloading of apps

Governments can develop legislation and regulations that break up existing points
of control by deeming the power being exercised at such nodes to be illegal and
redistributing such power across the network. This strategy has been deployed by
the European Union (EU), which through the Digital Markets Act (DMA) disrupted
the control app stores exercised over the mobile ecosystem. Although the EU has
few corporations operating as global market leaders in the internet economy
(Bradford, 2023), its regulatory power over a large and affluent consumer market
allows it to shape global corporate standards, a phenomenon referred to as the
“Brussels Effect” (Bradford, 2015). By leveraging this power, EU policymakers
destabilise the dominance of the US-based incumbents, indirectly creating more
favourable conditions for homegrown companies to compete globally.
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In the EU, as in most countries besides China, the market for operating systems is
consolidated around Apple’s iOS (32% share), and Alphabet’s Android (67 % market
share) (StatCounter, 2024a). Whereas Android allows its users to rely on a variety
of app stores, Apple vertically integrated the iPhone device, the iOS operating sys-
tem, and the app store (Ortiz Freuler, 2023). In this way, it created an extremely ef-
fective point of control over what apps people download onto their devices. Apple
defends a hefty 30% commission on app purchases and in-app transactions by cit-
ing a complex and costly app-vetting system, which they argue is key to user trust
and a seamless experience that ultimately benefits app-makers (Marsden & Brown,
2023). In short, Apple acknowledges it created a point of control, but argues it is
leveraged to advance the interests of users and app-makers.

App-makers, including prominent ones such as Epic Games, accused Apple of abus-
ing its market power and this point of control to extract value from users and de-
velopers alike. In a show of its effectiveness as a point of control, Apple blocked
the Fortnite app after it tried to enable payments that would circumvent the app
store tax (Sriram et al., 2024). A US court ordered Apple to allow app developers to
inform users about alternatives to Apple’s in-app purchase system (Robertson,
2021). In contrast, in 2022, the EU took a legislative approach, creating a general
rule within the Digital Markets Act (DMA) which, in the context of Apple’s app
store, forced the company to allow users to download apps from outside the Apple
app store, a practice often referred to as side-loading (Pierce, 2024; Diaz, 2024).

In this way, EU legislators reduced the power Apple can exercise at this point of
control by breaking it open, creating a new set of nodes through which app devel-
opers and users can connect: the web. In contrast with the ONDC strategy put for-
ward by the Indian government, the EU did not develop government-centric build-
ing blocks. Instead, the EU expects the private sector to develop trust-enabling al-
ternatives to those developed by Apple, and which Apple argued justified the large
fees it extracted at the point of control.

Diversifying governance over points of control: the example of
ICANN

Governments can diversify governance over points of control by transitioning au-
thority from single actors to multi-stakeholder institutions. This approach redis-
tributes decision-making power, mitigating risk of abuse over a point of control
that remains as such, while fostering institutional trust through broader participa-
tion. The United States government deployed this strategy to reduce its control
over the Internet Corporation for Assigned Names and Numbers (ICANN).
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A central player of the original internet architecture, the US government funded
and helped operate many elements that have become critical to it, such as the Do-
main Name System (DNS) (Abbate, 1999). As the internet user-base expanded and
technologies increasingly converged onto internet protocols, both private sector
companies and foreign governments began to grow concerned about the power
the US government could exercise over it (Berners-Lee, 1999). In 1998, the US De-
partment of Commerce institutionalized control over DNS governance by creating
ICANN, effectively replacing the informal, decentralized authority previously exer-
cised by internet pioneer Jon Postel. In doing so, the Department of Commerce
gained considerable influence over the root-server system which determines the
visibility of top-level domains (TLDs) (Zittrain, 1999). Though ICANN was created
as a nonprofit organisation with a global, multi-stakeholder governance model,
much of the responsibility for operating the Domain Name System (DNS) was dele-
gated to US-based companies like VeriSign, a publicly traded firm that managed
key TLDs such as .com and .net (Mueller & Kuerbis, 2014). As a result, the US gov-
ernment retained a considerable degree of influence over the internet's infrastruc-
ture, which some critics argued represented a form of government control
(Froomkin, 2000). Although the Department of Commerce never used its leverage
through ICANN to directly cut off internet addresses for political reasons, other
branches of government leveraged this influence to enforce US laws. A prominent
example is the suspension or seizure of domain names belonging to foreign web-
sites accused of violating US copyright laws, such as the Digital Millennium Copy-
right Act (DMCA) (Zittrain, 2019). US courts supported these actions, extending the
reach of US law beyond national borders. This extraterritorial use of power began
raising concerns abroad (DeNardis, 2014, p. 61). Meanwhile, requests for the US
government to use its influence over ICANN to act beyond copyright enforcement
were less successful (Musiani et al., 2016, p. 3).

In 2016, three years after the Snowden revelations, ICANN transitioned into an au-
tonomous nonprofit, ending the US government’s formal authority to approve
changes to the DNS root zone file. Fadi Chehadé, CEO of ICANN at the time stated:
“the trust in the global Internet has been punctured, and now it’s time to restore
this trust through leadership and institutions that can make that happen’, calling
for “a new model of governance in which all are equal” (L. Clark, 2013). Soon after,
ICANN was transitioned into a non-profit organisation under California law and to
be managed by a 16-person board of directors, which appoints the CEO. ICANN al-
so has a governmental advisory committee with representatives from over 170 na-
tion-states (ICANN, 2022). In this way, the US government conceded that increas-
ing trust on the internet after the Snowden fallout required the US to devolve
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power over a key point of control (Mueller & Kuerbis, 2014). Unlike India’s ONDC
or the EU’s DMA, which sought to disrupt a point of control, the ICANN example il-
lustrates a strategy aimed at reconfiguring governance structures over a point of
control to balance the functionality offered by it with renewed trust that the point
of control will not be abused.

Hijacking and controlling points of control: the US government’s
control over core internet infrastructure

By forging non-public alliances with actors governing key points of control, gov-
ernments can redirect private infrastructural power to serve national or geopoliti-
cal interests. The US government’s capture of cable landing points and platform
infrastructure for surveillance shows how a point of control can be secretly ex-
ploited for strategic purposes.

Following the terrorist attacks of 9/11, the US government modified and enlarged
its security apparatus to prevent future attacks. Among the key shifts was the deci-
sion to exploit the points of control that had emerged, or could be nurtured into
emergence, across the internet (Farrell & Newman, 2019; Ortiz Freuler, 2022). This
reorientation is noticeable in the 2003 update to the Department of Defense’s Op-
erations Roadmap, which declared that “the Department will fight the net’ as it
would a weapons system” (Department of Defense, 2003). By framing the internet
as a battleground, the doctrine contributed to legitimising the reconceptualisation
of civilian infrastructure as tools for surveillance and coercion.

As Edward Snowden reveals in Permanent Record, the combination of market con-
solidation around US companies and secret US policies “permit the US government
to surveil virtually every man, woman, and child who has ever touched a computer
or picked up a phone” (Snowden, 2019, p. 128). The US government took advan-
tage of two key points of control: The landing points within the transport layer of
the internet, managed by companies like AT &T, that were described as overly ea-
ger to cooperate with the NSA (PBS, 2015), and which enabled the effectiveness of
programmes like Fairview, described in the first example. The other point of con-
trol consisted of the social media companies like Facebook and YouTube that man-
aged the key servers over which much of the world was starting to interact. This
allowed the US government to pull data from intelligence targets abroad knowing
they would most likely be exchanging the sensitive information over these domi-
nant platforms. (Greenwald & MacAskill, 2013; Washington Post, 2013). It also al-
lowed the US government to push data into countries seeking to restrict it, such as
leveraging the centrality of GitHub within the programmer community to mirror
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content restricted by the Chinese government and make it available within China
(Open Technology Fund, 2022; Ortiz Freuler, 2022).

The centrality of these companies places them at risk of government antitrust in-
vestigations, which, in turn, creates conditions that may make these companies
more willing to cooperate with the government in controversial endeavours (Wu,
2013, pp. 237-296).4Meanwhile, as the Salt Typhoon hacks on US intelligence
backdoors show, nourishing such points of control is risky, since it is not possible
for a government’s intelligence agency to guarantee that third parties will not ex-
ploit it as well (Mullin & Cohn, 2024). This is one of the reasons the Dutch govern-
ment has developed a policy that prevents its agencies from adopting this strategy
(Veen & Boecke, 2020). While inherently risky, this strategy shows that sometimes,
instead of disrupting or weakening a point of control, governments can covertly
exploit the private companies managing them to advance their own agendas.

Regulating the operations of points of control by breaking away
parts into localised nodes: the example of data localisation

Governments can enact legislation and regulations to split large points of control
to create a smaller, localised node, which is easier to manage and modulate by lo-
cal authorities. This strategy is being deployed by many countries through what is
referred to as data localisation.

The rise of the internet and the ad-based revenue models has made data collec-
tion central to most online businesses (Rao, 2023). Furthermore, leading compa-
nies claim that ever larger data sets are necessary to increase the performance of
their artificial intelligence systems, increasing the perceived financial and strategic
value of controlling data and data processing (Thornhill, 2023). Meanwhile,
economies of scale in storage and computing (Williams, 2012, pp. 52-61) have led
to market consolidation. In 2024, Amazon Web Services (31%), Microsoft Azure
(25%) and Google Cloud (11%) dominated the global cloud infrastructure market
(Statista, 2024). While the market is consolidated, the infrastructure is increasingly

. An example of this dynamic was exposed in a Congressional hearing when a Republican represen-
tative, Matt Gaetz, questioned the degree to which Google had consolidated market power: “Do any
of the rest of you take a different view? That is to say that your companies don’t embrace American
values. It’s great to see that none of you do. Mr. Pichai, I'm worried about Google’s market power,
how it concentrates that power, and then ultimately how it wields it (...) My question, Mr. Pichai is,
did you weigh the input from your employees when making the decision to abandon [Project
Maven] with the United States military”, to which the CEO responded, “As | said earlier, we are
deeply committed to supporting the military and the US government” (Rev, 2020). This exchange
highlights how the suggestion of antitrust scrutiny can compel companies to publicly reaffirm their
alignment with governmental priorities.
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geographically distributed across the world. To reassert its control over data flows,
in 2018 the US Congress passed the CloudAct (Rutherford, 2019), which ensures
US government access to data hosted by US companies abroad, while negotiating
reciprocal access for foreign governments. Such laws show that governments see
server infrastructure as points of control to be leveraged for economic and security
purposes.

Servers represent a major capital expenditure for big tech companies. For example,
Amazon reported changes to its accounting practices, which extended the lifespan
of servers from four to six years, allowing the company to reduce annual deprecia-
tion costs and increase reported revenue by U$ 3 billion in a single quarter, with
similar figures reported by other major companies (Hodgson et al., 2024). These
precious physical assets thus become a financial pressure point governments are
eager to leverage in the context of broader negotiations with big tech companies
(Burman & Sharma, 2021). In this sense, data localisation can create a localised
point of control through which governments can modulate the operations of
multinational companies within their territories.

Over the past decade, most governments adopted data localisation policies aimed
at controlling the flow of personal and sensitive data. Whereas in the year 2000,
80% of the 143 sampled countries had an open data model in place, by 2022 this
had dropped to 22% (DLA Piper, 2024; Ferracane & van der Marel, 2024, p. 8).

The US, a historical champion of the open data model, is shifting its position under
national security arguments. To add an additional example to the examples exam-
ined in the typology, the first Trump administration mandated that TikTok host its
data on US servers operated by Oracle, a US provider (Chander, 2022), with provi-
sions to audit and vet the curation algorithm (Fischer, 2022). Subsequent legisla-
tion might force TikTok’s Chinese parent to fully divest or be banned from operat-
ing within the US market in 2024 (Allyn, 2024), further illustrating how data locali-
sation can be used to increase leverage over foreign entities.

In contrast, the EU triggers an indirect process of data localisation under privacy
and human rights arguments (Bradford, 2020). EU citizens have repeatedly ques-
tioned the ability of companies to resist the US government’s illegal attempts at
espionage when servers are physically located in the US. As cross-border flow
agreements between the EU and US come under regular judicial review, the legal
uncertainty and regulatory risks of not localising data within the EU indirectly dri-
ves companies like Microsoft to store data from EU customers within the EU
(Smith, 2021). By framing data localisation as a means to protect citizens’ rights,
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the EU leverages its regulatory power to fragment global data infrastructure into
localised nodes, enabling them to regulate multinational corporations while ad-
vancing national security, economic, or privacy objectives.

Discussion: the potentialities of the infrastructural turn

This article dissects a variety of government interventions impacting the internet’s
infrastructure. The examples presented throughout it can be synthesized into Fig-
ure 1. The figure visualizes how nation-states target or develop specific elements
and components within the internet architecture to fragment, neutralize or claim
authority over points of control across the network.

Typology of internet point-of-control interventions by governments
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FIGURE 1: A typology of infrastructural responses to the identification of a point of control in the
network as deployed by governments across the world (developed by the author).

This typology offers four key insights. First, as Francesca Musiani (2013) notes, "it
is possible to design the architecture of our global communication infrastructure
in order to promote specific types of interactions over others” (p. 6). The diversity
of strategies and geographic examples presented illustrates a policy shift away
from global consensus-building towards localised, nation-state driven interven-
tions. The shift in US policy on this front is considerable: from actively criticising
data localisation policies (Basu, 2020) to enacting them. These shifts reinforce the
conceptualisation of the internet as a dynamic network of networks with an archi-
tecture that is in constant re-negotiation. The typology reaffirms that nation-states
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are, in contrast with Clinton’s statements of regulatory impossibility, actively shap-
ing the internet architecture.

Second, the analysis reveals that the points of control are not static either but can
move both vertically and horizontally across the internet stack. For example, while
Brazil's undersea cable project (2015) reduced its reliance on US cable landing-
points, and ICANN's transition (2016) diminished the US’ formal control over the
DNS system, the dominance of US platforms in the content and storage layers also
increased during such periods, illustrating how the US government could have
shifted the point of control up the internet stack. This might also explain the US
government's concern over TikTok’s growing market share, which could threaten
this point of control. Meanwhile, emerging technologies like Starlink’s satellite in-
ternet (Voelsen, 2021) could represent a horizontal shift within the internet stack,
reshaping the power dynamics around data transport infrastructure, like undersea
cables. The US’ threat to cut Ukrainians off Starlink if they do not agree to US ne-
gotiating terms (Shalal & Roulette, 2025), underlines the possible emergence of
this point of control within the Ukrainian context. Future research could track
these movements over time, classify a broader range of examples, refine the typol-
ogy, and the conditions necessary for successful deployments of each strategy.

Third, the shifts in US policy suggest that the typology provides a framework for
contrasting political rhetoric with actual policy interventions. As Pohle and Thiel
(2020) note, sovereignty, which they study as a discursive practice, remains a fluid
and contested concept. Contrasting government interventions with public state-
ments could help solidify such understandings of sovereignty and operate as an
accountability mechanism in governance forums. This approach aligns with
DeNardis’ (2012) call to move beyond institutional analyses and towards an exami-
nation of the underlying material power (p. 721).

Lastly, the typology contributes to the decolonial turn in technology research
(Aouragh & Chakravartty, 2016; Mejias & Couldry, 2021; Lehuedé, 2024) by offer-
ing a practical tool to reflect on strategies that might challenge entrenched power
dynamics. Specifically, it provides a research agenda for the Non-Aligned Tech
Movement (NATM): an independent and emerging network of over 100 researchers,
activists, and policymakers initiated by Juan Ortiz Freuler and Ulises Mejias. A key
goal of the network is to revisit and update the principles of the Non-Aligned
Movement, a 20th-century initiative that sought to secure the autonomy of periph-
eral countries from the Cold War superpowers (NATM, nd; Ortiz Freuler, 2025). At a
time in which politics, economic activity and social interaction are mediated
through the internet, ensuring countries and communities can protect their digital
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strategic autonomy requires identifying and managing points of control in net-
works that are increasingly being weaponised by central countries (Ortiz Freuler,
2022).

Conclusion

This article contributes to internet governance scholarship and policy debates by

outlining a typology of strategies that can be adopted by governments seeking to
shape the effects of the internet within their territories and beyond. Three conclu-
sions emerge from this exercise.

The first conclusion is that governments are increasingly co-shaping the internet’s
architecture through material interventions, such as subsidising new undersea ca-
bles, or forcing the localisation of data centres. This infrastructural turn signals a
movement of power from global governance forums to actors willing and able to
exercise power over points of control. Meanwhile, there are few, if any, champions
of unrestricted information flows left. In short, given the pillars and champions of
the internet fragmentation narrative are in crisis, it is time to prepare for an age of
rapid re-networking of information infrastructures.

The second conclusion is that some government interventions might increase net-
work resilience by targeting points of control in ways that increase the number of
edges or nodes in the network (e.g. responses number 1 and 3 in Fig 1), while it is
likely that others (e.g. 5 and perhaps 6) will directly or indirectly reduce informa-
tion flows through the network. Meanwhile, the strategy of resolving differences in
values and interests by relying on a multistakeholder model of governance (e.g.
number 4) seems to have lost adherents, given its perceived failures to distribute
the value accrued by multinational platforms (Mueller, 2017). Making the gover-
nance strategy more attractive requires developing the types of administrative and
regulatory bodies that governments have been creating within their territories
over centuries, and which remain absent or weak at the global scale.

Third, the analysis shows that whereas larger and more powerful countries and
common markets like the US, EU and China, can allocate resources to achieving
extraterritorial effects through global standards and governance forums, less pow-
erful governments are likely to focus their limited resources on areas they can di-
rectly influence, such as managing local infrastructure. As interdependence is in-
creasingly weaponised for coercion (Farrell & Newman, 2019; Ortiz Freuler, 2022),
some states may seek to aim their resources at reducing their reliance on (or exit-
ing) shared networks. Encouraging participants to remain an active part of the
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shared network might require limiting the ability of dominant actors to weaponise
such shared networks. The typology presented in this article may offer strategies
towards reducing such risks of abuse. Collaborating on these technological and
regulatory designs could become a central focus of a Non-Aligned Technological
Movement aimed at preserving the autonomy of peripheral countries and collec-
tives.

Lastly, future research could contrast government representatives’ stated prefer-
ences for internet governance with the actual actions their governments take to
shape the infrastructure. This could involve applying the article’s typology to clas-
sify government approaches to a set of key control points. Systematically contrast-
ing policy actions with public statements would strengthen internet governance
debates by grounding preferences in empirical evidence rather than rhetoric.
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