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Abstract: This study defines the intrinsic and extrinsic motivational factors that influence the pre-
vention of industrial technology leakage by high-tech company employees. It also investigates how
these factors affect the employees’ intention to prevent leakage. Based on the TPB (theory of planned
behavior), this study analyzes the relationship between “attitude toward behavior”, “subjective
norm”, and “perceived behavioral control”, which in turn influences the behavioral intention to
prevent such leakage. Specifically, an online survey was conducted among office workers in South
Korea’s high-tech industry. A total of 200 questionnaires were collected and analyzed. As the analysis
results show, intrinsic motivation has a positive effect on attitude toward behavior, subjective norms,
and perceived behavioral control. Extrinsic motivation has a positive effect on subjective norms
and perceived behavioral control but a negative effect on attitudes toward behavior. This study
also proved, based on the TPB, that the three variables impact the behavioral intention to prevent
technology leakage. These results confirm that, in the high-tech sector, where employees are highly
specialized and autonomous, technical security behaviors are primarily influenced by individual
professional ethics and judgment rather than by organizational regulation or extrinsic motivation.

Keywords: industrial technology protection; motivation; theory of planned behavior; behavioral
intention; high-tech firm

1. Introduction

Technology leakage is one of the major problems that severely hamper a company’s
competitiveness in high-technology industries. A technology leak can result in a company
losing its competitive advantage by exposing its core technology and confidential informa-
tion to the outside world, which can lead to losses for the national economy. The recent
surge in cross-border data and information flows has introduced new economic value and
heightened the risk of technology breaches. Consequently, industrial technology outflow
crimes are on the rise. Technology leaks also occur in various ways, including industrial
espionage and cyberattacks (Kim 2021; McKinsey Global Institute 2016).

The Security Magazine (2024) report estimated the national loss from trade secret theft
of industrial technology and other trade secrets to be 1–3% of gross domestic product. Other
industrialized nations are also losing technology each year. The United States is estimated
to lose approximately USD 250 billion annually due to technology leaks. Furthermore,
Germany is estimated to experience 50,000 annual instances of unemployment resulting
from industrial espionage. A total of 99 cases of industrial technology leakage were
identified in South Korea between 2017 and February 2022. The estimated damage amount
is approximately KRW 22 trillion. For instance, a total of 139 instances of industrial
technology leaks were recorded in 2023. The breakdown of these leaks by technology was
as follows: 15.1% in the machinery sector, 10% in semiconductors, and 7.9% in display
technology (National Police Agency 2023).
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In the case of industrial technology outflows, the majority of these technologies are not
only high-tech in nature and currently occupying a leading position in the global market,
they are also the core technologies of new industries that will determine future growth,
such as bio-health and artificial intelligence. Consequently, leakage has a profound impact
on the national economy. In response, countries are mobilizing their national capabili-
ties to address this issue, ultimately supplementing related systems and strengthening
punishment provisions (Kim and Shin 2010; Baele et al. 2018).

Industrial technology leaks from these high-tech companies often occur through insid-
ers, particularly those occupying key technical roles who are directly engaged in research
and development (Jung 2024). Given the high percentage of such leaks despite various
efforts to protect industrial technology, management measures are of particular importance.
Ultimately, strengthening industrial security awareness and systematic leakage prevention
efforts among the organization’s employees is imperative to prevent technology leakage.

In light of the existing research on this subject, Ahmad et al. (2014) argued that regu-
larly publicizing a company’s security policy to all employees and establishing an effective
training system are necessary. Additionally, Yılmaz and Gönen (2018) observed that even
the most minor security measures undertaken by individuals can assist in the prevention of
direct industrial technology leaks. Consequently, cultivating a culture of security awareness
throughout the organization is important. Ha and Lee (2024) emphasized the necessity of
reforming the legal system for industrial protection, identified significant issues in indus-
trial technology law and policy, and suggested potential measures for improvement. Chun
and Lee (2014) analyzed cases of industrial technology leaks to identify common patterns
and leak pathways and to provide policy implications. Adler and Kahan (2013) and Jung
(2024) emphasized the necessity of establishing a consistent response system to protect
industrial technology and the urgency of establishing a legal framework. Carrière et al.
(1998) and Lee (2020) analyzed the impact of industrial security management activities on
companies’ security performance, and Zhu et al. (2016) proposed the introduction of a
technology value evaluation system.

As such, most existing research mainly comprises theoretical or legal studies on
the importance of technology leakage prevention and management studies on employee
compliance with security policies and corporate security performance. Clearly, macro-
level policy and legislative considerations are crucial in effectively responding to serious
criminal behavior such as intentionally leaking industrial technology (Hwang and Lee
2016; Hwang and Hu 2018; Sung 2024). Nevertheless, these studies are constrained in their
capacity to develop practical technology leak prevention strategies and identify root causes.
Practical measures must be developed based on in-depth research and empirical validation
of the factors influencing industrial technology leaks. This should include a thorough
examination of the security awareness, self-control, and organizational attachment of
individual members of the organization who are subject to such leaks (Hoecht and Trott
2006; Lee 2020).

Therefore, this study aims to define the intrinsic and extrinsic motivational factors
that influence the prevention of leakage by high-tech company employees. This study also
investigates how these factors affect the employees’ intention to prevent leakage. Moreover,
based on the theory of planned behavior (TPB), this study analyzes the relationship between
“attitude toward behavior”, “subjective norm”, and “perceived behavioral control”, which
in turn influences the behavioral intention to prevent leakage. Ultimately, this study
elucidates the factors that influence the prevention behavior of organizational employees
and suggests specific implications for how companies should manage their employees to
prevent such leakage.

2. Literature Review and Hypothesis Development
2.1. Motivation and Theory of Planned Behavior

Motivation is the most powerful psychological factor influencing all aspects of human
life and behavior (Conner and Armitage 1998). Motivation is the driving force behind
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behavior, influencing its direction and persistence (Atkinson 1964). In other words, mo-
tivation has the ability to provide the energy and direction for behavior. Consequently,
motivation is goal-directed behavior, which encompasses not only behavioral aspects but
also emotional states (Youn 1999; Hagger and Chatzisarantis 2009a). Motivation is the
process of directing and sustaining an organization’s members to voluntarily engage in
goal-directed behavior (Landy and Becker 1987; Manning 2011). In other words, it can be
understood as the process of guiding members in a certain direction to achieve organiza-
tional goals (Robbins and Judge 2011). These motivation theories include intrinsic and
extrinsic motivation and the theories of attribution, expected value, self-determination,
self-efficacy, achievement goals, and future time perspective, as shown in Table 1.

Table 1. Motivation theories.

Theories Key Concepts Sources and
Representative Scholars

Intrinsic/extrinsic
motivation theory

The theory states that behavior is driven by intrinsic
motivation, where individuals are motivated by the

enjoyment or interest of the activity, and extrinsic
motivation, where individuals are motivated by external

rewards or punishments.

Deci and Ryan (1985b, 2000)

Attribution theory

The theory posits that individuals’ behaviors and emotions
are shaped by their reasoning about the causes of their own

and others’ behaviors, which they attribute to internal
factors (ability, effort) or external factors (luck,

circumstances).

Heider (1958) and Weiner (1985)

Expectancy–value theory
The theory posits that an individual’s behavior is motivated

by the anticipation of success and the perceived value of
that success.

Eccles and Wigfield (2002)

Self-determination theory
The theory posits that intrinsic motivation is enhanced

when three fundamental psychological needs are fulfilled:
autonomy, competence, and relatedness.

Deci and Ryan (1985b)

Self-efficacy theory
The theory posits that an individual’s belief in their ability
to successfully perform a particular task influences their

subsequent behavior and motivation.
Bandura (1977)

Achievement goal theory

The theory posits that individuals are motivated by how
they seek achievement, and that this motivation can be

divided into two categories: mastery goals, which prioritize
learning and growth, and performance goals, which

prioritize comparison with others.

Nicholls (1984) and
Dweck (1986)

Future time
perspective theory

The theory that an individual’s perspective on the future
affects their motivations and behaviors in the present. Husman and Lens (1999)

The most important theories of personal motivation are the intrinsic and extrinsic
motivation theories. This is because the primary motivating factors for human behavior
derive from two distinct sources: intrinsic motivation, which values intrinsic rewards and
self-purposive experiences, and extrinsic motivation, which is activated when extrinsic
rewards are accessible (Deci 1971; Hagger and Chatzisarantis 2007). In intrinsic/extrinsic
motivation theory, motivation is divided into intrinsic and extrinsic. Intrinsic motivation
refers to those aspects of an individual that are driven from within, such as excitement,
interest, engagement, seeking adventure and novelty, the pursuit of excellence, the de-
sire for knowledge, the desire to improve, and goal orientation (Fair and Silvestri 1992;
Vansteenkiste and Lens 2006). Extrinsic motivation is defined as a form of motivation that
is driven by external rewards (Vansteenkiste and Lens 2006), such as external attention,
praise, recognition, feedback, and grades.
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These intrinsic and extrinsic motivators affect employees’ performance, organizational
effectiveness, and employees’ creative behavior on the organizational side of the business.
Regarding major previous studies, Pandya (2024) analyzed the impact of intrinsic and
extrinsic motivation on organizational performance. A balanced integration of intrinsic
and extrinsic motivational strategies has been proven to result in enhanced job satisfaction,
higher productivity, and better organizational performance. Sahyunu et al. (2023) examined
the impact of intrinsic and extrinsic motivation on employee performance, and their
findings indicated that both have a significant impact. It was demonstrated that effectively
harnessing both types of motivation can help achieve the highest levels of organizational
performance. Delaney and Royal (2017) proposed a framework for enhancing strategies
for motivating employees to increase engagement and optimize performance. In their
employee engagement strategy, they emphasized the importance of intrinsic and extrinsic
motivation in employee engagement.

These intrinsic and extrinsic motivational factors have been linked and studied as
influences that explain behavioral intention in the TPB. The Theory of Reasoned Action
(TRA) (Ajzen and Fishbein 1980), which explains how an individual’s attitudes and the
expectations of those around them influence their behavioral intentions and actual be-
havior, states that humans generally behave rationally; however, this is limited by the
assumption that individuals act solely of their own volition, so they may behave differ-
ently in real-world situations. To overcome these constraints, Ajzen (1991) proposed the
TPB. In consideration of these human behavioral intentions, Ajzen (1991) suggested that
attitudes toward behavior, subjective norms, and perceived behavioral control influence
participation intentions and behavior.

First, attitudes toward participation are based on the anticipated outcomes of engaging
in a specific action and the value judgments that individuals hold about those outcomes.
This is the degree to which one rates the behavior positively or negatively overall. In
other words, attitudes toward engagement represent a consistent set of learned and formed
tendencies of response or behavior toward a particular object or situation (Fishbein and
Ajzen 1975). Subjective norms are defined as an individual’s perception and acceptance of
the views of others regarding one’s behavior (Fishbein 1963). Ajzen (1985) explains that
subjective norms represent an individual’s perception of whether to perform a particular
behavior in relation to those around them who are important to the individual and within
their in-group. The concept of perceived behavioral control is an important concept in
the TPB and refers to an individual’s perception of how easy or difficult it is for them to
perform a particular behavior. According to Ajzen (1991), this concept refers to the extent
to which individuals believe that they can control certain behaviors through their own will
and ability.

2.2. Motivation and TPB in Relation to Technology Protection

In reviewing the existing literature based on motivation theory in industrial technology
and information security, Deci (1971) argued that attitude toward behavior, subjective
norms, and perceived behavioral control variables positively influence the intention to
prevent leakage. Deci et al. (1999) found that monetary rewards are not always the most
effective means of aligning human behavior and that extrinsic motivators can sometimes
lead to poor task performance by lowering intrinsic motivation. Safa and Solms (2016) also
emphasized the importance of internal and external motivational factors that influence
information security policy compliance.

Intrinsic motivation refers to a state in which an individual is motivated by internal
rewards, such as interest, pleasure, or a challenge in the behavior itself (Deci and Ryan
1985a). Individuals who are internally motivated to take action are more likely to persist
and perform better than those who are externally motivated (Deci and Ryan 2000; Hagger
and Chatzisarantis 2009b). These intrinsic motivations influence industrial technology
leakage and security behavior.
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In response, Workman and Gathegi (2007) argued that ethical factors within intrinsic
motivations for security behavior have a significant effect on reinforcing security behav-
ior. Kranz and Haeussinger (2014) demonstrated that compliance with industrial security
policies is less about relying on extrinsic motivators, such as norms and sanctions, and
more reliant on policies that foster intrinsic motivators, such as a sense of ethics and the
communication environment. In a study on the influence of security perceptions on the
relationship between intrinsic and extrinsic motivation and security behaviors in organiza-
tions, Lee (2020) found that extrinsic rewards alone are insufficient to induce sustainable
security activities, and that higher intrinsic motivation increases security behaviors.

As evidenced by previous research, intrinsic motivation in the domain of indus-
trial technology leakage also influences attitudes toward behavior, subjective norms, and
perceived behavioral control. In light of these findings, this study formulated the follow-
ing hypotheses:

H1. Intrinsic motivation to protect industrial technology has a positive effect on high-tech employees’
attitudes toward their behavior.

H2. Intrinsic motivation to protect industrial technology has a positive effect on subjective norms
among high-tech employees.

H3. Intrinsic motivation to protect industrial technology has a positive effect on perceived behavioral
control among high-tech employees.

Extrinsic motivation refers to the state in which an individual is motivated to perform
a particular behavior due to external factors such as rewards, recognition, or the attainment
of goals (Deci and Ryan 1985a; Singh 2016). Goel and Rashmi (2023) found that extrinsic
motivators such as penalty severity, security breach detection, and normative beliefs
positively influence compliance with information security policies. As Fischer et al. (2019)
and Padayachee (2012) posit, extrinsic motivational factors that influence security behavior
will also influence the factors of planned behavior. In light of these findings, the following
hypotheses were formulated:

H4. Extrinsic motivation to protect industrial technology has a positive effect on attitudes toward
the behavior among high-tech employees.

H5. Extrinsic motivation to protect industrial technology has a positive effect on the subjective
norms of high-tech employees.

H6. Extrinsic motivation to protect industrial technology has a positive effect on perceived
behavioral control among high-tech employees.

2.3. Behavioral Intention to Protect Industrial Techniques

Behavioral intention is the probability that an individual will engage in a specific
behavior based on their perception of the situation. Fishbein and Ajzen (1975) argued
that behavioral intention is an important variable in behavioral theory and refers to the
subjective state of mind before a belief is formed, which can influence direct action and lead
to the execution of a specific behavior. Ajzen (1991) explained that behavioral intention is a
person’s willingness or the extent of effort that they are willing to invest in performing a
specific behavior. Thus, a clear belief and commitment to a particular behavior can influence
future behavioral decisions (Hungerford and Volk 1990). According to Ajzen and Fishbein
(1980), behavioral intentions play an important role in predicting and understanding the
emergence of various social behaviors. They suggest that the match between behavioral
intent and actual behavior is not always perfect, but that intent to engage can be used as a
predictor of behavior when actual behavior is not directly observable.

According to the TPB, individuals with strong intentions are more likely to make
an effort to achieve their goals that is aligned with their behaviors (Norman et al. 2005).
Consequently, the stronger an individual’s intention to carry out a behavioral goal or plan,
the more accurately their behavior can be predicted (Ajzen and Driver 1992). The TPB
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presents behavioral intentions as a direct determinant of behavior. This is based on the
premise that intentions are shaped by an individual’s attitudes toward the behavior in
question, subjective norms, and perceived behavioral control (Ajzen 1988, 1991). Ajzen
(1988) referred to perceived behavioral control as being similar to self-efficacy. Individuals
who hold positive attitudes and subjective norms regarding the performance of a behavior
perceive that they are in control of the behavior when they have the opportunity and
resources to perform it. This perception is self-efficacy, which pursues the same line of
thought as behavioral intention in that it influences positive behavior.

In the literature on organizational behavior, studies related to behavioral intention and
the TPB include those conducted by Huang (2023), in which the effects of career stagnation
on organizational commitment and turnover intention were examined through attitudes,
subjective norms, and perceived behavioral control. Kim and Mou (2020) analyzed the
factors affecting information security policy compliance behavior based on the TPB. Based
on the TPB model, Otchengco and Akiate (2021) found that attitude, subjective norms,
and perceived behavioral control positively influence innovation behavior intention in a
manufacturing company.

A review of the existing literature on technology leakage and the information security
behavior of organizational members by Sommestad and Hallberg (2013) suggests that
the TPB is a valid framework for predicting and explaining information security policy
compliance and violation behavior. They found that the key components of attitude,
subjective norms, and perceived behavioral control have a significant impact on intentions
to comply with information security policies. Ifinedo (2012) suggested that subjective norms,
perceived behavioral control, and attitudes in the TPB influence intention in information
security behavior. In light of these findings, this study formulated the following hypotheses:

H7. High-tech firm employees’ attitudes toward acting to protect industrial technology have a
positive effect on their behavioral intentions.

H8. The subjective norms of high-tech employees regarding the protection of industrial technology
have a positive effect on their behavioral intentions.

H9. The perceived behavioral control over industrial technology protection has a positive effect on
high-tech employees’ behavioral intentions.

3. Research Methods
3.1. Research Model

This study empirically analyzes the influence of employees’ motivation on industrial
technology protection behavior in high-tech companies. The independent variables are
intrinsic and extrinsic motivation, and the dependent variable is behavioral intention to
prevent industrial technology leakage. The mediating variables are attitudes toward the
behavior, subjective norms, and perceived behavioral control. Considering the path analysis
based on the structural equation model, the research model was designed as illustrated in
Figure 1.
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3.2. Measurement Variable and Data Collection

A survey was conducted to collect data for the models. The survey was developed
by adapting questions from previous studies (see Table 2). Subsequently, the manipulated
variables of the survey components that would comprise the survey were defined. The
term “motivational influencing factors on industrial technology protection behavior” refers
to the factors that affect the motivation of employees in high-tech enterprises, which are
expressed by the intention and effectiveness of such behavior. This refers to the factors that
individuals should consider in order to enhance their industrial technology protection.

Table 2. Variable definitions and measurement items.

Factor Measurement Item Reference

Intrinsic
motivation

- I think it is nice to have industrial technology protection behavior.
- Because protecting industrial technology gives me a sense of

satisfaction.
- Because my value is to protect industrial technology.
- Because I can develop myself by taking measures to protect

industrial technology.
Deci and Ryan (1985a, 1985b)
Ryan and Deci (2000a, 2000b)

Guay et al. (2000)
Li et al. (2016)

Extrinsic
motivation

- I think that if I do not demonstrate industrial technology protection
behavior, others will disregard me.

- I believe that there will be rewards (increased income, promotion)
for protecting industrial technology.

- People protect industrial technology due to pressure from their
colleagues and others.

- I believe that protecting industrial technology is the best way to
gain recognition from your colleagues at work.

Attitude toward
behavior

- Protecting industrial technology is an act worthy of consideration.
- Protecting industrial technology is important.
- Protecting industrial technology is necessary.
- Protecting industrial technology is a beneficial practice.

Ajzen and Driver (1992),
Ajzen (2006),

Quintal et al. (2010)

Subjective
norm

- My family thinks that I should protect industrial technology.
- My colleagues think that I should protect industrial technology.
- My friends and acquaintances think that I should protect industrial

technology.

Perceived behavioral
control

- I am able to take action to protect my industrial technology at
any time.

- It is my sole responsibility to protect industrial technology.
- Protecting industrial technology can be achieved easily when I take

a look at the surrounding environment.

Behavioral
intention

- I am devoting my efforts to protect industrial technology.
- I plan to take proactive measures to protect industrial technology.
- I will do my best to protect industrial technology.

This study examined the impact of employee motivation on industrial technology
protection behavior in high-tech companies based on the TPB, a model that extends the
TRA, a psychological theory used to understand and predict human behavioral intentions
and actual behavior developed by Ajzen (1991), and categorized them into attitude toward
behavior, subjective norms, and perceived behavioral control.

“The attitude toward behavior” refers to the positive judgment an individual makes
regarding the implementation of industrial technology protection measures. It refers to
an individual’s positive or negative judgment about performing a particular behavior.
Accordingly, attitudes toward behavior were defined as an influencing factor for effective
industrial technology protection behavior. “Subjective norms” refers to the degree to which
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an individual’s expectation or recognition is influenced by a governing group to protect or
not protect an industrial technology. This study identifies subjective norms as a significant
influencing factor for effective industrial technology protection behavior.

“Perceived behavioral control” refers to the degree of difficulty or ease an individual
perceives in protecting industrial technology and performing a particular behavior. Accord-
ingly, the variable of perceived behavioral control was defined as a key factor influencing
the effectiveness of industrial technology protection behavior. A closer examination of
the relationship between behavioral intention and the three factors reveals that the more
favorable attitudes there are toward the behavior, the more subjective norms that respect
the behavior, and the easier performing the behavior is perceived to be, the stronger the
individual’s intention to perform the behavior. In other words, the above three factors
influence behavioral intention, which in turn leads to actual behavior.

Self-determination theory (motivation theory) divides behavior into intrinsic and ex-
trinsic motivations. Intrinsic motivation is motivation that stems from personal satisfaction,
such as personal pleasure, interest, and joy. Extrinsic motivation, on the other hand, is
motivated by outcomes or rewards, such as monetary rewards, social approval, increased
self-esteem, or the avoidance of penalties.

“Intrinsic motivation” refers to motivation that is perceived to be rewarding in and of
itself, without reference to external rewards. In light of these considerations, the variable of
intrinsic motivation was identified as a key influencing factor in shaping attitudes toward
behavior, subjective norms, and perceived behavioral control with regard to effective
industrial technology protection behavior. This was in alignment with the TPB within the
context of a high-tech, industry-based environment.

“Extrinsic motivation” refers to the motivation to obtain a reward for industrial
technology protection behavior, such as money, incentives, and prestige. In light of the
aforementioned considerations, the variables of extrinsic motivation were defined as factors
that influence effective industrial technology protection behavior. This was based on the
TPB, which posits that an individual’s attitude toward a behavior, subjective norms, and
perceived behavioral control are key determinants of that behavior. The theory was applied
in a high-tech, industry-based environment. The dependent variable, “behavioral intention
to protect industrial technology leakage”, refers to a person’s intention to voluntarily
protect industrial technology or how much effort they are willing to put into it.

These variables were defined as the questions in the questionnaire, which consisted
of 21 questions in total. However, the factor analysis resulted in the rejection of one
intrinsic motivation factor, one extrinsic motivation factor, and one perceived behavioral
control factor. For data analysis, SPSS 26.0 was employed to analyze the demographic
characteristics and descriptive statistics, and to conduct exploratory factor analysis. For
the path analysis of our hypotheses, AMOS 24.0 was used for confirmatory factor analysis
(CFA) based on the structural equation model, model validation, and path analysis. A final
CFA was also performed using AMOS.

3.3. Demographic Information from the Data

This study used an online survey and the random sample method of office workers in
high-tech industries. The data for this survey were collected between 29 April and 6 May
2024. The survey subjects were members of high-tech companies in South Korea, and
companies composed of large companies and SMEs (small and medium-sized companies).
Dang et al. (2018) argued that the size of a company can be classified based on its total assets,
total sales, and market capitalization, and as per the National Statistical Office in South
Korea (2024), large companies mean total assets of 10 trillion or more based on corporate
total assets. Accordingly, this study conducted a random survey of a total of 48 companies
with total assets of KRW 10 trillion or more and other SMEs. A total of 220 surveys were
collected and analyzed, with 8 being excluded on the grounds of dishonesty. This resulted
in 200 valid samples (see Table 3).
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Table 3. Demographic information of survey participants.

Classification Frequency Percentage (%)

Gender
Male 130 65.0

Female 70 35.0

Age

20 to 29 15 7.5

30 to 39 76 38.0

40 to 49 73 36.5

50 to 59 30 15.0

60 to 69 6 3.0

Field

Electronics (semiconductors, displays) 45 22.5

Information technology (IT) 93 46.5

Genetics and biotechnology 25 12.5

New materials 32 16.0

Other 5 2.5

Title

Superior to executives 19 9.5

Department manager, Director 34 17.0

Manager, Deputy general manager 82 41.0

Staff, Associate, Assistant manager 65 32.5

Corporation size

Large companies 94 47.0

Small and Medium-sized enterprises 105 52.5

Other 1 0.5

Work experience

Less than 5 years 47 23.5

5 to 10 years 68 34.0

10 to 20 years 55 27.5

More than 20 years 30 15.0

Experience in
industrial technology

protection

Yes 82 41.0

No 74 37.0

I am not sure 44 22.0

4. Results
4.1. Reliability and Validity Results

A descriptive statistical analysis was conducted to determine the descriptive statistics
of the variables (see Table 4). First, the mean of intrinsic motivation is 3.90, with a standard
deviation of 0.575. The mean value for extrinsic motivation is 3.06, with a standard deviation
of 0.793. For attitudes, the mean is 4.22, with a standard deviation of 0.596. The mean value
for norms is 3.82, with a standard deviation of 0.710. Awareness has a mean of 3.52 and a
standard deviation of 0.788. For behavioral intentions, the mean is 3.87, with a standard
deviation of 0.645. A normality test was conducted on both the univariate and multivariate
forms. Skewness and kurtosis were employed to ascertain the normality of the data. The
skewness statistic indicates the degree of asymmetry in a data set. In contrast to a normal
distribution, which is symmetrical around the mean, a positive skewness indicates that
the data are clustered to the left of the mean, while a negative skewness indicates that the
data are clustered to the right, thus resulting in an asymmetrical distribution. A variable is
considered to be normally distributed if the skewness does not exceed an absolute value of
3 and the kurtosis does not exceed that of 8 (Kline 2005). A normality check of the responses
indicated that the assumption of univariate normality was not invalidated by skewness
and kurtosis.
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Table 4. Descriptive statistical analysis results.

Variable N Minimum Maximum Mean Standard
Deviation Skewness Kurtosis

Intrinsic
motivation 200 2 5 3.90 0.575 0.013 −0.079

Extrinsic
motivation 200 1 5 3.06 0.793 −0.391 0.062

Attitude toward behavior 200 2 5 4.22 0.596 −0.346 −0.173

Subjective norm 200 2 5 3.82 0.710 −0.065 −0.271

Perceived
behavioral control 200 2 5 3.52 0.788 −0.113 −0.381

Behavioral
intention 200 2 5 3.87 0.645 0.029 −0.369

As illustrated in Table 5, factor rotation—Varimax rotation—was conducted using the
orthogonal rotation method for exploratory factor analysis, and the Kaiser–Meyer–Olkin
(KMO) test and Bartlett’s Test of Sphericity were performed in unison. The KMO Measure
of Sampling Adequacy demonstrated an adequate level of suitability at 0.735, and Bartlett’s
Test of Sphericity exhibited a value below 0.05, thereby confirming the appropriateness of
employing factor analysis. The factor loadings were good, ranging from 0.624 to 0.923, and
all above 0.6, and the construct validity (CV) was significant, ranging from 0.700 to 0.949.
The average variance extracted (AVE) values ranged from 0.534 to 0.767, and Cronbach’s α
values ranged from 0.650 to 0.896. These results indicate that the convergent validity of the
instrument is satisfactory.

Table 5. Results of reliability and convergent validity test.

Variable Measurement
Question

Factor
Loadings C.R. (p) CV AVE Cronbach α

Intrinsic
motivation

IM1 0.805

0.856 0.664 0.777IM2 0.798 8.547 ***

IM3 0.784 8.634 ***

Extrinsic
motivation

EM1 0.850

0.760 0.616 0.742EM2 0.782 5.882 ***

EM3 0.726 14.170 ***

Attitude toward
behavior

AB1 0.876

0.949 0.822 0.896AB 2 0.857 13.044 ***

AB 3 0.839 13.722 ***

Subjective norm

SN1 0.878

0.908 0.767 0.861SN 2 0.828 13.012 ***

SN 3 0.799 13.004 ***

Perceived
behavioral control

PBC1 0.911
0.700 0.534 0.650

PBC 2 0.696 7.638 ***

Behavioral
intention

BI1 0.887

0.903 0.757 0.835BI2 0.882 12.055 ***

BI3 0.836 11.514 ***
*** p < 0.001.
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The goodness-of-fit analysis of the structural equation model of measurement revealed
a χ2 (df) of 234.019. The Comparative Fit Index (CFI) value was 0.928, and the Tucker–Lewis
Index (TLI) value was 0.906, both of which were significant at levels above 0.9. The Root
Mean Squared Error of Approximation (RMSEA) value of 0.079 and the Standardized
Root Mean Square Residual (SRMR) value of 0.047, both of which are significant below 0.1,
indicate that the measurement model fit the constructs statistically significantly (see Table 6).

Table 6. Goodness-of-fit of confirmatory factor analysis.

χ2 df p TLI CFI

RMSEA
SRMR

Value Lower
Bound

Upper
Bound

234.019 104 0.000 0.906 0.928 0.079 0.066 0.093 0.047

Pearson correlation analysis was employed to ascertain the degree of correlation
between the variables. The statistical analysis indicates that all factors are significantly
correlated, as demonstrated in Table 7. To evaluate discriminant validity, the correlation
coefficient squared was also calculated for each variable. The analysis indicates that the
value does not exceed the AVE.

Table 7. Correlation matrix and discriminant validity.

Intrinsic
Motivation

Extrinsic
Motivation

Attitude
toward

Behavior

Subjective
Norm

Perceived
Behavioral

Control

Behavioral
Intention

Intrinsic
motivation 0.815

Extrinsic
motivation 0.038 0.785

Attitude
toward behavior 0.504 −0.180 0.907

Subjective norm 0.435 0.185 0.452 0.767

Perceived
behavioral

control
0.429 0.243 0.264 0.514 0.731

Behavioral
intention 0.592 0.042 0.593 0.613 0.566 0.870

Note: Square root of AVE is shown in bold.

4.2. Analysis Results of Structural Model

The goodness-of-fit of the structural model was analyzed (see Table 8, Figure 2), and
the resulting χ2 (df) value was 149.764, with a corresponding χ2/degrees of freedom value
of 1.498. The model demonstrates satisfactory performance, with a Goodness-of-Fit Index
(GFI) of 0.923 and a Normal Fit Index (NFI) of 0.923. The Root Mean Square Residual
(RMR) is 0.027, the Adjusted Goodness-of-Fit Index (AGFI) is 0.882, and the RMSEA is
0.050, indicating that the model’s goodness-of-fit is significant. The CFI, which indicates
the explanatory power of the model without being affected by the sample, is 0.972, and
the TLI, which determines the explanatory power of the structural model, is 0.962. These
values indicate that the basic model is a good fit.
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Table 8. The analysis results for the hypotheses.

Path S.E. β C.R. (p) Hypothesis

H1 Intrinsic motivation -> Attitude toward behavior 0.090 0.552 6.219 *** Accepted

H2 Intrinsic motivation -> Subjective norm 0.112 0.511 5.713 *** Accepted

H3 Intrinsic motivation -> Perceived behavioral control 0.131 0.694 6.040 *** Accepted

H4 Extrinsic motivation -> Attitude toward behavior 0.055 −0.273 −3.571 *** Accepted

H5 Extrinsic motivation -> Subjective norm 0.071 0.178 2.246 * Accepted

H6 Extrinsic motivation -> Perceived behavioral control 0.070 0.280 3.245 ** Accepted

H7 Attitude toward behavior -> Behavioral intention 0.076 0.564 7.263 *** Accepted

H8 Subjective norms -> Behavioral intention 0.083 0.078 0.739 Rejected

H9 Perceived behavioral control -> Behavioral intention 0.104 0.548 4.604 *** Accepted

Structural model fit: χ2 (df) 149.764, χ2/degree of freedom 1.498, RMR 0.027, GFI 0.923, AGFI 0.882, NFI 0.923,
TLI 0.962, CFI 0.972, RMSEA 0.050. Note: * p < 0.05, ** p < 0.01, *** p < 0.001.
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Hypothesis testing was conducted through path analysis of the structural equation
model, which resulted in the rejection of one of the nine hypotheses. Among the behavioral
planning theories, subjective norms (0.739) had no effect on behavioral intention; thus, the
hypothesis was rejected. On the other hand, intrinsic motivation had a positive effect on
attitude toward the behavior (6.219, p < 0.001), subjective norms (5.713, p < 0.001), and
perceived behavioral control (6.040, p < 0.001). Extrinsic motivation had a negative effect
on attitude toward the behavior (−3.571), a positive effect on the subjective norms (2.246,
p < 0.05), and a positive effect on perceived behavioral control (3.245, p < 0.01). Attitude
toward the behavior (7.263, p < 0.001) and perceived behavioral control (4.604, p < 0.001)
had a positive effect on behavioral intention.

4.3. Mediated Effect

As presented in Table 9, to assess the significance of the indirect effect, a bootstrapping
method was employed to derive the direct, indirect, and total effects. Our path analysis
revealed that neither intrinsic nor extrinsic motivational factors served as mediators of
subjective norms on behavioral intention. Ultimately, the findings indicate that intrinsic and
extrinsic motivation in industrial security are more effective when they mediate attitudes
toward behavior and perceived behavioral control for behavioral intentions to emerge.
Furthermore, for extrinsic motivation, attitudes toward behavior have a negative effect,
which influences the behavioral intention. Consequently, attitudes toward behavior based
on extrinsic motivators do not necessarily have a positive effect on behavioral intention, in
contrast to intrinsic motivators.
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Table 9. Results of mediated effects.

Dependent
Variable Explanatory Variable Direct

Effect
Indirect
Effect

Total
Effect

Intrinsic
motivation

Attitude toward behavior 0.558 ** 0.060

Subjective norm 0.643 **

Perceived behavioral control 0.789 **

Attitude toward behavior
-> Behavioral intention 0.309 ** 0.005

Subjective norms -> Behavioral intention 0.039

Perceived behavioral control -> Behavioral intention 0.378 ** 0.010

Extrinsic
motivation

Attitude toward behavior −0.197 ** 0.094

Subjective norm 0.161 ** 0.007

Perceived behavioral control 0.228 ** 0.016

Attitude toward behavior
-> Behavioral intention −0.109 **

Subjective norms -> Behavioral intention 0.010

Perceived behavioral control -> Behavioral intention 0.109 **
Note: ** p < 0.01.

5. Discussions

This study employs the intrinsic and extrinsic motivation theories and the TPB with the
aim of determining the intrinsic and extrinsic motivation factors for individual employees
preventing industrial technology leakage in high-tech companies. It presents empirical
results on the impact of motivational factors on technology leakage prevention behavioral
intentions, which are mediated by attitudes toward the behavior, subjective norms, and
perceived behavioral control factors. This analysis has led to the following key findings:

First, subjective norms do not influence the behavioral intention of high-tech em-
ployees to prevent industrial technology leakage. In this regard, Armitage and Conner
(2001) have already highlighted that subjective norms exert a relatively weak influence
compared to other factors in the TPB. In the TPB, the subjective norms are the concept of
perceived social pressure from others to perform a behavior (Ajzen 1991; Rivis and Sheeran
2003). Consequently, behavioral intentions exhibit differences that are contingent upon
the strength of the pressure, as it is not the individual’s subjective norms that influence
behavior but rather the pressure of social norms perceived by others. This is because
employees in high-tech companies have a high degree of professionalism and autonomy.
Consequently, their behavior is driven by their own professional ethics and professional
judgment rather than social pressure. A high level of awareness regarding information
protection is an intrinsic motivator for individuals engaged in the process of advanced
technological development. Furthermore, strong security policies and training programs
also have a direct influence on individual behavior. Consequently, the analysis indicates
that the behavioral intentions to prevent industrial technology leakage among advanced
firms are more likely to be influenced by intrinsic than extrinsic motivational factors.

Second, the findings indicated that extrinsic motivation has a negative impact on
attitudes toward behavior. As Deci and Ryan (2000) argued, when humans receive external
rewards for an activity that they find enjoyable or satisfying, their interest and willingness
to engage in the activity can diminish and even shift to a negative attitude. Moreover, Deci
et al. (1999) posited that individuals tend to adopt a negative attitude when they perceive
extrinsically motivated rewards as an externally controlling factor. Ultimately, the findings
indicate that in terms of industrial technology leak protection behavior, employees in high-
tech companies may perceive extrinsic motivators as a form of pressure or stress rather
than as positive feedback or rewards. The working environment in high-tech companies
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is such that a high work intensity and competition create constant performance pressure,
which in turn makes extrinsic motivation an additional burden. Furthermore, strict security
protocols can create a heightened psychological burden and a fear of noncompliance.
This study found that even when extrinsic motivation is stimulated for positive purposes,
employees are more likely to perceive it as a source of stress rather than a positive influence.
This supports the idea that an emphasis on extrinsic motivators may have a negative effect
on fostering behavior to protect companies from industrial technology leaks.

Hence, these results reveal that intrinsic motivation has a stronger influence on employ-
ees’ behavioral intentions to prevent industrial technology leakage in high-tech companies
than extrinsic motivation. Hagger and Chatzisarantis (2009a) and Kor and Mullan (2011)
have argued that the TPB is strongly linked to self-determination, one of individuals’ most
intrinsic motivators. The current study established that intrinsic motivational factors ex-
ert a stronger influence on attitudes toward behavior, subjective norms, and perceived
behavioral control in preventing leaks among high-tech company employees.

6. Conclusions
6.1. Research Implications

The findings indicate three specific implications for high-tech companies with regard
to the prevention of future high-tech security leaks. First, enhancing intrinsic motivation
may have a positive impact on behavioral intentions to prevent technology leaks. Research
on motivation theory suggests that proactive security behaviors can be pursued over the
long term by improving an individual’s intrinsic motivation rather than their extrinsic
motivation. Intrinsic motivation enhances an individual’s autonomy and self-determination
to engage in activities that they naturally find enjoyable and satisfying. To achieve this,
companies need to grant their employees autonomy and provide them with the opportunity
to participate in decisions related to their work. This is a crucial factor in strengthening
employees’ intrinsic motivation.

Furthermore, companies need to facilitate an understanding among their employees
regarding the manner in which their work contributes to the company’s goals and vision.
Such an approach fosters a sense of importance and value among employees, which in
turn contributes to increased intrinsic motivation. Furthermore, providing employees with
avenues for personal understanding, growth, and development through ongoing technical
security education and training programs is crucial. This can make employees feel more
positive about their jobs, which can ultimately have a positive impact on their intentions to
engage in technology leak prevention behaviors.

Second, to achieve this, organizations should continue to emphasize the importance of
security policies and technology leak prevention through strong internal communications.
Furthermore, it is important to raise security awareness among employees through regular
meetings, newsletters, training sessions, etc. Additionally, executives and team leaders
need to demonstrate exemplary conduct and unwavering compliance with security policies.
This creates a positive social pressure on employees, thereby facilitating the influence of
subjective norms on behavioral intentions to prevent technical leaks.

Leaders’ demonstration of a willingness to assume responsibility for security com-
pliance conveys a significant message to employees. This can contribute to strengthening
security awareness throughout the organization. Moreover, cultivating an atmosphere
where employees can influence each other through constructive feedback and recognition
regarding security compliance is crucial. For instance, positive social norms can be rein-
forced by offering incentives to employees who comply well with security policies or by
hosting sessions to share best practices.

Third, extrinsic motivation can negatively impact attitudes. Therefore, it is important
to minimize it and direct it in a positive direction. Extrinsic motivation can evidently
have a detrimental impact on individual autonomy, thereby leading to increased stress
and performance pressure. Consequently, it is imperative for companies to enhance their
extrinsic reward systems. Rather than merely offering financial incentives, implementing
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a reward system that fosters a sense of empowerment among employees would be more
beneficial. The negative impact of extrinsic motivation can be mitigated by providing
non-financial rewards for project completion, such as team-building activities, additional
learning opportunities, or time off.

In addition, extrinsic motivation can increase stress and performance pressure, thus
underscoring the importance of implementing an effective stress management program.
Employers are recommended to provide employees with resources to help them manage
stress effectively, such as job stress management workshops, counseling services, or flexible
work hours. Additionally, by ensuring that rewards and feedback are fair and transparent,
employees feel that their efforts are being properly valued, and extrinsic motivation has a
smaller negative impact on their motivation. This can assist employees in maintaining a
positive attitude toward their work, which in turn has a positive impact on their intentions
to engage in technology breach prevention behaviors.

6.2. Limitations and Future Directions

The findings and implications of this study enhance our comprehension of the technol-
ogy leakage prevention behavior of individuals in high-tech industries and identify more
precise implications for the management of employees in companies to prevent industrial
technology leakage. Nevertheless, this study has the following limitations:

First, the specific nature of the sample and the limitations of generalization are limi-
tations. As this study was conducted in South Korean high-tech companies, limitations
exist in terms of generalizing the results to other countries or industries. The economic,
cultural, social, and legal environments of each country are different, which can result in
variations in organizational culture regarding technology leaks. In addition, the perception
and management of technology leaks vary depending on the size and type of organization.
Research should take these differences into account. This study should be expanded to
other countries and industries in the future to compare results.

Second, while this study focuses on intrinsic and extrinsic motivation as the main
variables, it does not fully consider other important variables that may affect technology
leakage prevention, including personal factors such as personal profit, financial incentives,
and career factors such as job satisfaction, competition, and work pressure. This may be a
limitation of the explanatory power of the findings. In the future, conducting qualitative
research, such as interviews or case studies, would be beneficial to collect more variables to
build a more in-depth research model and analyze the interaction of each variable. Further
research is required.

Third, this study is constrained by its inability to provide insights into how intrinsic
motivation, extrinsic motivation, behavioral attitudes, subjective norms, and perceived
behavioral control vary over time. Given the potential for behavioral intentions to change
over time in relation to the prevention of technology leakage, adopting a long-term perspec-
tive is crucial. Future research could analyze the long-term effects of intrinsic motivation,
extrinsic motivation, behavioral attitudes, subjective norms, and perceived behavioral
control by conducting a follow-up study to observe changes over time.
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