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Disentangling Leviathan on its home turf: Authority
foundations, policy instruments, and the making
of security

Andreas Kruck and Moritz Weiss
Geschwister-Scholl-Institute of Political Science, LMU Munich, Munich, Germany

Abstract
Making security has been Leviathan’s home turf and its prime responsibility. Yet, while security states in advanced democra-
cies share this uniform purpose, there is vast variation in how they legitimize and how they make security policies. First, the
political authority of elected policy-makers is sometimes superseded by the epistemic authority of experts. Second, states make
security, in some instances, by drawing on their own capacities, whereas in other fields they rely on rules to manage non-state
actors. Based on this variation in authority foundations and policy instruments, we disentangle Leviathan into different types
of (i) positive, (ii) managing, (iii) technocratic, and (iv) regulatory security states. Our typology helps better understand con-
temporary security policy-making; it advances regulatory governance theory by conceptualizing the relationship between
expertise and rules in a complex and contested issue area; and it provides insights into the “new economic security state” and
the domestic underpinnings of weaponized interdependence.

Keywords: authority, expertise, rules, security, state.

1. Introduction

The provision of security is Leviathan’s home turf. In fact, the core function of the state has always been to “provide
security within a geographically defined territory against both internal and external threats” (Paul & Ripsman, 2010,
p. 1). Yet, while today’s security states in advanced Western democracies share this primary purpose, there is vast
variation in who actually makes security policies, by what means, and on what legitimating grounds. A variety of
public and private actors, whose interests both converge and diverge, interacts in multi-level policy-making pro-
cesses. For instance, the provision of cybersecurity involves different actors than policy-making in arms procure-
ment or in military operations, which creates distinct interest and power constellations, and eventually diverse
policy trajectories. In short, the making of security—and the shape of the security state1—is both complex and con-
tested (Avant & Haufler, 2018; Gheciu & Wohlforth, 2018; Hofmann, 2013; Neumann & Sending, 2018). Defying
notions of a monolithic Leviathan, contemporary security states empirically vary with regard to their main authority
foundation and their primary policy instruments (Kruck & Weiss, 2023; see Paul & Ripsman, 2010, p. 11).

First, the making of security is sometimes based on the political authority of elected politicians (see
Zürn, 2018), while in other instances it relies on the epistemic judgment of experts (see Haas, 1992;
Slayton, 2020, 2021; Slayton & Clark-Ginsberg, 2018). For instance, military strategy and operational planning
are often reserved to a state’s civil-military leadership, who command the political authority to make vital deci-
sions based on institutional entitlement and democratic procedures. Yet, frequently private security experts are
also involved in the development of doctrine and in the design of military operations (Leander, 2005;
Pratt, 2018). Claims to superior expertise and performance render such private experts authoritative. In short, the
foundations of authority vary.

Second, states employ different policy instruments to make security. In some instances, they draw on their
own coercive capacities (see Hanson & Sigman, 2021); on other occasions, they rather set rules to incentivize
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governance contributions from other actors (see Genschel & Zangl, 2014; Levi-Faur, 2005; Majone, 1994, 1997;
Schilde, 2023). For instance, the gathering of intelligence about adversaries has always been crucial for protecting
states against imminent threats. To do so, governments have built up massive signals intelligence installations to
intercept worldwide communications by themselves. However, they have also commissioned and regulated pri-
vate firms, such as network operators, search engines, and cloud services, to intercept worldwide communications
for them. In this instance, national authorities have imposed rules on these private providers, so that they deliver
information that governments rely on to provide national security. In short, policy instruments vary.

Despite widespread empirical evidence of this variation, complexity and contestation, most analyses of global
security have—implicitly or explicitly—remained wedded to the established notion of the Westphalian state,
which monopolizes the political authority to make collectively binding decisions about security and draws on vast
state capacities for their autonomous implementation (Brooks, 2005; Huntington, 1957; Paul & Ripsman, 2010).
As a consequence, scholars lack adequate tools to re-conceptualize and empirically map the variation in contem-
porary security policy-making. We seek to fill this conceptual gap by arguing that various types of security states,
constituted by distinct configurations of authority foundations and policy instruments, co-exist in different poli-
ties and fields of security. We provide a novel typology that helps to capture the contested complexity in the mak-
ing of security in advanced Western democracies. By combining the distinctions between political and epistemic
authority as well as between capacities and rules (as policy instruments), we conceptualize four different ideal-
typical security states: (i) positive, (ii) managing, (iii) technocratic, and (iv) regulatory. This allows mapping the
making of security in different polities and different fields at different points in time. To back up our conceptual
arguments, we draw on illustrative examples, suggesting how our typology can help to approach sectoral, cross-
country, and intertemporal variation in various security states.

Our reconceptualization makes three contributions. First, it adds to regulatory governance theory (Abbott
et al., 2017, 2020; Genschel & Zangl, 2014; Jordana & Levi-Faur, 2004; Lavenex et al., 2021; Levi-Faur, 2005;
Majone, 1994, 1997; Vogel, 1998). On the one hand, introducing insights from regulatory governance scholarship
to the domain of global security helps to shed light on important but insufficiently understood variation in (i) the
foundations of authority and (ii) the prevailing policy instruments for security policy-making. On the other hand,
we theoretically advance regulatory governance approaches. Existing scholarship has usually considered particular
authority foundations and particular policy instruments in implicit conjunction (Abbott et al., 2020; Genschel &
Jachtenfuchs, 2013, 2023; Krahmann, 2008, 2017; Leander, 2005). By contrast, we differentiate between both ana-
lytical dimensions and demonstrate their distinct importance. Different alignments on these two dimensions sug-
gest different types of statehood. The type that is most distant from the traditional Westphalian state—the
regulatory security state—only prevails when epistemic authority is linked to regulatory policy instruments. Sec-
ond, our typology of security states also contributes to the research program on weaponized interdependence and
“new economic statecraft” (Farrell & Newman, 2019, 2023) by studying the interplay between sub-systemic types
of security states and the systemic conditions of weaponized interdependence. Third, our differentiation of the
Westphalian state into security states opens up productive empirical-analytical research avenues regarding
the causes of variation in types of security states as well as of shifts from one type to another.

In the remainder, we first distinguish two major authority foundations for making security. Second, we show
that, besides the employment of state capacities, the promulgation of rules to manage non-state actors can be
another prevailing policy instrument for making security. Based on our conceptualization of possible variation on
these two key dimensions, we suggest a differentiation of the uniform Westphalian state into different types: posi-
tive, managing, technocratic, and regulatory security states. We lay out their attributes and illustrate them with
evidence from a core domain of security policy, that is, the use of military force. We conclude by explicating the
value-added of our typology for several research avenues.

2. Variation in authority foundations

The first major variation in how states provide security refers to different authority foundations: who predomi-
nates in the process of policy-making and why are these actors recognized to make collectively binding decisions?
Our approach to these questions draws on David Lake’s notion of relational authority that “arises from an
exchange between governor and governed in which A provides a political order of value to B sufficient to offset
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the loss of freedom incurred in his subordination to A, and B confers the right on A to exert the restraints on his
behavior necessary to provide that order” (Lake, 2010, pp. 595–596; see Abbott et al., 2020). By contrast to
formal-legal notions of authority, a relational understanding starts out from this exchange relationship between
the ruler and the ruled. Control is traded against order. Relational authority, then, serves as the common ground
for more specific forms of authorities, which reflect two distinct answers to the who- and why-questions.

First, states may draw on political justifications to make security policy, such as using military force
(Zürn, 2018, p. 51). In this case, the source of governments’ (“who”) authority is the recognized claim that they
are in the rightful institutional position to make collectively binding decisions on how to protect community
members from security threats. The governed accept this claim to authority to the extent that they accept the
need for collectively binding decisions to promote order and to the extent that they recognize the institutional
position of the governor as the one who ought to make such decisions (“why”). From this follows that political
authority primarily rests on political entitlement and procedural legitimacy (Tallberg & Zürn, 2019, p. 594).
Those in power can make security policies because they have reached this position in accordance with widely
accepted procedures (e.g., democratic elections) (Genschel & Zangl, 2014; Majone, 1997; Scharpf, 1999).

Second, states may also draw on expertise or even enlist expert bodies (“who”) to make security. The source
of the epistemic authority of experts is the recognized claim that experts are most competent to produce a
security-relevant good or a standard of behavior and, thus, political order (“why”) (Esterling, 2004; May &
Koski, 2013; Sending, 2015). While elected policy-makers may remain formally in charge of making policies, they
as well as the governed accept experts’ claim to authority to the extent that they acknowledge the experts’ supe-
rior knowledge (Bode & Huelss, 2023; Dunn Cavelty & Smeets, 2023; Haas, 1992; Slayton & Clark-
Ginsberg, 2018). This form of epistemic authority, then, rests on substantive legitimacy, that is, the perceived
effectiveness of policy-making (Majone, 1997; Rietig, 2014; Scharpf, 1999). Those in power make and justify
security-relevant policies on the promise that these policies are based on superior expertise, thus outperforming
alternative suggestions (Abbott et al., 2020; De Silva & Holthoefer, 2023; Grassiani, 2018; Tanczer et al., 2018).

We thus suggest that epistemic authority prevails when governments defer to the authority of experts to make
security. Political decision-makers’ deference to experts implies, on the one hand, that experts have institutionally
guaranteed access to policy-making and possess considerable independence from political interference (i.e., their
institutional basis of epistemic authority). On the other hand, widely accepted justifications for policies are based
on evidence-based, “expertocratic” reasoning (i.e., their discursive basis of epistemic authority). Epistemic author-
ity prevails if institutional prerogatives for experts and their discursive dominance extend beyond the problem
definition and agenda setting phases of the policy cycle, where experts have always provided their input
(Lasswell, 1956; Sabatier, 1978; Weible & Sabatier, 2018), to the decision-making and implementation phase. Full
delegation of decision-making power to expert bodies is a strong indication of epistemic authority, but the latter
is also prevalent when political decision-makers cannot ignore the advice of experts for functional or legitimacy-
related reasons. Orders rest on epistemic authority as long as key stakeholders recognize experts’ claim to knowl-
edge and competence.

Yet, we also suggest that experts’ promises of superior effectiveness will not necessarily be fulfilled. Knowledge
claims may be informed by political or economic self-interest, they may be contested, and they are often inter-
twined with unequal material power positions that privilege some knowledge claims at the expense of others
(Slayton & Clark-Ginsberg, 2018). Whose expertise and knowledge claims count is often part of political contes-
tations and struggles (Dunn Cavelty & Smeets, 2023). Orders based on expertise are neither politically neutral
nor necessarily geared toward actually serving the common good (Bode & Huelss, 2023). Corporate experts, such
as big-tech companies may capture the policy-making process through a combination of their expertise and their
material-structural power—at the detriment of effective and legitimate policies (Obendiek & Seidl, 2023). In
short, orders based on epistemic authority are no ideal(ist) panacea for security policy-making.

While our conceptual disentanglement of Leviathan on its home turf challenges the uniform notion of the
Westphalian state as a monopolist of authority, it corresponds to numerous empirical observations (see Avant &
Haufler, 2018). For instance, multi-actor networks and “security assemblages” are engaged in benchmarking and
so-called evidence-based making of security (Abrahamsen & Williams, 2010). These experts are enlisted to pro-
duce superior outcomes and thus allegedly better security at a lower cost. While governments remain formally in
charge, they need to “sell” security policies to their constituencies on the basis of expertise. In military
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contracting, oversight bodies of experts are involved in monitoring outsourcing efforts in military operations
(Kruck, 2020). They often work at arm’s length from elected politicians, and decisions are routinely taken on the
basis of experts’ advice (Krahmann, 2010; Leander, 2005).

Deviations from the state as a monopolist security supplier, which relies on political authority, are the more
pronounced, the more we turn to historically less established forms of security policy such as the protection of
the digital space. Technological innovation provides manifold opportunities not only for distinct actors (“who”),
but also for different justifications for governing (“why”) (Tanczer et al., 2018; Weiss, 2018). More specifically,
the “technification” of the digital domain makes epistemic claims prevail over competing arguments
(Maurer, 2018; Obendiek & Seidl, 2023; Owen, 2015). Governments enlist technical experts for their advice so
that “the legitimacy granted to experts and the epistemic authority which computer and information scientists
hold allow them the privileged role as those who have the authority to speak about the unknown” (Hansen &
Nissenbaum, 2009, pp. 1166–1167). This technification not only entitles expert actors on the basis of their supe-
rior knowledge, but also expands the scope of their expert claims (Slayton, 2020, 2021).

In sum, the foundations of authority—and, therefore, the answers to the who- as well as the why-question about
making security—vary. In real-world processes of security policy-making, political and epistemic authority often co-
exist and may even reinforce each other. Nonetheless, we may fruitfully ask whether security policies in a particular
polity and field are made primarily on the basis of decision-makers’ political entitlement and procedural legitimacy,
or whether democratically elected governments defer to the epistemic authority of experts. The second scenario
becomes the more empirically prevalent, the more we move beyond historically established fields of military security.

3. Variation in policy instruments

A second major variation relates to how states make security. In line with regulatory governance approaches that
study other issue areas (Braithwaite, 2000; Jordana & Levi-Faur, 2004; Levi-Faur, 2005; Majone, 1994, 1997), we
differentiate between two policy instruments: States may employ their own coercive capacities, or they may set
regulatory incentives for other non-state actors to make security.

First, states may draw on their own capacities to respond to security threats (Huntington, 1957; Tilly, 1975).
Beyond extractive and administrative capacities, coercive capacities comprise the standing action resources
manifested in the armed forces, the police, and the intelligence services (Genschel & Jachtenfuchs, 2023;
Hanson & Sigman, 2021; Skocpol, 1985). Capacities-based governance relies on unilateral command-and-control,
which allows state institutions to autonomously implement their policies (Bruin, 2020; Paul & Ripsman, 2010). In
the traditional notion of the Westphalian state, the build-up and direct use of coercive state capacities takes clear
precedence over employing other policy instruments in making security (Genschel & Zangl, 2014).

Second, states may draw on rules and rely on indirect modes of security provision involving non-state actors.
This includes legislative, bureaucratic-administrative, and judicial rule-making and rule implementation in
national and transnational settings.2 These rules incentivize intermediary third parties, which states try to nudge
into making security in line with their interests (Abbott et al., 2017, 2020; Avant, 2004, 2005; Jordana & Levi-
Faur, 2004; Schilde, 2023; Weiss & Jankauskas, 2019). On the one hand, general rules, such as legislative acts, are
directed at a broad range of addressees and apply to all of them in the same way. Given their general scope and
applicability, these prescriptions have a widespread impact, but usually provide their addressees with some leeway
in how to implement them (Herr, 2021). On the other hand, states may also regulate by setting specific rules and
criteria through contracts, as illustrated by the contractual privatization of state-owned security suppliers
(Markusen, 2003; Weiss, 2021). Their specific nature limits the diffusion of these rules, but they exert a more
direct influence on the contract party. The implementation of rules is, thus, monitored more tightly.

Similar to the potential repercussions of epistemic authority, indirect rules-based governance may also facili-
tate capture of the policy-making process by non-state actors. Private actors may use their economic resources
and their structural power position in indirect security policy-making to pursue their particularistic economic or
political interests rather than the common good (see Carpenter & Moss, 2013). In fact, indirect rules-based gover-
nance often comes with the promise of more efficient governance but with the risk of states’ losing control to pri-
vate actors over the policy-making process and its outcomes (Abbott et al., 2020). By contrast, the migration
management literature has pointed out that non-state entities may also be co-opted by state actors, turning into
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“hand-maidens” of the state that enhance state authority and maneuver (see Lahav, 1998; Lori & Schilde, 2021;
Torpey, 2000).3

Independent from its consequences on state control, rules-based security policy-making is at odds with the
uniform notion of a Westphalian state that primarily draws on its own coercive capacities to make security.
Nonetheless, it is an empirical reality in contemporary security policy-making. For instance, given that most
advanced democratic states do not autonomously produce military goods and services (Kruck, 2014;
Weiss, 2021), a diverse set of private actors is involved in the preparation and use of armed force (Avant &
Haufler, 2018). The more security is made by markets, the more rules proliferate to (re-)regulate private actors
(see also Vogel, 1998). Governments buy military goods from privately owned companies, regulate their exports,
and hire private contractors to maintain the weapons in question: “Without contractor support, the United States
would not be able to arm and field an effective fighting force” (Schwartz et al., 2018, p. 1).

Rules-based security policy-making is the more pronounced, the more we turn to those domains, where gov-
ernments lack own capacities and hardly have any choice but to draw on third parties that help them design and
implement policies. An example is states’ attempt to secure cyberspace, where most states lack the option of
capacity-based approaches. Governments need to collaborate with telecommunication companies to protect hard-
ware, and also with firms that control the exchange of information (e.g., search engines, cloud services)
(Glen, 2018, pp. 121–142; Harris, 2014, pp. 134–135). They thus turn to a more indirect provision of digital secu-
rity, relying on private actors and their regulation (Boeke, 2018; Weiss & Jankauskas, 2019).

To sum up, rules-based security policies may not only supplement states’ capacities-based governance, as has
often been the case. They may even to a large extent substitute for states’ reliance on their own coercive capaci-
ties.4 Independent from the general or specific nature of rules, states may “steer” the making of security, while
non-state actors take over the “rowing”, that is, provide capacities that states lack (Braithwaite, 2000; Jordana &
Levi-Faur, 2004; Levi-Faur, 2005). Indirect provision of security empowers third parties in general and private
actors in novel domains of security in particular. Not only the who and why, but also the how of providing secu-
rity varies in contemporary security policy-making.

4. A typology of security states

We argue that these variations in the foundations of authority and in prevailing policy instruments are not only
relevant in their own right, but that considering the former in conjunction with the latter allows us to conceptu-
ally grasp and empirically study the differentiation of the Westphalian state into different types of security states.
Such conceptual efforts help to map the “contested complexity” in contemporary security policy-making and
allow us pointing out distinct logics of how states provide security in the 21st century.

The main objective of our typology of security states is to capture the prevailing type of security state in a
given polity and in a particular field of contemporary security politics. To be sure, we may also ask whether
a particular polity—a sovereign state or an international organization such as the EU5—in toto is predominantly
a regulatory security state or another type. Yet, more frequently, it will be fruitful to study whether a polity is a
particular type of security state with regard to a specific policy field of security. This implies that a given polity—
such as a sovereign state or an international organization—can be a regulatory security state in one policy field,
but a positive security state in another.

Our two dimensions constitute ideal-typical distinctions that may overlap in practice. Any security state in
the real world may, for instance, rely on a mix of political and epistemic authority as the foundation for its exer-
cise of power. Similarly, any security state in the real world may employ a combination of capacity and rules in
order to pursue policy objectives. No real-world security state has ever been completely autarchic; no security
state has fully abandoned state capacity and draws solely on rules in its effort to provide security. Moreover, some
combination of epistemic and political authority as well as of rules-based and capacity-based governance may be
necessary to provide effective and legitimate security policies (Genschel & Jachtenfuchs, 2023).

Yet, our goal is not to provide a recipe for effective and legitimate security statehood. We seek to capture dis-
tinct logics of how states do make security rather than how they should. We claim that our ideal-typical distinc-
tions will help to better map the observable variation in contemporary security policy-making. On their basis, we
can answer questions such as: Which type of security state is prevailing at a particular point in time, within a
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specific polity, and in a particular field of security? Which type of authority and policy instrument is predominant
at a given point in time? Is the relative importance of one type of authority or policy instrument increasing rela-
tive to the other? How does the predominant type of security state vary across different fields of security? Our
conceptual distinctions enable us to study not only variation across states and fields, but also allow us
approaching the question of continuity and change. Ultimately, we seek to disentangle Leviathan on its
home turf.

To do so, we combine the distinctions between political and epistemic authority and between capacity and
rules to build four types of security states: (i) positive, (ii) managing, (iii) technocratic, and (iv) regulatory (see
Fig. 1). The different types capture significant variation in who governs security, by what means, and on what jus-
tificatory grounds. To demonstrate the empirical applicability of our typological categories, we not only introduce
the abstract characteristics of the four types but further specify observable indicators for the domain of using mil-
itary force, which is conventionally regarded as the core domain of security policy (see Table 1). Therefore, it con-
stitutes a hard case for our claim that the Westphalian state is differentiating into different types. If we can point
to empirical indications that suggest we find different types of security states even in the domain of “use of mili-
tary force,” we should expect to find them even more so in less traditional domains of security, such as the pro-
tection of digital critical infrastructures or individual human security. Therefore, we illustrate the four security
states with examples from different countries and fields, which are all situated in the broad domain of use of mili-
tary force. These empirical instances exemplify our abstract concepts and support our overarching claim about
the differentiation of the Westphalian state in the making of security.

First, the positive security state (PSS) is the classical security state (Huntington, 1957) that is still taken for
granted by most scholars of global security (Bruin, 2020; Gilli & Gilli, 2019; Paul & Ripsman, 2010). When
scholars refer to the Westphalian security state, they normally have a PSS in mind. We do not dismiss its contin-
ued relevance. However, we do claim that a narrow and exclusive notion of the PSS is no longer adequate as it
discounts the growing empirical prevalence of the other three types. The PSS draws on political authority and
nationally owned and controlled coercive capacities to produce security-relevant collective goods itself. In the
PSS, state actors effectively claim the exclusive right to govern security matters based on their recognized institu-
tional position as rightful political authorities. At least in the liberal constitutional state, this political entitlement
stems from democratic procedures and involves legal constraints (Lake et al., 2021). The PSS relies on state
capacities as key policy instruments to pursue security goals.

When it comes to the use of military force, the PSS builds up, sustains, and directly employs vast coercive
state resources in the form of large standing armies and state-owned defense industries. The means of force are
in the hands of bureaucratic institutions and the state conducts all vital military activities on its own and without
significant involvement of non-state actors. It exercises command and control over the armed forces and directly
controls the provision of the means of force (Huntington, 1957; see also Montgomery, 2020; Narang, 2017). For
example, India’s defense sector, esp. when it comes to the provision of the means of force, can be considered such
a PSS. The Indian state has even preferred government-to-government imports of weaponry rather than

Four types of security 

state

Policy instrument 

Capaci�es Rules 

Founda�on 

of authority 

Poli�cal  

authority 

I) Posi�ve  

security state (PSS) 

II) Managing  

security state (MSS) 

Epistemic  

authority  

III) Technocra�c  

security state (TSS) 

IV) Regulatory  

security state (RSS) 

FIGURE 1 Four types of security states.
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exploiting the numerous market advantages of government-to-firm deals (Weiss, 2019, pp. 571–574). Political
authorities in India justify their exclusive right to make decisions over the provision of the means of force based
on legal and procedural arguments. This has been firmly entrenched in the historical set-up of India’s civil-
military relations (Cohen & Dasgupta, 2010). Politically accountable actors and institutions have for long
governed the production of force in a statist mode of governance.

Second, the managing security state (MSS) bases its claim to govern on political authority, just as the PSS
does. Politically accountable actors assert and justify the bindingness of their decisions with the claim that
they are in the rightful institutional position and act in the interest of the common good. They are recognized
as the ones who ought to make collectively binding decisions. However, in contrast to the PSS, the MSS relies
more strongly on rules and the enlistment of non-state actors rather than on its own capacity as a key policy
instrument (Genschel & Zangl, 2014). Therefore, a large number of—often powerful and sometimes
competing—non-state actors is involved in the production of the means of force and their use.6 The role of
the security state is focused on coordinating, overseeing, steering and most importantly regulating the gover-
nance contributions of non-state actors (Genschel & Zangl, 2014; Jordana & Levi-Faur, 2004; Levi-Faur, 2005).
Political authorities indirectly control the use and means of force through the promulgation and enforcement
of rules.

In the domain of use of military force, the MSS features lean armies and bureaucracies, as most defense
and security industries for military goods and services are privatized. State actors strongly rely on private con-
tractors as non-state contributors of indirect governance (Kruck, 2014, 2020), while both general and specific
rules to govern their relations proliferate. Western European allies of the United States in so called “nuclear
sharing” arrangements in the context of NATO provide an example of this type, as states such as Germany or
Italy heavily rely on the contributions by private defense contractors and their regulation when they fulfill their
countries’ responsibilities in the nuclear sharing arrangement with the United States. While the production,
maintenance, and modernization of nuclear force capabilities as such follows a PSS regime, the potential deliv-
ery systems (e.g., fighter aircraft) of Western European partner states in nuclear sharing are neither developed
nor produced by those countries’ state capacities, but by private entities according to certified requirement
schemes.

As a consequence, states such as Germany and Italy, which are involved in the field of nuclear sharing, are
MSSs, as they heavily draw on non-state providers of security services, such as defense contractors rather than
state-owned laboratories or state-run arms manufacturers. Moreover, nuclear sharing arrangements have a strong
regulatory component, as they are not only characterized by specific rules between public and private actors that
govern their economic exchange relations, but they also depend on general rules, such as technical standards and
certification schemes.7 Thus, political decision-makers in partner states involved in nuclear sharing rely on rules
for private commercial actors to make nuclear sharing work. At the same time, states do clearly not defer to non-
state experts’ authority in making decisions about nuclear force. Rather, as typical of MSSs, they mainly retain
hierarchical control over non-state providers of security. Reaffirming their political right and prerogative to
decide over nuclear force, state actors effectively call the shots while collaborating with private actors as instru-
ments for the pursuit of their political goals.

Third, the technocratic security state (TSS) bases its claim to exercise authority on expertise, while using
capacity-based instruments. In this type of security state, the possession—or attribution—of expertise, which is
claimed to lead to better performance and more effective security policies at a lower cost, is the key foundation of
authority. Whereas the PSS is characterized by a high level of centralization, a unified and generalist civil service,
and expansive hierarchical bureaucracies, the TSS relies more heavily on specialized expert agencies and expert
commissions operating at arm’s length from central government (Dunn Cavelty & Smeets, 2023; Hansen &
Nissenbaum, 2009, pp. 1166–1167; Rittberger & Wonka, 2013). However, much like the PSS, the TSS draws on
capacities. It builds up and further enhances its own capacities for the direct production of collective security
goods. Where experts from both public and private sides are involved in policy-making, private experts largely
remain under hierarchical state control (Slayton & Clark-Ginsberg, 2018), and state actors seek to keep or
insource crucial capabilities.

In the domain of use of military force, specialized expert institutions within the TSS directly shape the use
and means of force rather than primarily relying on non-state actors’ contributions. Take the example of the UK
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in the field of intelligence, in general, and crisis warning, in particular (Meyer et al., 2020, pp. 56–57). The
UK has built strong state capacities in the form of specialized resource-strong intelligence agencies. They are
located within the state apparatus—rather than being outside of it as would be typical of an MSS. At the same
time, their expert authority does not replace but supersedes the political authority of elected decision-makers in
the UK to make authoritative calls about crises. While the intelligence experts in the competent British state agen-
cies do not always successfully persuade political decision-makers, the latter face severe difficulties to ignore their
advice. The reason is that these intelligence experts normally justify their right to shape decisions over the use of
force in terms of superior knowledge and performance in “warning about war” rather than political entitlement
and democratic procedures (Meyer et al., 2020). As a consequence, resource-rich “expertocrats” from within the
state apparatus govern the provision of intelligence about (and for) the use of force.

Fourth, the regulatory security state (RSS) relies on epistemic authority as its main foundation and employs
rules as the predominant policy instrument for achieving its security goals. It is legitimated by claims to expert
knowledge by both private actors and state regulators. Independent expertise thus serves as the basis for making
binding decisions on the use and the means of force (see Majone, 1997, p. 154). The RSS is characterized by the
proliferation of public, private and hybrid security actors and institutions with a specialization in a fairly narrow
range of policy issues. These diverse actors may have both converging and diverging interests, ranging from the
pursuit of national security to pecuniary economic concerns and the consolidation of political power. Thus, the
level of contested complexity is arguably highest in the RSS.

Multi-actor networks and “security assemblages” (Abrahamsen & Williams, 2010; Tanczer et al., 2018)
complement and partly even replace the generalist bureaucracy prevailing in the PSS with its bureaucratic
command-and-control mode. The RSS employs—general and specific—rules to incentivize and manage gover-
nance contributions from non-state actors. Regulation is key for state actors who will regularly have to worry
about private intermediaries pursuing their own economic or political agendas the more assertively, the more
indispensable they become for the state in indirect governance (Abbott et al., 2020; Kruck, 2020). Thus, rule-
making and rule-enforcement, rather than the autonomous build-up of capacities, are key priorities and activities
of the RSS (Majone, 1997, pp. 143–144; see also Weiss, 2021). Formal contracts and contractual legal obligations
govern public–private coordination.

With regard to the domain of use of military force, state institutions of the RSS heavily rely on non-state
actors to support and conduct warfare. They employ legal contracts, rules, and litigation with private security
providers to safeguard ultimate state control over the use of force. Yet, unlike in the MSS, non-state actors are
not mere vehicles of decision-makers’ political authority but, due to their expert authority, recognized co-
producers of decisions and activities related to warfare. Consider middle powers, such as Germany, but also the
superpower United States in the field of cyber warfare as an example of RSSs: In these polities, “the private sector
is not a ‘partner’ of government, but the ‘supported command’” (Healey, 2013, p. 25), when it comes to cyber
warfare. As political actors, such as democratically elected governments, have been latecomers in cyberspace, this
has guaranteed private companies a comparative advantage in setting the rules of the game and acquiring episte-
mic authority in this field: “Cybersecurity differs from most other security fields in that a private market for
cybersecurity services and tools already existed by the time governments really started to consider cyberspace a
domain for military operations” (Maurer, 2018, p. 71).

Such a powerful position of private corporate experts, which, together with a strong reliance on rules- rather
than capacities-based governance, characterizes the RSS, applies not only to middle powers, such as Germany,
but even to those state actors that are considered to be the most powerful ones in setting the rules of cyberspace.
The US National Security Agency (NSA) “is dependent on corporations that build software and hardware and
that own and operate portions of the Internet. The agency would find itself generally out of the surveillance
and cyber warfare business without the cooperation of these companies” (Harris, 2014, p. 88). In other words,
private digital experts have acquired the authority to shape the rules and thus the conduct of cyber warfare in the
United States and most democratic military powers.

Table 1 summarizes key observable attributes of the four types, in particular for the domain of use of force.
We highlight commonalities and differences across the different types. This helps to designate in empirical
research the (ideal-)type of security state to which a real-world entity most closely approximates in a particular
field of security.
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5. Conclusion: What can we learn by moving from “the” Westphalian state toward types of
security states?

This paper has shown that making security may rely on epistemic as well as political authority and on capacities
as well as rules. Taking empirically observable variations in authority foundations and policy instruments seri-
ously requires overcoming the notion of a uniform Westphalian state and replacing it with a new conceptual
vocabulary of different types of security state. We argue that this typology is analytically productive because it
opens up new research avenues for explaining variation in the making of security policies. It also advances the
prominent research program on “new economic statecraft” by specifying the domestic institutional foundations
for weaponized interdependence (Farrell & Newman, 2019, 2023). Furthermore, its conceptualization of epistemic
authority advances research on regulatory governance by conceiving of it as a distinct constitutive dimension of
particular security states.

First, our typology paves the way for a systematic study of the causes of the emergence of PSSs, MSSs, TSSs,
and RSSs. This may include cross-country or cross-regional analyses of global trends and divergent patterns in
the prevalence of different types; cross-sectoral explanations of commonalities and differences across fields of
security; or the tracing of continuities and disruptions in the emergence of security states over time. While our

TABLE 1 Attributes of different types of security states

I) Positive security
state

II) Managing security
state

III) Technocratic security
state

IV) Regulatory security
state

Who
makes
security
decisions?

Political actors are in
charge and have direct
control over large
standing armies,
numerous and generalist
bureaucratic staff, and
state-owned defense
industries.

Political actors are in
charge and largely have
control over lean armies
and bureaucracies, as
most defense and
security industries for
military goods and
services are privatized.

Though political actors
remain formally in
charge, they have
difficulty in deciding
against advice from
public experts. De facto,
specialized expert
agencies within the state
control decision-making.

Though political actors
remain formally in
charge, expertise gaps
and the institutional
independence of expert
bodies render them
unable to act against
public and private
experts’ advice. De facto,
experts control
complexes of specialized
(public, private and
hybrid) institutions.

Why are
actors
recognized
to make
these
decisions?

Those in charge
procedurally justify their
right to make security
decisions on the basis of
their institutional
position that rightfully
empowers them to do so.
They stress the
monopolist nature of
their political authority.

Those in charge
procedurally justify their
right to make security
decisions on the basis of
their rightful institutional
position. Yet, the
importance and
influence of non-state
contributors is widely
accepted.

Specialized expertise and
expected performance
justify the right to shape
effective decisions, which
remain the formal
responsibility of elected
politicians.

Superior expertise, the
expectation of effective
decisions and thus
performance claims
justify the right to
impose collectively
binding security
decisions, even if those
are still formally taken by
elected politicians.

How do
state actors
govern
warfare?

State actors themselves
deploy coercive
capacities in the form of
operational resources
without significantly
involving non-state
actors.

Both general and specific
rules proliferate. State
actors rely on non-state
contributors to warfare,
but hierarchical control
is maintained.

State actors consult with
private experts, but
private expertise is
hierarchically controlled
by the state. Expert
agencies within the state
serve as operational
resources; rules are
secondary.

General and specific
rules predominate.
Conflicts over their
enactment are resolved
by litigation. State actors
strongly rely on non-
state contributors based
on contractual
relationships.
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main ambition in this article is conceptual, we consider particular structural drivers as promising first cuts for
theorizing variations in types of security states and shifts from one type to another.

Technological change has historically challenged existing patterns of how to provide security (Bode &
Huelss, 2018; Horowitz, 2010; Weiss, 2018). Ceteris paribus, technological innovation increases the relevance of
epistemic authority in policy-making. For example, the advance of information technologies has created an
enhanced demand for technical expertise in security states (Dunn Cavelty & Wenger, 2020). When political
actors are responsible for, but hardly capable of, mitigating threats arising from technological innovation, they
will empower more competent experts (Abbott et al., 2020) inside the state or enlist expertise from outside the
bureaucratic apparatus.

Besides technological innovation, different types of security pressures might invite different ways of organiz-
ing the provision of security policies (Genschel & Jachtenfuchs, 2023; Kelemen & McNamara, 2022). Ceteris par-
ibus, we would expect that direct military threats foster the build-up of coercive state capacities. Moreover, the
presence of a direct military threat should also bolster the political authority of decision-makers via the creation
of mass support. By contrast, when facing diffuse security risks, state actors will be more inclined to rely on
incentivizing and regulating contributions from non-state third parties specialized in addressing these risks, while
deferring to their expert judgment (Weiss & Biermann, 2022; Weiss & Jankauskas, 2019).

However, public and private security actors may interpret and politically channel technology- and threat-
driven demands in different ways. The supply of different security states will be shaped by varying interest and
power constellations, institutions, and prevailing ideas (Hall, 1997; Hay, 2004; Majone, 1997; Moe, 2019;
Thatcher & Stone Sweet, 2002). Our typology enables in-depth theoretical and empirical investigations into the
politics of security state reforms. Different types of security state entail distinct winners and losers, who will fight
for the realization of their varying preferences and ideas. Different groups of actors—political decision-makers,
bureaucracies, specialized agencies, non-state experts, business actors, and others—will push for distinct designs
of the security state, which are conducive to their respective interests and reflect their ideas. They will promulgate
different definitions of threats and varying conceptions of adequate policy responses. Therefore, one may theorize
that the type of security state resulting from discursive struggles and “quiet politics” depends on those actors’
interests that are able to deploy superior bargaining and discursive power.

Our second main contribution is that our typology sheds light on how different types of states are associated with
the systemic conditions of weaponized interdependence. Scholars of the “new economic security state” (Farrell &
Newman, 2023) have identified the security consequences of global economic networks, when “some states are able
to leverage interdependent relations to coerce others” (Farrell & Newman, 2019, p. 45; see also Drezner et al., 2021).
Our typology of security states facilitates research on how, on the one hand, different types of security states may
drive—or constrain—the emergence of weaponized interdependence; and how, on the other hand, exposure to weap-
onized interdependence may shape security state reform in targeted states toward different types.

Globalization is the driving force behind the formation of powerful economic networks of private actors, which,
in turn, can be manipulated and used by states for political coercion. Whereas weaponized interdependence
research has so far highlighted the structural effects of globalization on the rise of networks of powerful private
actors, we can specify important sub-systemic conditions that enable or constrain the emergence of these networks
in the first place. Different types of security states will be more or less inclined toward employing strategies of weap-
onized interdependence (Bach & Newman, 2007). The PSS primarily engages in more traditional strategies and tac-
tics of asymmetric interdependence, as we know them from the classical literature (Keohane & Nye, 1973). Power is
important; yet, it is mostly exercised in direct and often bilateral ways between states. By contrast, the more global
security issues are governed by states relying on expertise and rules, the more a network constellation may evolve
and the more network effects (e.g., chokepoints) may become conceivable.

Thus, the TSS and, in particular, the MSS and the RSS drive the emergence of weaponized interdependence.
They all empower experts and non-state actors so that the network effects theorized by weaponized
interdependence become conceivable. TSSs promote the creation and expansion of transnational and trans-
governmental networks of experts (i.e. agencies). The rules these networks make and spread globally are an
important source of state power as they reflect and promote different states’ interests to different degrees
(Büthe & Mattli, 2011). The MSS typically promulgates politically motivated regulation and standardization via
non-state intermediaries, which are particularly prone to network effects. Given the combination of powerful
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non-state actors and rule-setting with great potential for economies of scale, the RSS is particularly conducive to
the emergence of networks, which, in turn, provide manifold opportunities for weaponized interdependence.
Take the prominent SWIFT (i.e., Society for Worldwide Interbank Financial Telecommunication) network under
Belgian law as an instance of how the RSS subsumes formerly economic sectors under a security logic. Control
over SWIFT basically allows to cut states off from the global financial settlement system. The combination of
rules-based governance and epistemic authority has helped to convert these forces of globalization into a political
weapon, which has been heavily employed by the United States and the EU to compel Russia in the context of its
2022 invasion of Ukraine (Sanger & Crowley, 2021; Shalal et al., 2021).

Our typology also invites theoretically and politically important research on how security states may respond
to pressures from weaponized interdependence. When a state, in a particular field, is facing another state’s use of
networked coercion, how will it try to cope with this? On the one hand, the state may try to re-shape control over
global networks in a way that provides the state with more leverage over the networks. Seeking to improve its
own ability to use networked coercion, the state may also reform its domestic institutional structures in a way
that is conducive to its exercise of weaponized interdependence. Previous literature on global market governance
suggests that the RSS is particularly well positioned to employ—and deal with—networked coercion (Bach &
Newman, 2007) due to its proficiency in indirect, rules-based governance as well as its strong public-private ties
to business actors. This would imply that pressures from weaponized interdependence in particular fields and
polities will reinforce the emergence of RSSs in these fields and countries as they try to get more competent at
playing the game of weaponized interdependence.

On the other hand, states may respond to the expected deployment of weaponized interdependence by trying to
isolate themselves from harmful global networks. Reducing dependence on global business networks, for instance in
the trade of semi-conductors, suggests enhancing the security state’s own autonomous capacities, for example, in
the production and maintenance of critical digital infrastructures. Thus, efforts to withdraw from global networks
and become more self-sufficient may spark reform toward the PSS as the targeted states try to (re-)build the capaci-
ties for playing a different kind of game. Future research could fruitfully explore under what conditions states’
expected exposure to weaponized interdependence will spur reform toward the RSS (i.e., enhancing states’ ability to
employ networked coercion) or the PSS (i.e., enhancing states’ ability to evade networked coercion).

Third, disentangling “the” security state into different types not only contributes to research on weaponized
interdependence and allows for a better understanding of the contested complexity in contemporary security
policy-making. It also contributes to advancing regulatory governance theory. We conceptualize the role of
experts in a normally contested issue area as a constitutive attribute of particular types of security states and thus
separate it conceptually from regulation as a policy instrument. On the one hand, this highlights that expertise-
based governance does not have to be rules-based governance as epistemic authority may also combine with
capacities in a TSS (e.g. within intelligence agencies). Yet, the independence of experts in TSSs is different than
what we know about experts in other policy fields that regulatory governance scholars have analyzed
(e.g., Benish & Levi-Faur, 2020; Guidi et al., 2020): TSSs regularly preserve some hierarchical control over their
capacities. On the other hand, our conceptualization emphasizes that an RSS is not only constituted by the pre-
dominant use of rules as policy instrument, but that reliance on epistemic authority is also necessary for this
mode of making security in a complex and contested policy domain (Bode & Huelss, 2023; Obendiek &
Seidl, 2023). In the RSS, Leviathan not only employs rules, it also defers to security experts.
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Endnotes
1 First, our understanding of security encompasses not only the protection of individuals and political collectivities against

direct violent threats, but also safeguarding their ability to act as purposive entities in, for instance, digital spaces (see Bör-
zel & Zürn, 2021, 293; Farrand & Carrapico, 2022; Wolfers, 1962, 150–151). Second, making security involves all stages of
the policy cycle (Lasswell, 1956; Weible & Sabatier, 2018); however, due to our focus on authority and the ultimate choice
of policy instruments we pay particular attention to the decision-making stage. Third, we conceive of security states as
national or supranational polities that can make collectively binding decisions within a distinct security field at a certain
point of time (Kruck & Weiss, 2023; see Section 4).

2 By contrast, some scholars of regulatory governance adopt a narrower understanding of regulation as “bureaucratic and
administrative rulemaking” (Levi-Faur, 2011, see also Koop & Lodge, 2017).

3 We thank an anonymous reviewer for highlighting this point.
4 We consider it an open question whether and when rules-based security governance is an effective and legitimate way of

providing security or whether rules-based governance necessarily has to be complemented by state capacities to produce
effective and legitimate policies.

5 Our notion of security states applies to both national and supranational polities in which governors exchange the provision
of security for the right to rule over the governed. Such “states” may be, but are not necessarily, based on national sover-
eignty, so that the European Union (EU) can be as much a security state as the United States or Singapore (see Kruck &
Weiss, 2023).

6 For developments in the issue area of security which we subsume under the MSS, see Avant (2005), Betz and Stevens
(2011), Boeke (2018), Dunigan and Petersohn (2015), and Owen (2015).

7 As long as NATO states, such as Germany or Belgium, seek to participate in nuclear sharing and they operate certified
delivery systems, one may speak of a conventional exchange relationship between public and private actors in the use of
military force. Similar to standard-setting in the world economy (Büthe & Mattli, 2011), however, rules-based governance
in particular unfolds its relevance over time. Nuclear sharing is based on strict certification schemes, which critically
reduces the number of available suppliers of delivery systems. It may come as no surprise then that, today, NATO’s nuclear
sharing countries have the choices of either buying American or engaging in highly costly certification processes with
uncertain prospects to succeed both technically and legally.
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