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Abstract
After the initial surge in decentralized finance, widespread public adoption did not materialize. A predominant portion of
the populace harbors distrust towards the crypto asset market. Conversely, banks, serving as intermediaries in financial
management, enjoy heightened trust. The contemporary development within the banking sector indicates an inclination
towards integrating into the crypto asset market. This integration results in new business models for banking institutions and
emergent opportunities for their clientele. Prior research addresses perceptions surrounding cryptocurrencies. The present
research augments this field by investigating the acceptance of crypto assets. Specifically, we conducted an empirical user
study to analyze investing behaviors. By adapting the theoretical framework of the technology acceptance model to the
unique characteristics of crypto assets, we highlight acceptance drivers. Notable variances in awareness of crypto assets
affect investment decisions. The findings of this study contribute to social welfare by identifying impediments to sustainable
investment practices. Additionally, these insights facilitate a more sophisticated comprehension of strategic alternatives
available to banking institutions.

Keywords Crypto assets · Digital assets · Acceptance · Investment banking · DeFi · Blockchain

JEL Classification G110 · G41 · G210

Introduction

Financial institutions are entering the crypto market (Singh,
2022). For investors, this development opens up a secure
gateway for crypto investments (Auer et al., 2023b). Since
2018, American financial institutions have applied for spot
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bitcoin exchange-traded products (ETPs) (Gensler, 2024).
The year 2024 marks a milestone; the SEC approved the
listing and trading of ETP shares (Gensler, 2024). In the
European market, new forms of ETPs reflect a development
in a similar direction (Singh, 2022). In response, the EU
introduced a regulatory foundation for markets in crypto
assets (MiCA) (Maia & ao dos Santos, 2021; Ferreira &
Sandner, 2021). These changes contradict the original phi-
losophy of decentralized finance (DeFi). Distributed trust
(Seidel, 2018) without pre-existing trusted intermediaries
(Schär, 2021; Zetzsche et al., 2020). Enabled by blockchain
technology, the vision was an open financial system (Chen
& Bellavitis, 2020).

An observation of the DeFi market shows that the busi-
nessmodels differ in their degree of decentralization (Katona,
2021). Against the ideology of DeFi, new intermediaries
emerged after eliminating the existing ones (Langley &
Leyshon, 2021). An example is financial technology (Fin-
Tech), where technology companies substituted financial
institutions (Chen & Bellavitis, 2020; Piñeiro-Chousa et al.,
2022).Despite this ambiguity, the totalmarket value of crypto
assets increased over the years (Gramlich et al., 2023). The
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observation raises the question of whether investors demand
and support re-intermediation (Schwiderowski et al., 2023b).
The notion of re-intermediation appeared as a complemen-
tary perspective on institutional intermediaries becoming
obsolete through the decentralization of finance. Hence, it
subsumes the possibilities for financial intermediaries to
react to the decentralization of transactions (Feulner et al.,
2022).

Previous studies examined individuals’ intention to adopt
cryptocurrencies (Alqaryouti et al., 2020; Sagheer et al.,
2022) or their awareness of the crypto market (Henry et al.,
2018). The findings show that the main motivation for
investing in crypto assets is a combination of technolog-
ical curiosity (Presthus & O’Malley, 2017) and distrust
in financial systems (Bohr & Bashir, 2014). However, a
recent research stream on the role of trust in crypto invest-
ment decisions provided evidence that trust in institutions
and blockchain technology is not interchangeable (Lockl &
Stoetzer, 2021; Jalan et al., 2023). Furthermore, a recent
empirical study has shown that an individual’s literacy level
can predict crypto asset investment behavior (Pilatin&Önder
Dilek, 2023). Yet, research still needs to explore the individ-
ual’s intention to invest in crypto assets under the boundary
condition of financial institutions as re-intermediaries. This
study contributes to this emerging research and investigates
the following research questions:

RQ 1. Which factors influence individual’s crypto asset
investment behavior under the boundary condition of re-
intermediation?

RQ 2. How can financial institutions participate in the
crypto ecosystem and strengthen the crypto asset accep-
tance?

By adapting the theoretical perspective of technology
acceptance, we address our research questions. In doing so,
we built a theoretical model by synthesizing user trust theory,
the theory of planned behavior (TPB), and the technology
acceptance model (TAM) to align with the nature of crypto
asset investment and to comprehend an individual’s intention
to invest. In this vein, we conducted a quantitative user study
to provide empirical support for our theoretical model. Due
to changing legislation, crypto asset trading varies by time
and country (Auer et al., 2023b). To study the impact of re-
intermediation, we focus on countries where the involvement
of the banking industry is high across the population. Thus,
we sampled our data from countries of the DACH region
(Germany, Austria, and Switzerland).

This research makes a threefold contribution to the exist-
ing literature. Firstly, we introduce an exploratory model for
the context of crypto asset investment.While previous studies
have primarily concentrated either on cryptocurrency accep-
tance (Mendoza-Tello et al., 2019; Voskobojnikov et al.,
2021a) or the role of trust in investment behavior (Lockl &
Stoetzer, 2021), we explore both for emerging crypto asset

classes, such as crypto tokens (Schwiderowski et al., 2023a).
Secondly,most quantitative research on crypto assets focuses
on countries with minimal financial institution involvement
and low reputation levels among the population. Our empir-
ical study analyzes the influencing factors of crypto asset
investment, particularly in an environment where banks
are significant in the digital age. Thirdly, by validating
established hypotheses, we provide a more comprehensive
understanding of the factors influencing investor acceptance
of crypto assets and explain behavior toward investment deci-
sions. Thereby, our contribution to electronicmarket research
involves exploring the interplay between technology and
market dynamics, leveraging blockchain perspectives and
advancing from financial institutions’ pioneering integration
efforts (Alt et al., 2024; Alt, 2020).

The structure remainder of the paper is as follows: Sec-
tion “Research background” introduces the crypto asset
investment ecosystem, technology acceptance in thefinancial
industry, and related work pertinent to our research. Section
“Research model and hypothesis development” details the
development of our hypotheses and presentation of our the-
oretical research model. Section “Study design” describes
our study design, the measurements, sampling strategy, and
data collection. We present the findings from the quantitative
analysis in Section “Results” and discuss them in Section
“Discussion.” We conclude with Section “Conclusion” by
summarizing our main findings.

Research background

Ecosystem for crypto assets investment

Change of banking: Developments initiated primarily in
information technology and the emergence of FinTech sig-
nificantly impact the investment ecosystem (Schwiderowski
et al., 2023b; Piñeiro-Chousa et al., 2022). They lead to
substantial alterations in the financial sector propelled by
technical innovations, new regulations, or escalating cus-
tomer demands (Yavas et al., 2004). Online and mobile
banking haswitnessed a surge in popularity in the past decade
due to client requests and technological advancements (Luo
et al., 2010; Riffai et al., 2012). This significant shift allows
customers to conduct banking activities remotely, rather than
visiting a bank physically, by utilizing mobile applications
(Al-Somali et al., 2009; Lee, 2009). As digitization pro-
gresses and the financial sector undergoes transformation,
new digital currencies are emerging (Minesso et al., 2022;
Allen et al., 2022). Central banks, as intermediaries with
considerable power and influence, are spearheading initia-
tives for central bank digital currencies (CBDC), including
the digital Euro (Auer et al., 2023a; Allen et al., 2022).
These CBDCs can utilize blockchain technology to enhance
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privacy, trust, and security (Tronnier et al., 2022;Bech&Gar-
ratt, 2017). With the advent of blockchain in recent years,
a plethora of use cases occurred in the financial industry,
encompassing areas such as trade finance, compliance, secu-
rity, and customer service (Guo & Liang, 2016; Korpela
et al., 2017; Garg et al., 2021). Moreover, the integration
of blockchain technology in the financial industry facili-
tates distributed clearing mechanisms, credit information
systems, and innovations in supply chain finance (Guo &
Liang, 2016; Korpela et al., 2017; Dutta et al., 2020). By
embracing blockchain integration in processes and structures
at an organizational level, banks can enhance their resilience
in the dynamic financial landscape (Mishra et al., 2023; Zei
et al., 2024). Prior to the blockchain movement’s emergence,
transferring small amounts was not profitable (Schär, 2021;
Piñeiro-Chousa et al., 2022). Decentralized market transac-
tionswere hindered by high trading costs, such as exchanging
money across different banks and countries, as well as lack of
financial inclusion (Gramlich et al., 2023; Ferreira & Sand-
ner, 2021).

Understanding crypto assets: In the context of crypto
assets, the increasing relevance of crypto assets and other
DeFi services links to their perceived advantages over tra-
ditional assets, including faster and cheaper transactions,
greater accessibility, more credibility, and greater trans-
parency (Schwiderowski et al., 2023b; Gramlich et al.,
2023; Chen & Bellavitis, 2020). Crypto assets are based on
blockchain as their underlying technology (Voskobojnikov
et al., 2021a; Schär, 2021). They facilitate the creation and
secure storage of digital representations of tangible or intan-
gible objects within the DeFi environment (Schwiderowski
et al., 2023a; Kreppmeier et al., 2023; Sockin & Xiong,
2023). The DeFi ecosystem (Piñeiro-Chousa et al., 2022;
Schär, 2021) represents a decentralized financial system uti-
lizing smart contracts to design financial services that aim
for transparency and interoperability (Zetzsche et al., 2020).
Assets pertinent to DeFi or blockchain include digital art,
tickets, collectibles (physically existent but traded digitally),
and digital exchange objects such as immaterial football
cards, in-game items, and rights to real estate that are tradable
digitally (Kreppmeier et al., 2023;Whitaker&Kräussl, 2020;
Valeonti et al., 2021; Sockin & Xiong, 2023). Crypto assets
can be distributed through mechanisms such as initial coin
offerings, which individuals also use for investing in organi-
zations, particularly startups (Howell et al., 2020; Bruckner
et al., 2023). A distinction exists between crypto tokens
with payment (e.g., cryptocurrencies), asset (e.g., tokenized
shares), and utility functions (e.g., items that enable access
to online games) (Schwiderowski et al., 2023a). Cryptocur-
rencies are extensively investigated as payment tokens due
to their spendability and economic impact (Mendoza-Tello
et al., 2019; Rehman et al., 2020). Furthermore, non-fungible

tokens are digital assets tradable on blockchain technol-
ogy, providing a proof-of-ownership (Chalmers et al., 2022;
Valeonti et al., 2021). In addition, tokenization and token
economy, which entail representing objects and their own-
ership using blockchain, are widely applied concepts in
organizations’ digital supply chains with an emphasis on
traceability (Pytel et al., 2023; Sunyaev et al., 2021; Dutta
et al., 2020). Tokens representing ownership of assets enable
the division of previously immobile or indivisible valuable
objects into smaller digital sub-units, a process known as
fractionalization (Whitaker & Kräussl, 2020; Kreppmeier
et al., 2023). This concept of fractionalization also holds
significance for providers or artists, as it allows for equity
ownership and profit realization with each subsequent trade
(Whitaker & Kräussl, 2020).

New intermediary: A plethora of new players is inundating
the financial world currently, along with a diverse range of
new investment products and environments (Voskobojnikov
et al., 2021a; Gramlich et al., 2023). Historically, a limited
number of influential entities dominated this field, leading
to the lack of a central and unbiased authority (Chen &
Bellavitis, 2020; Howell et al., 2020). Large financial insti-
tutions, especially banks, held a near-monopolistic stance.
Presently, emerging business models enabled by new tech-
nology offer innovative value propositions to users (Chen &
Bellavitis, 2020; Schwiderowski et al., 2023b). A shift in the
investment opportunities available to private investors pre-
cipitates this evolution (Piñeiro-Chousa et al., 2022). In the
contemporary landscape, customers have access to a vari-
ety of investment options. These include traditional avenues
such as precious metals (e.g., gold), currencies (e.g., the US
dollar), and investments (e.g., funds, stocks, and shares),
alongside tangible assets like watches or cars, and crypto
assets (Ferreira & Sandner, 2021; Wurgler, 2000; Gram-
lich et al., 2023). The integration of blockchain technology
has revolutionized the approach by offering a digital and
automated concept of security, anonymity, transparency, and
data integrity. This concept obviates the need for a central-
ized, trusted intermediary in controlling market activities
and transactions (Chalmers et al., 2022; Gramlich et al.,
2023; Zetzsche et al., 2020). However, new entities, such
as application providers, are now entering the ecosystem
and diminishing the influence of established players (Chen
& Bellavitis, 2020; Gramlich et al., 2023). A considerable
body of literature on disintermediation also refers to “re-
intermediation” to describe the structural transformations in
the banking industry (Schwiderowski et al., 2023b).

In this context, the elimination of any intermediaries from
the ecosystem in connection with the blockchain concept is
rather an idealization that obscures the actual substitution.
New players, such as technology companies, are replac-
ing financial institutions (Chen & Bellavitis, 2020). Figure1
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Fig. 1 Influence of disintermediation and re-intermediation (I and II) in financial market

illustrates the change in the financial market and involved
intermediaries. This shift is partly due to intermediaries’
advantages, such as reducing transaction costs, consolidat-
ing existing offerings, and providing a more diverse range
for users. Nevertheless, they are essential in forgoing con-
nections between different segments of the ecosystem (Chen
& Bellavitis, 2020).

According to Voskobojnikov et al. (2021a), there is an
expectation of a further increase in the supply of crypto
assets. It is also improbable that the number of intermediaries
will remain at the current level. Identifying the causal barri-
ers to acceptance must be addressed to make the technology
more appealing to a broader audience is crucial. Failing to
address these barriers could result in an increasingly complex
and daunting ecosystem for users.

Technology acceptance in the financial industry

As digitization permeates daily life, the acceptance and adop-
tion of emerging technologies is a significant field of research
(Ajzen, 2020; Taherdoost, 2018). Technology acceptance, in
contrast to rejection, refers to the positive decision by users to
adopt an innovation or new technology. Especially in social
and linguistic contexts, there is often a conflation of terms
such as attitude, user suitability, and adoption (Müller-Böling
& Müller, 1986). Numerous models in this field of informa-
tion systems address this topic, each considering different
determinants (Venkatesh et al., 2003). The technology accep-
tance model (TAM), proposed by Davis (1985), serves as a
foundational framework in many research endeavors (Dinev
& Hu, 2007; Featherman & Pavlou, 2003). By now, it is
one of the most popular models focusing on the explana-
tory power regarding acceptance (Jockisch, 2010). Its origins
trace back to the Theory of Reasoned Action (Fishbein &
Ajzen, 1975), a psychological model that aims to predict the

behavioral intention of an individual (Davis, 1985). Theory
of reasoned action and its extension, the Theory of Planned
Behavior (TPB), have undergone extensive scientific test-
ing and application (Ajzen, 1991; Lee, 2009; Wu & Chen,
2005). Beyond individual perspectives, numerous research
approaches also consider groups and organizations in the
context of technology adoption (Venkatesh et al., 2016). The
TAM2 and TAM3models introduce new variables compared
to the original approach (Venkatesh et al., 2000, 2016). Fur-
thermore, the Unified Theory of Acceptance and Use of
Technology (UTAUT) is a well-established model in this
domain (Venkatesh et al., 2003). Additionally, there is a
model by Taylor & Todd (1995) that merges the TAM with
the Theory of Planned Behavior, termed Combined Technol-
ogy Acceptance Model and Theory of Planned Behaviors.

Related work

Research in the domain of technology acceptance within
information systems has been conducted in various sectors,
including e-services (Featherman & Pavlou, 2003), social
media (Hansen et al., 2018), intelligent systems (Wanner
et al., 2022), and online environments (Kuen et al., 2023).
The advent of online and mobile banking represented a glob-
ally significant shift in the digitization process, integrating
finance and information systems (Sathye, 1999; Al-Somali
et al., 2009; Mutahar et al., 2018; Riffai et al., 2012). Lee
(2009) examined the impact of risk on the adoption of
online banking. Luo et al. (2010) expanded this analysis by
observing users’ behavior with a scope on trust and risk. In
the context of cryptocurrency adoption, technology accep-
tance studies have been carried out in multiple countries,
including Spain (Arias-Oliva et al., 2019), China (Shahzad
et al., 2018), Turkey (Pilatin & Önder Dilek, 2023), Thai-
land (Namahoot & Rattanawiboonsom, 2022), and South
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Africa (Walton & Johnston, 2018). Additionally, researchers
explored users’ perceived risk (Abramova & Böhme, 2016;
Jariyapan et al., 2022) as well as financial literacy (Jariya-
pan et al., 2022). Albayati et al. (2020) and (Mendoza-Tello
et al., 2019) investigate financial transactions involving cryp-
tocurrencies in e-commerce. Notably, there was specific
research on the adoption and technology acceptance of Bit-
coin (Folkinshteyn & Lennon, 2016; Abramova & Böhme,
2016). However, research on the adoption and acceptance
of crypto assets remains relatively limited. Pilatin & Önder
Dilek (2023) examined technology acceptance using a lead-
ing model in Turkey. Additionally, Voskobojnikov et al.
(2021a) investigated the adoption of cryptocurrencies and
crypto assets with a focus on risk and trust.

To gain an overview, Fig. 2 illustrates the related work
and structure of the literature in two matrices. The first one
structures the literature on a thematic focus. The second one
illuminates the existing acceptance research on the topic. We
summarize from Fig. 2 that there needs to be more research
on the thematic focus of crypto assets. In the following, we
conceptualize our research model with positioning regarding
trust, risk, and awareness.

Researchmodel and hypothesis
development

Our research centers on identifying the drivers influencing
investment behavior in crypto assets and how banks can sus-
tainably position themselves in the crypto market to enhance
acceptance among the broad masses. To achieve a theoreti-
cal understanding, we will employ a technology acceptance
model (Davis, 1989),which aptly suits the research needs and
allows for expansion with concepts derived from literature.

We incorporate extensional theoretical frameworks and
constructs, such as the theory of planned behavior and the
theory of reasoned action. These frameworks,which are asso-
ciated with cognitive approaches, address human behavior in
certain situations (Ajzen, 1991; Wu & Chen, 2005; Taylor &
Todd, 1995). The complementary elements are detailed in
the hypotheses chapter.

Our research model, named the crypto assets acceptance
model, encompasses core components, the crypto assets
extension, and moderators (as illustrated in Fig. 3). The con-
structs and hypotheses of the core components are primarily
founded on technology acceptance research in informa-
tion systems, particularly in the crypto field (Davis, 1989).
The crypto assets extension enriches the model with new
constructs, aiming to provide a comprehensive view. This
includes focusing on users’ awareness, risk, trust, and behav-
ioral control. The constructs and hypotheses from both the
core and crypto extension derived from the literature are suc-
cinctly outlined.

Awareness (AW) of investing in crypto assets

The awareness of technology, including its provision as a
service (Rogers & Shoemaker, 1971), is crucial in infor-
mation systems research on technology acceptance behavior
(Dinev&Hu, 2007). Given the limited research on the behav-
ior in investing in new and innovative crypto assets, we use
research on the technological transformation of finance and
banking as a foundation. In contexts such as technology
adoption in online banking or digital currencies, technology
awareness is a fundamental component of many empiri-
cal studies, and its impact on the behavior is confirmed
(Sathye, 1999; Al-Somali et al., 2009; Riffai et al., 2012). In
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Fig. 3 Crypto assets acceptance model

detail, several studies demonstrate that awareness influences
perceived risk (Mutahar et al., 2018), perceived usefulness
(Al-Somali et al., 2009;Mutahar et al., 2018), perceived ease
of use (Mutahar et al., 2018) or attitude toward using as well
as behavioral intention (Sathye, 1999; Riffai et al., 2012;
Dinev & Hu, 2007). In cryptocurrency technology adoption,
the link between technology awareness in using crypto assets
in Pakistan and perceived risk, ease of use, and usefulness
was examined (Sagheer et al., 2022). Additional research
explored the relationship between awareness and intention
to use Bitcoin as a cryptocurrency in China (Shahzad et al.,
2018).

We hypothesize that awareness of investing in crypto
assets is critical to the perceived risk of potential private
investors. In our crypto assets acceptancemodel,we assume a
higher level of awareness and education of our people regard-
ing the technology as well as the providing service when
investing in crypto assets will decrease the perceived risk
as individuals recognize risks with less loss (Mutahar et al.,
2018). Furthermore, based on current research, we anticipate
awareness positively impacting perceived behavioral control,
usefulness, and ease of use when investing in crypto assets
(Al-Somali et al., 2009; Sagheer et al., 2022; Mutahar et al.,
2018). With increased awareness about the underlying tech-
nology and the service provided for investing in crypto assets,
more potential private investors are likely to believe that their
performance will be improved.

Hypothesis 1a. Awareness negatively influences the per-
ceived risk of investing in crypto assets.

Hypothesis 1b. Awareness positively influences the per-
ceived behavioral control of investing in crypto assets.

Hypothesis 1c. Awareness positively influences the per-
ceived ease of use of investing in crypto assets.

Hypothesis 1d. Awareness positively influences the per-
ceived usefulness of investing in crypto assets.

Perceived risk (PR) of investing in crypto assets

Bauer (1967) characterized perceived risk as a combination
of uncertainty and the severity of outcome, examining con-
sumer behavior anduncertainty concerning the consequences
of product use. Additionally, Peter et al. (1976) conceptual-
ized perceived risk as a type of subjective expected loss.With
the evolution of consumer behavior and the advent of online
services, perceived risk has expanded beyond just concerns
about fraud or product quality. Perceived risk now encom-
passes potential losses when using an e-service to achieve
a desired outcome (Featherman & Pavlou, 2003). In the
domains of finance, banking, and technology, perceived risk
includes dimensions such as social, financial, security, and
time (Lee, 2009; Featherman & Pavlou, 2003).

In the specific area of mobile banking, a subset of finance
and investing in crypto assets, perceived risk is a crucial com-
ponent of technology acceptance models. Various studies
have assessed the impact of perceived risk in mobile banking
services for users, who are the same target group as potential
private investors for our survey (Lee, 2019; Luo et al., 2010).
Furthermore, financial research has explored the relationship
between perceived risk and investment performance, noting a
direct positive effect (Thai et al., 2017). Cuong& Jian (2014)
conducted a study on the Vietnamese stockmarket, affirming
the presence and influence of psychological factors, such as
risk psychology, on individuals’ attitudes toward investing.

Research focusing on perceived risk in the context
of crypto assets remains limited. An empirical study by
Mendoza-Tello et al. (2019) investigates perceived risk in
the acceptance of cryptocurrencies as monetary transactions

123



Electronic Markets (2024) 34 :37 Page 7 of 24 37

in e-commerce. Further studies by Jariyapan et al. (2022),
Arias-Oliva et al. (2019), Namahoot & Rattanawiboon-
som (2022), and Abramova & Böhme (2016) examined the
influence of perceived risk on behavior intention regarding
cryptocurrency adoption. Risk mitigation in non-fungible
token (Schwiderowski et al., 2023b) and regulation (Fer-
reira & Sandner, 2021) play significant roles in crypto assets
research. Investing in crypto assets is similar to using online
banking services, so we adapt social, financial, and security
risks from the online banking sector. Emotional, financial,
and security concerns are central to trusting technology
and managing money and assets (Lee, 2009; Featherman &
Pavlou, 2003; Voskobojnikov et al., 2021a). Regarding the
behavior of investing in crypto assets, we argue that individu-
alswith a higher expected loss (perceived risk) exhibit a lower
perception of usefulness (Mutahar et al., 2018; Mendoza-
Tello et al., 2019).

Hypothesis 2. Perceived risk negatively influences the
perceived usefulness of investing in crypto assets.

Perceived trust (PT) of investing in crypto assets

The theory of trust perception examines various components:
propensity for trust, institution-based trust, andbeliefs in trust
(Mayer et al., 1995). Trust is paramount in establishing and
endorsing a specific system or technology, fostering a pos-
itive rapport among citizens (Pavlou & Fygenson, 2006).
Additionally, trust is a foundational element in economic
and social research, particularly in contexts characterized
by uncertainty, authority delegation, and the potential for
opportunistic behavior (Gefen et al., 2003; McKnight et al.,
2002; Pavlou & Fygenson, 2006). Empirical studies on tech-
nology adoption (Wanner et al., 2022; Kuen et al., 2023;
Hansen et al., 2018; Wu & Chen, 2005; Lee & Turban,
2001) frequently incorporate trust as a significant variable.
In subsequent research focusing on technology adoption and
acceptance in the financial sector, trust plays a vital role (Luo
et al., 2010; Cheng et al., 2008).

In the realm of investment behavior, perceived trust is uti-
lized in technology acceptance to comprehend investment
behavior. These studies observe an effect on the attitude
toward using as well as the intention to use crypto assets,
particularly cryptocurrencies (Mendoza-Tello et al., 2019;
Albayati et al., 2020;Voskobojnikov et al., 2021a).An empir-
ical study could not confirm distrust of traditional banks as
a driver for joining DeFi services (Lockl & Stoetzer, 2021).
We identify research with detailed analysis of trust issues
within the cryptocurrency ecosystem, encompassing aspects
such as wallets, fraud detection, security, market factors, and
stakeholder analysis (Rehman et al., 2020). Aswe investigate
the acceptance of crypto asset investments, we hypothesize
that the perceived trust of potential private investors affects
their intention to invest in crypto assets.

Hypothesis 3. Perceived trust positively influences atti-
tude toward investing in crypto assets.

Perceived behavioral control (PBC) of investing in
crypto assets

Individual behavior, particularly the roles of individual orga-
nizational members and social systems, is elucidated and
predicted via the theory of planned behavior, an exten-
sion of the theory of reasoned action (Fishbein & Ajzen,
1975; Ajzen, 1991). This behavior includes attitude, per-
ceived behavioral control, and subjective norms. The attitude
explains how an individual evaluates the behavior in ques-
tion, either favorably or unfavorably. Additionally, perceived
behavioral control refers to an individual’s perception of
how easy or difficult it is to perform the behavior. Accord-
ing to Taylor & Todd (1995), perceived behavioral control
encompasses external and internal behavioral constraints as
well as resources and technology facilitating actions (Ajzen,
1991). Subjective norm signifies the perceived organizational
or social pressure exerted on a person aiming to undertake
a specific behavior (Ajzen, 1991; Lee, 2009; Wu & Chen,
2005).

In this study, we amalgamate the extended technology
acceptance model with the theory of planned behavior in line
with Hansen et al. (2018), incorporating perceived behav-
ioral control and attitude. Behavioral control is a commonly
employed construct in the acceptance of technology (Taylor
&Todd, 1995;Venkatesh et al., 2003, 2000).Numerous stud-
ies in information systems and finance address the construct
of perceived behavioral control (Hansen et al., 2018; Wu &
Chen, 2005; Dinev & Hu, 2007). In the context of Internet
banking, Lee (2009) defined perceived behavioral control as
an individual’s perception of the ease or difficulty of per-
forming the behavior in question and confirmed its effect
on behavioral intention. Moreover, significant support exists
for the positive influence of behavioral control and behav-
ioral intention in integrating Bitcoin in South Africa (Walton
& Johnston, 2018) and in Turkey (Pilatin & Önder Dilek,
2023). Consequently, we find that when investing in crypto
assets, the individual’s perceived behavioral control impacts
behavioral intention.

Hypothesis 4. Perceived behavioral control positively
influences behavioral intention of investing in crypto assets.

Perceived ease of use (PEOU) of investing in crypto
assets

As a core component in alignment with (Davis, 1989), per-
ceived ease of use is the degree to which an individual
believes that a particular system or technology would be
effortless to use (Davis, 1989;Venkatesh et al., 2003). Studies
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in the financial field focusing on technology acceptance have
explored the effect of the perceived ease of use and per-
ceived usefulness (Lee, 2009; Featherman & Pavlou, 2003),
the behavioral intention to use (Dinev & Hu, 2007) and the
attitude (Lee, 2009; Al-Somali et al., 2009). Other examina-
tions have verified the influence of perceived ease of use on
the attitude towards using and perceived usefulness in adopt-
ing cryptocurrencies (Albayati et al., 2020; Folkinshteyn &
Lennon, 2016; Mendoza-Tello et al., 2019; Shahzad et al.,
2018). Ultimately, we conclude that the perceived ease of
use when investing in crypto assets affects individuals’ per-
ceived usefulness and attitude toward using.

Hypothesis 5a.Perceived ease of use positively influences
perceived usefulness of investing in crypto assets.

Hypothesis 5b.Perceived ease of use positively influences
attitude toward investing in crypto assets.

Perceived usefulness (PU) of investing in crypto
assets

According to Davis (1989), the core component of per-
ceived usefulness articulates the extent towhich an individual
believes that utilizing a specific system would be advan-
tageous and augment their performance in activities. The
correlation and effect between perceived usefulness and
attitude toward using, as well as behavioral intention, are
evidenced in numerous empirical studies on technology
acceptance in information systems (Lee, 2009; Dinev & Hu,
2007; Davis, 1989). Additionally, research on blockchain or
cryptocurrency adoption frequently incorporates perceived
usefulness (Albayati et al., 2020; Namahoot & Rattanawi-
boonsom, 2022; Mendoza-Tello et al., 2019; Jariyapan et al.,
2022). Schwiderowski et al. (2023b) examine the value
creation in the non-fungible tokenmarket for collectors, plat-
forms, and artists.We anticipate that the perceived usefulness
of private investors when investing in crypto assets affects
their behavioral intention and attitude toward using.

Hypothesis 6a. Perceived usefulness positively influences
attitude toward investing in crypto assets.

Hypothesis 6b. Perceived usefulness positively influences
behavioral intention of investing in crypto assets.

Attitude toward investing in crypto assets (ATT) and
behavioral intention (BI) of investing in crypto
assets

In amalgamating the technology acceptance model with the
theory of planned behavior, attitude and behavioral intention
emerge as pivotal factors (Ajzen, 1991; Davis, 1989; Taylor
& Todd, 1995). Behavioral intention quantifies an individ-
ual’s commitment to enacting specific behaviors (Ajzen,
1991; Taylor & Todd, 1995). As elucidated by Taylor &

Todd (1995), attitude constitutes an evaluative assessment
and exerts a direct influence on behavioral intention. Further
research extensively discusses the significance of attitude in
technology acceptance research (Venkatesh et al., 2003). We
follow Dinev & Hu (2007); Pavlou & Fygenson (2006); Lee
(2009) incorporating in our crypto assets acceptance model
the attitude towards investing in crypto assets and behav-
ioral intention to invest in crypto assets.Moreover, we expect
a positive impact of attitude on the behavioral intention to
invest in crypto assets.

Hypothesis 7. Attitude toward using positively influences
behavioral intention of investing in crypto assets.

Study design

To evaluate and investigate our research model and hypothe-
ses, we conduct a study to gain insights into the private
investor perspective on investing in crypto assets. For our
study, we conceptualized and performed a qualitative cross-
sectional analysis to explore the current barriers to adoption
and the perspectives of retail investors on investing in crypto
assets. To do this, we need to specify the target audience in
our study. As we explore the current perspective of poten-
tial private investors in crypto assets, we require an audience
with cultural similarities and a consolidated financial and
banking system. In addition, we limit the countries to Aus-
tria, Germany, and Switzerland, the DACH region, as these
countries have similar cultural behaviors and are a strong
economic sub-environment in Europe (Müller, 2018). Fur-
thermore, considering the future role of banks, we require
an audience with a similar financial system and awareness
and trust in the system. This region, where banks will face
challenges with crypto assets in the future, is pivotal for ana-
lyzing barriers to accepting crypto assets from the perspective
of potential private investors. Given the multilingual popu-
lation in this region, speaking Italian, French, and German,
we offer bilingual study in English and German to facilitate
participation. Figure4 provides a timeline of the conducted
studies.

Preliminary work

In the first step of our study development, we conducted
two preliminary studies (n = 155 students and their social
environment) to identify important aspects and perspectives
for investment in crypto assets. The first study comprises
n = 72 and the second n = 83 participants. We communi-
cated the pilot studies to undergraduate students via lectures
and social media. Furthermore, we conducted a literature
review to analyze preliminary work for the used constructs
and measurements. The results of our preliminary studies
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Preliminary Work Crypto Assets Acceptance Study

Two studies with n=155 

participants

March and April 2023

Workshops to select

constructs and related

measurement items

April 2023

Main study with n=888 

participants

July 2023

One pretest with n=50 

participants

June 2023

Fig. 4 Time sequence of the conducted studies

and the findings of our literature review form an important
foundation for the design of our study. We used this foun-
dation and derived our first draft of the research model, the
constructs, and measurements. Table 1 illustrates the used
measurements: awareness, perceived behavioral control, per-
ceived trust, perceived risk, perceived usefulness, perceived
ease of use, attitude toward using, and behavioral intention
to use. The table details the selection procedure of our mea-
surement items and the resulting items for each reduction.
We used various measurement items from the existing pub-
lications to provide a scientifically grounded basis for our
model. The measurement items for awareness are primarily
derived fromDinev&Hu (2007) andAl-Somali et al. (2009).
Combining technology acceptance following Davis (1989)
and Ajzen (1991) in our crypto assets acceptance model, we
collected the items for recognizing perceived behavioral con-
trol from Taylor & Todd (1995), Lee (2009), and Venkatesh
et al. (2000). Following the definition of trust by Mayer et al.
(1995),wegather our questions for the survey fromstudies on
technology acceptance in crypto and information systemcon-
text (Cheng et al., 2008; Wanner et al., 2022; Lee & Turban,
2001). The measurement items for risk are from Feather-
man & Pavlou (2003). As the foundation of our model, we
assemble the questions for usefulness, ease of use, attitude,
and behavioral intention in accordance with Davis (1989).

Internal project teamworkshop

In this phase of research, we conducted a workshop within
our team to evaluate the selected constructs and related
measurement items.Within the heterogeneous team,wecom-
bined different knowledge bases in areas such as DeFi,
business model development, and innovation management
in order to scrutinize the previous findings and integrate new
aspects and views. This process allowed us a thorough dis-
cussion of the previously selected items in more depth and
the creation of a new, improved selection. We discussed the
measurement items in detail. We assessed the suitability of
each question for the study’s context, including whether any
question overlapped. Following this, we refined the finalized
ones to start the pretest with these measurement items, aim-
ing to capture acceptance for investing in crypto assets as
accurately as possible.

Pretest

After finalizing the crypto assets acceptance model as our
research model and the survey, we conducted a pretest to
evaluate the study design. In this pretest, we involved n =
50 participants for data collection with a balanced repre-
sentation between men and women. We then evaluated the
results and checked for potential errors within our study or in
the translation between English and German. Therefore, we
analyzed the differences between the answers of the different
languages. Further, we examined tendencies toward neutral,
overly positive, and overly negative responses to eliminate
misleading questions or wording. We analyzed our partici-
pants’ crypto experience and the control question along with
consistency, convergent, indicator reliability, and discrimi-
nant validation.Wedidnot find any critical problems in anyof
our evaluation tests. For our pretest, we used prolific.uk with
a country of residence filter (German, Austria, and Switzer-
land) and fluent languages (English and German) to address
our target group and collect the data.

Main study

We started the data collection of our final main study with
a total of n = 888 participants. Table 2 provides the partic-
ipants’ demographics for the main study. Most participants
in our survey are aged between 20 and 30 years and based
in Germany. We also recognized an unequal distribution of
gender among the attendees.We deployed our survey on pro-
lific.uk as a data collection tool in July 2023. In doing so, we
operated language fluency and country of residence filters to
target our audience.

Our main study design is based on the elaborated crypto
assets acceptance model with its constructs and measure-
ment items. The participants begin our survey by selecting
their preferred language. In addition, demographic questions
about gender, age, and investment experience complete the
first section of our survey design. Prolific.uk gives us more
demographics about our participants, such as the residence.
The second section briefly explains crypto asset investing to
ensure a consistent understanding. Participants will then be
asked to answer a fewmore questions about their demograph-
ics and interest in crypto assets. The subsequent section of our
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Table 1 Measurements of crypto assets acceptance model: (I. preliminary work, II. authors’ internal discussion, III. pretest, IV. main study)

Construct Short Measurement item Sources Sequential reduction
I II III IV

AW AW1 I receive enough information about investing in crypto
assets

(1, 2) x x x x

AW2 I receive enough information about the benefits of
investing in crypto assets

(1, 2) x x x x

AW3 Bank supports would provide an incentive to use
crypto assets

(3, 4) x x x

AW4 I would invest more in crypto assets if my bank man-
ages and controls my investment

x x x

AW5 I think that when needed, I will get enough guidance
from the bank related to investments in crypto assets

(1, 2) x x x

AW6 I think that using crypto assets can offer me a wider
range of finance and investment opportunities

(5) x x x x

AW7 I am aware of investment into crypto assets (6, 7) x x x

AW8 For me, an investment in crypto assets is more attrac-
tive than ordinary investment (e.g., stock, etf, real
estate)

(7) x x x x

AW9 I am likely to participate educational/ training pro-
grams regarding the overall features of investing in
crypto assets

(7) x x x

AW10 In general, I know about investing in crypto assets (6) x

AW11 I never received information about investing in crypto
assets from bank

(1) x

PBC PBC1 I have control over my crypto assets (5, 8, 9, 10) x x x x

PBC2 I have resources necessary to invest into crypto assets (5, 8, 9, 10) x x x x

PBC3 I have the knowledge necessary to invest into crypto
assets

(5, 8, 9, 10) x x x x

PBC4 Given the resources, opportunities and knowledge it
takes to invest into crypto assets, it would be easy for
me to do it

(9) x x x x

PBC5 I would be able to use the investment in crypto assets (5, 8, 10) x

PT PT1 It would be easy for me to trust investment into crypto
assets

(11, 12, 13) x x x x

PT2 My tendency to trust in investments into crypto asstes
would be high

(11, 12, 13) x x x x

PT3 I trust in the benefits of Investing in crypto assets (1) x x x x

PT4 I would tend to trust investments into crypto assets,
even though I have little or no knowledge of it

(11, 12, 13) x x x x

PT5 The service providers for crypto assets (wallet
provider, crypto-exchange, banks) give the impression
that they keep promises and commitments

(1, 3, 12, 14) x x x x

PT6 I believe the crypto asset providers keepmy best inter-
ests in mind

(1, 3, 12, 14) x x x x

PT7 Trusting crypto asset investments is not difficult for
me

(11, 12) x

PT8 If I required help, the service provider for investing in
crypto assets would do ist best to help me

(13) x

PT9 I would characterize crypto asset investment site as
honest

(13) x

PT10 Investing in crypto assets is trustworthy (1, 3, 14) x
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Table 1 continued

Construct Short Measurement item Sources Sequential reduction
I II III IV

PR PR1 When investing money digital in crypto assets, I am
afraid that I will lose money

(5, 15) x x x x

PR2 I’m sure that if I decided to invest in crypto assets and
something went wrong with it, my friends, family and
colleagues would think less of me

(5, 15) x x x

PR3 I am worried about investing in crypto assets because
other people may be able to access (hack) my account

(2, 5, 15, 16) x x x x

PR4 Investing in crypto assets makes me feel nervous (2, 15) x x x x

PR5 What are the chances that you stand to lose money if
you use the investment in crypto assets?

(15) x

PR6 Investments in crypto assets are dangerous to use (15) x

PR7 What are the chances that using crypto asset invest-
ments will negatively affect the way others think of
you?

(15) x

PR8 The security systems built into the crypto assets are
not strong enough to protect my investments

(15) x

PU PU1 Crypto assets enable me to accomplish investments
more quickly

(9, 12, 17, 18) x x x x

PU2 Investing in crypto assets would improve my invest-
ment performance

(1, 17) x x x x

PU3 Investing in crypto assets would decrease the transac-
tion fee

(3, 7, 17) x x x

PU4 Crypto assets gives me greater control over my invest-
ments

(9, 17, 18) x x x x

PU5 I would find investing in crypto assets useful in my
job

(9, 17) x

PU6 Overall, I would find investing in crypto assets to be
advantageous

(5, 8, 12, 19) x

PU7 I think that investing in crypto assets would enable me
to improve the performance utilizing servcies

(1, 2) x

PEOU PEOU1 Investing in crypto assets wouldmakes it easier to take
care of my money

(3, 5, 17) x x x x

PEOU2 I expect to become, or I am already skilled at using
crypto assets for Investment

(1, 9, 17) x x x x

PEOU3 Learning to use and invest into crypto assets will be
or has been easy

(1, 9, 17) x x x x

PEOU4 Investing in crypto asset is clear and understandable (6, 9, 17, 18) x x x x

PEOU5 I would find investing in crypto assets to be flexible
to interact with

(2, 17) x

PEOU6 Investing in crypto assets does not require a lot of my
mental effort

(5, 10) x

PEOU7 I often become confused when I think about investing
in crypto assets

(7) x

ATT ATT1 Overall, my attitude towards crypto assets for invest-
ment is positive

(1) x x x x

ATT2 Using crypto assets for investment would be a good
idea

(5, 8, 9, 12, 17) x x x x

ATT3 I am interested in investing in crypto assets (3, 9) x x x x

ATT4 I feel financial transactions overall will be better with
investing in crypto assets

(3) x x x x
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Table 1 continued

Construct Short Measurement item Sources Sequential reduction
I II III IV

ATT5 Using crypto assets for investment would be a wise
idea

(5, 6, 8, 12) x

ATT6 Using crypto assets for investment would be a foolish
idea

(6, 8) x

ATT7 Using crypto assets for investmentwould be a bad idea (6, 8, 9) x

ATT8 Investing in crypto assets is fun (9) x

BI BI1 I intend to use investment in crypto assets (8, 17, 18) x x x x

BI2 I already use investment in crypto assets x x x x

BI3 I will use crypto assets for investment on regular basis
in the future

(1, 8, 9, 18) x x x x

BI4 I expect my use of crypto assets for investment to
continue in the future

(1, 8, 9, 18) x x x x

BI5 I will strongly recommend others to use crypto assets
for investment

(1) x x x x

BI6 I will always try to invest in crypto assets in my daily
life

(9, 18) x

BI7 Assuming I have access to crypto assets, I intend to
invest in it

(2, 3, 10) x

BI8 Given that I have access to crypto assets, I predict that
I would invest in it

(3, 10) x

BI9 If I have access to crypto asset investments, I want to
use it as much as possible

(2) x

Sources: (1) Al-Somali et al. (2009), (2) Mutahar et al. (2018), (3) Albayati et al. (2020), (4) Sagheer et al. (2022), (5) Lee (2009), (6) Dinev &
Hu (2007), (7) Shahzad et al. (2018), (8) Taylor & Todd (1995), (9) Venkatesh et al. (2003), (10) Wu & Chen (2005), (11) Lee & Turban (2001),
(12) Cheng et al. (2008), (13) Wanner et al. (2022), (14) Hansen et al. (2018), (15) Featherman & Pavlou (2003), (16) Luo et al. (2010), (17) Davis
(1989), (18) Mendoza-Tello et al. (2019), (19) Walton & Johnston (2018)

study design contains the measurement questions (see Fig. 1)
related to the constructs in our crypto assets acceptance
model. Finally, participants can give us personal feedback
on our research and questionnaire.

We checked the collected data and the model in several
quality performance analyses as the intention was to ana-
lyze direct and indirect effects using Structural Equation
Modelling (SEM) (Zhao et al., 2010; Hair Jr et al., 2021).
In the following, we briefly outline the procedure for the
main study, as this is the most relevant for our paper. Before
testing the structural model, we explored the measurement
model to ensure the reliability and validity of the constructs
and measurement items (indicators). Table 3 provides an
overview of the reliability analysis of the constructs.We ana-
lyzed the relations between measures of constructs, items,
and the designed constructs. By examining the measure-
ment model, we checked for internal consistency, convergent
(composite) reliability, convergence reliability (average vari-
ance extracted), and discriminant validity (cross-loadings;
Fornell-Larcker criterion).

First, we approved the sampling adequacy of the data
at hand to show that it is appropriate for the objective
of structural equation modeling. We are able to reject the

null hypothesis (p < 0,01) of the Bartlett’s test and the
Kaiser-Meyer-Olkin test result shows a remarkable value
(0.96). Second, we explored themeasurementmodel in terms
of the reliability and validity of constructs and indicators.
At first, not all constructs achieved the desired thresh-
old for Cronbach’s alpha and average variance extracted,
whereas Dillon-Goldstein’s rho and eigenvalues were above
the respective thresholds. Cronbach’s alpha was below the
threshold for the construct perceived risk, and the average
variance extracted was below the threshold for the con-
struct awareness. Therefore, we analyzed the item loadings
and communalities to identify items from the measurement
model that are not explained well by the construct variable.
Items AW3, AW4, AW5, AW7, AW9, PR2, and PU3 were
thus excluded from the measurement model, resulting in an
overall good reliability of all constructs. Finally, none of the
constructs failed the Fornell-Larcker criterion. Tables 3 and 4
illustrate the final measurement model assessment. Besides
checking the loadings (see Table 3) of the indicators with
their latent constructs, we checked the cross-loadings and
did not observe any.

With the results, we conducted a mediation analysis based
on the direct and indirect effects observed to investigate the
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Table 2 Demographics of main
study

Characteristics Attributes Frequency Percentage

Gender Male 508 57.21%

Female 365 41.10%

Diverse 15 1.69%

Age < 20 29 3.27%

20–30 508 57.21%

31–40 261 29.39%

41–50 57 6.42%

51–60 23 2.59%

> 60 10 1.13%

Residence Austria 67 7.55%

Germany 782 88.06%

Switzerland 38 4.28%

Investment Experience Beginner 440 49.55%

Advanced Beginner 311 35.02%

Experienced User 129 14.53%

Expert 7 0.79%

Other 1 0.11%

Prior experience with invest-
ment types

Stock, Indieces, ETF’s, Funds 629 70.83%

Commodities like gold and sil-
ver

148 16.67%

Currencies 90 10.14%

Tangible assets (cars, pictures,
sneaker,...)

139 15.65%

Start-ups 28 3.15%

Real estate 113 12.73%

Crypto assets 255 28.72%

Other 70 7.88%

Experience with crypto assets None 453 51.01%

0–2 years 251 28.27%

3–4 years 112 12.61%

5–6 years 52 5.86%

7–8 years 11 1.24%

9–10 years 4 0.45%

> 10 years 5 0.56%

role of user’s awareness, perceived risks, perceived trust, and
perceived behavioral control on their intention to invest in
crypto assets. Theron, we follow the methodology presented
by Zhao et al. (2010) and Hair Jr et al. (2021). In doing so,
we derived the mediation effects by analyzing the direct and
indirect effects within our researchmodel presented in Fig. 5.
Lastly, we investigate the moderating effects of gender, age,
prior investment, and crypto asset experience on perceived
behavioral control and awareness in our study. No significant
findings were identified in this analysis.

Results

Assessment of the structural model

After evaluating the quality of the measurement model and
items in the study, we inspected the structural component
and estimation results of our crypto assets acceptance model.
Figure5 illustrates the estimated model results, where the
direct effects are depicted as path coefficients in the pro-
posed research model, and the observed indirect effects are
delineated below.
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Table 3 Reliability analysis of
constructs

Construct Number
of items

Internal con-
sistency

Indicators Composite
reliability

First eigenvalue Factor loadings

AW 3 0.72 AW1 0.83 2.22 0.78

AW2 0.79

AW6 0.70

PBC 4 0.86 PBC1 0.90 2.83 0.82

PBC2 0.82

PBC3 0.88

PBC4 0.86

PT 6 0.91 PT1 0.93 4.11 0.87

PT2 0.90

PT3 0.88

PT4 0.78

PT5 0.75

PT6 0.78

PR 3 0.73 PR1 0.85 1.96 0.89

PR3 0.57

PR4 0.90

PU 4 0.80 PU1 0.89 2.16 0.77

PU2 0.88

PU4 0.88

PEOU 4 0.79 PEOU1 0.86 2.44 0.78

PEOU2 0.80

PEOU3 0.74

PEOU4 0.76

ATT 4 0.94 ATT1 0.96 3.41 0.94

ATT2 0.94

ATT3 0.92

ATT4 0.89

BI 5 0.92 BI1 0.94 3.86 0.93

BI2 0.75

BI3 0.94

BI4 0.94

BI5 0.81

With the results, we conducted a mediation analysis based
on the direct and indirect effects observed to investigate the
role of user’s awareness, perceived risks, perceived trust,
and perceived behavioral control on their intention to invest
in crypto assets. Theron, we follow the methodology pre-
sented by Zhao et al. (2010); Hair Jr et al. (2021). In doing
so, we derived the mediation effects by analyzing the direct
and indirect effects within our research model presented in
Fig. 5.

To assess the overall quality of our structural model, we
first examine the proportion of variance for the structural part.

The coefficient of determination of our proposed research
model demonstrates that 0.79 of variance in the endogenous
latent construct can be accounted for by its predictors, i.e.,
its independent latent constructs. This finding confirms that
the observed effect of behavioral intention to invest in crypto
assets is substantial. Our proposed crypto assets acceptance
model can explain a relatively high proportion of variation
of intention to adopt investing in crypto assets. In the fol-
lowing sections, we will first examine the role of the core
constructs as well as then thoroughly examine the exogenous
and endogenous constructs of our Crypto Assets Extension.
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Table 4 Convergent validity analysis of constructs

Construct Composite reliability Average variance extracted

AW 0.83 0.55

PR 0.85 0.64

PT 0.92 0.69

PEOU 0.86 0.60

PU 0.88 0.72

PBC 0.90 0.71

ATT 0.96 0.85

BI 0.94 0.78

Connecting the core constructs

The study explores the relationship betweenperceived ease of
use, usefulness, and attitude on behavioral intention to invest
in crypto assets. Accordingly, we postulate with H5, H6, and
H7 a positive relation between ease of use and usefulness
to attitude and a positive impact from usefulness on attitude
to behavioral intention. Concerning the link between ease of
use and usefulness, we can verify with our study that H5a
has a significant positive effect of 0.304. Additionally, we

observe a positive relationship between ease of use (0.169)
and usefulness (0.354) to attitude. Furthermore, we can con-
firm H7 with the connection between attitude and behavioral
intention (0.736). It indicates the most substantial impact in
our research model, suggesting a strong positive effect of
a user’s attitude regarding crypto asset investments on the
intention to use it. Finally, we can support H5a, H5b, H6a,
H6b, and H7. Table 5 depicts an overview of all effects.

Trust as antecedent of attitude towards investing in
crypto assets

Perceived trust is paramount for investment decisions and an
important predictor of adopting crypto assets. We obtain a
highly significant effect of trust on attitude towards investing
in crypto assets, with a magnitude of 0.445, making it a pri-
mary positive determinant of a user’s attitude towards crypto
assets alongside usefulness (0.354) and ease of use (0.169).
Further, we observe an indirect relation of trust to behav-
ioral intention through attitude (0.323). In detail, a higher
perceived trust influences the affection towards investing in
crypto assets and affects our intention to use it directly and
indirectly.

D
i
r
e

c
t
 
e

f
f
e

c
t
s

I
n

d
i
r
e

c
t
 
e

f
f
e
c

t
s Construct Indirectly effecting Strength Perc.025 Perc.975 Mediation

AW

AW

AW

PU

ATT

BI

0.228

0.344

0.422

0,577

0,296

0,374

0,661

0,389

0,463

Complementary

Indirect-only 

Indirect-only 

PR

PR 

ATT

BI

-0.008

-0.007

-0,028

-0,025

0,011

0,010

No-effect non-mediation

No-effect non-mediation

PT BI 0.323 0,280 0,375 Indirect only 

PEOU

PEOU

ATT

BI

0.109

0.222

0,224

0,181

0,332

0,264

Complementary 

Indirect only

PU BI 0.263 0,272 0,366 Complementary 

Note perc.025 and perc.975 denote the lower and upper bounds of the 95% bootstrapped confidence interval; * p<0.05, ** p<0.01, ***

p<0.001

Awareness (AW)

of investing in crypto

assets

Perceived Risk (PR) 

of investing in crypto

assets [0.135]

Perceived Behavioral 

Control (PBC) of investing in 

cypto assets [0.398]

Perceived Ease of Use 

(PEOU) of investing in 

crypto assets [0.517]

Perceived Usefulness

(PU) of investing in crypto

assets [0.429]

Behavioral Intention (BI) 

of investing in crypto assets

[0.789]

Attitude (ATT) towards

investing in crypto assets

[0.732]

Interaction Moderation

Gender Age Experience

Perceived Trust (PT) 

of investing in crypto assets

Crypto Assets 

Extension

Core 

Constructs

-0.371***

0.630***

0.720***

0.392***

-0.022

0.445***

0.213***

0.169***

0.304***

0.354***

0.054*

0.736***

Fig. 5 The crypto assets acceptance model with the estimated SEM effects
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Table 5 Estimated SEM path
effects

Hypothesis Path Direct effect Std. error Perc.025 Perc.975 p-value

H1a AW → PR −0.371 0.035 −0.437 −0.303 0.000***

H1b AW → PBC 0.630 0.023 0.587 0.674 0.000***

H1c AW → PEOU 0.720 0.018 0.686 0.760 0.000***

H1d AW → PU 0.392 0.036 0.323 0.458 0.000***

H2 PR → PU −0.022 0.028 −0.081 0.037 0.414

H3 TP → ATT 0.445 0.031 0.392 0.503 0.000***

H4 PBC → BI 0.213 0.016 0.178 0.250 0.000***

H5a PEOU → PU 0.304 0.037 0.238 0.381 0.000***

H5b PEOU → ATT 0.169 0.025 0.124 0.219 0.000***

H6a PU → ATT 0.354 0.025 0.309 0.401 0.000***

H6b PU →BI 0.054 0.024 0.014 0.100 0.022*

H7 ATT → BI 0.736 0.022 0.697 0.782 0.000***

Awareness as key factor

We observe a highly significant connection between aware-
ness and behavioral control (0.630), confirming H1b. With
increased awareness, potential private investors anticipate
more control or easier access when investing in crypto assets.
We confirm a significant effect from awareness to perceived
risk, ease of use, and usefulness. In detail,we observe a strong
link between awareness and ease of use (0.720). Further,
with a higher level of awareness of the benefits and risks,
people perceive less risk (−0.371) when using crypto asset
investments. Regarding our indirect effects, the link between
awareness and usefulness is highly significant (0.620), sup-
portingH1a,H1c, andH1d. Finally,we recognize the indirect
impact of awareness on the behavioral intention to invest
(0.422) as well as the attitude (0.344).

Perceived behavioral control as latent direct
predictor of behavioral intention to use crypto
assets

Further, we examine the role of perceived behavioral control
as a predictor of intention to invest in or use crypto assets.
We can confirm H4 since we observe an enormously signif-
icant effect of behavioral control on the behavioral intention
to invest in crypto assets, with a magnitude of 0.213 (see
Table 5). Concerning the coefficient of determination, behav-
ioral control explains 40 percent of the variance of behavioral
intention. This effect develops as anticipated since users’ per-
ception of the ease or difficulty of realizing the behavior in
question influences their investment. Thereby, it concerns the
control beliefs about resources and opportunities available to
the user over which they do not have deliberate control. We
did not observe any indirect effects of behavioral control on
other predictor constructs.

Perceived risk

The effect of the awareness of the underlying technology and
its providing services and the perceived risk when investing
in crypto assets is highly significant, with a negative impact
of −0.371. An increased degree of awareness reduces the
risk of potential private investors when using crypto asset
investments. We investigate the possible influence between
risk and usefulness, finding a non-significant influence with
a magnitude of −0.022. Finally, we can validate H1a with
our results, but there was no support for H2.

Discussion

Theoretical implications

Initially, we discuss briefly the main results of our study.
Based on the findings, attitude predominantly influences the
behavioral intention to invest in crypto assets, which aligns
with research by Davis (1989), Pavlou & Fygenson (2006),
Albayati et al. (2020), Pilatin & Önder Dilek (2023), and
Walton & Johnston (2018). In addition, an elevated utility
value when investing in crypto assets enhances the inten-
tion to invest, aligning to current studies on cryptocurrencies
(Jariyapan et al., 2022; Shahzad et al., 2018; Mendoza-Tello
et al., 2019) as well as information systems (Mutahar et al.,
2018; Hansen et al., 2018; Lee, 2009; Al-Somali et al., 2009).
Further, as behavioral control is associated with the probabil-
ity of how easy or difficult the behavior performance appears,
private investors are more likely to invest in crypto assets as
they believe they have an adequate level of control, and the
behavior implementation appears more accessible (Pilatin &
Önder Dilek, 2023; Walton & Johnston, 2018). Lee (2009)
and Wu & Chen (2005) corroborate similar findings in the
field of technology adoption in finance, where behavioral
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control was one of the latent variables that explained the
paramount variance of behavioral intention to use. Addition-
ally, our observations alignwith the findings ofAjzen (1991);
Dinev & Hu (2007); Pavlou & Fygenson (2006), which sug-
gest that even if users strongly intend to behave in a certain
way, they require the necessary resources and skills. The per-
ceived trust of private investors notably affects the behavioral
intention to invest in crypto assets. Our findings stand in line
with studies (Shahzad et al., 2018; Namahoot & Rattanawi-
boonsom, 2022; Mendoza-Tello et al., 2019; Voskobojnikov
et al., 2021a) on cryptocurrencies and assets, individuals’
trust and trustworthiness, beliefs or disposition affect an
increased behavioral intention. Furthermore, the results of
our study are consistent with the research findings on the
digital Euro, as there is a relationship between hard and soft
trust factors of the digital Euro (digital currency) and the
willingness to use it (Tronnier et al., 2022). Moreover, we
confirm that the degree of effort a private investor assumes
when investing in crypto assets impacts the investing behav-
ior (Davis, 1989;Lee, 2009;Riffai et al., 2012). In accordance
with studies on the adoption of cryptocurrencies (Jariyapan
et al., 2022;Abramova&Böhme, 2016;Mendoza-Tello et al.,
2019), we confirm that if the investment in crypto assets
requires a reasonable level of effort for the private investors,
they aremore likely to engage in such investments. Increasing
awareness is essential for a heightened level of investment
in crypto assets. Enhanced education about the underlying
technology or financial literacy can facilitate an upsurge in
investment (Dinev & Hu, 2007; Riffai et al., 2012; Shahzad
et al., 2018; Arias-Oliva et al., 2019).

Secondly, we summarize and discuss the various impacts
on the attitude towards investing in crypto assets. With this,
trust significantly affects the attitude towards investing in
crypto assets. Private investors’ attitudes might increase with
trustworthy and credible websites for crypto asset invest-
ments (Hansen et al., 2018; Al-Somali et al., 2009; Albayati
et al., 2020). In addition, an enhanced private investor use-
fulness is strengthening the attitude. These findings align
with various studies on technology acceptance in the area
of financial payment supported by information system tech-
nologies (Albayati et al., 2020; Pavlou & Fygenson, 2006;
Lee, 2009; Dinev & Hu, 2007; Al-Somali et al., 2009). Fur-
thermore, individuals perceived ease of use influences the
attitude toward investing in crypto assets (Albayati et al.,
2020; Pavlou&Fygenson, 2006; Lee, 2009; Al-Somali et al.,
2009). Moreover, in accordance with previous empirical
studies in crypto and finance, the individual’s perceived ease
of use directly influences the usefulness positively (Albay-
ati et al., 2020; Al-Somali et al., 2009). The non-significant
effect of risk on usefulness is in accordance with Featherman
& Pavlou (2003) but contrary to the study byMendoza-Tello
et al. (2019) where their results indicate an indirect neg-
ative effect on usefulness. At least, a more elevated level

of awareness strengthens private investors’ attitudes toward
investing in crypto assets.

Thirdly, we discuss the pivotal role of awareness when
investing in crypto assets. Our results validate a negative
relationship between awareness and the expected loss as per-
ceived risk. Increased financial literacy, transparency, and
targeted information about the employed technology and the
processes enable private investors to understand that invest-
ment performance is intrinsically linkedwith risk, potentially
leading to enhanced resistance to fraud and heightened secu-
rity awareness (Mutahar et al., 2018; Sagheer et al., 2022).
Consequently, they experience a lower expected loss as a risk.
Additionally, awareness profoundly influences the perceived
usefulness of investing in crypto assets with a stronger util-
ity perceived by those more cognizant of the investment case
and its benefits (Al-Somali et al., 2009; Mutahar et al., 2018;
Sagheer et al., 2022). Our study further shows an effect on
behavioral control, ease of use, and attitude, leading to the
conclusion that awareness significantly influences the behav-
ioral intention to invest in crypto assets for private investors
(Mutahar et al., 2018; Sagheer et al., 2022; Dinev & Hu,
2007; Riffai et al., 2012; Sathye, 1999).

Finally, our study utilized the core components of a tech-
nology acceptance model (Davis, 1989) as its foundation.
Further, we extended the core constructs with new measures
for the perception of awareness, trust, and risk.Moreover, we
incorporated the theory of planned behavior (Ajzen, 1991)
when introducing the attitude towards investing in crypto
assets as well the perceived behavioral control to our model
(Hansen et al., 2018). As certain parts of our model, partic-
ularly constructs, have been tested in other models on the
acceptance of cryptocurrencies or assets, we developed a
novel and innovative model combining these perspectives
in a single framework.

Practical implications

In addition to the theoretical implications, we receive the
practical dimension of our research as a significant part of our
contribution, with substantial implications. In our research
paper, we investigated drivers influencing the behavior of
investing in crypto assets for the broad mass (RQ1) and,
furthermore, how financial institutions can participate in
the crypto ecosystem and enhance crypto asset acceptance
(RQ2). In doing so, our study revealed that private investors’
behavioral intention to invest in crypto assets is predomi-
nantly affected by their attitude, as well as their perceived
trust and awareness. Therefore, stakeholders in DeFi must
consider these factors if they wish to establish crypto asset
investment broadly. As outlined in our crypto assets accep-
tance model, additional incentives for private investors are
essential to address the correct perceptions.
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Building upon this foundation, we aim to analyze how
financial institutions can engage with the DeFi and crypto
asset ecosystem, thereby fostering the acceptance of crypto
assets (RQ2). As previously indicated, disintermediation is
fundamental to blockchain technology (Zetzsche et al., 2020;
Schär, 2021). With the rising popularity of DeFi and crypto
assets, traditional intermediaries in the investment ecosys-
tem have been displaced from the market (Chalmers et al.,
2022; Piñeiro-Chousa et al., 2022). Concurrently, concerning
the effect of re-intermediation, new players are entering the
cryptomarket, replacing previously excluded intermediaries,
for instance, crypto exchanges (Chen & Bellavitis, 2020;
Langley & Leyshon, 2021). However, this has not signifi-
cantly altered the situation, as many individuals still refrain
from using it (Gramlich et al., 2023; Piñeiro-Chousa et al.,
2022).

Previous research suggests that the reintroduction of tradi-
tional financial players is pivotal in the DeFi and crypto asset
ecosystem (Chen & Bellavitis, 2020; Langley & Leyshon,
2021; Hawlitschek et al., 2018). When promoting DeFi and
crypto assets, stakeholders of the DeFi ecosystem should
highlight the advantages of DeFi and crypto assets (Gramlich
et al., 2023; Lockl & Stoetzer, 2021) rather than focusing
solely on the financial industry’s challenges in the tradi-
tional finance system. According to Lockl & Stoetzer (2021),
there is no significant relationship between private investors’
distrust in traditional financial institutions and their invest-
ment in crypto assets or usage of DeFi services. Additionally,
Hawlitschek et al. (2018); Gramlich et al. (2023) argue that
blockchain networks, which are trust-free systems, necessi-
tate integration into an institutional setting to address trust
issues.

This section presents starting points for financial institu-
tions to engage with the crypto asset market to strengthen
crypto asset acceptance among a broad mass of potential
private investors. We derived the roles from our elaborated
crypto assets acceptance model and results from our con-
ducted study. We supplemented it with the current state of
literature for conceptualizing and designing these roles. We
have identified four roles financial institutions can play in
value creation, which we subdivide into service and product
depending on the output focus for value creation (Bowman
& Ambrosini, 2000; Schwiderowski et al., 2023b). By also
considering the intention of customer contact, in direct or
indirect form, the roles of crypto asset guide, crypto asset

verifier, crypto asset platform provider, and crypto asset
creator emerge, enabling financial institutions to act as inter-
mediaries in the DeFi ecosystem. Figure6 illustrates the four
different roles financial institutions can adopt to join the
crypto market.

Firstly, financial institutions have the opportunity to posi-
tion themselves as crypto asset guides. This position entails
elaborating and directly providing services for users with
economic education or financial literacy concepts (Litter-
scheidt & Streich, 2020; Willis, 2011). In the current DeFi
ecosystem, where many individuals may feel overwhelmed
due to the abundance of information sources, this becomes
particularly relevant (Rehman et al., 2020). Moreover, the
content should be user-centered, designed to cater to various
knowledge levels and incorporate common learning for-
mats like interactive elements (Voskobojnikov et al., 2021b).
While people often associate financial institutions with trust-
worthiness and security, their provision of education could
significantly expand the user base (Gramlich et al., 2023; Lit-
terscheidt&Streich, 2020). Financial education andfinancial
behavior are well-established related, and Fernandes et al.
(2014) recommend implementing targeted just-in-timefinan-
cial education. In the realm of digital and crypto assets,
financial education has an indirect effect on the outcome
(Litterscheidt & Streich, 2020). Increasing user’s financial
literacy by the financial institutions, we suggest a higher
intention to invest in crypto assets, driven by enhanced user
awareness and behavioral control as outlined in our crypto
assets acceptance model (see Fig. 5). Additionally, suppose
there is also guidance for novices as well as experts in design
(e.g., UX, Usability) (Voskobojnikov et al., 2021b; Rehman
et al., 2020; Zei et al., 2024). In that case, increased perceived
usefulness and ease of use can lead to a heightened intention
to invest in crypto assets.

Secondly, we apply the positioning of financial institu-
tions as verifiers in the crypto asset market. This role entails
offering services such as regulation checks and certification
of crypto assets. We suggest the crypto asset creator engage
financial institutions to scrutinize potential crypto assets,
focusing on smart contract code quality and adherence to
regulation or security standards (Conti et al., 2018; Ferreira
& Sandner, 2021; Gramlich et al., 2023). Further, we detect
that in alignment with our crypto assets acceptance model,
managing trust and risk are crucial factors in this potential
role as verifiers. Riskmanagement is essential in the financial

Fig. 6 Roles for financial
institutions on the crypto asset
market

Direct customer contact Indirect customer contact

Crypto Asset Guide

Crypto Asset Provider

Crypto Asset Verifyer

Crypto Asset Creator

Value Creation as service

Value Creation as product
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environment as preventingmoney laundry, scams, or terrorist
financing is crucial (Rehman et al., 2020; Conti et al., 2018;
Abramova & Böhme, 2016).

Thirdly, establishing a platform for crypto asset invest-
ments is vital for financial institutions entering the market.
The current landscape describes an abundance of entry points
for crypto asset investments, which can be overwhelming and
confusing for individuals (Rehman et al., 2020; Zeiss et al.,
2024). If financial institutions provided a platform featuring
a curated selection of crypto assets from the market, it would
enhance the accessibility for users (Gramlich et al., 2023;
Lockl & Stoetzer, 2021). Furthermore, they could establish
data and security standards for the crypto assets they offer,
potentially making this investment route more trustworthy
(Ferreira & Sandner, 2021; Conti et al., 2018; Valeonti et al.,
2021). The increased accessibility and benefits for the broad
masses could increase the ease of use and usefulness, ulti-
mately strengthening the behavioral intention to invest in
crypto assets.

Lastly, financial institutions could assume the creators
of crypto assets themselves. Devising innovative financial
products is one of the traditional players’ key activities
and business models. Transferring these skills into the DeFi
ecosystem, financial institutions could develop novel smart
contracts and offer these as their own crypto assets in the
market (Gramlich et al., 2023). Extending their product port-
folio with new crypto assets could increase their relevance in
the financial ecosystem (Whitaker & Kräussl, 2020; Krepp-
meier et al., 2023; Schwiderowski et al., 2023b). By driving
and establishing blockchain-based digital currencies (like
CBDCs or digital Euro), banks can offer directly a pay-
ment option and gain market access for the broad mass of
people aswell as institutions or companies. In addition, finan-
cial institutes should concentrate on marketing activities that
demonstrate the technological superiority of their DeFi solu-
tion (Lockl & Stoetzer, 2021).

Limitations and further research

This paper acknowledges limitations in various aspects. The
objective of our study was to collect comprehensive, repre-
sentative regional results in countries with a higher level of
trust in the banking sector and to provide an overview of
countries with comparable financial markets. In our study,
it is evident that the participants from different countries
are unevenly balanced, attributable to the near representa-
tion of the actual distribution of the population in the DACH
region (see Table 2), as we depict within the scope of our
study. Based on the year 2022, Germany has 84.08 million
inhabitants, Austria has 9.04 million, and Switzerland has
8.77 million, mirroring similar ratios in participant alloca-
tion. However, to identify country-specific differences in the
acceptance of crypto assets, we require in-depth studies in the

individual countries.While our study identifies a trend for the
DACH region, further research is necessary for other Euro-
pean areas not covered, considering differences to the DACH
region, such as varying cultures, political structures, and eco-
nomic situation.Given the study’s focus on theDACHregion,
the findings may not be generalizable on a global scale.
Therefore, a promising avenue for future research could be
to examine the effects of different cultures, economies, and
regulatory environments on crypto asset adoption in diverse
contexts, e.g., through a meta-analysis of existing findings.
We also suggest not only relying on quantitative studies, but
also conducting qualitative research on the cultural and legal
environment in order to gain deeper insights into individual
factors of crypto asset adoption.

Previous studies about crypto asset owners in several
countries indicate that these owners are predominantly young
males with a low level of education (Fujiki, 2021; Henry
et al., 2018). Our results reflect that most participants are
in the age between 20 and 30 years, aligning with this gen-
eration’s investment behavior in crypto assets (Bonaparte,
2022). Furthermore, investing in crypto assets correlates
with an interest in information technologies (Fujiki, 2021;
Henry et al., 2018), prevalent among the younger genera-
tion.Additionally,weuse theProlific platform for conducting
our study, suggesting participant familiarity with technology,
which also results in limitations.

Themajority of studyparticipants aremale, a phenomenon
explainable by gender differences in investment behavior,
especially regarding crypto assets (Bonaparte, 2022), as
well as a higher engagement in financial technologies, and
statistically higher financial literacy among younger males
(Bonaparte, 2022; Reiter-Gavish et al., 2022). Our study
results show that n = 440 participants categorizing them-
selves as beginners in investment experience, n = 311 as
advanced beginners, alongside categories of experienced
users n = 129, experts n = 7, and others n = 1 indicat-
ing a large proportion of novices in blockchain. Although
we recognize a preponderance of inexperienced participants,
this aligns with our study’s intentions of investigating accep-
tance among the masses. The views of previous critics or
hesitant investors are essential for the accentuation of the
broad masses. However, we recommend more fundamen-
tal research comparing different investment experiences and
their impact on crypto adoption. Based on our results, we
assume different levels of risk for varying experience levels,
which impact the acceptance.

The research model proposed follows the widely spread
approach by Davis (1989), including the selected constructs
and hypotheses, which are limitations. We also notice con-
straints about the roles derived from the literature and the
results of our model, which could be empirically validated
in subsequent work. Potential future research includes elab-
orating the requirements and platform design. A subsequent
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study could investigate and measure the impact of this
platform on the intention to invest in crypto assets. We iden-
tify a need to extract standards and guidance for banks as
verifiers and to empirically analyze the information requested
by bank customers in advisory discussions on crypto assets.
We consider investigating new crypto assets attractive to
users and utilizing financial institutions’ expertise in creating
these assets as an area for further research.

In addition to the influences of blockchain, other trends
could lead to newdevelopments in the financial sector. There-
fore, our survey is a snapshot, and acceptance among the
population may change with further technical progress. With
the emergence of new technologies, financial institutionswill
continue to be affected by digitization and changing customer
needs. The mass adoption of digital currencies, e.g., CBDCs
such as the digital Euro, can also facilitate the adoption of
crypto assets (Tronnier et al., 2022; Minesso et al., 2022;
Allen et al., 2022). Furthermore, the current hype around
generative artificial intelligence (genAI) is a strong impetus,
whichwill be briefly illustrated as an example of impact tech-
nologies. Concerning our results and the analyzed roles, we
see clear influences from genAI in financial education, sup-
port in programming within smart contracts and platforms,
review of crypto providers, and effects on the preparation
of documents and information around crypto assets. The
first research papers focus on GenAI in education (Peres
et al., 2023) or AI for a more trustworthy crypto ecosys-
tem (Rehman et al., 2020). Due to the importance of trust
and awareness (Banh & Strobel, 2023; Tomitza et al., 2023)
in blockchain and genAI, we propose a combined approach
and in-depth research concerning this topic. Since genAI out-
put is not necessarily correct and bias is possible (Tomitza
et al., 2023), the technology can impact acceptance. Many
further research projects should advance the topic of accep-
tance of blockchain and crypto assets in the finance sector.
Finally, re-intermediation (I and II) can also trigger effective
and new changes that must be considered at the macro level
(see Fig. 1). The influences on the financial sector and the
DeFi concept should receive greater attention in research,
making this work an initial push.

Conclusion

To conclude, our study underscores the influence of behav-
ioral control, trust, awareness, ease of use, usefulness, and
attitude on private investors’ intention to invest in crypto
assets, aligning with existing literature in electronic mar-
kets and technology adaption within the financial sector.
Grounded in the technology acceptance model, we built a
theoretical model to empirically measure drivers affecting
the behavioral intentions of private investors toward using
crypto assets. We found that trust and awareness are pivotal

in facilitating widespread adoption. Drawn from our empiri-
cal findings, we derived roles within the crypto asset market
that foster sustainable acceptance. By emphasizing the role
of financial institutions, we highlight their capacity to lever-
age their strengths efficiently, such as serving as crypto asset
guides, verifiers, platformproviders, and creators. The identi-
fication of these new roles not only sheds light on the evolving
dynamics of financial institutions in the crypto market but
also unveils novel avenues for future research. In doing so,
our research contributes to the domain of electronic markets
by adopting the values of blockchainmarket perspectives and
building on the pioneering work of financial institutions in
integrating electronic markets and networks.
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