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Abstract

Purpose — Blockchain technology is provoking significant disruptions, thereby affecting supply chain
management. This study endeavoured to advance research regarding blockchain-based supply chain
traceability by identifying the opportunities and limitations that accompany the adoption of public
blockchains. Therefore, the purpose of the study is to contribute to contemporary supply chain research by an
assessment of blockchain technology and its linkages to traceability.

Design/methodology/approach — This paper is conceptual. The authors summarised the relevant literature
on the concepts of supply chain traceability, conceptualised key elements exclusive to the public blockchain
and highlighted opportunities and limitations in implementing traceability using blockchains.

Findings — Incompatibilities were identified between general traceability and the public blockchain. However,
when embracing the blockchain’s privacy model, the blockchains can support information exchange in supply
chains where vulnerability towards third parties, the confidentiality of information, or the privacy of
participants are concerns. Furthermore, the public blockchain can support areas of supply chains where
institutional interest is lacking.

Originality/value — This is one of the first papers in an international supply chain management journal to
critically analyse the intersection of specific blockchain characteristics and supply chain traceability
requirements. The authors thereby add to the discussion of designs for a disintermediated, peer-to-peer models
and guide researchers and practitioners alike in exploring the application of disruptive change from blockchain
technologies. By setting focus on the privacy model, the paper identifies the potential application and future
research approaches to exploit the elementary strength of the blockchain.

Keywords Supply chain management, Blockchain, Tracking, Information transparency, Disintermediation

Paper type Research paper

1. Introduction

Poor information sharing has been identified as an important company-side supply chain
risk. Distributed networks can improve the availability of information and systems
providing accurate and timely traceability information are suitable to reduce supply chain
risks (Wang et al., 2020). Producers and customers alike demand verifiable evidence of
traceability as an important criterion for product sustainability. In this respect, tracking
data can aid the demonstration of regulatory, social and environmental compliance.
Stringent legal provisions and regulations, as well as the high costs of product recalls,
strongly motivate traceability as a feature of contemporary supply chain management
(Kshetri, 2018). Furthermore, capturing the history of a product through a supply chain
enables the optimisation of processes and the prediction of downstream time and quality
issues, thereby engendering advantages related to costs, time and customer satisfaction
(Hald and Kinra, 2019). Traceability can also accelerate innovation and sustainability
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within an organisation, leading to competitive advantage through differentiation (Bosona
and Gebresenbet, 2013).

The blockchain is set to accelerate digital supply chain integration (Korpela et al, 2017)
and is certain to revolutionise supply chain management’ (Manupati et al, 2019, p. 16) as well
as the transportation and logistics industry (Koh et al, 2020). With its effectiveness in
advancing peer-to-peer transactions in privacy without third-party intervention, a
blockchain-based solution can mitigate risks associated with data manipulation,
compromised privacy, or compliance with government rules and regulations (Min, 2019),
while reducing auditing costs (Choi ef al., 2020). Several researchers have identified supply
chain management as an area that can benefit from blockchain implementation by achieving
radical transparency (Voshmgir, 2017), sighting revolutionary change to supply chain
traceability (Abeyratne and Monfared, 2016). Accordingly, blockchains have been
increasingly implemented in areas with increased traceability requirements such as the
food, fashion and logistics industry, thus emphasising the relevance of this topic.

Examples of blockchain adoption in supply chain management are as follows:
FarmaTrust (www.farmatrust.com) provides blockchain and Al-based systems for the
pharmaceutical and healthcare sector, and IBM Food Trust (www.ibm.com/blockchain) is a
blockchain-based platform that connects all food industry players to shared records of food
system data. Namahe (namahe.io) is a fashion value chain-orientated blockchain that focuses
on social responsibility, and Provenance (www.provenance.org) is a platform empowered by
blockchain innovations in the collection and sharing of key product information. Tracr and
De Beers (www.tracr.com and www.debeers.com, respectively) developed a platform that
securely tracks a diamond across an entire value chain. Tradelens (www.tradelens.com) is a
digital platform that empowers businesses and authorities along a supply chain with a single,
secure source of shipping data. Despite these developments, however, these projects are
largely centred on capturing the advantages of blockchain technologies, failing to engage
with the institutional innovation potential of blockchains (Blossey et al, 2019).

Additionally, an estimated 90% of blockchain-based business projects were initiated only
after 2015 (Behnke and Janssen, 2019). Yaga et al. (2018) identified that, while there is a lack of
knowledge about the technology, “there is a tendency to want to apply it to every sector in
every way imaginable” (Yaga et al., 2018, p. 4). Supporting this contention, Australia’s Digital
Transformation Agency (2019) concluded that “for many uses of blockchain, there are
currently other mature technologies that may be more suitable for immediate use”. While
there is plenty of discussion regarding the advantages and disadvantages of blockchain
technologies, a gap exists with regards to the blockchains’ proficiency to effectively match
supply chain traceability characteristics (Cole et al, 2019, p. 480). With consideration for the
above-mentioned issues, the current research analysed the tension between supply chain
traceability needs and blockchain capabilities. We base our study on general supply chain
traceability requirements without limiting the research to specific stakeholders or industries.
On the blockchain side, we focus on the disruptive decentralisation and disintermediation
characteristics and analyse the consequences for governance in distributed, anonymous
configurations. Based on the identified key elements, we conducted a conceptual examination
guided by the following research questions (RQs):

RQI. Which compatibilities and conflicts between the blockchain technology and supply
chain traceability can be identified?

RQ2 How can a public blockchain significantly affect supply chain traceability?

In this line, our research adds to the discussion of alternative designs for a disintermediated
pure peer-to-peer model, such as public or private and permissioned or permissionless
blockchains (Narayanan ef al, 2016). In these permissioned blockchains, trust issues are
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affected because the “administrators of those systems act as an administrator of trust by
granting users admission and permissions” (Yaga ef al, 2018). Moving the blockchain into a
private or permissioned environment remove anonymity and install trust between the
participants, rendering blockchain’s trust mechanism redundant and “defeats the purpose of
considering a blockchain solution to begin with” (Garrard and Fielke, 2020, p. 3). Our
conceptualisation shows that selecting a suitable blockchain innovation individually to
address supply issues (Bai and Sarkis, 2020) might cast doubt on the overall benefit of the
blockchains in question. Several researchers raised the concern that this “pick-and-choose”
attitude towards blockchain innovations might project these adoptions as being little more
than the “new database tool” rather than the “next Internet” (Tatar, 2019). Consequently,
private blockchains would only be a confusing name for shared databases (Narayanan, 2015).
Therefore, we focus this research on public blockchain in the context of supply chain
traceability. Our findings hence guide researchers and practitioners alike in explorations that
centre on either incremental innovative application or disruptive change from blockchain
technologies and offer research directions for blockchains in supply chain management,
focussing on governance and anonymity.

The remainder of this paper is structured as follows. We first present key concepts of
blockchain and supply chain traceability as well as introduce associated fundamental
concepts. We then present our analysis, discussing the findings from a traceability and
blockchain perspective. Implications for researchers and managers are identified. Finally,
limitations and opportunities for further research are provided.

2. Literature background

2.1 Supply chain traceability

Supply chain traceability is the capturing and analysis of custody, transformational and
environmental information of material flows through the supply chain aiming to satisfy
stakeholder needs regarding environmental, social and economic performance; compliance;
and quality (Jansen-Vullers ef al., 2003; Skilton and Robinson, 2009; Kshetri, 2018). Industries
are confronted with specific issues and stakeholder pressures, Hastig and Sodhi (2020) set the
resulting business requirements into context with potential effects of the blockchain (and
other technologies) and critical success factors for traceability-system implementation. They
do not look at typical operationalisations of traceability, which is the specific issue addressed
in this paper.

Traceability typically consists of gaining insights retroactively (though it may also serve to
anticipate events, discussed below), serves as an important component of the business
information system and can be a source of competitive advantage for businesses as it allows
them to ensure a transparent and sustainable supply chain (Garcia-Torres et al, 2019).
Tracking, on the other hand, is the determination of the current information that indicates the
status—Ilike the location—of an object being tracked downstream through the supply chain
(Fritz and Schiefer, 2009). Tracking, also referred to as forward traceability, occurs in real-time
(Behnke and Janssen, 2019) and is “the ability to follow the downstream path of a product along
the supply chain, possibly according to some specific criteria” (Bechini et al, 2008, p. 343).

With an efficient and effective system transmitting accurate, timely, complete and
consistent traceability information, a supply chain can significantly reduce its operation
costs, increase productivity and improve customer confidence (Kshetri, 2018; Bailey ef al.,
2016). To achieve this, companies need to cooperate to determine and fulfil the requirements
for traceability so that all information necessary to the supply chain can be managed
efficiently and effectively (van Dorp, 2002). Certifications and related documents are major
means of validating product origins and sustainability fulfilments, for example (Bailey et al,
2016), for customers who are demanding more transparency from brands, manufacturers and



producers throughout the supply chain about the origin of products as an expression of their
concern for sustainability. Research on the subject has clearly stated that “traceability is
required to recall what has already occurred in time and that “it must be possible to trace from
one entity to another” (Kim ef al,, 1995, p. 109).

Four principles of traceability (Table 1) have been identified as (1) the unique identification
of products, logistic units and locations; (2) traceability data capture and recording; (3)
management and traceability data retrieval; and (4) traceability data communication (Global
Standards One, 2017; Storoy et al., 2008). A unique identification of products as well as the
links between components, combined in internal processing, are required (Jansen-Vullers
et al, 2003). To enable traceability, products, including materials, components and
assemblies, must be uniquely identifiable so that at each stage of the supply chain, the
physical location of a specific object can be determined. This facilitates logistical activities,
recalls and the provision of information to consumers and other stakeholders (Moe, 1998;
Opara and Mazaud, 2001).

Moe (1998) takes the concept a step further by making a distinction between chain
traceability and internal traceability. Chain traceability focuses only on a subset of
information, collecting data from the movement of an object through the supply chain from
the source to the end customer. Internal traceability, on the other hand, links objects to more
granular traceability information collected from the transformation process generated by
partners within the supply chain. Identifying objects and their transformation relationships
(in the form of splits or joins) is the key to product traceability (Storey et al, 2008). Capturing
the history of a product through the supply chain enables the optimisation of processes as
well as the demonstration of regulatory compliance (Hald and Kinra, 2019; Kolk, 2008). While
Kim et al. (1995) view traceability as occurring “backwards in time”, other authors recognise
the importance of tracking data for predicting downstream events along the supply chain.
Tracking data enables prediction and early communication of defects and adverse events
(Skilton and Robinson, 2009), quality (Bollen, 2005) or arrival time (Biagioni ef al, 2011).

The traceability system refers to all methods, procedures and routines used to manage
traceability in a supply chain. Traceability systems are used by individual partners to
increase visibility across their own organisations and contribute to end-to-end supply chain
traceability as well (Global Standards One, 2017).

2.2 Achieving supply chain traceability through information technology and related
challenges

Traceable information includes supply chain trading volumes, address information like the
origin and source of a product, as well as dimension or chemical composition (Bosona et al,

Construct Definition References

Unique identification ~ All objects like materials, components  Global Standards One (2017), Jansen-

and assemblies uniquely are Vullers et al. (2003), Moe (1998), Opara and
identifiable Mazaud (2001)
Capture and To be captured data and their structure ~ Global Standards One (2017), Jansen-
recording are defined throughout the supply Vullers et al. (2003)
chain
Linking process and  Transformational and custody Global Standards One (2017), Jansen-
data information are linked to objects Vullers et al. (2003), Moe (1998), Opara and
Mazaud (2001), Storey et al. (2008)
Communication and  Data requirements regarding Bollen (2005), Biagioni et al. (2011), Global
reporting communication and reporting needs Standards One (2017), Jansen-Vullers ef al.
are defined (2003), Skilton and Robinson (2009)
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Figure 1.
Distribution of
traceability data

2018), all of which can help to validate sustainable and ethical supply chain compliance
(Pournader et al, 2020). However, smaller scale companies often use manual, paper-based
traceability, even though it limits the ability to accurately record, store and query data to
identify and track products. To these companies, such pencil-and-paper systems represent a
low-cost alternative to sophisticated information technology-based solutions (Karippacheril
et al,, 2017). The following requirements need to be fulfilled in order to achieve technology-
driven supply chain traceability:

(1) Data, generated continuously by multiple entities, must be resilient against
tampering or falsification. Integrity and reliability of the information must also be
ensured. Handling the large amount of data generated along the supply chain in an
efficient, secure and economic way is, therefore, a key challenge of traceability (Qiao
et al, 2018).

(2) Continuous monitoring of conditions such as temperature, humidity and vibration
can be applied to assess supply chain quality. All of this information can be analysed
and used to either minimise quality loss or improve upon transportation services
(Chaudhuri et al., 2018)

(3) Because systems are required to operate in complex supply chains with large,
dynamic groups of participants, the cost can be high (Aung and Chang, 2014).
Accordingly, the accuracy, storage and timely retrieval of such high volumes of
traceability data present challenges. Additionally, the need to ensure the privacy,
security and reliability of tracking data limits the effectiveness of supply chain
traceability systems.

While the introduction of information technology to ensure comprehensive product
traceability throughout the supply chain does enable companies to control cost and meet
privacy, security, reliability and other legal requirements (Aung and Chang, 2014), when
investigating the blockchain (discussed in the following section), Behnke and Janssen (2019)
found that the standardisation of processes and master data using information technology, in
general, is of critical concern for traceability. Bechini et al (2008) concluded that a centralised
approach to traceability systems is neither realistic nor efficient. Therefore, a decentralised,
rather than centralised, storage of data generated in similarly decentralised process steps in
the supply chain is necessary to realise traceability in the context of the digitisation of supply
chain activities. Figure 1 shows the different models that can be used to organise traceability

Centralized Cummulative
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S SN SN 5N

Product flow Product flow
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data. In the centralised model, all parties share their information in a central repository. The
central database holds the complete set of its systematically enhanced traceability data at one
point. However, access rights might be set individually for all parties. The central node might
therefore become a bottleneck for communication and processing (Rao et al, 1993). In the
networked model, the participating parties keep their individual data in local systems,
providing supply chain partners with query access to relevant information. In the cumulative
model, traceability data are enhanced as they move together with the material downstream
along the supply chain from one partner to the next. Here, data are only shared with
downstream partners. In the decentralised model, as used in the blockchain, all data are
systematically enhanced and shared with all supply chain partners. Elimination of central
processing and maintenance of a local copy of the complete set of traceability data by each
partner ensures high resilience (Rao and Durrant-Whyte, 1991). While centralised and
decentralised models both provide a single traceability dataset, the cumulative scenario
provides only local and upstream information from the individual dataset. To achieve
traceability in the networked scenario, multiple distributed datasets of the various partners
need to be queried (Global Standards One, 2017).

3. The blockchain

The blockchain, the basis of the bitcoin network, is a decentralised, distributed ledger “for
electronic transactions without relying on trust” (Nakamoto, 2008, p. 8). The application
functions as an immutable ledger that allows for transactions to occur directly between
anonymous parties in a decentralised fashion (Zheng et al, 2017). The information is stored
transparently, chronologically and securely (Abeyratne and Monfared, 2016). While
blockchain ensures persistent storage and consistency of public data, the technology does
not provide interfaces for retrieval, update, evaluation or management of users, data
structure or the data itself. In summary, the blockchain is characterised by disintermediation,
decentralisation, transparency and immutability (Rodrigo et al, 2018; Wang et al., 2019a) (see
Table 2).

Nonetheless, certain database functionalities similar to those offered by blockchain, such
as the management of large amounts of shared data, a coherent database state, protection
against misuse, data recovery, security control for accessing and/or changing information,
dataset distribution and transparent access has been in place for decades (Abiteboul et al,
1996). Furthermore, smart contracts (Szabo, 1994), hash trees (Merkle, 1979), digital
timestamping (Haber and Stornetta, 1991) and cryptography (Diffie and Hellman, 1976) have

Construct Definition References

Disintermediation  Data integrity is through the network-wide Nakamoto (2008); Narayanan et al.
consensus mechanisms, not a trusted 3rd (2016)
party. Transactions are public and identities
are protected

Transparency Transactional transparency requires Wang et al. (2020); Zheng et al. (2017);
anonymity of identities to protect privacy Scully and Hobig, (2019)
Transactions transfer electronic assets, not
real-world objects

Decentralisation Decentralised data infrastructure creates Bogart and Rice (2015); Schollmeier
robustness, security and availability. (2002); Sompolinsky and Zohar (2013);
Participants free to join or withdraw from the ~ Zheng et al. (2017)
network

Immutability Once validated, data and transactions are Nakamoto (2008); Pournader ef al.

secured through the transaction chain (2020); Wang et al. (2020)
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Figure 2.
Blockchain privacy
models based on
Nakamoto (2008)

also been part of the discussion surrounding data management since the second half of the
last century.

The disruptive characteristics of the blockchain result, rather, from its ability to break up
organisational governance structures and established business models (Fridgen et al, 2017;
Voshmgir, 2017). By replacing reliance on centralised architectures and trusted third parties
with blockchain’s decentralised privacy model, the technology introduces a serious
disruptive potential for traditional business processes (Casino et al, 2019). Blockchain’s
disruptive decentralisation and disintermediation characteristics can therefore impact
supply chain management (Queiroz et al., 2019).

3.1 Privacy model - disintermediation

Blockchain’s disintermediation is reflected in its new privacy model. Nakamoto (2008)
developed this privacy model, wherein transactions are public while the identities of the
transacting parties remain protected (Figure 2). The traditional mediator is replaced by
governing mechanisms, allowing participants to reach a consensus on transaction validity. In
this model, all participants are equal, and all transactions are visible to and verifiable by the
public. Privacy is achieved by protecting transacting parties through the anonymity enabled
by public-key cryptography. However, to validate the public transactions of anonymous
nodes, a new validation process had to be developed (Nakamoto, 2008). Due to the lack of a
central governing party, a permissionless consensus mechanism allows nodes to coordinate
the system status by mass collaboration (Bogart and Rice, 2015). Consistency between the
different participants is ensured through this protocol.

In fact, when considering fully or partially replacing traditional systems with
technological alternatives, the discussion is ultimately about the redistribution of power
from well-established legal, social and financial institutions (Narayanan et al., 2016, p. 303),
introducing risks of conflicts with existing laws and regulations (DuPont, 2018).

3.2 Decentralisation
All participants are equal nodes in a pure peer-to-peer decentralised and distributed network
with “no central authority” (Nakamoto, 2008), whereby “any single, arbitrarily chosen
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terminal entity can be removed from the network without having the network suffering any
loss of network service” (Schollmeier, 2002, p. 102). The decentralised architecture leads to
increased resilience of the system, as it removes any single point of failure. However,
decentralisation requires autonomous participants to provide resources for transmitting,
storing and validating the datasets. Furthermore, the requirements present challenges to the
participation of internet-of-things devices in private or public blockchains (Lao et al., 2020).

While all participants have fast read and write access to their locally-stored copies of the
data, access to new, validated transactions is delayed. Block formation, block validation and
the propagation of new blocks, through the decentralised network, introduce delays in the
release of transactions (Sompolinsky and Zohar, 2013).

3.3 Transparency

The Blockchain enables “transparency among untrusted stakeholders” (Scully and Hobig,
2019) by protecting them from fraudulent transactions (Nakamoto, 2008). While transparency
is created through information sharing and can eliminate information asymmetries, this falls
alone short of the radical transparency (Voshmgir, 2017) promoted by the blockchain. All
transactions are visible to all participants. Everybody can view and verify the system’s
transactions. As transactions in the new privacy model are exposed to the public, the identity of
the transacting participants is protected. Blockchain realises this anonymity using changing
pseudonyms based on publickey cryptography (Diffie and Hellman, 1976) and the
unlinkability of participants and objects. Due to their anonymity, there can be no trust
relationship established between the nodes. Changing the public key address for each
transaction prevents transactions from being linked to a participant. Additionally, the
blockchain does not provide linkage to off-system assets. The blockchain does not connect the
transaction to real-world objects, as this could break anonymity (Wang ef al, 2019a).

3.4 Immutability

Blocks of transactions are created when the blocks are timestamped, linked through a hash to
the previously created block (Merkle, 1979) and signed (Haber and Stornetta, 1991). The
transaction is “append only” and protected against reversal. Network participants can audit the
integrity and authenticity of a transaction by recalculating the hash value of each block and
comparing it to the stored value (Tapscott and Tapscott, 2016). Nakamoto (2008) explains this
protection afforded to the transaction as follows: “to modify a past block, an attacker would have
to redo the proof-of-work of the block and all blocks after it and then catch up with and surpass
the work of the honest nodes” (Nakamoto, 2008). Consequently, the chain becomes tamper-
resistant, as manipulations of transactions its data can be detected and rejected by the network.

4. Conceptual analysis

We will now analyse traceability requirements and blockchain capabilities from both
viewpoints. First, by looking at blockchain from the perspective of traceability, we will
analyse how the key elements of traceability are supported by the characteristics of
blockchain. Second, by looking at traceability from a blockchain perspective, we will analyse
the impact that the adoption of blockchain concepts would have on traceability.

4.1 Traceability perspective on the blockchain

Supply chain traceability relies to a large degree on uniquely identifiable objects and actors.
Linking objects, processes and locations on both chain and internal levels is a fundamental
requirement. The blockchain relies on individuals’ anonymity to allow the transactions to be
visible and verifiable for all participants.
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Table 3.
Traceability
perspective on the
blockchain

To enable meaningful capture and recording of traceability data, standardisation of
processes and data is required. While the blockchain does not provide this standardisation, the
distributed nature of data storage provides availability and resilience. Data are written and read
by the local instance of the data store and distributed throughout the network. However,
distribution and verification introduce latency mostly driven by data and network size. The
quality of the captured data has to be high, as later modification of accepted data is not allowed.

Linking process and data is a key requirement for supply chain traceability. While the
visibility of all transactions in the blockchain appears to enable the connection between internal
and chain transactions, the linkage presents a threat to the required anonymity. On the
blockchain not only are individuals’ pseudonyms unlinkable, but the transferred on-system
electronic assets are also not interlinked.

As the communication of data between the distributed data stores is anchored in the
blockchains’ design, and reporting can be performed against local instances of the data, its
availability is limited by the speed of propagation. In other words, the latency limits the
ability to report the current state. Table 3 summarises these findings.

4.2 Blockchain’s perspective on traceability

Now, we revert the perspective and analyse traceability from a blockchain perspective.
Disintermediation is a key aspect of the blockchain privacy model, in which the consensus
mechanism replaces the mediator. Producers, focal firms and governments are key
stakeholders in supply chain traceability with an interest to govern the system and the
ability to provide resources and processes to fulfil the role of the mediator. Furthermore,
many proposed traceability systems are envisaged as closed groups of users or permissioned
access rights, introducing an administrative authority. The presence of centralised mediating
authorities, therefore, impacts anonymity in the blockchain.

In the absence of a central authority in the blockchain, identities are protected and
transactions openly visible and verifiable. Therefore, transparency is dependent on the
concept of anonymous identities to preserve overall privacy. Data transparency, under the
blockchains’ privacy model, supports the need of supply chain traceability. However,
provenance and custody information are key interests of supply chain traceability, and
blockchains’ anonymity requirement restricts the possible linkages.

The decentralisation of blockchains mirrors in many aspects the governance of supply
chains. The fully decentralised approach, necessitated by the absence of a central third party, is
at the core of the blockchain. However, supply chains, with heterogeneous capabilities and
interests of supply chain partners, present challenges for the decentralisation of data.
Specifically, companies’ financial and technical resources to distribute, store, validate, analyse,

Traceability construct Blockchain

Based on anonymous identities

Unlinkability of pseudonyms and transactions ensure anonymity
Transactions transfer values, not real-world objects

Distributed architecture eases recording of information
Immutability prohibits data correction

Unique identification ()]
@
()
@)
@
(3) Optional participation in a peer-to-peer network
@)
@
@
@
)

Capture and recording

Information visible to all

Linking compromises the privacy of identities

Fast access to a local copy of the dataset

Speed of network propagation restricts data volume and velocity
(3) Latency limits timely data availability

Linking process and data

Communication and reporting




or otherwise exploit large amounts of traceability data might differ greatly. Additionally, while
supply chain traceability requires constant participation of all partners in the supply chain, the
blockchains’ pure peer-to-peer approach allows participants to join or withdraw from the
network without impacting the blockchain. Furthermore, latency in the blockchain is
introduced through block building, validation and network distribution. This latency hinders
blockchain adoption when supply chain traceability requires real-time information.

The blockchain’s approach to chaining and validating data records strengthens the
immutability of information. This supports the demand of supply chain management for
trustworthy, immutable information. However, the correction of erroneous data and removal
or archiving of expired data from fast-growing traceability data pools are limited. The
findings of this blockchain perspective of traceability are summarised in Table 4.

4.3 Joining both perspectives

In the blockchain, validation of transactions through all participants is enabled by the data
transparency of stored transactions, matching the need for transparency of product data in
supply chain traceability. Therefore, companies are sharing all information with the whole
supply chain or even with the public. Information like production volumes and supplier and
client relationships can be a source of competitive advantage and sharing might weaken their
position when negotiating contracts with suppliers or when competing within the market.
Therefore, restrictions might be applied when capturing information of product, service or
financial flows between participants. Confidentiality of information can only be protected by
maintaining the anonymity of the sharing supply chain partner. However, the flow of
identifiable products, in contrast to the value of a currency, will enable the deciphering of the
partner’s identity.

The peer-to-peer network with its equally privileged, equipotent participants and
distributed architecture are at the base of the technology. Disintermediation as a key concept
removes exposure to any centralised governance or control. However, producers or retailers,
governing access to the traceability system and validating content, often drive traceability
projects. The power to force adoption of traceability systems, as well as the ability to benefit
directly from their implementation, resides with focal firms rather than the collective of
supply chain partners. The administration of access to the system as a whole and specific
function within the system requires some form of intermediary to govern access rights. To be
validated, partners will have to give up their anonymity. Anonymity is further threatened by
a need to apply unique identifiers when linking internal processes and data to supply chain
partners for traceability.

Blockchain construct Supply chain traceability

Disintermediation (1) The focal firm plays a central role
(2) Supply chain partners do not publicise all supplier relationships, distribution
channels and production data
Transparency (1) Linking unique, identifiable, real-world objects are a core need of traceability
(2) Supply chain partners might be prepared to share information when their
anonymity is guaranteed
Partners need to provide complete and consistent traceability information
Diverse capabilities of partners
Increase system reliability and fast data access enabled through local datasets
Reliable and secure information required
Data errors require corrections
Data archiving required

Decentralisation @
@
3
Immutability 1
@
3
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Figure 3.
Blockchain traceability
framework

Due to the lack of a central organisation, all participants will store all data and communicate
directly with each other. Access to the data is ensured, as validated copies are kept locally, and
transactions are being executed between the two partners directly. Therefore, data availability
is high, and reporting on the traceability information can be performed efficiently. However,
distribution and validation in the background will cause delays, and verified information will
not immediately be available to up- or downstream partners for reporting. The process of
continuously synchronising all system transactions across the network puts the onus on every
participant to communicate, store and validate all system data and constrains transaction
frequency and size. Additionally, not every supply chain partner might be able to benefit at all
from the communicated data. While in the blockchain partners are free to join or withdraw from
the network, traceability expects all partners to share required transactional information
without delay.

Once the data in the blockchain are validated, they cannot be changed. This immutability
secures the reliability of the information stored in the system. However, tamper resistance
limits the ability to correct data errors. Therefore, the immutability of the blockchain is of
greatest benefit when systems capture and record data in an automatic, paperless way. As the
complete chain of transactions is required to validate block data, the ability to remove historic
transactions is impaired. Consequently, an ever-growing blockchain will stress the resource
requirements of all participants in the supply chain.

Summarising the joint perspectives, we propose a public blockchain-based supply chain
traceability framework (Figure 3), highlighting the interlinked key concepts.

Data
Transparency

SC-Flow-
Data Immutability (& > Information
Capture

Peer to Peer
Network

A

SC-Transparency
Reporting
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Disintermediation in the peer-to-peer network, at the core of the blockchain, is not a
key requirement for traceability. While transparency is present in the blockchain and
required by traceability, confidentiality relies on anonymity. However, anonymity
cannot be maintained when observing flows of objects in a closed group of participants.
Decentralisation causes latency and increased resource consumption due to the
duplications in governance, storage, data processing and network transfer. Therefore,
blockchain can play a role in traceability when (1) no intermediary is present or wanted,
(2) confidentiality is not required or beneficial information can be recorded
anonymously and (3) transactions where error-rate, size and velocity are low or not
of high relevance.

5. Discussion

In essence, the disruptive privacy model innovation of the blockchain will not come to fruition
in general supply chain traceability. Potential intermediaries, system owners and
administrators are present and anonymity in many cases undesired. However, some
aspects of technologies adopted by the blockchain can improve traceability implementation.

Supply chain experts view the confidentiality of information as important to their
competitive advantage (Wang et al, 2019b) and may not be willing to share critical
information due to privacy and security concerns (Huang et al, 2003). The blockchain
enforces privacy of the transparently stored information through participant anonymity.
Supply chain performance might benefit from shared transactional information, even if the
identities of the participants remain unknown.

The design of blockchains leads often to inefficient use of infrastructure (Babich and
Hilary, 2020). Transactional requirements determine latency in the system and storage
requirements (Sompolinsky and Zohar, 2013). The blockchain has limited storage
capability as it is required to maintain the full history of all blocks and transactions
across all participants of the blockchain network (Lu ef al, 2018). While the actual
transaction records can be removed at some point (Nakamoto, 2008), the blockchain will
continuously grow. These limitations to scalability will inhibit the size of the blockchain
implementation (Chang et al, 2020). Improvements to storage and computing, and the
removal of intermediaries in the flow of information can, potentially, improve the speed of
information flow (Saberi et al, 2019). Therefore, technological feasibility is one of the
critical success factors (Hastig and Sodhi, 2020) and these infrastructure implications need
to be recognised when evaluating blockchain as a design option. The lack of practical
application examples, low adaptation rate might well be the result of a lack of operational
suitability.

Supply chains may require user-specific type of information disclosure (Choi ef al., 2020),
limiting the number of participants (Saberi ef al., 2019; Chang et al., 2020) and needs for unique
object traceability weaken immutability and privacy in the blockchain (Zheng et al., 2017).
Changes to the privacy model through centralisation and linkages of transactions or
identities carry the risk of systematic de-anonymization (DuPont, 2018).

Disruptions from the blockchain are expected to deliver benefits in supply chain
management (Queiroz et al., 2019). The blockchain disruptive force is rooted in eliminating
intermediaries, allowing peers to transact directly in privacy and removing vulnerability to a
controlling party. Furthermore, direct transacting with unknown, and therefore
untrustworthy, suppliers could be enabled through the blockchain’s governance model.
The result could be the elimination of mediators, enabling a shorter, less costly supply chain.
Research by Wang et al (2019b) suggests that even if the adoption of the blockchain leads to
disintermediation in the short term, the traditional intermediaries might be replaced by new
intermediaries over time, reversing at least some blockchain benefits. Therefore, the
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sustainability of a disintermediated traceability system, free of any central authority, should
be investigated early.

Disintermediation is the driver of potentially disruptive change from the blockchain. In
the tension between disintermediation and business case lies an opportunity for
researchers, not bound by the need to develop a business case. Advancement of the
privacy model, rather than focussing on technical aspects, could prove to be highly
beneficial for specific traceability challenges as well as overall supply chain performance.
Supply chain spheres, where institutional interest is lacking, supply chain partners
struggle to coordinate their activities, or individual infrastructure investment cannot be
justified, could be rewarding areas of research. Specifically, challenges in the sharing of
confidential information could be addressed by blockchain’s privacy model. The question,
if the new privacy models could elevate supply chain information needs effectively, can be
a rewarding area of future research. Additionally, supply chain performance could be
improved in areas where costly intermediaries are being replaced by approaches
embracing blockchain’s disintermediation and thereby potentially shortening supply
chains. The adoption of pure peer-to-peer information sharing has the power to impact
supply chain design and cost significantly. The role of the blockchain might not be one of
the central supply chain traceability systems, but rather a supporting extension (van Hoek,
2019). More research is needed in this direction.

Strong links have been found between information sharing technology and
performance (Prajogo and Olhager, 2012). Benefits found, when investigating
blockchain cases, could arise from overall technology adoption (Garrard and Fielke,
2020). Case study research, investigating blockchain application in productive use, could
shine light on the source of blockchain’s disruptive force in supply chain management.
Research should identify the impact achieved through blockchain adoption and where
this impact is rooted within the systems’ technology. This benefit needs to be set into
context to potential alternative approaches applying other mature technologies like
shared database systems.

5.1 Limitations

In this study, we did not distinguish between the different types of supply chains, product
types, or stakeholders. Traceability privacy requirements, for example, the confidentiality
needs of sub-suppliers, or the number of intermediaries involved, might differ. Furthermore,
we did not dissect the technological fabric of the blockchain and engage with these single
technological components.

6. Conclusions

Based on a systematic conceptual analysis of the blockchain and supply chain traceability,
the study identified several incompatibilities between the characteristics of the blockchain
and general traceability requirements. Not much of the revolution is left once the blockchain
is wrapped into an, ultimately purpose-defeating, permissioned, distributed system, to
overcome the public blockchain’s limitations. The disruption of established business models
in supply chains is unlikely to originate in the incremental enhancement of shared database
functionalities. The blockchain is woven out of well-recognised technologies of the last
century and boasts unique characteristics that allow for disruptive innovation. Blockchain-
washing based in inspiration from and appreciation of blockchain characteristics obscures
the view on potentially disruptive blockchain developments. We can adopt the single
technologies and enhance information sharing in supply chains, or elsewhere. However, the
true force of the blockchain can only be realised by the adoption of the privacy model.



By leveraging the framework that we extracted from our analysis (Figure 3), practitioners
can at an early stage identify opportunities from the blockchain for their traceability
challenges and validate their business requirements towards supply chain traceability
against the interdependencies of public blockchain design characteristics. Furthermore, from
a managerial point of view, it will be possible to evaluate the potential for disruptive change
from their technology choices. Aided by the framework, managers will be able to define the
role their organisation can play in a public blockchain-based traceability solution.
Furthermore, social entrepreneurs might find our framework helpful in developing
traceability solutions to resolve social, cultural, or environmental issues without relying on
intermediaries.

Much of the current research focuses on implementation with business benefits. However,
the intermediary-free peer-to-peer design allows for disruptive innovations. We call on
researchers to investigate traceability solutions based on our framework and thereby
focussing on the value of disintermediation and decentralisation. Taking our findings into
account, public blockchain traceability could be highly beneficial to organisations like social
entrepreneurs, decentralised autonomous organisation, or bottom of the pyramid businesses
and markets. Future research should identify the benefit of the proposed blockchain cases in
contrast to more traditional designs like shared databases. Our Framework will be helpful to
demonstrate this blockchain-driven differentiation.
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