
Al-Dmour, Ahmad; Abbod, Maysem; Al-Dmour, Rand H.

Article

The Impact of the Implementations of the SysTrust's
Framework upon the Quality of Financial Reporting:
Structural Equation Modelling Approach

Journal of Accounting and Management Information Systems (JAMIS)

Provided in Cooperation with:
The Bucharest University of Economic Studies

Suggested Citation: Al-Dmour, Ahmad; Abbod, Maysem; Al-Dmour, Rand H. (2018) : The Impact of the
Implementations of the SysTrust's Framework upon the Quality of Financial Reporting: Structural
Equation Modelling Approach, Journal of Accounting and Management Information Systems
(JAMIS), ISSN 2559-6004, Bucharest University of Economic Studies, Bucharest, Vol. 17, Iss. 1, pp.
69-99,
https://doi.org/10.24818/jamis.2018.01004

This Version is available at:
https://hdl.handle.net/10419/310698

Standard-Nutzungsbedingungen:

Die Dokumente auf EconStor dürfen zu eigenen wissenschaftlichen
Zwecken und zum Privatgebrauch gespeichert und kopiert werden.

Sie dürfen die Dokumente nicht für öffentliche oder kommerzielle
Zwecke vervielfältigen, öffentlich ausstellen, öffentlich zugänglich
machen, vertreiben oder anderweitig nutzen.

Sofern die Verfasser die Dokumente unter Open-Content-Lizenzen
(insbesondere CC-Lizenzen) zur Verfügung gestellt haben sollten,
gelten abweichend von diesen Nutzungsbedingungen die in der dort
genannten Lizenz gewährten Nutzungsrechte.

Terms of use:

Documents in EconStor may be saved and copied for your personal
and scholarly purposes.

You are not to copy documents for public or commercial purposes, to
exhibit the documents publicly, to make them publicly available on the
internet, or to distribute or otherwise use the documents in public.

If the documents have been made available under an Open Content
Licence (especially Creative Commons Licences), you may exercise
further usage rights as specified in the indicated licence.

  http://creativecommons.org/licenses/by/4.0/

https://www.econstor.eu/
https://www.zbw.eu/
http://www.zbw.eu/
https://doi.org/10.24818/jamis.2018.01004%0A
https://hdl.handle.net/10419/310698
http://creativecommons.org/licenses/by/4.0/
https://www.econstor.eu/
https://www.leibniz-gemeinschaft.de/


Accounting and Management Information Systems 

Vol. 17, No. 1, pp. 69-99, 2018 

DOI: http://dx.doi.org/10.24818/jamis.2018.01004 

 

 

The impact of the implementations  

of the Sysrust’s framework upon  

the quality of financial reporting: structural 

equation modelling approach 

 

Ahmed Al-Dmoura1, Maysem Abboda and Rand Al-Dmourb
 

 
a Brunel University, England 
b University of Jordan, Jordan 
 

Abstract: The purpose of this research is to examine empirically, validate, and 

predict the reliability of the proposed relationship between the reliability of AIS 

process in the context of SysTrust' framework (principles and criteria) and the quality 

of financial reporting in shareholdings companies in Jordan. For this purpose, a 

primary data was used that was collected through a self-structured questionnaire 

from 239 of shareholdings companies. The extent of SysTrust's framework 

(principles and criteria) and the quality of financial reporting were also measured. 

The data were analyzed using structural equation modeling. The results showed that 

the magnitude and significance of the loading estimate and they indicated that all of 

the main five principles of SysTrust's framework are relevant in predicting the 

quality of financial reporting. Moreover, the reliability of AIS by the implementation 

of these five principles of SysTrust's framework were positively impacting the 

quality of financial reporting, as the structural coefficient for these paths are 

significant. 
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1. Introduction 
 

According to Daneilia (2013), the quality of financial statements relies mainly on 

accounting information systems and internal controls that positively affect financial 

reporting. Potentiality of error in the reporting is related to the weaknesses of internal 

control, namely the supervision of accounting information system (Ricchiute, 2006). 

Further, the need of internal control is to produce reliable financial statements 

through supervising the relevant accounting system (Konrath, 2002). In terms of 

"quality", Toposh (2014) argues that maintaining characteristics of any accounting 

information system accounts on a well-designed internal control system which is 

applied to realize operational goals and performance. Romney and Steinbart (2009) 

pointed out that the AIS and good internal control structure can protect the system 

from problems such as fraud, error, equipment and software failures and problems 

due to political disaster. Another purpose of internal control, is to maintain the 

company's assets from theft, to make sure the information is reported accurately and 

implementation of laws and rules that apply (Warren et al., 1996: 233). So it can be 

concluded that the internal controls used by management aims to control every 

activity in the company so that the company's operations (organization) will be 

implemented as planned, including producing of reliable financial reports. 
 

Studies that emphasize the necessity and importance of the internal control system 

in the accounting system are increasingly being acknowledged (Zulkanian, 2009). 

Al-Qudah and Ahmed (2011) suggested a significant impact on the company's 

internal control AIS in creating accuracy, updated, comprehensive and comparative 

data. One of the internal control objectives in the IT environment is to obtain 

financial statements of high reliability and to provide an adequate and appropriate 

evidence to attain the goals of the organization (Al-Laith, 2012). Recently, the 

assessment of the effect of the internal control of AIS on the quality of financial 

reporting has received great attention by academic and professional accountants 

(Grant et al., 2008; Canada et al., 2009). They had much concern about answering 

the question whether the reliability of internal control will lead to systematic 

improvements in the quality of financial reporting. However, studies (that have 

examined the SysTrust's framework as an internal control method for assuring 

reliability in the professional accounting literature) are primarily devoted to explain 

the background and purpose of this service and its potential demand (Pugliese & 

Halse, 2000; Al-dmour et al., 2018).  Furthermore, several authors indicated that 

within organizations, attention must be given to the accounting standards and laws 

of each country because they affect accounting management (Davila et al., 2004; 

Romney & Steinbart, 2017). 
 

As in many other developing countries, financial reporting practices in Jordan are 

more of a result of "different sources of accounting influence" (Goitom, 2003) and 

the various legal requirements. The financial reporting in Jordan is regulated through 
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the commercial laws. The Companies Law regulates all types of companies; the 

Banking Law regulates the banks, while the Insurance Law regulates the insurance 

companies. In the same context, the Securities Law regulates all companies’ 

activities regarding listing and trading matters in the financial markets.  According 

to the Companies Law No. 22 (1997), Jordanian companies are divided into General 

Partnership, Limited Partnership, Limited Liability Company, Limited Partnership 

in Shares, Public Shareholding Company. The securities of public shareholding 

companies can be listed and traded in Amman Stock Exchange and their minimum 

paid-in capital is 500,000 Jordanian Dinars (JD). According to the Companies Law 

No. 22 (1997), public shareholding companies are obligated to appoint an auditor. 

Duties are assigned to the Jordanian auditor according to the Companies Law - the 

major responsibility being to audit companies’ accounts in accordance with the 

recognized auditing rules, the auditing profession’s principles and its scientific and 

technical standards. Moreover, an auditor is to review the financial and 

administrative by-laws of the company and its internal financial controls, to ensure 

their suitability for the company’s business and the safeguarding of its assets. 

Accordingly, auditors in Jordan are responsible for assessment of companies’ 

internal controls, in addition to undertaking the appropriate substantive tests.  In 

accordance with Companies Law No. 22 (1997), all public shareholding companies 

are required to prepare and issue their annual audited financial statements - their 

balance sheets, income statements, and cash flows statements - within three months 

from the end of the company’s fiscal year. Further, each public company is to prepare 

and issue its semi-annual financial statements, certified by the company auditors 

within 60 days from the end of the half-year period. 
 

The present study has, therefore, come to bridge this gap by assessing the impact of 

the implementation of the SysTrust's framework (principles and criteria) as internal 

control for assuring the AIS on the quality of financial reporting through an 

integrated approach. The study aims to overcome the limitations of the previous 

studies, and to improve understanding of the importance of the reliability of the AIS 

process in the environmental context of Jordanian organizational culture as a 

developing country and to empirically examine, validate and predict the viability of 

the study's proposed conceptual mod. 
 

2. Theoretical background and literature review 

 
2.1 The SysTrust's framework: definition and importance 
 

According to the AICPA (2017), SysTrust's framework is an assurance service that 

independently tests and verifies a system's reliability. AICPA succinctly describes 

the overall purpose of SysTrust in the following way: "Developments in information 

technology provide far greater power to companies at far lower costs." As business 

dependence on information technology increases, tolerance decreases for systems 
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that are not secure, and these systems become unavailable when needed and unable 

to produce accurate information on a consistent basis. An unreliable system can 

cause a chain of events that negatively affect a company and its customers, suppliers, 

and business partners (Hunton, 2002). 
 

The objective of a SysTrust engagement is to enable the practitioner to issue an 

attestation/assurance report on whether the management maintains appropriate 

reliability controls over its system(s). Potential users of a SysTrust report include: 

the entity itself as well as its shareholders, creditors, customers, suppliers, third-party 

users, including those who outsource to other entities and any other party who in 

some fashion relies on an information system. The term was intended to include 

auditing as a subcategory, as indicated in the following quote, which refers to the 

Special Committee’s conceptual framework for assurance services: “The 

framework’s primary objective is to provide a consistent view of assurance services. 

It provides guidelines that will enhance consistency and quality in the performance 

of services. It can also help establishing a common public perception of the CPA’s 

function and value (AICPA, 2013). The AICPA Assurance Services Executive 

Committee (ASEC) has developed a set of principles and criteria (trust services 

principles and criteria) to be used in evaluating controls relevant to the security, 

availability, and processing integrity of a system, and the confidentiality and privacy 

of the information processed by the system. In this document, a system is designed, 

implemented, and operated to achieve specific business objectives (for example, 

delivery of services, production of goods) in accordance with management specified 

requirements. To check the reliability of a system; a set of principles and criteria are 

used for this purpose. This criteria is classified into five categories that they are 

relevant to systems reliability and to the reliability of financial statements of an 

organization as follows (ACIPA, 2017): 
 

1. Availability: Agreed and committed system and information thereof that are 

used for operations (legal obligation). 

2. Security: Protected systems against unauthorized access- physically and 

logically.  

3. Confidentiality: Confidential information that is protected as committed to 

or agreed. 

4. Processing Integrity: Processing data accurately, fully, in due timing and 

exclusively with proper authorization. 

Privacy: Gathering, usage, disclosure, maintenance of personal information and its 

protection from unauthorized disclosure in accordance with internal policies and 

external regulatory requirements. 
 

The main benefits of the use of SysTrust service include improved confidence in the 

systems of both business partners' and one's own internal systems, avoiding problems 

of system development (McPhie, 2000) and reducing the cost of business 

interruption insurance (Pugliese & Halse, 2000). The literature also suggests that 
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SysTrust provides a good framework for auditing internal systems (Al-Dmour et al., 

2018) and restructuring systems controls and procedures (Trabert & Mackler, 2001). 

While recognizing the potential benefits of trust services, Gray (2002) warns 

customers to investigate the relative value of the benefits against the associated cost 

before hiring a third party assurance provider.  Accordingly, it is clear that system 

assurance has a positive impact on system users and their reliance and in turn on 

their decisions, especially when this assurance is provided on continuous basis, 

which is more suitable to the current changing environment.  SysTrust developers 

also expect that the SysTrust report would be seen in the market as a sign of quality. 

According to this viewpoint, Trabert and Mackler (2001) imply that SysTrust 

opinions will function as a marketing tool and add value for the client. In the most 

recent version of the trust services guidelines, electronic seals or reports can be used 

with SysTrust engagements. Users may recognize that displaying the electronic seals 

or reports will help in their marketing efforts through improving their skill to 

distinguish themselves from other entities. This contention is supported by the results 

of the study of Arnold et al. (2000), which indicate that good-quality dealers are 

willing to pay for reports that differentiate along quality lines. 
 

2.2 Literature review 
 

In their study of electronic data interchange (EDI), Khazanchi and Sutton (2001) 

give evidence of the requirement for systems assurance, illustrating that numerous 

companies enforcing these systems do not use them to full benefit. This shows that 

entities authorizing EDI for their clients or customers should require assurance of 

suitable functioning. Results of these studies recommend a demand for trust services. 

It follows that there should be a positive effect on the business of clients that meet 

approved trust services standards. Moreover, a study by Havelka et al. (1998) argues 

that expression of agreement on measurement criteria for assurance services among 

providers and users will enable more effective and efficient production of those 

services.  SysTrust is one of the models to update Internal Control Systems (ICS) of 

AIS through frame working the technological variables which affect designing AIS. 

Due to such nature, many of the practical studies have been implemented using the 

principles and criteria of SysTrust to examine performance of AIS. The term ICS has 

been used by COSO (1992) to refer to the risks associated with ineffectiveness 

management of public companies, both large and small. Integrated framework of 

COSO has long served as a blueprint for establishing internal controls that promote 

efficiency, minimize risks, and help check the reliability of financial statements, and 

comply with laws and regulations. 
 

According to COSO’s study, ICS is no longer an accounting concept. COSO‟s report 

has outlined 26 fundamental principles associated with the five key components of 

ICS: (i) control environment, (ii) risk assessment, (iii) control activities, (iv) 

information and communication, and (v) monitoring. SACF (2001) considers the 
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control objectives associated with use of IT. The study is widely known as COBIT. 

COBIT consists of three control groups: business objectives, IT resources, and IT-

based process. The key feature of COBIT is coming from the fact that it developed 

36 standards of control related to security of IT-based AIS. The study was conducted 

on more than 600 banks of the Italian banking industry. The study came with a 

conclusion that the intensive use of IT-based AIS has a reasonable impact on: (i) 

reduction in the cost of banking services, (ii) expansion of banking services package, 

and (iii) increasing banking profit. Another study was conducted by Raupeliene and 

Stabingis (2003) has considered the effectiveness of IT based AIS. The study has 

developed a quantitative model based on set of technological, economics, and social 

parameters. 
 

Boritz (2005) conducts an extensive review of the literature to identify the key 

attributes of information integrity and related issues. He brought two focus groups 

of experienced practitioners to discuss the documented findings extracted from the 

literature review through a questionnaire that examining the core concepts of 

information integrity and it elements. Boritz (2005) considers information security 

as one of the core attributes to information integrity. This security should cover the 

following areas: Physical access controls and Logical access controls. The results 

indicated that the security has a lower impairment severity score than other severe 

practical aspects, such as availability and verifiability. Such findings of Boritz, 

pointed out the effective use of security controls in the organizations represented. In 

his study, Coe (2005) focuses on the fulfillment of Sarbanes-Oxley act 2002 that 

requires public companies to report about the effectiveness of their internal control 

systems Coe. The study explained also that the American companies are using 

COBIT for Sarbanes-Oxley act 2002 compliance, and this is because its objectives 

have been mapped to COSO in a publication entitled IT Control Objectives for 

Sarbanes-Oxley. COBIT also has been mapped to popular enterprise resource 

planning (ERP) systems, like SAP, Oracle and PeopleSoft. 
 

This mapping and related guidance provides COBIT with framework references and 

methodologies for auditing and testing the major ERP systems. However, it is 

decided later to use SysTrust service to ensure the company’s systems carry-out 

business processes reliably. Herein, Coe establishes five-step processes showing 

how the CPAs can use the trust service framework to evaluate a company's IT 

controls when the Entity primarily uses the COSO approach. These steps are: (i) Use 

COSO framework to identify the risks in each business cycle and the controls that 

mitigate them, (ii). Gather initial IT information, (iii) Identify all information 

systems that related to financial reporting. (iv) Use trust services framework to create 

one overall IT matrix, (v) Assess the controls identified in the matrixes created 

above. Martin (2005) mentioned the same steps in his study, in which he tried to 

explain how information system auditor can use the AICPA/CICA trust services 

framework to evaluate internal controls, particularly controls over information 

technology. The participants in the experiment were 481 middle and upper-level 
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managers from a wide range of functional areas. The study concludes that auditor-

provided assurances on information systems availability of security, integrity and 

maintainability will show significant key effects with respect to the probability of 

the participant entering into a contractual agreement with the ASP organization. In 

addition, the comfort level of the participant with the reliability of the ASP 

organization's ERP system will increase. 
 

Also, Meharia (2011) aims to study the effects of assurance services and the trust in 

the mobile payment system on how users' use the system. To demonstrate this matter, 

the study depends on the Technology Acceptance Model (TAM). The study finds 

that the users' intention to use their attitude towards the system, determines their real 

use. Their attitude towards the system is decided by the apparent usefulness of the 

system and the simplicity of use. However, the study added that the assurance on the 

security, availability, confidentiality, privacy, and process integrity of the system 

will have a positive influence on the users' attitude towards the system, in 

combination with the apparent usefulness and simplicity of use.  Also, from a 

security perspective, Siponen and Oinas-Kukkonen (2007) reconciled prior security 

research literature and emphasized the distinct importance of accessibility and 

availability as it relates to communication issues, like user authentication and 

appropriate maintenance of data retention. Strong et al. (1997) also segregated and 

highlighted the importance of accessibility as a determinant of data quality. In 

particular, they emphasized the importance of access security and timely availability 

to data. Likewise, Nelson et al. (2005) argued that accessibility that represents a 

system attribute, is distinct but similar in importance to the system’s ability to 

produce reliable data, although they argued that this impact of accessibility is come 

in the second ranking in terms of influence on the system’s processing reliability. 

Consequently, it is apparent that system assurance has a positive influence on system 

users, their reliance and, therefore, on their decisions, particularly when this 

assurance is provided constantly, which is more suitable according to the present 

inconstant environment. In reviewing the literature, it can be seen that Certified 

Public Accountants (CPAs) can provide assurance on RTA Information Systems. 

CPAs are accepted as independent parties that provide assurance concerning the 

accuracy and fairness of financial information. Also, CPAs are well-informed about 

the subject matter to be assured and the assurance matters, recognized for their 

independence, objectivity and reliability (Boritz & Hunton, 2002), and acquire 

advanced technical competencies (Burton et al., 2012). 
 

Experimental work indicates that there would be demand for both WebTrust (Hunton 

et al., 2000; Lala et al., 2002) and SysTrust (Boritz & Hunton, 2002) in the 

marketplace. Yet, as Bedard et al. (2005) note, there are a lot of issues, questions 

and risks in SysTrust engagements, and most auditors are leery about delving into 

the ill-defined arena of systems reliability assurance. Only limited researches to date 

has looked at ways in which to improve and deliver systems reliability assurance. 

Havelka et al. (1998) conducted a series of focus groups with systems development 
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teams in order to establish criteria for assessing the quality of the information. 

Arnold et al. (2000) explore the market demand for graded reporting of systems 

quality versus use of a traditional auditor’s binary reporting model. These studies 

represent the first incremental steps in understanding systems reliability assurance. 

The domain is wide, open, and in great need of additional research. While SysTrust 

provides some broad criteria that must be considered in assessing systems reliability, 

little is known about how to go about assessing these criteria effectively. Given the 

major role that IT systems play, particularly in enterprise systems environments, the 

profession must rapidly advance its ability to assess systems quality and academic 

researchers need to step forward to help in answering difficult questions that till to-

date form barriers to widespread systems reliability assurance efforts. 

 

Internal control weaknesses will lead to fragile accuracy and validity of financial 

data; and therefore; will weaken the quality of financial reporting. Weak financial 

data processed by the AIS will produce unreliable financial statements that cannot 

be relied on in making decisions by third parties, so that the later will use another 

reliable source for decision making (Costelo & Wittenberg, 2010). While Hall (2011) 

states internal control helped managers and accountants to prevent fraud and errors. 

Fraud occurs because of a violation of the rules and regulations. The error occurs 

due to lack of supervision including errors in financial reporting. Internal controls 

significantly affect investment decisions. Grant, et al., (2008) have examined the 

impact of IT deficiencies on financial reporting and determined significant 

differences between the companies that report IT deficiencies and the companies that 

do not report IT deficiencies. Four accounting errors: revenue recognition issues; 

receivables, investments and cash issues; inventory, vendor and cost of sales issues; 

and financial statement, footnote, US GAAP, and segment disclosures issues stand 

out as common financial reporting problems in companies found with weak IT 

controls. The study revealed that companies with IT control deficiencies report and 

high internal control (IC) deficiencies, are smaller, pay higher audit fees, and are 

typically audited by smaller accounting firms. 

 

After reviewing the previous studies, in this specific area of research, relating to 

reliability of AIS control systems and the quality of financial reporting, it can be 

observed that there are not enough studies available, and this could be due to the fact 

that this area of research is reasonably new. In addition, many of the studies in this 

subject are administered on a small level and connected with combined studies from 

the fields of business management and, computer science. They are often in the form 

of reports or descriptive studies, and rarely experimental.  To summarize, there is a 

lack of academic literature on the issues of trust services and its influence on the 

quality of financial reporting.  It should also be noted that some of the investigations 

are conducted in isolation, without benefit from the findings of other studies. 
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3. Conceptual framework 

 
Theoretical background and empirical studies on the SysTrust's framework as an 

internal control for assuring the reliability of AIS as well as the relevant theoretical 

literature on the quality of financial reporting were reviewed and integrated to 

develop a conceptual framework to guide this study. According to the existing 

frameworks on IS and accounting management (Dehning & Richardson 2002; 

DeLone & McLean 2003; Gable et al., 2008), the quality of financial reporting is 

proposed to be influenced by the implementation of SysTrust's framework 

(principles and criteria) as an internal control of AIS process. Understanding the 

critical principles influencing financial quality reporting will assist organizations to 

improve the reliability of their financial data. Inadequate financial reporting quality 

will cause a lot of business operations to run inefficiently, and perform less in 

accordance with the demands and needs of the stakeholders. Supposedly, in order to 

anticipate these conditions, businesses must have reliable software and databases in 

generating quality information (Al-Dmour et al., 2018). However, the effect of the 

reliability of AIS upon the quality of financial reporting   has been given little 

attention in previous studies. The model proposed here is used to investigate whether 

better reliability of AIS control process by the implementation of SysTrust's 

framework (i.e., availability, security, processing integrity, confidentiality and 

privacy) would enhance the quality of financial reporting and to isolate those 

principles and criteria that are highly associated with the quality of financial 

reporting. The expected relationships of the implementation of the SysTrust 

principles and the quality of financial reporting are depicted in (Figure 1). 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 1. The Study's Proposed Conceptual Framework 

 

The major constructs of the study's model are presented below with brief discussion. 

Furthermore, the expected relationship among these constructs are clearly defined 

and discussed throughout the presentation of each construct.  
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3.1 The quality of financial reporting     

 
Kieso et al. (2016) defined the financial reporting as the process of presenting 

business financial statements in the form of financial report for both internal and 

external stakeholders of the company. Ramdany (2015) proposed the same concept 

by adding that it also includes initial recording and rating all business activities, 

especially financial transactions, then the reporting phase of these activities come up 

in order to present them to stakeholders. The primary objective of financial reporting 

is to provide high-quality financial reporting information concerning economic 

entities, primarily financial in nature, useful for economic decision making (FASB, 

1999; IASB, 2008). Providing high quality financial reporting information is 

important because it will positively influence capital providers and other 

stakeholders in making investment, credit, and similar resource allocation decisions 

enhancing overall market efficiency (IASB, 2006; IASB, 2008).   Many previous 

researches and literatures depended on using many measurement tools for examining 

financial reporting quality, ED (IASB, 2008), for example, stated that fundamental 

and qualitative characteristics such as relevance and faithful representation of 

information are one of the most important used tools, they depend on underling 

decision usefulness as a measuring tool for examining financial reporting quality. 

Other examples of these characteristics are comparability, verifiability, 

understandability, and timeliness, which also considered as critical tools for 

examining the content of financial reporting information, which in turn improves 

decision usefulness (IASB, 2010). 

 

 Many studies have been taken place in this field. Based on the above mentioned  

facts; the current study will depend on the seven  point rating scales of qualitative 

characteristics mentioned on ED (IASB, 2008) to assess the quality of financial 

reporting except timeliness characteristic. To assure the internal validity of these 

items, the quality measures are built on prior empirical literature.  Table (2) provides 

an overview of the 21 measured items used to operationalize the fundamental and to 

enhance the qualitative characteristics. The current study will depend on the 

following qualitative characteristics: relevance, faithful representation, 

understandability and comparability by totalize the scores on the related items and 

dividing it by the total number of items. These measures are employed in order to 

facilitate the comparison between the findings of using it and the findings of previous 

works in this field. Here are some brief explanations of these qualitative 

characteristics: 

 

1. Relevance: IASB (2008) defines relevance as the capability of making a 

difference in decisions made by users on their capacity as capital providers. 

Relevance is usually operationalized in terms of predictive and confirmatory value 

(Beest et al., 2009).  
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2. Faithful Representation: Faithful representation means that all information 

listed in financial report must be represented faithfully, IASB, (2006) stated that 

in order to accomplish this; all information and economic phenomena listed in 

annual reports must be complete, accurate, neutral, and free from bias and errors. 

3. Understandability: Understandability is referred to the process of classifying, 

characterizing, categorizing, then presenting the financial information clearly and 

concisely, for (IASB, 2008) understandability means assuring financial 

information transparency and clearness, this process needs referring to some 

financial measures.   

4. Comparability: Comparability means the ability the information has in 

explaining and identifying similarities in and differences between two common 

sets or transactions of economic phenomena (IASB, 2008: 39). According to the 

ED, comparability could be arrived by attaining consistent information by 

companies, this could happen by enforcing the company to use the same 

accounting policies and procedures, either from period to period within an entity 

or in a single period across entities (IASB, 2008: 39).  Comparability refers to the 

users’ ability to make comparisons over time between different financial 

statements of a certain entity and those of other entities (Alfredson et al., 2007).  

5. Timeliness: The last enhancing qualitative characteristic discussed in the IASB 

(2010) conceptual framework is timeliness. The framework defines timeliness as 

having information available to decision makers before it loses its capacity to 

influence decisions (IASB, 2010). In specific terms, timeliness relates to the 

decision usefulness of financial reports. It refers to the time it takes to reveal the 

information in annual reports. It is usually measured in terms of the number of 

days it takes for the auditor to sign the accounts after book-year end. 
 

3.2 The SysTrust's principles 
 

According to the AICPA, SysTrust's framework is an assurance service that 
independently tests and verifies a system's reliability. It is assumed that any system 
meets the SysTrust principles should be viewed as being more reliable and thus be 
trusted more than anyone that does not. In other words, trust in the system of specific 
provider is influenced by the extent to which the system meets the SysTrust 
principles. It is referred to as trust in system reliability in this study. According to 
the AICPA, SysTrust is an assurance service that independently tests and verifies a 
system's reliability. The five fundamental components (principles) that contribute to 
the overall objective of the system reliability and related measures are: availability, 
security, integrity processing, confidentiality and privacy. These SysTrust’s 
principles and criteria are designed to be complete, relevant, objective, and 
measurable and to address all of the system components and the relationships among 
them. In some cases, for evidence-gathering purposes, the criteria may need to be 
broken down. For example, either to be broken down by system component to 
address infrastructure, software, people, procedures, and data or can be broken down 
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by system development phase which includes investigation, acquisition, 
implementation, operation, and maintenance.  

  
Based upon the study’s conceptual framework, the study hypotheses are formulated 
and proposed as summarized below: 
Ho1:   The SysTrust's Framework (i.e. five principles: availability, security, integrity 

data processing, confidentiality, and privacy) are significantly implemented 
among business organizations. 

Ho2:  There is a significant relationship between the implementation of SysTrust's 
framework (i.e., availability, security, integrity data processing, 
confidentiality, and privacy) and the quality of financial reporting. 

 

4. Research methodology 
 

In order to obtain the empirical data needed to validate the study's conceptual model 

and examine the research hypotheses, a self –administrated questionnaire was used 

to collect the required data. The target respondents were the shareholding companies 

in Jordan and the single key respondents approach was used. The key respondents 

were financial or accounting managers and financial directors. The identification of 

the individual business organizations in the country (Jordan) could be done by 

obtaining names of all companies, as well as their addresses, from a variety of private 

and public sources in order to identify the type of business sector, and the range of 

the number of companies in each sector. Restrictions of time and financial resources 

could make the inclusion of all business companies impossible. Therefore, the target 

population is only limited to the shareholding companies listed in Amman Stock 

Exchange Market database. Table 1 gives the demographics of the population and 

number of respondents by sector. 
 

Table 1.  Study's Respondents 

Type of Sector  No. of companies  No. of respondents  Percentages  

Service  202 162 80 

Industries  126 77 61 

Total  328 239 73 
Sources: ase.com.jo 2016  

 
A total of 328 self-administered questionnaires were distributed to the respondents 
by e-mail, postal, and hand from and the response rate was 73% after a period of 
sixteen weeks and two follow-up reminders. 80% of the respondents were from 
service sector. Initially, research assistants called the companies to have 
appointments to distribute copies of the questionnaire to their companies. 
Researchers have gained support from several official bodies in collecting data and 
motivating companies to response and collaboration including University of Brunel, 
Chamber of Commerce, Jordanian bank Association, Ministry of Higher Education 
and Ministry of Industry and Commerce. After respondents answered the questions, 
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the assistants collected te copies from them. In editing stage, the responses were 
reviewed for completeness and 16 questionnaires were eliminated because the 
respondents either failed to respond to all item measures for latent constructs used in 
this study or responded “no basis for answering” to some of the item measures.  In 
this survey, some variables are factual (for example, companies' demographic 
information such as the type of sector), whereas others are perceptual (for instance, 
SysTrust principles, the quality of financial reporting). The dependent variables (i.e., 
the quality of financial reporting) and the independent variables (the extent of the 
implementation of SysTrust principles) were measured using a seven–point Likert 
scale. 
 

5. Data results & discussion 
 

5.1 Descriptive statistics  

 
All the 95 items (70 items for SysTrust and 25 items for quality of financial 
reporting) were tested for their means, standard deviations, skewness, and kurtosis. 
The descriptive statistics presented below in Table 2 indicate a positive disposition 
towards the items. While the standard deviation (SD) values ranged from 0.99458 to 
1.198, these values indicate a narrow spread around the mean. Also, the mean values 
of all items were greater than the midpoint (4) and ranged from 5.09 (A7) to 5.58 
(S10). However, after careful assessment by using skewness and kurtosis, the data 
were found to be normally distributed. Indeed, skewness and kurtosis were normally 
distributed since most of the values were inside the adequate ranges for normality 
(i.e. -1.0 to +1.0) for skewness, and less than 10 for kurtosis (Byrne, 2010; Black et 
al., 2010; Kline, 2010). 
 

Table 2. Mean, Standard Deviation, and Normality of Scale Items 

Construct /items Mean S.D Skewness Kurtosis 
1 The Quality of Financial Reporting 
 1.Relevance     

R1 

The annual reports disclose forward-

looking information to help forming 

expectations and predictions 

concerning the future of the company 

5.5260 1.18965 -0.930- 0.791 

R2 

The annual reports disclose 

information in terms of business 

opportunities and risks   

5.4306 1.12267 -0.771- 0.338 

R3 
The company uses fair value instead 

of historical cost. 

5.4566 1.18914 -0.973- 0.708 

R4 
Information helps you confirm 

profitability levels of the business 

5.4162 1.19184 -0.559- -0.402- 

R5 

Financial reports are presented 

annually as required by regulatory 

bodies of accounting 

5.4075 1.08420 -0.755- 0.328 

R6 
No un due delays in the presentation 

of financial reports. 

5.4942 1.11445 -0.813- 0.376 
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Construct /items Mean S.D Skewness Kurtosis 

R7 

The annual report provides feedback 

information on how various market 

events and significant transactions 

affected the company 

5.4191 1.18717 -0.522- -0.498- 

 2. Faithful Representation     

F1 

The annual report explains the 

assumptions and estimates made 

clearly; valid arguments provided to 

support the decision for certain 

assumptions and estimates in the 

annual report 

5.1705 1.05904 -0.743- 0.734 

F2 
The annual report explains the choice 

of accounting principles clearly 

5.0405 1.08405 -0.534- 0.040 

F3 

The annual report highlights the 

positive and negative events in a 

balanced way when discussing the 

annual results  

5.0491 1.08503 -0.509- -0.139- 

F4 
The annual report includes an 

unqualified auditor’s report 

5.2399 1.13072 -0.724- 0.446 

F5 

The annual report extensively 

discloses information on corporate 

governance issues 

5.1590 1.09048 -0.495- -0.264- 

 3.Understandability     

U1 
The annual report presented in a 

well-organized manner 

5.3121 1.01623 -0.423- -0.149- 

U2 

The notes to the balance sheet and 

the income statement are s 

sufficiently clear 

5.3497 1.10949 -0.584- -0.144- 

U3 
Sources and level of expenditure can 

easily be understood 

5.3699 1.00815 -0.503- 0.586 

U4 

Business assets are easy to be 

identified in terms of value and 

nature 

5.3410 1.08181 -0.573- -0.044- 

U5 
the presence of graphs and tables 

clarifies the presented information 

5.364 1.02167 -0.449- 0.462 

U6 

The use of language and technical 

jargon is easy to follow in the annual 

report 

5.3491 1.08572 -0.593- -0.059- 

U7 
The annual report include a 

comprehensive glossary 

5.3035 1.04276 -0.432- -0.080 

 4.Comparability     

C1 

The notes to changes in accounting 

policies explain the implications of 

the change 

5.2023 1.10051 -0.473- 0.231 

C2 

The notes to revisions in accounting 

estimates and judgments explain the 

implications of the revision 

5.2370 1.09089 -0.576- -0.090- 

C3 

The company’s previous accounting 

period’s figures are adjusted for the 

effect of the implementation of a 

change in accounting policy or 

revisions in accounting estimates 

5.2543 1.04897 -0.478- 0.135 
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Construct /items Mean S.D Skewness Kurtosis 

C4 

The results of current accounting 

period are compared with results in 

previous accounting periods  

5.2341 1.13704 -0.624- 0.150 

C5 

Information in the annual report is 

comparable to information provided 

by other organizations 

5.2688 1.15219 -0.517- -0.138- 

C6 
The annual report presents financial 

index numbers and ratios. 

5.2312 1.19843 -0.647- 0.130 

2. SysTrust Principles      

 1. Availability      

A1 

The system availability requirements 

of authorized users, and system 

availability objectives, policies, and 

standards, are identified and 

documented. 

5.1908 1.3741 -0.880- 0.272 

A2 

The entity’s system availability   are 

periodically reviewed and approved 

by authorized people. 

5.1821 1.1641 -0.825- 0.852 

A3 

A formal process exists to identify 

and review contractual, legal, and 

other service-level agreements and 

applicable laws and regulations that 

could impact system availability 

objectives, policies, and standards. 

5.1879 1.0991 -0.786- 0.800 

A4 

There are procedures to ensure that 

personnel responsible for the design, 

development, implementation, and 

operation of system availability 

features are qualified to fulfill their 

responsibilities. 

5.2428 1.1262 -0.820- 1.124 

A5 

Management has assigned 

responsibilities for the maintenance 

and enforcement of the entity’s 

availability policies to the CIO. 

5.0000 1.1446 -0.560- 0.472 

A6 

The entity’s user training program 

includes modules dealing with the 

identification and reporting of system 

availability issues, security breaches, 

and other incidents. 

5.1705 1.2311 -0.863- 0.658 

A7 
Employees are trained to make 

substitute copies of the programs. 

5.0145 1.1381 -0.752- 1.150 

A8 

Employees are trained on special 

procedures concerning reducing the 

time of system’s stop as possible. 

5.0983 1.1250 -0.674- 0.737 

A9 

There is a formal communication of 

system availability objectives, 

policies, and standards to authorized 

users through means such as memos, 

meetings, and manuals. 

5.1879 1.0778 -0.743- 1.046 

A10 
The firm makes preventive 

maintenance to the computerized 

5.1040 1.0717 -0.308- -0.003- 
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Construct /items Mean S.D Skewness Kurtosis 
information system periodically and 

regularly. 

A11 

The firm adopts policies and 

procedures for fast dealing with 

computerized accounting information 

system’s mistakes to achieve a 

continuous availability to the system. 

5.2110 1.0378 -0.385- 0.003 

A12 

Procedures are existed to provide 

backup, offsite storage, restoration, 

and disaster recovery consistent with 

the entity’s defined system 

availability and related security 

policies 

5.1329 1.0438 -0.530- 0.214 

A13 

Environmental protections, software, 

data backup processes, and recovery 

infrastructure are designed, 

developed, implemented, operated, 

monitored, and maintained to meet 

availability commitments and 

requirements 

5.0954 1.0493 -0.570- 0.605 

 2. Security     

S1 

The firm's security policies have 

approved and documented the 

security requirements of authorized 

users. 

5.6445 1.1128 -.0786- 0.383 

S2 

The entity’s system security is 

periodically reviewed and compared 

with the defined system security 

policies 

5.5462 1.0656 -0.620- 0.243 

S3 

The firm’s has classified the data on 

the basis of its criticality and 

sensitivity and kept in the main 

devices. 

5.6416 1.1491 -0.661- 0.055 

S4 

The firm  uses appropriate 

procedures to separate duties, tools 

and functions of the system’s 

administration from net 

administration 

5.6705 1.1350 -0.774- 0.174 

S5 

A security awareness program has 

been implemented to communicate 

the entity’s IT security policies to 

employees 

5.5376 1.1844 -0.685- 0.089 

S6 

Personnel receive training and 

development in system security 

concepts and issues. 

5.5145 1.1502 -0.708- 0.464 

S7 

Major computers are kept in closed 

place and the authorized people are 

allowed to access in to it. 

5.5087 1.2092 -0.757- 0.420 

S8 

Physical access to the computer 

rooms, which house the entity’s IT 

resources, servers, and related 

hardware such as firewalls and 

5.6676 1.1556 -0.821- 0.339 
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Construct /items Mean S.D Skewness Kurtosis 
routers, is restricted to authorized 

individuals by card key systems and 

monitored by video surveillance. 

S9 

Requests for physical access 
privileges to the entity’s computer 
facilities require the approval of the 
manager of computer operations. 

5.5867 1.1110 -0.583- -0.161- 

S10 

Documented procedures are existed 
for the identification and escalation 
of potential physical security 
breaches. 

5.5896 1.1160 -0.837- 0.489 

S11 

Firewall events are logged and 
reviewed daily by the security ad-
Unneeded network services (for 
example, telnet, ftp, and http) are 
deactivated on the entity’s servers... 

5.5694 1.1380 -0.973- 0.972 

S12 

the firm  uses physical selector  as 
fingerprints or eyes’ to access into 
data Firewalls are used and 
configured to prevent unauthorized 
access 

5.5751 1.1300 1.109- 2.063 

S13 

The entity uses industry standard 
encryption technology, VPN 
software, or other secure 
communication systems (consistent 
with its periodic IT risk assessment) 
for the transmission of private or 
confidential information over public 
networks, including user IDs and 
passwords.  

5.5376 1.1164 -0.836- 0.850 

S14 

The firm  takes suitable steps to 
protect the main devices by keeping 
them away from danger and in fire 
resistant places 

5.4191 1.2946 -0.897- 1.167 

S15 

Personal computers are programmed 
to be locked electronically after 
finishing work with a limited period 
of time. 

5.5751 1.1948 1.040- 1.257 

S16 
The firm  takes special control 
procedures to prevent transferring the 
computers outside 

5.4595 1.1470 -1.048- 1.855 

S17 
Updating continuously the antivirus 
software used in the computerized 
systems. 

5.4566 1.1291 -1.016- 1.892 

S18 
Logical access security measures 
have been implemented to protect 
against unauthorized 

5.5058 1.1144 -0.741- 0.960 

 3. Integrity Processing     

Ig1 

The entity’s processing integrity and 
related security policies are 
established and periodically reviewed 
and approved by a designated 
individual or group 

5.3728 1.0562 -0.998- 1.492 

Ig2 
Firm's’ administration develops 
procedures to make sure f the 

5.2225 .98373 -0.973- 1.603 



 

Accounting and Management Information Systems  

 

86  Vol. 17, No. 1 

Construct /items Mean S.D Skewness Kurtosis 
completion and accuracy of 
documents that represent sources of 
data. 

Ig3 
There are special tests to make sure 
of the integration of input data to 
check data validity before processing 

5.1821 1.0921 -0.971- 1.395 

Ig4 

Fields’ frequency and their capacity  
are reviewed, high and low limits are 
examined to check the reliability and 
accuracy of the inputs 

5.1445 1.07781 -0.933- 1.042 

Ig5 Data is inserted by authorized people 5.1532 1.0644 -0.875- 1.389 

Ig6 
Make sure of the computer’s 
response to every item of the input 

5.1734 1.0489 -0.807- 1.395 

Ig7 

Computerized accounting 
information systems include a pointer 
appeared as a message whenever 
something wrong happened in input 
process. 

5.2428 1.0922 -0.695- 0.502 

Ig8 
Make periodically the settlements’ 
procedures between sub accounts 
computerized information systems. 

5.3208 1.0034 -0.435- 0.320 

Ig9 
Files of data are named with 
appropriate names. 

5.2081 1.0591 -0.468- 0.160 

Ig10 
All the system’s outputs are revised 
in terms of logic and formation 
accuracy 

5.2399 1.0565 -0.521- 0.253 

Ig11 
The compatibility between inputs and 
outputs are reviewed daily 

5.2919 1.0264 -0.722- 0.357 

Ig12  
Computer’s reports are distributed 
into the appropriate users 

5.1908 .97119 -0.543- 0.517 

Ig13 
The sensitive outputs are protected 
from unauthorized access 

5.1936 1.0215 -0.789- 0.644 

Ig14 
Any mistake in the outputs is 
corrected when it is discovered. 

5.1994 .97094 -0.428- 0.306 

Ig15 

There are control procedures for 
protecting information when they are 
transferred via nets as coding and 
checking of the transmission. 

5.1965 .94583 -0.795- 0.730 

Ig16 

System output is complete, accurate, 

distributed, and retained in 

accordance with processing integrity 

commitments and requirements. 

5.2283 .98828 -0.580- 0.362 

Ig17 

Procedures exist to prevent, detect, 

and correct processing errors to meet 

processing integrity commitments 

and requirements 

5.2023 1.0437 -0.367- -0.360- 

 4. Confidentiality     

C1 

The entity’s system confidentiality 

and related requirements are 

established and periodically reviewed 

and approved by a designated 

individual or group.  

5.2746 1.0368 -0.428- -0.059- 
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C2 

The system confidentiality and 

requirements are communicated to 

authorized users. 

5.3092 1.0410 -0.693- 0.421 

C3 

The entity publishes its 

confidentiality and related security 

policies on its corporate intranet. 

5.1474 1.0974 -0.838- 1.083 

C4 

The security administration team has 

custody of and is responsible for the 

day-to-day maintenance of the 

entity’s confidentiality and related 

security policies and recommends 

changes to the CIO and the IT 

steering committee 

5.2197 1.1860 -0.506- -0.160- 

C5 

The process for informing the entity 

about breaches of confidentiality and 

system security and for submitting 

complaints is communicated to 

authorized users. 

5.2168 1.1199 -0.759- 0.700 

C6 
Error messages are revealed to 

authorized personnel 

5.1647 1.1339 -0.615- -0.016- 

C7 

Confidentiality processes are existed 

to restrict the capability to input 

information to only authorized 

individuals.  

5.2081 1.1125 -0.609- 0.081 

C8 

Management has developed a 

reporting strategy that includes the 

sensitivity and confidentiality of data 

and appropriateness of user access to 

output data 

5.2572 1.0633 -0.659- 0.398 

C9 

Employees are required to sign a 

confidentiality oath as a routine part 

of their employment. This agreement 

prohibits any disclosures of 

information and other data to which 

the employee has been granted access 

to. 

5.1272 1.1272 -0.887- 1.312 

C10 Logical access controls are in place 

that limit access to confidential 

information based on job function 

and need.  

5.2659 1.1053 -0.917- 1.496 

C11 Requests for access privileges to 

confidential data require the approval 

of the data owner. Business partners 

are subject to nondisclosure 

agreements or other contractual 

confidentiality provisions. 

5.2775 1.0650 -0.630- .157 

C12 Access to confidential information 

from outside the boundaries of the 

system and disclosure of confidential 

information is restricted to authorized 

parties in accordance with 

5.2743 1.1368 -0.427- -0.069- 
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confidentiality commitments and 

requirements. 

 5. Privacy     

P1 The entity defines documents, 

communicates, and assigns 

accountability for its privacy policies 

and procedures. 

5.2775 1.0650 -0.630- 0.157 

P2 The entity provides notice about its 

privacy policies and procedures and 

identifies the purposes for which 

personal information is collected, 

used, retained, and disclosed 

5.2283 1.0940 -0.730- 0.581 

P3 The entity describes the choices 

available to the individual and 

obtains implicit or explicit consent 

with respect to the collection, use, 

and disclosure of personal 

information. 

5.2457 1.1243 -0.791- 0.526 

P4 The entity collects personal 

information only for the purposes 

identified in the notice 

5.1792 1.1432 -0.754- 0.337 

P5 The entity limits the use of personal 

information to the purposes identified 

in the notice and for which the 

individual has provided implicit or 

explicit consent. The entity retains 

personal information for only as long 

as necessary to fulfill the stated 

purpose 

5.2659 1.1053 -0.917- 1.496 

P6 The entity provides individuals with 

access to their personal information 

for review and update. 

5.2572 1.0982 -0.960- 1.477 

P7 The entity discloses personal 

information to third parties only for 

the purposes identified in the notice 

and with the implicit or explicit 

consent of the individual 

5.2225 1.1744 -1.023- 1.279 

P8 The entity protects personal 

information against unauthorized 

access (both physical and logical). 

5.1850 1.1166 -0.609- 0.170 

P9 The entity maintains accurate, 

complete, and relevant personal 

information for the purposes 

identified in the notice. 

5.2659 1.1001 -0.910- 1.100 

P10 The entity monitors compliance with 

its privacy policies and procedures 

and has procedures to address 

privacy-related complaints and 

disputes 

5.1272 1.1272 -0.887- 1.312 
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5.2 Measurement model validation  
 
This study is applying the Structural Equation Modelling (SEM) technique in order 
to test and validate the proposed relations among the constructs in the study's 
conceptual framework.  A two-stage approach of the SEM (measurement model and 
structural model) was employed to analyses the empirical data. By running 
AMOS21, the model fitness and constructs’ reliability and validity were assessed in 
stage one (the measurement model) by means of the confirmatory factor analyses 
(CFA). This is followed by a structural model assessment which related to the 
validation of the conceptual model proposed and the testing of the causal paths 
between the main independent (exogenous) and dependent factors (endogenous). 
The main independent constructs (exogenous) is the components of SysTrust's 
framework: (1) availability, (2) security (3) processing integrity, (4) confidentiality, 
and (5) privacy, while the independent factor is the quality of financial reporting 
(endogenous) in the conceptual model. All of these constructs were subjected 
together to both the measurement model and the structural model analysis and the 
results are presented under the following subsections. 
 
5.2.1 Measurement model: confirmatory factor analysis 
 

The confirmatory factor analyses (CFA) was employed to initially evaluate the 
measurement model’s fitness (unidimensionality), and then measure the constructs’ 
reliability and validity. It is also worth mentioning that the quality financial reporting 
was considered as a second-order construct. In this regard, relevance, faithful 
representation, comparability, and understandability as the main constructs for the 
quality financial reporting and these dimensions represent first-order factors 
measured through their own observed factors (items).  The second-order of the 
confirmatory factor analyses (CFA) model fit was tested firstly for quality of 
financial reporting and noticed that it does not have adequate level of model fitness 
due to the fact that all some of indices do not capture values within their threshold 
levels  (χ2 = 2767.336, df = 204; and χ2/df = 13.565),comparative fit index [CFI] = 
0.756, goodness-of-fit index [GFI] = 0.678, incremental fit index [IFI] = 0.755, 
normed of fit indices [NFI]=0.70 and root mean square error of approximation 
[RMSEA] = 0.161), AGFI= 0.601 (Hu and Bentler, 1999). Therefore, there is room 
for some re-specifications and purification (Byrne, 2010). 
 

Table 3. Model-second order Factor: Quality of Financial Reporting 

Fit indices 
Cut-off 

point 

Initial measurement 

model 

Modified measurement 

model 

CMIN/DF ≤3.000 13.565 1.808 

GFI ≥ 0.90 0.8687 0. 918 

AGFI ≥ 0.80 0.601 0. 887 

NFI ≥ 0.90 0.700 0. 959 

CFI ≥ 0.90 0.756 0. 973 

RMSEA ≤ 0.08 0.161 0. 071 
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Fundamentally, a refinement process followed a number of criteria to enhance the 

model’s fitness including inspection of standardized regression weights (factor 

loading), modification indices, and standardized covariance matrix (Byrne, 2010; 

Hair et al., 2010; Holmes-Smith et al., 2006).  By looking at standardized regression 

weights for each item, it was found that R4 (relevance), R6 (relevance), F2 (faithful 

representation), U3 (understandability), CC4 (Comparability) all have a value less 

than the cut-off value (>0.5), and accordingly, a decision was made to delete them. 

According to the modification indices’ table, error terms of R7, U5, U7, and CC6 

were found to have a higher error term value, and accordingly these items were 

deleted (Hooper et al., 2008). By doing so, the CFA for the second order factor 

regarding the quality of financial reporting   was tested again as suggested by Byrne 

(2010). The yielded fit indices indicted that the goodness of fit of the modified 

measurement model was adequately improved; all the fit indices this time were 

found within their recommended level as such: CMIN/DF was 2.720, GFI= 0.918, 

AGFI= 0.887, NFI= 0.959, CFI= 0.973 and RMSEA= 0.071 (see Table 3). 

 
5.2.2 Model fitness for all constructs 

 

A number of fit indices (CMIN/DF; GFI; AGFI; NFI; CFI; RMSEA) have been 

tested to ensure an adequate level of model goodness of fit to the data (Byrne, 2010; 

Hooper et al., 2008). As seen in Figure (3), seven latent constructs [Availability, 

security, processing integrity, confidentiality, and privacy, quality of financial 

reporting] formed the measurement model and therefore are subjected to the 

confirmatory factor analysis (CFA). Furthermore, 88 indictors (items) were adopted 

to measure these latent constructs as illustrated in the research methodology.  As 

shown in Table 4, the preliminary measurement fit indices were found as follows: 

chi-square (CMIN/DF= 2.323; GFI= 0.730; AGFI = 0.710, RMSEA= 0.062; NFI = 

0.837; CFI = 0.900. Having a closer look at some of the fit indices (e.g. GFI, AGFI, 

NFI), the model does not seem to have adequate fit to data, and therefore, there is 

room for some re-specifications and purification (Byrne, 2010). Fundamentally, a 

refinement process followed a number of criteria to enhance the model’s fitness 

beginning with inspection of standardized regression weights (factor loading), 

modification indices, and standardized covariance matrix (Byrne, 2010; Hair et al., 

2010). 
 

Table 4. Results of Measurement Model all constructs 

Fit indices Cut-off point Initial measurement model 
Modified measurement 

model 

CMIN/DF ≤3.000 2.232 1.892 

GFI ≥ 0.90 0.730 0.901 

AGFI ≥ 0.80 0.710 0.818 

NFI ≥ 0.90 0.837 0.903 

CFI ≥ 0.90 0.900 0.953 

RMSEA ≤ 0.08 0.062 0.046 
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By doing so, the CFA was tested again as suggested by Byrne (2010) and Kline 

(2005) without problematic items. The yielded fit indices indicted that the goodness 

of fit of the modified measurement model was adequately improved; all the fit 

indices this time were found within their recommended level as such: (Chi-square 

minimum discrepancy/degree of freedom) CMIN/DF was 1.892,(Goodness- of- Fit 

Index) GFI= 0.901, (Adjusted goodness- of -Fit ) AGFI= 0.818, (non-normed fit 

index)  NFI= 0.903, (comparative fit index) CFI= 0.953 and (the root mean square 

error of approximation)  RMSEA= 0.046 (see Table 4). Furthermore, the rest of the 

estimates were found within their recommended values; for instance, all remaining 

items were observed to have factors loading above the threshold value (>0.5). 

Standardized residual values were also found within the acceptable range of ±2.58 

(Hair et al., 2017). These fit indices collectively indicate that the overall fit of the 

measurement model is acceptable. Thus, there was no need to conduct any extra 

modifications or amendments in the measurement study's model (Byrne, 2010).  

 

5.2.3 Reliability & validity 

 

As shown in Table 5, all constructs were tested to ensure an adequate level of scales 

reliability using Cronbach's alpha, composite reliability (CR) and average variance 

extracted (AVE). Statistical findings in this regard indicated that all latent constructs 

have Cronbach’s alpha (α) value above the cut-off point of 0.70 ranging  between 

0.965 for  integrity processing  and 0.965 for Security (Nunnally, 1978). By the same 

token, CR for all latent constructs existed within their respective level of 0.70 as 

reported by Hair et al. (2010).  Table 5 indicates that while the highest CR (0.906) 

was noticed for the quality of financial reporting, the minimum value was exhibited 

by the availability of AIS (0.832). Moreover, as seen in Table 5, the AVE value of 

the latent constructs ranged from 0.555 availability to 0.709 quality of financial 

reporting, which all above the cut-off value of 0.50 as are recommended by Hair et 

al. (2017). Both convergent and discriminate validity were inspected to measure the 

constructs validity. Relating to the convergent validity, we note (Table 6) that all un-

removable items had s significant standardized regression weight with their latent 

constructs above the cut-off value of 0.50 and were statistically significant with the 

p value less than 0.0001 (Hair et al., 2017).  By investigating the correlation among 

latent constructs, the highest value of inter-correlation estimates was less than 0.85 

(Brown, 2006; Kline, 2005). Furthermore, as shown in Table 6 all latent constructs 

had squared root of AVE higher than the inter-correlation estimated as well as with 

other corresponding constructs. In light of these results, the model measures had 

attained an adequate level of convergent and discriminate validity. 
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Table 5. Composite Reliability and Average Variance Extracted 

Constructs 
Construct 

Reliability(CR) 

Average Variance Extracted 

(AVE) 

Cronbac

h’s alpha 

(α) 

Quality of Financial  

reporting  

0.906 0.709 0.947 

Confidentiality 0.879 0.646 0.948 

Availability  0.832 0.555 0.943 

Privacy 0.897 0.686 0.962 

Integrity Processing 0.873 0.633 0.931 

Security 0.901 0.694 0.965 

 

Table 6. Standardized Regression Weights 

Items  Construct 
Factor 

Loading 
Items  Construct 

Factor 

Loading 

RE <--- Quality  0.795 A1 <--- Availability 0.682 

Fait <--- Quality 0.912 A2 <--- Availability 0.850 

Under <--- Quality 0.753 A5 <--- Availability 0.764 

Com <--- Quality 0.897 A9 <--- Availability 0.670 

R1 <--- Relevance 0.710 P3 <--- Privacy 0.815 

R2 <--- Relevance 0.987 P4 <--- Privacy 0.871 

R5 <--- Relevance 0.987 P6 <--- Privacy 0.818 

R3 <--- Relevance 0.702 P7 <--- Privacy 0.807 

F1 <--- Faith Rep. 0.786 IG2 <--- 
Integrity 

Processing 
0.778 

F3 <--- Faith Rep. 0.819 IG4 <--- 
Integrity 

Processing 
0.858 

F4 <--- Faith Rep. 0.811 IG6 <--- 
Integrity 

Processing 
0.772 

F5 <--- Faith Rep. 0.822 IG7 <--- 
Integrity 

Processing 
0.771 

U6 <--- Understand. 0.990 C3 <--- Confidentiality 0.768 

U4 <--- Understand. .0965 C4 <--- Confidentiality 0.863 

U2 <--- Understand. 0.998 C6 <--- Confidentiality 0.789 

CC3 <--- Comparability 0.857 C7 <--- Confidentiality 0.792 

CC2 <--- Comparability 0.830 S3 <--- Security 0.828 

CC1 <--- Comparability 0.832 S5 <--- Security 0.874 

CC5 <--- Comparability .0796 S6 <--- Security 0.843 

    S7 <--- Security 0.785 

 

Table 7. Discriminant Validity 

Constructs QFR Confidentiality Availability Privacy 
Integrity 

Processing 
Security 

QFR 0.842      

Confidentiality 0.790 0.804     

Availability 0.567 0.620 0.745    
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Constructs QFR Confidentiality Availability Privacy 
Integrity 

Processing 
Security 

Privacy 0.805 0.789 0.566 0.828   

Integrity 

Processing 

0.671 0.629 0.633 0.660 0.796  

Security 0.601 0.664 0.696 0.568 0.672 0.833 

 

5.2.4 Structural model and hypotheses testing 

 
The structural model is used to validate the conceptual model and test the research 

hypotheses (Byrne, 2010; Hair et al., 2010). An inspection of structural model was 

conducted with 9 causal paths between independent factors (exogenous factors) and 

dependent factors (endogenous factors). As summarized in Table 6, the main 

statistical results indicated all the fit indices of the structural model were found to be 

within their threshold values as such CMIN/DF was 1.970, GFI= 0.903, AGFI= 

0.807, NFI= 0.901, CFI= 0.954 and RMSEA= 0.053. Thus, suggesting that structural 

model adequately fit the data. Moreover, statistical results largely supported the 

conceptual model via explaining 74 per cent of variance in quality of financial 

reporting. 
 

Table 8. Fit Indices of Structural Model 
Fit indices Cut of point Model fit 

CMIN/DF ≤3.000 1.970 

GFI ≥ 0.90 0.903 

AGFI ≥ 0.80 0.807 

NFI ≥ 0.90 0.90 

CFI ≥ 0.90 0.954 

RMSEA ≤ 0.08 0.053 

 

With regard to the path coefficients analyses, the coefficient values of the paths 

ending to quality of financial reporting including: Processing Integrity of AIS 

(γ=0.29, p<0.0159); Confidentiality (γ=0.400, p<0.000); and Privacy (γ=-0.397, 

p<0.000) security (γ=0.2705, p=0.046) and Availability of AIS (γ=-0.2911, p<0.030) 

and quality of financial reporting were found to be statistically significant. This result 

is supported by Konrath, 2002), Ricchiute, 2006,). Daneilia, (2013), and Toposh 

(2014).  In summary, the magnitude and significance of the loading estimates 

indicate that all of these five principles of SysTrust are relevant in predicating the 

quality of financial reporting. Moreover, the reliability of AIS by implementation of 

these five principles of SysTrust have significant impact on the quality of financial 

reporting, as the structural coefficient for these paths are significant. Thus, in order 

to enhance the quality of financial reporting, companies should fully implement all 

these main requirements of SysTrust; s framework (principles and criteria). 
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6. Contributions and implications 
 

This study has extended the understanding of the practice and implementation of the 

main constructs of the SysTrust's framework (Availability, Security, Integrity 

processing, Confidentiality and Privacy) as an internal control method for assuring 

the reliability of AIS by testing the phenomenon in a new environment. In the 

literature review, it was pointed out that most of the researches in this area were 

conducted in developed countries. To the best knowledge of the researchers, the 

implementation of the SysTrust and its relationship with the quality of financial 

reporting as proposed in this study has never been investigated in Jordan or any other 

developing countries, particularly within MENA. This study contributes to the 

existing body of knowledge by enhancing current understanding of importance of 

the implementation of the SysTrust's framework requirements (functions, policies, 

procedures and criteria) as internal control system for assessing AIS reliability, 

which is an under-researched area in Jordan as a developing country. However, 

explanations of several findings mentioned above, indicate the importance of 

contextual factors within organizations and its environment. By highlighting the 

significance of several contextual factors, this study also hopes to expand the focus 

of SysTrust’s principles.  

 

This study provides some insights into the implementation of SysTrus's framework 

by Jordanian shareholding companies, which should help accounting managers, 

auditors and practitioners, acquire a better understanding of the current SysTrust's 

principles implementation status and the importance of its relationship with the 

quality of financial reporting. The present study has many important implications for 

accounting managers, auditors and financial practitioners and top managers in the 

surveyed companies and in similar organizations. The authors believe that the 

decision-makers of business organizations could benefit from this study’s findings 

by achieving better understanding of implementation of the SysTrust's framework 

requirements for assuring the reliability of AIS (functions, policies, procedures and 

criteria) as well as its influence upon the level of quality of financial reporting. This 

might help them in implementing the required actions and important changes within 

their organizations. Decision-makers should also be aware of the important of each 

principle of the SysTrust’s framework and its major requirements that highly related 

to the quality of financial reporting, so that they can make the right decision and 

directions for any change within their organizations. All the principles of the 

SysTrust are relevant and should be emphasized. The reliability of AIS in 

shareholdings companies should be enhanced by the implementation of all the 

principles of SysTrust's framework (availability, security, confidentiality, integrity 

processing and privacy). The indicators for each SysTrust's principle suggest how 

that principle should be impacted by management action.  
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However, this study has several limitations that should be considered when 

evaluating and generalizing its conclusions. However, the limitations discussed 

below can provide a starting point for future research.  The study was conducted in 

one country, Jordan. Although Jordan is a valid indicator of prevalent factors in the 

wider MENA region and developing countries, the lack of external validity of this 

research means that any generalizations of the research findings should be taken with 

caution. Future research can be orientated in other national and cultural settings and 

compared with the results of this study. The data analysis was cross-sectional. As 

with all cross sectional studies, the parameters tended to be static rather than 

dynamic. This drawback limits the generalization of the study’s findings to further 

situations and beyond the specific population from which the data was gathered. 

Future longitudinal studies could provide a better understanding of the 

implementation of AIS over time.  The study used the multiple informant approach 

for data collections. This approach might not provide the consistent view about the 

organization. However, by using single informant approach in future research, the 

problem of consistent responses should be solved.  
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