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Abstract

Digital technologies revolutionise the manufacturing industry by connecting the physical and digital worlds. The resulting
paradigm shift, referred to as Industry 4.0, impacts manufacturing processes and business models. While the ‘why’ and
‘what’ of Industry 4.0 have been extensively researched, the ‘how’ remains poorly understood. Manufacturers struggle with
exploiting Industry 4.0’s full potential as a holistic understanding of required Information Systems (IS) capabilities is missing.
To foster such understanding, we present a holistic IS capability framework for Industry 4.0, including primary and support
capabilities. After developing the framework based on a structured literature review, we refined and evaluated it with ten
Industry 4.0 experts from research and practice. We demonstrated its use with a German machinery manufacturer. In sum,
we contribute to understanding and analysing IS capabilities for Industry 4.0. Our work serves as a foundation for further
theorising on Industry 4.0 and for deriving theory-led design recommendations for manufacturers.

Keywords Industry 4.0 - Fourth industrial revolution - Information systems capabilities - Capability framework

1 Introduction

Technological leaps have always had the power to affect
entire industries implying paradigm shifts (Lasi et al., 2014,
Zhong et al., 2017). Indeed, leaps in technology have led
to industrial revolutions with enormous ramifications for
production methods, value chains, and social structures
(Baines et al., 2017; Kazancoglu & Ozkan-Ozen, 2018).
Within the last decade, digital technologies such as cloud
computing, the Internet of Things (IoT), and artificial
intelligence (AI) have brought our physical and digital worlds
into close contact, so much so that they have triggered the
fourth industrial revolution — also known as Industry 4.0
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(Ghobakhloo, 2018; Weking et al., 2020). Products are now
increasingly complemented with digital services (Culot et al.,
2019; Zhong et al., 2017), which changes how manufacturers
invent, create, and deliver products and services (Lasi et al.,
2014; Xu et al., 2018). Academics and practitioners alike
expect Industry 4.0 to transform the manufacturing industry
in fundamental ways that extend as far as to its revenue and
efficiency potential (Weking et al., 2020; Zhang et al., 2021).
Exemplary use cases include machine monitoring (Momeni
& Martinsuo, 2018), predictive maintenance (Baptista et al.,
2018), and smart process planning (Bellini et al., 2021;
Trstenjak & Cosic, 2017).

Despite its enormous potential, only a minority of manu-
facturers have made a successful transformation with the full
benefits of Industry 4.0 technologies, applications, and digi-
tal product solutions (Moeuf et al., 2020). This transforma-
tion rate is especially low among small- and medium-sized
manufacturers. It is worth noting that realising the potential
of Industry 4.0 requires adaptation on the part of manufac-
turers as they have to complement their strengths in man-
ufacturing-related core capabilities with new Information
Systems (IS) capabilities (Baines et al., 2017; Bustinza et al.,
2017). Significant challenges associated with this stem from
a lack of awareness and understanding of the IS capabilities
involved in the Industry 4.0 transformation (Ghobakhloo,
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2018; Lund & Karlsen, 2020). It follows that for manufactur-
ers to make good, far-sighted decisions regarding organisa-
tional, management, and employee development, they would
be well served with a holistic capability overview. Rather
than focusing more on the well-known ‘why’ and ‘what’
of Industry 4.0, this study addresses the neglected ‘how’.
The study aims to provide a holistic perspective on the IS
capabilities required by manufacturers that wish to make the
most of Industry 4.0 (Moeuf et al., 2020).

As far as the theory goes, the literature on Industry 4.0
can be deemed mature since it provides relevant knowl-
edge on how to describe and structure various elements of
Industry 4.0 (Alcicer & Cruz-Machado, 2019; Oztemel &
Gursev, 2020). For example, researchers have outlined mul-
tiple success factors (Shinohara et al., 2017) and requisite
employee qualifications (Lund & Karlsen, 2020; Prifti et al.,
2017). The existing body of knowledge also covers impor-
tant transformational aspects, be it in the form of an Industry
4.0 readiness assessment (Wagire et al., 2020) or overarch-
ing maturity models (Schuh et al., 2020; Schumacher et al.,
2016). Although these studies provide a good understanding
of Industry 4.0 transformations, they do not cover all — or
even all that many — of the IS capabilities required to run a
successful business in the age of Industry 4.0. The purpose
of this paper is to offer a theoretically well-founded over-
view of IS capabilities, not only to support manufacturers
in practice but also to set out a foundation on which oth-
ers can further advance the theory on Industry 4.0, be it by
explaining related success factors, predicting outcomes, or
deriving recommendations for design and action (Gregor,
2006). The research challenge is to identify, structure, and
better understand those IS capabilities. With that in mind,
our research question is as follows: Which IS capabilities do
manufacturers need to realise Industry 4.0?

To answer this question, we iteratively developed and
evaluated a conceptual framework for the IS capabilities
that manufacturers need to make the most of Industry 4.0.
The resulting IS capability framework for Industry 4.0 is
strengthened by thorough theoretical research, having first
been developed in line with a structured literature review
that took special note of Webster and Watson (2002) and
Wolfswinkel et al. (2013). To further evaluate the framework
on its relevance, clarity, and complementary capabilities that
had yet to be considered in the literature, we conducted 10
semi-structured interviews with a range of experts at work
in academia and industry. As for the framework’s practical
use, we demonstrate a possible application of the framework
with a German manufacturer of metal and tube processing
solutions.

To summarise, our work contributes a theoretically well-
founded and practically relevant IS capability framework
for Industry 4.0. Although there is substantial work and
knowledge on Industry 4.0 (e.g., Duan & Xu, 2021; Li,
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2018; Weking et al., 2020; Xu et al., 2018), the framework
is novel as it provides a range of requisite capabilities by
taking an overdue IS perspective on Industry 4.0. Second,
by evaluating and iteratively developing this framework in
consultation with a diverse panel of senior industry execu-
tives, we were able to complement capabilities neglected
by research so far and also ensure a high practical value of
the framework. Third, its modular nature makes it a suitable
foundation for further theorising on Industry 4.0, which will
aid anyone wishing to understand, for instance, the depend-
encies of capabilities and derive design actions for manu-
facturers to guide their Industry 4.0 transformations. Fourth,
this framework supports practitioners not only in recognis-
ing and comprehending all of the relevant IS capabilities
for their Industry 4.0 transformations. It also supports them
in assessing and developing the necessary IS capabilities
and guides them through the vagaries of transforming their
organisation.

The remainder of this paper is structured as follows: In
Section 2, we elaborate on the theoretical background of
Industry 4.0, IS capabilities, and capability frameworks. In
Section 3, we outline our research method. In Sections 4 and
5, we present and discuss the IS capability framework for
Industry 4.0, including managerial and theoretical implica-
tions, after which we conclude by stating our study’s limita-
tions and providing pointers for future research.

2 Theoretical Background
2.1 Industry 4.0

Industry 4.0 is driven by the rapid emergence and adoption
of digital technologies in the industrial sector where it is
used to foster (industrial) information integration (Javaid
et al., 2021) and the digitalisation of manufacturing (Li,
2018; Vaidya et al., 2018). Its technical core foundation
is the IoT, which facilitates connections, communication,
and control among physical objects, people, systems, and
IT (Oberlédnder et al., 2018; Xu et al., 2018). In the context
of Industry 4.0, the IoT is often referred to as ‘industrial
IoT’ (IloT) or cyber-physical systems (CPS) (Duan &
Xu, 2021; Xu et al., 2018). IIoT and CPS are understood
as technological systems that consist of physical parts,
embedded sensors and actuators, and computing logic. They
are instruments of integrating virtual space into the physical
world (Berger et al., 2021; Duan & Xu, 2021). Rather
than simply being off-the-shelf technologies, they rely on
integrating machine-to-machine communication, industrial
controllers, cloud data, big data analytics, and semantic
technologies (Zhang et al., 2021). Working in conjunction
with another, they create a dynamic cyber-physical control
system (Lu, 2017a, 2017b) that opens up new ways of
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producing and using physical products (Berger et al., 2021;
Zhang et al., 2021). Exemplary use cases include data-based
monitoring, planning and decision-making processes, and
predictive maintenance services for products. Whereas
terms like IIoT and CPS are clearly defined and often used
synonymously (Menon et al., 2020), Industry 4.0 has yet
to be determined beyond ambiguity (Ghobakhloo, 2018;
Maresova et al., 2018).

To date, the expert literature has recorded three notable
definitions of Industry 4.0: (1) the process of digitalising
the manufacturing industry (Cohen et al., 2019; Oesterreich
& Teuteberg, 2016); (2) a new paradigm for industrial
production with a focus on the process outcome (Kagermann,
2015; Vaidya et al., 2018); (3) a combination of those two
perspectives (i.e. transformation process and its outcome).
In accordance with this third definition, Industry 4.0 is used
as an umbrella term for new technologies and concepts in
manufacturing (Hermann et al., 2016). As we understand
it, the term Industry 4.0 covers both digital transformation
(process perspective) and a new manufacturing paradigm
(outcome perspective). All three definitions agree that
Industry 4.0 has three central characteristics: the horizontal
integration of manufacturing and service systems, their
vertical integration, and the end-to-end digitalisation of
processes (Zhang et al., 2021). Horizontal integration
occurs mainly on the production floor and across multiple
production facilities, where it connects manufacturing
processes based on digital technologies and shared data. On
the other hand, vertical integration occurs between numerous
layers within one company (e.g. production, finance) and
across its value chain to connect production and service
systems. The final characteristic — end-to-end digitalisation
of the complete value chain — is about digitalising processes
and products to enable scalable manufacturing and service
systems (Stock & Seliger, 2016; Weking et al., 2020). With
this in mind, we understand Industry 4.0 as the digitalisation
of products, production facilities, and value chains, made
possible by the connection of people, objects, and systems,
which in turn is made possible by the extensive integration
of digital technologies (Hermann et al., 2016; Lasi et al.,
2014; Ransbotham et al., 2016; Xu et al., 2018). In other
words, we understand it as the next stage in rethinking and
controlling a manufacturing company’s entire value network,
including customers and business partners. To be clear, we
include the strategic dimension and company ecosystem but
exclude societal and ethical aspects. The latter constitutes
the main difference to the digital transformation concept,
which also builds on digital technologies to enhance existing
capabilities or create new ones (Sebastian et al., 2017). As
opposed to our framework, however, this concept involves
‘broader individual, organisational, societal contexts’
(Legner et al., 2017, p. 301) and has a rather company-
centric perspective (Vial, 2019).

2.2 Information Systems Capabilities

Recently, management literature has highlighted the impor-
tance of mastering the many ways in which digital tech-
nologies can respond to changing environmental conditions
(Khin & Ho, 2019; Kohli & Melville, 2019). There is an
interesting parallel between industries such as telecom-
munications, media, and financial services, where digital
technologies give technophile competitors a lucrative advan-
tage over the competition. In this context, the resource-based
view (Wernerfelt, 1984) has been widely used to explain
superior performance in the market by shifting the focus to
the effective use of digital technologies (Khin & Ho, 2019;
Levallet & Chan, 2018). The theory is that a company’s
performance can be attributed to the effective use of any
assets and capabilities that are company-specific, rare, and
difficult to imitate by others (Barney, 1991). Whereas assets
can be tangible as well as intangible, capabilities are ‘repeat-
able patterns of actions in the use of assets to create, pro-
duce, and/or offer products to a market’ (Wade & Hulland,
2004, p. 209). Alternatively, capabilities refer to the differ-
ent ways in which a company can perform a coordinated
set of tasks to achieve a particular result (Helfat & Peteraf,
2003). With specific regard to digital technologies, capa-
bilities can be defined as ‘the ability to mobilise and deploy
IT-based resources in combination or co-present with other
resources and capabilities’ (Bharadwaj, 2000, p. 171). For
the most part, we agree with this definition, yet we expand it
in a crucial sense to include the ability to facilitate business
opportunities by making the most of digital technologies.
For the remainder of this paper, we will refer to IS capability
as a company’s ability to assemble, integrate, deploy, and
connect digital technologies, thereby enabling the realisa-
tion of the company’s Industry 4.0 strategy to enhance new
business opportunities (Bharadwaj, 2000; Peppard & Ward,
2004; Sambamurthy et al., 2003).

Capability frameworks are commonly used to structure
and describe capabilities, then group them according to
similarity into larger capability areas (Hosseini et al., 2017,
Rosemann & vom Brocke, 2015). These frameworks consist
of structuring elements that differ in granularity. For this
study, we use Porter’s (1998) value chain to structure all
IS capabilities relevant to Industry 4.0. Porter’s (industry)
value chain reflects a set of activities and processes that a
company operates in a specific manner to produce valuable
products, services, or any combination of the two. Activities
are classified into primary activities (e.g. operations and
sales) and support activities (e.g. technology and human
resources) (Porter, 1998). Primary activities can add value
and create a competitive advantage, whereas support
activities can increase the effectiveness of primary activities.
This general perspective, widely applied to such purposes
as strategy assessments, draws out the interconnections
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between customers, suppliers, and other value-creating
partners. It also makes it easier to structure the framework
in a comprehensive manner and apply it in practice.

2.3 Capability Frameworks for Industry 4.0

To avoid reinventing the wheel in this paper, it is worth
pointing out that the literature on Industry 4.0 has reached a
maturity level at which it already provides sufficient infor-
mation on the ‘what’ (e.g. digital technologies) and the
‘why’ (e.g. success factors) of the Industry 4.0 transforma-
tion of manufacturers (Alcacer & Cruz-Machado, 2019;
Oztemel & Gursev, 2020). For example, Shinohara et al.
(2017) outlined critical success factors for digital manu-
facturing, such as IT infrastructure, training programs, and
the effective appointment of project teams. However, what
has yet to be worked out in adequate detail is the ‘how’ of
Industry 4.0, which is to say, the broad range of underlying
capabilities required to realise the identified success factors.

In the context of Industry 4.0 capabilities, most cur-
rent publications fall into the category of conceptual work
(i.e., frameworks and maturity models). While some iden-
tify and describe several required capabilities, they do so
mainly from a technical, anecdotal, and practitioner-oriented
perspective. For example, Stich et al. (2017) constructed a
capability framework that was to be used for information
management to achieve maturity in Industry 4.0, yet their
view of this broad matter rather favoured the narrow field
of technical aspects. Similarly, Prifti et al. (2017) developed
a competency model for Industry 4.0 and structured it into
the three major domains of IS, Computer Science, and Engi-
neering, and rather than looking at the bigger picture, they
limited the scope of their study to employee competencies
and how these must be further developed and combined.
Meanwhile, Schumacher et al. (2016) broadened the preva-
lent focus on technology. Looking beyond the fundamental
enablers ‘Products’, ‘Customers’, ‘Operations’ and “Technol-
ogy’, the assessment of ‘Strategy’, ‘Leadership’, ‘Govern-
ance’, ‘Culture’ and ‘People’ involves organisational aspects.
However, these relevant capabilities are only mentioned in
an anecdotal manner rather than described in more detail.
Similarly, the application-focused maturity model of the
German National Academy of Science, developed by (Schuh
et al., 2020), takes a rather practitioner-oriented perspective,
dedicating most of its attention to potential implementation
pathways or exemplary technologies that may be of use in
the area of application. Another disadvantage worth observ-
ing here is that the narrow foundation laid in this work is not
embedded in the (academic) literature, making it difficult
for further research to build upon. Meanwhile, Wagire et al.
(2020) devised a maturity model to assess the Industry 4.0
progress of manufacturers by developing 38 maturity items
grouped into seven dimensions. Although they concentrated
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on technology-focused capabilities, they also included
aspects such as ‘people and culture’ and ‘organisational
strategy’. Unfortunately, they assessed Industry 4.0 matu-
rity without providing a well-founded and theory-grounded
overview of the capabilities on which such a maturity model
is predicated.

Based on this assessment of related literature, we con-
clude that the work that has so far been done on Industry
4.0 capabilities has provided some useful initial insights
into how one can make the most of Industry 4.0 from a
technical, anecdotal, and practitioner-oriented perspective.
What appears to be overdue, however, is a comprehensive
and theoretically well-founded account of the IS capabili-
ties required to realise Industry 4.0. An account from which
both researchers and practitioners can extrapolate methods
to improve and optimise business structures in this new
industrial era.

3 Research Method

Because the emerging field of IS capabilities in Industry
4.0 is interdisciplinary in nature, we set out to develop
and evaluate the ideal framework in consultation with
researchers as well as practitioners. It soon became apparent
that this would require a multi-step research process (Fig. 1),
so we first performed a structured literature review in line
with Webster and Watson (2002) and Wolfswinkel et al.
(2013), the purpose being to identify the IS capabilities
relevant to Industry 4.0. With the benefit of those insights,
we coded and structured significant findings to draft an
initial version of the framework. To then evaluate this
framework in the course of several iterations, we conducted
ten semi-structured interviews, eight of which involved
industry experts from manufacturing companies, while
the remaining two drew on the wide-ranging experience of
senior scholars from the IS domain. All insights from these
interviews and the improvements were discussed in detail
by the author team and substantiated with regard to the
domain literature. In the final analysis, we accounted that
Industry 4.0 is a fast-developing topic, so we went back to
screen expert literature once more and included any relevant
to our research question.

For the initial version of the framework, we went through
the relevant literature to conduct a thorough analysis based
on Wolfswinkel et al. (2013). This process consists of five
stages: define, search, select, analyse, and present. In Fig. 2,
we briefly describe what occurred at each of these stages,
except the final one — ‘present’ — since this entire paper is
written to deal with that, i.e., the presentation and commu-
nication of results to one’s target audience.

At the first stage, ‘Define’, the relevant field of research
has to be found. Because our topic holds great relevance
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Fig.2 Structured literature review approach based on Wolfswinkel et al. (2013)

in a broad range of domains, such as IS, engineering, and
economics, we approached it from an interdisciplinary
angle. We searched for articles in nine different research
databases, with no specific restrictions on journals and
conferences (see Fig. 2). We decided to include conference
proceedings as well to ensure we would account for the
most recent developments. To process this wealth of data,
we carefully selected appropriate search terms and refined
them through various iterations (Wolfswinkel et al., 2013).
The final search string included ‘Industry 4.0’, synonyms
such as ‘smart factory’ or ‘industrial Internet of Things’. It

also included the term ‘capabilities’ along with the syno-
nyms ‘competence(s)’ or ‘skill(s)’.

At the second stage, ‘Search’, we applied our search
string to the selected databases, which yielded an initial
sample of 56,614 articles. To narrow this down to the
essential literature that was rightly qualified for considera-
tion in this study, we selected the material that included our
search terms in the title, abstract, or keywords (Wolfswinkel
et al., 2013). In a further measure to refine the literature’s
relevance and to ensure that researchers who wish to carry
on our work in this highly topical area can read this study
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and find therein a complete account of the most current
thoughts on the key issues, we limited our search of the
literature to the past ten years, i.e., from August 2009 to
August 2019. We also added the search terms ‘information
systems’ and ‘information technology’ to sharpen the focus
on IS capabilities.

At the third stage, ‘Select’, we carefully reviewed all titles
and abstracts to identify relevant articles and evaluate their
relevance (Wolfswinkel et al., 2013). We operationalised
this approach by using a four-point Likert scale, the score
ranging from 1 to 4. An article scored a rating of 4 if the
abstract addressed IS capabilities in the context of Industry
4.0, whereas if there was no connection to the research ques-
tion, an article would score a rating of 1. Due to this selec-
tion process, we identified 45 articles (score 2 and 1) worthy
of in-depth screening, 30 of which we ultimately deemed
relevant to this study. Finally, we conducted a forward and
backward search, in the course of which we found 12 further
publications that warranted inclusion in our research.

At the fourth stage, ‘Analyse’, we followed Wolfswin-
kel et al. (2013), proposing a three-step coding approach.
We used open, axial, and selective coding to analyse our
literature sample. Starting with open coding, we read each
publication with close attention to detail and highlighted any
findings relevant to our research question. Continuing with
axial coding, we identified the main categories and their
relations, whereupon we completed the coding process by
deriving the key IS capabilities from the main types, refin-
ing them through various iterations, and selecting those
upon which the author team could achieve a consensus.

By cross-referencing our thoughts with established theo-
ries from (non-)IS domains, we finally concluded that the
value chain of Porter (1998) best structures the relevant IS
capabilities, seeing as it considers both primary and support
capabilities. With this in mind, we carefully assessed each
capability and consolidated them in the author team.

To subject this theoretically developed framework to
the hard test of practical experience and critical evaluation,
we conducted ten semi-structured interviews (Myers &
Newman, 2007), as shown in Fig. 3. These interviews also
revealed further capabilities which had to be included in the
scope of this study yet which, due to the topic’s relative nov-
elty and rapid development, had not yet been addressed to
a sufficient extent by the larger research community. These
interviews were conducted by a minimum of two researchers
and lasted between 1 and 1.5 h, either in face-to-face con-
versations or via video conferences. In each interview, we
presented the framework and discussed all of the capabili-
ties in terms of problem relevance to the problem and their
understanding (Cole et al., 2005; March & Smith, 1995; Pef-
fers et al., 2007). We also inquired about IS capabilities that
may have been missing from the framework and asked the
interviewees to challenge the design of the framework. After
each interview, the author team discussed any new insights,
searched for confirmation in the expert literature, and pro-
posed changes to the framework accordingly. In addition, to
test whether the framework is understandable and applicable
(Sonnenberg & vom Brocke, 2012), it was applied with the
CTO of a German manufacturer where a thorough capability
assessment was carried out. The objective was to identify the

Fig.3 Overview of interviews D Role(s) of Industry/ Employees* Revenue
with industry and academic Interviewee(s) Academia in Mio EUR*
experts Manufach .
11" Director Digital Platform Engineering anutacturer o [500~5,000] [<500]
car wash systems
Head of Integrated Systems Support & Manufacturer
12 500~5,000 500~5,000
Engineer for Condition Monitoring of transmission technology [ ! [ !
13 Managing Director and Manufacturer of climbing and [<500] N/A**
Junior Controller rescue technology
14 Data Analytics Manager Service Manufacturer of combi steamers [500~5,000] [500~5,000]
Department & Head of Field Support and ovens
15  Professor of Information Systems and University — Faculty of Law, - -
Business Process Management Business & Economics
16 Professor of Opportunity and Risk University of Applied Sciences - R R
Management in Digital Value Networks  Faculty of Computer Science
17 Principal Consultant Manufacturer of lindustriall robots [10,000~20,000] [500~5,000]
and automation solutions
18 Head of Manufacturing & Manufacturer of construction [20,000~50,000] [5,000~10,000]
Industry 4.0 and building maintenance ’ ’ ’ ’
19 Managing Director Manufacturer for cutting, [20,000~50,000] [5,000~10,000]

(of software subsidiary)

110 Chief Digital &
Information Officer

construction and mining tools

Manufacturer of presses and

: [5,000~10,000]
forming technology

N/A™*
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status quo of a company’s relevant IS capabilities, define its
desired target states in 3 years’ time, and reflect on the asso-
ciated chances and challenges. Once we no longer received
new insights from the interviewed experts nor saw any
other occasion for significant changes to the framework, we
reviewed all recently published work by searching Google
Scholar with regard to each capability. We filtered our find-
ings by focusing on work published within the last 4 years
and then selecting only the highly referenced studies (i.e.
more than ten citations).

4 Information Systems Capability
Framework for Industry 4.0

In the following, we present the IS capability framework for
Industry 4.0 (Fig. 4). To provide a holistic perspective on
the company and its role within its value network, includ-
ing interconnections with customers and other partners,
we decided to structure the IS capabilities for Industry 4.0
following Porter’s (1998) value chain model. In doing so,
we distinguish between primary and support capabilities.
Primary capabilities focus on the supply of new product
and service solutions as well as the technical challenges of
putting them into practice. In contrast, support capabilities
focus on improving support processes and collaboration in
and beyond the company to increase the effectiveness of

primary capabilities. The industry experts consulted for this
study highlighted the importance of support capabilities and
identified their disregard in existing (practical) approaches
as one of the main reasons for the relatively slow progress
in Industry 4.0.

In dealing with primary capabilities, we agree with Por-
ter’s (1998) understanding of primary activities to the extent
that they are essential to adding value and creating competi-
tive advantage. Porter (1998) differentiates primary activi-
ties into a chronological sequence, from inbound logistics to
after-sales services for (physical) products. However, since
the activities involved in manufacturing physical products
bear no direct comparison with the creation of digital offer-
ings, we adapted this classification of activities (i.e. capa-
bilities) by drawing on the work of Porter and Heppelmann
(2015) and Schuh et al. (2020). Both describe and structure
analytical (Porter & Heppelmann, 2015) and IS capabilities
(Schuh et al., 2020) that can be used to complement physical
products with digital services. With this in mind, we differ-
entiate the primary capabilities as follows:

¢ Connect & Store: Fundamental capabilities required to
manage the technology stack for assessing and storing
data (Schuh et al., 2020).

e Understand & Act: Basic capabilities used to automat-
ically process data or serve descriptive and diagnostic

Product connectivity & system interoperability

Automated processing of (un-)structured data

Predictive & prescriptive analysis

Seamless connection to customers

Continuous collection & storage of real-time data

Descriptive & diagnostic analysis

Self-optimising products & production systems

Automated monitoring & reasoning

Autonomous provision of products & services

[ Connect & Store ] [ Understand & Act ] [ Predict & Self-optimise ]
¥ ‘
[ Primary Capabilities ]
IS capability framework
for Industry 4.0
[ Support Capabilities ]
[ Strategy ] [ Technology ] [ Human Resource ]

Evaluation of customer & technology trends

Seamless operations & process digitalisation

Established mutual trust, adaptability, & openness

Data-based product & service innovation

Seamless human-machine collaboration

Leadership for change & agility

Readjustment for sales & service structures

Governance of data, asset security & liability

Profound digital literacy & digital competences

Strategic leveraging of partner network

Intra-organisational information exchange

Fostering interdisciplinary teamwork

Fig.4 IS capability framework for Industry 4.0
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purposes (Porter & Heppelmann, 2015; Schuh et al.,
2020).

¢ Predict & self-optimise: Extended analytical capabili-
ties that serve predictive and prescriptive purposes or
enable autonomous systems (Porter & Heppelmann,
2015; Schuh et al., 2020).

Whereas primary capabilities are essential for adding
value and creating a competitive advantage, support capa-
bilities increase the effectiveness of primary capabilities.
To take account of this, we adapted the theory that Porter
(1998) proposed as a way to transform and optimise vari-
ous company’s functions, such as finance, controlling, and
marketing. Instead, we reconfigured this as follows:

e Strategy: Capabilities related to general (strategic)
management and help to define and manage the Indus-
try 4.0 transformation.

e Technology: Capabilities related to technical knowl-
edge and help digitalise support processes and ensure
the safe use of Industry 4.0 technologies.

e Human Resource: Capabilities related to cultural
aspects, including the understanding, acceptance, and
use of technology.

Tables 1 and 2 define each capability, then provide short
explanations and examples drawn from the literature and
industry experts interviewed. We chose a high level of
abstraction for the descriptions to ensure their applicability
in various manufacturing industries and contexts. Further
worth noting is that relationships might emerge among the
IS capabilities or natural orders in which they might be
implemented. With this in mind, we do not suggest a strict
sequence in which these capabilities must be developed,
nor that they necessarily depend on one another.

5 Demonstration

We applied the IS capability framework with a German
manufacturer for sheet metal and tube processing solu-
tions, to be called German Manufacturer for anonymity
reasons, or GM for short. We did this to demonstrate the
framework’s practical use, which is to support manufac-
turers in their Industry 4.0 transformation efforts. Specifi-
cally, GM’s Chief Transformation Officer (CTO) used the
framework to analyse the status quo and desired target
state of GM’s Industry 4.0 capability development and
reflect on the various chances and challenges associated
with their existing and planned products and services pro-
jects and initiatives. By assisting in this process, we aimed

@ Springer

to evaluate the framework’s understandability and appli-
cability (Sonnenberg & vom Brocke, 2012).

5.1 Background Information on GM

GM is a globally leading manufacturer for industrial
machines, headquartered in Germany. The company is
well-established, has over 10,000 employees on its books,
and operates globally through more than 70 subsidiaries.
The larger area of GM’s product portfolio comprises sheet
metal and tube processing solutions which involve machines
for bending, punching, and laser processing. GM started its
Industry 4.0 transformation more than a decade ago and has
already provided a significant number of integrated digital
services to complement its products and extend its value
proposition. To ensure optimal strategy and organisational
development, however, the CTO had to assess and analyse
the progress of its Industry 4.0 transformation. Through our
capability assessment, the CTO intended to ensure that all of
the company’s ongoing and planned capability developments
were aligned with its goal to defend its role as a technology
leader in the market.

5.2 Capability Assessment

The capability assessment was conducted two-step and in
close collaboration between the CTO and the author team.
This involved several interviews and workshops between
September and December 2020. All discussions were con-
ducted via video conference, the recordings of which were
analysed and the most important insights documented. The
latter were subsequently discussed and consolidated with the
CTO (see Table 3). The two steps were as follows:

e Step 1 - Capability assessment of status quo and desired
target state:

The framework was extended to generic maturity levels
to assess each capability’s status quo and desired target state
in 3 years. To facilitate simple implementation, a five-point
Likert scale was used for the varying levels of maturity, a
methodology the success of which has already been proven
by the likes of Wagire et al. (2020) and Schumacher et al.
(2016). On this scale, ‘1’ stands for ‘No or low level of matu-
rity — being a novice in this topic’, whereas ‘5’ represents ‘a
high level of maturity — being an expert in this topic’.

e Step 2 - Reflection on ongoing projects, chances, and
challenges:

The CTO used the IS capability framework to map
existing products and services and ongoing projects
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Table 2 (continued)

(5

Explanation & Example(s)

Definition

Support IS capabilities for Industry 4.0

Capability

Springer

A company’s ability to empower employees to communicate Explanation: Due to the interdisciplinary nature of Industry 4.0

Fostering interdisciplinary teamwork

projects, there is a need for collaboration between various roles

and departments, be it within a company or beyond. This is

and collaborate in interdisciplinary setups and to involve

different roles in innovation processes (Waschull et al., 2020;

Weber et al., 2019; Xu, 2020)

why it is important for manufacturing companies to promote an

interdisciplinary approach for creating and sharing knowledge.
This can be achieved by implementing open innovation pro-

cesses involving experts from various domains (Waschull et al.,

2020; Weber et al., 2019; Xu, 2020).
Example(s): The breaking up of silo structures, the establishing

of cross-organisational setups for idea crowdsourcing (I3), and
the provision of tools for virtual collaboration among people in

a variety of locations all became a necessity in the lockdown

periods during the COVID-19-pandemic (I8).

and initiatives to each capability dimension to reflect on
how well the capability development for Industry 4.0 is
currently being operationalised. Next, the CTO and the
authors reflected on which chances and challenges arise
with the respective Industry 4.0 capabilities.

The assessment (Table 3) showed that GM’s range of
Industry 4.0 products, services, projects, and initiatives is
already relatively rich. The CTO confirmed that the frame-
work was useful in making this assessment and taking a
holistic view of these multiple aspects, mainly because he
found it easy to understand and apply. According to the
CTO, the distinction between primary and support capa-
bilities ‘is a well-established view in industry and familiar
among managers’. This supports common understanding.
When discussing the framework’s understandability, the
CTO confirmed that the short explanations were helpful.
However, their terminology might have to be refined in the
application process to account for company-specific terms.

6 Discussion

Industry 4.0 is recognised as one of the most significant para-
digm shifts in the manufacturing domain and associated with
the potential to disrupt entire value networks. Yet, manufac-
turers still struggle with realising its full potential. Although
the literature on Industry 4.0 can be considered mature and
the ‘why’ and ‘what’ appear to be straightforward, the ‘how’
is still evolving and depends on the build-up of required IS
capabilities. Although there is substantial work and knowl-
edge on Industry 4.0 (e.g., Li (2018), Xu et al. (2018), Weking
et al. (2020)), an IS perspective on Industry 4.0 has so far been
insufficiently researched. This also explains why companies,
whose strengths lie in manufacturing-related core capabilities,
face difficulties understanding which IS capabilities are needed
to realise their transformation strategies towards Industry 4.0.

To advance the understanding of Industry 4.0, we
developed IS capability framework. We followed an
explorative approach to identify relevant IS capabilities
in literature according to the well-established approach
of Wolfswinkel et al. (2013). The resulting framework
was iteratively refined and evaluated with senior experts
from eight German manufacturers differing in size and
industry. Two were eminent academics who specialised in
application-oriented research on Industry 4.0. To demon-
strate the practical use of this IS capability framework, it
was applied in the context of a capability assessment with
the CTO of a German manufacturer dealing in metal and
tube processing solutions. The most significant implica-
tions that became apparent during the development, evalu-
ation, and demonstration of the framework are outlined in
the following pages.
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6.1 Theoretical Implications

The core theoretical implications of our study are twofold as
they complement existing knowledge on Industry 4.0 capa-
bilities and lay the foundation for further theorising:

Complementing Knowledge on Industry 4.0 by Providing a
Holistic Overview of Relevant IS Capabilities: The literature
on Industry 4.0 can be deemed mature as it offers relevant
conceptual work (i.e. frameworks, maturity models) that
describe and structure the complex affordances of Industry
4.0. What it does not provide, however, is a comprehen-
sive theoretical overview of the IS capabilities required for
Industry 4.0, although this is somewhat overdue, given the
diverse nature of the topic and the required collaboration
across long-established domain boundaries (Ghobakhloo,
2018; Lund & Karlsen, 2020). To look beyond the familiar
practice- and application-oriented perspectives, we focused
on making a pivotal contribution to the literature: a holistic
IS capability framework based on a thorough and structured
literature review that would enable us to summarise the cur-
rent state of research and build on its findings. Furthermore,
by structuring capabilities into primary and support capa-
bilities, we set out to complement the often rather technical
focus on capabilities that are taken when dealing with digital
technologies and products (i.e. primary capabilities). We did
this in the hope that a clear eye for the practical use of such
a framework would help establish the holistic perspective
required by manufacturing companies.

In the following, we briefly describe how we used and
advanced the existing knowledge on required IS capabili-
ties for Industry 4.0. To develop our framework, we identi-
fied the relevant IS capabilities in publications with specific
focal points, such as the information management capability
framework of Stich et al. (2017) or the Industry 4.0 com-
petency model of Prifti et al. (2017). We took their work
a step further by first breaking down their rather general
capabilities and then describing them in more detail. For
example, the capability ‘data analysis’ in the framework of
Stich et al. (2017) is broken down into several different ones,
i.e. ‘descriptive & diagnostic analysis’, ‘automated monitor-
ing & reasoning’, ‘predictive & prescriptive analysis’. Fur-
thermore, by taking a holistic perspective we look beyond
their rather narrow focus on technical capabilities (Stich
et al., 2017) or employee competencies (Prifti et al., 2017).
In other areas, we looked at work predicated on a progress-
oriented perspective, such as the maturity models of Schu-
macher et al. (2016), Wagire et al. (2020), and Schuh et al.
(2020). These provided us with valuable input for this study
since they all take a more holistic perspective that appreci-
ates technological and cultural aspects and accounts for IS
capabilities in this context. To name but a few examples, our
support capabilities concerning digital literacy and strategic

together and getting them to produce innovative work can

different faculties can stimulate people to think ‘outside
require more than shared rooms

the box’; the pathways of collaboration can be notably
shortened (e.g. shared cafeteria, conference rooms)

Chances: Interdisciplinary institutes that bring together
Challenge: Bringing experts from different domains

Status quo evaluation of capabilities

Products, services & initiatives
Inter-disciplinary institutes

no information available

Level of maturity

1

Status quo (today); x = target state (in 3 years); N/A

Fostering interdisciplinary teamwork

Table 3 (continued)
Capability

X

@ Springer
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partnerships were influenced by the capabilities that Wagire
et al. (2020) identified in relation to people and culture (e.g.
‘digital skill and qualification’) and organisational strategy
(e.g. ‘collaboration’). Beyond that, the IS capabilities which
Schuh et al. (2020) identified as being part of four major
Industry 4.0 pillars helped us clarify our thoughts on numer-
ous primary capabilities, such as ‘product connectivity &
system interoperability’, ‘continuous collection & storage of
real-time data’, and ‘automated processing of (un-)structured
data’. As we found them wanting in several key areas, how-
ever, we added certain new IS capabilities like ‘autonomous
provision of products & services’, which we developed after
conducting a thorough literature review. A final observation
worth making here is that, while most new work is either
deducted from the broader literature or produced in consul-
tation with expert panels, we combined the advantages of
both approaches. Thereby, we combined our theory-based
knowledge on Industry 4.0 capabilities with expert insights
on hitherto unconsidered IS capabilities, such as the ‘seam-
less connection to customers’ and the ‘identification of cus-
tomer and technology trends’. By harnessing our discourse
to the real-world examples our interviewed industry experts
provided we ensured a close connection between theoretical
and application-oriented research (Corley & Gioia, 2011;
Moeini et al., 2019).

senior executives as outlined above. The overview of relevant capabilities from

all relevant work and the supplementation of important capabilities by the
industry experts supports fellow researchers in extending (general) framework

and maturity models from Industry 4.0 transformations. Alternatively, an IS-

specific maturity model for manufacturers could also be developed.
in Industry 4.0 transformations by focusing on building up required IS capabili-

ties. Further, researchers should identify and carve out general success factors

ously conducted case studies to provide insights on the chances and challenges
in the Industry 4.0 transformation.

taking hitherto unconsidered IS capabilities into account. We developed the
framework based on a structured literature review and expert interviews with

Fellow researchers should extend the framework by adding relevant capabilities
tioners in assessing the progress in capability development.

Fellow researchers should extend existing maturity models for Industry 4.0 by
Fellow researchers should use the Industry 4.0 capability framework for rigor-

Fellow researchers should develop measurement instruments to support practi-

Laying the Foundation for Further Theorising: As mentioned
above, literature on Industry 4.0 already provides relevant
conceptual work (i.e. frameworks, maturity models) that
describe and structure the complex affordances of Industry
4.0. The developed capability framework for Industry 4.0
adds to existing work as it lays the ground for further theo-
rising and understanding Industry 4.0 transformations. Fur-
ther, it builds the foundation for deriving specific capability
design recommendations and thus represents an additional
critical piece of the puzzle to implement Industry 4.0 trans-
formations in an even more structured and targeted manner
(Gregor, 2006). The following table gives an overview of the
framework’s full contributions and indicates how it can be
used as a foundation for further research Table 4:

Stimuli for further research Explanation

Framework extension
Maturity model extension
Development of measure-
ment approaches
Conducting case studies

6.2 Practical Implications

The evaluation and demonstration of the framework have
shown it to have three major practical implications:

Managers could use the IS Capability Framework to develop
their Industry 4.0 Capability vision and compare it to the sta-
tus quo: Our framework enables managers to develop their
Industry 4.0 capability vision systematically. As the applica-
tion at GM has indicated, managers can use the framework
to assess their company’s status quo as well as the desired
target state of each capability. As one of our interviewed

fulness along with lessons learned by a significant industry player during its

regarding relevance, applicability, and usefulness
Industry 4.0 transformation.

senior industry executives

Table 4 Overview of the IS capability framework’s stimuli for further research

Provision of IS capabilities derived from domain literature and evaluated by
The framework and its demonstration at GM provide first insights into its use-

Provision of IS capabilities that senior industry executives have evaluated

The modular structure of capability areas and dimensions

IS capability framework’s contribution

@ Springer
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experts stated: ‘Knowing exactly where you are and want to
be in a few years [...] is the input needed when developing
or adapting the digital strategy [...], since currently when it
comes to the implementation of digital technologies, in our
organisation a late-mover approach is being taken’ (I1). With
the help of our framework, manufacturers can assess the
status quo of each capability, be that with regard to subsidi-
ary elements of their organisation or its entirety. Not only
does this shed light on the progress of the organisation’s
transformation. It also supports management in ensuring it
doesn’t neglect relevant capabilities. Furthermore, it lays
the foundation for defining suitable process and progress
indicators, which should prove helpful in navigating through
the often complex Industry 4.0 transformation, a journey
on which many manufacturers are still coming up against
significant hurdles.

Managers could use the IS Capability Framework to decide on
in-house versus partner capability development efforts: To
reach their Industry 4.0 capability targets, managers need to
decide which IS capabilities to develop internally and which
to access through external partners. Since the resources and
skills required for internal capability development are often
limited, and since external digital service providers with rel-
evant expertise often possess competitive advantages in their
digital capabilities, a thorough assessment should be given a
high priority. On that note, industry expert I8 stated that his
company ‘got a bloody nose [...] because, in the beginning,
we thought we had to do everything ourselves as we were
used to’. Not only does our IS capability framework pro-
vide the holistic perspective required to perform a strategic
assessment and avoid further bloody noses. It also supports
managers in considering all relevant capabilities. As expert
110 mentioned, it provides ‘a good structure for a first glance
assessment of external partners by using the framework for
the analysis of their offered products and services [...] and
a better understanding how the offering complements our
capabilities’.

Managers could use the IS Capability Framework to assess
their Industry 4.0 IS Capability development regularly: Since
Industry 4.0 transformations take time, the systematic and
regular assessment of its progress is of great importance. As
the framework’s application with GM has already indicated,
identifying existing and planned products, services, projects,
and initiatives, when mapped to the respective capability
dimensions, provides managers with a holistic overview of
how current trends and ambitions factor into the company’s
Industry 4.0 strategy. What is more, this facilitates a simple
fit-gap-analysis, which provides valuable awareness of the
company’s present strengths and weaknesses, and indeed of
how their planned products, services, projects, and initia-
tives might best be adjusted. A final point worth making

in this context is that our interviewed industry experts also
thought of using such insights to adjust incentives for Indus-
try 4.0 projects (I10) and management reports (12).

7 Limitations and Further Research

Although we have endeavoured to be as thorough
as possible in our research, this study has inevitable
limitations the recognition of which shall point our peers
in the direction of further beneficial research. The first
of these limitations lies in the restricted nature of our
interview circle. Future research could expand this circle
by including more experts from academia and industry. If,
for instance, industry experts from other countries were
consulted, their varied experience of different industry
structures would broaden the appeal and effectiveness of
our framework, either by confirming the IS capabilities
we have included or by adding others. A further limitation
of our study concerns the type of artefact (i.e. framework)
used to structure and describe the relevant IS capabilities
for Industry 4.0. Being a framework, it provides a
descriptive overview of the relevant capabilities but does
not offer specific guidance on achieving or developing
them. Further research would, then, do well to focus on
prescribing advice on selecting, evaluating, and completing
the IS capabilities for Industry 4.0. A third limitation of
this study is its explorative nature since we consulted
industry experts to identify capabilities that have not yet
been covered in the literature. We conclude that these
capabilities provide excellent opportunities for future
research to deepen the understanding of IS capabilities,
which is essential to making the most of Industry 4.0. The
fourth and final limitation that future researchers may wish
to consider is that we have taken a static view of Industry
4.0 capabilities without accounting for interdependencies
in terms of time or content. Therefore, future research
could investigate those interdependencies of various IS
capabilities and their causal relationships. For example,
we consider capabilities like ‘product connectivity and
system interoperability’ foundational capabilities and
prerequisites to enabling more advanced capabilities,
such as ‘self-optimising products & production systems’.
Shedding light on these dependencies would also support
practitioners in prioritising the development of different
Industry 4.0 capabilities.

These limitations notwithstanding, we are confident
that the framework developed in this study is an essential
measure in structuring IS capabilities for Industry 4.0. We
hope that it will support manufacturers in their Industry 4.0
transformation and assist fellow researchers as they continue
their work at the interface of Industry 4.0 and IS capabilities.
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