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Application of forensic accounting techniques in
the South African banking industry for the
purpose of fraud risk mitigation

Oluwatoyin Esther Akinbowale'*, Heinz Eckart Klingelhéfer® and Mulatu Fekadu Zerihun®

Abstract: The purpose of this study is to investigate the application of forensic
accounting techniques in relation to fraud risk mitigation. This study employed an
explanatory research design and a qualitative approach accompanied with

a purposive sampling method. A primary data source was devised with a focus on
the 17 licensed commercial banks registered in South Africa. By obtaining a true
reflection of the situations in the banks, a conclusion was drawn following the
outcome of the inferential statistical analysis. The research was conducted at the
individual and organisational levels, with the bank consultants presenting their
views. One hypothesis was formulated and non-parametric statistical analyses
involving the use of Chi-square test, Fisher's Exact test and Spearman’s correlation
were carried out. The results obtained substantiate that the loopholes created as
a result of non-effective application of forensic techniques are partly responsible for
some cyberfraud incidents in the banking industry. There is no sufficient evidence to
ascertain whether the fraud risk assessment and management in the banking
industry has a relationship with the effective application of forensic accounting
techniques in terms of the identified causes of cyberfraud. However, the findings
establish a positive correlation between fraud risk assessment and management as
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it relates to forensic accounting implementation. This study provides an insight into
the significance of forensic accounting applications for fraud risk mitigation. There is
still a death of information regarding the forensic accounting for fraud risk mitiga-
tion; hence, it is envisaged that this study will add to the existing literature in this
regard.

Subjects: Economics; Finance; Business, Management and Accounting

Keywords: Cyberfraud; Forensic accounting; Information security; Management control
systems

1. Introduction

According to Mishkin and Serletis (2011:5), “banks are financial institutions that accept deposits
and make loans.” It comprises firms such as the chartered banks, trust and mortgage loan
corporations, as well as credit unions and caisses populaires (Mishkin & Serletis, 2011:5). The
banking industry can be seen as a vital industry to the economy through fiscal and monetary
policy formulation, credit facilities and regulation of cash flows (Wright, 2011:13-54). This study
has theoretical importance as well as empirical applications in the areas of business operations
and policymaking. The South African banking industry can modify its practices to combat cyber-
fraud as well as to identify areas of deficiency in this regard. Furthermore, by highlighting the
problems that banks experience within the South African banking system, relevant information is
provided for regulators on how the regulation of banking institutions can be improved to mitigate
the effect of cyberfraud on the South African economy.

Forensic accounting focuses on fraud risk management. That is, it facilitates the assessment of
all the risks associated with an organisation including fraud risk (Chih-Hao & Kuen-Chang, 2020:3).
In addition, it ensures that the risks capable of hindering the actualisation of an organisation’s
goals are put under control (Shah et al., 2011:537). Forensic accounting can contribute to under-
standing the general conditions that permit the occurrence of fraud, working with the concept of
cause and effect (Santos Filho et al,, 2017:70). Previous studies were carried out by scholars of
fraud and the commercial banking industry. For instance, Wanemba (2010:30) established the
challenges of fraud confronted by commercial banks in Kenya and identified strategies that banks
employ to combat fraud. The study was carried out because of the need for commercial banks to
respond felicitously to the challenge of fraud mitigation. The outcome highlighted five key chal-
lenges that banks are facing: irreqular, unusual transaction monitoring and reporting, advance-
ment in technology, authentication of account documents, application of corporate policy or code
of conduct, and adequate background checks not performed on new employees.

The overall objective of this study is to examine the application and the effectiveness of forensic
accounting techniques in the South African banking industry with respect to fraud risk assessment
and management. First, the possible causes of cyberfraud were investigated, and the relationship
between effective application of forensic accounting techniques in terms of the identified causes of
cyberfraud was investigated. Secondly, the relationship between fraud risk assessment and man-
agement as it relates to forensic accounting implementation was ascertained.

This study provides an insight into the significance of the application of forensic accounting for
fraud risk minimisation. Since there is still a death of information regarding forensic accounting for
fraud risk mitigation, it is envisaged that this study will add to the existing literature in this regard.
The rest of the paper is organised as follows: the second section presents the literature review, this
is followed by the methodology in the third section, results and discussion in the fourth section and
the last section presents the conclusion drawn from the findings vis-a-vis the objectives as well as
recommendations and policy framework.
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2. Literature review
The literature in this section comprises an overview of the structure of the South African banking
industry, the views of various scholars, forensic accounting, and fraud risk management practices.

2.1. The South African banking industry

The South African banking industry is well developed in Africa and is comparable in sophistication
to the financial industries in most developed countries (Moyo, 2018:3; South African Banking South
African Banking Report, 2019). The sector is managed, regulated and controlled by the South
African Reserve Bank, which ensures the soundness and safety of its systems (South African
Reserve Bank (SARB), 2020). This means that the banks are regulated from a common platform
with the aim to achieve a robust banking system in the interest of the customers and the economy
in accordance with the Banks Act (No. 94 of 1990) or the Mutual Banks Act (No. 124 of 1993; South
African Reserve Bank (SARB), 2020).

According to the South African Reserve Bank, 75 banks are operating commercially. Of these,
there are three mutual banks, six foreign controlled banks, 42 foreign bank representatives, 14
branches of foreign banks and 10 banks that are locally managed (South African Reserve Bank
(SARB), 2020). However, the sector is dominated by the five biggest banks in the country, account-
ing “for over 90% of the total banking assets in the country, valued at approximately R5.8 trillion.”
(BusinessTech, 2021). Factors like digital solutions, cost-effective operating models and supply-
chain integration have moved to the top of the business agenda, with non-traditional players
pursuing various aspects of these trends, thereby ensuring the provision of in-house banking
solutions to customers (PwC Report, 2019:6). This means that with regard to the rising risk of
cyberfraud in the retail banking industry, the traditional banks need to find new ways to facilitate
a consistent relevance in the market, prioritising main operational trends like digital transforma-
tion and data mining (PwC Report, 2019:9).

2.2. The concept of forensic accounting

The aim of forensic accounting is identifying fraudulent activities both inside and outside an
organisation with its own models, methodologies and procedures of investigation that enquires for
assurance, attestation, and advisory standpoint to produce comprehensive legal evidence (Modugu
& Anyaduba, 2013:287). Forensic accounting is an incorporation of accounting principles, investiga-
tive techniques, legal procedures, and accounting skills in gathering financial information that would
serve as evidence and will be acceptable in the court of law during the resolution of fraud-related
matters (Wells, 2003:76; Houck et al., 2006:68; Bassey & Ahonkhai, 2017:57). The aspects of the
inquiry in forensic accounting are extensive and comprise fraud examination, comprehensive dili-
gence reviews, risk assessment, detection of financial statement misrepresentation, cybercrimes,
and unlawful money transfers (Smith & Crumbley, 2009:66; Okoye & Gbegi, 2013:135).

The process of investigating suspected cyber-fraud is called digital forensic investigation/
accounting. This is defined as an enquiry into suspected fraud cases, which occurred through the
internet or via an intrusion into the organisation’s computer system. The digital forensics comprise
the processes of discovery, acquiring and investigating information connected to digital devices
that can store information in the digital form (Brown, 2015:72). The validity of any digital forensic
evidence for litigation purposes depends on the strict adherence to the set of guidelines during the
processes of data collection and analysis both before and during the investigation process (Ayers
et al. (2014:68). Hence, forensic accounting software is often used to ensure that the data analysis
process is completed in a time effective manner and at a higher confidence level, although the
forensic investigator may employ different techniques depending on the nature of the data
acquired and the information required (Albano et al., 2011:381).

The use of reliable digital forensic techniques is central to fraud detection, prevention, investiga-
tion, and reporting (Nissan, 2012:843). Digital forensic investigations can be proactive or reactive in

nature. Proactive digital forensics is described as the process of restructuring, procedure
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description and technology to create, collect, preserve, and manage comprehensive digital evi-
dence in order to ensure a successful and inexpensive investigation with minimal disruption of
business activities whilst demonstrating good governance. On the other hand, reactive digital
forensic is defined as an investigation that takes place after an incident has been detected. It is
embodied with the goals to ascertain the root-cause of the incident, link the perpetrator to the
incident, minimize the impact of an incident and successfully investigate an incident. However,
should an incident occur, there should be an acceptable recognised digital forensic investigation
procedure in place as specified by proactive digital forensics discussed above (Vonsolms et al.,
2006:348). Rowlingson (2004:9) describes 10 key activities necessary for the implementation of
a forensic program. These are:

+ definition of the business situations that require digital evidence,

+ identification of the available sources and various types of potential evidence,

+ determination of the requirements for evidence collection,

+ establishment of the capability for gathering digital evidences legally such that they will be admis-
sible as evidence during the litigation process,

+ establishment of a policy for safe storage and handling of potential or captured evidence,

+ effective monitoring to detect and deter major incidents,

+ specification of the circumstances in which the digital evidence may be launched for full
investigation,

« staff training on incident awareness and sensitivities of evidence from the legal perspectives,

» documentation of an evidence-based case that describes the incident and its impact, and

+ provision of legal review to facilitate effective response to the incident.

In terms of fraud mitigation, Enofe et al. (2013:68) revealed that the act of mitigating corporate
crime could be attained by devoting strength to corporate governance through forensic account-
ing. Cusack and Ahokov (2016:17), in their study on the investigation of the performance of
forensic software tools in detecting fraud detection, stated that the use of FA techniques for
mitigating fraud is necessary because most information relating to accounting is currently in
digital form coupled with dimensions that digital fraud is assuming. The authors emphasise that
the rate of fraud perpetration is increasing and proof of fraud incidents are becoming increasingly
complex compared to the past decades.

Thus, previous studies have established that FA plays a major role in fraud detection and
prevention in corporate organisations (Efosa & Kingsley, 2016:245; Peshori, 2015:35; Enofe et al,,
2013:68; Okoye & Gbegi, 2013:1).

2.3. Fraud risk management in the banking industry

Stoneburner et al. (2002:8) defines risk as the probability that a threat source will adversely impact
an organisation. Risk management can be defined as a vital part of a financial institution’s
strategic decision-making process that ensures that its corporate objectives are consistent with
an appropriate risk return trade-off (Hopkin, 2010:47; Boateng et al., 2014:43). In the opinion of
Kopp et al. (2017:8), effective risk management at various levels is a collective responsibility of all
the organisation’s stakeholders. Fraud risk management refers to the activities aimed at identify-
ing and developing actions for a business to mitigate risks arising from the actual and potential
cases of corporate fraud. It includes the preventive, corrective, directive and detective control
measures with the appropriate feedback where necessary (Hopkin, 2010:255).

Combining the works of Hopkin (2010:3) and Stoneburner et al. (2002:4), risk management
involves systematic processes of risk identification, assessment, control, and evaluation. Fraud
identification is linked with fraud detection whereby activities are carried out to ascertain
a potential fraud or fraudulent activities immediately they occur (KPMG, 2010:24). The assessment
is basically to investigate the cost, extent, and impact of such risk on the customers, organisation,
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general public and stakeholders, while the fraud control involves series of activities, which can
either be proactive or reactive in nature to a potential risk, while the evaluation phase is to
investigate the effectiveness of the measures deployed in all the preceding stages of risk
management.

Banks are confronted with various risks, such as interest rate risk, market risk, credit risk, off
balance-sheet risk, technology and operational risk, foreign exchange risk, country or sovereign
risk, liquidity risk, liquidity risk and insolvency risk (Saunders & Cornett, 2017:177-193).

Aldasoro et al. (2022:11) explain that the digital revolution has improved the connectivity and
intricacy of the economic system. The authors identified the use of the cyber space and emerging
technologies as major contributors to an organisation’s productivity. However, the exploitation of
the cyber space and the emerging technologies by the cyber attackers have also exposed the
financial institutions to cyberattacks.

In an attempt to assess cyber risk, Giudici & Raffinetti (2022:1325) developed an artificial
intelligence (AI) model that integrates the rank regression and Lorenz Zonoids models. The out-
come of the study demonstrates the applicability of the machine learning approach for the
assessment of cyber risk. The outcome also indicates that the integration of the two approaches
is suitable for the measurement of ordinal measurement variables during cyber risk assessment.
The implementation of the proposed models led to the identification of the drivers of cyber risk,
which are necessary for the mitigation of cyber risks.

Radanliev et al. (2018:21) as well as Ruan (2017:17) demonstrated the suitability of combin-
ing the Cyber Value-at-Risk (CyVaR) model and MicroMort (MM) for calculating risk indices and
establishing an acceptable level for IoT-based cyber-related risks. The outcomes of these
studies promote the efforts geared towards the integration of cyber risk impact assessments,
thus offering a better understanding of the economic impact assessment of IoT-based cyber-
related risks.

Shin et al. (2015) employed the Bayesian networks to integrate two cyber security risk models.
The first model was suitable for the assessment of people’s and organisations’ compliance to the
cyber security guidelines, while the second model investigates the probability of cyberattack on the
architecture of the reactor protector’s system.

The effective management of these risks is essential to a bank’s performance. However, accord-
ing to the taxonomy of risks developed by Leo et al. (2019:4), fraud risk is classified under
operational risk. This is because operational risk is a risk of losses, which could stem from either
the failure of internal systems or external occurrences (Leo et al., 2019:3).

Fraud risk management becomes an incomplete exercise without fraud control. Fraud control is
the measure put in place to guide against deviations from normal activities and correct suspected
cases of irregularities in the financial statement. Without effective fraud control measures, frau-
dulent behaviours will increase with an increase in substantial losses (Hopkin, 2010:236). Fraud
control can be preventive (pre-control process) and detective (post-control process), these two
processes have a common channel, which is investigation (Hopkin, 2010:255). However, before
implementing any control techniques, the risk associated must be identified and dealt with
accordingly. Furthermore, to avoid post-fraud control processes, risk assessment must be thorough
and effective.

As depicted in Figure 1, the survey carried out by KMMG in 2019 found that not all the

respondents have a recorded fraud risk management operating model, therefore an initiative-
wide fraud risk assessment was conducted.
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Figure 1. Wide fraud risk
assessment and response rate.

Source: KPMG (2019:16)
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2.4. Derivation of research hypothesis

As indicated in the works of Henderson and Greaves (2011:320) and Lueg and Knapik (2016:78) the
right application of forensic accounting can aid the process of fraud mitigation, risk assessment
and management. Chih-Hao and Kuen-Chang (2020:3) opine that forensic accounting is focused
on fraud risk management, that is, it facilitates the assessment of all the risks associated with an
organisation including fraud risk. This ensures that the risks capable of hindering the actualisation
of an organisation goal are put under control (Shah et al., 2011:537). Based on this premise of the
literature reviewed, one alternative hypothesis is considered in this study as follows:

H1: Fraud risk assessment and management in the banking industry have a relationship with the
effective application of forensic accounting techniques.

Recall that the overall objective of this study is to examine the application and the effectiveness
of forensic accounting techniques in the South African banking industry with respect to fraud risk
assessment and management. To achieve this objective the possible causes of cyberfraud were
identified. Thereafter, the relationship between effective application of forensic accounting tech-
niques in terms of the identified causes of cyberfraud was investigated. Furthermore, the relation-
ship between fraud risk assessment and management as it relates to forensic accounting
implementation was ascertained.

3. Data and methodology
This study employed an explanatory research design, accompanied by a qualitative approach
involving a purposive sampling method (Figure 2).

A primary data source was devised with a focus on the 17 licensed commercial banks in South
Africa (Bankscope, 2018).

This study employs questionnaires as a primary data collection method due to their capability to
capture and verifies sensitive issues like cyberfraud in a standardised manner, making them
objective (Oppenheim, 1992; Wilson & Mcclean, 1994). The data garnered help to ensure
a confirmatory outcome and avoid a biased point of view. The questionnaires were administered
to key organisational staff across the banking industry, specifically involved in combating fraud
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Figure 2. Research design.

Source: Authors’
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and making decisions regarding management control systems, to obtain comprehensive informa-
tion on the organisation’s expended and ongoing efforts to combat cyberfraud.

The qualitative approach employed presents the opinions, concepts, characteristics and descrip-
tions of different respondents (Jackson et al.,, 2007:22; Assessment Capacities Projects (ACAPS),
2012:13), as it relates to cyberfraud in this study. The choice of the qualitative approach in this
study was based on the following merits: it can explore the research problem from the perspec-
tives of the stakeholders and assist in the understanding of multifaceted or complex occurrences
(such as cyberfraud) which is difficult to understand via a quantitative survey. Furthermore, it can
simplify a complex problem to a number of variables and establish the correlation relationships
between the variables. In addition, it is suitable for establishing the cause and effect relationships
and also suitable for hypothesis testing, because it assumes a sample that is usually illustrative of
the population. With this, general conclusions can be drawn for the population (Ospina, 2004:1279;
Mohajan 2018:21).

The analysis carried out include non-parametric statistics (due to the categorical data from
a limited sample size, obtained without a known distribution; Kampen & Swyngedouw, 2000:91;
Wilson, 1977: 136), inferential univariate and multivariate inferential statistics (These methods
include the cross tabulation, the Chi-square statistical analysis, Fisher's Exact test, and the
Spearman correlation).

The expression of the chi-square employed for some inferential statistical analysis is given by
Equation (1; Ugoni & Walker, 1995:62; Kim, 2017:153).

_(0-E)
2= .

where: O is the observed value of the cells and E the expected value.

The Fisher’s Exact test values can be computed using Equation (2; Amigo-Dobafio et al., 2020:6).

(a+ b)!l(c+d)!(a+c)(b+d)!
p= alblcldINT @
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where: a,b,candd are the frequencies of the categorical variable of the 2 x 2 contingency table,
while N is the total frequency.

The determination of the Spearman’s correlation coefficient (p) can be obtained from Equation
(3) for observations without ties (Chalil, 2000:14).

6y d?

-1-
p nd—n

3)

For observations with ties (which is our case), Equation (4) holds thus (Chalil, 2000:11).

X = X)), =Y)

p= (4)
VI X = X2 2 (Y- ¥

where: d; is the difference between each of the ranks of the corresponding values of the variables
X and Y, and n is the number of pairs of values when there are no tied ranks.

According to Giudici & Raffinetti (2022:1319), the activities that characterise cyber events are
unique. Coupled with non-availability data, it is more suitable to measure them using the
ordinally scaled data rather than the quantitative data. The measurement of cyber risk using
ordinally scaled data can be summarised, using a pair of statistics for each event type (Giudici
& Raffinetti, :1319). This can aid the understanding of the major factors causing cyber risks, to
avoid an arbitrary assignment of the measurement scale. This study explores the Chi-square
statistical analyses, Fisher's exact test and Spearman’s correlation for the hypothesis testing
and for establishing the association between the identified variables relating to cyberfraud. The
choice of these techniques for hypothesis testing stems from the fact that the data set
employed in this study is not normally distributed.

4. Result and discussions

Of the initially planned sample of 68 individual respondents, only 42 questionnaires were
administered and attended to—due to Covid_19 pandemic, huge load of work and reluctance
to divulge confidential information—some bank officials did not give audience. Due to the
Covid pandemic, the survey was limited to the licensed and available banks in Pretoria, South
Africa, whose experts in cyberfraud mitigation gave audience to attempt the questions.
However, the data obtained should still reflect the situation in the South African Banks since
indeed all the 17 licensed banks (100%) were still covered and since there is a uniform system
of standard operational procedures, structure, regulation, and control in the South African
banks under the auspices of the South African Reserve Bank. Furthermore, all the 42 ques-
tionnaires later administered were attended to. The fact that the responses obtained from the
question asked were 100% indicates that there is no effect of the non-response bias on the
outcome of the findings.

4.1. Hypothesis testing using the chi-square and the Fisher's exact tests

Under this subsection, the hypothesis considered in this study was tested using the Chi-square
and the Fisher's exact tests on the qualitative responses obtained from the survey.
Furthermore, the cross tabulation and the Spearman correlation coefficient were used to
establish the nature of the relationship that exists between the pairs of variables used for
the hypothesis testing. This is necessary in order to draw conclusions about the acceptance or
rejection of the hypotheses. Below are the outcomes of the tests. The tests were conducted by
coding and feeding in the qualitative responses obtained from the survey into the Statistical
Package for Social Science (SPSS) 2018 version.

Page 8 of 21



Akinbowale et al., Cogent Economics & Finance (2023), 11: 2153412 *’;‘ Cogent Py economics & ﬁ nance
https://doi.org/10.1080/23322039.2022.2153412

Hj: Fraud risk assessment and management in the banking industry have a relationship with the
effective application of forensic accounting techniques

First, this hypothesis was tested using six variables for the possible causes of cyberfraud, linked
to the process of fraud risk assessment and management (according to Brockett et al.,, 2012:324-
336; Dzomira, 2015:9; Mohammed & Knapkova, 2016:271). These six variables are presented in
Table 1. Secondly, having established the possible causes of cyberfraud in the South African
banking sector, this study further probes whether the application of forensic accounting techni-
ques can promote fraud risk assessment and management. This was investigated using the two
variables (fraud risk assessment and fraud risk management) that link forensic accounting to the
process of fraud risk mitigation.

Table 1 presents the Chi-square and Fisher's Exact tests for the possible causes of cyberfraud.

Two variables, namely override of internal controls by the management and inadequate
documentation or record keeping, negate the alternative hypothesis tested since their p-values
(0.069 and 0.092 for the chi-square test) and (0.071 and 0.091 for the Fisher's Exact test
respectively) are greater than 0.05. The other four variables (poor organisational culture, lack
of ethical culture, absence of accountability, installation and use of new technologies) support
the acceptance of the alternative hypothesis since their p-values (0.000, 0.001, 0.000 and 0.005
for the chi-square test and 0.000, 0.001, 0.000 and 0.006 for the Fisher's Exact test respectively)
are less than 0.05. Hence, from these findings, it could be substantiated that the loopholes
created by non-effective application of forensic techniques are partly responsible for some
cyberfraud incidents in the banking industry. However, there is no sufficient evidence to ascertain
whether the fraud risk assessment and management in the banking industry has a relationship
with the effective application of forensic accounting techniques in terms of the identified causes
of cyberfraud.

Table 1. Chi-square and fischer’s exact tests for the possible causes of cyberfraud

Identified
possible
causes of Chi-square Fischer’s Point
cyberfraud statistics df Asymp. Sig. Exact Sig. probability

Overrides of 8.714 4 0.069 0.071 0.007
internal controls
by the
management
(ov)

Poor 23.476 4 0.000 0.000 0.000
organisational
culture (POC)

Lack of ethical 18.714 4 0.001 0.001 0.000
culture (LEC)

Absence of 24.429 4 0.000 0.000 0.000
accountability
(AOA)

Inadequate 8.000 4 0.092 0.091 0.005
documentation/
record keeping
(ID)

Installation & 10.429 2 0.005 0.006 0.001
use of new
technology
(INT)

Source: Field Survey
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This calls for the need to introduce more anti-fraud capacities such as forensic accountants and
preventive measures to meet the current demand in information technology and effective mod-
eration of the internal control measures.

Table 2 shows the possible causes of cyberfraud in the South African banking industry. The
largest percentage (91%) of the respondents agreed/strongly agreed that the installation and
usage of new technology majorly causes cyberfraud, confirming existing literature (Dlamini et al,,
2019:1; Herselman & Warren, 2004; Dzomira, 2017:143; Coetzee, 2018:3; Dagada, 20132013:148;
Sutherland, 2017:84; Apau & Koranteng, 2019:229; Clough, 2010:209). Another critical factor
identified as a major cause of cyberfraud, which a significant number of respondents acceded
to, is the override of internal controls by the management. These findings significantly agree with
the position of the American Institute of Certified Public Accountants (American Institute of
Certified Public Accountants, AICPA, 2012) that the internal control measure is a major player in
the detection and prevention of fraud, although the enforcement of internal controls alone may
not be sufficient for fraud mitigation. This is due to the fact that internal controls can be weakened
through collusion, management overrides and technological advances; hence, over-reliance on
internal controls could jeopardise the fight against cyberfraud. The adoption of other measures
was, however, recommended for effective fraud mitigation (American Institute of Certified Public
Accountants (AICPA), 2012).

Furthermore, the respondents opined that poor organisation and lack of ethical culture are also
part of the possible causes of cyberfraud. Good organisational culture can assist in the identifica-
tion of the root causes of fraud perpetration and possible ways to mitigate its occurrence. Omar
et al. (2013:230) indicate that forensic accountants should possess strong ethical values and skills
to enable them perform optimally as fraud investigators. The consideration of ethical factors in the
control systems may promote moral value behaviours of the employees. The respondents also
identified the absence of accountability as one of the contributing factors to cyberfraud. To
promote a good culture of accountability and transparency in the private and public sectors,
Section 32(1) of the Constitution of the Republic of South Africa Act 108 of 1996 (the
Constitution), provides that:

“Everyone has the right of access to records or/and information held by the state and any
information held by another person and that is required for the exercise or protection of any
rights.” (Promotion of Access to Information Act, 2020:2)

This section of the Constitution confirms the fundamental right of access to information and
upholds the principle of accountability and transparency.

Finally, improper documentation was also identified as one of the possible causes of cyberfraud.
It has been reported that weak internal controls can promote fraud perpetration as perpetrators
can take undue advantage of internal control shortcomings such as poor supervision and improper
document control processes to commit fraud (Dellaportas, 2013:29; Zakaria et al., 2016:1154;
Andoh et al,, 2018:411).

The identification of possible causes of cyberfraud calls for the need to establish or introduce
more anti-fraud capacities and preventive measures to meet the current demand in information
technology and effective moderation of the internal control measures.

Akinbowale et al. (2020a:945) suggested the need for the implementation of a real time alert
system capable of creating fraud awareness for both the financial institutions and their customers.
The development of forensic accounting conceptual models for cyberfraud uncovering and mitiga-
tion has also been reported Akinbowale et al. (2020b:1253).

Figure 3 presents the identified possible causes of cyberfraud from the survey carried out.
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Figure 3. The identified possible 50
causes of cyberfraud.

Source: Survey
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Table 3 presents the combination of the statistically significant factors (95% confidence level)
that cause cyberfraud, confirming a relationship between the pairs of the variables in relation to
cyberfraud perpetration.

The variable pairs are as follows: Poor Organisational Culture (POC) and Lack of Ethical Culture
(LEC), Poor Organisational Culture (POC) and Absence of Accountability (AA), Lack of ethical culture
(LEC) and absence of accountability (AA), Override of Internal Control (OIC) and Poor
Organisational Culture (POC), Override of Internal Control (OIC) and Lack of Ethical Culture (POC),
Override of Internal Control (OIC) and Absence of Accountability (AA), Override of Internal Control
(OIC) and Inadequate Documentation and Record Keeping (IDR), as well as Inadequate
Documentation and Record Keeping (IDR) and Installation and use of new technology (INT). The
cross tabulation records the frequency of respondents that have the unique feature described in
the cells of the table in order to establish a relationship between the variables.

For six pairs of variables, the difference between the observed and expected counts obtained
from the cross-tabulation indicates that there may be a relationship between the following pairs of
variables:

+ poor organisation culture (POC) and lack of ethical culture (LEC)

+ poor organisation culture (POC) and absence of accountability (AA)

* lack of ethical culture (LEC) and absence of accountability (AA)

+ override of internal control (I0C) and poor organisation’s culture (POC)
+ lack of ethical culture (LEC) and override of internal control

+ absence of accountability and override of internal control (I0C)

However, to determine whether the difference is statistically significant, the Spearman’s correla-
tion coefficient was calculated as presented in Table 3. According to this, there seems to be

* a positive and strong relationship between the variables LEC and AA, and

* a positive and moderate relationship between POC and LEC, POC and AA, OIC and POC, OIC and LEC
as well as OIC and AA.

Also the Fisher Exact statistical values were large for the pairs of significant factors (p-values <
0.05); thus, the pair of variables can indeed be considered as dependent variables.

Based on the responses obtained, the cause effect diagram presented in Figure 4 depicts the

possible causes of cyberfraud in the South African banking industry grouped into six major
categories. The figure also shows the relationship between the causes of cyberfraud and the
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Figure 4. Cause - effect dia-
gram of the possible causes of
cyberfraud.

Source: Authors’
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influencing factors, hence, it may increase the understanding of cyberfraud with the aim of
mitigating it.

Kshetri (2019:77) noted that the cases of cyberattacks on the emerging economies are rising,
rapidly linking the probable causes to weak internal controls and emerging technologies as
obtained in this study. Furthermore, Saddiq and Bakar (2019:911) stated that financial crimes
have reportedly have an adverse effect on the economy and the socio-economic environment of
both the emerging and advanced economies.

Although the findings in this study are based on the opinion of the bank consultants in South
Africa, the provided results and solutions are not necessarily restricted to South Africa. Instead,
cyberfraud being a digital problem that has assumed a global dimension and can be found in
similar facets in many different countries, other financial institutions in other advanced and
emerging economies may also implement the proposed solutions based on their peculiarities.

Having established the possible causes of cyberfraud in the South African banking sector, this
study further probes whether the application of forensic accounting techniques can promote fraud
risk assessment and management. Table 4 presents the results obtained with respect to this
investigation. For fraud risk assessment, 80.95% of the total respondents agreed that the effective
implementation of forensic accounting techniques can promote fraud risk assessment, while 14.28%
respondents strongly agreed and only 4.76% respondents were undecided. For fraud risk manage-
ment, 71.42% of the total respondents agreed that the effective implementation of forensic
accounting techniques can promote for fraud risk management, while 19.05% respondents strongly
agreed and only 9.52% respondents were undecided. The outcome of this survey indicated that none
of the respondents opposed the fact that the effective application of forensic accounting can
promote risk assessment and management. Figure 5 presents the cross-tabulation chart for fraud
risk assessment and management with respect to effective forensic accounting applications.

The cross tabulation of the two variables, fraud risk assessment and management with respect
to forensic accounting application, and the determination of the significance of their cross-effect
yielded a Fisher's exact statistical value of 28.550 and a p-value less than 0.05 (0.001>0.05) at
a 95% confidence level and four degrees of freedom. This means that there is a sufficient proof to
establish that there is a relationship between the two variables. To establish the nature of
relationship between the variables (fraud risk assessment and management with respect to
forensic accounting application), the Spearman’s non-parametric correlation was carried out and
a correlation coefficient of 0.812 was obtained. A positive Spearman correlation coefficient implies
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Figure 5. Cross tabulation chart
for fraud risk assessment and
management with respect to
effective forensic accounting
application.

Source: Survey results obtained
from SPSS
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that a positive relationship between the two variables exists. It then means that effective applica-
tion of forensic accounting can promote both fraud risk assessment and management. The closer
the value of the Spearman’s correlation coefficient p is to 1, the stronger the relationship and the
more the interdependence between the two variables and vice versa. Positive values of p indicate
a positive relationship between the two variables, while negative values of p imply a negative
relationship (Choi et al., 2010:460).

5. Conclusion and policy implications

Globally, the banking industry has been confronted with various risks, such as fraud risk, interest
rate risk, market risk, credit risk, off balance-sheet risk, technology and operational risk, foreign
exchange risk, country or sovereign risk, liquidity risk, liquidity risk and insolvency risk. The South
African banking industry is well developed in Africa, and it is comparable in sophistication to the
financial industries in most developed countries. However, it is not immune against fraud risk.
Consequently, fraud risk management demands fraud control. Fraud control is the measure put in
place to guide against deviations from normal activities and correct suspected cases of irregula-
rities in the financial statement. Therefore, the purpose of this study was to investigate the
application of forensic accounting techniques in relation to fraud risk mitigation. This was achieved
using an explanatory research design accompanied with the use of questionnaires involving the
purposive sampling method for the 17 licensed commercial banks listed in South Africa. The
relationship between the causes of cyberfraud and the influencing factors was established with
the aid of the cause-and-effect diagram. The findings substantiate the fact that the loopholes
created by non-effective application of forensic techniques are partly responsible for some cyber-
fraud incidents in the banking industry. However, there is no sufficient evidence to ascertain
whether the fraud risk assessment and management in the banking industry has a relationship
with the effective application of forensic accounting techniques in terms of the causes of cyber-
fraud identified in this survey. This calls for the need to establish or introduce some anti-fraud
capacities and preventive measures to meet the current demand in information technology and
effective moderation of the internal control measures. The implementation of the integration of
forensic accounting and management control systems will offer a realistic solution in this regard.
However, in terms of the application of forensic accounting for fraud risk assessment and manage-
ment, the Spearman’s non-parametric correlation coefficient carried out gave a positive correla-
tion coefficient that was close to 1 (0.812). This implies that there exists a positive relationship
between fraud risk assessment and management and application of forensic accounting. It then
means that effective application of forensic accounting can promote both fraud risk assessment
and management.
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This study is significant in that it has empirical findings that could assist financial institutions in
the areas of cyberfraud mitigation as well as decision or policy making. This research notifies the
South African banking sector about the possibility of cyberfraud and the way to achieve fraud
detection, investigation, prevention, deterrence and risk mitigation via the use of forensic account-
ing. Since cyberfraud is a digital problem that has assumed a global dimension and since the
described situation is not unique to South Africa, other financial institutions in other advanced and
emerging economies may also implement the proposed solution based on their peculiarities. This
study is limited to the 17 licensed commercial banks registered in South Africa. The analysis is
based on the opinions of the bank consultants presenting their own views as well as those of the
organisations. Future work can consider the analysis of the measures put in place by the banking

industry for fraud risk minimisation.
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