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ICT INFRASTRUCTURE FOR A DIGITALLY
EMERGING PAPUA NEW GUINEA

According to World Bank estimates, Papua New Guinea (PNG) achieved an annual per capita
Gross National Income (GNI) of US$2,470 in 2022 (Trading Economics, 2022). This is considerably
lower than neighboring countries such as Indonesia with a per capita GNI of US$4,580 (Jiao &
Sihombing, 2023) or Fiji (US$13,370) (Trading Economics, 2023). A low income creates severe
challenges for building a capital-intensive information and communication technology (ICT)
infrastructure that would enable PNG to reap the benefits of the digital economy for business
development, education, public health, etc.

Fortunately, the ICT services in PNG have shown significant improvement over
the past decades. The introduction of competition in the market of mobile
telecommunications in 2007 has played a crucial role in enhancing basic
telephony access. It led to more affordable and a wider variety of services market of mobile

(Duncan, 2013; ITU, 2018) while the mobile network penetration rose sharply telecommunications

with the entry of Digicel PNG Limited (Digicel) and Bemobile Limited (bmobile)  jn 2007 has played a

(ITU DataHub, 2021; UNESCAP, 2021). Currently, Telikom PNG Limited crucial role in enhancing
(Telikom), a state-owned enterprise (SOE), retains its position as the main .

fixed telephone service provider (GSMA, 2019, Foster, 2023) while the mobile basic telephony access:
services market is dominated by Digicel with around 90% market share.

The introduction of
competition in the

In PNG's last-mile connectivity that describes the final leg of physical infrastructure giving end-
users access to ICT services, mobile networks play the major role. They overshadow the fixed-line
network, which is only accessible in a few urban areas (ITU, 2018). Still, the coverage of 3G and
4G (LTE) throughout the country remains limited and falls below the average in the Asia Pacific
region. In 2021, only 64% of the population in PNG accessed 3G networks compared to the Asia
Pacific average of 96%, while 4G networks only cover 50% of the PNG's population and remain
well below the 95% average in Asia Pacific (ITU DataHub, 2021). This affects people’s ability to
access higher internet speeds, thus hindering their participation in the digital economy. In 2020,
the Asian Development Bank (ADB) approved an investment of US$25 million into a greenfield 4G
mobile network (Pham, 2020). The funds were to be given to ATH International Venture (ATHIV),
a subsidiary of Fiji-based Amalgamated Telecom Holdings (ATH). In 2021, ATH formalized ADB’s
participation in the project that is set to be rolled out and operated by Vodafone Fiji Pte limited,
ATH’s largest subsidiary (Business Advantage PNG, 2021). 5G networks that are anticipated to be
the fastest option for last-mile connectivity are not yet available in PNG.

On device adoption and affordability, the share of smartphone connections out of all mobile (SIM)
connections in PNG has undergone a significant increase, going from 22% in 2018 to 80% in 2022
(GSMA Intelligence, 2023). The rise can be attributed to the declining prices of smartphones
and the entry of new low-cost smartphone producers (Williams, 2019; GSMA Intelligence, 2023).
During the period between 2021 and 2022, the price of the cheapest smartphone in PNG dropped
significantly, from $135 to $28 (Alliance for Affordable Internet, 2022). In terms of computer
usage, only 11% of households in PNG own a computer (ITU DataHub, 2016). The majority of
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individuals in the country own more smartphones than computers, primarily due to factors such
as affordability and the availability of broadband access.

Broadband access in PNG remains limited and the country’s level of penetration remains one
of the lowest in the world (UNCTAD, 2023). In 2021, only 32% of the total population of PNG
were using the internet, but this represents a significant increase compared to 2% in 2011
(ITU DataHub, 2021). PNG has 11 mobile broadband subscriptions per 100 people, while the
usage of fixed broadband is much lower at 0.21 out of 100 people. Despite the improvement

in internet penetration, broadband internet access in PNG remains

Broadband access in PNG unaffordable for many in PNG. Mobile broadband subscriptions

remains limited and the country’s cost up to 20% of monthly GNI per capita while fixed broadband

population of PNG were using the
internet, but this represents a
significant increase compared to

level of penetration remains accounts for around 14% of the monthly per capita GNI (UNCTAD,
one of the lowest in the world. 2023). This is way higher than the global target of less than 2% of
In 2021 only 32% of the total GNI for broadband cost and multiple times more expensive than

the average in the Asia Pacific region (ITU DataHub, 2022; UNESCO
Broadband Commission, n.d.).

Despite recent improvements, challenges remain, as service
outages are still common (ITU, 2021). Lack of connectivity and
electric utilities remain key obstacles that hinder internet access

2% in 2011.

in rural regions that are home to approximately 85% of the PNG population (World Bank, 2019;
World Bank, 2020a; UNESCO, 2023). Only 32.1% of the 10.2 million people of PNG had access to
the internet at the beginning of 2022 (Kemp, 2023).

Data for the coverage of some common technologies used in middle-mile connectivity, such as
fibre optic or copper cables, and satellites in PNG, are limited. As a critical link between first-mile
and last-mile connectivity, the middle-mile deployment in the country is still a work in progress.
The PNG Government plans to extend the submarine cable systems inland along public utility
networks such as electricity lines, gas pipelines, but it can only rely on three internet exchange
points (IXPs) (PeeringDB, 2023). These are part of the ICT infrastructure where networks
exchange internet traffic and customers access global connectivity. The development of this
infrastructure is still in its early stages in PNG, despite its importance for internet affordability
and traffic management (UNESCAP, 2020).

In first-mile connectivity, connection to international submarine cables is important to enhance
network redundancy, mitigate the impact of cable outages, improve connection bandwidth
and speeds, and decrease data costs (ITU, 2022a). PNG is connected to four submarine cable
networks, consisting of two interregional deployments, including PIPE Pacific Cable-1 that was
officially completed in October 2009 and Coral Sea Cable System, completed in December 2019.
Two domestic deployments include PNG LNG from April 2014 and the Kumul Submarine Cable
Network completed in June 2020. Five islands in the country are connected through these cable
networks (UNCTAD, 2023). According to data from the International Telecommunication Union
(ITU) from 2017 (ITU DataHub, 2017), the international bandwidth usage in PNG was 40Gbps, with
internet users having access to around 30Kbps. The capacity was lower than in most countries
in Asia Pacific and worldwide in the same period caused by the limited number of submarine
cable connections. The completion of the Kumul and Coral Sea submarine cable networks
were highlights of the recent connectivity development in the country. It is expected that it will




significantly increase the bandwidth capacity and reduce the cost of data in PNG (World Bank,
2020a).

As connectivity progresses, the usage of digital platforms in PNG is also experiencing growth.
Platforms for electronic payments, social media, e-commerce, digital services in tourism and
entertainment are currently in use (Williams, 2019). PNG is one of the few countries among
the Pacific Small Island Developing States (PSIDS) that has online
payment getaways and it has the highest usage of mobile money

wallets (UNCTAD, 2023). However, the adoption of digital platforms the adoptlgn of digital _
in the country is still in its early stages due to factors such as low platforms in the country is

financial inclusion, preference in cash-method payment, and low trust  still in its early stages due to

in technology (Williams, 2019). Security, trust, and social influence factors such as low financial

are key to boost technological adoption, particularly when it comes to
purchasing behaviour (Davda, 2021; Nwaiwu et al., 2020, Kantika et al.,
2022). Additionally, the number of merchants on e-commerce platforms

to-consumer (B2C) and consumer-to-consumer (C2C) transactions
(UNCTAD, 2023).

Developing the ICT infrastructure is of significant importance for PNG's small and medium-sized
enterprises (SME) and their ICT adoption, which usually proceeds in four stages, from a) basic
communication via fixed lines, mobile phones, or fax, to b) the use of basic information technology
such as personal computers, printers, and basic software, to c¢) advanced communications
through email, internet browsing, creating websites, and using e-commerce, and finally to
d) applying advanced information technology such as databases, digital resource planning,
inventory management, and customer relationship management (Kotelnikov, 2007). Most SMEs
in PNG operate with around basic to advanced levels of ICT adoption. A study of 1,066 SMEs in
2014 showed that they mainly used mobile phones while the utilization of computers, websites,
and the internet remained relatively low (Tebbutt Research, 2014). Still, SME in PNG have shown
to experience an increase in product sales and business development when they applied any
form of ICT. This includes SME in rural areas that are using computers, websites, and the internet
(Odhuno & Ngui, 2018).

inclusion, preference in cash-
method payment, and low
is limited, because social media dominate the sector for business- trust in technology.
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REGULATORY FRAMEWORK FOR ICT
DEVELOPMENT IN PNG

Key government agencies are engaged in the planning, financing, and procurement of ICT
infrastructure projects (Figure 1).

Figure 1.

Regulatory environment for ICT infrastructure projects in PNG

Planning Funding Procurement

Department of
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* Project planning
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Through its Universal Access
and Service or UAS Secretariat,
NICTA is also mandated to
undergo and manage projects
funded by the Universal Access
and Service Fund (UASF).

Such UAS projects are meant
to improve availability of ICT
services in rural and under-
served areas of PNG.

Source: Authors” analysis, illustration created by authors

Firstly, planning of ICT-related projects, including provision of infrastructures,
is mainly led by the PNG’s Department of Information and Communications
Technology (DICT). DICT has the main function of maintaining policy
and service delivery oversight and coordination for communication and
information related matters. In 2020, through the National Executive Council
(NEC) decision No. 252/2020, the department expanded its functions to
oversee transformation efforts of PNG's digital economy (DICT, 2023a). The
PNG Government has also established an independent regulatory authority,
the National Information and Communications Technology Authority (NICTA)
formalized through the National Information and Communication Technology
Act of 2009. Its core mission is to regulate areas of telecommunications,
radiocommunications and broadcasting with the objective of achieving the
long-term economic and social development of PNG (NICTA, 2023). Through

its Universal Access and Service or UAS Secretariat, NICTA is also mandated to undergo and
manage projects funded by the Universal Access and Service Fund (UASF)'.Such UAS projects
are meant to improve availability of ICT services in rural and under-served areas of PNG.

" Universal Access and Service Fund (UASF) in the ICT sector is typically funded by licensing fees and a percentage of revenues
allocated from telecommunications operators and service providers.




While ICT development projects aiming to improve access for rural and underserved communities
usually fall under the responsibility of the UAS Secretariat, DICT's main organisational mandates
revolve around national ICT policy and strategy development. In the context of ICT project planning,
however, there are instances where both entities take the roles of executing and lead agencies.
In practice, the boundaries in the responsibilities between the two bodies within the context of
ICT infrastructure projects remain unclear. The Digital Transformation and Digital Government
Plan, for instance, names DICT and NICTA both as the executing agencies but without clear
information about their respective responsibilities and level of involvement. It appears relevant
that NICTA and the DICT act in a coordinated manner and state publicly which agency shall take
the leading role in specific ICT projects in order to avoid confusion and inefficiencies among
multiple stakeholders.

Secondly, funding of PNG's ICT infrastructure projects originates from multiple sources both
from domestic and foreign funders. As governed in the Public Finances (Management) Act
1995, projects can be fully or partially funded by the PNG Government depending on the scale
and jurisdiction of the project. For national-scale projects, public funding is channeled from
the National Budget. While projects under provincial or local jurisdictions can receive funding
allocations from the provincial budget. UAS projects that are administered by NICTA can rely
on the UASF as the primary funding source. ICT infrastructure projects are also open to foreign
or international investment in the form of loans or grants. The Investment Promotion Authority
administers and facilitates new investments for business activities in PNG.

Thirdly, procurements of public-funded projects are administered through a standardized
procurement system overseen by the National Procurement Commission (NPC) (Government
of PNG, 2019). As formalized by the National Procurement Act 2018, the public procurement
framework applies to all PNG public and statutory bodies. The National Procurement
Commission's main function is undertaking timely, transparent, and non-discriminatory
procurements on behalf of the state. Under the Public Finances Act, the Authority to Pre-Commit
(APC) Committee was established as part of the procurement system. The APC Committee is
responsible for overseeing the strategic direction of procurement of public/statutory bodies and
regulating, enforcing and reporting on the compliance in accordance with the Act. In addition, the
APC Committee has the authority to approve the procurement plans of all public/statutory bodies
in line with the national budget before the procurement is conducted. Meanwhile, the NPC Board
approves and awards contracts — subject to certain classification of the procurement value — as
a result of the procurement. In general, the NPC Board oversees procurement operations for all
public/statutory bodies, including procurements delegated to the provincial, district and special
committees of the board. Exceptions of the national procurement system apply to Public Private
Partnership (PPP) projects as the procurement is overseen by the PPP Center, a body established
under the National PPP Act to promote and manage PPP initiatives in PNG.
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ICT Infrastructure Planning

Since building ICT infrastructure is highly capital intensive it requires careful planning that
addresses the geographical context, includes the needs and demands of local constituencies,
and weathers geopolitical tensions with growing frictions between global powers. Given that

Since building ICT
infrastructure is highly capital
intensive it requires careful
planning that addresses the
geographical context, includes
the needs and demands of
local constituencies, and
weathers geopolitical tensions
with growing frictions between

planning ICT infrastructure is always a massive undertaking and meets
with challenges in most countries, PNG also has unique challenges as
ICT infrastructure development cannot follow roads or rail lines. There
are no roads between the capital Port Moresby and other major towns
and there are no major railways. This limited and poorly maintained
road network isolates people from economic opportunities and essential
services (World Bank, 2022a).

Planning of ICT infrastructure is further complicated by the geographical
conditions of PNG. The Highlands Region cuts through the main island

global powers. from the West to the East separating the Momase Region in the North

from the Southern Region. Other islands form the Island Region with yet

another level of challenges for ICT infrastructure. These four regions

are significant for politics, government services and corporate operations. They are further split
into 20 provinces, the Autonomous Region of Bougainville and the National Capital District.

Still, PNG remains a unitary state with centralized decision making and where provincial
governors retain their seats in the national parliament. The national government exercises
control over key policy areas, including in ICT infrastructure. This centralized structure has
limitations when it comes to extending certain policies and service delivery mechanisms to
local areas (Interview, 2023). In effect, it provides local communities and stakeholders with little
influence on ICT policies. Responsibilities for delivering ICT infrastructure lie with central agencies
but due to a lack of adequate human capital and resources as well as proper transportation
infrastructure, the government struggles to effectively extend digital services to all parts of the
country (World Bank, 2020a). The private sector therefore faces risks when making long-term
investment decisions and engages in national-level initiatives to influence important government
initiatives. The Pacific Private Sector Development Initiative (PPSDI) has, for instance, supported
the formulation of the PPP policy, SOE reforms, and National Competition Policy (PSDI, 2022).

The National ICT Roadmap 2018 and the Medium Term Development Plan (MTDP) 2023-2027
form the strategic pillars and provide directions for digital transformations in PNG. The
National ICT Roadmap from 2018 intended to integrate ICT policies and programs that had been
fragmented across different government agencies. It was meant to provide an overarching policy
that guided the development of the ICT sector (DCI, 2018) and an outline of the strategic direction
for the department’s future activities. The roadmap differentiates between short-, medium-, and
long-term activities that should align with the Digital Transformation Policy 2020 and Digital
Government Plan 2023-2027. It was designed as a living document that was to be updated along
rapidly unfolding changes of the ICT market but to date, no updated or new versions of the ICT
Roadmap have been released.

Meanwhile, the MTDP 2023-2027 sets the government’s development agenda, objectives,
and strategies to foster nationwide economic growth (OCHA, 2023). The plan includes several




key priority sectors, such as the ICT sector, which the government integrated into their policy
directions and intervention programs under its signature policy called “Connect PNG". The
Connect PNG strategy was designed to accelerate development and enhance infrastructure
inclusivity in critical sectors, including telecommunications, transportation, energy, housing,
water, and sanitation. In addition, the development framework encompassed investment plans
as a critical component, outlining financial resource allocation for each ICT project and program
(Connect PNG, 2021).

Planning of large-scale capital-intensive infrastructure that extends to all parts of the country
requires a vast amount of data on logistics, finances, the economy, the environment, geography,
and society in general (UNESCAP, 2018). Yet, PNG faces challenges in collecting and publishing
real-time statistical data, particularly also related to the ICT sector. The primary authority
responsible for data collection is the National Statistical Office (NSO), established in 1981 under
the Statistical Service Act. It is the central agency in PNG for providing statistical information
to meet the needs of the government for the formulation of policy and planning (UN Statistics
Division, 2014). Under Section 106 of the 1998 Reformed Organic Law on Provincial and Local
Level Government, the NSO was given the mandate to assist in creating statistical databases
at the provincial and local-level government levels for policy formulation and planning at these
levels (InforMEA, n.d.). Despite this mandate, the coordination of data collection and management
among government agencies and departments has been limited. It also appears that the ICT
regulatory bodies NICTA and DICT lack sufficient ICT project databases, performance indicators,
and publicly accessible project trackers. This absence of real-time and coordinated data collection
in the ICT sector affects the country's ability to develop and implement effective, consistent, and
sustainable ICT policies and strategies.

Planning of large-scale capital-intensive infrastructure that extends to all
parts of the country requires a vast amount of data on logistics, finances, the
economy, the environment, geography, and society in general (UNESCAP, 2018).
Yet, PNG faces challenges in collecting and publishing real-time statistical data,
particularly also related to the ICT sector.

In 2014, the Integrated Government Information System (IGIS) was first introduced as a national
scale major initiative to centralize government data digitally and enhance public access to
information (ASPI, 2020). However, the PNG Minister of ICT publicly stated in 2020 that he found
its implementation ineffective (PNG Buzz, 2020) and its continuation became unclear. The Digital
Transformation Policy 2020 noted that phase 2 and phase 3 of IGIS were never executed. It was
criticized that the system failed to establish a platform for data sharing among government
agencies and its failure to meet the required specifications to support the finance departments’
Integrated Finance Management System (OGP, 2018; DICT, 2020; Arnold, 2017). Following this
setback, the government adopted the PNG Digital Transformation Policy in 2020 (DICT, 2020)
that outlined a strategic framework for the digital transformation in the government sector. It
maintained the objective of enhanced public access to information and focused on accelerating
the use of cloud-based applications for inter-agency information sharing. Subsequently, the PNG
Digital Government Plan 2023-2027 (DICT, 2023b) was introduced to translate the policies of the
previous master plan into specific programs and investments.
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In June 2023, the PNG Department of Information and Communications Technology (DICT) then
introduced the PNG Government Technology Stack 2023 (Figure 2), a framework provisioned
within the Medium Term Development Plan 2023-2027. It encompasses various layers and
components of digital infrastructure, enabling technologies and applications, and user interfaces
for ICT projects, including the digital government agenda (DICT, 2023c). The technology stack
approach aims to streamline government service delivery, reduce costs, and avoid redundant
investments across ICT sectors. The design of all government ICT projects must now align with
the technology stack framework to accelerate the country’'s digitalization agenda. However,
as a newly implemented framework, the technology stack is still in its early stages within the
government digital transformation agenda, and progress remains to be seen.

Figure 2.
PNG Government Technology Stack 2023
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Besides its importance for the digitalization of government services, the PNG government
sees ICT technologies among the major drivers for the competitiveness of domestic SME. Prior
to the implementation of the SME Policy 2016, previous SME policies and programs had not
succeeded due to program misalignment with existing programs, inadequate capacity, and lack
of coordination (PNG SME, 2016). A key objective of the PNG SME Policy 2016 was to improve
access and application of ICT by (1) providing ICT providers, support systems, and tools for SME
business development; (2) establishing an SME Corporation as an ICT information hub for SME to
facilitate the access to market information; and (3) implementing adequate ICT policy, legislation,
and measures to shield SME from cyber crimes.




However, despite the establishment of the SME Corporation, uncertainty and limited public
information about the progress and implementation of the aforementioned policies remained.
Regulating SME is also a tedious task because the majority of SME are engaged in the non-
formal sector (World Bank, 2019; BTI, 2022). ICT issues have been a particular challenge for
SME development in PNG. SME, especially those in remote and rural areas, encounter various
barriers and challenges such as poor communication infrastructure, high telecommunications
costs, expensive ICT equipment, and lack of a skilled workforce (Mishra & Smyth, 2016; Al Busaidi
et al., 2019). SME in PNG not only exhibit low levels of ICT adoption but are also more vulnerable
to digital security risks due to limited risk awareness and resources (Mishra & Smyth, 2016;

Udhono & Ngui, 2018).

Involving SME in the planning and development of ICT infrastructure
is seen as a key instrument to facilitate their business development.
Governments have generally understood that providing a transparent
and accountable procurement process can assist SME gaining
greater access to economic opportunities. The PNG SME Policy 2016
has recognized the importance of public-private partnerships (PPP)
as a key policy to stimulate the development and growth of SME. The
inclusion of SME in PPP frameworks can provide them with a more
equitable access to resources through the collaboration between a
public entity and one or more private entities. This is particularly
important as major ICT infrastructure projects are typically dominated
by large corporations, while SME often encounter constraints and have

The inclusion of SME in PPP
frameworks can provide
them with a more equitable
access to resources through
the collaboration between

a public entity and one or
more private entities. This is
particularly important as major
ICT infrastructure projects are
typically dominated by large
corporations, while SME often

limited capacity when engaging in infrastructure procurement and
delivery (World Bank, 2020a; APEC Policy Unit, 2021). Participation
of SME in this kind of partnership between the public and private

encounter constraints and have
limited capacity when engaging
in infrastructure procurement

stakeholders can address this challenge. It also allows SME to )
and delivery.

gain exposure to the expertise, practices, and insights from the
larger counterparts (ENISA, 2018). However, the current regulatory
framework and the efforts to encourage SME involvement in ICT infrastructure through PPP are
still in their nascent stages in PNG. Despite being one of the few Asia-Pacific Island Developing
States (SIDS) with a PPP Act (UNESCAP, 2019) and having enacted enabling policies such as the
National SME Policy, there is a lack of corresponding implementing regulations, guidelines, and
measures that can create a conducive environment for SME in PPP initiatives.

In general, the Public Private Partnership Act 2014 stipulates that the PNG Government may enter
into a PPP with the private sector ininvestment, financing and/or delivering critical infrastructure,
including those under the telecommunication sector. The Public Private Partnership Policy 2014
(a supplementary document to the Act) clarifies the scope for the PPP policy. Public-private
projects are those with a total cost of Papua New Guinean Kina / PGK 50 million (approx. US$14
million) and above, but the National Executive Council (NEC), also known as the PNG government
cabinet, may alter the minimum value of PPP projects. The Act also established a PPP Center to
assist the relevant public body — including line agencies, provincial or local government, and
state-owned enterprises — in determining the form of private sector participation in the PPP
project. Arrangements between a public body and the private partner are subject to approval by
the Minister and the NEC.
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ICT Infrastructure Funding

The PNG MTDP IV 2023-2027 has highlighted key investment areas in the ICT sector, such as
the program for national telecommunication infrastructure, the national satellite program, the
national cybersecurity program, government and private network infrastructure, and government
cloud and digital services. National Security has been elevated to a priority in MTDP IV and seeks
national intelligence, cybersecurity, and national business protection in bilateral and multilateral
partnerships.

To finance the development of ICT and other priority sectors, the MTDP identified several
primary financial sources, such as public investment, foreign direct investment (FDI), and loans
and grants. PPP are predominantly steered towards the natural and mining sectors, because
these are the main sources of the country’s export revenues. They are not included as one of the
targeted financial sources for the ICT sector.

Universal access and services in ICT is generally defined as the aim of achieving affordable,
equitable, quality and efficient information and communication services to all individuals (ITU,
2002). The scope of universal provision of ICT services includes telephony, broadcasting, and
internet or broadband access (World Bank, 2012). In PNG, the UASF is the key source of funding
for ICT related projects (Table 1) that extend digital infrastructure to the most disadvantaged
and underserved regions. The National Information and Communication Technology Act 2009
on Universal Access and Service Regime section established the UASF to promote the long-
term economic and social development of PNG. According to the Act, the UASF trust receives
government contributions, industry levies, monies paid by any persons, and other grants or
loans. Operator licensees are mandated to contribute to the fund by paying a percentage of
their net revenues. The percentage is not a fixed number, rather NICTA will annually determine
the appropriate proportion levied at the beginning of the fiscal year. Government contributions
to the UASF originate from loans or grants of international agencies. The UASF is channelled
exclusively to UAS projects and will be disbursed if a project has received ministerial approval.




Table 1.
Proposed UAS Projects for 2023

Indicative
Budget (PGK)

UAS Initiative Program Project No. of Sites

Broadband Internet
Initiative

Training Component for the
Program 3 — Fixed Broadband Connectivity 12 50,000

Digital Literacy Project

Public Awareness and
Capacity Building to support

Digital Government Plan 4 75,000
2023-2027
Public Digital Skills Training
Meaningful Project 5 75,000
Connectivity Digital 6 :
Initiati igital Governmen
SRS Program 4 — Applications and Content 1 100,000
ICT Applications Projects
and Content
Devel t i icati
evelopmen Public AppllFatlons and 1 100,000
Content Projects
Sm:.art 4G Mobile Devices not specified 200,000
Program 5 — Projects
Affordable Smart ) )
Devices Fixed Broadband Devices 21 200,000
Set-top Boxes not specified 400,000

Broadcasting
Initiative

Source: A Consultative Paper on the Proposed UAS Projects for 2023 (NICTA, 2022)

Other investments in ICT infrastructure follow the Public Finances (Management) Act 1995. It
regulates funding for ICT projects that originates from the national budget and in the form of
transferred grants to provincial and local governments. Within each fiscal year, PNG's national
budget shall separate appropriations for a development budget for approved projects. The
makeup of the budget is raised through the imposition of taxes and raising of loans as authorized
and controlled by the Parliament. The Act’'s part IX on provincial and local-level governments
stipulates that conditional grants for infrastructure development shall be made by the national
government to provincial and local governments. The Act also allows and stipulates that
government contributions to donor-funded projects shall be transferred to trust accounts to
ensure the targeted use of dedicated funds and prevent the diversion of resources.
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The final source of funding, not just for ICT infrastructure projects, are domestic and foreign
investments. The Investment Promotion Act 1992 aimed to promote and facilitate investments
in PNG by domestic or foreign actors. The Act allows foreign investors to engage in building,
construction or assembly projects. Activities that were reserved for citizens and national
enterprises were listed in the Investment Promotion Regulation 1992. Activities related to
telecommunications and ICT are not included in the list, except for ‘Installation and servicing of
Telephones, Telex, Data, Facsimile, Cellular mobile, HF, Trunk mobile, Coastal radio’.

The new government led by Prime Minister James Marape that took office right before the global
pandemic in 2019 is struggling to reverse the trend of dwindling FDI in PNG with only US$90
million in 2021 (World Bank, 2022b). Among the areas that provide opportunities for foreign
investors is the telecommunication sector. Digicel Pacific that holds the largest market share in
PNG has been acquired by Telstra Australia and Vodafone PNG — Amalgamated Telecom Holdings
Ltd. and entered PNG as the third mobile operator. Anticipated investment exceeds US$399
million according to the Investment Climate Statement of International Trade Administration
of the U.S. Department of Commerce (U.S. Dept. of Commerce, 2022a). Moreover, the Special
Economic Zone Authority Act from 2019 provides new companies that operate in the zones with

concessions and tax relief in the first 10 to 15 years. The lhu Special Economic

As an essential bridge  zone was the first to be approved and received government funding (U.S. Dept.
between Asia and the  of Commerce, 2022b).

Pacific, PNG's strategic

position and its abundant As an essential bridge between Asia and the Pacific, PNG’s strategic position

the potential to attract
FDI, particularly from
China and Australia.

natural resources have 2anditsabundant naturalresources have the potential to attract FDI, particularly

from China and Australia (Vats, 2020). Both countries have provided funding for
PNG's key infrastructure projects, including ICT and submarine communication
cables (Table 2). As a traditional player in the Pacific, Australia has invested
some US$6 billion worth of aid to PNG between 2008 to 2021. However, only
US$71.65 million of its financial assistance has been allocated to ICT projects,
including the Coral Sea Cable System (CS2), as reported by the Lowy Institute
Pacific Aid Map project (Lowy Institute, 2022). China on the other hand, exerted its influence in
the region by providing US$950 million during the same period, with one-third (US$327 million)
going into ICT projects, including the Kumul Submarine Cable Network (KSCN) (Lowy Institute,
2022).




Table 2.
Active Submarine Cable Networks in PNG

Deployment Year
Scope

PIPE Pacific Cable-1 Interregional Australia to Papua 2009 Private Private company
New Guinea and from Australia
Guam

PNG LNG Domestic Papua New Guinea 2014 SOE Papua New Guinea

government and
private companies

(oil and gas
platforms)
Kumul Submarine Domestic Papua New Guinea 2020 SOE Papua New Guinea
Cable Network and Indonesia government and
Exim Bank loan
(China)
Coral Sea Cable System Interregional Australia to Papua 2020 SOE from Australian
New Guinea and Papua New government
Solomon Islands Guinea and
joint venture
company
from Solomon
Islands

Source: compiled from TeleGeography (2023), UNCTAD (2023), and Institute of National Affairs (2021).
Note: The Australia-Papua New Guinea-2 (deployed 2006) was decommissioned in 2021. Table 2 only includes operational cables
at the time of writing.

The laying of two latest subsea fibre-optic cables in PNG, the KSCN and the CS2, are considered
part of the ‘battle for influence’ between China and Australia in the Pacific region. Most of PNG’s
infrastructure projects are funded by international partners and technology mostly originates
from third-party providers (Watson, 2021). The KSCN is part of the Chinese Belt and Road
Initiative while the CS2 subsea cable deployment is funded by Australia and part of Australia’s
Pacific Step-up that serves the core purpose of ensuring the Pacific Islands won't fall under the
influence of China (Layton, 2022). The two projects have been seen as competing for influence
and leverage in PNG and the Pacific, where both China and Australia have strategic and economic
interests. The projects have also raised concerns about potential security implications of giving
Chinese or Australian authorities access to sensitive data and communication in the region
(Wesley, 2020; Parkes, 2021).

The KSCN—a 5,457 km submarine fibre optic cable linking fourteen PNG coastal provinces and
neighboring Indonesia—was financed to around 85% through a concessional loan from China’s
Exim Bank and the remaining 15% were supplied by the PNG Government through PNG DataCo
Ltd.'s parent company Kumul Telikom Holdings (Figure 3). The KSCN was set to provide stable,
reliable, and high-speed internet connection in PNG and help reduce internet prices as well as
driving the overall digital economy by enabling socio-economic development of PNG. Yet, it has
been criticized that the landing stations are distantly located from major switching centers of
second-tier telecom providers. This can result in high costs and deter customers from benefiting
from KSCN (Suwamaru, 2020).
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The Kumul Consolidated Holdings' website stated US$270 million (PGK 879 million) as the loaned
amount for the KSCN (KCH, n.d.). However, other sources across various media channels have
reported different figures. The State Enterprises and Investment Minister, Hon. William Duma,
communicated the amount to be US$200 million (PGK 661 million) in August 2018 (The National,
2018; Suwamaru, 2020), while a former PNG Government advisor reported the loan figure to be
US$279 million (PGK 1 billion) (Wall, 2020). The discrepancy was also reflected in the Institute
of National Affairs’ review report in 2021 (BRI Monitor, 2021). Moreover, the actual project loan
agreement as well as the borrowing terms of the preferential buyer’s credit remain unclear. A
lack of vital project information makes it difficult to verify whether the project was completed
as per the initial plan and within the budget limit set by the loan. Chinese funds worth US$3.47
million were reportedly also extended to provide maintenance and repair of the KSCN, which was
partially destroyed during the devastating earthquake in September 2022 (Telecompaper, 2022;
Moises, 2023).

While the PNG Government welcomed the laying of KSCN by Huawei Marine (now HMN Tech),
concerns have emerged on how PNG will repay the amount it borrowed from China’s Exim Bank
to fund the project. AidData's Global Chinese Development Finance Dataset (2021) finds that the
underlying commercial contract with PNG DataCo and Huawei was reportedly overpriced by 30-
50%, creating a heavy debt load for Kumul Consolidated Holdings (KCH). According to a report
published in The Australian, there were also concerns that revenue generated by the Australian-
financed CS2 might have been used to cross-subsidize the KSCN by facilitating loan repayment
to the China Exim bank (The Australian, 2020; Aiddata, 2021).

Moreover, another Chinese loan of US$53 million for a data center project remains controversial
(Moss, 2020; Noone, 2021). The data center was planned by Huawei and meant to host all
information of PNG government departments but was deemed below expected cybersecurity
standards (Grigg, 2020). The PNG Communication Minister Timothy Masiu labeled the data center
a “truly failed investment” and said the loan for its construction should not be repaid (Moi, 2020).

Pacific Island countries, including PNG, are particularly susceptible to debt distress due to
the inherent weakness of having limited domestic markets, small populations, limited land
and remote geographical location, which all impede exports and imports (Deng, 2022). This
vulnerability to debt distress is further exacerbated by the significant Chinese lending without
proper financial scrutiny, potentially trapping these island nations? in unsustainable debt (Smyth,
2019).

?Tonga, Vanuatu and Samoa are already among the countries most heavily indebted to China, according to a Lowy Institute report
(Rajah et al., 2019




Figure 3.
Kumul Submarine Cable Network Stakeholder Mapping

PNG Government

(15% counterpart) - -
People’s Republic of China

l (85% loan financing)
Kumul
Consolidated Holdings
l Financing US$270 million EXIM Bank (US$270

(K879 million) million/K879 million)

Kumul Telikom
Holdings
l Kumul Submarine Cable Main Contractor
Network Project (Huawei Marine)

PNG DataCo US$40.5
million/K169 million

Sub - Contractors (Optic Marine

Suppliers (China National Machinery
Services, lle De Re)

Import & Export Corp)

Source: The Institute of National Affairs (2021)

The Coral Sea Cable System (CS2) on the other hand was mainly funded by the Australian
Government funding through its official development assistance. The cost of the project is
approximately US$144 million (AUD200 million) and was carried out in partnership between the
Australian Department of Foreign Affairs and Trade (DFAT) and the two infrastructure providers:
PNG DataCo Limited and the Solomon Islands Submarine Cable Company Limited (Global
Infrastructure Hub, 2020). The CS2 is part of larger Australian investments in infrastructure
projects in the Pacific region, strategically aimed at supporting the future digital economies of
PNG and the Solomon Islands, as well as to counter China’s growing influence in the Pacific region
(Submarine Cable Networks, 2019). The 4,700 km fibre-optic submarine cable directly connects
Port Moresby in PNG and Honiara in Solomon Islands to the global internet hub of Sydney,
Australia. The main contractor involved in CS2 was Australia-based Vocus Communications with
France-based Alcatel-Lucent Submarine engaged as a sub-contractor to build and lay cables
(Submarine Cable Networks, 2019).

Initially, the CS2 project had been granted to HMN Tech (Huawei), which, in 2017, entered into a
contract with the Solomon Island Submarine Cable Company (Huawei, 2017). The former PNG
State Enterprises Minister Sasindran Muthuvel reportedly said that Huawei was the preferred
communication equipment supplier at that time (The National, 2020). Other reports saw that PNG
was obliged to use Huawei equipment because PGK 1.6 billion (about US$470 million) funding
for PNG's telecommunications rollout had been sourced from China’'s Exim Bank (Business
Advantage PNG, 2020; The National, 2020). However, the Australian Government's security
concern regarding potential Huawei-installed cables from Port Moresby and Honiara to Sydney
threw its involvement in the CS2 into question. At the time, Australia had also prohibited Huawei's
involvement in its 5G and national broadband networks (Clark, 2021). Concerns that were denied
by Huawei alleged that products of the Chinese company might have vulnerabilities that can be
exploited by the Chinese government for spying purposes (Hartcher, 2023).

N
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Looking at the public sentiment, some Papua New Guineans expressed their discontent over
Australia's attitude towards Chinese investment and aid in their country. There were concerns
that an Australian-centric viewpoint overshadowed PNG's status as an independent country,
engaging in agreements on equal footing with other sovereign nations (James, 2021). Meanwhile,
a strong Chinese footprint in PNG has recently also raised concern among the local people. One
such concern is that the socioeconomic benefits of China's multi-billion investments may be
benefiting the Chinese living and working in PNG, while the profits fail to meaningfully reach
the local population. Moreover, the presence of unfinished or unused Chinese projects has cast
doubt surrounding the effectiveness of Beijing's aid, stoking uncertainty and suspicion that it is
worsening corruption in the country instead (The Straits Time, 2023). Sentiments like these go
partly back to a lack of information, since neither China nor some Pacific Island states publish
detailed information about the grants disbursed (Noone, 2021).

Australia remains by far the biggest donor to the Pacific Island nations (PNG, Oceania region,
Solomon Islands, Fiji, Federal States of Micronesia) contributing 20% of the official development
assistance in the region (US$%4.25 billion) in 2020. China had been the second largest donor
contributing 14% in 2016 (US$2.36 billion) (Lowy Institute, 2022)° but the country's development
financing in the region has decreased significantly since 2016. The reasons were seen in limited
absorption capacity by the recipient countries and more cost-effective alternatives offered by
other development partners (Dayant et al., 2023).

Chinese investment in subsea cables in the Pacific region may have addressed a void caused by
a historic lack of Western interest in the Pacific region (Noone, 2021). The Australian Government
on the other hand launched the Australian Infrastructure Financing Facility for the Pacific (AIFFP)
in 2019 “to provide grant and loan financing for high quality, transformational energy, water,
transport, telecommunications and other infrastructure” (AIFFP, n.d.). Approved projects include
subsea cables in Palau and the Federated States of Micronesia. Business circles expect that the
PNG Government also looks into opportunities created by the AIFFP (Interview, 2023).

Western governments have increased their efforts to invest in global infrastructure in the 2020s.
During their summit in Germany in 2022, the G7 countries agreed on a Partnership for Global
Infrastructure and Investment (PGII) to facilitate public and private infrastructure investments.
The Partnership aims to mobilize up to US$600 billion by 2027 for infrastructure investments that
include connectivity through digital infrastructure (Ministry of Foreign Affairs, Japan, 2023). In a
United States-Australia-Japan Joint Statement on Cooperation on Telecommunications Financing,
the heads of the three states announced that the United States International Development
Finance Corporation (DFC) and Japan Bank for International Cooperation (JBIC) plan to provide
US$50 million each in credit guarantees for Export Finance Australia’s (EFA) financing package
in support of Telstra's above-mentioned acquisition of Digicel Pacific (The White House, 2022).
While the PGII does not openly aim to counter China’s Belt and Road Initiative (BRI), it is seen
as providing an alternative to China’s large scale investments in global infrastructure (Savoy &
McKeown, 2022).

% Interestingly, by the middle of the 2010s, 70% of Chinese aid was reportedly given as concessional loans, while Australian aid
came entirely in the form of donations (Adam, 2019).
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Funding of capital-intensive projects is burdened with considerable challenges due to the
rampant issue of corruption in PNG. Transparency International’'s Corruption Perceptions Index
from 2022 (Transparency International, 2022) placed the country at position 130 out of 180
countries, scoring 30 points out of 100. In 2007, PNG ratified the United Nations Convention
Against Corruption (UNCAC), making it the first country in the Pacific region to do so (UNODC,
2021). The ratification of UNCAC signified PNG's commitment to implement measures to prevent
and combat corruption, both within its public sector and private sector. Its ratification of UNCAC
has led to the development of National Anti-Corruption Strategies and the establishment of
the Independent Commission Against Corruption (ICAC), PNG's key anti-corruption platform to
investigate and prosecute corruption cases (Allens, 2014).

However, government funding for anti-corruption organisations in PNG has gone through
a “boom-and-bust cycle” over the past decade (Walton & Hushang, 2020). New governments
initially allocated significant funds and established new organisations to tackle corruption, but
then the budgetary support waned over the years. The tenure of PNG's former prime minister,
Peter O'Neill (2011 to 2019) was a case in point and also the allocated funding promised by PM
Marape’s government did not materialize (Figure 4) (Walton & Hushang, 2022).

Figure 4.
Total Anti-corruption Allocations and Spending (2021 prices)
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The PNG government has

Meanwhile, examining the extent of corruption in ICT-related projects in PNG meets with the
scarcity of comprehensive data. Additionally, the limited transparency displayed by government
agencies, such as DICT and NICTA, that are responsible for managing funds in ICT projects,
exemplified by the case of the KSCN subsea-cable discussed earlier, further hinders sourcing
specific and reliable information. Without a complete dataset, it becomes difficult to gain a
comprehensive understanding of the corruption landscape in these projects.

When examining the transparency levels of the two projects, CS2 appears to provide more
information than KSCN. The CS2 project published the contract, design specifications,
environmental and social safeguards, and other relevant documents on their official website
(Coral Sea Cable Company, n.d.). In contrast, the KSCN project does not have a dedicated
website and has not made any of these official documents publicly accessible, making it difficult
to evaluate the costs, benefits, risks, and impacts of the project. The CS2 project has set up
processes to involve civil society, media, and local communities in discussions, feedback, and
awareness efforts. The KSCN project has not made similar efforts to engage stakeholders, even
though some local groups raised concerns about KSCN's environmental and social impacts (BRI
Monitor, 2021).

The PNG government has recognized the importance of cybersecurity
in protecting critical infrastructure®, securing government systems,

recognized the importance of and promoting cybersecurity awareness. Thiscommitment goes along
cybersecurity in protecting with the government’s participation in various regional initiatives and

critical infrastructure' Securing programs related to cybersecurity®.In 2018, the Department of the

government systems, and
promoting cybersecurity

Australian Prime Minister, NEC, and NICTA launched a project that
included a National Cyber Security Center (NCSC) and a computer
emergency response team (CERT) to offer cybersecurity services

awareness. This commitment (eGov Review, 2021). Unfortunately, the Department of Finance was

in various regional initiatives
and programs related to

goes along with the exposed for ignoring endpoint protection services supplied by the
government's participation NCSC or using the CERT when it was hit by a ransomware attack that

crippled the country's financial system (Tarabay, 2021).

. Following the ransomware attack in late 2021, the DICT released

CybersecuntY- the National Cyber Security Policy (NCSP) for PNG (DICT, 2021a). The

Policy outlines the government's vision, goals, objectives, as well as

the evolving governance and the principles to minimize cybersecurity-

related risks that may adversely affect its ICT development and the overall economy of PNG. In

chapter 4.1 of the NCSP, the government also sets the initial task to transition the NCSC from

being under partial foreign control to total national administrative control. This is meant to be

completed when the current operation capacity of the NCSC will evolve into a National Cyber
Coordinating Center (N3C).

“|CT-related infrastructure has been included in the definition of PNG's national critical infrastructure and essential services (See
National Cyber Security Policy 2021).

°Such as the Boe Declaration, Australian Cyber Cooperation Program, Pacific Cyber Security Operational Network (PaCSON), Cyber
Safety Pasifika, Pacific Islands Law Officers Network (PILON), and Pacific Islands Forum Secretariat Cyber Assessment.




Along with the government’'s cybersecurity plans, the MTDP reiterates strategies to improve
government ICT services while maintaining security of these systems and the cyber safety of
PNG citizens. Notably, the document includes investments worth PGK 2.03 billion (about US$567
million) for national ICT-related cybersecurity programs by the year 2027. The project funding is
anticipated to be largely sourced from government funds and/or in partnership with international
development partners — with no explicit mention of PPP funding.

ICT Infrastructure Procurement

The PNG Government has introduced a standardized public procurement system for ICT-related
projects. Agencies like the National Procurement Commission (NPC) and NICTA carry out specific
functions from project approval to tender and bidding management. Key regulations underpinning
the procurement system for ICT-related projects include:

e National Information and Communication Technology Act 2009 on Universal Access and
Service Regime (for UAS-funded Projects);

e The National Procurement Act 2018 and The National Procurement (Amendment) Act 2021;

e Public Private Partnership Act 2014 and Public Private Partnership (Amendment) Act 2022.

Approvals of UAS projects are governed under the National Information and Communication
Technology Act 2009, also known as the NICTA Act 2009. UAS project proposals are submitted
by the UAS Board — consisting of NICTA's chairman, heads of NICTA's departments in charge of
ICT, national planning, and financial management, as well as a member from the private sector
appointed by the Head of State. The UAS Board identifies and develops a list of proposed UAS
projects ranked in order of priority. Proposals must include estimates of the proposed aggregate
budget for all UAS projects and shall be submitted at least once in every calendar year. Within
60 days of receipt, the minister shall review and determine which UAS Projects are accepted and
will be implemented within the proposed budget. The minister must also provide justifications
for rejections of any UAS projects. The decision will then be notified to the UAS Board and NICTA.
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Once approved by the Minister, NICTA has to conduct a competitive process to select a winning
bidder. Bidders need to demonstrate their financial, operational, and technical capacity to
undertake and complete a UAS project. Requested documents include quality network design,
deployment plan and subsidy amount required. Most importantly, an eligible bidder should have
an operator licence, ICT licence, and any other obligations related to the operator licence. The
operator’s obligations then include the payment of the Universal Access and Service Levy into
the UAS Fund.

While the NICTA Act 2009 authorized NICTA to undertake independent procurement processes, as
a public/statutory body of PNG, NICTA also needs to abide by all procurement rules of the National
Procurement Act 2018. The Act and its amendment in 2021 limit the authority of NICTA and
stipulate that UAS projects worth more than PGK 50,000 (approx. US$14,000) need to follow the
standardized procurement system set by the National Procurement Commission. UAS projects
worth more than PGK 1 million (approx. US$280,000) need approval by the National Procurement
Commission (Table 3). Section 5 subsection 1 of the Act highlights that the provision of this act
applies to all procurement activities by public and/statutory bodies within the meaning of the
Public Finances (Management) Act 2015. This also applies to all non-UAS projects related to ICT
infrastructure.




Figure 6.
Workflow of Procurement Process administered by the National Procurement Commission
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In the public procurement mechanism for all ICT projects, the National Procurement Act 2018
and its amendment (the National Procurement (Amendment) Act 2021) stipulate that a public/
statutory body shall submit their procurement plans to the Authority to Pre-Commit Committee
(APC) after Parliament has passed the national budget (Figure 6). Public/statutory bodies in
the ICT sector include the Ministry of Information and Technology, NICTA, and others involved
in digital transformation initiatives. The APC shall review the procurement plans, decide on the
approval and then delegate whether the procurement would be carried out by the commission or
independently by the public/statutory body. The delegationis based on the procurement threshold
as outlined in the National Procurement (Amendment) Act 2021 (Table 3) (Pacific Tenders, 2021).
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Table 3.

Procurement Threshold According to the National Procurement (Amendment) Act 2021

“

Public/Statutory Body <K 50,000.00 . for minor procurements

. using a simplified
procurement system
approved by the
commission

Public/Statutory Body K 50,001.00 - K 1,000,000.00  ysing a standardized

National Procurement

Commission

Provincial Committee of <K 10,000,000.00
the Commission Board

procurement system approved
by the commission

> K 1,000,000.00 for major procurements

. using a standardized
procurement system
approved by the

District Committee of <K 5,000,000.00 commission

the Commission Board «  Special committee of the
board refers to committee

Special Committee of <K 5,000,000.00 of the board at the public/

the Commission Board statutory body

Source: The National Procurement (Amendment) Act 2021, Pacific Tenders, 2021, table created by authors

The National Procurement Act 2018 and the establishment of the NPCin 2019 marked a significant
reform of the institutional framework and management of public procurement in PNG. The effort
came in response to shortcomings in institutional capacity as well as corruption and malpractice

in government procurement (OECD, 2010; Esila, 2019). However, governance gaps related to ICT

procurement in PNG continue to exist.

Firstly, the procurement system follows clearer standards but it still appears somewhat
fragmented by two particular exceptions. The PPP Act 2014 streamlined PPP regulations that
included ICT projects in terms of public financial management, land acquisition/ownership,

licensing requirements, etc. The PPP (Amendment) Act 2022 addressed uncertainties regarding

The National Procurement Act
2018 and the establishment
of the NPC in 2019 marked

a significant reform of the
institutional framework

and management of public
procurement in PNG. The
effort came in response to
shortcomings in institutional
capacity as well as corruption
and malpractice in government
procurement.

the coordination and shared responsibilities between the government's
PPP Center and the NPC, but it also stipulated that PPP provisions
do not fall under the arrangements of the National Procurement
Act. Moreover, Section 7 in the Procurement Act on Application to
International Agreements states that when the PNG Government enters
into an agreement (includes treaty, convention, loan or negotiated
grant) with one or more states or an international organisation, the
conditions or obligation of the state in such agreements that are in
conflict with the National Procurement Act 2018 shall prevail over the
provisions of the Act. These two exceptions for PPP and international
agreements undermine the national procurement system and can
cause regulatory uncertainties in the public procurement process.




Secondly, transparency remains a challenge in public procurement. Information regarding
public procurement tenders and bids are available on NPC and NICTA websites but there are
limitations in terms of clear and easily accessible documentation about procurement decisions
and outcomes. This includes the disclosure of procurement information related to bid evaluations
and contract awards. For instance, the Kumul Submarine Cable Network project, the number of
tendering firms and project completion costs have not been made public (BRI Monitor, 2021).
Similarly, in the process of PPP important documents such as tender notices, PPP assessments,
and PPP contracts are not made available online (ADB, 2020; World Bank, 2020b). However, since
the PPP Center was only established in 2022, more efforts might be undertaken in the future.

Regulatory gaps in the transparency of ICT procurement management in PNG persist also
because of the absence of a comprehensive Right to Information (RTI) law that would enforce
public access to information. Despite the mandate outlined in the National Right to Information
Policy 2020-2023 for access to information concerning various public sector activities, including
ICT infrastructure procurement (DICT, 2021b), the public still encounters challenges in accessing
such information.

Additionally, under section 37 of the National Procurement Act 2018, the NEC may declare a
procurement to be sensitive in terms of defence or national security aspects. Procurements
classified as such may be subject to exceptions in which all records of the procurement are
to be held secure and confidential even after a contract has been awarded and the method of
procurement is determined by the board of the commission. Section 42 on Transparency and
Confidentiality details caveats to transparency in which information related to the procurement
may not be disclosed if this results in prejudice to the security and sovereignty of the state, breach
of the law, reveal proprietary information protected by the law or international

treaty, cause potential harm to the interests of any public/statutory body or Regulatory gaps in the

put a bidder at a disadvantage in contractual commercial negotiations or the transparency of ICT
commercial competition. While the government needs to balance the need procurement management
for transparency in procurement with safeguarding national security and in PNG persist also
strategic interests, concern lies in the lack of well-defined standards and because of the absence of
clarity regarding the criteria for refusing disclosure of information. The length a comprehensive Right to
of this list may unduly compromise the transparency and public disclosure of [nformation (RTI) law that

information related to ICT infrastructure procurements. It remains necessary would enforce public access to

to formulate clear indicators that define infrastructure either as ‘critical’ and/ information.
or ‘sensitive’ and guide disclosure decisions by the NEC.

Besides procedural issues in the procurement of ICT infrastructure, there also remains a lack
of competition among investors. Weak and ineffective competition coupled with substantial
political influence within the ICT market affect the business management and service quality
of SOE in PNG's ICT sector (Fallon, 2017; Howell et al., 2018; UNESCAP, 2019). The influence of
the government cabinet (NEC) is particularly strong with its authority to appoint SOE directors,
approve corporate plans, set remuneration levels, manage tenders, and engage consultants (U.S.
Dept. of State, 2020; BTI,2022). Section 12 of the National Procurement Act demands that contracts
for procurements with a value in excess of PGK 10 million need approval of the NEC. SOE exert
significant dominance in the ICT market, thus raising the concern of political interference in the
awarding of procurement contracts and the competitiveness of the bidding process (UNESCAP,
2021; U.S. Dept. of Commerce, 2022b). Three major SOE in the telecommunications sector,
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The presence of state-

owned vertically integrated
companies across the entire
ICT supply chain remains a
significant barrier to attracting
private investment and
enhancing service quality for
consumers through increased

namely PNG DataCo, Telikom, and bmobile, operate under the umbrella of Kumul Consolidated
Holdings (KCH), which owns the government’s non-natural resource assets and state-owned
entities (KCH, n.d.). These three SOE are the sole wholesale service providers in PNG, with DataCo
having a monopoly on the international and domestic fibre cable networks (World Bank, 2020a).
The presence of state-owned vertically integrated companies across the entire ICT supply chain
remains a significant barrier to attracting private investment and enhancing service quality for
consumers through increased competition (UNESCAP, 2021).

The PNG government aimed to foster the role of SME in ICT procurement by setting an extensive
Reserves Activity List (RAL) in the PNG SME Policy. Various sectors, including information
technology, are reserved for 100% domestic ownership (PNG SME, 2016;
PWC, 2016). Specifically listed activities in the information technology sector
include IT service businesses, computer technology repair and maintenance,
website development and hosting, IT network cabling, and retailing of IT
consumables. While such a policy was intended to safeguard domestic SME,
it poses challenges related to investment and knowledge transfer from
foreign companies (Nicholas, 2016; BTI, 2022). This level of protectionism
that shields domestic SME from external competition can limit the inflow
N of international expertise and technologies and affect the development and
competition. ;¢ sification of SME in PNG.

Moreover, the government does not mandate infrastructure sharing® for both passive components
like towers, sites, ducts and poles, and active components like spectrum and switches among
telecommunication operators (ITU, 2022b). NICTA began conducting consultations regarding
infrastructure sharing for passive infrastructure, and regulations concerning the sharing of
telecommunication towers are still being developed (World Bank, 2020a). In practice, however,
open access through infrastructure sharing has been limited due to business interests, despite
the potential benefits it could bring to multiple network operators and service providers, including
cost reduction and efficient resource utilization (UNESCAP, 2018).

® The International Telecommunications Union defines infrastructure sharing as “various kinds of arrangements by which an
owner of telecommunication network facilities (including but not limited to, antennas, switches, access nodes, systems, ducts,
poles, towers, premises and rights of way) agrees to share access and usage of those facilities with another legal entity, normally
another network operator or service provider, subject to a commercial agreement between the parties" (ITU, 2022c). It contributes
to improved competition and economies of scale, facilitating efficient network operation and more affordable access (ITU, 2018)




CONCLUSIONS

ICT infrastructure plays a pivotal role in driving digital transformation. While PNG government

strategies intend to facilitate the development of digital infrastructure through several policies
and regulations, challenges still persist. This report has highlighted the current regulatory
environment and governance gaps in the planning, funding, and procurement of PNG's ICT

infrastructure. Key lessons can be derived to enhance competition, transparency, and security of
the ICT industry in the digitally emerging country.

The planning process of ICT development projects faces several governance gaps:

There are instances where the UAS Secretariat and DICT both take the roles of executing
and lead agencies and the boundaries in the responsibilities between the two bodies remain
unclear. It appears relevant that NICTA and the DICT act in a coordinated manner and state
publicly which agency shall take the leading role in specific ICT projects in order to avoid
confusion and inefficiencies among multiple stakeholders. Inadequate capacity and lack
of coordination among government bodies has resulted in program misalignment with the
current MTDP and other national development goals and project poor management.

The national government exercises control over key policy areas and, in effect, provides local
communities and stakeholders with little influence on ICT policies. This creates additional
risks for the private sector when making long-term investment decisions.

PNG has limited capacity to collect and publish real-time statistical data, particularly
also related to the ICT sector which hinders the planning of large-scale capital-intensive
infrastructure that extends to all parts of the country. The coordination of data collection
and management among government agencies and departments has been limited while the
ICT regulatory bodies NICTA and DICT lack sufficient ICT project databases, performance
indicators, and publicly accessible project trackers. The absence of public information
regarding important data on ICT projects and lack of standardized evaluation/monitoring
reports of government bodies overseeing the ICT sector undermines transparency and
accountability.

Coordination also remains a challenge between general operations of government entities.
The Integrated Government Information System (IGIS) was found ineffective and never fully
executed. It was followed by the PNG Digital Transformation Policy in 2020 to enhance public
access to information and to accelerate the use of cloud-based applications for inter-agency
information sharing. Since then, specific programs and investments have been initiated but
when each elected government shifts priorities it also creates a challenge for large-scale
and long-term investment decisions.

SME face stiffer challenges than SOE which dominate the digital infrastructure. Participation
of SME in PPP can help address this challenge, but the current regulatory framework and
the efforts to encourage SME involvement in ICT infrastructure through PPP are still in their
nascent stages in PNG. There remains a lack of implementing regulations, guidelines, and
measures that can create a conducive environment for SME in PPP initiatives.
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Governance gaps also burden the funding of ICT development in PNG:

PPP are predominantly steered towards the natural and mining sectors, because these
are the main sources of the country’s export revenues. They are not included as one of the
targeted financial sources for the ICT sector.

Most of PNG's infrastructure projects are funded by international partners and the
telecommunication sector provides opportunities for foreign investors. Subsea cable projects
have raised concerns, however, about potential security implications of giving Chinese or
Australian authorities access to sensitive data and communication in the region. A data
center that was planned by Huawei and meant to host all information of PNG government
departments was discontinued because it was deemed below expected cybersecurity
standards and therefore considered a failed investment. Cybersecurity standards have yet to
be clearly established from the first to the last mile of ICT infrastructure and become criteria
in the procurement process. Moreover, government efforts need to concentrate on building
capacity in cybersecurity expertise and providing necessary resources to conduct rigorous
project evaluation. Currently, vulnerabilities within ICT supply chains, both in technical
infrastructure and regulatory safeguards, remain difficult to identify and address.

An existing vulnerability to debt distress has been further exacerbated by significant Chinese
lending in the mid 2010s without proper financial scrutiny, potentially trapping these island
nations in unsustainable debt. There are reports that the KSCN project was overpriced by
30-50%, creating a heavy debt load. It remains important to keep borrowing from foreign
sources within generally accepted standards of fiscal management. This also applies to the
foreign borrowing of SOE, since they dominate ICT infrastructure development.

Applying standards of prudent financial management also includes the necessity to increase
transparency and accountability in some large-scale infrastructure projects. The CS2 project
published the contract, design specifications, environmental and social safeguards, and
other relevant documents. In contrast, the KSCN project has not made any of these official
documents publicly accessible, making it difficult to evaluate the costs, benefits, risks, and
impacts of the project. Moreover, the CS2 project has set up processes to involve civil society,
media, and local communities in discussions, feedback, and awareness efforts but the KSCN
project has not made similar efforts to engage stakeholders. Stronger public participation in
the ICT decision making process can be achieved through regular inclusive and board-based
public-private dialogue forums, public consultations, workshops, and surveys to solicit
feedback, ideas, and concerns from citizens, civil society organisations, academia, and local
communities.

Funding of capital-intensive projects is also burdened with considerable challenges due to
the rampant issue of corruption in PNG. Transparency International’s Corruption Perceptions
Index from 2022 placed the country at position 130 out of 180 countries, scoring 30 points
out of 100. The institutional capacity of PNG's anti-corruption agency ICAC needs to be
strengthened.




Finally, there remains room for improvementin the governance of ICT infrastructure procurement:

The procurement system has adopted certain standards but it remains fragmented
by exceptions made for PPP and in the provision of the National Procurement Act that
government agreements with one or more states or an international organisation prevail if
they are found in conflict with national procurement standards. These exceptions undermine
the national procurement system and can cause regulatory uncertainties in the public
procurement process.

Transparency remains a challenge in public procurement. While information regarding
public procurement tenders and bids are available on NPC and NICTA websites, there is
limited disclosure of procurement decisions and outcomes. In the process of PPP, important
documents such as tender notices, PPP assessments, and PPP contracts have yet to be made
available online. These gaps could be addressed by a comprehensive Right to Information
(RTI) law that would enforce public access to information.

Uncertainties also remain, when the NEC declares a procurement to be sensitive in terms of
defence or national security aspects. All records of such procurements are to be held secure
and confidential even after a contract has been awarded. Concern lies in the lack of well-
defined standards and clarity regarding the criteria for refusing disclosure of information. It
remains necessary to formulate indicators that define infrastructure either as ‘critical’ and/
or ‘sensitive’ and guide disclosure decisions by the NEC.

Besides procedural issues, there also remain substantive issues due to a lack of competition
among investors. The presence of state-owned vertically integrated companies across
the entire ICT supply chain remains a significant barrier to attracting private investment
and enhancing service quality for consumers through increased competition. Weak and
ineffective competition coupled with substantial political influence within the ICT market
affect the business management and service quality of SOE in PNG's ICT sector. The influence
of the government cabinet (NEC) is particularly strong and with SOE exerting significant
dominance in the ICT market, there are concerns of political interference in the awarding of
procurement contracts and the competitiveness of the bidding process. To facilitate stronger
private sector participation and attract FDI, the government should proactively pursue ICT
investment-friendly policies, such as tax incentives, transparent licensing and procurement
processes, and efforts to reduce barriers to market entry.

The role of SME in ICT procurement is supposed to be strengthened by setting an extensive
Reserves Activity List (RAL) in the PNG SME Policy reserving information technology, for
instance, for 100% domestic ownership. This policy poses challenges related to investment
and knowledge transfer from foreign companies. It shields domestic SME from external
competition and limit the inflow of international expertise and technologies, which in turn
affects the development and diversification of SME in PNG.
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e Thereis no government mandate for the infrastructure sharing of both passive components
like towers, sites, ducts and poles, and active components like spectrum and switches
among telecommunication operators. NICTA began conducting consultations regarding
infrastructure sharing for passive infrastructure, and regulations concerning the sharing
of telecommunication towers are still being developed. In practice, however, open access
through infrastructure sharing remains limited despite the potential benefits.

It remains crucial to promote further coordination and meaningful collaboration among public
and private stakeholders to foster a conducive environment for the development of PNG's ICT
infrastructure. Through collaborative efforts, these stakeholders can cultivate a regulatory
ecosystem that aligns all efforts in support of ICT infrastructure development and paves the way
for a sustainable, secure, and resilient ICT industry for Papua New Guinea.
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