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The main objective of the paper is to identify the imbalance between the right to privacy and 
the business objectives of entities creating new Data-Driven Business Models (DDBMs) of con-
sumers (EU citizens). Information about the consumer and their characteristics has nowadays 
become a service or market commodity thanks to which new economic processes, based on the 
use of advanced data processing technologies, are created. In digital space, new types of DDBM 
are established, which provide entrepreneurs with added value, based on the mass use of the 
consumer’s data collected often without their knowledge, on the margins of legality. This paper 
analyzes the impact of the development of DDBMs on selected privacy areas: personal data, the 
right to be forgotten, confidentiality of communications, one’s image and identity. In each of 
these areas, situations are identified that indicate a progressive re-evaluation of citizens’ privacy 
rights. The authors suggest that disruption of the balance between the right to privacy and busi-
ness objectives may lead to unambiguous consequences, not only for the consumer (EU citizen), 
but also for the business entities.

1. Introduction1. Introduction
Intensive development of new business models of 
the DDBM type, in the EU and globally, based on 
the use of data and information about consumers, 
has become a fact (in this paper the word “data” will 
be used instead of “information”). Data has become 
a valuable market commodity. It is obtained not 
only as part of business processes but also is created 
in digital space with modern technological tools. 
For this reason, it is acquired on a large scale from 
all possible sources and using technology that 
has not previously been used by humans. In this 

context, the issue of privacy of EU citizens (in the 
following part of the work, the term “EU citizen” 
will be understood as an EU consumer) takes on 
a completely different dimension in the economic, 
social, political and, perhaps above all, legal field. 
The first space defines the need for new business 
instruments affecting the functioning of consumers 
in the second and third space, and the latter should 
provide mechanisms protecting citizens from 
misuse of their data. 

Based on the above observations, the research 
problem has been defined in this paper. This 
problem is the diagnosis of the re-evaluation of the 
right to privacy of EU citizens from the perspective 
of its use for business purposes. The re-evaluation 
of the right to privacy of the citizens is aimed, on 
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the one hand, at creating space and conditions 
for the creation of modern tools of the EU digital 
economy, and on the other hand, at ensuring 
adequate protection of EU citizens’ data. It is worth 
emphasizing that the process of re-evaluation of 
the right to privacy should be carried out with 
the active participation of the legislator (EU, EU 
Member State), the citizen and the business entity 
in the area of new technologies. 

The research presented concerns economic 
and legal aspects resulting from the development 
of business models, based on the data processing 
of EU citizens in the area of the right to privacy. 
Economic aspects are analyzed from the perspective 
of DDBM, and legal aspects in the context of the 
defined aim of this study which is to reveal and 
demonstrate the imbalance between the right to 
privacy and the business objectives of economic 
operators.

Considering the purpose of the study, the defined 
object of research and the research problem, 
the authors have adopted the following research 
hypothesis: The right to privacy of EU citizens 
is appropriated by business processes using new 
technologies of the 21st century. This hypothesis will 
be analyzed using the heuristic method, analysis 
and logical construction, and individual cases (case 
studies).

The current study has a synthesizing character 
and focuses on several problematic issues. In the 
research of the normative system both formal-
dogmatic and functional methods were used. The 
implementation of both methods is supported by 
the complex, multidimensional nature of issues 
related to the protection of privacy of users of 
digital space, including new media. In addition, 
the evaluation of law in action makes it possible 
to show the dynamics of social and economic 
processes. With the above in mind, key primary 
materials (regulations and rulings) have been 
identified and critically analyzed, taking into 
account the potential of new technologies and the 
possibilities of applying innovative solutions by 
European entrepreneurs in this area. Accordingly, 
Chapter 2 will discuss DDBMs, Chapter 3 will 
analyse concepts from the area of privacy rights in 
the context of DDBMs. In Chapter 4, a case-study 

analysis will be conducted, which will identify 
areas of privacy rights violations of EU citizens in 
the context of the operation of DDBMs. The paper 
concludes in Chapter 5 with a summary of the 
research and a presentation of the results obtained.

2. Data-Driven Business Models (DDBM)2. Data-Driven Business Models (DDBM)
The business model (BM) is a category of business 
science and practice claimed by scholars conducting 
research in both the discipline of economics and man-
agement science (Niemczyk & Trzaska, 2020). In both 
disciplines, the EU citizen, in this case the EU con-
sumer, and the data they hold play a primary causal 
role. Most business model definitions from research 
papers published between 2000-2019 capture the BM 
from the perspective of the resource approach. Even 
the most popular business model of Osterwalder and 
Pigneur (2013) refers to key resources, key activities 
and key partners organized by the criterion of ex-
pected value generated for the customer, namely, 
the elements distinguished in the resource approach 
(Gorevaya & Khayrullina, 2015; Niemczyk & Trzaska, 
2020). Other definitions of a BM point to the creation 
of value from generated data (Kagermann et al., 2013; 
Porter & Heppelmann, 2014), and still others to the 
specific use of a particular, selected type of technology 
in building value. As classified by Zott et al. (2011), 
research on BMs generally falls into three major cat-
egories:

–	 e-business and the use of IT in organizations,
–	 strategic issues – such as value creation, competi-

tive advantage and the performance of a company,
–	 innovation and technology management.
According to Niemczyk and Trzaska (2020), clas-

sifications of business models in the literature can 
be grouped into four basic groups of models, distin-
guished by the dominant logic adopted in a given clas-
sification. The study by Niemczyk and Trzaska (2020) 
adopted classifications of business models based on:

–	 data (DDBM),
–	 product-service systems,
–	 apparently unscaled actions,
–	 strategies of modern market competition.
Schroeder (2016) distinguishes five classifications 

of data-driven business models:
–	 model for informing business decisions - in this 

model, data collected internally within the organiza-
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tion helps make decisions,
–	 data broker model – which is based on monetiz-

ing proprietary data by treating it like a product and 
selling it to others,

–	 data analytics model as a service – this is a com-
mon business model in companies providing analyti-
cal services in the sphere of large collections,

–	 consultancy services model – based on taking 
full advantage of the benefits of big data,

–	 tool provider model – focuses on infrastructure 
and software delivery.

Another classification of data-driven business 
models (DDBM) is proposed by Levallois (2021). He 
distinguishes six DDBM models: 

–	 creating data, selling data – Thomson Reuters, 
Nielsen, Twitter, Meteo France, Orange, ImDB,

–	 gathering data, selling ads – Facebook, Yahoo, 
Microsoft, Google, LinkedIn, Twitter,

–	 gathering data, selling predictive analytics – Til-
kee, Visa, PerdPol, InfraTest,

–	 adding data value to products – Babola, With-
ings, Nest, Vessyl, Google,

–	 adding data value to existing services – ABN 
Amro, KLM Meet & Sit,

–	 creating new services enabled by data mining – 
Uber, Crowd-sourced, Waze, Coyote, MOOCs.

In the sources it is difficult to find classifications 
of business models based on data resulting from re-
search work. Hence, Niemczyk and Trzaska (2020) 
used information gleaned from subject blocks that 
are present on the internet in the form of accessible 
but non-peer-reviewed knowledge. One proposal 
for classifying data-driven business models, Niemc-
zyk and Trzaska (2020) constructed as a pyramid of 
the increase in value delivered and effort required to 
obtain results (Figure 1). The base of the pyramid is 
the data as a service (DaaS) model. DaaS focuses on 
providing ways to extract insights from data. The next 
level is information as a service (IaaS). IaaS focuses 
on providing more comprehensive information based 
on analysis of the processed data. The upper level is 
answers as a service (AssS). AssS focuses on providing 
answers to specific questions, rather than just selling 
information that can be used to get the answer.

All of the classifications presented are based on 
the substance of these models, namely data. What 
is missing from the literature are classifications that 
take into account the aspect of conscious or uncon-

Figure 1 
Three Core Data-driven Business Models and the Value they Bring. Source: Lokitz (2021)

Source: Lokitz (2021).
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scious interference with privacy rights. In the classi-
fications presented, data is a commodity regardless of 
who it describes. It is worth noting that these clas-
sifications will incorporate aspects of privacy rights 
in the future.

Today the fastest growing companies have no 
physical assets. Instead, they create innovative digi-
tal products and new data-driven business models 
(Kotorov, 2020). They capture a huge market share 
fast and their capitalizations skyrocket. The success 
of these digital giants is pushing all companies to 
rethink their business models and to start digitizing 
their products and services (Kotorov, 2020).

Companies with data-driven business models 
base their core business on data. This focus, or de-
pendence, on data can affect all dimensions of a busi-
ness model (Fraunhofer Center for Applied Research, 
2021). Added value is generated from data by making 
data the company’s key resource. This means its core 
activities include data acquisition, data evaluation or 
data use (Fraunhofer Center for Applied Research, 
2021).

Now and in the future, successful business models 
will be built around data. While data is at the core 
of all digital business models, the monetization strat-
egies vary across products, services, and business 
models (Kotorov, 2020). Data-driven business mod-
els scale not through asset accumulation and product 
standardization, but through disaggregation of sup-
ply and demand. The winners in the new economy 
master the demand for one and the supply to millions 
(Kotorov, 2020).

Data-driven businesses have been demonstrated 
to have an output and productivity that is 5–6 per 
cent higher than similar organizations which are not 
utilizing data-driven processes (Brynjolfsson et al., 
2011). Data is obviously fundamental to a DDBM. 
Deciding which data is most applicable, and the na-
ture of that data’s acquisition, is pivotally important to 
the success of a DDBM construction (Brownlow et al., 
2015). Established businesses with a substantial num-
ber of customers, and therefore potential customer 
interaction points, are well positioned to effectively 
utilize customer-provided data within their DDBM. 

Figure 2 
Demonstrating What Each Analyzed Sector Wanted to Achieve by Utilizing Big Data 

Source: Brownlow et al. (2015).
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Customer-provided and acquired data was utilized 
by 80 per cent of the business organizations analyzed 
(Brownlow et al., 2015; Hartmann et al., 2016; Pang et 
al., 2019). As shown in Figure 2, customer-provided 
data is utilized and regarded as important across all 
of the analyzed sectors, which is suggestive of estab-
lished business organizations viewing data as a source 
of leverage.

The concept of a DDBM is built around data as a 
product – it lays out benefits for users of data-based 
services and introduces methods for managing (i.e., 
promoting, pricing, sale, and delivery) of such prod-
ucts (Bange & Derwisch, 2016).

For years, data has been handled by tech giants 
– Google, Apple, and Microsoft – and small start-
ups that began their business adventure by creating 
a DDBM. Perhaps the best example of a company's 
focus on leveraging data are its Mergers and Acquisi-
tions deals (M&A deals), including Google’s purchase 
of Boston Dynamic. In 2013, Google invested in an 
MIT start-up called Boston Dynamic (BD), looking 
to build the first humanoid robots together. Over 
time, it became clear that data would be a more im-
portant resource (Niemczyk & Trzaska, 2020).

3. Right to Privacy3. Right to Privacy
The contemporary trends indicated in the previous 
chapter show that DDBMs are modern and advanced 
business tools that allow the creation of business pro-
cesses related to modern economics. It is not without 
significance that the development of these models 
depends on technological progress in the area of data 
acquisition, analysis, processing, and visualization. 
Another important element conditioning the direc-
tions of development of the models in question is the 
law regulating the rules of collecting, processing, and 
using data (Regulation (EU) 2016/679). 

Originally created DDBMs, at the level of the data 
itself, were non-subject, that is, it was not important 
who the data concerned. Today, the source of added 
value beyond the subject level is primarily personal 
data, namely, the subject level of data in DDBMs. 
Predatory technological solutions based on innova-
tive algorithms like artificial intelligence have started 
a far-reaching exploration of the subject level, often 
without the knowledge and thoughtful consent of the 
subject whose data is being extracted and processed. 

Thus, there has been an imbalance between the right 
to privacy and the business objectives of the operators 
creating new DDBMs. This balance should be seen 
in terms of a dynamic equilibrium (Figure 3), and 
simultaneously from the perspective of the impact 
of business models on the right to privacy (red arrow 
in Figure 3) and the impact of the right to privacy 
on business models (blue arrow in Figure 3). On the 
one hand, it depends on the analyzed business entity 
(its power of influence) and the extent and intensity 
of the interference with the right to privacy. On the 
other hand, it depends on how the right to privacy is 
perceived (conservative, pragmatic, developmental, 
etc.), its position in the system of fundamental rights, 
the strength of its market impact, and its position and 
importance in the economic system. Disruption of the 
balance between the right to privacy and business ob-
jectives may lead to negative consequences, not only 
for the loser, but also for the winner. The latter may 
lead to a situation in which they themselves will have 
to repair the damages caused by the unlawful intru-
sion into one’s private life.

Thus, on the one hand, the prevalence of the right 
to privacy may limit the development of businesses. 
On the other hand, the predominance of new business 
models may lead to fundamental changes in the exist-
ing state of protection for EU citizens’ privacy rights.

According to the classic definition given by S.D. 
Warren and L.D. Brandeis (19th century), the essence 
of the normative concept of privacy is the right to be 
left alone (Warren & Brandeis, 1890). In the sources 
of the 20th century, an original conception of privacy 
was presented by A. Kopff, whose view was that it is 
the right of the individual to live his own life, arranged 
according to his own will with all outside interference 
kept to a minimum (Kopff, 1972; Szpunar, 1979; Olek-
siuk, 2000). 

It should be emphasized that, currently, guaran-
teeing EU citizens the right to be “left alone” is con-
sidered by EU authorities as one of the most difficult 
regulatory challenges (European Parliament, 2016). 
As a result of qualitative technological advances, busi-
nesses have tools that allow them to identify consum-
ers’ views, needs and behaviors as never before. The 
benefits associated with the use of DDBMs have been 
described above, and here the authors critically review 
the issues that are of interest to legal doctrine and have 
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been or may become the subject of evaluation by the 
Court of Justice of the European Union (CJEU) and 
the courts of the EU member countries. In the opinion 
of the authors, recognizing the legal considerations of 
the investment in DDBMs is essential for the safety of 
business entities and consumer confidence.

The first crucial concept rooted in the right to 
privacy is the concept of personal data. In this con-
text, its legal definition in Article 4 of the General 
Data Protection Regulation (GDPR, Regulation (EU) 
2016/679 of the European Parliament and of the 
Council, 2016) should be recalled, according to which 
personal data means “any information relating to an 
identified or identifiable natural person ("data sub-
ject")”. It is noteworthy that the definition of personal 
data is evolving accordingly. For instance, in Poland, 
Article 6 of the Personal Data Protection Act of 29 
August 1997 (Journal of Laws 2016, item 922) did 
not initially mention location data and other online 
identifiers of a citizen. In response to technological 
advances, these elements were later added (European 
Data Protection Board [EDPB], 2020; DIGITALEU-
ROPE, 2020)

Currently, personal data includes typical informa-
tion that identifies legal entities: address, first names, 
surname, place of birth, parents’ names, personal 
identification number, taxpayer identification num-
ber, as well as fingerprints, retina pattern and the 
above mentioned: location data and internet identi-
fiers. Over the next decade, more sophisticated sys-
tems for identifying individuals, such as those using 
images of the blood system, are expected to become 
commonplace. These are “biometric data” which 
constitute a special category of personal data within 
the meaning of Article 4(14) of the GDPR 2016/679. 
They result from special technical processing, concern 
physical, physiological or behavioral characteristics of 
an individual and enable or confirm the unambigu-
ous identification of that person; these include facial 
image or dactyloscopic data. “Special technical pro-
cessing” means the use of such methods and means, 
the purpose of which is to analyse biometric features 
which leads to the identification of the natural person 
on the basis of the analysis carried out. This type of 
data can only be processed in exceptional cases (Ar-
ticle 9(2), GDPR). 

Figure 3 
Privacy and Personal Data Versus Business Model
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Considering the above and the pandemic-related 
changes in the way work is delivered, it is worth not-
ing that measuring working time by means of bio-
metrics has been declared unlawful. Considering the 
above and the pandemic-related changes in the way 
work is delivered, it is worth noting that measuring 
working time by means of biometrics has been de-
clared unlawful (Article 5 Regulation (EU) 2016/679;  
EDPB, 2020). 

This is because an employer, by using an employee’s 
biometric data to record working time, would be in 
breach of the principles set out in the GDPR (Article 
5(1)). In particular, the employer would be processing 
data contrary to the principles of lawfulness (point a), 
purpose limitation (point b) and data minimization 
(point c), as they would not be able to demonstrate 
why and on what legal basis they were processing em-
ployees’ biometric data for the purposes of verifying 
their attendance at work (EDPB, 2020). 

Additionally, there can be no voluntary consent in 
a situation where there is a clear imbalance between 
the data subject and the controller. Consent given in 
such a situation will not provide a legal basis for the 
processing of personal data (Recital 43 of the GDPR). 

Keeping in mind, the main topic of analysis, namely, 
personal data, it would also be necessary to clarify the 
scope of meaning of the term: “online identifiers.” In 
the light of the GDPR, this includes information such 
as IP addresses, cookie identifiers and other informa-
tion generated by internet user devices, applications, 
tools, and protocols, for example: identifiers generated 
by RFID tags. Moreover, the internet service providers 
develop qualitatively new instruments that cause their 
users to leave electronic footprints. These are data 
that, in combination with unique identifiers and other 
information obtained by servers, can be used to create 
profiles and to identify every individual. Therefore, it 
is worth mentioning that under current law (GDPR), 
profiling means any form of automated processing of 
personal data that involves the use of data to evaluate 
certain characteristics of an individual, in particular 
to analyze or forecast their economic situation, health, 
personal preferences, interests, reliability and behav-
ior, including work performance. 

The primary source of these data is online commu-
nication. Thus, in the opinion of the authors, it is not 
necessary for information to be in a structured data-

base or file in order for it to be considered personal 
data. A review of the judgments of the CJEU leads to 
the conclusion that a broad interpretation of this con-
cept is applied in the EU. In this context, it is worth 
recalling the position of the Court on information 
published on websites. In Lindqvist (2003, p. 25), the 
Court stated that an operation consisting of posting 
personal data on a website is to be regarded as “(...) 
the processing of [personal data]”. At the same time, 
the European Court of Justice took the view that the 
publisher of source websites containing personal data 
is the controller “of the processing of personal data 
within the meaning of the directive. In that status, the 
publisher is bound by all the obligations which the di-
rective imposes on data controllers”.

 However, the considerations presented above 
should be supplemented by the observation that nei-
ther the review of the case law nor the doctrine allows 
for a clear and unambiguous conclusion that each 
internet address, email address, login or profile name 
registered by a user of social networking sites consti-
tutes personal data. It is postulated that the subjectiv-
ity of (internet) markings under the GDPR should be 
considered in concreto. For this purpose, it should be 
determined whether, for example, the internet address 
enables third parties to identify the given internet user. 
The above-mentioned indications may be considered 
on their own or together with other processed infor-
mation concerning the natural person. To conclude 
the issues analysed here, it is worth recalling the case 
Patrick Breyer v Bundesrepublik Deutschland (2016 
ref. C-582/14). In the cited case, the Court was asked 
whether the Internet Protocol address (IP address) 
that a service provider records in connection with ac-
cess to its website already constitutes personal data for 
it when the third party (here: the access provider) has 
the additional knowledge required to identify the per-
son concerned. In response, it was argued that in spe-
cific circumstances, even a variable IP address allows 
indirect identification of a website user, and therefore 
IP can be considered personal data. In light of the case 
law of the CJEU and the Directive implemented in the 
national legal order, registration of an IP address by a 
service provider may be considered as the processing 
of personal data if the service provider is able to iden-
tify the user (Regulation (EU) 2016/679).

Studies devoted to the right to privacy, including 
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the processing of personal data, signal the problem of 
the right to be forgotten. This issue is related to the 
analysis of the activities of business entities offering 
information retrieval services. In fact, one of the most 
important CJEU judgments in this area concerns the 
inclusion of personal data in the list of results of an 
internet search engine. On 13 May 2014, in the case 
between Google SpainSL and Google Inc. v Agen-
ciaEspañola de Protección de Datos (AEPD) and 
MariCosteszeGonzález (ref. C-131/12), the CJEU ad-
dressed the scope of the right of erasure and/or the 
right to object, in relation to “the right to be forgot-
ten” (“derecho al olvido”) (the case was heard under 
Directive 95/46/EC of the European Parliament and 
of the Council). In considering the above issue, the 
CJEU identified and justified its position on a number 
of important issues that raised privacy concerns. Tak-
ing into consideration the activities of a search engine 
operator, the CJEU found that if the business entity’s 
activity consists in finding information published or 
uploaded on the internet by third parties, indexing 
it automatically, storing such information temporar-
ily, and, finally, making it available to internet users 
according to a particular order of preference, then it 
must be considered as “processing of personal data” 
(Article 2(b)) in cases where that information con-
tains personal data (GonzalezC-131/12, p. 100). 

The question of whether “the right to erasure and 
blocking of data” and “the right to object” should be 
interpreted as covering the right of the data subject to 
address search engine operators in order to prevent 
the indexing of the information concerning them per-
sonally that was lawfully published on third parties’ 
websites, was central to the final outcome of this case. 
The CJEU in the Gonzalez case (C-131/12) confirmed 
that an individual has the possibility to object to the 
processing of personal data and to request the erasure 
of such data. In doing so, it should be emphasized that 
the CJEU held that a data subject’s requests do not re-
quire proof of harm to the data subject. It is sufficient 
that the requests are based on the data subject’s will, 
including that the data subject just wishes to “be for-
gotten.”

The “right to be forgotten” regulation was one of the 
most controversial legislative issues of the GDPR. It is 
worth mentioning that the Gonzalez ruling came at a 
time when the provisions of the GDPR were subject to 

public consultation. The opponents of the new regula-
tion pointed out that privacy protection resulting from 
the recognition of the right to object and delete data 
goes beyond the necessary, justified, and proportion-
ate interference with the freedom of internet users. 
The following were mentioned as competing goods: 
freedom of expression, right to information, and the 
economic freedom of providers of content or online 
services. Representatives of these actors showed that 
guaranteeing internet users the right to be forgotten 
poses a threat to DDBM-type business models based 
on the use of personal data for advertising and ana-
lytical purposes. Representatives of data operators and 
controllers point out that guaranteeing internet users 
the right to be forgotten may pose a threat to DDBM-
type business models based on the use of personal 
data for advertising and analytical purposes (DIGI-
TALEUROPE, 2020; CJEU 2019; Google v. CNIL, 
C-507/17, p. 59; Walker, 2017). 

 Although “the right to be forgotten” is currently 
subject to supranational and national regulation, 
the level of protection varies (EDPB, 2019; Google 
v. CNIL, 2019 C-507/17).The aforementioned right 
corresponds to the obligation of data controllers to 
apply an internal procedure to exercise the rights of 
data subjects (The de-referencing right). However, in a 
recent judgment the CJEU (C-507/17) has recognized 
that there is no obligation under EU law, for a search 
engine operator who grants a request for de-referenc-
ing to apply it for countries outside the EU (Google, 
2021; EDPB, 2021).

Another important aspect of privacy protection on 
the internet is the confidentiality of communications. 
Bearing in mind the obligation of the legislator to pro-
tect the autonomy of the individual against undue in-
terference by business, the EU member states ensure, 
through national legislation, the confidentiality of 
communications and related traffic data through pub-
licly available communications networks and publicly 
available electronic communications services (Euro-
pean Union, 2012 [Art. 7, 8 of the Charter of Funda-
mental Rights of the European Union]). In particular, 
the EU member states shall prohibit listening, record-
ing, storing, or otherwise intercepting or surveillance 
of communications and related traffic data without the 
consent of concerned users. Confidentiality of com-
munications is subject to exceptions specified by law. 
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The challenge in the application of the regulation 
specifying the exceptions concerns the premises ex-
cluding the unlawfulness of violation of privacy. This 
issue was analyzed by the CJEU in the case of Ministe-
rio Fiscal (C 207/16). In this ruling, the Court decided 
that criminal offences that are not of a particularly seri-
ous nature may justify access to personal data retained 
by providers of electronic communications services, 
as long as such access does not cause a serious inva-
sion of privacy (CJEU, PR No. 141/18, Luxembourg, 
2 October 2018, Judgment in Case C-207/16, Minis-
terio Fiscal). The cited case concerned the legitimacy 
of interference by public authorities with the right to 
privacy. According to the judgment presented, Article 
15(1) of the Directive on privacy, in conjunction with 
Art. 7, 8 of the above-mentioned Charter, must be in-
terpreted narrowly. The access by public authorities to 
data for the purpose of identifying holders of specific 
communication devices (such as name, surname and, 
where applicable, address) results in interference with 
the fundamental rights of communication devices 
holders. However, the Court underlined that interfer-
ence with the fundamental rights guaranteed by the 
Charter (including the right to privacy) is not such as 
to make it necessary to limit the access of public au-
thorities to data which identify individuals in so far 
as this is necessary for the prevention, investigation, 
detection and prosecution of criminal offences. The 
case discussed involved SIM cards running in a stolen 
cell phone. 

One’s image is another recognized legally protected 
good, the use of which is important for the develop-
ment of new business models. The conceptual cat-
egory discussed (Balcarczyk, 2009, p. 10 et seq.), in 
accordance with the position presented in the sources, 
should be understood as the likeness of a specific 
person (or persons) presented by means of plastic, 
photographic and other techniques of visual creativ-
ity. In the Hannover v. Germany judgment, the CJEU 
explained that “[A] person’s image constitutes one 
of the chief attributes of his or her personality, as it 
reveals the person’s unique characteristics and distin-
guishes the person from his or her peers. The right to 
the protection of one’s image is thus one of the essen-
tial components of personal development. It mainly 
presupposes the individual’s right to control the use 
of that image, including the right to refuse publication 

thereof…” (Grand Chamber, 7 February 2012, par. 
96). According to the authors, the image concerns all 
physical aspects of a person, which have the ability to 
identify a particular person, including the voice and 
distorted image of a person or caricature. The notion 
of dissemination should be understood as making an 
image available to the public. Therefore, it is an action 
which consists in allowing an unspecified (i.e., open) 
number of people to get acquainted with the image. 

The subject of the right discussed is the natural per-
son depicted in the image. As a rule, he/she is entitled 
to agree for the dissemination of his/her likeness. It 
means that, according to the general rule, every sub-
ject may - without giving a reason - oppose to mak-
ing his/her image available to an unlimited circle of 
people. 

The consent for dissemination of the image cannot 
be implied. The opinions presented in the judicial and 
academic literature (Balcarczyk 2012), according to 
which the person giving such consent must be fully 
aware of the circumstances of the publicity of the im-
age, including the form of presenting the image, in 
connection with an inappropriate form of presenting 
it or comparing it with other images, should be con-
sidered reasonable.

It is rightly admitted in the doctrine that the cur-
rent regulation does not exhaust all the issues related 
to the protection of privacy in the scope discussed, for 
example: facial recognition and biometrics, the prob-
lem of creating the image without the consent of the 
portrayed person, and the use of the image in photo-
montage.

Bearing in mind the aim of this paper, which is a 
consideration of the imbalance between the right to 
privacy and business purposes of economic entities, 
it is worth paying attention to the consequences of 
the development and use of facial recognition tech-
niques. With the spread of these methods, the ques-
tion arises whether the use of photos in which the 
image of a natural person is recorded can constitute 
the processing of biometric data. As already indicated 
above, this is a new and special category of personal 
data, the collection of which is subject to significant 
restrictions. In the light of the current law, the vast 
majority of pictures currently available online do not 
constitute biometric data. Nevertheless, the possibility 
cannot be excluded that a specific picture in which the 
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image of a colleague, employee or student is captured 
may be considered biometric data; more specifically, 
the fixation of an image, in digital form, using techni-
cal tools that allow the unambiguous identification 
of a specific natural person. The use of techniques 
to confirm identity concerns a narrow category of 
cases. However, technological progress, in particular 
the development of identification methods using ar-
tificial intelligence systems, raises new challenges for 
lawmakers and law enforcement agencies. The enti-
ties using advanced facial recognition techniques 
collect both data on physical aspects and a number 
of sensitive data that are integrally related to one’s 
image. Biometrics reveals much more information 
than one might initially think: there are data on per-
sonality, health and emotional states, among others. 
Biometric data are not only unique in nature (EDPB 
2020). Additionally, they can also be immutable over 
time (for example, fingerprints, or blood systems). 
This means that the business entity using DDBMs is 
obliged to provide adequate data security measures, 
or their activity may cause irreversible consequenc-
es for the subjects whose data they are processing. 
The consequences of losing biometric data can be 
permanent and the damage impossible to remove. 
Therefore, their processing is not only beneficial but 
also involves a high risk of violating the rights and 
freedoms of individuals (GDPRhub, 2020)

Another important issue related to online pri-
vacy and DDBMs is online identity of EU citizens. 
To clarify the concept of identity in the context of 
its protection, one can refer to administrative and 
criminal law. Thus, from the GDPR discussed above, 
it can be deduced that an identifiable person is a 
person whose identity can be established, directly 
or indirectly, on the basis of the personal identifi-
cation number or one or more factors determining 
his or her physical, physiological, mental, economic, 
cultural, or social characteristics. The elements indi-
cated above may constitute a determinant of identity.

In relation to the criminal aspect (identity theft), 
two important elements should be mentioned: one’s 
image and personal data. The elements indicated 
serve to individualize and differentiate one person 
from another, allowing him to be described and con-
firming his identity (Budyn-Kulik, 2011). 

As presented above, the development of market-

ing, sales and promotional models has led to the 
creation of technologies that have begun to capture 
data in ways that are different from those of the past. 
The demand for data is growing, not only in terms of 
quantity, but also in terms of the type of data being 
required. In order to meet this demand (quantita-
tive-qualitative) and due to the development of new 
technologies (big data, data mining, artificial intel-
ligence, etc.), a kind of game has started between 
the EU citizen, and the business, which needs data 
to meet consumer needs. This game takes different 
forms, from the simplest voluntary data transfer by 
the consumer, to qualitatively new forms of interfer-
ence with the right to privacy and acquisition of data 
without the participation of the citizen. The latter 
process continues, and modern technologies only 
strengthen this process. Mass access to innovative 
applications and social networks enables qualita-
tively new forms of violations and the development 
of criminal activity, which threatens the rights of 
citizens, but also the economic interests of innova-
tive companies. A prominent expression of this is 
the growing phenomenon of creating false identities, 
including the use of the image and personal data of 
real people. Impersonation of someone’s identity can 
cause moral harm, which justifies the recognition 
of such action as unlawful interference in personal 
rights, regardless of whether the person interfering 
in this sphere of rights did so with the intention of 
causing damage. 

Proposals formulated in the sources to supple-
ment or replace the rigor of civil liability with the 
rigor of criminal liability is a manifestation of 
changes relating to the principles of the legal sys-
tem (Budyn-Kulik, 2011). Comprehensive protec-
tion of personal rights, including privacy, has been 
provided for in civil law. However, in case of identity 
misuse, visual recognition of humans and process-
ing biometric data, it may be necessary to strengthen 
privacy protection with criminal law instruments. 
Such a solution would secure further progress and 
the economic development of the EU. 

44. Data-Driven Business Models (DD-. Data-Driven Business Models (DD-
BMs) vs Right to PrivacyBMs) vs Right to Privacy
The previous chapters described DDBMs and selected 
components of EU citizens’ privacy rights. In the con-



www.ce.vizja.pl

452Privacy of European Citizens in the Face of the Development of New Data-Driven Business Models

This work is licensed under a Creative Commons Attribution 4.0 International License. 

texts described, it is appropriate to look at technology 
companies within the 3 processes of interference with 
the right to privacy: 

1.	violations of the balance between the right to 
privacy and the business objectives of operators using 
DDBM models,

2.	reevaluating the right to privacy from the per-
spective of business uses and purposes,

3.	the appropriation of areas of privacy rights by 
companies using DDBM models. 

These processes were analyzed in the context of the 
classification of business models proposed by Levallois 
(2021). Table 1 summarizes six DDBMs and 5 areas of 
privacy rights: protection of personal data, protection 
of the right of being forgotten, protection of image, 
confidentiality of communication, and protection of 

identity. The evaluation was based on an ordinal scale, 
where 1 indicates low protection of a given privacy 
right area, 2 indicates medium protection of a given 
privacy right area, and 3 indicates high protection of a 
given privacy right area.

In the above comparison, the lowest protection in 
all the analyzed areas of the right to privacy was es-
timated to be for DDBMs of the type “Creating data, 
selling data” and the type “Gathering data, selling ads”. 
For these models, there was a re-evaluation of the right 
to privacy from the perspective of its use for business 
purposes. An asymmetry in favor of DDBM models 
has emerged. The evaluation of such models also indi-
cates that the balance between the right to privacy and 
the business objectives of the operators using DDBM 
models is likely to be disturbed. All of this indicates 

Table 1
DDBMs and Five Areas of Privacy Rights

Specification DDBM type 

Creating data, selling 

data

Gathering data, 

selling ads

Gathering 

data, selling 

predictive 

analytics

Adding 

data 

value to 

products 

Adding 

data value 

to existing 

services

Creating 

new services 

enabled by data 

mining

Protection of 

personal data 

1 1 1 1 2 2

Protection of 

the right to be 

forgotten

1 1 2 2 3 3

Protection of image 1 1 1 1 3 3

Communications 

Confidentiality

2 2 2 2 2 2

Protection of 

identity

1 1 1 2 2 2

Company using 

the DDBM 

Thomson Reuters, 

Nielsen, 

Twitter, 

Meteo France, Orange, 

ImDB

Facebook, 

Yahoo, 

Microsoft, 

Google, 

LinkedIn, 

Twitter

Tilkee, 

Visa, 

PerdPol, 

InfraTest

Babola, 

Withings, 

Nest, 

Vessyl, 

Google

ABN Amro,

 KLM,

 Meet & Sit

Uber Crowd-

source, 

Waze, 

Coyote,

 MOOCs
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that entities using data, creating data, selling data and 
gathering data have appropriated selected portions 
from particular areas of the right to privacy.

In the case of models such as “Gathering data, selling 
predictive analytics” and “Adding data value to prod-
ucts”, the processes of reevaluating the right to privacy 
from the perspective of using it for business purposes 
exists at an average level. The asymmetry observed has 
a dimension slightly in favor of DDBMs. Companies 
using such models violate the balance between the right 
to privacy and business goals at a medium-to-low level. 
The process of appropriation from particular areas of 
the right to privacy does occur, but it is not significant.

Models of the type “Adding data value to existing 
services” and “Creating new services enabled by data 
mining” belong to the group of models in which the 
process of re-evaluation of the right to privacy from the 
perspective of its use for business purposes is justified. 
There is no asymmetry in favor of DDBMs. Companies 
using such models do not upset the balance between 
the right to privacy and business objectives. In this 
case, the process of appropriation from particular ar-
eas of the right to privacy does not occur. It means that 
these models are a good example of the coexistence of 
the right to privacy and the goals of business entities 
using DDBMs.

5.Summary and Conclusions5.Summary and Conclusions
In the light of the studies and analyses presented in 
this paper, contemporary regulatory challenges to 
the right to privacy primarily arise from the difficulty 
of adapting the level and means of legal protection to 
the opportunities created by new information tech-
nology tools (which are part of DDBM-type models). 
These tools become instruments of violations of the 
rights of EU citizens. This concerns, in particular, 
broadly understood notions of privacy, including 
personal data, confidentiality, one’s image and iden-
tity. 

Entrepreneurs, seeing the enormous opportuni-
ties associated with capturing, processing, using, 
and sharing data, have focused their work on devel-
oping tools and technologies that will process data 
and then create value-added chains from it. Innova-
tive technologies originally relied on data extracted 
from traditional sources (analog data), often by 
digitizing datasets. At this stage, the privacy rights 
of EU citizens (then EEC member states) were 
guaranteed through legal protection of the content 
found in analog sources. The next stage of develop-
ment saw the emergence of digitized sources and 
digital sources. This moment marked the beginning 
of a new era, which can be called the DataEra (the 

Figure 4 
Data as a Commodity, Service, and Right to Privacy
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Data Age). In DataEra, data became a commodity, 
a service, but also a core component of the right to 
privacy (Figure 4).

A new beginning in the world of data is also the 
beginning of a new era in the development of data 
industry technologies and business models. The data 
industry is a significant growth industry in many 
economies around the world. DDBMs have been the 
right models for emerging and growing data indus-
try companies over the last 2-3 decades. Today, the 
world’s largest corporations are technology giants for 
whom DDBMs are the primary business models.

However, the development of new IT tools and 
their business applications cause conflicts of legally 
protected interests, which require the development 
of new legal solutions. The key challenge in this re-
gard is to strike a balance between various funda-
mental rights, such as privacy on the one hand and 
the freedom to conduct business, including personal 
data, on the other. 

The imbalance between the right to privacy and 
the business objectives of economic operators (the 
main focus of the paper) has contributed to changes 
in the relationship between the EU citizen and the 
operator acquiring the data. The prevalence of mod-
els of the DDBM-type (everyone uses these models) 
has spurred the beginning of a process of re-evalua-
tion of the right to privacy of EU citizens from the 
perspective of their use for business purposes. The 
process of re-evaluation analyzed in this paper re-
sults in the conclusion that both positive and nega-
tive sides should be noted. The authors of this paper 
draw attention to the formation of innovative DD-
BMs, the spread of which is having an increasingly 
positive impact on the functioning of not only eco-
nomic entities but also EU citizens. Thanks to these 
models, the citizens are guaranteed access to a num-
ber of services that make their functioning easier, 
more efficient, and also cheaper. 

Thus, it should be emphasized that re-evaluation 
of the right of privacy is not an categorical phenome-
non. It cannot be treated unambiguously only in win-
lose terms. Having in mind the developmental goals 
of the EU, the use of citizens’ data cannot be strictly 
prohibited to economic operators, because without 
the possibility to create new business models, these 
operators will not be able to develop. The absolute 

protection of EU citizens’ data is also not beneficial 
for the citizens themselves, as through such rigorous 
protection they will not get access to new products 
that could be created in the development of new 
business models based on citizens’ data. In this case, 
the imbalance between the right to privacy and the 
business objectives of the operators is ambiguous in 
nature (Wisniewski & Brzezicka, 2020). The EU citi-
zen, while sharing data and diminishing the level of 
his or her privacy rights, can at the same time benefit 
from innovative business solutions.

Business models based on citizens’ data (of the 
DDBM type) are an indispensable part of the eco-
nomic development of the European Union. Data is 
the fuel of one of the future development pillars of 
the EU - the digital economy. This economy is ex-
pected to give the European Union a competitive ad-
vantage, provide tools to stimulate economic growth 
and new taxes, eliminate digital exclusion, create 
space for technological growth, and much more. 

Having in mind the above-mentioned advantages 
of DDBMs, it should be noted that all activities and 
aspects of an individual’s life can be monitored, 
documented, captured, extracted, and processed in 
DDBM-type models and, of course, sold. This situ-
ation raises privacy issues, from the perspective of 
theoretical academic discussions, but also as one of 
the main problems of civilizational development. It 
is worth stating that the dynamic discussion of the 
meaning of this notion has caused the definition of 
privacy to undergo a fundamental evolution, such 
that nowadays it covers the following areas:

1.	protection of physiological-physical aspects of 
human beings, including biometrics (related to their 
active activities): fingerprints, palm and footprints, 
DNA, health studies, health-related studies, etc., 

2.	protection of psycho-physical aspects of a per-
son, including biometrics (not related to their active 
actions): image in visual form, voice, retinal pattern, 
body temperature, image of the blood system, etc., 

3.	all elements of the inner life: the right to protect 
thoughts, feelings, emotional states, and even charac-
ter traits, 

4.	personal data protection (GDPR),
5.	aspects of the protection of personally identi-

fiable digital data relating to assets, commitments, 
business activities, judgments, decisions, etc., 
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6.	right to seclusion, solitude, anonymity, confi-
dentiality, etc., 

7.	the right to confidentiality of electronic com-
munications, 

8.	aspects of protecting human geographic loca-
tion data and the digital location of human-used de-
vices (location used to identify an electronic address 
for communication between information systems), 

9.	aspects of protecting one’s image and visual rec-
ognition,

10.	 aspects of protecting online identities and 
digital identities (digital signatures, log-ins, user-
names, passwords), aspects of protection of avatars 
(representation of a person in virtual reality).

Studies and analyses conducted in this area lead to 
the conclusion that the main area of interest for EU 
authorities should be the interdisciplinary evaluation 
and codification of the above-mentioned 10 areas of 
EU citizens’ privacy protection. These actions should 
aim at balancing the economic freedom of entrepre-
neurs developing innovative products and services 
against the EU citizens’ right to privacy. 
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