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Abstract

Art 17 Directive 2019/790 on copyright and related rights in

the Digital Single Market (CDSMD) offers not only a new

perspective on service provider liability but also on user rights

in the digital sphere of copyright law. The Directive obliges

Member States to enable users of online content sharing

service providers to assert the use of an exception or

limitation before a court or another judicial authority. Hence,

art 17 CDSMD foresees a subjective, that is, enforceable,

right of the user deriving out of the exceptions and limitations

of copyright and related rights. Yet, there is no clear guidance

on how to transpose this requirement into national law,

neither in art 17 CDSMD nor within the judgment of the

CJEU in the annulment proceeding or the guidance of the EU

Commission. This generates uncertainty for Member States,

for which the concept of enforceable user rights is novel. The

paper examines the requirements which art 17 CDSMD sets

out for digital user rights and the difficulties for Member

States to comply with them. The example of the German

transposition of art 17 CDSMD shows that a high standard of

user protection is not necessarily accompanied by a respec-

tive enforceability mechanism.
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1 | INTRODUCTION

Time has passed since art 17 CDSMD1 was enacted in 2019. And times have been turbulent for the Directive. After first

indications from the European Commission of plans for a new liability regime in the platform field, an extensive legislative

procedure ensued.2 This legislative procedure was accompanied by critical voices from various directions, namely

rightholders, collecting societies, platform providers, users and user organizations and academics alike.3 In strong

opposition to the Directive, the Republic of Poland turned to the Court of Justice of the European Union (CJEU) with an

annulment action under art 263 Treaty on the Functioning of the European Union (TFEU) to evaluate art 17 CDSMD for

its compatibility with rights protected by the Charter of Fundamental Rights of the European Union (CFR).4 In concreto,

Poland asked for the annulment of art 17(4), lit (b) and (c), in fine, CDSMD or alternatively of art 17 CDSMD in its entirety,

arguing that the regulation requires online content‐sharing service providers (OCSSPs) to carry out preventive monitoring

of all the content which their users wish to upload.5 Such an obligation would violate the right of the user to freedom of

expression and information under art 11 CFR.6 The CJEU dismissed the annulment action and declared art 17 CDSMD to

be compatible with the CFR, but not without noting that the obligations of OCSSPs under art 17 CDSMD are capable of

affecting the fundamental rights of users of online services.7 It is only the “safeguards” contained in art 17 CDSMD that

lead the provision to the path of legality.8 Irrespective of these findings, some EUMember States continue to refrain from

implementing the Directive into their national law—with the Republic of Poland being only one of them.9 In July 2021, the

EU Commission opened infringement procedures against several Member States for failing to transpose art 17 CDSMD in

part or in total under art 260(3) TFEU.10 As of 2022, those Member States received reasoned opinions in which the EU

once again signaled the urgency to comply with the EU Copyright Directive.11

But why are Member States still so reluctant to implement art 17 CDSMD? A prime issue might be that up until

today the question of how art 17 CDSMD must be implemented has not been answered sufficiently. In the end, art

17 CDSMD is the fruit of long discussions, endless amendments and legislative weighing decisions. Regarding

concrete instructions for Member States on how to transpose art 17 CDSMD, the Directive remains on a surface

level—well aware that every step towards a more detailed approach could lead to the violation of interests of the

involved parties and thus to a noncompliance with fundamental rights.

One of the unresolved problems of art 17 CDSMD is the understanding of users' rights and their enforceability

in the context of the Directive. Notwithstanding its significance for the debate on the reinforcement of platform

regulation, only few have addressed this issue more thoroughly.12 This is surprising, especially because art

17 CDSMD signals a shift in EU law, which Member States seemingly ignore. Not least because of the great

importance of user interests for the general balancing in copyright law and the persistent legal uncertainty, the

question must be raised: What is art 17 CDSMD asking for when it comes to digital user rights?

This paper approaches this question in three steps: First, light is shed on the term “user rights” and the idea of

an enforceable legal position of online users within the prior copyright regulation and the jurisprudence of the CJEU

(2). Second, the focus of the paper is on the establishment of user rights within art 17 CDSMD, picking up the

CJEU's line of reasoning (3). Third, an examination of the difficulties of implementing art 17 CDSMD in a way which

does not impair the fundamental rights of users follows, offering a perspective on the German implementation act

as one original example of a Member State implementation (4).

2 | DIGITAL USER RIGHTS IN EUROPEAN COPYRIGHT LAW IN THE
PRE‐CDSM ERA

2.1 | The general terminology of “user rights”

The term “user rights” is rich in meanings and no longer alien to copyright law. In a general sense, the term describes

the interest of users of copyrighted works to exercise their fundamental rights to use and consume content and
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engage online without the interference of others, for example, through blocking or deleting user‐generated content

or restricting the access to content or to websites entirely.13 With regard to copyright specifically, the term “user

right” is connected to the use of copyrighted works, which fall within the scope of an exception or limitation and are

thus permissible under copyright law.14

Neither of these interpretations does much more than indicate that the law recognizes the user as a legal

subject and provides a legal framework depicting their interests. However, there is also a tendency, particularly in

connection with digital copyright law, to understand user rights quite literally as user rights.15 According to such an

understanding, the term is associated with a subjective legal position of the user, which goes beyond its function as

a privilege or defense against infringement claims of the copyright holder and establishes independent rights of the

user.16 Acknowledging exceptions and limitations as rights of the user, the legislation must equip the user with

effective legal tools to exercise those rights.17 Hence, while user rights can be divided into a substantive part,

meaning the protection of exceptions and limitations as such, and a procedural part, namely the enforceability of

those rights,18 a legislative act aimed at the protection of user rights must consider both parts equally to provide a

balanced and effective solution.19

A shift in the understanding of copyright toward a more user‐friendly approach and an awareness of the effects

that strong copyright protection has on the creative use of works gained popularity with the increasing migration of

communication processes into the online sphere.20 Digital copyright operates under entirely different parameters

than copyright in the analogue. The emergence of numerous new forms of communication on the internet and the

mass distribution of user‐generated content were both accelerator and brake for user freedom on the internet. The

legislation, not only in the EU21 but also in the United States,22 reinforced copyright law and platform liability in

response to the enormous increase of possibilities to infringe copyright via the internet and the difficulties in

prosecuting those infringements due to the mass of content, the anonymity of the internet and the power

imbalance between OCSSPs and rightholders. The reinforcement of copyright led OCSSPs to upgrade their content

moderation strategies by introducing wide‐scale filtering systems as means to extensively control content on the

platforms.23 As an unpleasant side effect, the filtering systems carry the risk of also blocking legitimate content due

to their inability to differentiate properly between legal and illegal content.24

The effect on the balancing of rightholders' interests with those of the users is evident. Due to

changed technological circumstances, rightholders are no longer limited to reporting infringements that have

already occurred. Instead, rightholders can restrict the access or use of their works by technological means.25

Niva Elkin‐Koren describes the development in the digital field as a shift in the “copyright default”:

The robustness of algorithmic filtering, removal, and blocking practices is effectively changing copyright

default: copyrighted materials were once available unless proven infringing, while now materials detected

by algorithms are unavailable unless explicitly authorized by the copyright owner.26

This development to the disadvantage of users of OCSSPs makes it mandatory to reevaluate the premises under

which users can assert their rights under an exception or limitation of copyright.27 This is especially important as the user

plays a crucial role in achieving the objectives of copyright law.28 Moreover, the ways of communicating and the creative

outlet of users via the means of the internet are a form of expression protected by art 11 CFR29 and art 10 European

Convention on Human Rights.30 Thus, it is imperative that users are able to exercise their rights and, in cases in which

they are deprived of this possibility, can enforce the rights effectively before state courts.

2.2 | “User rights” in the InfoSoc directive?

Under the InfoSoc Directive, user rights have generally been associated with the legitimate interests of individuals

and the public to use copyrighted material for their own creative process or as a way of communicating with others,
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which must be weighed against the interest of copyright holders.31 For this reason, art 5 InfoSoc lays down

exceptions and limitations to the exploitation of copyright which the author is in principle exclusively entitled to

under arts 2–4 InfoSoc. The CJEU acknowledged the relevance of user interests in copyright law and stated that

these exceptions and limitations seek to achieve a fair balance between the rights of the rightholder and those of

the user.32 Thus, the user is not playing a merely passive role as infringer. Instead, users are able to invoke their own

interests, which are protected under the copyright system as well.

According to the wording of art 5 InfoSoc, the “exceptions and limitations” restrict the scope of protection of

copyright,33 and thus cannot be understood as mere justifications in favor of the act of exploitation of the user.

Other than that, art 5 InfoSoc is silent on the issue of the scope of user rights and the enforceability of exceptions

and limitations outside an infringement procedure filed by the rightholder. On the contrary, the exceptions and

limitations are of a merely facultative nature.34 For this reason and in view of the harmonization efforts of the EU

and the possibility of different Member State regulations,35 the wording of art 5 InfoSoc rather argues against the

assumption of subjective rights of the user.36

Art 6(4) InfoSoc, in contrast, obliges Member States to take appropriate measures to ensure that rightholders

make the means of benefiting from an exception or limitation available to the beneficiary, that is, the user. The

provision does not clarify what these measures may be; instead, the decision is left to the discretion of the Member

States. Some Member States took the opportunity to provide the beneficiary of an exception or limitation with the

right to file a legal complaint before a state court or stipulate other enforcement measurements such as

administrative procedures.37 However, the scope of art 6(4) InfoSoc is limited to technological measures carried out

by rightholders. The use of filtering systems by an OCSSP is not encompassed by the provision.38 Therefore, one

cannot draw a conclusion from this on the general nature of user rights within the InfoSoc Directive. Nevertheless,

art 6(4) InfoSoc is exemplary of the new challenge brought by the technological development to the realm of

digital copyright.

2.3 | Enforceability of “user rights” within the jurisprudence of the CJEU

While the statutory law remains opaque, the CJEU felt compelled to indicate a link between the exceptions and

limitations of art 5 InfoSoc and a “right” of their beneficiaries in a series of decisions in the 2010s.39 The linchpin for

all considerations on user rights in the jurisprudence of the CJEU is the decision in UPC Telekabel40 from March

2014. The case revolves around an infringement procedure brought before the court by two film production

companies against the internet access provider UPC Telekabel Wien. In its decision, the CJEU stated that the

internet access provider cannot be forced, in fact is even forbidden, to adopt measures to prevent copyright

infringements or block access to respective websites based on an injunction pursuant to art 8(3) InfoSoc if these

measures impair the access to information of the users of the access provider.41 Not only that, the CJEU also

pointed out that to safeguard the fundamental rights of the EU, “national procedural rules must provide a possibility

for internet users to assert their rights before the court.”42 This necessitates the existence of a respective user right

in the first place, as otherwise the enforcement of such a right is not possible. Hence, to fulfill the requirement of

the CJEU, users must have rights that allow them to take legal action before a court based on an independent legal

claim. Reducing the user's right against this background to a merely secondary interest, that is, a defense in an

infringement proceeding, would contradict the CJEU's notion that user rights are not mere privileges but

enforceable rights equal to the rights of the rightholders. In the literature, the passage of UPC Telekabel was

therefore interpreted as constituting a locus standi of the user of copyrighted material in the online context.43

In the subsequent decision in Eugen Ulmer,44 the CJEU interpreted the exceptions and limitations of art 5

InfoSoc as containing ancillary rights of the user if these are necessary for an unimpeded exercise of fundamental

freedoms. The dispute arose between a German university and a publishing house. The publishing house took legal

action based on the argument that even though the university may be allowed to make available a reproduction of a
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textbook on the terminals of their library under s 52b UrhG, it is prohibited to digitize the book beforehand.45 The

wording of the provision does not include a right to digitization. Instead, it is solely aimed at the right of making

works and other subject–matter available to the public on dedicated terminals.46 The CJEU found that this

interpretation submitted by the claimant would render the exception under art 5(3)(n) InfoSoc largely ineffective.

For that reason, the Court acknowledged an ancillary right of the user, here the university, to digitize the works in

question.47 However, while the decision emphasizes the importance of users' ability to exercise exceptions and

limitations within the framework of the InfoSoc Directive, it remains unclear which procedural consequences follow

from a presumed ancillary right of the user. In the underlying proceeding, the ancillary right of the university served

as the usual defense against the assertion of infringement of the rightholder and was not asserted independently.

Two other decisions of the CJEU are mentioned frequently in the context of user rights: Funke Medien48 and

Spiegel Online.49 In both decisions, the Court points out that even though art 5 InfoSoc is titled “Exceptions and

limitations,” those exceptions and limitations “do themselves confer rights on the users of works or of other subject

matter.”50 Many have interpreted these passages as the departure of the CJEU from a narrow understanding of

exceptions and limitations as mere restrictions to the scope of copyright protection towards user rights.51 Yet the

Grand Chamber does not answer what consequences follow from such a conferral of rights on the user, that is,

whether exceptions and limitations are in fact enforceable.

The Funke Medien case deals with a legal action against the publication of military documents of the German

government on the internet portal of a newspaper.52 The case Spiegel Online concerns a publication of a manuscript

of a politician on the website of the press company Spiegel Online.53 Hence, both cases revolve around the typical

constellation of infringement proceedings in copyright. The cited passages are voiced in the context of the question

whether the publication of documents online still falls under an exception under German copyright by way of

interpreting the respective exception extensively.54 It is ambiguous whether the CJEU intended to grant the user an

enforceable right—at least, it did not comment on a procedural scope of conferred user rights. Instead, with these

passages, the Court could solely intend to emphasize the importance of the weighing of interests in copyright law

when fundamental rights are at issue.

3 | DIGITAL USER RIGHTS IN ARTICLE 17 CDSM DIRECTIVE

3.1 | Safeguards for users within article 17 CDSM directive

As outlined, the concept of user rights is not foreign to EU copyright law. Yet a statutory codification of the idea

that users must have ways to assert their own rights if the exercise of exceptions and limitations is impaired is

limited to technological measures taken by the rightholder pursuant to art 6(4) InfoSoc. The CJEU seems to

encourage a wider understanding of exceptions and limitations not only as a defense but also as an independent

right of the beneficiary. Nevertheless, enforceable user rights were not explicitly acknowledged, neither in EU law

nor in the national copyright law of any Member State.55

Art 17 CDSMD changes that for the EU. At its core, the Directive is aimed at reforming copyright law in light of

the digital developments of the past years and at closing gaps in the legal protection of copyright and the

remuneration practices in the online sector.56 At the same time, it cannot be denied that art 17 CDSMD is also

aimed at protecting the users of OCSSPs and maintaining unimpeded access to internet culture.57

This is a surprise, as the main focus of copyright law is usually on the protection of rightholders.58 The

protection of users, on the other hand, is usually not an objective of copyright provisions. However, the changes

and developments in the digital world pave the way for rightholders to prevent access and use of copyrighted

works via the means of technology.59 The Directive exacerbates this development by obliging OCSSPs to make

their best efforts in ensuring the unavailability of works and other subject matter for which the rightholders have

provided the service provider with the relevant and necessary information, art 17(4)(b) CDSMD.60 The obligation to
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block content only upon knowledge of the infringing content pursuant to art 14 ECD is no longer the standard for

the liability of online platforms in copyright matters.61 Instead, under art 17(4)(b) CDSMD, the OCSSP must act ex

ante to identify and block infringing content before it is uploaded to the platform.62 As the CJEU confirmed, the ex

ante blocking obligation, coupled with the large amount of constantly uploaded content on the platforms, requires

OCSSPs to use filtering technologies.63

In spite of this reinforcement of obligatory blocking measures—or rather because of it—several passages of art

17 CDSMD are directed at the protection of the user against an overarching performance of duty by the OCSSP.

According to art 17(2) CDSMD, authorizations obtained by the OCSSP also cover acts carried out by the user of the

OCSSP. The ideal situation under art 17 CDSMD would therefore be that the OCSSP is not even in the position to

block user content as the OCSSP and the rightholder agreed on contractual terms for the use. Well aware that not

all issues will be resolved so easily,64 the Directive further regulates certain protection measures in cases in which

the OCSSP is generally required to block content which matches with a reference fill. These protection measures

include the duty of Member States to implement mandatory exceptions and limitations into their national law,

namely quotation, criticism, review, caricature, parody, and pastiche.65 Pursuant to art 17(7) subpara 1 CDSMD, the

availability of user‐generated content falling within the scope of such an exception or limitation shall not be

impeded by the cooperation between the OCSSP and the rightholder. Furthermore, the duties of the Directive shall

not be understood as and applied in a way which leads to a general monitoring obligation, art 17(8) CDSMD.

Likewise, user protection is at the heart of art 17(9) CDSMD. The first part of art 17(9) CDSMD revolves around

the duty of the OCSSP to provide effective and expeditious complaint and redress mechanisms in cases in which

users consider their content to be unjustifiably blocked. Thereafter, art 17(9) subpara 2 sentence 2 CDSMD

provides for the possibility of out‐of‐court redress mechanisms, which enable an arbitral settlement of disputes. As

art 17(9) subpara 2 sentences 3 and 4 clarifies, those out‐of‐court complaint and redress mechanisms are additional

measures which accompany the possibility for the user to raise a claim before a state court. In response to the

annulment proceeding of the Republic of Poland, the CJEU attests that art 17 CDSMD contains sufficient safeguard

mechanisms for the user to comply with the fundamental rights of the CFR.66 The Grand Chamber specifically

points out the wording of art 17(7) subpara 1 and art 17(9) subpara 3 CDSMD, according to which the OCSSP is

under the obligation to avoid an impediment of lawful content uploaded by the user.67 The Court refers to its

jurisprudence, according to which the use of a filtering system that cannot distinguish between lawful and unlawful

content cannot be an obligation under a legislative act of the EU, as such an obligation would be incompatible with

the fundamental rights of the users under art 11 CFR.68 This may lead to cases in which the ex ante filtering

obligation of art 17(4)(b) CDSMD does not apply, and instead a notification of the rightholder is necessary before

user content can be blocked.69 Above all that, art 17(9) CDSMD provides several procedural safeguards which allow

the user to challenge unjustified blocking measures by the OCSSP.70

3.2 | How enforceable do user rights have to be?

The provisions of art 17 CDSMD are already novel with regard to the extent to which they put the user of OCSSPs

at the forefront of protection, almost as an equal to the rightholder. While the CJEU confirms the compatibility of

art 17 CDSMD with the CFR, it does not comment on the question of whether art 17 CDSMD finally adjudicates a

subjective right to the user.71 This is rather disappointing, as art 17 CDSMD itself hints in the direction of the

existence of such a right.

The dimension of user rights as granted under art 17 CDSMD is depicted in the wording of several paragraphs

within the provision.72 These are, in particular:

■ “The cooperation between online content‐sharing service providers and rightholders shall not result in the

prevention of the availability of works or other subject matter uploaded by users, which do not infringe
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copyright and related rights, including where such works or other subject matter are covered by an exception or

limitation.”73

■ “Member States shall ensure that users […] are able to rely on any of the following existing exceptions or

limitations when uploading and making available content […].”74

■ “[…] users [shall] have access to a court or another relevant judicial authority to assert the use of an exception or

limitation to copyright and related rights.”75

The regulation contains prohibitions and imperatives for both the OCSSPs as well as the Member States, aimed

at guaranteeing that users can make use of exceptions and limitations under all circumstances. Particularly in cases

in which lawful user‐generated content is blocked by a filtering system before the upload, the reliance on an

exception or limitation as a mere defense is not practical anymore. This is because the claim of the rightholder is

enforced automatically by the filtering system, irrespective of its merit and irrespective of a filed infringement

procedure. The only requirement is a reference file of the copyrighted work in the filtering system. Thus, to achieve

a balancing of interests in accordance with the principles of EU law, art 17 CDSMD must elevate the exceptions and

limitations of art 17(7) to subjective user rights.76 This objective is binding for Member States and OCSSPs alike.

Member States are obligated by law to take user rights into account when implementing art 17 CDSMD.77 OCSSPs

must ensure that they will not undermine these rights when fulfilling their obligation under art 17(4) CDSMD,

particularly in situations in which they resort to the use of filtering technologies.

As is indicated in the wording of art 17(9) subpara 1 CDSMD, the substantive scope of a user right must be

paired with a procedural component. With the reference to the possibility of the user to assert the use of an

exception or limitation before a court or other judicial authority, the Directive draws a noticeable parallel to the

considerations of the CJEU in UPC Telekabel. To make sure the provision is more than hollow words, users must be

equipped with enforceable rights, that is, a locus standi, allowing them to take legal action against unjustified

blocking.78 Otherwise, to put it in the words of Louisa Specht‐Riemenschneider and Franz Hofmann, the user is

metaphorically speaking missing the key to the courtroom.79 Thus, if users should be put in a position in which they

are able to rely on an exception or limitation, as art 17 CDSMD stipulates, enforceable user rights are imperative.

Yet while the substantive scope of user rights as acknowledged within art 17 CDSMD is determinable, the EU

legislator leaves a high range of discretion to Member States as to how to ensure the enforceability of those

rights.80

To fully comply with fundamental rights, art 17 CDSMD should be interpreted in such a way that both the

substantive as well as the procedural scope of user rights as indicated in art 17(7), (9) CDSMD are effectively

guaranteed. This includes a right of the user to demand the upload of content in cases in which the content has

been unjustifiably blocked by a filtering system.81 If the user has suffered damages as a result of the blocking, the

user may base their legal claim on these damages as well.82 Moreover, the recognition of user rights within art 17

CDSMD has an effect on the drafting of the terms of service of OCSSPs, and thereby on the contractual

relationship between the OCSSP and the user. The clauses of the terms of service must respect the provisions of art

17 CDSMD and thus also take user rights into account.83 According to art 17(9) subpara 4 CDSMD, OCSSPs are

even expressly obliged to inform their users in the terms and conditions about the exceptions and limitations to

copyright and related rights provided for in EU law.

Apart from that, it is questionable whether art 17 CDSMD also makes (enforceable) ex ante safeguards

mandatory. As the CJEU indicated in its decision in the annulment proceeding against art 17 CDMSD, a mere ex

post protection of the user, for example, through complaint and redress mechanisms and the possibility to take legal

action before a state court, is insufficient when balancing the interests of the rightholders with those of the users.84

Similar statements can be found in the guidelines of the EU Commission on the implementation of art 17 CDSMD

within the Member States and the opinion of AG Saugmandsgaard Øe in the annulment proceeding, both

suggesting that an ex ante blocking of content via filtering systems should be limited to manifestly infringing

uploads.85
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In the absence of such safeguard mechanisms, the onus to assert the legality of the content would be on the

user.86 This could cause negative effects on the right to freedom of expression online, as several studies have

shown that a cost–benefit analysis and a lack of knowledge deter many users from taking action if their content was

unjustifiably blocked.87 This is true for internal complaints procedures as well as court proceedings. Furthermore,

time may be of the essence when it comes to user‐generated content.88 For an effective protection of user rights, it

is therefore necessary that there are ex ante measures in place which counteract the tendencies of OCSSPs to

overblock. Otherwise, the duty of the OCSSP to avoid the unavailability of lawful user content would quickly prove

ineffective in cases in which the OCSSP does not face consequences for exceeding its blocking obligations.

However, art 17 CDSMD remains silent on the issue of which exact safeguards shall be implemented by

Member States to ensure such an ex ante user protection.89 Possible strategies could be to implement binding

standards for the design of filtering systems, to equip the user or a user organization respectively with a locus standi

in cases in which a filtering system does not work properly, irrespective of whether content of the user was already

blocked, and to provide an obligation of the state to monitor and sanction OCSSPs in cases of noncompliance.90

Whether and which of these possibilities meet the requirements of art 17 CDSMD for an effective user protection

is not answered by the Directive. This is considered to be one of the major weaknesses of art 17 CDSMD.91

4 | DIGITAL USER RIGHTS IN THE MEMBER STATES'
IMPLEMENTATIONS

4.1 | The responsibility of the member states

It follows from art 17 CDSMD that users must be able to enforce their right to use a copyrighted work within the

scope of exceptions and limitations both after a blocking has occurred and before. While an enforcement of users'

rights after a blocking measure can be realized through the complaints procedure or a legal action before a court, art

17(9) CDSMD, ex ante safeguards are not specified in the Directive. Hence, it is now the Member States'

responsibility to ensure ex post and ex ante protection of users within their national legislation. It is doubtful

whether the legislator of the EU has done a service to the Member States by defining specific results to be achieved

while simultaneously being silent on how to reach those results.

As the CJEU clarifies, the Member States are obligated to respect the fundamental rights of the CFR when

transposing art 17 CDSMD.92 As fundamental rights are at issue, Member States cannot absolve themselves from

their responsibility by leaving the decision on the requirements of filtering systems entirely to the discretion of the

OCSSPs.93 Thus, for the drafting of respective provisions, an orientation on the mere wording of the Directive does

not suffice. Instead, implementation acts have to balance the affected fundamental rights in accordance with the

principles of EU law.94 Plus, authorities and courts have to adhere to an interpretation of the implementation acts

that is in line with the fundamental rights as well.95 The limit is the leeway of OCSSPs, which must be able to choose

the specific measure depending on their individual means and capabilities. Otherwise, the implementation act

would run afoul of the freedom of OCSSPs to conduct a business, art 16 CFR.96

Even though the transposition period for the CDSMD expired on June 7, 2021,97 not all Member States have

implemented art 17 CDSMD. Besides that, the implementation acts of Member States which already implemented

art 17 CDSMD or, at the least, introduced first drafts vary significantly.98 Matthias Leistner describes the

implementation strategies of Member States as twofold:99 Most of the Member States follow a close orientation on

the wording of the Directive. While this appears to be favorable on the surface, as specified measures always run

the risk of being found incompatible with EU law, a verbatim adoption cannot provide legal certainty as to how

users' rights are to be protected in practice.100 Seemingly, some Member States may even still deem the possibility

of a complaints procedure to be sufficient under EU law.101 Germany and Austria, on the contrary, found more

distinct solutions to implement art 17 CDSMD.
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The recent enactment of the Digital Services Act (DSA) brought new impulses to the debate. Some hope that

the DSA will close the gaps left open by the CDSMD, for example, through transparency obligations and the

introduction of Digital Services Coordinators.102 Indeed, the focus of the DSA on enforcement complements art 17

CDSMD with an institutional framework.103 Nevertheless, there are many unanswered questions regarding the

DSA and its relation to the CDSMD.104 Other than that, the DSA unsurprisingly does not offer guidelines for the

Member States as to whether and what remedies the user has against the OCSSP in cases of blocking of lawful

user‐generated content and inadequate filtering systems.

4.2 | Perspectives on the German implementation

In the following, the example of Germany will be used to examine the potential of provisions aimed at a high level of

user protection. The German implementation act, that is, the Act on the Copyright Liability of Online Content

Sharing Service Providers (OCSSP Act),105 serves as an interesting example especially because there is no basis for

subjective user rights in German copyright law. It is therefore worth discussing whether the German

implementation still insists on old dogmas or, following the lead of art 17 CDSMD, adapts to the new requirements

of digital copyright.

4.2.1 | Ex post remedies of the user

According to the OCSSP Act, OCSSPs are obliged to perform either a qualified blocking, targeted at the prevention

of the upload of unauthorized content,106 or a simple blocking, targeted at the termination of the communication to

the public of works after a request by the rightholder.107 To implement the safeguards of art 17(7)–(9) CDSMD, the

OCSSP Act contains duties of the OCSSPs that are directed at the protection of the users both before a blocking

measure and afterwards. For the ex post protection, s 7(3) OCSSP Act requires the OCCSP to inform the user

immediately in cases in which the user's content is blocked. S 14 OCSSP Act provides the user with the right to

initiate a complaints procedure. However, these are measures that are already in place on most platforms

anyway.108

The duty of art 17(9) subpara 1, last sentence CDSMD is implemented in a merely superficial way. According to

s 13(4) OCSSP Act, the right to appeal remains unaffected. Unlike art 17(9) CDSMD, the provision does not mention

a right of the user which can be asserted before a state court. The user is not even an explicit addressee of s 13(4),

though also not excluded. Hence, it is unclear whether art 13(4) OCSSP Act is directed at the user at all.

Even though the reference to the possibility of court proceedings remains vague, scholars have discussed the

question whether the OCSSP Act contains any remedies for the user. A legal claim could be based on s 7(2) 1st

sentence OCSSP Act,109 according to which the qualified blocking of content may not result in the unavailability of

content uploaded by users if the use is authorized by law or does not infringe copyright. S 194(1) German Civil Code

defines a legal claim as the right to demand that another person does or refrains from an act, in the case of online

platforms e.g. the upload of content or respectively its blocking. However, s 7(2) 1st sentence OCSSP Act merely

stipulates a result to be achieved. It does not require a specific action of the OCSSP.

The same applies to the provision of s 9(1) OCSSP Act. The provision reads: “[…] uses presumably authorized by

law must be communicated to the public up until the conclusion of a complaints procedure.” Though the

communication to the public may be understood as an act which can be requested by the user, s 9(1) OCSSP Act is

only the gateway for the system of uses presumably authorized by law stipulated within Part 4 of the OCSSP Act.

A legal claim cannot be deduced from this provision.110

So far, users in Germany were limited to demand the put‐back of content after an unjustified blocking measure

based on the contractual relationship between the OCSSP and the user.111 In view of the fact that no written basis
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for such a claim exists, and instead the recognition of a contractual claim is subject to the discretion of the court on

a case‐by‐case basis, there remains a legal uncertainty for the user taking legal action, which intensifies the already

existing chilling effects.112 Nevertheless, it seems that the German legislator leans on this established practice and

because of this shies away from a clear statement on the enforceability of user rights.

4.2.2 | Ex ante remedies of the user

Apart from ex post protection, the German OCSSP Act introduces a balanced system that protects the user from

unjustified blocking provided that the user‐generated content is presumed to be lawful. According to s 9(1) OCCSP

Act, uses presumably authorized by law must be communicated to the public up until the conclusion of a complaints

procedure. As s 7(2) 2nd sentence OCSSP Act clarifies, the system of uses presumably authorized by law applies in

cases in which the OCSSP uses automated procedures to fulfill its duty of qualified blocking pursuant to s 7(1). Uses

may only be presumed to be authorized if they contain less than half of a work or several works by third parties,

combine the part or parts of a work with other content, and use the work of third parties only to a minor extent or

are flagged as legally authorized, s 9(2) OCSSP Act.113 The possibility for users to flag their content as lawful deems

the German OCSSP Act to be a particularly innovative solution for the transposition of art 17 CDSMD.114

In terms of a legal classification, the provisions for uses presumably authorized by law are requirements for the

design of a filtering system. Hence, they are procedural rules aimed at protecting the user from unjustified blocking

before the blocking has occurred. Contrary to the regulation of art 17(4) CDSMD, s 9 OCSSP Act shifts the burden

to take action to the rightholder.115 The provision thus contains an ex ante protection for the user, which

effectively protects the user's interest by changing the technical prerequisites for filtering systems.

The question remains if the OCSSP Act provides any remedies if the OCSSP refrains from setting up its filtering

system accordingly, enabling the system to identify minor uses and allow the flagging of content as a counteraction

to the qualified blocking. Without such remedies, there might not be enough incentives for OCSSPs to adapt the

filtering systems, as they must not fear any legal and monetary consequences in case of noncompliance.

First, the OCSSP Act does not contain any provisions establishing an oversight practice for filtering systems

coordinated by state authorities or other unbiased entities, entailing the possibility for sanctions.116 This is not

surprising, considering that art 17 CDSMD does not contain such a requirement either.

Second, regarding a remedy of the user, the wording of s 11(1) OCSSP Act is interestingly more telling than the

wording of s 7(2) and s 9(1) OCSSP Act. S 11(1) OCSSP Act stipulates that the service provider is obliged not only to

inform the user about the blocking request and the possibility of legal permission pursuant to s 5 OCCSP Act, but

also to enable the user to flag the use as legally permitted. If a provision obliges a party to a certain action or

omission, the beneficiary of the provision usually has a claim based on which the beneficiary can seek legal

protection.117

Unfortunately, the German legislator refrained from a clear statement regarding a potential claim arising out of

s 11 OCSSP Act. The preferable incentives and the wording of s 11 as well as the obligation of OCSSPs to organize

their platforms in compliance with the interests of users protected by fundamental rights argue in favor of a

claim.118 Users of a platform are already restricted in their rights when the upload of lawful content is only possible

if the filtering system does not notice a match with a reference file. Under these circumstances, users would be

regularly forced to prepare for a blocking and file a complaint if they wish to upload content. As AG Szpunar in his

opinion on the Glawischnig‐Piesczek case119 states, users must be able to “challenge, before a court, the

implementing measure adopted by a host provider” that affects them.120

An argument against a remedy of the user is that s 11 OCSSP Act is based on a presumption of lawfulness. At

the stage of automated filtering and until the conclusion of the complaints procedure, the lawfulness of the content

is merely presumed, because either the content is flagged as lawful or the threshold of s 10 OCSSP Act is not met.

The actual lawfulness of the content is only relevant on a secondary level. This does not render the right to upload
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lawful content less worthy of protection but the right to interact with a filtering system that complies with the

requirements of ss 9–11 OCSSP Act.121

Additionally, the practical relevance of a remedy directed at the adaptation of the filtering system to take uses

presumably authorized by law into account is doubtful. Users will not have enough insight into the filtering system

to notice systematic errors in the functioning of the system, and it is more likely that they base a legal action—if any

is taken at all—on the upload of specific content. Aware of these chilling effects on the side of the individual user, s

18(6) OCSSP Act explicitly stipulates the possibility for registered users' associations to claim injunctive relief

against the service provider. The remedy is limited to situations in which OCSSPs repeatedly and wrongly block

authorized uses.

In the end, the German OCSSP Act marks a good beginning, as it emphasizes the importance of user interests

and provides ex post as well as ex ante protection mechanisms.122 Yet it does not take a stance on the

enforceability of user rights by establishing respective remedies for the user, neither after the blocking of content

nor before. In addition, the OCSSP Act does not contain any public law sanctions such as state oversight or the

possibility for administrative fines against the OCSSP. In consequence, the current regulatory framework creates a

risk that the provisions directed at a user‐friendly design of a filtering system run at idle because they are not

accompanied by sufficient enforcement mechanisms.

5 | CONCLUSION

Digital user rights, encompassing an enforceable legal position of the users of OCSSPs, have found their way into

EU law. With art 17(9) subpara 1, last sentence CDSMD, the Copyright Directive codifies what the CJEU already

deemed necessary in UPC Telekabel, namely the possibility for the user to assert the use of an exception or

limitation before a court or another judicial authority. However, clear guidance on how to implement such a right

into national law is missing.

Member States are now faced with the difficult task of transposing a stricter liability standard into their legal

system while simultaneously finding a balanced regulation which does not hinder lawful behavior on online

platforms. AG Saugmandsgaard Øe as well as the Commission provide at least some guidelines towards an effective

user protection, albeit the CJEU has neither confirmed nor denied whether the suggested measures comply with

the Directive and the principles of EU law. This poses a problem for Member States, for whom the concept of

enforceable user rights, that is, the right to assert exceptions and limitations irrespective of an ongoing infringement

proceeding, is novel.

The example of Germany shows that Member States are struggling with the contrariety of their own

established copyright dogma and a new need for enforceable user safeguards. The German OCSSP Act ensures a

high form of user protection through the introduction of uses presumably authorized by law, whose prerequisites

are translatable into computer language. In addition, the user has the possibility to start a complaints procedure in

cases in which the use does not classify as presumably authorized by law. Thus, users are equipped with rights

under the OCSSP Act that shall ensure an unimpeded upload of their content. Nevertheless, the OCSSP Act lacks a

provision directed at its own enforceability. As of now, the effectiveness of the OCSSP Act ultimately depends on

the willingness of the platforms to comply with the rules.

It will take first decisions by the courts to assess whether enforceable user rights have found their way into

German law (or any other Member State law), or whether digital user rights continue to be a mere idea of EU

legislation. However, changed conditions in copyright make it necessary for Member States to recognize users not

as mere passive entities but legal subjects worthy of protection. The responsibility for the compliance with

regulations directed at the protection of the user cannot be transferred to the OCSSPs; instead, Member States

must proactively ensure that user safeguards are implemented in practice. Otherwise, there is a real risk of

divergence between legal standards and platform reality.
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