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Examining the fraud diamond theory through
ethical culture variables: A study of regional
development banks in Indonesia

Dwi Ratmono®* and Frendy?

Abstract: Previous literature which examined relationship between fraud risk fac-
tors and occupational frauds occurrence is limited to the setting of a single devel-
oped country. This study aims to bridge this gap by examining the moderating role
of ethical culture in affecting the relationship between fraud risks and occupational
fraud using the sample of regional development banks (RDB) in one of the major
developing countries, Indonesia. Our study employs Indonesian RDBs due to their
economic significance and their exposure to a higher risk of occupational fraud.
Primary data was collected using a survey method involving 355 employees from
the 15 largest RDBs in Indonesia. The collected data was analyzed using the Partial
Least Square-Structural Equation Modelling (PLS-SEM). We find that occupational
fraud in RDBs is associated with opportunity and pressure. A strong ethical culture
can weaken the positive relationship between these two fraud risks and occupa-
tional fraud. The findings of our paper imply that organizations that face

a significant risk of fraud, such as RDBs, should invest in strengthening the organi-
zations’ ethical culture as it could mitigate two out of four fraud risk factors. This
study contributes towards development of the fraud diamond theory by examining
the effect of ethical culture in mitigating fraud risk in the banking industry which is
growing rapidly in a developing economy. This study focuses on a context that has
still only been analyzed by previous research to a limited degree, namely RDBs
which are known as the “second sector” of the banking industry in Indonesia.

Subjects: Banking; Accounting; Business Ethics

Keywords: regional development bank; fraud risks; ethical culture; moderating role

1. Introduction

Fraud remains one of the main challenges for businesses around the world. PricewaterhouseCoopers
(PwC) conducted a survey titled the Global Economic Crime and Fraud Survey in 2020 and found that
47% of the 5,000 respondents had experienced fraud within the previous 24 months
(PricewaterhouseCoopers (PWC), 2020). This figure represented the second-highest figure in the
incidence of fraud in the last 20 years and the financial services industry, including banking,
represented one of the sectors that were significantly affected by fraud. Likewise, a survey by the
Association of Certified Examiners (ACFE) laid out in the Report to Nations 2020: Global Study on
Occupational Fraud and Abuse, showed that banking and financial services are the biggest victims of
occupational fraud, with 386 cases or 15.41% of the total fraud cases (ACFE, 2020). Indonesia is one

© 2022 The Author(s). This open access article is distributed under a Creative Commons
Attribution (CC-BY) 4.0 license.
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of the countries that experienced a significant number of fraud cases which ranked among the
highest in the Asia-Pacific region according to the ACFE survey.

The impact of fraud on the banking industry is greater than it is on other industrial sectors due to
the financial nature of the industry (Suh et al., 2019; Suh & Shim, 2020). Banking institutions are
more vulnerable to the risk of fraud because banks have large amounts of financial assets and it is
the main motivation of fraud perpetrators to obtain financial benefits. Thus, employees working in
banking institutions are more exposed to fraud risk factors that could lead them to commit fraud.
White-collar crimes in the banking sector undermine public confidence in the financial sector and
pose systemic risks to the national economy (Suh et al., 2018; Valukas, 2010). Fraud in the banking
industry harms all bank stakeholders, not only the banks themselves (Kazemian et al.,, 2019;
Mangala & Soni, 2022). Regional development banks (RDBs) represent a sizeable part of the
Indonesian banking system as they own 8.60% of the total assets of all Indonesian commercial
banks (Financial Services Authority, 2021). Our study employs Indonesian RDBs due to their
economic significance and their exposure to a higher risk of fraud due to weaknesses in govern-
ance and internal control (Akyuwen et al., 2019).

The adverse impact of fraud on the banking sector has led researchers to investigate what
factors drive perpetrators to commit fraud and how to mitigate them (Said et al., 2017; Kazemian
et al,, 2019; Asmah et al.; 2019; Younus, 2021; Suh et al., 2018; Suh & Shim, 2020; Suh et al., 2019;
Hidajat, 2020; Avortri & Agbanyo, 2021; Repousis et al., 2019; Mangala & Soni, 2022; Aladwan,
2022; Murthy & Gopalkrishnan, 2022a; Chen et al., 2022). These previous studies have generally
focused on the causes (fraud risk factors) in the banking sector based on the fraud triangle theory
(FTT) and fraud diamond theory (FDT). However, these findings are inconclusive. Avortri and
Agbanyo (2021) and Kazemian et al. (2019) found that pressure had a positive effect on the
occurrence of fraud but Said et al. (2017) found that pressure had no significant effect on fraud
while Sunardi and Amin (2018) provided empirical evidence that pressure mitigates fraud.

The influence of fraud risks that exist at the individual level on occupational fraud may vary
depending on the ethical culture of the organization where the employee works. Prior literature
found that ethical culture could represent a moderating variable because it weakened the influ-
ence of fraud risk factors on occupational fraud (Albrecht et al., 2015; Dorminey et al., 2012;
Ocansey & Ganu, 2017; Suh & Shim, 2020). Ethical culture could assist in the prevention of fraud
because individuals in organizations do not exist in a vacuum. An individual’s behavior, including
the tendency to commit fraud, is influenced by the organizational context in which they work
(Maulidi, 2022; Ocansey & Ganu, 2017; Suh & Shim, 2020).

This study focuses on occupational fraud because fraud caused by insiders has a greater impact
in terms of financial losses than fraud caused by external actors (PricewaterhouseCoopers (PWC),
2020; Agyemang et al., 2022). Previous fraud studies examined determinants of occupational
fraud using the fraud triangle or the fraud diamond theory (Cressey, 1953; Said et al., 2017,
Kazemian et al,, 2019; Asmah et al.,; 2019; Hidajat, 2020; Avortri & Agbanyo, 2021). Since prior
empirical research showed the inconsistent relationship between the independent and dependent
variables, the relationship could be explained by a third variable called the moderator variable
(Hair et al., 2017). This study seeks to modify the scope of the FTT and FDT theory by not only
examining the effect of fraud risk factors on occupational fraud, but also analyzing the moderating
role of ethical culture on the relationship between these variables.

Although prior research has concluded that ethical culture can weaken the influence of fraud
risk factors on the occurrence of fraud (Suh & Shim, 2020; Suh et al., 2018), the generalization of
those findings is limited to countries that share cultural or regulatory environment similarities with
South Korea. Cultural factors have been shown to affects values more strongly compared to
national differences (Tan & Chow, 2009). Therefore, this study contributes to prior literature by
employing the setting of a banking industry in a developing economy to examine whether ethical
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culture could moderate the relationship between fraud risk factors and the occurrence of occupa-
tional fraud.

2. Literature review and hypothesis development

2.1. Banking industry in Indonesia

The banking industry in Indonesia has a unique structure due to regulations. Per the provisions of
Law No. 10 of 1998 on banking, there are two types of banks in Indonesia, namely commercial
banks and rural banks. Furthermore, commercial banks can be classified into two categories,
namely national commercial banks and regional development banks (RBDs). RDBs can be categor-
ized as the “second banking sector” because of limitations in the capital, risk management,
governance, compliance, and information technology compared to national commercial banks
(Akyuwen et al., 2019; Karamoy & Tulung, 2020; Syaputra & Abidin, 2022).

Compared to Indonesian national commercial banks, RDBs have special characteristics regard-
ing ownership and objectives (Akyuwen et al., 2019; Karamoy & Tulung, 2020). As for ownership, an
RDB’s shares are not owned by the central government or the private sector. Almost all of the
RDB’s shares are owned by local governments including the provincial, district, and municipal
governments. The objectives of RDBs are not entirely directed at achieving profitability or increas-
ing shareholder value; instead, they aim to support regional development. In this matter, RDBs
must contribute to solving various regional development problems, such as unemployment, pov-
erty, and social inequality. The Indonesian government has mandated that RDBs are expected to
become regional champions in their respective regions in the context of banking operations (Akbar
et al,, 2019).

RDBs in Indonesia have strengths that they derive from their local presence (Akyuwen et al,,
2019). RDBs are widely known by the local community. Thus, they become the choice for regional
civil servants to work and they act as a financial institution that manages local government
budgets. RDBs also have a specific captive market, namely civil servants who work in local
governments. However, RDBs’ efforts to grow faced various internal challenges, such as weak-
nesses in the quality of human resources, products, service development, information technology,
management information systems, and bureaucratic work culture. In addition, the quality of
governance, risk management, and compliance with regulations are lower compared to commer-
cial banks (Akbar et al., 2019; Akyuwen et al., 2019). Supriyono and Herdhayinta (2019) concluded
that the competitiveness level of RDBs is lower than that of commercial banks. Furthermore, Akbar
et al. (2019) and Syaputra and Abidin (2022) provided empirical evidence showing that, on
average, RDBs in Indonesia have not been consistently efficient in carrying out their operational
activities.

In addition to those internal challenges, managers of RDBs often face obstacles in the form of
intervention from local politicians (Akyuwen et al., 2019). The turnover of the board of commis-
sioners and directors of RDBs is relatively faster compared to other banks because of the short-
term interests of the heads of local governments. Another example is that RDBs are mandated to
provide large loans to customers who may not fully comply with the banks’ credit policies.
Consequently, the internal challenges and intervention of local politicians could potentially lead
to a greater propensity of fraud in RDBs compared to national commercial banks (Suh & Shim,
2020).

2.2. Fraud risks in the banking industry

This study focuses on occupational fraud which is often referred to as “internal” or “employee
fraud” (Holtfreter, 2005a, 2005b,; Suh et al., 2018). Occupational fraud is defined as “the use of
one’s job to increase personal wealth through the intentional misuse or abuse of the resources or
assets of the organization where one works” (ACFE, 2020; ACFE Chapter Indonesia, 2020).
Therefore, occupational fraud is fraud against organizations that can be carried out by all
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individuals who are members of the organization, whether they are ordinary employees or direc-
tors. Occupational fraud falls into three categories: (1) asset misappropriation, which includes the
theft or misappropriation of organizational assets; (2) corruption, where a person uses their
influence in a business transaction to obtain an unauthorized advantage contrary to their duty
to their employer; (3) financial statement fraud, where the reported financial statements are made
to look better than they are (ACFE, 2020; Albrecht et al., 2015; Suh et al., 2018; Xiao et al., 2022).

The 2019 Indonesia Fraud Survey report showed that the banking industry had the highest risk
of fraud exposure in the country (ACFE Chapter Indonesia, 2020). This statistic indicated
a significant increase in the number of fraud cases in the banking industry because, in the 2016
Fraud Survey, banking was ranked second (after government institutions) in terms of fraud
exposure of the total fraud cases (ACFE Chapter Indonesia, 2020). About two decades earlier,
banking industry fraud in Indonesia in 1997-1998 contributed to a large amount of government
debt due to the misappropriation of Bank Indonesia Liquidity Assistance (BLBI). Since the economic
crisis in 1998, the frequency of fraud in Indonesian banks has continued to rise (ACFE Chapter
Indonesia, 2020).

However, there is very little empirical literature that employed RDBs to test the theories of fraud
and efforts to mitigate it. Suh and Shim (2020) argued that there is a need for improvement in
ethical culture, whistleblowing policy, and overall anti-fraud strategies for RDBs. Hidajat (2020)
investigated the causes of fraud in Indonesian rural banks using secondary data analysis.
Compared to Hidajat’s study, our study focuses on RDBs which have much larger total assets
than rural banks. Based on the Banking Industry Profile Report—Quarter III 2021, the total assets of
all RDBs are IDR 801,390 billion, or 8.60% of the total assets of all commercial banks in Indonesia
(Financial Services Authority, 2021). Meanwhile, the total assets of the rural banks amounted to
IDR 162,374 billion as of 30 September 2021, which is significantly smaller than RDBs.

RDBs are exposed to a high risk of fraud due to weaknesses in governance and internal control
(Akyuwen et al., 2019). From 2019 to 2021, several occupational fraud incidents occurred in
Indonesia RDBs which were handled by law enforcement officials and made public in the mass
media. “Bank A” (the RDB with the largest assets in Indonesia) experienced fraud due to fictitious
credit disbursed by its branch head causing a loss of IDR 8.7 billion (Ridho, 2021). Fictitious credit
was also the scheme employed in another case of fraud that occurred at “Bank B” (RDB with
the second-largest assets in Indonesia) causing a loss of IDR 195 billion (Dirhantoro, 2022).
Lending fraud also occurred in “Bank C” (the RDB with the third-largest total assets in Indonesia)
which led to a total loss of IDR 597.7 billion (Rahmawaty, 2021).

Thus, a review of prior literature shows that there is a high risk of fraud in RDBs in Indonesia.
However, to the best of the authors’ knowledge, there are not many studies that address the
causes of fraud and consider the effect of ethical culture in mitigating fraud in RDBs. In the context
of the country’s banking supervision, the Financial Services Authority has issued a fraud regulation,
namely POJK No. 39 of 2019 on the Implementation of Anti-Fraud Strategies for Commercial
Banks. Following these provisions, the anti-fraud culture program for bank employees is one of
the important pillars promoted in the anti-fraud strategy. However, research on the effectiveness
of anti-fraud culture in Indonesia has not appeared in the literature.

2.3. Ethical culture

Several factors influence a company’s fraud risk: (1) the nature of its business; (2) the environment
in which the company operates; (3) the effectiveness of its control; and (4) the company’s ethics
and values. Ethical culture is defined as “a subset of organizational culture, representing
a multidimensional interplay among various formal and informal systems of behavioral control
that are capable of promoting ethical behavior” (Trevino et al., 1998, p. 451). Schwartz (2013)
argues that three essential elements must be present if illegal or unethical activities are to be
minimized through the maintenance of an ethical corporate culture. The three elements include:
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Figure 1. Research model.

(1) the existence of core ethical values; (2) ethics training; (3) ethical leadership which sets the
appropriate tone at the top as reflected by the board of directors and senior managers. Ethical
culture is an important element in anti-fraud strategies compared to monitoring control (Suh &
Shim, 2020; Suh et al., 2018).

2.4. Hypotheses development

This study investigates the relationship between fraud risk factors (opportunity, pressure, rationa-
lization, and capability) and occupational fraud. In addition, this study examines the moderating
role of ethical culture in the relationship between the four elements of fraud risk factors and
occupational fraud (Figure 1).

2.4.1. The relationship between opportunity and occupational fraud

A bank employee looks for opportunities to commit fraud to eliminate personal financial or non-
financial pressure (Mangala & Soni, 2022). It is not sufficient for bank employee(s) to commit fraud
just because of pressure; opportunities due to weaknesses in the internal control system should
exist as well for fraud to occur. According to the Fraud Triangle Theory (FTT), the opportunity is
defined as the opening of a door for a member of the organization to commit fraud (Cressey,
1953). Opportunities can arise from the conditions at a banking company that makes it possible for
employees to commit fraud. Opportunities occur because of the weakness of an organization’s
internal control system that allows perpetrators to commit fraud without being detected. Some of
the weaknesses of the internal control system in banking include unclear segregation of duties and
responsibilities, weak supervision from superiors, inadequate standard operating procedures,
transactions that are not recorded promptly, unsafe cash boxes, and inadequate restrictions on
access to savings books (Avortri & Agbanyo, 2021; Kazemian et al., 2019; Mangala & Soni, 2022;
Suh et al, 2019).

Several studies on fraud in banking institutions (Abdullahi & Mansor, 2018; Akomea-Frimpong
et al,, 2016; Asmah et al., 2019; Avortri & Agbanyo, 2021; Bonsu et al., 2018; Hidajat, 2020; Hollow,
2014; Ilter, 2009, 2014; Jaswadi et al,, 2022; Kassem, 2022; Kazemian et al,, 2019; Murthy &
Gopalkrishnan, 2022b; Rizwan & Chughtai, 2022; Said et al,, 2017; Suh et al,, 2019) concluded
that the number of opportunities due to internal control weaknesses increases the occurrence of
fraudulent practices. Based on the literature review, the following alternative hypothesis can be
formulated:

H1. There is a positive relationship between opportunity and occupational fraud at regional
development banks in Indonesia.

Opportunity
Pressure
Rationalization 77‘\ Occupational
Fraud
Capabilit; Dependent
apability '
Ethical Culture Variable
Independent
Variables Moderating Variable
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2.4.2. The relationship between pressure and occupational fraud

Pressure can be described as financial and non-financial burdens on individual members of the
organization that can come from environmental, social, financial, and political sources (Mangala &
Soni, 2022). Financial pressure can come from living beyond one’s means that encourage an
immoral employee to commit occupational fraud (Asmah et al., 2019; Avortri & Agbanyo, 2021;
Hidajat, 2020; Ilter, 2009; Kazemian et al,, 2019; Sanusi et al,, 2015; Suh & Shim, 2020). In the
context of financial fraud, the pressure that comes from within the individual himself to support
a lifestyle is the main determinant of occupational fraud (ACFE, 2020). Meanwhile, financial
pressure from the organization is the pressure to meet the company’s profit targets.

The type of financial pressure varies depending on the role and position of the fraud
perpetrator (Kazemian et al., 2019). Personal pressure is the main motivating factor for low-level
employees, while middle and upper-level employees are more motivated by external or work-
related pressures (ACFE, 2020; Mangala & Soni, 2022). Hidajat (2020) found that non-financial
pressure was the main factor for shareholders, commissioners, and directors to commit fraud in
Indonesian rural banks. Meanwhile, employees at the middle and lower levels commit fraud
mainly due to financial pressure, namely inadequate remuneration. Studies found strong evidence
that pressure affects the tendency of bank employees to commit fraud (Asmah et al., 2019; Avortri
& Agbanyo, 2021; Bonsu et al., 2018; Hidajat, 2020; Hollow, 2014; Kazemian et al, 2019).
Therefore, a second alternative hypothesis is developed as follows:

H2. There is a positive relationship between pressure and occupational fraud at regional develop-
ment banks in Indonesia.

2.4.3. The relationship between rationalization and occupational fraud

According to the FTT, the third element that drives fraud is rationalization. Kazemian et al. (2019)
and Asmah et al. (2019) argued that a rationalization is an act that fraud perpetrators use to
justify their fraudulent actions as being normal and morally acceptable and to defend themselves
by saying they have no other choice. Examples of rationalization in banking fraud include employ-
ees who commit fraud with the justification that they only borrow money from the bank. Several
other fraud perpetrators have justified their fraudulent actions as being a consequence of their
salaries being too low (Kazemian et al.,, 2019)

Previous empirical studies found evidence showing that rationalization is positively asso-
ciated with the occurrence of banking occupational fraud (Ilter, 2009; Sanusi et al, 2015;
Kazemian et al., 2019; Avortri and Agbanyo, 2021). Based on the FTT and prior empirical literature,
the following third alternative hypothesis is formulated:

H3. There is a positive relationship between rationalization and occupational fraud at regional
development banks in Indonesia.

2.4.4. The relationship between capability and occupational fraud

Wolfe and Hermanson (2004) believed that FTT does not sufficiently explain the nature of occupa-
tional fraud and therefore is not sufficient to prevent and detect the cases of fraud. Therefore, they
included a new element called capability which refers to the position of a person in the organiza-
tion that provides them with the ability to exploit an opportunity to engage in fraud. Kazemian
et al. (2019) argued that perpetrators of fraud are intelligent individuals who can understand and
exploit internal control weaknesses and take advantage of their positions to gain benefits by
committing fraud. Wolfe and Hermanson (2004) also stated that the availability of “open doors”
as opportunities is not enough; instead, perpetrators of fraud must have sufficient capabilities to
take advantage of the situation.
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Capability is the main motivating factor that gives employees with certain attributes the
impetus to turn opportunities to commit fraud into reality (Avortri & Agbanyo, 2021). Capability
plays a major role in the occurrence of fraud because, when it involves large amounts of money;, it
cannot be carried out without the right people with sufficient capabilities (Kazemian et al., 2019).
Capability can even encourage others to work together to commit fraud. Empirical evidence from
previous studies showed that capability is positively related to fraud in the banking industry
(Avortri & Agbanyo, 2021; Kazemian et al., 2019). Therefore, the following alternative fourth
hypothesis is written as follows:

H4. There is a positive relationship between capability and occupational fraud at regional devel-
opment banks in Indonesia.

2.4.5. Moderation of ethical culture in the relationship between fraud risks and occupational
fraud

Ethical culture is proposed as one of the recommended methods to reduce the influence of
pressure, opportunity, rationalization, and capability on fraud (Murphy & Free, 2016; R; Ocansey
& Gau, 2017; Suh et al., 2018; Suh & Shim, 2020, 2020). Rationalization and pressure that are felt
by the individual are difficult to observe because both occur in the subjective human mind.
Furthermore, only the perpetrators of fraud who experience the alignment of the fraud risk factors
will commit fraud, while normal employees do not often face the factors at the same time. As
a result, this makes empirical studies of risk fraud factors complicated (Schuchter & Levi, 2016).
However, if the unit of analysis is converted to the organizational level, ethical culture can be
a factor that negatively weakens the influence of fraud risk factors on the tendency to commit
fraud (Dorminey et al., 2012; Murphy & Free, 2016; Suh & Shim, 2020; Suh et al., 2018). Suh and
Shim’s (2020) research showed that a more proactive and intensive managerial effort in creating
an ethical culture can be perceived by employees as a more effective anti-fraud strategy.

Several studies in the literature emphasize the importance of developing an ethical culture as
part of an organization’s anti-fraud strategy (Button & Brooks, 2009: Cheng & Ma, 2009; Han (Andy)
Kim et al, 2022; Ocansey & Ganu, 2017; Omar et al., 2015; Sihombing et al.,, 2022; Siregar &
Tenoyo, 2015; Suh & Shim, 2020; Suh et al, 2018). Suh and Shim (2020) stated that there is
a possibility that ethical values moderate the relationship between fraud risk factors. It is generally
expected that employees with strong ethical values and integrity will not easily rationalize unethi-
cal behavior (Albrech et al,, 1984; Albrecht et al., 2015; Dorminey et al., 2012; Ocansey & Ganu,
2017; Suh & Shim, 2020). Culture comprises the beliefs of members of an organization regarding
how the organization should operate and behave. Thus, ethical culture is aimed more at influen-
cing the behavior of members of the organization. Individuals as members of the organization are
influenced by various factors at the organizational level. In this context, organizational culture can
reduce fraud risk factors for occupational fraud (Ocansey & Ganu, 2017; Sahla & Ardianto, 2022).
Suh et al. (2018) showed that organizational investment in ethical culture is more effective than
monitoring control in preventing occupational fraud. Said et al. (2017) argued that strong ethical
values are crucial elements for mitigating occupational fraud in the banking industry in Malaysia.
Therefore, the following fifth alternative hypotheses of ethical culture in moderating the relation-
ship between individual fraud risk factors elements and occupational fraud are written as follows:

H5a. Ethical culture weakens the positive relationship between opportunity and occupational fraud
at regional development banks in Indonesia.

H5b. Ethical culture weakens the positive relationship between pressure and occupational fraud at
regional development banks in Indonesia.
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H5c. Ethical culture weakens the positive relationship between rationalization and occupational
fraud at regional development banks in Indonesia.

H5d. Ethical culture weakens the positive relationship between capability and occupational fraud
at regional development banks in Indonesia.

3. Methods

3.1. Sample selection

This study employs a sample of employees working in regional development banks (RDBs) in
Indonesia. Compared to national commercial banks, the governance, quality of human resources,
risk management, compliance, internal control, and information technology of RDBs are generally
weaker than national commercial banks (Akyuwen et al., 2019; Karamoy & Tulung, 2020; Syaputra
& Abidin, 2022). Due to those characteristics, RDBs are considered to be more susceptible to fraud
risk factors compared to other commercial banks. According to the Financial Services Authority in
Indonesia, there were 26 RDBs as of 31 December 2020.

This study purposively selected employees from the the fundraising, lending, treasury, and
accounting departments at the head office of the 15 biggest RDBs in Indonesia. The total assets
of these 15 banks represent an 85.39% of the total assets of all RDBs in Indonesia. Studies by ACFE
(2020) and Avortri and Agbanyo (2021) found that employees from these departments have the
highest incidence of occupational fraud. The data was obtained using a questionnaire survey which
is widely used in banking fraud research (Kazemian et al., 2019; Avortri and Agbanyo, 2020; Suh
et al,, 2018; Suh & Shim, 2020). To ensure that all respondents were working in the fundraising,
lending, treasury, or accounting department; this study administered the questionnaires for the
respondents with assistance from the Planning and Research Division of each bank. Of the 600
questionnaires distributed, there were 355 usable responses resulting in a response rate of
59.16%. Table 1 presents the demographics of the respondents. The list of questions used in the
questionnaire is presented in Appendix.

3.2. Variables measurement

All variables in this study were measured using a five-point Likert scale (ranging from 1 equal
strongly disagree to 5 equals strongly agree). The occupational fraud variable is measured by 6
indicators adopted from the research of Kazemian et al. (2019), Said et al. (2017), Suh et al. (2018),
and Suh and Shim (2020). The opportunity, pressure, rationalization, and capability variables were
measured using 7, 8, 8, and 2 indicators, respectively, by adopting the research of Kazemian et al.
(2019), Avortri and Agbanyo (2021), and Said et al. (2017), and Wells (2001). The measurement of
ethical culture uses 6 indicators adopted from Suh et al. (2018), Suh and Shim (2020), and Denison
and Neale (1999).

3.3. Data analysis

The data is analyzed using the Partial Least Square Structural Equation Model (PLS-SEM). PLS-SEM
is used to examine the relationship between unobserved or latent variables in a relatively complex
research model with exogenous/independent, moderating, and endogenous/dependent variables
(Hair et al., 2017, 2019; Kock, 2020; Nitzl, 2016). By using PLS, the results of simultaneous
hypotheses testing can be obtained by minimizing measurement and structural errors (Hair
et al, 2019; Nitzl, 2016). PLS-SEM analysis was performed following the recommendations of
Hair et al. (2017) in two stages: (1) evaluation of the measurement model (outer model that
explains the relationship between latent variables and their indicators; and (2) evaluation of the
structural model or inner model that explains the relationship between latent variables/constructs.

3.4. Evaluation of measurement and structural models
The first stage in the PLS-SEM analysis evaluates the measurement model to ensure that the

reliability and construct validity criteria are met (Hair et al, 2017; Kock, 2020). The results in
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Table 1. Demographic profile of respondents

Variable Category Frequency Percentage
Gender Males 169 48%
Females 186 52%
Age 15-20years 10 3%
21-30 84 24%
31-40 166 47%
41-50 T4 21%
51-56 21 6%
Educational Background | Senior high school/ 12 3%
equivalent 6 2%
Diploma 280 79%
Bachelors 57 16%
Masters/ Doctorate 0 0%
Division Fundraising 199 56%
Credit disbursement 119 34%
Accounting 34 10%
Treasury 3 1%
Years of Employment 1-5 years 104 29%
6-15 159 45%
16-30 89 25%
31-35 3 1%

Table 2. Results of reliability and convergent validity tests

Variables Number of Composite Cronbach Loading AVE
Indicators Reliability Alpha range
Opportunity 8 0.912 0.889 0.791-0.816 0.566
Pressure 7 0.896 0.864 0.756-0.791 0.553
Capability 2 0.832 0.705 0.805-0.844 0.712
Rationalization 8 0.940 0.927 0.719-0.900 0.664
Ethical Culture 6 0.923 0.899 0.773-0.836 0.666
Fraud 6 0.888 0.849 0.727-0.778 0.570

Table 2 show that the composite reliability values and Cronbach’s alpha are within the acceptable
range of the construct reliability standard, which is more than 0.70 (Hair et al., 2017; Kock, 2020). The
convergent validity standard for all individual items is within the acceptable loading factor criteria,
which are more than 0.70 and are statistically significant (p-values <0.01). Likewise, the Average
Variance Extracted (AVE) values are more than 0.50, indicating acceptable convergent validity.

Evaluation of discriminant validity was carried out by comparing the square root of AVE with
correlations between the constructs (Hair et al., 2017; Kock, 2020; Nitzl, 2016). The results in
Table 3 indicate that the square root of AVE in the diagonal column is higher than the correlation
between the constructs (the numbers in the same column), showing that the discriminant validity
criteria are met (Hair et al., 2017; Kock, 2020).

The second stage of the PLS-SEM evaluates the structural model by performing the goodness of
fit analysis. The goodness of fit results of the PLS-SEM model in Table 4 indicate that all the criteria
for average path coefficient (APC), average R-square (ARS), and average adjusted R-square (AARS)
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Table 3. AVE discriminant validity

Variables opportunity | rationalization | capability | fraud | culture @ pressure
Opportunity (0.752) 0.671 0.517 0.662 | -0.520 0.722
Rationalization 0.671 (0.815) 0.653 0.513 | -0.627 0.720
Capability 0.517 0.653 (0.844) 0.423 | -0.411 0.713
Fraud 0.662 0.513 0.423 (0.755) | -0.415 0.630
Culture -0.520 -0.627 -0.411 -0.415 (0.816) -0.521
Pressure 0.722 0.720 0.713 0.630 | -0.521 (0.744)

have been met and the analysis of the causal relationships could continue (Kock, 2020). In
addition, the criteria for no multicollinearity in the model are also met with the average block
variance inflation factor (AVIF) and average full collinearity variance inflation factor (AFVIF).
Likewise, Tenenhaus GoF (GoF) and Statistical suppression ratio (SSR) are within acceptable para-
meters, so an analysis of the results of the hypothesis testing can be carried out.

4. Hypotheses testing results

Figure 2 presents the results of the PLS-SEM structural model in the form of a standardized path
coefficient, p-value, and coefficient of determination R-squared in accordance with the output of
the WarpPLS 7.0 software.

Table 5 presents the results of the structural model and hypotheses testing. They indicate that, out
of the four fraud risk factors, two variables are positively related to occupational fraud. Firstly,
opportunity positively and significantly predicts occupational banking fraud. One standard deviation
of an increase in the opportunity could lead to a 0.375 increase in occupational fraudulent behavior in
banks (p < 0.001). Secondly, pressure is shown to be a significant determinant of occupational fraud.
One standard deviation of the increase in the pressure could lead to a 0.363 increase in occupational
fraud behavior in banks (p < 0.001). However, the other two fraud risk factors did not have a significant
effect on occupational fraud in RDBs in Indonesia. Rationalization and capability are not associated
with the probability of occupational fraud. To conclude, this study found that out of the two
significant fraud risk factors, the opportunity to commit fraud is the most significant determinant
of occupational fraud behavior in Indonesian RDBs. This result supports the FTT model which argues
that opportunity is a “doorway” for someone who is under pressure to commit fraud.

Table 5 shows the results of testing the moderating effect of PLS-SEM using the two-stage PLS-
SEM approach following Hair et al. (2017). The results in Table 5 provide evidence that ethical

Table 4. Model fit indices

Fit Indicators Results P-Values Criteria
Average Path Coefficient 0.146 P =0.001 P <0.05
(APC)

Average R-Square (ARS) 0.514 P = 0,001 P <0.05
Average Adjusted 0.503 P =0.001 P <0.05
R-Square (AARS)

Average Block VIF (AVIF) 3.772 <5.0
Average Full Collinearity 3.510 <5.0

VIF (AFVIF)

Tenenhaus GoF (GoF) 0.630 > 0.36 (large)
Statistical suppression 1.000 >0.70
ratio (SSR)
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Figure 2. Structural model test-
ing result.
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cultures could moderate the relationship between two fraud risk factors (opportunity and pressure)
and occupational fraud in RDBs in Indonesia. The interaction coefficient between opportunity and
culture is —0.148 and is statistically significant with a p-value of 0.002 (p < 0.05). These results
support the alternative hypothesis H5a, namely that a strong ethical corporate culture could
mitigate the perceived opportunities of potential fraud perpetrators. The interaction coefficient
between pressure and culture is —0.103 and is statistically significant with a p-value of 0.025
(p < 0.05), thus supporting the alternative variable H5b. This result suggests that a strong ethical
corporate culture could weaken the pressure faced by bank employees to commit potential frauds.
The interaction and main effects of the other two elements of fraud risk factors (rationalization
and capability) are not statistically significant.

To clarify the results of the moderation test, we present the line plot of slopes that indicate the
moderating effects of ethical culture in Figure 3 Panel A & B following Hair et al. (2017).

Panel A shows that the slope that indicates the influence of opportunity on ethical culture is
steeper for employees with weaker ethical culture. This result indicates that in conditions that
indicate weaker ethical culture, the relationship between opportunity and fraud becomes stronger
(Hair et al,, 2017). On the other hand, the slope becomes flatter for employees with stronger
ethical culture. This result shows that the relationship between opportunity and fraud becomes
weaker for employees exhibiting stronger ethical culture. The plot from Panel A supports the

Table 5. Path coefficients and p-values results

Structural/hypothesised paths | Parameter (B) | t-statistic | p-value Results
Opportunity - Fraud 0.375 7.466%** <0.001 | Supported
Pressure - Fraud 0.363 7.198*** | <0.001 | Supported
Rationalization -» Fraud -0.082 -1.560 0.060 | Not supported
Capability » Fraud -0.040 -0.754 0.226 | Not supported
Opportunity*Culture - Fraud -0.148 —2.487*** 0.002 | Supported
Pressure*Culture» Fraud -0.103 -1.960** 0.025 | Supported
Rationalization*Culture - Fraud -0.001 -0.001 0.500 | Not supported
Capability*Culture » Fraud 0.059 1.119 0.132 | Not supported

* significant at alpha 10%, ** significant at alpha 5%, *** significant at alpha 1%
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Figure 3. Moderating effect
plot. Panel A. Plot of the slope
indicating the moderating
effect of ethical culture on the
relationship between opportu-
nity and fraud. Panel B. Plot of
the slope indicating the mod-
erating effect of ethical culture
on the relationship between
pressure and fraud.

Panel A. Plot of the slope indicating the moderating effect of ethical culture on the
relationship between opportunity and fraud.
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Panel B. Plot of the slope indicating the moderating effect of ethical culture on the
relationship between pressure and fraud.
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hypothesis that ethical culture mitigates the positive relationship between opportunity and occu-
pational fraud in Indonesian RDBs. The same interpretation could be applied to the slope plot
indicating the moderating effect of ethical culture on the relationship between pressure and fraud
in Panel B.

The results of this study provide empirical evidence that supports the fraud risk factors of the
Fraud Triangle Theory (FTT), namely opportunities and pressure as determinants of occupational
fraud in the banking industry of a developing economy that is highly exposed to fraud risk. The
results of our study indicate that opportunity represents the main determinant of fraud in the
financial sector which confirms the findings of previous research (Abdullahi & Mansor, 2018;
Akomea-Frimpong et al., 2016; Asmah et al., 2019; Avortri & Agbanyo, 2021; Bonsu et al., 2018;
Hidajat, 2020; Hollow, 2014; Ilter, 2009, 2014; Kaur et al., 2022; Kazemian et al.,, 2019; Navarrete &
Gallego, 2022; Said et al.,, 2017; Suh et al,, 2019). Likewise, we find that financial pressure could
encourage employees to commit occupational fraud in the financial sector. This finding is also
supported by previous studies (Asmah et al., 2019; Avortri & Agbanyo, 2021; Bonsu et al., 2018;
Hidajat, 2020; Hollow, 2014; Kazemian et al., 2019).

This study also shows that a strong ethical culture can reduce the influence of risk factors by

mitigating the effect of opportunities and pressures on the probability of occupational fraud. This finding
corroborates the results of Suh et al. (2018) which indicate that organizational investment in the
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strengthening of the ethical culture is effective in curbing the tendency of employees to commit fraud.
This finding supports Suh and Shim’s (2020) which demonstrated that a strong ethical culture (which
includes core values, adequate support from top management, work integrity, and ethics training) is an
effective anti-fraud strategy. This finding also supports Cheng and Ma (2009) and Said et al. (2017) who
argued that it is important for banks to reform and strengthen business ethics to ensure that employees
and organizations comply with regulations and do not engage in fraudulent activities.

5. Conclusions and recommendations

This study finds that the fraud risk factor of opportunity has a positive relationship with occupa-
tional fraud at RDBs in Indonesia. This finding indicates that weaknesses in internal control, such
as transactions without sufficient authorization, late recording of transactions, unclear segregation
of duties, undocumented procedures, insecure cashbox, or weak CCTV surveillance, could increase
the risk of occupational fraud.

Furthermore, the fraud risk factor in the form of pressure has a positive association with occupa-
tional fraud. The pressure factor comprises both personal (luxurious lifestyles, insufficient salaries,
family burdens, and unexpected expenses) and institutional pressures (such as excessively high-profit
targets, workloads, and concerns about not getting bonuses due to unachievable targets). These
examples of pressure could motivate bank employees to commit occupational fraud.

While the results of hypothesis testing indicate that rationalization and capability have no sig-
nificant effect on occupational fraud. There are several possibilities for these results. Descriptive
statistics show a low mean for these two variables. Rationalization factors such as low salaries, and
fraud committed will not endanger finances and only borrowing bank assets are not enough to
determine fraud. Capability is not a significant determinant because fraud in banking is not enough to
be carried out by one individual employee, but requires the collusion of several parties.

Finally, the results of this study indicate that ethical culture is an important moderating variable
that could weaken the positive relationship between the significant fraud risk factors (opportunity
and pressure) and occupational fraud. Based on these findings, we recommend financial institu-
tions in developing countries strengthen their ethical culture as a preventive measure. The orga-
nization should improve the code of ethics standard so that ethical practices are less dependent on
the environment in which the employees and business operate (Said et al., 2017).

This study has limitations inherent in the questionnaire survey method, namely that the data on
the occurrence of occupational fraud are based on employee perceptions, not the actual incidence
of frauds identified by an audit process. However, the use of perceived fraud data in empirical
studies is adequate because occupational fraud in the banking industry is regarded as a sensitive
issue that complicates the collection of real fraud data (Suh et al., 2018). The questionnaire survey
method is preferable because occupational fraud has a higher likelihood of being detected by bank
employees (ACFE, 2020). The interpretation of the survey method is also constrained by personal
bias and judgment errors. This study has attempted to minimize these biases, by guaranteeing
anonymity and confidentiality as well as using the reverse question technique.

Despite the limitations, our findings significantly expand the application of fraud risk frameworks
(the fraud triangle theory and the fraud diamond theory) in mitigating occupational fraud risk for
the banking industry in a developing country that has inherently high exposure to fraud. Our study
finds that ethical culture could mitigate two significant fraud risk factors (opportunity and pres-
sure). The first step in improving the ethical culture is to set a strong tone at the top, followed by
strengthening core values and ethical training (Suh et al., 2018). These approaches could change
the psychological framing for employees that should reduce the impact of fraud risk factors on
occupational fraud. Future research could focus on evaluating the effectiveness of various mea-
sures that could be done to strengthen the ethical culture at the individual or organizational level.
Future research could evaluate whether the internal challenges of RDBs such as quality of human

Page 13 of 18



Ratmono & Frendy, Cogent Business & Management (2022), 9: 2117161
https://doi.org/10.1080/23311975.2022.2117161

X: cogent.-business & management

resources, information technology, management information systems, and bureaucratic work
culture contribute to the banking fraud. In addition, future research could compare the effective-
ness of the ethical culture in moderating the fraud risk factors and fraud occurrences is similar
between the first and second sectors of banking industry in Indonesia.
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Appendix Questionnaire Questions

Occupational Fraud

EF1 | In this bank, I have seen/believed that there is a return from customers to bank employees for providing
bank loans proposed by the customers

EF2 | In this bank, I have seen/believed that there are customers who have easier access in lending without
going through a sufficient analysis process

EF3 | In this bank, I have seen/believed that there is an abuse of office assets for personal purposes (vehicles,
printers, computers, etc.)

EF4 | In this bank, I have seen/believed that there are people who borrow or steal teller cash, customer
deposit money, ATM machine money stock

EF5 | I believe there is information that is concealed or presented incorrectly on the financial statements of
this institution

EF6 | I am aware of frequent misstatements and are corrected a few days later

Pressure

P1 | Management set the target of achieving profit/loan distribution too high

P2 | There are consequences that I will incur if I cannot meet the targets set (reduced bonuses, fines,
sanctions, etc.)

P3| I am experiencing or am aware that my co-worker is experiencing financial difficulties (over-
indebtedness, or failure to pay installments)

P4 | I am experiencing or know that my co-worker is facing unexpected expenses (illness, accident, etc.)

P5 | I am depressed about my workload being too heavy

P6 | I have to reduce my expenses to make sure I have enough for the month

P7 | I am the main financial backbone of the family

P8 | A colleague of mine or myself has a lifestyle that is too high or expensive
Opportunities

01 | Transactions can be made without sufficient authorization

02 | Transactions are often input inconsistent with the correct accounting period (Credit agreements this
month are input next month, fees/miscellaneous income this month are input next month or vice versa,
etc.)

03 | The separation of duties and responsibilities between officers is less clear and unequivocal

O4 | There are areas that are not reachable by CCTV, so the transaction process is not clearly visible

05 | Regulations, procedures, and instructions are not well documented

06 | Supervision, control, and review of audits are not done adequately and routinely (the last audit was
more than 1 year ago)

07 | In my opinion, there is a lack of an active supervision system in ensuring that all employees carry out
their duties in accordance with the standard operating procedures

Rationalization

R1 | In my opinion, the salary I receive is too low compared to the risks, number of tasks, and responsibilities
I have in the company

R2 | No one will be harmed if I use money or office assets for personal purposes

R3 | I feel that it is okay to borrow office assets as long as they are returned intact or undamaged

R4 | I believe that giving or gifts from customers, vendors, or co-workers is a form of appreciation for the
good service I have provided

(Continued)
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(Continued)

R5 | I have to accept the discretion or leeway of certain rules in order to achieve my targets or complete my
obligations

R6 | The bank has a debt of gratitude to me that I can ask for reimbursement whenever I want

R7 | I think that if I steal a little money or bank assets, the bank will not go bankrupt

R8 | I deserve a reward for what I've done for the bank, which I haven’t received

Capability

C1 | With my current position, it is possible for me to commit fraud

C2 | Tunderstand in depth the internal controls related to my current position

Ethical Culture

EC1 | A strong ethical corporate culture exists in the bank

EC2 | The level of integrity within my current organization is high

EC3 | Proper tone at the top such as management’s honesty and integrity is well established.

EC4 | Ethics training is well conducted within my current organization”

EC5 | Regarding anti-fraud, senior executives in positions of authority set an example for
other employees within my current organization

EC6 | Every business decision taken by management is in accordance with the ethical considerations
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