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Abstract 

The purpose of this paper is to investigate the impact of knowledge risk on the business 

sustainability of firms. In the knowledge economy, knowledge is a strategic resource of any 

firm, and it contributes significantly to the organizational performance and its competitive 

advantage. Knowledge risk is generated by knowledge absence, loss, leakage, spillover, and 

any other activity that induces uncertainty in decision-making. The present research focuses 

on the linkage between knowledge risk management and the firms’ sustainability, having 

organizational performance as a mediating factor between knowledge risk and 

sustainability, and decision-making as a moderating factor between organizational 

performance and sustainability. The research integrates the qualitative approach based 

mostly on a critical analysis of the literature, and the quantitative approach based on 

designing a structural equation model and an associated questionnaire distributed online to 

a number of 1500 respondents from the business environment. Data obtained from the 299 

valid questionnaires was processed by using STATA as a specialized program for statistical 

analysis and by using Structural Equation Modeling. The results confirm the structure of 

the research model and its associated hypotheses. Knowledge risk impacts firms’ 

sustainability through the moderation of organizational performance. Decision-making 

impacts organizational performance and sustainability such that it acts as a moderating 

factor of the linkage between these constructs.       

 

Keywords: knowledge risk, sustainability, organizational performance, decision-making, 

risk management, knowledge management. 
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Introduction 

Knowledge risk is an emergent construct in knowledge management that is related to risk 

management and decision-making in conditions of uncertainty (Durst and Zieba, 2017; 

Massingham, 2010; Sumbal et al., 2018; Zieba and Durst, 2018). Knowledge risk 

represents the risk of generating perturbations in the organizational knowledge field 

(Brătianu and Bejinaru, 2019) such that organizational output in products and services 

cannot reach the expected level of performance. Knowledge risk can be defined as being 

“the measure of the probability and severity of adverse effects of any activities engaging or 

related somehow to the knowledge that can affect the functioning of an organization on any 

level” (Zieba and Durst, 2018, p. 256). 

The main distinction from the classical risk management comes from the fact that instead of 

dealing with events related to tangible resources of firms, knowledge risk management is 

dealing with intangible resources and the firms’ intellectual capital, which makes the whole 

approach much more difficult (Brătianu, 2018a; Davenport and Prusak, 2000; North and 

Kumta, 2018). Knowledge risk implies potential events with negative consequences upon 

the firm's operational performance, but once they do happen, these consequences may 

affect the competitive advantage of the firm severely. Because knowledge is a strategic 

resource (Nonaka, Toyama and Hirata, 2008), the knowledge risk impacts the future 

business of the firm and its sustainability. The importance of business sustainability was 

brought forward first by the Brundtland Report (WCED, 1987), and then supported by 

many research projects. Today, sustainability is conceived in its triple bottom line 

perspective focusing equally on economic, social, and environmental dimensions (Goyal, 

Rahman and Kazmi, 2013; Labuschagne, Brent and Van Erck, 2005).  In the present 

research, we shall consider sustainability from the perspective of “adopting business 

strategies and activities that meet the needs of the enterprise and its stakeholders today 

while protecting, sustaining and enhancing the human and natural resources that will be 

needed in the future” (Elkigton, 1998, p. 362). 

The focus of the present research is on the linkage between knowledge risk and 

sustainability through the mediating role of organizational performance, and the moderating 

role of decision-making between organizational performance and sustainability. The 

structural equation model (Hair et al., 2017) supported our questionnaire design, and the 

specialized software STATA helped us in statistical processing of collected data from 

respondents from the business environment. The results validated our hypotheses and the 

structural research model. The structure of the present paper is as follows: introduction, 

literature review, methodology, results and discussions, conclusions and references. 

 

1. Literature review 

The concept of risk is always associated with potential danger, and risk management with 

the rational activity of finding solutions for reducing the likelihood of that potential danger, 

and measures for mitigating it in case of happening (Bernstein, 1998). Knowledge risk is 

focused on the organizational knowledge and the potential events of the absence of needed 

knowledge, losing knowledge, or using it in an adverse way (Durst and Wilhelm, 2011, 

2013; Kim and Park, 2017; Massingham, 2008, 2010). The key idea related to risk is that of 

decision-making in conditions of uncertainty. The concept of uncertainty integrates the 

objective and subjective aspects of knowledge and their dynamics (Knight, 2006; Lindley, 
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2006; Spender, 2014). “According to objective interpretations, probabilities are real. We 

may discover them by logic or estimate them through statistical analyses. According to 

subjective interpretations, probabilities are human beliefs. They are not intrinsic to nature. 

Individuals specify them to characterize their uncertainty” (Holton, 2004, p. 19). This 

dynamics between subjective and objective knowledge reflects the dynamics between 

emotional and rational knowledge (Brătianu and Bejinaru, 2020) and the way our brain 

works switching between system 1 and system 2 of thinking (Damasio, 2012; Kahneman, 

2011). Uncertainty is generated by the absence of some information and knowledge, as well 

as our state of knowing within a certain domain. It influences strongly the managerial 

decision-making as a result of assuming some potential risks (Colemann and Casselman, 

2016; Knight, 2006; Lindley, 2006). 

Amongst several types of knowledge risks, the most important and the most researched one 

is knowledge loss (Brătianu, 2018b; Massingham, 2008). Knowledge loss manifests when a 

significant number of employees retire almost simultaneously or in a given short period of 

time. They leave the firm with their experience and expertise, which might happen to 

represent critical knowledge and to impact the knowledge equilibrium negatively within the 

organization (Brătianu, Agapie and Orzea, 2011; DeLong, 2004; Jennex, 2014; Joe, Yoong 

and Patel, 2013). A classic example of knowledge loss risk is what happened at NASA after 

the first successful Apollo missions when many experienced scientists and engineers were 

stimulated to accept an early retirement program, and the whole organization suffered a 

critical knowledge loss (DeLong, 2004; Mahler and Casamayou, 2009). Mitigating such a 

risk can be accomplished by intergenerational learning, mentoring, and knowledge 

retention strategies (Brătianu, 2014). 

Knowledge risk has a strong impact on organizational performance as a result of the 

potential danger for losing critical knowledge, reducing innovation capability, and 

departing from the state of competitive advantage (Aven, 2016; Durst, Hinteregger and 

Zieba, 2019; Swart and Harvey, 2011). Here, organizational performance refers to its 

capacity for attaining the proposed objectives and the level of employees' satisfaction that is 

necessary for a sustainable innovation process. Thus, organizational performance integrates 

rational, emotional, and spiritual aspects along the line of sustainability (Gelhard and von 

Delft, 2016). The linkage between organizational performance and sustainability is 

moderated by decision-making and strategic thinking. Because knowledge is a strategic 

resource, all the knowledge strategies incorporate in their dynamics knowledge risks, and 

measures to mitigate the effects of adverse consequences. It is important to understand that 

sustainability is a concept that goes beyond the linear economic theory focused on profit 

maximization, and incorporates values that guide the process of decision-making. Thus, the 

construct of decision-making in our structural model appears as a moderating factor of the 

linkage between organizational performance and sustainability.  

 

2. Research methodology 

2.1. The research model 

The present research integrates qualitative and quantitative thinking models and analysis 

methods (Bryman and Bell, 2007; Jankowicz, 2005). The qualitative research is based on a 

critical analysis of the literature concerning the influence of knowledge risk on 

sustainability and on the identification of the major constructs which are linked with the 
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knowledge risk in the organizational system of the firm. As described in the literature 

review, the major constructs in our view are knowledge risk, organizational performance, 

decision-making, and sustainability. The input construct of our analysis is knowledge risk, 

and our question is related to its potential to impact the firm’s sustainability, through the 

mediating effect of organizational performance. However, organizational performance 

depends on the managerial decision-making, and thus, the construct of decision-making 

appears as a moderating factor with respect to organizational performance and 

sustainability. Organizational performance impacts on the firm's sustainability, and 

becomes a mediating factor between the knowledge risk and the firm's sustainability. 

To explore the causal relationships between these four major constructs, we design a 

research model based on the theory of structural equation modeling (Hair et al., 2017). A 

conceptual path diagram of the structural model is presented below (figure no. 1). The 

arrows represent the directions of the hypothesized influences in the structural model. The 

research is based on the following hypotheses: 

 Hypothesis 1 (H1) - Knowledge risk has a negative influence on organizational 

performance.  

 Hypothesis 2 (H2) - Decision-making has a positive influence on organizational 

performance.  

 Hypothesis 3 (H3) - Decision-making has a positive and significant influence on 

sustainability.  

 Hypothesis 4 (H4) - Organizational performance has a positive influence on 

sustainability.  

 

Figure no. 1. The theoretical research model 

 

2.2. Designing the survey 

The survey method was adopted to test the hypotheses proposed in this study. Data were 

analyzed by using a SEM (Structural Equation Modeling) software package. This statistical 

technique was used to analyze the inter-relationships between different constructs, taking 

into consideration potential moderating and mediating effects. The use of this particular 
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analysis is justified as of its ability to model latent variables, correct and specify 

measurement errors, and their covariance structure. STATA software program was used to 

interpret and assess the causal influences of the constructs. Multiple indicators were used to 

evaluate the fit of the model, including Comparative Fit Index (CFI), Tucker-Lewis Index 

(TLI), Standardised root mean squared residual (SRMR) and Coefficient of determination 

(CD). 

The survey questionnaire was divided into three sections. In the first section of the 

questionnaire a brief introduction on the topic, as well as the main objective of the research, 

have been provided. The second section captures different aspects of our research, 

including the four main constructs. The last part of the survey captured the basic profile of 

respondents, including their gender, education level, experience, net income, and 

organization size. The four constructs and the items which describe them in the 

questionnaire are presented in the first table (table no. 1). 

Table no. 1. Constructs and items  

Co. Items 

KR 

KR1: The leave from the firm od some specialists and experts in a business 

domain can lead to losses of unique technical knowledge and competences for the 

organization. 

KR2: The leave from the firm of a colleague with experience can negatively 

influence the working climate of the team where he was working. 

KR3: The leave from the firm of an old member of a team can produce a negative 

emotion for a long time. 

KR4: The leave from the firm of an old member of a team can influence the 

working spirituality of the team negatively. 

KR5: The leave from the firm of employees with long working experience in it 

can lead to losing some valuable references for the younger employees. 

KR6: The leave from the firm of employees with long working experience in it 

can lead to generating some ambiguities for the younger employees in 

understanding the meaning of their work. 

References:  Brătianu, 2018b; Durst and Wilhelm, 2013; Massingham, 2010 

OP 

OP1: The firm deployed its resources efficiently (human, financial, material, and 

informational). 

OP2: The firm achieves its defined performance objectives. 

OP3: Employees are happy to work in this firm. 

OP4: The firm meets its customers’ needs. 

OP5: The firm assures the necessary conditions for improving future 

performance. 

OP6: The firm has a strategy that positions it well for the future. 

OP7: The firm improves its activity continuously. 

OP8: The firm invests in creating new products and services. 

OP9: The firm focuses on the quality of the offered products and services. 

References: Bontis, Crossan and Hulland, 2002; Jyothibabu, Farooq and 

Pradhan, 2010; Guță, 2014; Jennex, 2014 

 



AE The Impact of Knowledge Risk on Sustainability of Firms 

 

644 Amfiteatru Economic 

DM 

DM1: The best decisions made by managers depend on the shared principles 

within the firm. 

DM2: Sharing the same values by employees in the organization contributes to 

solving problems within teams. 

References:  Kahneman, 2011 

SUS 

S1: With all its activities and processes, the firm is concerned with the protection 

of the natural environment. 

S2: Your firm is concerned with the needs and welfare of the community. 

S3: Your firm is concerned with the reduction of energy consumption. 

S4: Your firm is concerned with the reduction of using natural non-regenerative 

resources. 

S5: Your firm is concerned with the alleviation of poverty in its community. 

S6: Your firm is concerned with promoting a healthy life model both inside and 

outside of it. 

References:  Gelhard and von Delft, 2016 

Knowledge risk (KR) assessment consists of six items measured using a five-point Likert 
scale ranging from one (strongly disagree) to five (strongly agree) (Brătianu, 2018b; Durst 
and Willhelm, 2013; Massingham, 2010). The respondents have to answer the questions 
KR1-KR6, as presented in table no. 1. Organizational performance (OP) consists of nine 
items, with answers evaluated on a five-point Likert scale (1=strongly disagree, 2=disagree, 
3=neutral, 4=agree, and 5= strongly agree). High score values indicate increased 
organizational performance, and low values the opposite. We started from a previously 
tested and validated scale developed by Jyothibabu, Farooq and Pradhan (2010) based on a 
scale proposed by Bontis, Crossan and Hulland (2002) and used with minor modifications 
by Guță (2014) and Jennex (2014), which has been adapted in order to integrate it in the 
analysis: three additional items were added as a measurement for organizational 
performance, and some of the questions were modified in order to highlight more clearly 
different aspects of the research; one item from Jyothibabu, Farooq and Pradhan (2010) was 
not been taken into consideration in the questionnaire. For the scale measuring 
organizational performance we adopted impersonal formulations of the items, as used in 
Guță (2014) and we have reformulated some of the items. For decision-making (DM) we 
take into consideration 2 items, which were measured using a five-point Likert scale 
ranging from one (strongly disagree) to five (strongly agree). The respondents were asked 
to indicate if the best decisions made by managers depend on the shared principles within 
the firm and if sharing the same values by employees in the organization contributes to 
solving problems within teams (Kahneman, 2011). Sustainability (SUS) consists of six 
items, measured using a five-point Likert scale ranging from one (strongly disagree) to five 
(strongly agree), where higher score values indicate higher levels associated with 
sustainability (Gelhard and von Delft, 2016). 

 

2.3. Data and sample  

First, we developed one pilot study which was conducted in order to evaluate the reliability 
of the constructs. The pilot study was sent to a small size sample for completion, a number 
estimated at 20 respondents. Different reliability tests were used to validate the constructs 
and to identify deficient and promising items. The final version of the survey was 
developed and, by using online platforms, the questions were distributed to potential 
respondents from the business environment, from January 2020 to February 2020. We 
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randomly selected 1500 respondents, out of which only 320 were willing to participate in 
the survey. In the final analysis, we included a total number of 299 valid responses. The 
percentage of valid responses was 19.93%. In order to assure the anonymity of the 
respondents, any personal identification data have not been collected. In order to reach as 
many people as possible, we used direct messaging via classic email services and via 
different social platforms: LinkedIn and Facebook.  

The vast majority of the respondents are females (64.88%), and only a small percentage are 
males (35.12%). The respondents’ education level is grouped into four categories: 
secondary education (1%), B.Sc. (24.75%), M.Sc. (67. 56%) and Ph.D. (6.69%). The 
structure of the sample, with 99% of the respondents having at least higher education and 
74.25% having post-graduate education (master or Ph.D.), positions the majority of the 
respondents in the category of knowledge workers, able to understand the value of 
knowledge and the consequences of decision making on the firm's performance and 
sustainability. (table no. 2) 

Table no. 2. Distribution for the research sample (n=299) 

Variable Frequency Percent Cumulative Percent 

Gender distribution 

Female 194 64.88 64.88 

Male 105 35.12 100.00 

Total 299 100.00  

 Educational level 

Secondary education 3 1.00 1.00 

Bachelor’s degree 74 24.75 25.75 

Master degree 202 67.56 93.31 

PhD 20 6.69 100.00 

Total 299 100.00  

Number of employee’s within the organization 

< 10 employee 51 17.06 17.06 

10-49 employees 63 21.07 38.13 

50-249 employees 55 18.39             56.52 

250 or over 130 43.48           100.00 

Total 299 100.00  

 Age 

< 25 year old 49 16.39  

26-35 166 55.52  

36-45 67 22.41  

Over 46 17 5.68  

Total 299 100.00  

Net salary (RON) 

Not answering 45 15.05 15.05 

< 1500 5 1.67 16.72 

1500-2999 74 24.75             41.47 

3000-4499 73 24.41            65.89 

>4500 102 34.11          100.00 

Total 299 100.00  
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A major part of the respondents work in large companies with 250 employees or more 

(43.48%), 18.38% in enterprises with 50 to 249 employees, 21.07% work in firms with 10 

to 49 employees and only a small percentage work in microenterprises with less than 10 

employees (17.06%). More than half of respondents earn more than the average net salary, 

while 24.75% of the respondents earn a net income between 1500 and 2999 RON and 

1.67% earn under 1500 RON. The sample distribution shows that 16.39 % of the respondents 

are 25 or fewer years old, 55.52% are aged between 26 and 35 years old, and 28.09 % of 

respondents are 36 years old or above (table no. 2). 

 

3. Results and discussions  

The table below shows the descriptive statistics (mean and standard deviation) of the 

variables included in the study. Evidence shows that the mean score for sustainability 

components range from M= 2.993 to M=3.729; for organizational performance from 

M=3.612 to M=4.260. For decision making, the mean score range between M=3.856 to 

M=4.317, while for the items assessing knowledge risk, the values range between  

M= 3.023 to M= 4.075 (table no. 3). 

Table no. 3. Descriptive statistics of the variables used  

in the structural equation modeling (SEM) (n = 299) 

 
Items Mean SD 

 
Items Mean SD 

KR KR_1 4.075 0.660 OP OP1 3.612 0.964 

KR_2 3.581 1.017 OP2 3.906 0.850 

KR_3 3.337 1.063 OP3 3.645 0.927 

KR_4 3.541 0.997 OP4 4.110 0.784 

KR_5 3.023 1.124 OP5 3.745 1.017 

KR_6 3.093 1.148 OP6 3.779 1.070 

  OP7 3.969 0.967 

OP8 3.909 1.010 

OP9 4.260 0.926 

DM DM_1 3.856 0.883 SUS S1 3.675 1.116 

DM_2 4.317 0.804 S2 3.729 1.076 

  S3 3.254 1.243 

S4 3.190 1.206 

S5 2.993 1.204 

S6 3.411 1.229 

Note: SD=Standard Deviation 

Cronbach's alpha remains the most common measure for estimating the internal consistency 

reliability of the constructs, which requires only a single test administration to provide a 

unique estimate of the reliability for a given test. In this study, the alpha values for 

Sustainability (0.898), Organizational Performance (0.933), and Knowledge Risk (0.849) 

are above 0.8, which indicates reliable solutions for our constructs. For Decision-Making 
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(DM) the value is situated between 0.6 and 0.7, a solution considered acceptable for 

exploratory analysis and given the relatively small number of respondents within our 

sample (Hair et al., 2017; Nunnally and Bernstein, 1994) (table no. 4).  

Table no. 4. Reliability statistics 

 Scale Cronbach Alpha No. of items 

Sustainability (SUS) 1-5 0.898 6 

Organizational Performance (OP) 1-5 0.933 9 

Knowledge Risk (KR) 1-5 0.849 6 

Decision-Making (DM) 1-5 0.655 2 

The figure below presents the resulted structural model (figure no. 2). 

 

Figure no. 2. The structural model 

The inner structural model assessment helps to investigate the empirical data to confirm the 

underlying theory. Table no. 5 presents the developed hypotheses, the path, coefficients, the 

standard errors, and the significance of the relationships (table no. 5). H1 hypothesized that 

knowledge risk has a negative influence on organizational performance. The findings 

confirm the significant relationship (β=-0.264; p=0.000). Therefore, H1 is supported. 

Decision-making has a positive influence on organizational performance was hypothesized 

in H2. The results support the hypothesis validation (β=0.420; p=0.000). Decision-making 
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was also predicted to positively influence sustainability (β=0.094; p=0.178). The results 

indicate that hypothesis H3 is partially accepted. The relationship between buildings is a 

positive but insignificant one as the associated risk is 20%. Furthermore, H4 hypothesized 

that organizational performance has a positive influence on sustainability. The results 

(β=0.559; p=0.000) provides empirical support to validate H4. (table no. 5)  

Table no. 5. SEM output 

Hypothesis Relation 
Coeff. of 

regression (β) 
SD Sig. Result 

H1 OP <-KR -0.264 0.057 0.000 Validated 

H2 OP <-DM 0.420 0.062 0.000 Validated 

H3 SUS <-DM 0.094 0.069 0.178 Partially Validated  

H4 SUS <-OP 0.559 0.053 0.000 Validated 

According to the specialized literature the most common tests recommended to validate the 

model include: Comparative Fit Index (CFI) with the value ranging from 0 (no fit) and 1 

(perfect fit), Tucker-Lewis Index TLI is 0 (no fit) and 1(perfect fit), Standardised root mean 

squared residual (SRMR), and Coefficient of determination (CD) (Hair et al., 2009). 

CFI=0.978 and TLI=0.964, two indices with values close to 1, indicate a good fit for our 

model. A perfect fit corresponds to a SRMR of 0, and a good fit corresponds to a small 

value, considered by some to be limited at 0.08. Our model fits well with the standard, with 

a SRMR=0.064. In our model, CD=0.960 a value close to 1, which indicates a good fit.  

The validity of Hypothesis 1 contributes to the idea that manifestation of knowledge risks 

has a negative influence on organizational performance, since the unavailability of the 

necessary knowledge triggers multiple negative consequences for the organizational 

performance, affecting it on a broad spectrum: the quality of products and services, the 

efficient use of its available resources, meeting the needs of customers, ensuring the 

conditions for future performance growth, investments in the launch of new products / 

services on the market. When a senior expert or an experienced member of a team leaves 

the company, the organizational performance is hindered by direct effects generated on the 

actual work by the lost skills and technical knowledge, but also by the effects on the 

organizational culture, on the work climate and on the general emotional state, turned into a 

negative one. 

Our model also shows that organizational performance is a mediator between knowledge 

risks and organizational sustainability. Based on the validation of Hypothesis 4 we can state 

that organizational performance has a positive influence on sustainability. Hence, 

knowledge risks have an influence on the sustainability of the organization, but this 

influence is not direct. It is mediated by the level of organizational performance.   

The validity of Hypothesis 2 and partially of 3 leads to the conclusion that decision-making 

has a positive influence both on organizational performance and on the organizational 

sustainability, acting as a moderating factor of the linkage between these constructs. 

Decision making contains a part referring to respecting the principles in the organization 

and a part about sharing the same values when making decisions in solving problems within 

teams. As a moderator variable, decision making influences the strength of the relationship 

between the two other variables: organizational performance and sustainability of the 

organization. 
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Conclusions 

In the knowledge economy, knowledge risk represents a major factor in achieving 

organizational performance and impacting the firm’s sustainability. Knowledge risk 

manifests in several forms, but the most important is knowledge loss that is generated by 

people who retire or just leave the firm. They leave with their tacit knowledge, experience, 

and expertise, which may be critical for the firm's performance and its sustainability. The 

present research focuses on the impact of knowledge risk upon the firm's sustainability, 

having organizational performance as a mediating factor and decision-making as a 

moderating one. The research is designed as an integrated approach between the qualitative 

and quantitative components. The qualitative part resulted in a research model composed of 

the four constructs (i.e., knowledge risk, organizational performance, decision-making, and 

sustainability), and the links between them. These links suggest the research hypotheses 

considered and the objective of the quantitative approach through a survey based on a 

questionnaire. The statistical data is analyzed by using STATA, and they confirm the 

validity of the structural model and the proposed hypotheses. Knowledge risk impacts the 

organizational performance of the firm and that performance influences significantly the 

firm's sustainability. Organizational performance acts as a mediating construct, and the 

decision-making as a moderating one. Knowledge risk management should concentrate on 

operational ways of reducing the probability of a significant knowledge loss and of 

mitigating its negative consequences on the organizational performance and sustainability. 

The present research focused only on knowledge loss as the major component of the 

knowledge risk. That is a limitation, and future research should include some other forms of 

knowledge risk like knowledge leakage, knowledge hiding and hoarding. Also, the sample 

for quantitative research can be increased to improve the statistical causality significance.  

Future research should also generalize the validity of the model on an international scale, 

taking into consideration the potential moderating effects of cultural differences between 

countries. In addition, it will be desirable to carry out a longitudinal study which will 

provide a more in depth analysis on the topic and might contribute to reducing the 

probability of significant knowledge losses and of mitigating their negative consequences.  
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