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Privacy violations, security breaches and other threats of 

Web3 and the metaverse 

Abstract  

Web3 and the metaverse present several unique challenges from security and privacy 

standpoints. This paper looks at key features of these technological innovations  from privacy 

and security angles and discusses how they are vulnerable to various types of breaches, bugs and 

attacks as well as other types of scams, frauds, and deceits.  It offers a detailed description of 

technological environment and institutional level factors that can lead to increased privacy 

violations and security breaches in Web3 and the metaverse. The paper will discuss how 

newness, novelty and complexity of technologies involved  and weak architectural security of 

Web3, and the metaverse are likely to provide a fruitful environment for cybercriminals and 

other perpetrators.  On the regulatory front, it points out that privacy and security laws of the 

Web2 era are not sufficient to deal with the environments of Web3 and the metaverse. The paper 

also argues that the preparedness to provide security and privacy in the metaverse’s 

multidimensional and multi-sensory environment is currently lacking at the industry level. It 

analyzes the level and nature of the impacts of privacy violations and security breaches 

on consumers and victims in the Web 3 and the metaverse environments. It gives special 

consideration to the multisensory environment of the metaverse which can lead to more adverse 

impacts on users and victims in case of privacy violations and security breaches. The paper also 

demonstrates how security breaches in  Web3 and the metaverse are likely to lead to immediate 

harms to victims. It promotes an understanding of how blockchain, which is the key building 

block of Web 3 and the metaverse, can be vulnerable under certain conditions. The paper also 

delves into cyberattacks and other malicious behaviors targeting crypto-assets such as 

cryptocurrencies and non-fungible tokens (NFTs), which are key enabling technologies of Web3 

and the metaverse economies. It provides guidelines and suggestions for consumers, businesses, 

industries and nations to enhance security of Web3 and the metaverse.  
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Introduction  
A commonly held view is that Web3 solutions have cybersecurity baked into them1. Pivotal to 

this view are various features of Web3 such as user-controlled wallets, ID portability and data 

minimization can reduce some of the security and privacy risks and associated impacts of Web2 

since individuals are offered higher degree of control over their data2. Web3 solutions are being 

deployed to strengthen cybersecurity (In Focus 1).  

In Focus 1:  The Taiwanese Ministry of Digital Affairs uses Web3 to strengthen 

cybersecurity 



In 2021, Taiwan experienced about 5 million daily cyberattacks or scans for system vulnerabilities. Many of them 
involve distributed denial-of-service (DDoS) attacks, which render the sites inaccessible3. Following the speaker of 
the U.S. House of Representatives Nancy Pelosi’s Taiwan visit in August 2022, China allegedly combined physical 

and digital warfare. The PLA conducted military drills around Taiwan (Haldane &  Shen, 2022)4. On August 2, 2022, 

the day Pelosi arrived Taiwan,  cyberattacks against the island nation reached 15,000 gigabits, which was 23 times 
the previous daily record5. Multiple government websites became inaccessible due to the distributed denial-of-
service (DDoS) attacks. The island also experienced public digital signage hacks. a local railway station displayed a 
message, which referred to Pelosi as a “witch”, who wanted to divide the Chinese people and challenge China’s 
sovereignty – as “psychological warfare”6.  

In an effort to fight cyberattacks originated from China, the Taiwanese Ministry of Digital Affairs 
(MODA) announced plans to implement decentralized technology into its web portal. The MODA has used  
InterPlanetary File System (IPFS), which is a Web3 technology for decentralized file sharing. IPFS identifies content 
through file hashes, which makes it possible for files stored by multiple parties to be found anywhere. The files can 
be accessed by simple HTTP. The files and the original site index were available on IPFS and were publicly 
accessible.  

A limitation of IPFS is that it is designed to make static content discoverable based on file hashes. It is thus not 
suitable for dynamic content. For instance, the hash changes when files are updated. It is not thus suitable for 
constantly changing, dynamic web content. For such contents, the MoDA  was still using Web2 technologies.  

Taiwan’s Digital Minister noted that the MODA site had not been attacked since it started combining 
Web3 and Web2 tools. It uses a Web3 structure and the global Web2 backbone network. The minister explained 
that in order to take it down, blockchain networks such as Ethereum and NFTs have to be taken down, which is 
unlikely7. 

Nonetheless, self-sovereign identity (SSI), pseudonymity and anonymity have a number 

of drawbacks. Security researchers have highlighted various weaknesses in Web3. The 

speakers at the Black Hat conference held in Las Vegas, the U.S. from August 6-11, 2022 

extensively discussed high-profile Web3 hacks that have led to the theft of hundreds of millions 

of dollars’ worth of cryptocurrencies. Among major points made by the speakers were: a) Most 

Web3 developers lack experience and they are building applications on new platforms  that are 

publicly viewable; b) An attacker can quickly monetize a vulnerability; c) A simple mistake can 

have severe consequences 8.  

A key challenge is that since Web3 builds trust without an 

intermediary9,  accountability cannot be established. Commenting on the cyberattack on the play-

to-earn (P2E) game Axie Infinity in March 2022, in which hackers stole US$625 million and 

Axie Infinity’s post breach response, a decrypt article noted that if a cybersecurity team at a 

Web2 company behaved that way, they would be “fired and face charges of civil or even 



criminal negligence”. The article goes on saying: ”Web3 risks inheriting the worst security 

failures of the previous internet but none of the accountability” 10. 

In the Web2 environment, hackers can monetize only a small proportion of stolen bank 

passwords. Most passwords stolen from nonbank institutions are virtually worthless11. In the 

Web3 environment, cybercriminals such as those hacking Axie Infinity (In Focus 2) are not 

required to do virtually anything to monetize stolen data.  

In Focus 2: Axie Infinity faces the biggest hack in decentralized finance history 

On March 23, 2022, the crypto metaverse P2E game Axie Infinity became the victim of what is considered to 
be  the biggest hack in decentralized finance’s (DeFi) history12. The hackers compromised Sky Mavis’s Ethereum-
linked sidechain Ronin, which was specifically made for Axie Infinity.  

Note that a sidechain is a separate blockchain that operates independently and runs in parallel to 
Ethereum Mainnet (the parent blockchain) via a two-way peg. A two-way peg allows the transfer of digital assets 
such as ETH back and forth--between the mainnet and the sidechain. A point to be noted, however, is that the 
assets are not actually transferred. They are just locked on the mainnet while an equal amount is unlocked in the 
sidechain.13  A sidechain is less decentralized, uses a separate consensus mechanism and is not secured by layer 1 
(that is, a sidechain is not layer 2). Thus, it is possible for a quorum of sidechain validators to commit a fraud.14  

Sidechains increase blockchains’ scalability and help them develop and interact. For instance, Ethereum 
and Bitcoin networks require every node to validate new transactions. The sidechain networks take responsibility 
for validating their own transactions. They update the parent (root) chain only periodically, which increases 
transaction throughput15. Sidechains facilitate faster as well as cheaper transactions since the game players are not 
required to pay expensive gas fees. 

As of March 2022, more than US$21 billion was locked on Ethereum bridges. According to Chainalysis, in a 
little more than a year, seven different security breaches associated with bridges had led to more than US$1 billion 
in stolen cryptocurrency. Developers can be anonymous, and the names of the validators  are purposefully kept 
secret. Many are run by organizations that lack security staff . Most bridges do not have insurance, which means 
that there is no guarantee of a reimbursement of funds if they are lost16. 

Whereas Ethereum’s network as of March 2022 consisted of 222,052 validators to secure over 7 million 
ETH17, the Ronin sidechain was secured by only nine validator nodes. Hackers had compromised five of these 
nodes. Using the compromised nodes’ signatures,  the attacker withdrew 173,600 ETH and 25.5 million USDC, 
which amounted US$625 million. Two-thirds of the stolen funds belonged to users and the remaining was 

the Axie Infinity treasury of revenues18.    

The Ronin bridge attack is described as a multi-signature compromise19. The attacks went unnoticed for 
six days. On March 29, one user reported that they could not withdraw 5000 ETH via the Ronin bridge. Only then 
the Sky Mavis team knew that the funds had been stolen from the bridge. Axie Infinity’s other assets had not been 
compromised20. That is, the Axies  were not been stolen 

Sky Mavis replaced its  validators following the attacks. To prevent similar attacks in the future, it 
announced plans to expand the network from nine to 21 distinct validator nodes consisting of various stakeholders 
such as partners, community members, and long-term allies21. 

 



There is an additional point that deserves attention.  It is  extremely rare for funds to be 

recovered after a crypto hack since there is no information about the hacker readily available 

except for the wallet address.  

A reason why Web3 projects are insecure is also the fact that the such projects rely on 

web2 infrastructures. That is, Web3 projects are also compromised through web2 

vulnerabilities22. For instance, according to the FTC, about half of the victims who reported 

losing crypto since 2021, scams started with ads, posts, or messages on Web2 social media 

platforms23. 

Likewise, metaverse activities create more and richer data, which are attractive to 

nefarious actors. According to a 2022 report of Credit Suisse, the metaverse revolution will 

increase the average data usage worldwide to 20 times by 203224. For instance, 20 minutes of 

virtual reality (VR) use can generate about 2 million unique data elements related to the way the 

user breathes, walks, thinks, moves or stare25.  In addition to the data that is already on the web, 

new data related to NFTs, cryptocurrency transactions, avatars, experiences and other aspects 

will be created. One study found that metaverse companies experienced a 40% increase bot-

driven as well as human-driven attacks. Such attacks are likely to increase as more people join 

the metaverse and more data are created26.  

Consumers are rightly concerned about privacy and security in the metaverse. Market 

research company Propeller Insights’  December 2021 survey of 1,002 U.S. consumers, which 

was conducted on behalf of VPN service provider NordVPN, found that  55% did not know what 

the metaverse is. Yet 87% expressed privacy concerns about the metaverse and 50% thought that 

the metaverse would provide an ideal means for  hackers to impersonate others. Likewise, 47% 

of the respondents were of the view that there would be no legal protections for users’ identities, 



and 45% viewed that the metaverse would force them to share more of their private data that 

could be misused and abused27. 

Cybersecurity challenges facing new and emerging technologies are well known. Most 

obviously, criminals target sources of value (Kshetri, 2005)1. Web3 and the metaverse are 

becoming attractive targets for cybercriminals and other malicious cyber actors with a rapid 

increase in investments and their uses in a wide range of activities. For instance, DeFi, which is 

currently among major Web3 applications, has faced a number of high-profile cyberattacks, 

which have led to substantial losses. According to bug bounty platform Immunefi, the DeFi 

market lost over US$1.22 billion to hackers in the first three months of 2022 alone28. As of the 

first quarter of 2022,  losses to crypto-bridge hacks had exceeded US$1 Billion in little over a 

year29. Such hacks victimized high-profile companies such as the crypto metaverse P2E game 

Axie Infinity and DeFi platform Poly network.  

Due primarily to the newness of Web3 and the metaverse, most organizations lack 

appropriate frameworks to deal with privacy and governance issues related to  customer 

and employee data. For instance, during metaverse-based training scores and modules, data such 

as those related to the amount of time taken by an employee to hover over an item or answer a 

question are sensitive30. Yet companies lack appropriate policies regarding the types of data that 

can be collected from and about employees when they participate in in training and education in 

the metaverse. 

Security and privacy concerns of Web3 and the metaverse may also be attributable to the 

fact that companies are building projects and protocols as fast as possible in order to attract 

 
1 Kshetri, N. (2005). Pattern of Global Cyber War and Crime: A Conceptual Framework, Journal 

of International Management, 11(4), 541-562. 

 



investment and be the first to market. However, they have not paid attention to cybersecurity 

practices31. The upshot of these tendencies is that Web3, and the metaverse are vulnerable to 

breaches, bugs and attacks. Compared to traditional security threats that were mainly related to 

phishing or endpoint attacks, Web3 security attacks such as rug pulls, ice phishing, 

cryptojacking, virtual sexual assault and bridge exploits are more serious32. An article published 

in blockchain newspaper Decrypt suggested that Web3 is becoming a “security nightmare” 

and  explained wide open security holes in Web3 platforms33.  

Web3 and the metaverse will involve increased adoption of the blockchain 

architecture as well as more widespread use of cryptocurrency as a means of valu e 

exchange34. A current challenge is that only a small number of people understand blockchain 

security, and an even smaller number possess skills to assess and fix it35. The lack of human 

resources to tackle security issues is particularly challenging. This and other uncertainties have 

clouded the future of Web3, and the metaverse. Some have thus gone as far as to say that 

cybersecurity “Will Make Or Break The Metaverse” (Merre, 2022)2. 

Turning now to the regulatory context, laws such as the California Consumer Privacy Act 

(CCPA), the General Data Protection Regulation (GDPR) and China’s Personal Information 

Protection Law (PRPL) require organizations to secure personally identifiable information (PII).  

In order to deliver metaverse experiences, which involves the blurring of the digital and physical 

worlds, organizations need to collect, store and manage PII and other data that are much more 

sensitive than in the Web2 era. Such data come from various sources such as biometric devices, 

 
2 Merre, R. (2022). Security Will Make Or Break The Metaverse, March 24,  

https://www.nasdaq.com/articles/security-will-make-or-break-the-metaverse 
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smart speakers and microphones and virtual reality headset36.  For instance, a company cannot 

convincingly argue that tracking users’ movements is needed for mobile app. Such data, on the 

other hand, can become an integral part of the metaverse experience. For instance, metaverse 

companies might argue that data related to users’ movements need to be stored for 

troubleshooting. The existing privacy laws thus can be interpreted differently due to different 

data needs37. 

It is also perhaps worth noting that many metaverse activities involve real-time transfer 

of data, which cannot be anonymized unlike a data package being sent38. Addressing security and 

privacy challenge and complying with these regulations may be no small feat in the metaverse 

environment.  

On the plus side, investments in web3 and metaverse security have been rapidly 

increasing. For instance, according Crunchbase data, investments in cryptosecurity, which deals 

with technologies to secure digital wallets and cryptocurrency transactions, exceeded US$1 

billion in the first seven and half months of 2021, compared to less than US$100 million invested 

in the sector in 202039.  

Key features of Web3 and the metaverse from the privacy and 
security standpoints 
In this section, we highlight several key challenges that affect Web3 and the metaverse from the 

privacy and security standpoint. Specifically, we focus on the technological environment, 

institutional level factors and the level and nature of impacts on consumers and victims.  

Technological environment 

Newness and novelty of technologies involved  

Perpetrators can take advantage of the relative newness of Web3 and the metaverse, and 

potential victims’ lack of understanding of these environments. An understanding of 



manipulative techniques used by various creatures to fool their enemies is of particular relevance 

in situations such as this. In particular, a phenomenon proposed by Dawkins (1982)40 called the 

“rare enemy syndrome,” provides a helpful theoretical perspective for understanding how 

victims often fall to new unfamiliar baits or lures. The basic idea behind rare enemy syndrome is 

simple. The enemy’s manipulation is so rare that evolutionary development has not yet 

progressed to the point that the victim has an effective counter poison (de Jong, 2001)41. For 

instance, perpetrators are applying new techniques such as ice phishing to manipulate the victims 

(In Focus 3).    

Some experiences in the metaverse replace ads. Users can wear virtual clothes or test 

drive virtual cars. All the relevant data such as moves that users make, what they are wearing, 

seeing, driving, and related time period can be recorded and potentially be sold42. 

In Focus 3: BadgerDAO becomes a victim of ice phishing 

An ‘ice phishing’ technique entails manipulating users into signing a transaction that delegates approval of the 
user’s tokens to the attacker.  That is, the perpetrator tricks unsuspecting users to sign a malicious smart contract  
that would redirect tokens from non-custodial wallets to an attacker-controlled address. The attacker thus does 
not steal one’s private keys. The attacker just needs to modify the spender address to attacker’s address.  From the 
attacker’s perspective this approach is attractive since the user interface does not show all relevant information to 
indicate that the transaction has been tampered with43. The lack of transparency on the transactional interface in 
Web3 makes it difficult to detect the displacement of tokens44.  

Among a high-profile example of ice phishing attack victim is BadgerDAO. Perpetrators compromised the front-end 
of BadgerDAO and malicious scripts were then injected. Users with high balances were targeted and asked to sign 
fraudulent transaction approvals. BadgerDAO noted that that "the script intercepted Web3 transactions and 
prompted users to allow a foreign address approval to operate on ERC-20 tokens in their wallet"45. The attacker 
moved funds to other accounts on behalf of the users. The criminals then liquidated the funds and used Badger 
Bridge to convert to BTC and exit. About US$121 million was stolen.46 

 

Some view the metaverse and artificial intelligence (AI) as two areas in which 

perpetrators can effectively deceive and victimize users. In this regard, it is important to note that 

AI is playing an increasingly important role in Web3 and the metaverse. Critics  have drawn 

attention to the potential negative impacts of various technologies associated with the metaverse. 

It is also argued that the goal of VR and augmented reality (AR) technologies in the metaverse is 



to fool the senses by making computer-generated content seem like real-world experiences. 

Likewise, mathematician, logician and cryptographer, Alan Turing stated that a human-level 

AI’s ultimate test would be to successfully fool consumers into believing that the AI is human.   

The power of these technologies to deceive users will soon transform society. AI-driven avatars 

are more and more likely to look, sound, and act like humans, which means that consumers will 

not be able to tell the difference between actual people and virtual people. Researchers have been 

able to use a sophisticated form of AI known as a generative adversarial network (GAN) to 

create effective artificial human faces (i.e. photorealistic fakes). The researchers found that 

humans cannot tell the difference between real and virtual faces.  But there is another point that 

is perhaps even more important. When the pictures of those fakes and real persons were 

presented and asked to rate for the “trustworthiness”, the research participants viewed AI 

generated faces to be significantly more trustworthy. Thus, advertisers are likely to find it 

attractive to use AI generated people in place of human actors and models to deceive users in the 

metaverse.  In addition to the fact that virtual people are perceived to be more trustworthy and 

thus more persuasive, using them will also be cheaper and faster.  These technologies are likely 

to give large corporations and adversaries more power47. Using an analogy of rare enemy 

syndrome discussed above, the poison itself is more deadly in addition to the fact that the victims 

lack  a counter poison for providing protection against and destroying the poison,  

From a criminal's perspective, the novelty of a new technology provides an attractive 

opportunity to engage in social engineering frauds. The metaverse is also likely to open 

the possibility of new attacks involving fraud and phishing such as a hacked avatar or  deepfake 

of a familiar person such as a CEO of a company. Hackers can use them to authorize  fund 



transfers or disclose confidential information48.  Such attacks can also involve a face such as an 

avatar who impersonates a coworker49.  

Due to the newness and complexity, monitoring the metaverse and detecting attacks on 

these new platforms is also more challenging than on current platforms (Alspach, 2022)50. One 

of the biggest challenges is that there are not enough qualified people to deal with the complexity 

of the architecture and develop secure solutions for the metaverse (Vellante, 2022)51.    

Complexity of  Web3 and metaverse technologies and weak architectural security 

Web3 and the metaverse are being built on many advanced technologies such as blockchain, VR, 

AR, AI, machine learning (ML), natural language processing (NLP), 3D graphics and sensors of 

various types. Many of these technologies have been in use for many years.  But what is different 

in the metaverse is that they  are being used together for the first time. Different organizations 

built these technologies without an understanding of the end use, which can increase the security 

risk52. The increasing number of layers and complexity of technologies used for diverse purposes 

in the metaverse such as gaming, remote workforce collaboration, virtual communities, and 

shopping would amplify potential cybersecurity vulnerabilities (Thompson, 2022)53. It is 

possible for nefarious actors to find new and more advanced ways to attack organizations54. 

While the metaverse is heralded as the next evolution of the internet, concerns have been 

raised about architectural security and insecure system designs.  Architectural security entails 

providing an appropriate level of protection depending on the specific type of data and the 

security environment involved (Rahimi & Haug, 2010)55. In the Open Web Application Security 

Project (OWASP) Top 10, which is a standard awareness document for developers and web 

application security representing a broad consensus about the most critical security risks to web 

applications (OWASP 2021b)56, insecure design was identified as a new category for 2021. 



Embedded systems security can help protect the Internet of things (IoT), VR, AR, and other 

metaverse technologies  from malicious behaviors (Madou, 2022)57. A key concern is that an 

insecure design that lacks such systems and needed security to defend against specific attacks, 

cannot be fixed just by implementing the systems perfectly (OWASP 2021a)58.  

Due to the newness of Web3, the metaverse and associated technologies, consumers and 

investors have a high likelihood to be victims of various scams.  Especially social engineering, 

which involves emotional appeals such as fear, pity, or excitement to victimize the targets, has 

been a major modus operandi of many fraudsters operating in the Web3 and metaverse 

environment   They establish interpersonal relationships or create a feeling of trust and 

commitment in order to achieve these goals. For instance, social engineering tricks are used to 

gain access to a victim’s private key of the account associated with the NFT. In other cases, 

victims may be lured to click malicious links, or download files containing malware. 

Some scammers use fake NFT customer service pages to lure NFT owners to divulge 

sensitive information. When creative producer and director Jeff Nicholas was trying to get help 

for a royalty issue from OpenSea in August 2021, some scammers masquerading as OpenSea 

employees invited him into a channel of the Voice over Internet Protocol (VoIP), instant 

messaging and digital distribution platform Discord called “OpenSea Support Server”. After 

hours of interaction, the scammers convinced him to share his screen with them. When he shared 

the screen, they were able to take a picture of the QR code synced to his private key, or “seed 

phrase”, which allowed them to gain full access to his crypto-assets. They stole 150 ether (ETH), 

which was valued about US$480,000 that time59. 



Scammers also trick consumers into buying fake NFTs. They copy social media accounts 

of reputable companies and create fake pages that closely resemble the originals.  Using the fake 

accounts, scammers can convince their legitimacy to potential victims and sell fake NFTs60.  

Institutional level factors  

Various participants in the metaverse are nested within institutional structures, such as nations 

and industries. 

Weak and underdeveloped regulatory environment  

Web3 and the metaverse raise many complex issues from privacy and security standpoints. On 

the regulatory front, privacy and security laws of the Web2 era are not sufficient to deal with 

these complexities and challenges. Data privacy and cybersecurity regulations lag behind 

innovations in the metaverse. Global regulations such as the European Union’s (EU) General Data 

Protection Regulation (GDPR) are insufficient to regulate privacy issues in the metaverse. For 

instance, since the metaverse is boundaryless and thus is not divided into individual countries, it 

is not clear how the GDPR’s clauses dealing with transfer and processing of data outside the EU 

can be applied. The GDPR is applied based on where the subject is located when their data is 

processed. When an avatar’s data is being processed, a confusion that can arise is whether the 

location is determined based on the person operating the avatar, or the avatar itself. In the latter 

case, the jurisdiction of avatar’s location is not easy to determine (Lau, 2022)61.  

Likewise, when individuals engage in activities such as purchasing real estate or shoes 

for their avatars and playing games, no clear regulatory guidelines exist as to how much 

information to put out there and collect. While these issues are being actively explored by 

regulators and new regulations are likely to be developed, the current regulatory uncertainty is a 

concern 62.  



There are also compliance-related challenges due to Web3’s pseudonymity, which can 

potentially increase money laundering and terrorist financing. Decentralized IDs also 

complicates existing regulations, such as GDPR. Web3’s anonymity can create challenges 

related to accountability, liability, legal recourse and consumer protections63.  

Lack of preparedness at the industry level 

The industry level preparedness to tackle the privacy and security issues facing Web3 and the 

metaverse  is not satisfactory.  Especially industry level guidelines have not been established 

yet. For instance, standards and norms have not been well developed as to how much 

information to put out there and collect64, what information is stored on-chain vs. off-chain, 

who needs to know when and how to authenticate transactions and who the decision maker will 

be and what parameters are used65. While privacy advocates are also looking at these issues, 

clear guidelines have not yet been developed66.  

The demographic composition of the metaverse also creates cybersecurity risks. Most 

metaverse users currently are young. Cybersecurity strategies of most banks and financial 

technology companies, on the other hand, have been developed keeping older consumer in mind. 

Younger customers tend to behave differently. For example, it is reported that many young 

consumers tend to share their credentials with others, which can create new risks for banks and 

financial technology companies 67.  

The level and nature of impacts on consumers and victims  

A question that naturally arises is how privacy violations and security breaches in Web3 and the 

metaverse environments affect the users. This section deals with the level and nature of impacts 

of such incidents on consumers and victims.   



Immediate harms to victims 

In traditional environments, nefarious actors often exploit services and data without clear or 

immediate monetary benefits. In blockchain applications, significant value is often encoded 

directly into the software. It is much easier and attractive to monetize exploits in smart contracts 

as they deal with  money.  This also means that hacking could lead to immediate and guaranteed 

harms to the target68.  For instance, a user’s ID in the metaverse is linked to cryptocurrency 

wallets, NFTs, and various smart contracts.  

Amplified impact on consumers and victims 

The metaverse involves a multisensory environment.  Due to complex and sophisticated features 

such as more graphic, 3D design, immersive visual and auditory experience,  when unwanted 

and privacy-invasive contents proliferate in the metaverse, they may be felt as more intrusive and 

are likely to have a greater negative impact on the users or victims. For many uses, the intense, 

immersive nature of the virtual world makes negative virtual experiences as traumatizing as in the 

physical world69. Thus, privacy violations in the metaverse are likely to lead to more severe 

consequences, which are also referred to as an amplified technical impact (ISACA.2014; Kshetri, 

2014)70. 

Information of users and their activities in the metaverse can be used to construct 

much more detailed and intimate profiles, which lead to a much higher cost of privacy violations. 

For instance, VR and AR devices can collect more and richer data about users compared to 

traditional methods. In  addition to standard personally identifiable information (PII) such as 

names and social security numbers, metaverse platforms can collect biometric data and 

3D content. Such data include body shape constructions such as height and arm length, language, 

voice, vision, and health statistics. Other vital signs such as heart rate could also be tracked in 

order to form more accurate digital profiles of users71.  



Contextual data such as information about the room in which the user is operating in can 

also be collected. Existing VR and AR devices have been mainly used for entertainment 

purposes and they rarely have integrated security provisions. Device manufacturers can help 

strengthen the security of the metaverse by including security provisions into hardware. 

Organizations need to be more careful in selecting devices and should select devices with 

adequate security in order to protect users72.More advanced AR and VR technologies can access 

more sensitive information. For instance, gaze-tracking technology can allow the  use of eyes to 

control and interact with the metaverse. Companies can collect gaze data such as pupil size and 

eye openness73. Meta has patented technology to integrate eye tracking  into its optical 

equipment that is worn by users to access the metaverse74. Disney’s Disneyland metaverse 

plans to use its patented gaze tracking technology, which would use cameras to detect where riders 

are looking. For instance, if a rider stares too long at an animatronic character, it might talk to the 

rider using their name. Disney also envisions using the technology with droids in the new Galactic 

Starcruiser hotel at Disney World, which is expected to facilitate lifelike conversations between 

droid bartenders and guests75.   

Some technologies have been adapted from other areas to develop new tools for 

marketers to more effectively track consumers. One such technology is the  brain-computer 

interface (BCI)  system.  BCI is used to record, process, and analyze human brain activity in the 

form of neurodata, which is then translated into an output command to machines76. The main use 

of BCI has been in improving the daily lives of people with prosthetic limbs. French neuro-

technology startup NextMind has developed a BCI tool, which utilizes non-invasive 

electroencephalogram (EEG) technology to detect electrical signals from the brain77. The signals 

can be translated into readable commands such as a specific movement in a VR game78. In 



March 2022, visual social media platform Snapchat’s parent company Snap acquired NextMind. 

Snap hopes to incorporate NextMind’s BCI in its future products including its Spectacles AR 

glasses79.  

BCI allows companies to collect and share sensitive information related to 

individuals’  psychological states such as emotions and intent. By combining neurodata with 

other personal information, companies can build more granular and sensitive profiles about 

consumers, which can be potentially used for behavioral advertising and other invasive and 

exploitative ways. In heavily surveilled states, surveillance tools that are based on sensitive 

neurodata can help authoritarian regimes increase the degree of control over citizens 80 

Companies thus have more incentives to collect user data and share such data with third 

parties which can be used for profiling to deliver customized advertising. To take an example, 

Meta announced that it was working on a high-end VR headset Project Cambria, which will have 

capabilities that are not possible with  headsets currently being used. New sensors in the device 

will allow the user’s virtual avatar to maintain eye contact and reflect facial expressions (Bonifacic, 

2021)81. In this way, Project Cambria would have the capability to mirror  a person’s face and 

eye movements in VR. Meta can give this information to advertisers, which can help the latter 

measure users’  attention more accurately. The measurement can help target users with ads and 

influence them to buy products. Meta has stated that the company currently does not share eye-

tracking data with advertisers. The company, however, has not committed that  it will not collect 

and share such data in the future  (Hunter, 2022)82.   

Likewise, security breaches in the metaverse may be associated with more adverse 

consequences compared to Web2. For instance, perpetrators in the metaverse can target financial 

data, crypto-assets and highly sensitive personal data (Merre, 2022)83. More importantly 



these harms go beyond financial harms and privacy violations. Cyberattacks against metaverse 

systems may also extend to physical harms. For instance, VR headsets, which are a gateway to user 

data, and AR headset can be hacked (Creamer Media Engineering News 2022), which may lead to 

physical harms to victims.  

Researchers found that by exploiting VR systems, it is possible to control the activities of 

immersed users and physically move them to a location without their knowledge (Casey et al., 

2021)84. For instance, by manipulating a VR platform and resetting the hardware’s physical 

boundaries, an adversary can influence a user to take actions that make them fall down a flight of 

stairs and cause serious injuries.   

AR involves using some type of lens to add virtual overlays on top of the real world. 

Compared to VR, AR is less immersive since users can have their surroundings’ normal view. 

Some AR examples include wearables such as Microsoft's HoloLens or simply a smartphone 

using the Waze app. It is possible for the host to see the user's location and have some 

interpretation of their intentions85.  

AR often involves overlaying data provided by a third-party. Any compromise in data 

integrity can have serious consequences. For instance, if a location app overlaid onto a headset 

uses flawed location data, the user gets incorrect directions86. Users that are too immersed in the 

virtual world could potentially be misdirected into a street, which can lead to a physical harm. 

The AR headset wearer can be a victim of violent crimes such as robbery, mugging, and assault 

(Nichols, 2022)87.  

Technical weaknesses and vulnerabilities of blockchain systems  

While blockchain, the key building block of Web3, and the metaverse, has been long touted for 

its security, the technology can be vulnerable under certain condition88. Hackers have exploited 



technical weaknesses in blockchain systems. Especially smart contract logic hacks target logics 

that are embedded in blockchain services to take advantage of functions and services, such as 

collaboration, crypto-loans, project management and functionality of wallets. Ethereum smart 

contracts, which are based on Solidity programming language, are vulnerable to reentrancy 

attacks. Note that a procedure is re-entrant if “its execution can be interrupted in the middle, 

initiated over (re-entered), and both runs can complete without any errors in execution”89. Minor 

mistakes can lead to serious consequences. For instance, in 2016, hackers exploited 

vulnerabilities in the decentralized autonomous organization’s (DAO) code and hacked the 

Ethereum blockchain. Note that the DAO runs through smart contracts and do not need 

centralized management and the direct control of self-interested institutions. Hackers were able 

to steal US$60 million of Ether in “The DAO” hack due to a single misarranged line of code90. 

In 2016, the DAO smart contract had over US$150 million worth of ether. A project requesting 

funding could withdraw ether from that project’s Ethereum address if it received sufficient 

support from the DAO community. A flaw in the code allowed the  transfer of the  ether  to  the 

external address before updating its internal state. It meant that the smart contract did not note 

that the balance was already transferred. The attackers thus withdrew more ether than they were 

eligible for. 

Ethereum cofounder Vitalik Buterin's "blockchain trilemma"91 proposed three main 

issues — decentralization, security and scalability — that blockchain developers encounter. He 

argues that it is easy to achieve two of the three goals, but very difficult to achieve all the three. 

Vitalik also warned that bridges are less secure than Layer 1 projects such as Ethereum or 

Bitcoin92. The cyberattacks against  Axie Infinity (In Focus 2) and Poly Network (In Focus 5.4) 

highlight the vulnerability of bridges for projects using blockchain. 

https://www.gemini.com/cryptopedia/the-dao-hack-makerdao


In Focus 4: Hacker exploits Poly Network’s smart contract tools 

Poly Network is a decentralized finance (DeFi) platform that facilitates peer-to-peer transactions. The company 
views its protocol as a tool for building Web3 infrastructure.  

Its focus is on a cross-blockchain interoperable bridge, which allows users to swap tokens from one blockchain  to 
another. For instance, users can trade Bitcoin for Ether. As of April 2022, Poly Network had integrated over 15 
blockchains (https://poly.network/#/). Note that in a bridge, transfers involve locking tokens on a source 
blockchain. The tokens are then unlocked on a destination blockchain.  After a transaction takes place on a source 
blockchain, the Poly Network Keepers sign blocks of the source blockchain containing the transaction. The signed 
block is then submitted by the keeper to a smart contract manager on the destination blockchain. The smart 
contract manager’s job is to assess the signatures’ validity. If the block is valid, the transaction is executed on the 
destination blockchain.  

In August 2021, a hacker exploited a vulnerability in Poly network’s EthCrossChainManager smart contract 
manager on the destination blockchain, which takes the incoming transaction, validates it and then executes the 
contract specified in the transaction 93.  The hackers had compromised trusted entities called “keepers” stored in 
the EthCrossChainData contract, which is owned by the EthCrossChainManager94. EthCrossChainData facilitate the 
cross chain transactions to unlock tokens on the destination blockchain without locking the tokens on the source 
blockchain, essentially managing to duplicate tokens across two blockchain networks. Fake transactions were 
created that allowed the hackers to unlock tokens on the destination blockchain without locking equivalent tokens 
on the source blockchain.  

 The attacker took control of the keepers and tricked EthCrossChainManager contract into executing cross-chain 
transactions that were not conducted on the source blockchain. The hacker stole over US$600 million worth of 
tokens95. 

The hacker later returned the funds to the Poly Network. The platform offered the anonymous hacker a job as its 
chief security advisor96.  Poly Network also offered to pay the hacker a US$500,000 bug bounty for identifying the 

flaw that was exploited in the attack97.   

Cyberattacks and other malicious behaviors targeting crypto-assets 

Crypto-assets such as cryptocurrencies and NFTs are the key building blocks of Web3 and the 

metaverse economy. NFTs represent ownership of virtual in-game items, virtual avatars, real 

estate properties and other assets and also enable the authentication of these assets and even 

identities. Cryptocurrencies play the same role in the metaverse economy that money does 

in the modern economy. For instance, cryptocurrencies are needed to buy NFTs such as real 

estate, and clothes and shoes for the avatar. Several metaverse platforms such as Sandbox 

and Decentraland have their own cryptocurrencies.  

Crypto-assets face cyberattacks at various levels. First, as explained earlier, blockchain 

platforms behind cryptocurrencies and NFTs themselves could be vulnerable to hacking.  That is, 

they face risks related to the platform on which smart contracts run98. In this regard, a key point 

that needs to be emphasized is that blockchain places a high priority on anonymity and privacy, 

https://github.com/polynetwork/fisco-contract/blob/70428651b94e34d9ca25d2dffb712682a0dec8e4/contracts/core/cross_chain_manager/data/EthCrossChainData.sol
https://github.com/polynetwork/fisco-contract/blob/70428651b94e34d9ca25d2dffb712682a0dec8e4/contracts/core/cross_chain_manager/data/EthCrossChainData.sol


which makes it difficult for companies to track a hacker’s identity. For instance, users’ wallets 

and transactions are publicly visible on the blockchain address. However, they are not directly 

connected to owners’ true identities. This lowers the cost of attacks and hackers face lower 

probability of arrest and conviction99.  

Figure 5.1: Funds lost to hackers and amount returned to victims (US$, million) 

 

Data source: 100 

Some nefarious actors are making use of digital coins that have baked a higher degree of 

anonymity and untraceability  into their designs, which further increases the difficulties involved 

in the recovery of stolen crypto-assets.  According to a report by blockchain security company 

Beosin, Web3 experienced 48 major cyber attacks in 2022Q2, which resulted in losses of about 

US$718.34 million. Approximately US$418.89 million in stolen funds were transferred to a 

crypto mixing service Tornado.cash101. Tornado Cash is a service used to anonymize crypto 

transactions. The base code of privacy coin ZCash was forked to create Tornado Cash102. It was 

sanctioned by the U.S. Treasury Department in August 2022. According to the U.S. Treasury, 
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Tornado was used to launder US$7 billion worth of crypto103. U.S. treasury undersecretary for 

terrorism and financial intelligence criticized Tornado Cash arguing that it failed to implement 

adequate controls against money laundering104. 

An upshot of this difficulty in tracking a hacker’s identity is that only a small proportion 

of stolen funds are recovered (Figure 5.1). The proportions of recovered funds in Web3 attacks 

were 0.28% during 2012-2019 and 4.5% in the first five months of 2022. While recovered fund 

accounted for 28.3% of stolen fuds in 2021, this was the exception rather than the rule. This very 

high proportion is attributable to the fact that A hacker, who stole over US$600 million worth of 

tokens105 from the Poly Network in August 2021 returned most of the stolen funds106. The 

platform offered the anonymous hacker a job as its chief security advisor107.  Poly Network also 

offered to pay the hacker a US$500,000 bug bounty for identifying the flaw that was exploited in 

the attack108.  

Cyberattacks targeting crypto-asset platforms 

Online marketplaces such as OpenSea are a key component of Web3 and the metaverse 

ecosystems. For instance, Nike's first collection of shoes for the metaverse, known as 

CryptoKicks, is being traded as NFTs on OpenSea109.  While crypto-assets such as NFTs are 

based on blockchain, exchanges and marketplaces such as  Coinbase, OpenSea and 

Rarible function in a centralized manner110. Custom protocols are used for accounts in crypto-

exchanges, which are often based on a non-blockchain Web2 technologies111. They thus cannot 

utilize the benefits of decentralized technologies such as peer review systems to identify and fix 

bugs. Consequently, these marketplaces are vulnerable to breaches, bugs and attacks.  

In September 2021, a bug in the OpenSea token market led to a disappearance of 42 

NFTs that were valued more than US$100,000112. Israeli cybersecurity company Check Point 



reported that it found vulnerabilities in OpenSea that could have allowed cybercriminals to sell 

malicious NFTs, or trojanized digital art. Check Point researchers said the flaw made it possible 

for hackers to offer a malware infected image file as an NFT. For instance, a user could be lured 

with a free NFT. When the victim opens the NFT file on their device, a series of malicious pop-

ups pretending to be from OpenSea could be deployed. A pop-up requests the user to connect 

their digital wallet. When the user does so, the hackers steal funds in the wallet. OpenSea 

subsequently patched the security flaws when they were brought to its attention113.  

 Social engineering attacks targeting crypto-asset platforms are also rapidly increasing. In 

May 2022, Yuga Labs, creator of the popular NFT collection Bored Ape Yacht 

Club, launched a sale of virtual land deeds for its yet-to-be released metaverse project, 

Otherside114. Even before this official sales by Yuga Labs, scammers were reported to 

exploit a bug inside OpenSea to send multiple fake NFT land packages to various holders of 

blue-chip NFTs115 and Web3 influencers under the BAYC developer contract. The scammer 

attempted to mask their identity  by using an address that looked similar to  an official BAYC 

affiliated address. They pulled the scam NFTs from the BAYC contract, which appeared as a 

legitimate source. They then sent the fake NFTs to various wallets in order to steal the victims’ 

assets116. 

Cyberattacks targeting wallets  

Cybercriminals can also launch attacks against wallets that are used to store crypto-assets. There 

are two options for a wallet: hot wallet (e.g., account in exchange/website-based wallet) and cold 

wallet (e.g., hardware or paper-based). Hot wallets play an important role in the metaverse.  For 

example,  in Decentraland, users are required to link their hot wallets in order to access and take 

advantage of full, customizable accounts117. Crypto-assets such as NFTs that are stored in hot 

https://opensea.io/
https://opensea.io/


wallets are online by default under the control of the wallet provider. The majority of attacks 

involving crypto-assets such as NFTs have been carried out against hot wallets.  

Cybercriminals are increasingly targeting crypto wallets. In a study released in early 

2022, Trend Micro detected more than 2,000 scam NFT websites, many of which targeted 

crypto-wallets. For instance, unscrupulous  actors had created a fake copy of  Decentralized 

Organization Metaverse.Pro. The fake website metaverses-pro.com, users are asked to download 

an APP to “manage your assets”. If an unsuspecting user follows the instructions, malware will 

start to download to their device and install keylogger, which is designed to steal the user’s 

stored credentials. Scammers then get access to the victim’s crypto wallet and transfer all 

cryptocurrencies and NFT collections118. 

In June 2021, an NFT artist Fvckrender reported that he was tricked into opening a file 

containing a virus delivered to his social media account119, which allowed the criminal to access 

the artist’s digital wallets. The artist reported that the hacker stole 40,000 Axie Infinity (AXS) 

tokens valued at US$4 million within minutes120. In a similar incident, in December 2021, 

an art curator and NFT collector reported that 16 of their NFT tokens were stolen in a 

phishing attack. NFTs worth about US$2.2 million were stolen from the collector’s hot 

wallet121.  

Another category of scams involves giveaways or airdrops, in which the fraudsters lure 

victims by offering free NFTs. In this scam, a fake NFT account will send a message to  users on 

social media such as Twitter telling them that they have won an NFT. Users are given a link to a 

fake NFT website, which will ask them to connect their crypto wallet and enter their seed 

phrase122. The criminals steal existing NFTs as well as other digital currencies or tokens stored in 

the wallet123. 



Protecting and defending against various threats in Web3 and the 
metaverse  

The rapid growth of Web3 and the metaverse has offered a wide variety of opportunities for 

scammers, fraudsters and cybercriminals. These environments are rapidly becoming an emerging 

attack vector.  There is the need for various participants  to be aware of  a wide variety of crimes 

and scams taking place in these environments and exercise necessary privacy and security 

precautions and other measures.  

Consumers and investors  

Consumers should understand different types of risks they are likely to face in Web3 and the 

metaverse environments. For instance, buying an NFT is different from buying things on e-

commerce websites. There is little recourse for victims of NFT scams. There are often no refunds 

and little protections. Important risk sharing and transfer mechanisms such as insurance do not 

exist in Web3.  

In light of the proliferation of a wide range of investment scams, it is important to 

undertake due diligence of investment schemes. For instance, investors can use Discord platform 

to understand the community behind the NFT project and get a feel for the project. Investors 

should interact with other members and follow topics of conversation. It is important to ask the 

creators questions about the project’s technical aspects.  The lack of substance in the discussion 

in the channels can raise a red flag. If the creators have a presence in the Discord channels  and 

they respond with substance when someone ask questions, these may indicate that the project is 

genuine. People associated with a fake project may try to create distractions. It is also important 

to check if the project creator has an inflated social media following with a high proportion of 

fake Twitter followers.  For instance, Followeraudit.com 



(https://www.followeraudit.com/?ref=alternativeassets.club) can be used to track the number of 

active, inactive, and fake followers of a project. 

A unique feature of the metaverse is the powerful immersion and rich interaction 

between users, devices, and software. Organizations can capture even more and richer data in 

Web2. Important tradeoffs need to be made to have the metaverse experience and ensure security 

and privacy.  

The metaverse is viewed as a future technology created for kids. Concerns of online 

safety is likely to grow as the experience becomes more immersive.  Child safety is thus 

important124.  Parents need to take the initiative to enhance children's safety in the metaverse.  

Organizational measures  

As the metaverse involves far more sensitive PII data, issues such as data governance, endpoint 

security and network security become significantly more important. Businesses should protect 

themselves against possible threats by taking appropriate measures that are consistent with the 

nature of Web3 and the metaverse and threats faced. Web3 and metaverse security must become 

a key component of a company's overall cybersecurity strategy rather than an afterthought125.  

Organizations should pressure metaverse technology developers to incorporate security 

features126.  

It is important for companies to team up with strong cybersecurity partners to protect 

their digital assets in Web3 and the metaverse127. As mentioned, AI is one area in which 

perpetrators can effectively deceive users. Given AI’s increasingly important role in Web3 and 

the metaverse, partnership with specialist firms that combine AI with human judgment128 is 

critical.  



Among best-practice organizations  is metaverse gaming firm The Sandbox. The 

Sandbox allows users to monetize their activity on virtual lands recorded on blockchain. It  has 

teamed up with  online threat detection company BrandShield to strengthen the safety of crypto 

wallets and NFTs on its marketplace. BrandShield analyses and classifies various threats to 

eliminate crypto wallet attacks. It evaluates threat levels from different digital entities and 

platforms, such as websites and NFT marketplaces, which are rarely detected by traditional 

cybersecurity technology. The Sandbox said that BrandShield neutralized 120 phishing sites and 

58 fake social media accounts impersonating the metaverse platform In March and April 2022. 

The Sandbox has also announced plans to educate its users about fraud prevention methods129.  

Implementations of Web3 and the metaverse often involve networks and partner 

ecosystems, which can expand the surface area of vulnerability130.  Many bugs in smart contracts 

are associated with external interactions with other contracts. This means that even if the code 

for an application of a company is secure, the codes of other companies may be vulnerable, 

which can be exploited by attackers131. The high-profile hackings discussed above also 

underscore the importance and role of a third-party independent audit in order to ensure the 

security of the metaverse132.  

Fraudsters are also taking advantage of the lack of clear regulations regarding the 

ownership of an NFT  versus the ownership of  the physical or digital object represented by the 

NFT133. Scammers are creating and selling NFTs in the metaverse that falsely appear to be 

created by luxury brands. In the metaverse and gaming platform Roblox, brands such as Gucci, 

Stella McCartney and Nike have sold digital items. Users can also buy items that appear to be 

related to brands such as Burberry, Chanel, Prada, Dior and Louis Vuitton, despite the fact that 

these brands may not have participated in the creating or selling of most of the items134.  For 

https://www.coindesk.com/learn/what-are-nfts-and-how-do-they-work/


instance, Disney’s former chief executive officer and chairman Bob Iger noted that OpenSea had 

all the “poached” Disney-themed collectibles135. Owners of assets that can be minted to NFTs for 

the metaverse need to be vigilant and take appropriate measures to ensure that their assets have 

not been misused in the metaverse. In February  2022, Blockchain game company Animoca 

Brands published a statement about the fake token that was being offered with the name 

“Animoca Brands Metaverse”.136 As of February 17, 2022, the token had appeared on Block 

Explorer and Analytics Platform Etherscan and on  decentralized crypto trading platform 

UniSwap V2. As of that day, the token had 53 holders and there were 83 transfers137.  

Industry level initiatives  

In many cases, a company cannot singly address all the requirements of security in Web3 and the 

metaverse. Firms thus should act jointly at the industry level. For instance, with the emergence of 

the metaverse, it is important to have built in safety features. Leading metaverse  developers 

have important roles to play.   

Industry-level initiatives need to be taken to develop mechanisms to verify and validate 

intellectual property created, bought and sold to a real-world identity. For instance, industry 

bodies can engage in lobbying and other  activities to pressure their governments to enact new 

regulations. Likewise, in order to ensure legitimacy of a virtual avatar, it is important to associate 

it to a distinct real-world identity using enhanced biometric data and other verification 

methods138. Especially with the emergence of multiple metaverses, it is important to close the 

current governance and verification gaps or silos between them139. 

Regulators  

Many of the current challenges of Web3 and the metaverse can partially be attributed 

to underdeveloped regulations and guidelines. For instance, there is no clear answer as to 



whether the sales of branded digital items are legal if the brand did not participate in creating 

them. The fact that scammers are selling NFTs that falsely appear to be created by luxury brands 

has raised questions around ownership and legality. It is thus important for governments to 

enact regulations to protect  intellectual property rights in Web3 and the metaverse.  

The lack of boundary in the metaverse makes it difficult to establish jurisdiction and 

apply regulations such as the GDPR. International coordination and cooperation are thus even 

more important to tackle metaverse security.  Governments should also hold metaverse 

technology developers accountable for unsafe metaverse technologies140. 

Conclusion  

The Web3 and metaverse ecosystems involve a number of complex mechanisms and 

interconnected key elements that rely on centralized Web2 technologies, which have their own 

security challenges. They have created many questions related to security and privacy. This 

paper identified some of the main threats that the Web3 and metaverse ecosystems face.  

A wide range of fraudulent acts are likely to exploit flaws in Web3 and the metaverse, 

which provide a number of avenues for criminals to victimize users of these technologies. While 

hacking skills are require for some crimes, only social engineering are sufficient to victimize 

targets in others.  For instance, NFT platforms face protocol risks such as hacking. Exchanges 

which facilitate the trading of cryptocurrencies and NFTs (e.g., OpenSea) have their own 

vulnerabilities, which can be exploited by hackers. Other malevolent  actors rely on novel 

but simple social engineering scams to convince victims to invest in fake schemes involving 

NFTs or to divulge sensitive information that can be used to breach crypto accounts. 

 

 



In general, security breaches and privacy violations associated with Web3 and metaverse have 

more adverse consequences than in the Web2 era. Users in the metaverse also face a higher 

susceptibility to manipulation by businesses. Law enforcement agencies are also likely to face 

challenges in fighting crimes at scale in Web3 and the metaverse, especially in the initial phase 

of development.  

It is important to note some key points about blockchain, the main building block of 

Web3 and the metaverse. The so-called trilemma discussed above maintains that blockchain 

cannot simultaneously achieve security, decentralization and scalability. It is clear from the 

above discussion that while bridges have promoted scalability, they perform poorly in security. 

Moreover, public blockchains are transparent, which means that transactions are available for 

everyone to see. This means that the criminals know exactly their payoffs if their attacks are 

successful.  
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