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alf the Battle

The Influence of Marketers' Privacy Literacy
on SMEs' Privacy Orientation

Marketers are in a unique position to improve customers’ data
privacy but often lack the necessary know-how. Hence, this study
examines the link between marketers’ privacy literacy and their
firms’ privacy orientation.

Matthias Friesenecker, B.A., Mauro Luis Gotsch, M.A., Prof. Dr. Marcus Schégel
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While large enterprises like Google,
Amazon, Facebook, Apple or Microsoft
are under intense scrutiny regarding
their data privacy practices (see, e.g.,
Stuart, 2021), comparatively little atten-
tion has been paid to the privacy practices
of small and medium-sized enterprises
(SMEs). Naturally, SMEs generally collect
and utilize fewer customer data and have
access to less advanced analytical capabi-
lities (Bianchini & Michalkova, 2019). As
aresult, research regarding SME privacy
practices and IT security has so far been
“largely neglected” (Heidt et al., 2019,
p- 1286). As SMEs’ capabilities and access
to data processing tools (e.g., Al-aided
customer relationship management
software) are expected to increase (Bi-
anchini & Michalkova, 2019; Coleman et
al,, 2016; Sen et al., 2016), this knowledge
gap could become a risk factor. In light of
far-reaching privacy regulations such as
the General Data Protection Regulation
of the EU (GDPR) and the “exceptional
vulnerability” of SMEs to cyberattacks
(Van Haastrecht et al,, 2021, p. 1), more
research to understand and improve
SMEs’ privacy orientation is needed.
Since SMEs tend to be more “resource
constrained” (Hernandez-Linares et al,,
2021, p. 179), potential solutions should
build upon already existing capabilities
or functions.

Past research has showcased a variety of
approaches to improve a firm’s privacy
orientation, and marketing as a function
“is often specifically named as being
the central node of the modern privacy
debate” (Gotsch & Schogel, 2021, p. 24).
In SMEs, marketing capabilities are
both used to “attain superior business
results” (Lekmat et al., 2018, p. 213) and
are often concentrated in the hands of
a few natural persons (Camra-Fierro et
al., 2012). This means that the control of
data-collecting touchpoints like websites
is often directly shaped by a single per-
son or a small team. SME marketers are
therefore in a unique position to both
specify their firm’s informational needs
so as to reduce surplus data collection
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(Zuboff, 2019) and to ensure the custo-
mers’ desired data privacy throughout
their journey. Yet, to utilize this poten-
tial it is likely that SME marketers need
a basic level of privacy literacy (Baruh
et al, 2017). Hence, this study aims to
answer the following question:

RQ: Does the privacy literacy of marketers
working in a business-to-consumer SME in-
fluence the privacy orientation of their firm’s
website and the overall privacy policy?

A quantitative approach following a
three-step procedure was chosen to pro-
vide first insights into the link between
the privacy literacy of marketers and the
privacy orientation of the SMEs they are
working for. In a first step, the privacy
literacy of SME employees with influence
on their firm>s touchpoints was recorded
using a structured online questionnaire.
In a second step, the corresponding pri-
vacy statements and websites were ana-
lysed. This was done on the basis of the
legal minimum requirements defined by
the GDPR and recorded by means of a
structured evaluation form. Finally, the
link between privacy literacy and data
protection orientation of the website
was tested using a multiple regression
approach and an analysis of variance
(ANOVA).

Theoretical Basis

Nissenbaum (2009, p. 4) defines informa-
tional privacy as a “claim to appropriate
flows of personal information” within
the “distinctive social context” of a
customer—firm interaction. Hence, for
an SME's privacy policy to be “privacy-
oriented”, it should allow the customer
to easily view and adjust the level of
how much they can be “sensed” by said
SME through the data shared with them
(Belanger et al., 2002, p. 245; Parker, 1974,
p- 273; Petronio, 2010, p. 179).

While most modern data privacy laws
set a baseline of protection which should
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be upheld by any entity collecting data
(“privacy by design”, GDPR, Art. 25), the
sharing of personal data is still largely
treated as a matter of personal respon-
sibility. Yet, consent-driven privacy
self-management faces the “inherent
limitation” (Barocas & Nissenbaum,
2014, p. 31; Solove, 2013, 2021) of most
customers being unable to overcome the
“rational, irrational and structural” fac-
tors influencing their decision-making
process (Gotsch & Schogel, 2021, p. 4). As
a result, customers’ expressed privacy
concerns often do not match their level
of disclosed personal data across vari-
ous platforms (Acquisti, 2004; Norberg
& Horne, 2007).

This limitation can be partially addres-
sed by increasing the privacy literacy of
all the parties involved. Trepte et al. (2015,
p. 339) elaborate on this notion and state
that privacy literacy is a combination of
factual or declarative («knowing that»)
and procedural (<knowing how») know-
ledge regarding the protection of one’s
data privacy.
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Generally, increasing privacy literacy
within a firm’s human resource pool has
been recommended by several studies
as a means to achieve a higher privacy
orientation (Amiri et al., 2018; Bulgurcu
et al,, 2017; Gotsch & Schogel, 2021; Ko-
kolakis, 2017; Schogel, 2016; Solove, 2013;
Taneja et al., 2014). However, the link
between marketers’ privacy literacy and
touchpoint privacy orientation has not
been established so far. This study aims
to test the feasibility of this recommen-
dation within the SME context where
such a connection is more direct than
in a large firm. Hence, we hypothesize:

H1: The presence of SMEE marketers with
high privacy literacy will increase the privacy
orientation of the touchpoints under their
influence.

Since the decision to collect personal data
from customers is expected to follow a
rational weighing of customer risks and
benefits, it is assumed that marketers
perform a privacy calculus similar to
that of their customers (Dinev & Hart,
2006; Zhu et al., 2017). To properly assess
both the benefits and risks of their custo-
mers’ disclosure of data, marketers need
a certain level of privacy literacy (Trepte
et al,, 2015).

H2a: SME marketers’ privacy literacy
positively affects the perception of the risks
customers run by disclosing personal data via
touchpoints under their control.

H2b: SME marketers’ privacy literacy ne-
gatively affects the perception of the benefits
customers can reap by disclosing personal
data via touchpoints under their control.

While privacy literacy is assumed to have
a direct effect on the privacy orientation
of touchpoints, it is also likely that this
effect is partially mediated by a privacy
calculus, as it is in customers’ protective
behaviour (see, e.g., Yun et al.,, 2019).

H3a: SME marketers’ perception of the risks
customers run by disclosing personal data
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via touchpoints under their control positively
influences the privacy orientation of said
touchpoints.

H3b: SME marketers’ perception of the
benefits customers may reap by disclosing
personal data via touchpoints under their
control negatively influences the privacy
orientation of said touchpoints.

Methodology

The data were collected in two steps:
first via an online survey targeted to-
wards SME owners or employees with

marketing responsibility and second by
using a structured evaluation form for
the corresponding websites and privacy
policies. The data set was collected using
direct mailings to SME marketers in Swit-
zerland. A firm was defined as an SME
if it employs less than 250 people (BFS,
2020). Additionally, all the SMEs in the
sample had to operate within a business-
to-consumer (B2C) context with access to
their customers’ personal data. The final
sample came down to 55 SMEs operating
a B2C business within Switzerland or
Lichtenstein. Of those SMEs, almost 50%
were microfirms (< 10 employees), approx.
40% were small firms (10-50 employees)

Figure 1: Hypotheses and Research Design

Process
Privacy Calculus

Perceived
v Risks of DV
Privacy Literacy ,\;»\X\ Disclosure ’3:,;/ Privacy Orientation
X
OPLIS H1(+) Privacy
Sclade Principles
52 o) 2
& &
Perceived
Benefits of
Disclosure

Source: Own illustration.

Management Summary

Marketers in small and medium-sized enterprises (SMEs) are able to promote
firm-wide privacy measures by focusing their data needs and offering protection
measures on the touchpoints under their control. Yet, to unlock this potential
they need a basic level of know-how. Using survey data of 55 SMEs, a link
between marketers’ privacy literacy and their SMEs’ privacy orientation was
established. The results also show that most surveyed mar-keters do not
exhibit a higher privacy literacy than the general public.
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and about 10% were medium-sized com-
panies (> 50 and < 250 employees).

The questionnaire the SMEs were sent
consisted of two parts — the first one as-
king for demographics and measuring
the calculus and various control variab-
les (e.g., IT background). The second
part, the Online Privacy Literacy Mea-
surement Scale (OPLIS) developed by
Trepte et al. (2015), was used to measure
privacy literacy. The scale was developed
on the basis of a qualitative content ana-
lysis of research articles and adapted for
the German-speaking market (Masur et
al.,, 2020). It was reduced by Masur et al.
(2017, p. 256) to a 20-item validated scale,
able to “predict the implementation of
data protection measures”.

To evaluate SMEs’ privacy orientation,
the evaluation method by Martin et al.
(2017) was used. It treats SMEs’ privacy
policies as meaningful proxies for their
actual privacy practices. Hence, for each
SME, their privacy policies and their pri-
mary website were analysed. The evalua-
tion was based on the legal requirements
of the GDPR. The following aspects were
taken into account:

(1) Provides support for exercising the
right to object (opt-out options).

(2) Explains what kind of data are
collected (type and scope of data
collection).

(3) Explains how the collected data are
used (purpose or use).

(4) Explains how these data will be sha-
red in the course of exchange.

(5) Provides contact information for
privacy inquiries.

(6) Informs about the use of cookies on
the website.

(7) Informs about (or offers) the possibi-
lity to deactivate cookies.

(8) Informs whether and which analysis
tools are used (e.g., Google Analytics).

9) Gives information on users’ rights,
such as the right of information,
deletion, correction and transfer of
personal data.
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(10) Deploys cookie banners on pages
utilizing them.

The stricter requirements of the GDPR
were applied to judge the Swiss SMEs’
privacy policies, because it is assumed that
the majority of data-collecting companies
in Switzerland are affected by EU law due
to the market location principle (see GDPR
Art. 13, Ebert & Widmer, 2018; FDPIC, 2018;
Mohle, 2021). We chose to sample Swiss
SMEs because in general they demonstrate
low expertise regarding GDPR guidelines
although in principle they have to adopt
them (Ebert & Widmer, 2018).

Results

The data of the 55 SMEs were compiled
by one author and checked for accuracy
(e.g., by re-reading privacy policies) as
well as prepared for analysis by another.
All data were compiled and analysed
using IBM SPSS Statistics.

Privacy Literacy within SMEs

In order to put the overall privacy lite-
racy of the SME participants in context,
their results were compared to the
norm table for privacy literacy within
the general German population from
the OPLIS guide created by Masur et
al. (2020). It shows that the population
average of 12 correctly answered ques-
tions was slightly but not significantly
lower than the SME mean of 13.2. In total,
only around 60% of SMEs demonstrated
a privacy literacy above the population
average. Unsurprisingly, the 11 SME par-
ticipants with a background in IT exhibi-
ted a significantly higher (p <0.01) mean
OPLIS score than other participants.

OPLIS is designed to measure privacy li-
teracy across four knowledge dimensions.
Figure 2 shows the cumulative percen-
tage of the knowledge levels across the
dimensions within the sample. It shows
that there are knowledge gaps relating
to the data processing practices of third-

Lessons Learned

1 Since marketers in SMEs have
more direct control over
their firms’ touchpoints, the
level of their privacy literacy
will help to determine the
privacy orientation of these
touchpoints.

M

Marketers with a higher privacy
literacy will perceive a higher
risk for customers to share
personal data via their firm’s
website.

“\

The privacy orientation of most
SME websites will be geared
towards the minimum legal
requirements instead of the
customers’ potential privacy
benefits.

=\

Marketers with an academic
or professional background in
IT will exhibit a higher general
privacy literacy.

o\

A customer-oriented privacy
policy implemented by SME
marketers could help them
exceed current privacy
regulations while building
the internal know-how and
customer trust essential for
the usage of data-intensive
marketing technologies.

party institutions (row 3) as well as the
current legal practices (row 4). Both of
these dimensions are critical in the assess-
ment of potential risks of the disclosure of
personal data (Masur et al.,, 2017), which
might explain the gap in cyber security
capabilities between SMEs and larger
firms (Heidt et al., 2019; Van Haastrecht
etal., 2021). These findings are also in line
with previous studies which suggest that
privacy literacy training is not regarded
as highly important in SMEs (Ebert &
Widmer, 2018; Heidt et al., 2019).
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Website Privacy Orientation

The data on the privacy orientation of
the SME websites were collected in a
two-month period, directly after a par-
ticipant had answered the questionnaire,
and then reviewed to ensure a reliable
reading. Figure 3 shows the individual
percentages of requirements met by the
SMEs.

The informational requirements (points
1 to 5) were met by the majority of SMEs
in the sample (56%). SMEs usually in-
formed customers that personal data
would be collected, although it was not
always specified exactly which data
would be stored. When providing con-
tact information for privacy inquiries,
most of the SMEs listed their standard

Figure 2: OPLIS Knowledge Levels of the SME Participants
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Figure 3: Website Privacy Orientation Items
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address (info@XYZ). This suggests that
there is no specific office or person ent-
rusted with this task and supports the
assumption that SME marketers are able
to exercise direct control over collected
customer data.

Overall, a majority of SMEs showed a me-
dium to high privacy orientation on their
website and with regard to their privacy
policy, with 41.82% scoring 7-10 points
(high), 18.18% scoring 5—6 points (me-
dium), and 40% scoring 0—4 points (low).
However, considering the measurement
was derived from the minimum requi-
rements found in the GDPR, SMEs are
oriented towards minimal compliance
only. Almost all privacy policies in the
sample provide customers with some in-
formation on how data are collected, but
without mentioning any specifics. This
finding is in line with a larger shift in the
“landscape of privacy policies” triggered
by the ratification of the GDPR: coverage
of privacy policies might have improved,
but often at the cost of reduced specificity
(Linden et al., 2020, p. 47).

The Connection Between
Privacy Literacy and Privacy
Orientation

The results show how privacy is unders-
tood and practiced within the SMEs in
the sample, but it does not provide ad-
ditional information on the relationship
between the variables. Table 1 shows the
correlations between all the variables in
the proposed model.

Since several of the independent variables
were found to be significantly correlated,
the variance inflation factors were calcu-
lated to test for multicollinearity, but none
of them exceeded the value of 2. While
the focus was predominantly on testing
the research model presented in figure 1,
alternative models were also calculated
to test the mediating effect of the privacy
calculus, control for SME variables (e.g.,
industry) and interactions. However,

Marketing Review St.Gallen 22022



Table 1: Correlations Between the Model Variables

OPLIS Per. Risks Per. Benefits  Privacy Orient.
OPLIS 1 EvAk .026 313%*
Per. Risks A2 1 .248%* 103
Per. Benefits 026 .248* 1 -.151
Privacy Orient. 313 103 -.151 1

* sign. at the 0.05 level (2-tailed) / ** sign. at the 0.01 level (2-tailed). Source: Own illustration.

these models did not show significant
loadings (i.e., p <.05) and hence we pro-
ceeded to evaluate the original model’s
fit. Figure 4 shows the resulting path
coefficients.

With R?=.123, the models’ errors are only
about 5% smaller on average than those
of the constant-only model. The direction
of the effects is as hypothesized, with
privacy literacy increasing risk percep-
tion and privacy orientation, and the
perception of benefits decreasing privacy
orientation. However, only the first two
paths showed a significant effect.

To test the effect on a group level, the
sample was divided according to the
OPLIS ranking suggested by Masur et al.
(2020). Three groups were formed, with
low (< 11 pt.), medium (12-15 pt.) and
high OPLIS scores (> 15 pt.). While the
mean value of privacy orientation of the
medium group showed no significant
difference to the others (5.2), in com-
panies with a low privacy literacy the
privacy orientation of the website (3.5)
was found to be significantly lower than
that of companies with a high privacy
literacy (6.5). Despite the limited sample,
this indicates that privacy literacy does
affect the privacy orientation of SME
touchpoints.

Discussion

We examined how the privacy literacy
of SME marketers impacts their privacy
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calculus and the privacy orientation of
the touchpoints under their control. By
using a multiple regression approach
and an analysis of variance, we were able
to support the hypothesis that privacy
literacy influences privacy orientation
(H1 and H2a) but had to reject our pro-
posed model regarding this relationship
(H2b, H3a/b).

Though privacy literacy served as a
significant predictor for the privacy
orientation of the SMEs touchpoints, the
privacy calculus could not be suppor-
ted as the process used by marketers to
translate knowledge into action. The fact

that SME marketers with high privacy
literacy rated the risks of disclosure
higher than those with lower literacy
while not adjusting privacy orientation
based on their risk perception suggests
that the decision to follow stricter pri-
vacy measures is not driven by a cus-
tomer-centric logic. It is likely that the
environmental context (e.g., less strict
privacy laws in Switzerland), technical
hurdles (e.g., out-of-the-box websites),
and firm-specific considerations (e.g.,
marketing culture) have a larger influ-
ence than customer considerations (see
also Sarathy & Robertson, 2003). Addi-
tionally, in line with the study by Ebert
and Widmer (2018), Swiss SMEs do not
seem to regard privacy as an important
strategic mission.

The survey on privacy literacy sho-
wed that the knowledge level of SME
marketers was only slightly above the
population average. This indicates
insufficient knowledge among SMEs
regarding data protection and modern
privacy practices — especially consi-
dering the generally low level of the
OPLIS scale.

Figure 4: Model with Standardized Path Coefficients

Process
Privacy Calculus
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*sign. at the 0.01 level.
Source: Own illustration.
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The analysis of the websites and the
data privacy statements showed that at
least half of the SMEs only barely com-
ply with current legal requirements. In
every fifth firm, an explicit privacy po-
licy was missing on the website. It can
be assumed that many SMEs are still
working with potentially problematic
data. The majority of companies with
a good data protection orientation met
the basic requirements of the GDPR.
However, the stricter provisions regar-
ding the transparent use of customer
data (e.g., what kind of user profiles
are created based on sales data?) or the
non-utilization of social media plugins
(i.e, no usage of social network data for
retargeting) were hardly met by any
SME in the sample.

The hypothesis that higher privacy li-
teracy leads to higher data protection
orientation was supported. However, due
to the comparatively low contribution of
privacy literacy and the privacy calculus
to data privacy orientation, considerati-
ons for the customers’ view are unlikely
to drive further privacy enhancements.

Conclusion

Marketing strategies across industries
are increasingly based on the processing
of customer data. Along with these prac-
tices, privacy concerns in the population
have increased (see, e.g., Auxier et al.,
2019; Veritas, 2017). At the institutional
level, companies are facing stricter legis-
lation, with the introduction of the GDPR
and the potential expansion of the nDSG
in Switzerland (Pfister, 2021). Marketers,
as key users of customer data, are thus
increasingly caught in the conflict bet-
ween the need for data processing and
privacy protection.

In this context, this study researched
whether the privacy literacy of SME
marketers in a B2C context has an im-
pact on the privacy orientation of their
SME. The results show that the majority
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Lessons Learned

customer data with SMEs.

M

“\

risks.

p—
4

5

1 Marketers in SMEs show no more than average privacy literacy and
about one in five of SME websites in the sample did not even feature an
explicit privacy policy. This suggests a higher privacy risk when sharing

Swiss SMEs should invest in meeting the GDPR’s six basic principles —
not just be-cause they have to, but because they represent a shift to a
more customer-oriented privacy strategy.

Investing in privacy trainings for marketers could improve the privacy
orientation of data collecting touchpoints and thus reduce legal and image
Moving from a compliance-oriented towards a customer-oriented privacy

strategy requires marketers with a high general privacy literacy.

Hiring marketers with an IT background is a short-term solution to raise
the privacy literacy within a given firm.

of SME marketers in the sample do not
demonstrate a significantly higher pri-
vacy literacy than the general public.
Additionally, almost half of the websites
analysed did not implement all privacy
measures demanded by the GDPR.
Industry was no significant predictor
of privacy orientation, but an IT back-
ground of the SME marketer was. While
the privacy literacy of SME marketers
served as a predictor of the implemen-
tation of privacy measures, it did not
follow the logic of the privacy calculus.
Hence, other factors not relating to the
customers’ potential risks and benefits
drove the implementation of privacy
measures within these SMEs. These
results are in line with the previously
reported reactive and compliance-orien-
ted stance of SMEs when it comes to data
privacy and cyber security (Ebert &
Widmer, 2018; Heidt et al., 2019; Lopes &
Melao, 2016; Van Haastrecht et al., 2021).
Additionally, a qualitative finding in the
analysis of the privacy statements was
that they predominantly cited articles
of law that are difficult to understand
and that they were not communicatively
oriented toward customers.

Since the privacy calculus does not seem
to serve as a mediator between privacy
literacy and privacy orientation, other
process variables should be tested in
future research. Examining an SME’s
structure, IT budget, data-processing
practices or training efforts might pro-
duce a more complete understanding
of how privacy literacy affects privacy
orientation.

It is expected that SMEs will increa-
singly try to develop the capabilities to
use big data applications to carve out a
competitive advantage within their in-
dustries (Bianchini & Michalkova, 2019;
Sen et al., 2016). However, their current
privacy strategy that mainly focuses
on compliance and self-management
“cannot achieve the goals demanded of
it” (Solove, 2013, p. 1903). Hence, a shift
towards a more proactive privacy stra-
tegy — by investing early in the resources
and the knowledge base to build privacy-
compliant and secure data processes —is
necessary to keep up with current pri-
vacy legislation and to meet the growing
customer demand for privacy (Palmatier
& Martin, 2019).
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We have shown that marketers can con-
tribute to the building of these resources
and overall privacy orientation by acqui-
ring a basic level of privacy literacy. The-
refore, further investments in employee
privacy trainings are a good start in the
fight against privacy violations — after
all, knowing the how and what of data
privacy is half the battle. d
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