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Abstract: The eIDAS Regulation has become a key and, in a way, a ground-breaking piece of
legislation of the European Union. It is crucial, in particular, with regard to its ambitious objectives
and ground breaking because it was adopted at a time when the Member States of the European
Union already had this issue more broadly or narrowly regulated by national laws. In our scientific
study, we focus primarily on the critical analysis of the adopted eIDAS Regulation, its impact on the
existing e-signature legislation and the amendments adopted, which are necessary to unify the legal
framework for electronic signature of the Member States of the European Union. Our main objective
was therefore to analyse the legal aspects of the electronic signature. We draw attention to those
areas which, because of the regulation adopted, had to be recast and incorporated into the new Trust
Services Act, as it emerged from the eIDAS Regulation for us. When processing the topic, we used
legal analysis, compliant and available scientific methods as well as selected application problems
from practice. In researching and developing a new legal framework for the electronic signature,
we also used scientific and doctrinal interpretations associated with the application of scientific and
scientific literature contained in the Web of Science and Scopus databases. The results of the study
indicate that, despite the multi-annual effectiveness of the eIDAS Regulation, there are still problems
that need to be addressed by amending it.

Keywords: eIDAS; electronic signature; European Union; public administration

1. Introduction

The electronic IDentification And Services (eIDAS) is Regulation (EU) No 910/2014 of
the European Parliament and of the Council on electronic identification and trust services
in the internal market and repealing Directive 1999/93/EC of the European Parliament
and of the Council on a Community framework for electronic signatures (European Par-
liament and Council 1999, 2014). According to Ravšelj et al. (2022), the eIDAS Regulation
completely replaces the Directive as well as a substantial part of the legislation contained in
the conditions of the Slovak Republic in Act No 215/2002 Coll. On the electronic signature,
as amended, and in the relevant decrees of the National Security Authority, which imple-
mented this Directive. The eIDAS Regulation has been applicable throughout the European
Union as well as in the Slovak Republic since 1 July 2016. As stated by Jankelova et al.
(2021) in the Slovak Republic, in addition to the eIDAS Regulation, special Act No 272/2016
Coll. on trust services for electronic transactions in the internal market, as amended, also
regulates the area of trust services, which entered into force on 18 October 2016 (National
Council of the Slovak Republic 2016).

As follows from paragraph 2 of the preamble of this regulation, “its aim is to strengthen
trust in electronic transactions in the internal market by ensuring a common basis for se-
cure electronic interactions between citizens, businesses and public administration bodies,
thereby increasing the effectiveness of public and private online services, e-business and
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e-commerce in the Union” (European Parliament and Council 2014). As indicated by Han-
drlica (2019) and Jankelova and Masar (2021), the adoption of the eIDAS Regulation also in
the light of the existing electronic signature legislation in the Slovak Republic and the exist-
ing Directive 1999/93/EC of the European Parliament and of the Council of 13 December
1999 on a Community framework for electronic signatures (hereinafter referred to as the
“Electronic Signatures Directive”) pursued a number of objectives. According to Malatinec
(2017) and Vel Vel Kalisz (2021), it was necessary to highlight the impact of the eIDAS
Regulation on the already existing and functioning provider environment, the benefits it
will bring to users themselves (citizens, entrepreneurs and public administrations) and
what new services and obligations the Regulation has introduced. These were issues that
had to be addressed in the context of the adoption of the eIDAS Regulation when it was
applied to the legal order of the Slovak Republic.

Despite the fact that the eIDAS Regulation has been in force for six years, its importance
remains “around the door” according to Alimehaj et al. (2021). In our view, the lack of
interest in researching this particularly topical topic by legal theorists is, in our opinion, a
serious problem that we would like to eliminate at least in part by this scientific study. This
view is also based on research in the Web of Science and Scopus databases, which contain
relatively few records with the keyword “eIDAS”.

From the point of view of systematics, our scientific study is divided into five parts,
each focusing on selected issues. In the individual sections, we pay attention to the eIDAS
Regulation itself. In the introduction, we explain the importance of our chosen topic. Within
the theoretical basis, we present the opinions of selected experts. According to the title
of the scientific study, in addition to the analysis of the eIDAS Regulation, it is also the
subject of our examination of its impact on the development of the Slovak legislation. We
have divided the fourth focus chapter into several parts, where we pay attention to several
questions. These are, for example, individual types of electronic signatures, the Electronic
Signature Act of 2002, and the related Act on Trusted Services for Electronic Transactions in
the Internal Market. This chapter also includes the supervision of administrative authorities.
We also devote some scope to the legal regulation of the use of identity cards with chips,
which represent the practical impact of the eIDAS Regulation on streamlining public
administration’s activities in the context of its electronicisation. Beside the method of
analysis, we use also the synthesis as a process of combining the results of multiple primary
research aimed at testing the same conceptual hypothesis. As part of the complexity of our
research, we also use the comparative method. As a crucial part of comparative method,
we analyse the development of the Czech legislation, and we compare it to the Slovak
legislation.

2. Literature Review

As stated by Funta and Ondria (2021), the adoption of the eIDAS Regulation marked
a shift in the development of online transactions and in increasing the credibility of elec-
tronic communications within the European Union. This Regulation replaced Directive
1999/93/EC of the European Parliament and of the Council, which was the first attempt to
regulate electronic signatures across borders. The basic objective of the eIDAS Regulation
is according to paragraph 2 of the preamble to provide citizens, entrepreneurs as well as
national authorities of the Member States with a common legal basis for secure electronic
communications that would increase the credibility of electronic transactions in the internal
market of the European Union and thus make more active use of them. According to
Handrlica et al. (2022), it is precisely the inconsistency of national regulations in this area
that hinders the development of the digital economy, including new products and services
on the market. In addition to simplifying trade, the eIDAS Regulation also seeks to provide
European Union citizens with an efficient and effective tool to use the online services
offered by Member States, including by ensuring cross-border access to them. Alonso
et al. (2020) considers that, in order to achieve the above objectives, the eIDAS Regulation
regulates the conditions for the mutual recognition of a means of electronic identification
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of legal and natural persons between Member States, while at the same time setting up
a legal framework for the different means of identification, namely electronic signatures,
electronic seals, electronic time stamps and web authentication services, together with
electronic registered delivery.

As further noted by Berbecaru and Lioy (2018), according to paragraph 12 of the
preamble in the case of the mutual recognition of electronic identification means, the
eIDAS Regulation introduces an obligation for Member States to accept electronic identifi-
cation means issued by other Member States when accessing an online service. In other
words, where a Member State offers its citizens certain online services requiring electronic
identification, that Member State must also recognise, for the purposes of cross-border
identification, the electronic identification methods (options) established in another Mem-
ber State (Cirlig 2016). This view is shared by Erdogan and Saran (2021), pointing out that
the mutual recognition obligation is limited to those electronic identification means that
meet the requirements set out in Article 6 of the eIDAS Regulation (included in the list
published by the Commission, assurance level equal to or higher). According to Berbecaru
et al. (2019), the first precondition that an electronic identification means must fulfil in order
to be recognised on the territory of another Member State is a sufficient level of guarantee
for that means, which must be at least significant or high. In the event of a low level of
guarantee, it is left to the discretion of each individual Member State to accept such a means
of identification or not.

The second requirement then, according to Maliappis et al. (2019), is that the electronic
identification means has been notified to the European Commission and subsequently
published in the Official Journal of the European Union. Publication shall be preceded,
first, by the communication of all the documentation and schemes relating to the means
in question and, on the one hand, by its assessment by the European Commission and by
experts from each Member State. Only after a thorough evaluation of the funds’ compliance
with all the requirements laid down in the eIDAS Regulation can they be published in the
Official Journal of the European Union according to Bodea and Purnus (2018).

Pelikánová and Cvik (2019) is of the opinion that the obligation of mutual recognition
of electronic identification means that successfully undergoing the above procedure is
imposed by the eIDAS Regulation only on public authorities of the Member States. Private
legal persons and natural persons are not bound by this obligation and can therefore con-
tinue to decide for their own purposes whether or not to use the electronic identification
means thus determined. The second theme covered by the eIDAS Regulation, especially
starting with Article 3, is the uniform regulation of electronic signatures, electronic seals,
electronic time stamps, electronic recommended delivery services and authentication of
electronic pages. The basic premise of the eIDAS Regulation is that all electronic identifica-
tion means referred to above must not be denied their legal effects and at the same time not
be refused as evidence in judicial and administrative proceedings in the Member States
solely because, according to Chochia and Nässi (2021), they are electronic.

Authors other than Schmidt et al. (2021) believe that, as a new institute, the eIDAS
Regulation defines so-called Conformity Assessment Bodies (CABs), whose task is to assess
the above-mentioned electronic services offered by national providers for their compliance
with the eIDAS Regulation. If the services they offer meet all the requirements of the
eIDAS Regulation, these providers may be included in the list of qualified trust service
providers. This should, according to Sararu (2017), enhance trust in the cross-border use
of electronic identification, as the services provided by qualified providers comply with
European standards. The eIDAS Regulation, as a whole, places the greatest emphasis on
services based on qualified means (use of qualified electronic signatures or qualified seals,
etc.). According to several authors such as Pavelek and Zajíčková (2021), services using
qualified means are better protected against unauthorised use, in particular because the
cryptographic key of the service cannot be exported from a qualified means and make a
copy of it. This, in their view, ensures a greater level of safety and control of the use of
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qualified resources. Currently, qualified means can be found mainly in the form of USB
tokens or smart cards.

3. Results
3.1. The eIDAS Regulation

In particular, the subject matter of the eIDAS Regulation is the area of rules for trust
services; in particular, services for the creation, validation and validation of electronic
signatures can be considered key. According to Article 3(16) of the eIDAS Regulation, an
‘trusted service’ is an electronic service, which is generally provided for remuneration and
consists of:

1. The production, verification and validation of electronic signatures, electronic seals or
electronic time stamps, electronic registered delivery services and certificates related
to those services; or

2. In the production, verification and validation of certificates for website authentication;
or

3. The storage of electronic signatures, seals or certificates related to these services.

The issue of electronic signatures, both within the European Union and within indi-
vidual Member States, is not a new topic. In order to understand the historical context and
to improve orientation in this area, it is necessary to state the main reasons why part of
the issue already regulated within the European Union (e-signature directive and national
transposition laws on electronic signature) is now regulated by another legal instrument of
European law, which is the eIDAS Regulation.

The eSignature Directive was adopted in 1999 and set out the legal framework for
the use of electronic signatures. It was based on the principle of technological neutrality,
because it did not explicitly talk about any particular technology. It has put in place a
system of supervision and control of certification service providers as well as an institution
verifying the correctness of electronic signature creation devices. A key provision was
the equalisation of a guaranteed electronic signature with a handwritten signature. The
eSignature Directive has been transposed into our legal order by Act No 215/2002 Coll. on
electronic signature and amending certain acts, which also amended related legislation,
particularly in relation to the legal effects of electronic signature (National Council of
the Slovak Republic 2002). Following the transposition of the eSignature Directive, the
European Commission carried out an evaluation of its implementation. As Dumortier
et al. (2003) points out, this very detailed report found that almost all Member States had
taken steps towards legal acceptance of electronic signatures. However, the very nature
of the directive was problematic because a directive as a legal act, unlike a regulation, is
not a legislative act of general application and is binding only in light of the objective to be
achieved, the form and manner of which it is for the Member State to decide. This caused
almost all Member States to declare full transposition of the eSignature Directive, but its
implementation across Member States was so different that it was a frequent source of
incompatibilities. The difference concerned in particular:

# The conditions for international recognition of guaranteed/qualified electronic signa-
tures;

# The degree of safety;
# The obligation to use secure products or applications for the creation of electronic

signatures, etc.

In particular, the issue of the mutual cross-border recognition of electronic signatures
was only at the level of science fiction, thus increasingly closing national markets and
national environments. The eSignature Directive only laid down minimum criteria and
allowed Member States to adopt a number of exceptions (e.g., for the use of electronic
signatures in national/public administrations), which caused national measures to create
de facto barriers to the mutual recognition (interoperability) of electronic signatures across
the European Union, as well as to electronic identification, e-authentication and related
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trust services. The Directive is a legal instrument in this area, as addressing this issue
has been assessed as insufficient and, in particular, it has been replaced by the directly
applicable eIDAS Regulation for the reasons set out above.

According to Chochia and Nässi (2021), the main objective of the eIDAS Regulation
was therefore to increase trust in pan-European electronic transactions as well as to ensure
cross-border recognition of electronic identification, authentication, signature and related
trust services for legal purposes, on the one hand, as well as to ensure a high level of
data protection and consumer involvement in the internal market. The Regulation is
formally divided into five chapters, but from the point of view of the already existing
legislation in national law, we consider two chapters to be the most important: electronic
identification (Chapter II) and trust services describing electronic delivery and electronic
signature (Chapter III).

The eIDAS Regulation should significantly remove obstacles to the functioning of the
internal market so that citizens, businesses and authorities can benefit from the mutual
cross-border recognition of electronic identification, authentication, signature and other
trust services. After an in-depth analysis of the Regulation and the related adoption of Act
No 272/2016 Coll. on trust services for electronic transactions in the internal market and
amending certain acts (the Trust Services Act), as amended, we are of the opinion that the
adoption of the Regulation was the most appropriate legal instrument on the basis of which
it applies directly and has become directly binding on all Member States of the European
Union (National Council of the Slovak Republic 2016). This has reduced legal fragmentation
and thus provides greater legal certainty. The eIDAS Regulation therefore focused directly
on cross-border aspects of electronic identification and did not already address the issuance
of electronic identification means, which it thus retained as a “exclusive prerogative of
Member States”.

As stated by Nováčková and Vnuková (2021), the regulation is legally binding and
directly applicable with immediate effect. General binding means that it is a general
normative act in force in all Member States. Direct applicability means that the regulation
is not transposed into law (in law); it is directly applicable and thus automatically becomes
part of the national legal order as if it were adopted by the legislative authority of a
Member State. The eIDAS Regulation also under Poiană (2017) lays down rules for the
provision of trust services for electronic transactions in the internal market, classifying
services provided for electronic signatures and defining some new trust services that did
not exist so far in all Member States. These include, in particular, services for the creation,
verification and validation of electronic signatures, electronic seals, electronic time stamps,
electronic documents, electronic registered delivery services and services for the production,
verification and validation of certificates for website authentication and the conditions
under which Member States certify and recognise devices for the creation of a qualified
electronic signature and recognise the means of the electronic identification of natural
persons and legal persons that are part of a notified electronic identification scheme of
another Member State. According to Kutyłowski and Błaśkiewicz (2023), that regulation
also defines the conditions under which Member States recognise means for the electronic
identification of natural and legal persons issued by other Member States.

3.2. Types of Electronic Signature

According to the security level, the eIDAS Regulation defines several types of electronic
signatures:

− Electronic signature,
− Advanced electronic signature,
− Advanced electronic signature based on a qualified certificate, and
− qualified electronic signature.

To explain the difference between those types of electronic signatures, it is necessary to
compare the legal definitions laid down in eIDAS Regulation (especially Section 4 Article
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25 et seq) and to consider the legal value of each. There are four levels of the e-signature
within eIDAS Regulation, each associated with different legal values.

An electronic signature is the basic level and is defined as: Data in electronic form,
which is attached to or logically associated with other data in electronic form and which is
used by the signatory to sign. Simple electronic signature has a very low level of complexity,
which makes it widespread and easy to adopt. Just a few examples to imagine of what a
simple electronic signature can be: an email footer, a scanned image of the handwritten
signature sent by email, the tick used to accept the Terms and Conditions of a website
when logged in the account, etc. Unsurprisingly, this form of electronic signature does
not present a great level of trustworthiness in case of litigation. This form of electronic
signature cannot guarantee that the person signing the document is who he pretends to be.
Moreover, the judge cannot rule it out as evidence just because it is a simple form, but can
be required to back it up with other proofs.

The advanced electronic signature as a second type and second level is more secure
and reliable than the simple one. For an electronic signature to be considered as advanced,
it must meet several requirements, as laid down in article 26 of eIDAS Regulation:

- It is uniquely linked to the signatory;
- It is capable of identifying the signatory;
- It is created using electronic signature creation data that the signatory can, with a high

level of confidence, use under his sole control; and
- It is linked to the data signed therewith in such a way that any subsequent change in

the data is detectable.

Advanced electronic signature is able to guarantee that the signatory is who he says
he is. In addition, this type of electronic signature is created with the help of a device
in the sole possession of the signatory, adding an extra layer of security. The documents
signed with an advanced electronic signature are also fairly protected, as the providers use
encryption technology to protect the data. Finally, the advanced electronic signature enjoys
a greater level of confidence compared to the simple one. In the case of litigation, it is up to
the claimant to demonstrate its validity.

An advanced electronic signature based on a qualified certificate is the intermediate
solution between the advanced signature and the qualified signature. This procedure
requires face-to-face verification (physically or remotely) of the identity of the signer and
can be used in specific cases.

The qualified electronic signature is the most advanced level of electronic signature
security. Due to the definition of a qualified electronic signature laid down in Article 3 (12)
of the eIDAS Regulation, a qualified electronic signature means an advanced electronic
signature that is created by a qualified electronic signature creation device (QSCD), and
which is based on a qualified certificate for electronic signatures. Its legal effect is equivalent
to a handwritten signature, whereas the other levels of electronic signature have a probative
value. It is thus legally recognised in all the Member States of the European Union, not
only in the Slovak Republic.

Průša (2015) claims that a qualified electronic signature guarantees the highest level of
security. It is an electronic signature created by a natural person using electronic signature
creation data (private key) that is securely stored in a qualified electronic signature creation
device. The private signature key is issued with the corresponding public key for which,
according to Mocanu et al. (2019), a qualified certificate has been issued to validate the
qualified electronic signature as well as to prove the identity of the signatory’s person.
A qualified certificate may be issued only by the provider of a qualified trust service for
the production and validation of certificates. Only a qualified electronic signature confers
equivalent legal effect on a qualified electronic signature with a handwritten signature
without the need for further examination, and this electronic signature must be recognised
in all Member States. For this purpose, the eIDAS Regulation created the conditions for
mutual recognition of the key cross-border means of communication such as electronic
identification, electronic documents, e-signatures and electronic delivery services. The
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eIDAS Regulation entered into force on 1 July 2016 and on that date the provisions relating
to trust services became directly applicable and directly binding in all 28 Member States of
the European Union.

According to Article 3(9) of the eIDAS Regulation, the signatory is exclusively the
natural person who creates an electronic signature. Therefore, an electronic signature can
only be created by a natural person who is the only one capable of expressing his will. This
is a fundamental difference compared to the eSignatures Directive, where the electronic
signature served as a means of authentication rather than allowing the use of an electronic
signature by a legal person. To compare it to the previous legislation, as from the entry
into force of the eIDAS Regulation, the issuance of a certificate for a legal person will be
inadmissible. The signatory who creates an electronic signature is exclusively only a natural
person. For legal persons, the eIDAS Regulation therefore introduces the new procedure,
the so-called electronic seal, and the entity who creates an electronic seal is called a creator
of the seal.

As is apparent from paragraph 59 of the preamble to the eIDAS Regulation, electronic
seals are generally intended to serve as evidence that an electronic document has been
issued by a legal person and to ensure certainty as to the origin and integrity of the
document. As stated by Sararu (2016) of Article 35(2) of the eIDAS Regulation, two legal
presumptions apply when using a qualified seal and the legal effects of such use. The first is
the presumption of data integrity, i.e., that the electronic document to which the electronic
seal is attached has not been altered. The second legal presumption is the presumption that
the origin of the data is correct, which means that it comes from the legal person to which
the qualified electronic seal is linked. An electronic seal certificate may only be issued
to a legal person. Therefore, the electronic seal must not be understood as an electronic
signature of a legal person.

For the first time in the history of European law, we are confronted with a provision
concerning the prohibition of discrimination against electronic documents. This means that
the legal effects of an electronic signature, an electronic seal, an electronic time stamp and
data transmitted and served through an electronic registered delivery service and their
admissibility as evidence in legal proceedings may not be refused solely on the grounds
that they are in electronic form or do not comply with the requirements of the eIDAS
Regulation. In order to contribute to the general cross-border use of trust services, it should
be possible to use them as evidence in judicial proceedings in all Member States.

3.3. The Electronic Signature Act

As mentioned in the introduction, Act No 215/2002 Coll. on electronic signature and
amending certain acts was adopted in the Slovak Republic in 2002 (National Council of
the Slovak Republic 2002). Its main objective in the period of the evolving information
society was to simplify the conditions for electronic communication and e-commerce,
while at the same time ensuring equal treatment of the classical paper document with the
electronic document. Since its entry into force, social needs have required a number of
amendments. As stated by Horváthová and Čajková (2019), the explanatory memorandum
to the proposed amendment to the Act on Electronic Signatures for the main intention to
amend the Electronic Signatures Act provides an assessment of the practical experience of
using the electronic signature for the last five years, as well as the continuous development
of information technology. In the context of the involvement of the Slovak Republic in the
initiative “Europe” and the “eEurope+” action plan, as well as the need to extend the use of
electronic signatures in the field of public administration, it was necessary, following some
experience, to adopt a number of substantial modifications to the existing eSignature Act.

In our view, these can be summarised in four main areas of problems:

1. The amendment to the Electronic Signature Act reacted to the problems most
frequently encountered since the adoption of the E-signature Act in 2002,

2. The need to modify and supplement the terms (terminology) in the e-signature Act,
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3. further define the status of the National Security Office as the central government
authority for electronic signature and extend its tasks,

4. Modify the Authority’s procedure for assessing the conformity of safe devices for
producing and verifying a guaranteed e-signature with safety requirements and
setting a time limit for decision-making.

In order to understand the decisive reasons relating to the amendment of the Electronic
Signatures Act, these were some essential elements, which the law confers on the signature
in legal practice. It should also be noted that in the current period, electronic signatures are
still a specific category of signatures. In particular, its position and role in the information
society gave rise to the adoption of a specific law on the electronic signature. Section
40(3) and (4) of Act No. 40/1964 Coll. The Civil Code, as amended (hereinafter referred
to as the “Civil Code”) provides that is valid if it is signed by the acting person; if a
legal act is performed by several persons, their signatures do not have to be on the same
document, unless the law provides otherwise (National Assembly of the Czechoslovak
Socialist Republic 1964). The signature may be replaced by mechanical means in cases
where this is customary. The legal meaning of the signature derives from the provisions
of section 40(3) of the Civil Code itself, since the validity of a written legal act requires
the signature of the person acting. In the sense of the above, we thus certify by signing a
certain legal act or legal act. As further pointed out by Žofčinová et al. (2022), although the
civil law is based on the principle of non-formality of legal acts made either explicitly, i.e.,
orally or in writing, or in an unspeakable manner (inclusively), in some cases, in particular
where there are serious legal consequences with the legal act. The Civil Code also requires
a form of such a legal act for the validity of a legal act, either in writing or even a notarial
deed of a legal act. For the validity of a written legal act, the signature of the person acting
is also required. Written form is required by law, e.g., for transfers of real estate but also in
other cases, explicitly mentioned by law. Failure to comply with the legal form of a legal
act renders it null and void. Skora et al. (2022) emphasise that the absolute nullity of a
legal act occurs directly by law (ex lege) and operates from the outset (ex tunc) against
everyone. This is not time-barred or extinguished because such an act does not result in
legal consequences, either through additional approval (ratihabion) or by the absolution
of a defect in the expression of will (convalidation). As Funta and Králiková (2022) points
out, the validity of the written form of a legal act does not only mean capturing the content
of the legal act and determining the person who made the legal act, but also requires the
signature of the person acting, since such a form of legal act is valid only by the signature
of the person acting. Distribution over electronic communications networks is envisaged
for the processing of electronic documents as well as for their handling. From the point of
view of the complete electronicisation of the administration and the legal acts associated
with this, the identification of communicating parties and the authentication of electronic
documents are also included. It is in this process that electronic signature plays a crucial
role, using which we can reliably create an adequate level of security for communicating
parties within electronic communications.

3.4. Law on Trust Services for Electronic Transactions in the Internal Market

Act No 272/2016 Coll. on trust services for electronic transactions in the internal
market and amending certain acts entered into force on the day of its publication in the
Collection of Acts of the Slovak Republic, i.e., 18 October 2016. On that date, on the
basis of section 19(1), it repealed Act No 215/2002 Coll. on electronic signature and
amending certain acts, as amended (National Council of the Slovak Republic 2016). It
represents the so-called implementing legislation and is intended to “supplement” the
eIDAS Regulation. It addresses and regulates only those parts of the eIDAS Regulation
that have become applicable since 1 July 2017, that is, the issue of trust services, or, if we
are to be terminologically precise, trust-creating services. The law supplements the eIDAS
Regulation only in those parts which are entrusted to the exclusive competence of the
Member State.
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According to Troitino et al. (2020), some legal institutes introduced into European
law by the eIDAS Regulation are completely new in the European Union environment.
However, they are nothing new in the legal order of the Slovak Republic, since they have
already been regulated by existing legislation (time stamps, guaranteed electronic seals,
etc.). We can therefore conclude that, in the adaptation of certain institutes, the Slovak
Republic also exceeded the eIDAS Regulation in time. Where deviations from European
legislation have been recorded, corrections and amendments have been made by the Trust
Services Act so that the Slovak national legislation does not conflict with the directly
enforceable eIDAS Regulation. Otherwise, the eIDAS Regulation would take precedence
over the laws of the Slovak Republic.

The Trust Services Act amends the terminology previously introduced into the legal
order of the Slovak Republic, namely the Electronic Signature Act. The Trust Services
Act, in accordance with the rules for the implementation of generally binding acts of the
European Union, does not contain a provision defining and defining the terms used by the
eIDAS Regulation. The basic concepts also used by the Trust Services Act are defined in
particular in Article 3 of the eIDAS Regulation and their definition has been resolved by
reference to the eIDAS Regulation.

By adjusting the terminology, the term “guaranteed electronic signature” is changed
in the Slovak legal order to the term “qualified electronic signature”, while the technical
implementation procedure is maintained. It is complemented by an additional possibility
where qualified trust service providers managing data for the creation of a qualified elec-
tronic signature on behalf of the signatory may reproduce the qualified electronic signature
creation data only for backup purposes. The legal effects of such a signature in the Civil
Code are maintained. Similarly, by adapting the terminology, the term ‘guaranteed elec-
tronic seal’ is changed to ‘qualified electronic seal’ and ‘time stamp’ to ‘qualified electronic
timestamp’. In these cases, they were de facto only terminological changes, without altering
their content, which was retained. Given that the Slovak Republic already had legislation
on this substantive issue prior to the entry into force of the eIDAS Regulation and before the
entry into force of the Trust Services Act, it was necessary to adopt transitional provisions
in order to ensure a smooth transition to the new legal regime.

3.5. Institutional Framework and Designation of Supervisory and Conformity Assessment Bodies

From an institutional point of view, the Trust Services Act designated the National
Security Office as the supervisory body under the eIDAS Regulation. In addition to
exercising supervision, the Office grants so-called qualified statuses to qualified trust
service providers, issues and revokes certificates to them. It further certifies qualified
electronic signature and seal creation devices, maintains and updates trusted lists of trust
service providers and is also a contact point for the European Union.

The provision of Article 20 paragraph 1 of the eIDAS Regulation determines the
obligation of the administrative authority for conformity assessment to conduct audits of
qualified trusted service providers at their own expense at least every 24 months. According
to Stancetic (2020), the purpose of the audit is to confirm that the qualified service providers
are trustworthy and the qualified trust services they provide meet the requirements set out
in this regulation. Qualified trusted service providers shall submit the resulting compliance
assessment report to the supervisory authority within three working days from its delivery.
However, according to Troitino et al. (2017), it is not clear from the point of view of the
institutional framework and the responsibilities entrusted to the exclusive competence
of the Member States, for example, which body in the Slovak Republic is a conformity
assessment body under Article 20 of the eIDAS Regulation. We consider this to be a
significant lack of regulation, which renders some of the provisions of both the eIDAS
Regulation and the Trust Services Act unenforceable. The conformity assessment body is a
body defined in Article 2(13) of Regulation (EC) No 765/2008 of the European Parliament
and of the Council of 9 July 2008 setting out the requirements for accreditation and market
surveillance relating to the marketing of products and repealing Regulation (EEC) No
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339/93 (European Parliament and Council 2008). It is a body that is accredited as competent
to carry out the conformity assessment of the qualified trust service provider and the
qualified trust services provided by it. The accreditation scheme for the accreditation of
these bodies is being developed at a European level, but it is not yet clear when it will be
completed. Conformity assessment bodies should be accredited by national accreditation
authorities.

The time necessary for the actual accreditation of conformity assessment bodies will
take some time to verify whether the conformity assessment body is competent under Vogt
(2016) to carry out a conformity assessment on qualified trust service providers. This is the
time needed to establish a conformity assessment body. The conformity assessment body is
to carry out audits of qualified trust service providers to confirm whether the qualified trust
service providers and the qualified trust services they provide meet the requirements set
out in the eIDAS Regulation. The time needed to carry out the audit itself by the conformity
assessment body and the time needed for the supervisory body to verify the outcome of the
audit, i.e., whether the trust service provider and the service provided by it comply with
the requirements of the eIDAS Regulation for a qualified provider and for a qualified trust
service, will also take a significant time. The above-mentioned absence of a conformity
assessment body creates a deadlock, in which no candidate for the qualified provision of
trust services is in a position to submit to the supervisory body the resulting conformity
assessment report, since there is no body in the Slovak Republic designated as a conformity
assessment body and accredited in the manner described above. This caused significant
problems, in particular after 1 July 2017. On the basis of the transitional provisions of the
Trust Services Act, an accredited certification service provider accredited under the existing
Electronic Signatures Act is considered to be a qualified trust service provider to which the
Office has granted “qualified status providing a qualified trust service”. However, such a
provider shall submit a conformity assessment report from the conformity assessment body
to the Authority by 1 July 2017 at the latest. In the absence of a report, its status as a trust
service provider with qualified status providing a qualified trust service expired on 2 July
2017. There was a real risk that, as of 2 July 2017, a trust service provider with qualified
status would not be able to provide or use any trust service in the Slovak Republic.

3.6. Use of Electronic Signature in Contact with Public Authorities

According to Kusber et al. (2020), the eIDAS Regulation left to the discretion of the
Member States of the European Union what kind of electronic signature they would require
for online public services or transactions (under the conditions of the Slovak Republic,
understood as a “guide with public authorities”). Certain restrictions are provided only
if an advanced electronic signature is required. In that case, according to Article 27(1) of
the eIDAS Regulation, it must also recognise advanced electronic signatures, advanced
electronic signatures based on a qualified certificate for electronic signatures and quali-
fied electronic signatures. Where an advanced electronic signature based on a qualified
certificate is required for these public services, it shall also recognise advanced electronic
signatures based on a qualified certificate and qualified electronic signatures from other
Member States. The main principle is that if a certain type of electronic signature is required,
an equivalent species must always be recognised, or even higher from other Member States.
Member States shall thus not require for cross-border use of the online service offered by
a public sector body an electronic signature of a higher level of security than a qualified
electronic signature.

3.7. Use of Qualified Certificates within eID in Contact with Public Authorities

Slovak citizens may use the eID card for identification and authentication and for
storing and renewal of qualified certificates and creation of a qualified electronic signature.
The qualified electronic signature functionality in the eID may be activated upon the
citizen’s request either during document pick-up or later at a registration authority office.
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ID card with electronic chip—a new type of identity card with an electronic chip
that has been issued since December 2013. As stated by Šindleryová (2022), it serves, as
before, to prove the identity of a citizen of the Slovak Republic in personal contact with
authorities and institutions. It also includes an electronic chip. This makes it possible to
prove the identity of a citizen in an electronic environment when using e-Government
services. Slovak eID can also be used on foreign portals.

As part of the e-government process, e-Government services will be gradually made
available to citizens via the Internet. E-services to which a citizen can access are, for exam-
ple: reporting changes, filing requests, complaints, actions, auctions, public procurement,
cadastre services, tax office services, eHealth, eVoting, etc. An essential and necessary
requirement for access to electronic services is the unambiguous identification of a per-
son and, consequently, his or her authentication. An ID card with an electronic chip is a
trustworthy and secure carrier of the citizen’s identification data, i.e., his or her electronic
identity.

Act No 305/2013 Coll. on the electronic form of the exercise of the powers of public
authorities and amending and supplementing certain acts (the e-Government Act), as
amended (‘the e-Government Act’), defines the concept of electronic identity of a person for
the purposes of electronic communication and access to public administration information
systems (National Council of the Slovak Republic 2013). It is a set of characters that are
recorded in electronic form and which clearly distinguish one person from another, the
electronic identity of the person is demonstrated by the identification of the person and
verified by his/her authentication. The identification of a person is further demonstrated
by the name and surname of the person in combination with his/her birth number (person
identifier). Authentication is the process of verifying the identity of a person by a public
authority. Only an electronic chip ID card (eID) and a security personal code (BOK) may be
used to authenticate a person.

The ID card on the back is equipped with an electronic contact chip in which the
data on the identity card (name, surname, residence, date of birth, etc.) are stored. A
citizen under the age of 65 is obliged to choose his/her security personal code—BOK when
applying; other citizens can do so or choose to do so at a later stage, e.g., when taking
an identity card or at any time during its validity period. A security personal code is a
combination of six arbitrary digits. According to Mucha and Mocarnikova (2018), a citizen
is not obliged to use the available electronic services by issuing an identity card with a chip
and entering a security personal code, only giving him the opportunity to communicate
electronically. If the security personal code is not used by the citizen, it can be blocked
at any time. In case it plans to use an ID card with a chip to access electronic services, it
needs computer software and a contact smart card reader in addition to the card itself. The
software can be downloaded free of charge from the portal of the Ministry of Interior of the
Slovak Republic or from the Central Portal of Public Administration. Drivers to the card
reader are obtained directly from the manufacturer of the reader.

When issuing an identity card with a chip, the citizen can apply for free of charge to
upload three certificates, which will be stored on the electronic chip of the identity card. It
is a qualified certificate (ACA), through which it is possible to create a qualified electronic
signature (KEP, originally used as a ZEP advanced electronic signature), a certificate
(PCA), which is used for signature by electronic signature and an encryption certificate
(SCA). KEP PIN (six-digit code) and KEP PUK (eight-digit code) must be selected for
signature certificates. Uploading these certificates is already possible online via the eID
client application without the need for a personal visit to any department of documents,
you just need to know your BOK. As stated by Peracek et al. (2021), users are always
advised not to use PCA and SCA certificates when communicating with public authorities,
as they cannot create a qualified electronic signature. Only an advanced electronic signature
can be created through the PCA certificate, which is not accepted as a valid authorisation
under the e-Government Act.
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In order to create a qualified electronic signature for electronic submissions made
via the portal www.slovensko.sk, it is necessary to have a freely accessible application
D.Signer/XAdES installed in addition to the corresponding qualified certificate on the
identity card. For the creation of a qualified electronic signature of attachments for electronic
submissions, the attachments can be signed or signed attachments viewed and validated
for information, e.g., by a free QES application.

3.8. EIDAS Regulation and Its Application in Legislation of the Czech Republic

As mentioned above, the eIDAS Regulation entered into force throughout the Euro-
pean Union on 1 July 2016 (European Parliament and Council 2016). Although a European
Union Regulation is a legal act which is binding and directly applicable in each Member
State and therefore does not require the adoption of further legislation, a number of laws
have been approved by the Czech legislature to clarify and transpose the eIDAS Regulation
into the legal order of the Czech Republic. As stated by Pelikánová et al. (2019), the First
Act was passed following the eIDAS Regulation of Act No 297/2016 Coll. on Trust Building
Services for Electronic Transactions (‘the Confidential Services Act’) (Parliament of the
Czech Republic 2016). It modified some of the practices of trust service providers, such as
providers of electronic signatures or seals, in particular the process of archiving documents
related to the services provided, then the competence of the Ministry of Interior of the
Czech Republic under the eIDAS Regulation and, last but not least, the practice of natural
and legal persons in the provision of trust-generating services.

According to Dusek (2018), another act was subsequently Act No 250/2017 Coll. on
Electronic Identification (hereinafter referred to as the “Electronic Identification Act”) (Par-
liament of the Czech Republic 2017). This legislation focused in particular on a qualified
electronic identification system (e.g., eID cards). The Act also addresses issues of how
accreditation is granted and the supervision of its operation, which is entrusted to the Min-
istry of Interior of the Czech Republic, as well as offences in this area. A qualified electronic
identification scheme can be imagined as consisting of both electronic identification means
and the very system allowing electronic identification. An important provision of that
law is Section 2, which reads as follows: ‘Where legislation or the exercise of the scope of
application require proof of identity, proof of identity using electronic identification can
only be made possible by means of a qualified electronic identification scheme’. That provi-
sion thus allows the use of electronic identification even where the obligation to identify is
required by law, which can be regarded as the cornerstone of the eIDAS Regulation in life.
Its application has also encountered several pitfalls in the conditions of the Czech Republic.

As stated in Dusek (2017), in order to give member states the opportunity to suffi-
ciently prepare for the requirements contained in the eIDAS Regulation and to make the
necessary not only legislative but also technical changes, Article 52 of the eIDAS Regula-
tion (Effectiveness Regulation) establishes several transitional periods. The problematic
transition period expired on 19 September 2018. That date was laid down in Paragraph 19
of the Law on trust-generating services and was intended to serve as a transitional phase
for the introduction in the public administration of the exclusive use of qualified electronic
signatures based on a qualified means. The Law on Confidence Services in connection with
the adoption of the eIDAS Regulation enshrines in its provision § 5 the obligation to use
exclusively qualified electronic signatures for signatures by electronic signature, in order to
increase the level of protection and credibility of the document bearing such a signature
(Simonova and Amare 2019). So far, in addition to a qualified electronic signature, it has
also been possible to sign a document with an advanced electronic signature based on a
qualified certificate for electronic signatures, but it can no longer be used as of 20 September
2018. The above change and transition to qualified means under the eIDAS Regulation
applies not only to electronic signatures, but to electronic seals and time stamps when used
within the public administration.

As stated by Průša (2015) to private individuals and legal persons acting legally against
the public administration, the possibility to sign electronic documents in both ways, i.e., a

www.slovensko.sk
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guaranteed electronic signature based on a qualified certificate for electronic signatures or
a qualified electronic signature, remains maintained after 19 September 2018. This follows
from section 6 of the Confidence Services Act, which both electronic signatures combine
under the term “recognised electronic signature”.

Another very important milestone was 29 September 2018, with the entry into force of
Article 6 of the eIDAS Regulation. This Article governs the mutual recognition of electronic
identification means in the case of cross-border use of online services provided by public
administrations of the Member States. As mentioned above, the mutual recognition process
precedes the assessment and notification process, with the other Member States having
12 months from the date of publication of the notification in the Official Journal of the
European Union to prepare their national systems for compatible use with the notified
electronic identification means. The public administration of each Member State must then
accept identification on the basis of the notified electronic means of identification.

3.9. Electronic ID Cards

Electronic ID card (also “e-OP” or “EOP”) has been issued in the Czech Republic since
2012 (Parliament of the Czech Republic 2012). In the view of Handrlica et al. (2022), the
legislative framework consists of an amendment to Act No 328/1999 on identity cards,
details (requirements for technical translation of photographs, specimens of ID cards, forms
and applications) laid down implementing sub-legal regulations. For example, Decree of
the Ministry of the Interior of the Czech Republic No. 400/2011 Coll., which implements the
Act on Citizenship Cards and the Act on Travel Documents, as amended (Ministry of the
Interior of the Czech Republic 2011). In 2018, an e-OP meeting the conditions of the eIDAS
Regulation with a new type of chip began to be issued. In this context, however, we must
not forget the key Act No 365/2000 Coll. on information systems of public administration,
which laid the “cornerstone of the electronisation of the Czech public administration”
(Parliament of the Czech Republic 2000) and laid down the rights and obligations of all
persons and bodies involved in the development of Public Administration Information
Systems.

Since 1 July 2018, so-called electronic identity cards with machine-readable data and
contact electronic chip have been issued to citizens of the Czech Republic, which represent
the next step towards achieving the objectives of eGovernment (EOP). Unlike the 2012
‘electronic identity cards’ originally issued, they are already fully eligible for the electronic
identification of their holder. They allow both identification in the use of online services
and the creation of qualified electronic signatures or authentication of their holder against
information systems. Thus, these EPOs already fully fulfil the idea of an identity card
as a document through which it is possible to carry out fully online transactions and to
act electronically. At the same time, the EPO meets all the requirements of the eIDAS
Regulation, with a high level of protection. Electronic identification under the EPO can
be used both in dealings with public authorities and in dealings with private entities, as
the EPO can be used to electronically identify a natural person in all situations where it is
required by law under the Confidence Services Act.

EPO badges automatically include information about the laissez-passer itself, namely
the serial number of the license, the date of issue, the end of validity and the identification
of the office that issued the EPO. In order to use the holder’s electronic identification, it is
necessary to activate this service at the office of any municipality with an extended scope.
In this case, the data of the holder are uploaded to the EPO, such as first name and surname,
gender, nationality, date, place and district of birth, birth number, permanent residence
address and marital status. In the case of electronic signature or authentication, it is then
necessary to upload an authentication certificate or a qualified certificate to create electronic
signatures for a given EPO. Personal codes or PINs that are related to each of the above-
mentioned services offered by the EPO serve as a security method. Therefore, according
to Tsakalakis et al. (2016), it is essential to know six different numerical codes with 4 to 10
digits for maximum use of the EPO, which may not be considered a user-friendly solution
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for the EPO user. The service application in this case is “eObčanka”, which allows the use
of the above services and at the same time it is possible to manage numeric codes and
uploaded certificates.

4. Materials and Methods

As noted by Sararu (2019), public administration is an activity carried out by state
authorities, self-governments and public institutions in the performance of public tasks.
Its main objective is to work for the public good through the strengthening of civil society
and social justice. In our scientific study, we focus primarily on the critical analysis of
the adopted eIDAS Regulation, its impact on the existing eSignature legislation and the
amendments adopted, which are necessary to unify the legal framework for the electronic
signature of the Member States of the European Union. Our main objective was therefore
to analyse the legal aspects of the electronic signature. We draw attention to those areas
which, because of the regulation adopted, had to be recast and incorporated into the new
Trust Services Act, as it emerged from the eIDAS Regulation for us. In order to achieve the
main objective, we have also chosen milestones, and namely an analysis of:

− The eIDAS Regulation itself and the modification of the electronic signature contained
therein,

− Selected Slovak legislation,
− The development of the use of identity cards with electronic chips, and
− Development of electronicisation of Czech legislation and use of electronic identity

cards.

At the end of our study, we will critically evaluate the results of our research, compare
the evolution of the electronicisation of Slovak and Czech public administration and
propose possible options for improving the regulation of public administration activities.

We want to achieve the stated main objective and milestones by carefully examining
the relevant European, Slovak and Czech legislation. Another major source of knowledge
is the expert and scientific literary resources contained in the databases Web of Science
and Scopus. Due to the nature of the scientific study, we use several scientific methods
of knowledge suitable for knowledge of the law. This includes, in particular, the use of a
critical analysis method to examine the legal situation and regulation, as well as methods of
abstraction or synthesis. The results of the critical analysis of legislation are supported by
the results of related research by relevant researchers. Since the Slovak Republic was part of
the Czech and Slovak Federal Republic until 1993, in order to improve the quality of work,
we also pay due attention to the impact of the eIDAS Regulation on the development of the
electronicisation of public administration in the Czech Republic. At the end of our scientific
study using a comparative method, we compare the development of both regulations.

5. Discussion and Conclusions

The eIDAS Regulation became the first concrete step of the European Commission’s
Digital Single Market strategy, which was set to become a reality in the European Union by
2020. Its aim was to facilitate not only e-commerce but also all cross-border transactions.
The eIDAS Regulation repealed the Directive of the European Parliament and of the Council
on electronic signature, and in the conditions of the Slovak Republic, the new Act on Trust
Services repealed its transposing national law—the Electronic Signature Act. The main
benefit of the eIDAS Regulation has been the possibility of full electronic submission in
other Member States, as well as the possibility of dealing with many life situations remotely.
Its applicability has also become significant for many commercial companies, which are thus
able to participate much more easily in public tenders in other countries of the European
Union, without having to deal with any paper documents. The practical impact of the new
legislation is now acceptable to users of all Member States of the European Union.

We found that the eIDAS Regulation covers two main areas of ‘electronic identifica-
tion’ and ‘trusted services’. In electronic identification, the eIDAS Regulation creates the
conditions for a “mutual recognition obligation”. This is an obligation for those Member
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States of the European Union that use certain specific electronic identification means (e.g.,
in the case of the Slovak Republic, a chip eID card) to recognise, for access to these services,
the electronic identification means used by other Member States for access to these services,
if notified to the European Commission. This obligation is to ensure that citizens of the
European Union from one Member State can access public online services also available in
other Member States. The eIDAS Regulation ties significant legal presumptions to the use
of qualified services, unifies the legal effects associated with the use of these services across
the European Union and also regulates their cross-border recognition.

Slovak legislation is based on current needs and has responded to the conditions and
needs of an ever-changing practice with several amendments. We can evaluate electronic
identity cards as a positive step towards electronicisation. Their indisputable advantage is
the obligation for entrepreneurs to communicate with administrative authorities electroni-
cally, which reduces the cost of delivering documents by post. Such a procedure also clearly
eliminates the scope for obstructions in the delivery of decisions of public administration
bodies. This shortens the time of administrative and judicial proceedings.

In comparison with Czech legislation, we can only conclude that we are always “some
year” behind the adoption of the necessary legislation. This finding is based not only on
the year of adoption of the laws but also on the content of the explanatory memorandums
to these laws, where as a rule, the already existing Czech legislation is referred to. This
also has a significant impact on the content and similarity of our legislation in this area.
However, this does not mean that the Czech legislation is better, because the legislation is
always adapted to the current needs of a specific state. However, we also see the similarity
of legal regulations in the way electronic ID cards work.

The eIDAS Regulation has been in force for more than six years. As the content of
our study shows, the Regulation has had and has a fundamental impact not only on the
modification of the legal institute of electronic signature, but also sometimes only indirectly,
on several areas of the Slovak legal order. However, there are still areas that will need to
be amended in the light of the objectives set out in the eIDAS Regulation (e.g., conformity
assessment authority mentioned in Section 4.5). It can also be expected that the practical
use of cross-border electronic identification within the European Union will bring further
issues. Although substantial steps have already been taken to develop and streamline the
execution of online transactions and the provision of online services, it can nevertheless be
expected, in the light of the above, that the full implementation of the eIDAS Regulation
in life will still take some time. Perhaps the end of the COVID-19 pandemic and the
associated transition to the online space has brought about a number of challenges that will
need to be addressed by amending the eIDAS Regulation (eIDAS 2.0), which is already
published (European Parliament and Council 2021). As follows from the explanatory
report to this regulation, the evaluation of the eIDAS 2 regulation demonstrated that the
current regulation does not adequately address these new market requirements, mainly
due to its natural limitations for the public sector, the limited possibilities and complexity
of connecting private online providers to the system, the lack of availability of notified
electronic identification solutions in all Member States and lack of flexibility to support
different use cases. In addition, identity solutions outside the scope of the eIDAS regulation,
such as those offered by social media providers and financial institutions, raise privacy
and data protection concerns. These solutions are not able to respond effectively to new
market demands and do not have sufficient cross-border coverage to address the specific
needs of sectors where identification is sensitive and requires a high degree of certainty.
It proposes to build a European digital identity. This should create a new system for
secure transactions across the European Community, especially among selected entities
such as residents, entrepreneurs, and the public sector. It should be possible to achieve
this objective through electronic identification means and schemes mutually recognised
between Member States in public sector electronic services. We are convinced that the
amendment of the eIDAS Regulation will bring into practice, in addition to the proposed
European digital identity, the unification of the regulation of trust services such as the
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creation and validation of electronic signatures, electronic seals or electronic time stamps
and others. For these reasons, as part of our future review, we will also focus on the selected
issues of the amended eIDAS Regulation (eIDAS 2.0).
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