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Abstract: ICOs are very attractive for investors and issuers. ICOs allow funding raising in exchange
for cryptographically secure tokens, which are a means of paying for future projects or services.
However, there is insignificant regulation of this process all over the world. Some countries have
banned crypto assets; others have allowed the free use of tokens but do not give them official status.
In this paper, the authors present an overview of the legal regulation of ICOs in different countries,
dividing them into three groups: in the first group are the countries with developed legal norms
and rules for conducting ICO, they have the subsequent circulation of tokens on their territory; in
the second group are the countries that are most friendly to ICOs; the third group of countries has
a wait-and-see attitude. The author connect the insufficient law regulation and risks of ICOs in
different countries. The types of ICO risks are divided into three main categories: financial, technical,
and analytical. The main ways to reduce these risks, depending on their types, are highlighted in this
study. They are connected with the improvement of the legal regulation of the publication of a White
Paper, the KYC procedure, and the involvement of escrow agents.

Keywords: ICO; crypto asset; regulation of ICO; successful ICO; ICO risks; White Paper of ICO; ICO
platforms; funding of ICO projects

1. Introduction

Nowadays, the cryptocurrency market is in a stage of rapid development. There
are more than 5100 crypto assets, with total market capitalization exceeding $250 billion
worldwide. Most of them, such as bitcoin or litecoin, are used as a form of payment for
goods and services. However, today, there are more and more opportunities for the use of
cryptocurrencies and blockchain technology to finance startups by issuing cryptocurrencies
or tokens (Chod and Lyandres 2018).

Ethereum was the first cryptocurrency that was used during the procedure of initial
token offerings to raise capital. This experience turned out to be successful and helped in
identifying the problems faced by companies engaged in ICOs (initial coin offerings).

Initial coin or token offerings (ICOs) are smart contracts based on DLT or blockchain
technology to attract external financing by issuing digital financial assets (coins or tokens).
The exchange is carried out using smart contracts. They represent computer protocols
exchanging values between an entrepreneur and investors, potentially creating an ideal
disintermediation that significantly reduces the costs of financial market participants.

There is no single universal platform or database of ICOs. However, there are several
sites such as www.coinschedule.com, www.icobench.com, and www.tokenmarket.net, the
world’s leading statistics on the ICO market, as well as a number of the largest consulting
companies, such as Ernst & Young, Credit Suisse, Pricewaterhouse Coopers, KPMG, and
others conducting research on this market. However, the data from the above-mentioned
sources vary in terms of both dates and volumes. The site www.coinschedule.com has been
the most comprehensive and well-established data source since the beginning of 2016. We
continue our research of ICO process that was launched earlier (Karpenko 2021).
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As of January 2021, 5728 ICO projects have attracted more than $27 billion.1 From an
entrepreneur’s point of view, ICOs are very attractive because they offer financing at all
stages with almost zero transaction costs.2 From an investor’s point of view, ICOs are also
interesting because they offer potentially faster exits and high returns. Nowadays, almost
all ICOs take place on the Ethereum platform: 4961 cases out of 5728.3

In general, the ICO process has different stages. Initially, investors fund a project
created on the basis of blockchain technology, exchanging them for crypto financial assets
(further CFA), which are used as an internal monetary unit of the project in the future
(Niyazbekova et al. 2021a). They may be exchanged for cryptocurrency or circulate in the
form of CFA (Cong et al. 2018). Investors need to open a special account on the appropriate
technological platform, which will be used in the future for the purchase of CFA according
to the rules established by the issuer(Gerasimova et al. 2019).

At the same time, the company attracting financing using the CFA and blockchain
technology issues tokens and sets their initial price. From the point of view of technology,
the issue of CFA takes place by fixing transactions in the blockchain with an indication
of their volume, a unique identifier, and entering a description. Each element of the CFA
placed in the ICO process receives a unique, unchangeable record in the blockchain, which
allows for easy exchange and safety in the future (Patashkova et al. 2021). After the issue,
the tokens can be sent to any open account in the blockchain system. They can be applied
to specially created trading platforms or online services that allow free and unhindered
circulation, and they are also available to everyone who wants to purchase them.

2. Materials and Methods

In recent years, in most countries, there have been significant changes in the regulation
of blockchain and CFA. Some countries have banned CFA; others have allowed the free use
of tokens but do not give them official status. A small group of countries recognized the
possibility of holding an ICO and trading cryptocurrency at the legislative level; they have
given them official status, ensuring the regulation of this sector of the economy. The most
important criteria for choosing the country for the ICO are the following: recognition of the
cryptocurrency as an official instrument of payment by the state; the requirement to obtain
a license to conduct an ICO as well as to transfer and sell crypto assets; the interest of the
country’s authorities in an ICO; special incentives for foreign investors; and development
of financial infrastructure and financial markets (Korobeynikova et al. 2020). The risk of
ICOs in this type of country would be less.

Currently, the largest number of ICOs are held in the United States of America, which
is an ICO-friendly country. American legislation is fairly transparent. In 2017, the US
Securities Commission recognized that the current legislation should also apply to tokens
and ICOs.4 One of the most high-profile recent regulatory actions is the US SEC’s December
2020 action against Ripple and two of its senior executives for allegedly conducting a USD
1.3 billion unregistered securities offering of XRP tokens. After this announcement, Ripple
trading was suspended and XRP subsequently fell by 31%.5

The restrictions on ICOs include the fact that investors are not allowed to participate
in the sale of tokens outside the country. The tax rate is 21%; however, it can be reduced in
the future. The United States has a highly developed financial market, with a huge pool
of investors with broad access to money, and it is the jurisdiction with the best access to
money for institutional investors (Fenwick et al. 2017). The companies entering ICOs in
the USA meet an active technology community and a developed blockchain industry that
make it possible to provide the greatest prospects and high liquidity.

However, not all countries will approve an ICO on their territory. For example, at the
end of 2017, China decided to ban all ICOs.6 All started processes were suspended, and the
invested funds were returned to investors. ICOs were also banned in South Korea in 2017,
but the state is currently developing a regulatory framework to legalize ICOs. The risks of
conducting an ICO in China and South Korea are extremely high, so companies choose
other countries.
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In Japan, the climate for cryptocurrencies and startups is much more friendly than
in neighboring Asian countries, regardless of the attitude to the CFA of the government
and central bank.7 Japanese exchanges are ready to accept tokens of some Chinese ICOs.
Crypto exchange Coincheck is one of the world’s largest bitcoin markets, attracting talent
from China and South Korea. However, in order to prevent the growth of fraudulent
transactions, the exchange has established a ban on cryptocurrencies with a high degree
of anonymity. The registration of an ICO company in Japan is very profitable due to the
existing high technological potential of the country and the development of the financial
technology sector, which is supported by the state. In Japan, digital assets can be used not
only for settlements but also as a means of private capital.

All countries may be divided into three large groups due to the ICO process and its
regulation. In the first group, the countries develop legal norms and rules for conducting an
ICO and have the subsequent circulation of tokens in their territory. They adopt standards
related to their conduct to prevent fraudulent actions in the process of implementation. As
a rule, these are countries with a high level of development of financial infrastructure and
digitalization of their economy and legal culture. These countries are the USA, Hong Kong,
Canada, and the UK, among others.

The second group of countries is most friendly to ICOs; as a rule, they create the
most favorable conditions in their territories, decrease tax rates, and so on. Singapore,
Switzerland, Japan, and the Cayman Islands are among this group of countries.

Switzerland is a favorable jurisdiction for conducting ICOs. Their “crypto valley”
is founded in the canton of Zug. It is an ideal place to enter an ICO on the Ethereum
platform.8 The Cayman Islands is famous for its attractive tax regime. The only tax levied
within the jurisdiction is a stamp tax, which is related only to fixed assets. In addition,
companies registered in the Cayman Islands have a high degree of independence; the level
of state interference in business in the country is minimal. It is important to take into
account that the Cayman Islands is a tiny country, and there is a small qualified labor force
to serve startups engaged in such complex technologies as the blockchain sector.9 Thus,
the startup must work remotely.

Taiwan and Hong Kong are also attractive regions for conducting ICOs. They are the
most friendly jurisdictions for Chinese investors.10 Hong Kong regulates entities conduct-
ing activities in cryptocurrencies where the relevant cryptocurrencies are “securities” or
“futures contracts”, as defined in Hong Kong’s Securities and Futures Ordinance (SFO).
From the point of view of the law in these jurisdictions, the token is a security, while the
ICO is an analog of an IPO. For this reason, the relations of the ICO are regulated by the
Law on Securities and Exchanges. Estonia is an attractive market for conducting ICOs due
to the high level of development of digital technologies, the lack of legislative regulation of
this process, and a favorable investment climate.

The third group of countries is the most numerous. The countries have a wait-and-
see attitude, gradually migrating to the first or second group of countries. There are the
Russian Federation and EU countries. Many successful Russian projects (SONM, BitCAD)
have entered their ICOs in Singapore. In the technologically developed jurisdiction of
Singapore, the procedure for opening a company for issuing tokens is maximally simplified,
the authorities are generally loyal to blockchain startups, and the transfer of the tokens
into fiat money is simple and transparent. Registering a company for crypto activities in
Singapore requires entrepreneurs to come up with a White Paper. The Tax Authority of
Singapore allows the application of standard fiscal rules and even deductions to companies.
Registration of a business in the country costs USD 6000–10,000.11

The largest number of ICOs is carried out in the United States—36.26%, while the
country also has the largest volume of funds raised; however, the share of successfully
completed projects is 27.74%, which is significantly lower than the total number of ICOs
(34.83%). ICOs in the USA, as a rule, are carried out by companies that have their place
of registration in or are targeting the American market (Table 1). ICOs, based on specific
facts, may be securities offerings and fall under the jurisdiction of the US Securities and



J. Risk Financial Manag. 2021, 14, 599 4 of 7

Exchange Commission (SEC) to enforce federal securities laws.12 ICOs in the USA most
likely need to be registered with the SEC.

Table 1. Number of ICOs conducted by country at the end of 2019.

Country Quantity of
ICO Successful ICO Percentage of

Succes Sful ICOs
Amount of Funds

Raised, USD
Share in Total
Funds, USD

1 USA 703 195 27.74% 7,323,891,476 36.26%

2 Singapore 571 219 38.35% 2,453,584,996 12.15%

3 British Virgin
Islands 69 27 39.13% 2,352,169,919 11.65%

4 Switzerland 253 106 41.90% 1,779,762,235 8.81%

5 Great Britain 492 156 31.71% 1,490,111,490 7.38%

6 Cayman Islands 120 48 40.00% 1,339,048,258 6.63%

7 Taiwan 22 8 36.36% 1,046,428,001 5.18%

8 Estonia 287 121 42.16% 948,870,090 4.70%

9 Hong Kong 182 63 34.62% 796,612,676 3.94%

10 Russia 327 111 33.94% 666,042,670 3.30%

Total 3026 1054 34.83% 20,196,521,811

Source: https://www.icobench.com (accessed on 20 May 2021).

Singapore (12.15% of the total amount of funds raised) and the British Virgin Islands
(11.65% of the same volume) are also popular (Table 1). The rise of ICOs in Singapore
has been largely fueled by the development of blockchain-powered currencies such as
Ethereum. At the same time, the share of successful ICOs in offshore territories such as
the Cayman and British Virgin Islands is quite high—about 40%. However, the amount
of funds raised from them is much less than from the United States. On average, an ICO
in the United States attracts $10.42 million; in Taiwan, on average, $47.56 million can be
raised during an ICO, which is 4.5 times more than in the United States. Despite this, the
American jurisdiction is preferred for most ICOs. Perhaps the reason is that in this country,
even in the conditions of an unsuccessful ICO, the issuer wins and the amount of funds
raised does not depend on its success.

Cryptocurrencies are designed to create a global monetary network, but not all regions
are equivalent in terms of ICO success. Thus, in developing countries, the share of success-
ful projects is proportionally lower than in developed countries. According to Tokendata,
Africa leads in the number of failed ICOs. Tingo Coin is one of the typical examples.13 The
project had many drawbacks (e.g., lack of experienced professionals in the team, its small
size), but the main problem from the very beginning was the desire to become “Africa’s
first agricultural project based on blockchain”.

Unambiguously, simplicity and convenience in the application of ICOs make it possi-
ble to conduct quick fundraising based on the lack of legislative regulation, ICOs do not
give any guarantees to investors. ICOs have taken place in 25 different industries in the
last ten years. Technology, business, entertainment, and education are the most popular
industries. ICOs are very often called a financial bubble because of high risks, the lack of
the possibility of a fundamental evaluation of the project, and the high level of information
noise (Roosenboom et al. 2020).

Almost all risks are connected with insufficient legal regulation of ICOs in the country
(Ante et al. 2018). Conditionally, all the risks of ICOs for investors may be divided into
several categories: technical, financial, and analytical (Table 2).

https://www.icobench.com
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Table 2. The risks of ICO projects and methods for their reduction.

Type of Risk Description Reduction Methods

Analytical Wrong choice of ICO project

Publication of an Information Memorandum (White Paper).
It contains information about the project and its goals and
the team of creators, mentors, and partners involved in the

development.

Technical Errors in operations, project identification Identification of crypto investors in the ICO process (KYC
procedure—know your customer)

Financial Probability of losses due to high volatility of
tokens and insufficient control over financing

Attraction by the issuer of an escrow agent who will take
control of the allocation of financing. Diversification of the

investor’s portfolio.

Source: made by the author.

Analytical risks consist of choosing a failed startup. Very often, there is not enough
information and reviews about them. Sometimes issuers do not publish White Papers
with information about the ICO and a detailed description of a project for which an ICO is
hosted. White Papers, as a rule, give technical information to investors as well as details
about the team behind the project.

Technical risks are connected with the careless handling of funds. The fact is that
the funds have the simple target of attracting investments, and it is usually impossible
to receive money from them. This problem is especially relevant for those who are just
starting to master cryptocurrency software. There are also fraudulent actions. In the case of
the classic investment market, it is quite difficult to steal funds from a bank account. In the
world of cryptocurrencies, due to the lack of formation and stability, scammers continue to
find more and more sophisticated ways to steal other people’s funds.

Financial risks of ICOs are the least predictable, which is due to the high volatility of
cryptocurrencies. It can occur even on an hourly scale, not to mention a daily or monthly
one (Zetzsche et al. 2019).

In order to mitigate risks, it is also necessary to adopt special legislative acts regu-
lating ICOs (Howell et al. 2019). They should provide a permissive procedure for ICO
implementation. The permit must be issued by a state and a special public body. The issuer
prepares a document that provides all information about the ICO and the issuer itself. Such
a disclosure document, as well as advertising messages about the public offer of tokens,
must be accurate, clear, and provide an understanding of the risks associated with the offer
(Karpenko and Blokhina 2019). If, after receiving permission, the financial regulator finds
out that the ICO does not correspond to the content of the information document, it can
revoke the permission. In this case, all investors, as well as organizations of the secondary
token market (where the tokens are resold), must be notified of the cancellation of the
permit. Thus, the interests of investors are protected during the ICO campaign. At the
same time, there should be no restrictions on the amount of investment in the ICO and no
maximum amount of collection should be set by a separate project.

3. Results

In recent years, a new form of funding -ICOs has become widespread. ICOs allow
an enterprise to raise funding in exchange for cryptographically secure tokens, which
are a means of paying for future projects or services. In 2016–2019, over 7400 businesses
attempted ICOs, raising a staggering USD 35 billion.

The growth in the number of ICOs has taken place in many countries of the world.
The largest number of IPOs takes place in the United States and Singapore. These countries
are characterized by a high level of development of financial infrastructure and widespread
digitalization and sufficient legal regulation. Some jurisdictions are very attractive for
ICO projects. Several countries have great potential for growth in this way of attracting
funding but suffer from the lack of legal regulation (Niyazbekova et al. 2021b). Thanks to
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the legislative changes that came into force in 2021 in many countries, investors have the
opportunity to purchase tokens of cryptocurrencies and then sell them in their territories.

The modern practice of conducting ICOs testifies to the fact that very often, failure to
achieve success is associated not so much with technical error but with insufficient legal
regulation, with the interaction of startups with potential investors, or with the wrong
choice of ways to promote the ICO. This includes a lack of advertising on the internet,
social networks, and messaging services and the lack of press releases and presentations.
An important aspect is also the legal support of the transaction, which allows investors to
obtain guaranteed legal protection.

Conditionally, all types of ICO risks can be divided into three main categories: finan-
cial, technical, and analytical. The main ways to reduce these risks, depending on their
types, are highlighted in this study. The publication of a White Paper, the KYC procedure,
and the involvement of escrow agents can mitigate these risks.

The further effectiveness of the ICO will directly depend on changes in the capitaliza-
tion of the crypto market as well as on the formation of a legislative framework for ICOs in
the EU countries, the USA, Japan, Korea, the UAE, China, and other countries.
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