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Abstract: Every financial crisis triggers some regulatory and supervisory changes related to the
ensuing threats. These regulations usually address specific types of risks and reduce them but do
not protect the entire system from another crisis. The aim of this study was to develop a conceptual
framework of financial system resilience based on the theoretical approach of complex system theory
and its explanation of these systems’ self-adaptation. Our analysis embraces the time since the
2008+ financial crisis in the United States. We argue that the digitalization of financial markets may
contribute to the greater safety of the banking sector. We adopted blockchain technology for the
pattern of self-modification mechanisms of the financial system. The main findings highlight that the
blockchain technology incorporated into the system approach and applied to financial regulation and
supervision can significantly improve the safety of the financial markets.

Keywords: bank crisis; blockchain technology; complex system theory; financial markets regulation;
financial markets supervision

1. Introduction

The aim of this study was to develop a conceptual framework of financial system
resilience based on the theoretical approach of complex system theory. We elaborated this
framework by adopting different aspects of the theory (resilience, suboptimal behaviors,
adaptation of the system) and narrative literature review. We focused especially on the body
of work related to the complexity and the case of the Lehman Brothers bankruptcy and
the post-crisis efforts to rebuild global, regional, and national financial market regulatory
and supervisory architecture and adjust this architecture to the new economic situation.
To achieve the aim of the study, we provided answers to the following analytical and
explanatory research questions:

• What are the main parts of the complex system theory and the systems’ reaction in the
context of the financial crisis (namely: subsystems, relationships amongst subsystems,
reinforcing and balancing loops, delayed and unintended effects of relationships
within complex systems in crisis)?

• What were the main regulatory and supervisory actions on a global, regional, and
national level that aimed to improve the financial system’s safety after the global
financial crisis?

• How is the financial system enhancing its resilience, and how might the complex
system theory explain the mechanisms?

• How can the resilience of the financial system be improved by the application of
distributed ledger technology (blockchain) to the existing financial architecture and
the mechanisms of its self-modification after a major crunch?

We elaborated a theoretical, conceptual approach based on a narrative literature review
to answer the research questions. The layout of the paper consists of seven sections. The
introduction constitutes Section 1. In Section 2, we present the conceptual background of
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the complex system theory and the identified research gap related to the abovementioned
research questions. In Section 3, we describe the methodology for the literature review.
Section 4 presents the case of the bankruptcy of the bank Lehman Brothers and then
Section 5 the consequences of the bankruptcy for the whole financial system, based on the
complex system theory. Section 6 presents the self-modification of the financial system. The
discussion, our main contribution to the considered theory, and the final conclusions and
recommendations for further research are presented in Section 7.

2. Conceptual Background of the System Approach

The system approach can be perceived as a meta-theory developed to address com-
plex problems. It focuses on identifying systems, feedback, control, and equilibrium in a
fundamental sense. Systems theory is the foundation for understanding multidisciplinary
systems (Adams et al. 2013) and solving complex problems. The system approach is about
the shift from the parts to the whole as complex systems are wholes whose emerging prop-
erties cannot be reduced to smaller parts. System approach also means a shift from objects
to relations as objects are seen as networks of relationships embedded in more extensive
networks. The system approach is also about changing from structures to processes, as all
structures are seen as manifestations of underlying processes. The system approach is also
about change from measuring to mapping. Methodologies need to move toward mapping
and identifying patterns because relationships and processes cannot be measured in the
traditional sense due to their emerging properties (Vargo et al. 2017).

Scientists seek and scrutinize patterns and tendencies in complex systems with the
help of a system approach. Achievements earned within the system approach may be
perceived as the next steps in the explanation of the phenomenon of complexity. Therefore,
three stages of development of system theories may be identified. The first wave, right
after WWII, is connected to the development of computers and the application of feedback
employing machines. The second phase is associated with the development of cybernetics
and system dynamics, and finally, the third stage is based on new understanding of
equilibrium in discontinuation theories (Turner and Baker 2019).

General systems theory, cybernetics, chaos theory, as well as catastrophe theory aim at
explaining deterministic systems’ behavior. There is a different adaptive complex system
explanation model, and research in this area suggests that emerging order stems from
interactions at lower aggregation levels (Turner and Baker 2019). Adaptive complex systems
can both affect their environment and change their structure without external input.

Complexity theory is composed of chaos theory, dissipative structure theory, and
complex adaptive systems theory. Whereas the chaos theory and the dissipative structure
theory focus on general model development, adaptive complex system theory applies a
multi-agent approach (Schwaninger 2009).

Apart from becoming a new and increasingly popular perspective, the systems ap-
proach to the world is also a powerful inspiration for theorizing in social sciences. Since
the times of Aristotle, it has been known that the whole is more than the sum of its parts.
The relations between the parts are complex and non-trivial. The actions undertaken in
one subsystem may have consequences for another subsystem that cannot be foreseen
or controlled. The whole also influences the parts, and different kinds of elements, also
unstable, can create a stable whole. Such a broad view is often serving as a general frame
of reference. Although this reductionistic framework has served science well in the past,
such as during the Industrial Revolution, it is inadequate to serve science well today due
to the complexities of the modern world (e.g., global warming, information overload,
globalization, and geopolitical unrest).

Complexity theory views systems as being non-linear; thus, future states are unpre-
dictable. As a system transitions from simple to complex, the predictive mechanisms
become less reliable (Turner and Baker 2019). A starting point for thinking about systems
science is the view that every concrete thing is a system or part of one and that natural
systems can be arranged into a “complexity hierarchy”, in which the “levels” represent
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increasingly complex systems that embed systems from the “lower” levels, and every level
corresponds to some kind of system (Rousseau 2018). The underlying shift from closed to
open systems thinking is the acceptance of the importance of interacting with the environ-
ment, as the survival of individual organizations depends on the ability to adapt to markets.
Systems thinking consists of analysis and synthesis. The analysis focuses on structure. It
reveals how things work. Synthesis focuses on a function that reveals why things operate
as they do. Synthesis and analysis are complementary. The analysis looks into the system;
synthesis looks outward to consider the system’s environment (Ackoff 1999).

Our study implemented a classical procedure of system identification to develop an
analytical model based on the distinguished variables. The latter mirrors the reflection,
research, design, and intervention stages of understanding (Arnold and Wade 2015). The
whole process of applying the complex system approach to a particular economic problem
consists of several steps:

• Identifying the problem—providing a portal into complex system understanding
and being essential in the eventual development of solutions that might bring about
positive change for complex system problems;

• Defining the fundamental goals of the system and the way it functions—system
resilience;

• Determining system borders—understanding what makes a difference between the
system and its environment;

• Identification of the system environment—understanding system stakeholders;
• Feedback between system and environments—interacting with the environment, as

the survival of individual organizations depends on the ability to adapt to markets,
technologies, and other situations and organization can impact the environment;

• Describing system features;
• Defining subsystems of the system—within these subsystems, some tasks can be

considered to be multidisciplinary activities that cross traditional functional depart-
ment boundaries;

• Recognizing interconnections—identifying critical connections between parts of a
system (subsystems);

• Identifying and reinforcing and balancing loops, non-linear relationships, and dynamic
behavior. There are two types of feedback; one is known as negative feedback with
balancing loops and the other as positive feedback with amplifying loops;

• The emergence of new behaviors—this phase embraces interconnections, the way they
combine into feedback loops, and the way these feedback loops influence subsystems
create dynamic behavior within a system;

• Adaptation, when a system is in a new equilibrium—the shape of the system after
the changes and mechanisms provide accomplishment of the system’s functions, new
bonds in the system, and new relations providing greater endurance for the system.

We focused on the situation following the global financial crisis. As a consequence
of the collapse of a systemically important bank (“too big to fail”, the case of Lehman
Brothers), contagion mechanisms create risk for the whole financial system. In response,
a new regulatory and supervisory reaction is implemented to provide greater resilience
of the system. Despite these initiatives, there are still some flaws, and a new approach
is needed.

3. Methodology and Literature Review

The authors conducted a narrative literature review to describe and critically evaluate
a body of work regarding complexity, system approach, complex system theory, the case of
the Lehman Brothers bankruptcy, and the following regulatory and supervisory changes in
the financial system. Open-access databases were chosen for this study. Selected databases
encompassed scholar.google.com, iEEEXplore, Arxiv, ScienceDirect, Scopus, and Web of
Science. Google Scholar is a powerful open-access database that archives journal articles and
“gray literature”, including conference proceedings, thesis, and reports. Norris et al. (2008)
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compared Google and Google Scholar to other open-access search engines. They found
that Google and Google Scholar performed the best. Combined, these two sources could
discover more than three-quarters of open access publications identified in their study. We
followed these suggestions and based our analysis on these sources.

Research questions were the drivers for the selection of keywords. We started our
literature search using the keywords “system theory financial crisis”, “complex system
theory financial crisis”, “complexity financial crisis”, “system thinking financial crisis”, and
“resilience of the financial system”. We separated words and used them with “AND”, for
example, “system theory” and “financial crisis”; “complex system theory” and “financial
crisis”; “complexity” and “financial crisis”; and “system dynamics” and “financial crisis”.
Afterward, we added “Lehman Brothers” and “banks” to combinations of used words
in a search process. “Chaos theory”, “agent-based modeling”, and “complex network”
complemented used keywords.

After the initial screening of the titles, 120 studies were identified. As the narrative
reviews focus on gathering relevant information that provides both context and substance
to the authors’ overall argument (Xiao and Watson 2019), we excluded studies that provide
little insight into the researched topics. Overall, 57 studies from the initial search were
included for further analysis. The difference between the number of studies in the bibliog-
raphy, which accounts for 59, is because of including papers on methodological matters.

Based on the narrative literature review that takes into account the global finan-
cial crisis, the consequences of the collapse of the investment bank Lehmann Brothers
(Benos et al. 2012; Christopoulos et al. 2011; De Haas and Van Horen 2012; Fernando et al.
2012; Swedberg 2010; Wiggins and Metrick 2015), the regulatory and supervisory reforms
of the financial system afterward (Avgouleas 2009; Davis 2009; Laeven et al. 2010), and
the reaction of the financial systems of smaller and greater size, described in the literature
embedded in the complex system theory (Bezemer 2012; Brancaccio et al. 2018; Liu and
Arunkumar 2019; Zhu et al. 2018), we made synthesis and identified the current situation.
We realized that the literature linked the complex system approach and the safety of the
financial system usually has a technical nature, and there is a significant research gap lack-
ing detailed explanation of the mechanisms leading to the greater resilience of the financial
system. We did not intend to write a report about the application of the complex system
theory. Still, using deductive reasoning, we propose a concept based on the complex system
approach aimed at improving the resilience of the financial system to external shocks.
In our inference process appeared a reflection, leading to a modification of the existing
way of thinking (first-order), suggesting a modification of the current financial regulatory
and supervisory approach that could lead to the improvement of the financial system’s
resilience (second-order). In consequence, we aim to provide some recommendations,
leading to the assurance of greater stability of the financial system in the future.

4. The Causes of Lehmann Brothers Bankruptcy

The bankruptcy of the investment bank Lehman Brothers had far-reaching conse-
quences. This was the collapse of a 158-year-old bank, the largest bankruptcy in the history
of the United States, and the beginning of the global financial crisis. When the New York
Stock Exchange collapsed, many entities affiliated with Lehman Brothers were affected,
and eventually, the crisis moved to many other countries (Johnson and Mamun 2012).

There are many reasons for the collapse of Lehman Brothers. These reasons were
undoubtedly very important from the perspective of the banking sector because the bank
has fully demonstrated the nature of investment banks operating in the U.S. market. The
most important causes include (Zingales 2008):

• Financial market mechanisms (low interest rates and lack of market transparency);
• Underestimation of risks in the financial market flawed regulation;
• Banks’ investment policies;
• Weaknesses of corporate governance.
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The first cause of the Lehmann Brothers’ problems was the mechanisms of financial
market functioning. As highlighted in the literature, the main cause of the turmoil was the
combination of a credit boom and a housing bubble (Acharya and Richardson 2009; Roubini
and Mihm 2011). The low interest rates were crucial for the creation of a speculative bubble
in the real estate market. Investors in the market believed that prices would always go up.
Moreover, the market was very opaque, mainly due to the securitization process, which
became common among the U.S. banks. The direct trigger was the sharp increase in the
federal funds’ interest rate during 2004–2006, which was a cause of the subsequent decline
in housing prices (McDonald and Stokes 2013).

The second cause of the bank’s failure was underestimating the risk of the finan-
cial markets and opaque regulations. Three decades of deregulation and reliance on
self-regulation by financial institutions were essential for the pre-crisis situation of risk
cumulation (Financial Crisi Inquiry Commission 2011). The regulations and supervisors
failed to address the dangers which occurred in the financial market. Moreover, the massive
application of asset securitization and participation of investment and commercial banks in
the process contributed to the risk underestimation (Helleiner 2011).

The third cause of Lehman Brothers’ collapse was its investment policy. Significant
were the high leverage and the reliance on short-term debt financing. The asset-to-equity
ratio before the collapse was higher than 30. Additionally, the short-term debt-financed
more than 50% of the assets (Zingales 2008). It increased the threat of “bank run” in the
situation of lack of investors’ confidence. As a consequence of the situation, the bank
could not meet its short-term obligations. This led to the loss of market confidence and
withdrawal of services and credit lines by other banks from Lehman Brothers. Together with
the interbank market, the same situation occurred in the retail market, where the confidence
of lenders and customers also weaned. In a search for liquidity, Lehman reduced its gross
asset base by $147 billion (Mawutor 2014). An important cause of the Lehman Brothers’
problems was the Repo 105 transactions. The bank could not meet its current obligations,
so it decided to employ the aggressive but deceitful accounting off-balance-sheet device to
remove securities and troubled liabilities from its balance sheet while reporting its quarterly
financial results. These operations were recorded as sales instead of loans. The reduction
in assets and liabilities created the impression that the Lehman financial statements were
much better. When the reporting period finished, the bank repurchased the securities
and its financial statements went back to the previous inferior position (Azadinamin 2013;
Hines et al. 2011; Jeffers 2011).

The fourth cause of the Lehman Brothers collapse was pointed weaknesses of the
corporate governance system (Pirson and Turnbull 2015) argue that the failure in communi-
cation hierarchy should be treated as one of the crucial reasons for the bank’s collapse. The
bank’s staff could not detect high-risk loans and undertake appropriate action. Managers
were not able to understand risks, and they were using the wrong tools for risk assessment.
Considering the bank’s structure, there were many other problems, such as insufficient
level of internal control, insufficient decomposition of decision making, and many other
problems related to the corporate governance issues. Another dimension of the corporate
governance problem is the compensation system. The excessive number of executive pay-
ments led to corporate governance problems, and finally, it impacted the situation of the
bank (Mazzola 2018).

5. The Consequences for the Financial System
5.1. The Reaction of the System and the Escalation Effect

The important issue related to the Lehman Brothers collapse is the financial system’s
broader consequences. Some analytics even argue that bankruptcy has worsened the cred-
itworthiness of all financial institutions. The situation is even called the “Lehman Brothers
effect”, which is related to the following crash on the stock market and panic among many
financial institutions. The threats also moved to the real economy (Sieczka et al. 2011).
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Regarding the impact of the Lehman Brothers collapse, the consequences might be
direct and indirect. When considering the direct consequences, attention should be paid
to the industrial firms that received equity and debt underwriting, advisory, analyst, and
market-making services from the bank. The recent studies reveal that the Lehman Brothers
collapse caused significant negative abnormal returns after the bankruptcy. The companies
that used Lehman Brothers as a lead underwriter during the 10 years leading to September
2008 lost on average around 5% of their market value over a 7-day period after the Lehman
Brothers bankruptcy. The losses were significantly larger than for firms that were equity
underwriting clients of other large investment banks (Fernando et al. 2012).

The second direct consequence was triggered by the credit contagion channels through
which Lehman Brother’s bankruptcy affected other firms. Here are two significant risks,
“counterparty risk” and “information transmission”. It is substantial that the most potent
negative effect concerned the financial industry. Chakrabarty and Zhang (2012) highlight
that the size of institutions and the complexity of their business networks in the finan-
cial services industry may lead to strong contagion effects through counterparty risk or
information transmission channels. Capital market mechanisms play a significant role,
confirmed by the facts: Immediately after the Lehman Brothers collapse, the stocks of other
banks declined by 2.9%, and the stocks of primary dealers declined by 6% (Johnson and
Mamun 2012).

The literature highlights that financial crises are not isolated events, and the global
financial system is inherently unstable, so it is essential to apply appropriate economic
policies (Sau 2013). The regulatory issues were described in the literature related to complex
system theory in numerous papers. There are proposals of a more efficient institutional
structure that is able to prevent crisis and manage crises when they occur as well as
suggestions of the general improvement in the international banking sector supervision,
treated as a whole system. Viorica (2021) highlights that institutional structure is an essential
element of international financial architecture, and she highlights the need to strengthen this
structure. Other conceptions focus on macroprudential regulations, but they are divided
into two different approaches. The first group of proposals focuses on the improvements of
the current system, whereas the other suggests implementing new approaches to banking
system regulation and supervision. Evans and Li (2019) highlight the need for significant
changes in the current international regulatory and supervisory architecture based on
the Basel Committee of Banking Supervision. Farmer et al. (2012) suggest orienting the
management of the financial markets around the approach that links these markets with
real economy and macroeconomic modelling and better understanding the processes in the
real economy which lead to financial crises. Karaev et al. (2017) also refer to banking sector
regulation and supervision. They argue that effective system of macroprudential regulation
aimed at achieving financial stability should take into account existing modular-hierarchical
architecture of banking system. In their opinion contagion in the banking system is similar
to contagion defined by medical sciences (epidemic), and the supervisory and regulatory
bodies should use the network analysis of financial system and focus their activity on
modularity and heterogeneity of the system. The same point is of view is presented by
Levin and Lo (2015), who opt for the application of financial regulatory architecture, the
approach applied in biology as the best option to address the financial system instability.
In their opinion a biological approach based on the complex system approach is able to
address the current financial regulatory challenges (too big to fail, adaptive regulation,
homeostatic mechanisms, and robustness and resiliency) (Levin and Lo 2015).

5.2. The Response of the System

In addition to the direct consequences, the Lehman Brothers collapse has solid in-
direct implications. The collapse caused a significant shock to the world’s financial mar-
kets. The contagion transmission had different mechanisms, especially: (a) the corre-
lated information channel; (b) the liquidity channel; and (c) the risk premium channel
(Wiggins and Metrick 2015). It is highlighted that the first two mechanisms are related to
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investor behavior, whereas the last is related to the possibility of counterparty contagion
(when investors withdraw from some markets and hoard funds). As highlighted, all
of the effects, namely direct and indirect, are leading to the financial system contagion
(Glasserman and Young 2016).

From the complex system theory, the contagion mechanisms create risk for the whole
financial system. The theory provides the mechanisms leading to the improvement of the
financial system’s security (Figure 1). According to the presented diagram, the control
parameters play a crucial role, and they are defined by the country’s regulatory and
supervisory architecture.
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The structure of banking supervision is different in different countries, but the func-
tions are similar. Usually, the supervisory body is responsible for a control function,
identifying the risks and measuring the safety level. Microprudential regulations execute
all these activities. Such macroprudential regulations are treated as control parameters.
They are responsible for identifying, measuring, responding, and controlling the risk in-
volved. Among such regulations might be enumerated: capital requirements, liquidity
requirements, and risk exposure regulations (Polizatto 1992). Despite their concern of
single entities, it is significant that they are also crucial for the entire financial system
(de Haan et al. 2019). They are responsible for identifying, measuring, responding, and
controlling the system’s risk. It is essential that the international regulatory authorities are
aware of the weaknesses of the existing regulatory solutions and coordinate the process of
unification and convergence. They want to unify global banking standards and provide a
level playing field in different countries, reduce the regulatory asymmetry, and improve
the efficiency of such regulatory bodies (Coelho et al. 2020).

The regulatory authorities are also responsible for the resilience of the system. If
the system encounters threats and the existing regulatory solutions cannot prevent these
threats, the regulatory and supervisory system is modified. After the global financial crisis,
many changes have been made in this area. These changes were of a two-way nature.
On the one hand, modifications to the existing prudential regulations were introduced
(Basel Committee on Banking Supervision 2017), and on the other hand, new regulations
concerning systemic risk appeared. In the latter area, the resolution mechanism can be
mentioned in particular (Cohen 2010; Pellerin and Walter 2012).

The changes introduced for the former prudential regulations implemented by the
Basel Capital Accords can be interpreted as the evolution of the system. The system
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evaluates and learns, and the occurring tensions (resulting in a decline of the prudential
regulations in banks below the acceptable minimum limits) lead to redefining the micro-
prudential indicators. The new forms of these regulations should provide that banks do
not go beyond the scope that ensures the system’s stability.

Better adjustment of the regulatory system to the existing conditions and greater secu-
rity of a given financial market positively impact other (foreign) markets. This mechanism
is shown in Figure 2.

Risks 2022, 9, x FOR PEER REVIEW 8 of 15 
 

 

system’s risk. It is essential that the international regulatory authorities are aware of the 
weaknesses of the existing regulatory solutions and coordinate the process of unification 
and convergence. They want to unify global banking standards and provide a level play-
ing field in different countries, reduce the regulatory asymmetry, and improve the effi-
ciency of such regulatory bodies (Coelho et al. 2020). 

The regulatory authorities are also responsible for the resilience of the system. If the 
system encounters threats and the existing regulatory solutions cannot prevent these 
threats, the regulatory and supervisory system is modified. After the global financial cri-
sis, many changes have been made in this area. These changes were of a two-way nature. 
On the one hand, modifications to the existing prudential regulations were introduced 
(Basel Committee on Banking Supervision 2017), and on the other hand, new regulations 
concerning systemic risk appeared. In the latter area, the resolution mechanism can be 
mentioned in particular (Cohen 2010; Pellerin and Walter 2012). 

The changes introduced for the former prudential regulations implemented by the 
Basel Capital Accords can be interpreted as the evolution of the system. The system eval-
uates and learns, and the occurring tensions (resulting in a decline of the prudential reg-
ulations in banks below the acceptable minimum limits) lead to redefining the micropru-
dential indicators. The new forms of these regulations should provide that banks do not 
go beyond the scope that ensures the system’s stability. 

Better adjustment of the regulatory system to the existing conditions and greater se-
curity of a given financial market positively impact other (foreign) markets. This mecha-
nism is shown in Figure 2. 

 
Figure 2. Escalation and de-escalation causal loops. 

In the beginning, the higher fear (lack of money market, as a consequence of such 
events as the Lehman Brothers collapse) leads to higher panic and lower trust. Conse-
quently, there is a more significant threat in the money market and a higher contagion 
effect—the spillover effect embracing other money markets (phase 1). The theory of com-
plex systems implies the reaction of the system. Here is a great role for the control param-
eters (identification, measuring, response, and control). In our case, the reaction is embod-
ied in the response from the regulatory and supervisory system. The microprudential 
norms and limits inform of the higher level of risk. The whole system reacts with better 

Figure 2. Escalation and de-escalation causal loops.

In the beginning, the higher fear (lack of money market, as a consequence of such
events as the Lehman Brothers collapse) leads to higher panic and lower trust. Conse-
quently, there is a more significant threat in the money market and a higher contagion
effect—the spillover effect embracing other money markets (phase 1). The theory of
complex systems implies the reaction of the system. Here is a great role for the control
parameters (identification, measuring, response, and control). In our case, the reaction
is embodied in the response from the regulatory and supervisory system. The micro-
prudential norms and limits inform of the higher level of risk. The whole system reacts
with better adjusted microprudential regulations and additional initiatives. After the last
financial crisis, it has resulted in identifying the systemic risk and implementing some
macroprudential measures.

Moreover, the whole architecture of financial supervision was improved (both on
national and international levels). Apart from the microprudential regulation improve-
ments, important macroprudential activities are leading to lower information asymmetry
and higher openness of the system. They are caused by the stress testing, banks’ capital
adequacy review (lower information asymmetry), and creation of the international financial
supervisory architecture (under the roof of the Financial Stability Board). The increasing
regulations and supervision are leading to higher shared responsibility and finally to lower
contagion effect (phase 2).

6. Modifications of the System

The theory of complex systems provides a full explanation of how the system evolves.
In the beginning, it should be assumed that there are two possible research orders. The
first is indicated in Figure 3. In this order, the previous system failures lead to regulatory
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adjustments. Some changes are implemented in the banking sector regulations and supervi-
sion which should finally lead to the system’s equilibrium. The improvements (regulatory
changes) can be made on the national or international level. Regarding the case of Lehman
Brothers, it is significant that the scope of the crisis was international, as the consequence
of the scope of the activity of investment banks (indicated as T.B.T.F.). In response, the new
regulations and adjustments in supervisory architecture have an international dimension.
After the global financial crisis, the leading supervisory role was taken by the Financial
Stability Board, which became the global coordinator of all the further activities. The
international body monitors and makes recommendations regarding the global financial
system (About the FSB 2018).
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Specialized institutions technically implement the solutions elaborated on the inter-
national level by the FSB. The crucial role is played by the Basel Committee for Banking
Supervision (BCBS). The international regulatory and supervisory order is centralized, but
the local supervisory architecture is decentralized. The best example here is the European
Union, where the crucial competencies belong to national authorities.

The banking supervisors play the roles. This means that they set the microprudential
and macroprudential regulations, are responsible for their compliance, monitor the situ-
ation of the local financial market, and modify the regulations when necessary. Despite
the fact that such national differences, such as the structure of the financial system, model
of supervisor (integrated, sectoral, or twin peaks), and their location, make some differ-
ences, the basic role is always the same (Goodhart et al. 2013; Llewellyn 2006). The same
approach is taken in the case of macroprudential regulation and supervision. Here is also
an important division into international dimension (played by the FSB, BCBS, and IMF)
and national (where apart from supervisory agencies, a significant role is played by central
banks). The main goal on the macroprudential level is to provide safety and soundness for
the financial system as a whole (Lastra 2015).

The consequence of the regulatory and supervisory architecture is the financial sys-
tem’s stability. The most important implication of the complexity theory is that the system
is going to modify itself (phase 3). Here is the greatest role of the control parameters, which
are providing the resilience of the system.

The second research order is defined by the possibility of adaptation of the theory
of complex systems to the national financial markets regulatory and supervisory bodies
(safety net). The interpretation of such mechanisms is presented in Figure 1. Accord-
ing to the mechanisms, the national financial regulatory and supervisory authorities set
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the financial system security (resilience). The domestic regulatory bodies set the safety
thresholds (control parameters) consistent with the microprudential regulations. They are
responsible for ongoing control of the financial system security, identification of poten-
tial risks, the response from the regulatory system, and identification of existing threats.
This approach presupposes that the safety net automatically adapts to the changes of the
situation, providing suitable resilience of the whole system.

7. Discussion and Conclusions

The presented mechanism explains the self-modification of financial systems after
such bankruptcies as the Lehman Brothers collapse. The response from the system provides
its resilience. There are, however, some incapacities and areas that elude the system. The
first and foremost issue is that all regulatory reforms have cyclical results. Every financial
problem is ushering in new regulations and sometimes far-reaching reforms. Still, later,
they are systematically weakening over time as markets recover, and finally, loosening of
the rules takes place (Levin and Lo 2015).

The areas which elude the regulatory and supervisory modifications may include
local banks (cooperative banks) which cannot be treated as too big to fail, but as a whole
subsector of the banking sector, they also cause a systemic risk. Theoretically, the regulatory
and supervisory bodies are oriented toward such subsectors, but in fact, their supervision
of these areas is more difficult and less efficient. Another threat is posed by the shadow
banking system. There are many institutions and mechanisms created before and after the
global financial crisis that is not covered by the system of banking supervision. Shadow
banking developed to such a size that was compared to the size of traditional banking
(Pozsar et al. 2010). Moreover, it is not only important in developed banking sectors, such
as the U.S. and EU, but also in many emerging markets (Buchholz 2020; Ghosh et al. 2012;
Sun 2019). Currently, the digitalization of financial markets also provides new challenges,
which require further, constant modification of the financial system.

The enumerated threats and many others create a need for a better adjusted regulatory
and supervisory approach. One of the requirements of such an approach is to ensure
observability of the system, which in consequence enables its controllability. In order to
achieve such a state, we propose such modification in the supervisory and regulatory
approach that will provide observability. It is a conception based on the application of
blockchain technology. In such modification, the former structure of the system is kept,
and new parts are included between the supervisory roles and subsystems (Figure 4).
The crucial change between the former regulatory approach and the modified one is that
blockchain technology provides the possibility to reduce suboptimal behaviors.

Blockchain technology makes the ability to access information and information sharing
easier and facilitates real-time analysis. It enables two or more systems’ agents to work
simultaneously on the same kind of information, hence resulting in a better prospect for
the transformational (the utilization of information) characteristics of a system. Blockchain
architecture can reduce information asymmetry while at the same time protecting sensitive
data. Transparency makes the suboptimization behaviors of subsystems difficult. Hence,
the total system finds its optima in terms of resilience.

When the whole system optimum prevails, not all subsystems are optimum. As a
result, it is hard to expect that the sum of subsystems’ optima will necessarily lead to the
total system’s optimum. In other words, if the subsystems suboptimize but work toward
the whole system’s optimum, they will, in aggregate, reach a better total system optimum
than if each tries to optimize its own system separately. The principle of suboptimization
means that when the individual subsystems optimize their actions, the whole system does
not work optimally. There is no contradiction in promoting, on the one hand, solutions
worked out on a centralized basis and, on the other, implementation carried out by the
decentralized decision units (Van Gigch 1991).
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The impact of the blockchain application on the whole financial system is presented in
Figure 5. When every participant has the same information, it creates consensus among
all of them. In consequence, the information asymmetry decreases, and it reduces the
possibility of suboptimal behavior. In consequence, it increases the resilience of the system
and reduces the risk of a future crisis.
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The blockchain solution provides the opportunity of removing inadequacies often asso-
ciated with current financial systems, such as opportunism, fraud, money laundering, and
corruption, as any transaction will be immutable, verifiable, and traceable. The more the fi-
nancial system applies distributed ledger technology, the more it moves to a delegative style,
and the more decisions are delegated or even automated, while trust (within and among
financial subsystems) becomes replaced by mathematics. Immutable computer code—one
or more smart contracts linked together and deployed on a blockchain—encourages ac-
tors within subsystems to self-organize. The code defines governance, i.e., the rules that
are implemented within smart contracts. This shifts balance within a financial system
from a hierarchical structure to a distributed structure. Blockchain removes the need for
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trusted intermediaries and enables irrefutable transactions and decisions to be executed
automatically and autonomously across time and space. As a result, it compensates for
tensions between control and autonomy, competition and collaboration, governance costs,
and resilience amongst subsystems.

We would like to highlight that questions have been asked of how to improve the
financial regulatory and supervisory architecture for many years. Our contribution is
a reflection that proposes a new approach to increase the safety of the financial system.
We hope that this contribution and the presented findings are significant for the process
of shaping the financial market’s regulatory and supervisory systems. The proposed
theoretical framework contributes to the theory by explaining the mechanisms leading to
greater resilience of the financial system—it addresses the identified research gap. Further,
we concluded that the self-adaptation of the financial system, described by the complex
system theory, is not a sufficient mechanism. We argue that for greater resilience of the
financial system, it is necessary to implement blockchain technology into regulatory and
supervisory activities.

The framework of our analysis is based on theory, and consequently, we describe
the reaction of the financial regulatory and supervisory institutions to such cases as the
Lehman Brothers bankruptcy. We highlighted that after such collapses, some changes are
implemented in the banking sector regulations and supervision which should finally lead
to the equilibrium of the system (the rationale is presented in Figure 3 and further in the
text). This is the typical reaction to a crisis in the banking sector. We highlighted that the
microprudential and macroprudential regulations are modified in such circumstances, and
these modifications are oriented toward providing higher safety of the whole system in the
future. However, in some regulatory systems, such modifications are insufficient, and they
represent only a short-term reaction. In response to the need for a better adjusted regulatory
and supervisory approach, we formulated a suggestion that should be developed based
on the application of blockchain technology in the regulatory and supervisory system.
Based on the system approach, we created a model that uses blockchain and enriches the
current discussion on the security of the financial system. The technology contributes to
the system optimization and can reach a better adjusted total system optimum. The new
framework, based on blockchain inclusion, contributes to the theory and has important
policy implications. We hope that the presented analysis may serve as a reference point
for the introduction of further reforms in the field of financial market regulation and
supervision. Our approach improves the transparency of the operations, reducing the
tensions between subsystems and improving the resilience of the system as a whole.

We are aware of many challenges facing the effective implementation of the proposed
solution. In an operational sense, the details will matter, namely the system’s connectivity
(ability to integrate), the unification of common regulatory and supervisory approaches,
willingness for information sharing (the problem of data sensitivity), and unification of
data exchange standards. All of these problems together with the question about the impact
of blockchain on system centralization and resilience create the potential avenue for further
research. The significant future research questions may include:

• How can the improvement of the current financial regulatory and supervisory systems
be operationalized by implementing blockchain technology?

• What enablers can encourage governments to implement blockchain-based regulatory
and supervisory solutions?

• What are the obstacles to implementing blockchain technology into existing financial
supervision systems?

• Is it possible to unify the national regulatory and supervisory systems using blockchain
solutions?

These questions can provide inspiration for future research related to the financial
system’s resilience. Our theoretical considerations should be translated into operational
models enabling their implementation in practice.
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