
Shyra, Taras; Salyga, Kostiantyn; Derii, Vasyl; Prykhodko, Igor; Shymkiv,
Svitlana

Article

The development of corporate security in the context
of countering threats to doing business

Business: Theory and Practice

Provided in Cooperation with:
Vilnius Gediminas Technical University

Suggested Citation: Shyra, Taras; Salyga, Kostiantyn; Derii, Vasyl; Prykhodko, Igor; Shymkiv,
Svitlana (2021) : The development of corporate security in the context of countering threats to
doing business, Business: Theory and Practice, ISSN 1822-4202, Vilnius Gediminas Technical
University, Vilnius, Vol. 22, Iss. 1, pp. 211-221,
https://doi.org/10.3846/btp.2021.13396

This Version is available at:
https://hdl.handle.net/10419/248105

Standard-Nutzungsbedingungen:

Die Dokumente auf EconStor dürfen zu eigenen wissenschaftlichen
Zwecken und zum Privatgebrauch gespeichert und kopiert werden.

Sie dürfen die Dokumente nicht für öffentliche oder kommerzielle
Zwecke vervielfältigen, öffentlich ausstellen, öffentlich zugänglich
machen, vertreiben oder anderweitig nutzen.

Sofern die Verfasser die Dokumente unter Open-Content-Lizenzen
(insbesondere CC-Lizenzen) zur Verfügung gestellt haben sollten,
gelten abweichend von diesen Nutzungsbedingungen die in der dort
genannten Lizenz gewährten Nutzungsrechte.

Terms of use:

Documents in EconStor may be saved and copied for your
personal and scholarly purposes.

You are not to copy documents for public or commercial
purposes, to exhibit the documents publicly, to make them
publicly available on the internet, or to distribute or otherwise
use the documents in public.

If the documents have been made available under an Open
Content Licence (especially Creative Commons Licences), you
may exercise further usage rights as specified in the indicated
licence.

  https://creativecommons.org/licenses/by/4.0/

https://www.econstor.eu/
https://www.zbw.eu/
http://www.zbw.eu/
https://doi.org/10.3846/btp.2021.13396%0A
https://hdl.handle.net/10419/248105
https://creativecommons.org/licenses/by/4.0/
https://www.econstor.eu/
https://www.leibniz-gemeinschaft.de/


Copyright © 2021 The Author(s). Published by Vilnius Gediminas Technical University

This is an Open Access article distributed under the terms of the Creative Commons Attribution License (http://creativecommons.org/licenses/by/4.0/), which permits unre-
stricted use, distribution, and reproduction in any medium, provided the original author and source are credited.

*Corresponding author. E-mail: education_univer21@yahoo.com

 Business: Theory and Practice 
ISSN 1648-0627 / eISSN 1822-4202

2021 Volume 22 Issue 1: 211–221

https://doi.org/10.3846/btp.2021.13396

processes and instability in the national economy. Second-
ly, the importance of the role of corporations functioning 
today, which they already play in the economic processes 
of our country and the growth of their influence, by anal-
ogy with other countries, in the future.

World experience convincingly proves that the activity 
of corporate structures contributes to the stabilization 
of the economic situation within a certain country, the 
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Abstract. The principal purpose of the study is to determine the main parameters of corporate security development in the 
enterprise in the context of determining the level of impact of external and internal threats. The study uses survey methods 
on the main internal and external threats that may affect the corporate security of enterprises. The purpose of the practical 
part of our study is to determine the level of these threats to corporate security.
The methodological basis of our study is the method of expert evaluation, which was conducted by interviewing people 
involved in the process of corporate security management of enterprises, as well as methods of the hierarchical organiza-
tion using matrices of pair-wise comparisons. The major results of the study can be considered determining the hierarchy 
of influence of each of the threats affecting the corporate security of industrial enterprises, which will allow optimizing the 
security system and directing its activities to more pressing issues. Our method of the hierarchical organization of threats 
to corporate security does not take into account the specifics of the corporate security system of industrial enterprises in 
most European countries and now can be freely implemented mainly in industrial enterprises of Eastern Europe. The pro-
posed method of assessing external and internal threats is currently optimized for the activities of industrial enterprises in 
Eastern Europe, including Ukraine and Poland. In the following, at an expansion of the given research, there is a possibility 
of introducting this methodology to the enterprises of other countries or other profiles. The relevance of this study lies in 
determining the level of threats that affect the corporate security of industrial enterprises. The methodology for assessing 
the level of influence of these threats is universal, therefore it can be used in the event of a change in the main threats, it is 
extremely relevant in the context of rapid globalization changes in the world.

Keywords: corporate security, parameters of the development, external and internal threats, risk, enterprise, matrix, the 
relationship graph. 
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Introduction 

The priority of forming a methodological basis for ensur-
ing corporate security of enterprises today is determined 
primarily by two key circumstances. Firstly, the need to 
create safe conditions for development for each business 
entity is determined by the riskiness of entrepreneurial 
activity in general and the difficult conditions for doing 
business in Ukraine due to the duration of transformation 
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efficient use of available resources, and the satisfaction of 
the interests of the population. 

The choice of a threat as an object of the focus of 
security subjects is not accidental, because, as was proved 
in the first chapter of the dissertation, next to risk, it is 
a form of danger. A decrease in security is the result of 
the negative impact of an internal or external threat. Risk 
cannot be ignored by security entities, but it is present in 
every decision that is made by the enterprise’s managers 
(Nalla & Morash, 2002). 

At the international level, the threat of increased com-
petition in the European market and increased require-
ments for product quality, viewing environmental stan-
dards, and significant progress in updating production 
technology for industrial products using nanotechnologies 
and unlimited resources are relevant. The most significant 
threats to the national sublevel include, first of all, political 
and social instability, military operations on the territory 
of the country, the intensification of migration processes 
in the last few years, a decrease in the population and 
its solvency, a decrease in the technological level and a 
weakening of the scientific component in the production 
of industrial products, uncontrolled change of inflation-
ary processes, etc. The regional level is largely determined 
by the economic parameters of the development of the 
region, geographical location, and other parameters. 

Summarizing, it can be argued that assessing the 
dynamics and forecasting the impact of threats at all levels 
ensures the timely development and implementation of 
protective measures to optimize the necessary resource 
support (Halibozek et al., 2008). Given this, the driving 
factor for the development and improvement of all 
elements of corporate security should be the determination 
of the degree of influence of external and internal threats, 
which are decisive in the process of doing business.

Continuing the consideration of this aspect, it 
is worth noting that, with regard to threats on the 
microenvironment, security entities organize special 
studies and apply methods for obtaining and processing 
information that will be considered in the future, but 
at the macro level, it is sufficient to obtain data from 
open sources with clear tracking of key changes in the 
parameters of the development of world markets, the 
formation and filling of state and local budgets, individual 
government programs and strategies for the development 
of sectors of the national economy. The approach is 
also true when the threats of macro-and microlevels 
are examined in aggregate, but they determine different 
response priorities and also monitor the links between 
them, that is, they build a threat map and provide a 
systematic update of the parameters of such a model. The 
key is not only the creation of such a card, but the timely 
updating of information, since in a very short period 
of time a threat with a third priority level can go to the 
first level, and its implementation can entail significant 
losses for the enterprise. It is this aspect that underlies the 
methodological foundations of threat assessment, which 

will be considered in the future on the basis of determining 
the essence of the following main stages (Zedner, 2003). 

In order to see in more detail and clearly the level of 
influence of threats on the corporate security of industrial 
enterprises, in our work we used the method of pairwise 
comparisons for the hierarchical ordering of threats.

The main goal of the study is to form a specific 
model that demonstrated the influence of threats and 
the variability of defense mechanisms concerning certain 
group of threats, using mechanisms for the development 
of corporate security.

1. Analysis of recent research/Literature review

Domestic and foreign scientists paid a lot of attention to 
ensuring the safety of enterprises, in particular Abalkin 
(2019), Anilovska (2020), Sylkin et al. (2019a), Shtangret 
(2019), Szewczyk (2012), Yarochkin (2020), and others. 
Despite the scientific and practical significance of the work 
of these scientists, we note that some issues (Borodzicz & 
Gibson, 2006; Szewczyk, 2012) of a conceptual, method-
ological and methodological nature, in essence, the pro-
cess of creating a corporate security system, the formation 
of mechanisms and the development and implementation 
of a strategy are not sufficiently explored. So, the need for 
improving the corporate security system through identifi-
cation and identification of the main threats to its impact 
is being updated.

A theoretical study revealed that the issue of assessing 
threats to corporate attention is not given due attention. In 
a few publications, authors are limited to a list of possible 
threats (Berle & Means, 1997). 

An important baseline in the assessment of threats is 
their consideration only in a separate range. Most scien-
tific publications address threats that directly affect cor-
porate security. This approach cannot be considered true 
enough, because, under such conditions, security actors 
in the majority can carry out operational or tactical 
measures. In our current view, it is necessary to expand 
the range of possible threats, that is, taking into account 
those that arise at the regional, national and interna-
tional levels. They at some point in time may not have 
a direct impact on the corporate security of the enter-
prise, but in the medium or long term, they will become 
a source of threats that will be the focus of attention of 
security entities.  

The issue of corporate security today is especially 
relevant and enjoys great interest among scientists from 
all over the world. In particular, one of those who most 
clearly and fully described the content, structure, and 
features of corporate security can be considered Ludbey 
et al. (2018). 

Cabric (2017) studied the features of the existence and 
provision of corporate security at the level of commercial 
enterprises.

Another scholar who has studied the paradigm of 
corporate security and the possible threats that affect it 
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can be considered McKenzie-Skene (2019), Hardman 
(2018), and Frey et al. (2019).

The basis of this position was the hierarchical model 
of the external environment proposed by Shershneva and 
Oborskaya (2020), in which two levels are distinguished: 
the macroenvironment (international, national, regional) 
and the microenvironment. In the macro environment, 
three sublevels are determined by their totality of threats 
that are partially related, that is, they are scaled in a cer-
tain way. For example, the intensification of the financial 
crisis at the international sublevel causes negative changes 
in the national economy, in particular the external eco-
nomic balance, and reduces the number of funds allocated 
to regional development programs, which in turn further 
provokes a decrease in demand for the products of this 
enterprise.  

A broader vision of the essence of corporate security, 
as well as its main features, can be found in the scientific 
works of Cubbage and Brooks (2013), who studied the 
peculiarities of the existence of corporate security of the 
enterprise in the territory Asia-Pacific Region. 

 Stenning (2017) and Chapple (2014) were investigated 
the development of practical and theoretical achievements 
in the field of corporate security, in particular, focused 
on the participation and influence of international 
mechanisms of influence in this process. 

Knight and Nurse (2020) examined the process of 
ensuring corporate security in the context of cybersecurity 
only, which made their work undeniably extremely 
valuable when considering external threats that affect the 
digital part of the enterprise, but at the same time they 
neutralized the importance of other types of threats.

With the development of the economy and the 
general globalization of mankind, scientists have come to 
realize the importance of improving existing methods of 
protection and ensuring corporate security, in particular 
in the context of the enterprise.

Briggs and Edwards (2006) and Wolf et al. (2007) in 
their work explored the adaptive mechanisms of corporate 
security to the current realities of today, including the 
state of the economy, levels and manifestations of existing 
risks, threats that affect the enterprise. The same opinion 
is shared by Roney (2014), who in his work emphasizes 
the importance of finding new approaches to corporate 
security, in particular at the enterprise level.

The idea of   using the method of pairwise comparisons 
for the hierarchical ordering of threats is not new; it 
was used by a several scientists in solving important 
problems in the field of safety. In particular, Karaim 
(2016), to formulate the methodological foundations for 
crisis management in the economic security system of an 
enterprise, Kotlyarevsky et al. (2016), when modeling the 
impact of internal and external threats to the economic 
security of automobile enterprises, Zhyvko (2018) in 
determining the grounds for improving the system of 
economic security of enterprises. 

It is advisable to note that at the moment in scientific 
research the pairing method has not been applied for 

the hierarchical ordering of threats relative to corporate 
security (at least the author is not aware of this), therefore 
the material presented above is a definite step in deepening 
the formation of the methodological basis for ensuring 
corporate security and differs from existing developments 
today.

2. Methodology 

2.1. The main stages of assessing the impact of 
threats on corporate security

First of all, it is worth noting the main stages of assess-
ing the impact of threats on the corporate security of an 
enterprise (Figure 1). 

In this figure, the main stages are systematized and 
detailed, it is intended to provide answers to the following 
questions:

 – threats affect corporate security;
 – how they can be ordered;
 – which ones have the greatest impact.

Figure 1 is intended only to illustrate the general 
aspects of what actions should be taken to counter threats.

The basis of the first stage is high-quality information, 
which is generated in the system of accounting and 
analytical support of the enterprise and used by security 
entities to monitor external and internal threats. It needs 
to be clarified that this system forms a certain part of 
information about the external environment, in particular, 
the level of payment discipline of counterparties, the 
purchasing power of consumers, interaction with law 
enforcement and fiscal authorities, cooperation with local 
communities, etc. 

The following list of the main objectives of monitoring 
threats to corporate security of enterprises can be defined:

 – development of a system of indicators that contrib-
uted to a comprehensive assessment of the corporate 
security threats of a given enterprise based on the 
macro-and microlevels of its functioning environ-
ment and internal processes;

 – assessing the potential impact of threats, tracking 
their dynamics;

 – determination of losses from implementing the nega-
tive impact of external and internal threats;

 – tracking information on the implementation by se-
curity entities of protective measures, that is, infor-
mation support for implementing management deci-
sions;

 – assessing the effectiveness of implementing protec-
tive measures and the effectiveness of the actions of 
security entities.

The basis for the functioning of such a system should 
be the observance of the principle of continuity, that is, 
the systematic and timely receipt of the necessary quality 
information to monitor the presence and change of the 
influence of external and internal threats. This continuity 
is achieved by Sylkin et al. (2018):

 – organization of a system of accounting and analytical 
support;
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 – the formation of a system for obtaining, systematiz-
ing, and presenting information necessary for secu-
rity entities about changes in the internal and exter-
nal functioning environment, which is not provided 
for by the accounting and analytical support system. 

The information got on the results of monitoring re-
quires systematization, which is advisable to use the cre-
ated database on the influence of external and internal 
threats in the past and the effectiveness of the actions of 
security entities. The comparison allows tracking changes 
in the list of actual threats and creating a “threat map”. 
“Threat map” is a list of internal and external threats in 
the context of functional components. Comparing the 
current card with the previous option allows you to iden-
tify changes in the list of threats. The identification of 
changes is primarily the basis for checking the reliability 
of hourly information, clarifying factors that could lead 
to the emergence of an additional threat, or strengthening 
its influence on the corporate security of the enterprise. 
The same stage requires clarification of the links between 
threats. You can chew on the existence of vertical and 
horizontal bonds. The essence of the vertical ties we have 
considered above, arise between the threats of the macro 
(international, national, and regional) and the microlevel. 
On the horizontal side, they exist between threats within 
the corporate security of food reception according to its 
main functional components. 

The analytical stage is a logical continuation of the 
previous one and consists of the hierarchical ordering of 
internal and external threats with the results presented in 

the form of a model. Let us briefly consider the essence 
of this stage, starting with the justification of the need for 
a hierarchical ordering of threats. The reason is the fact 
that at the same time the attention of security entities to 
all threats is impossible. It is necessary to determine the 
totality that can lead to the most significant losses. 

To implement this step, it is advisable to use the expert 
survey method. Threats that are important for security en-
tities from a tactical and strategic point of view, for appro-
priate implementation of protective measures at different 
times, are subject to isolation. Hierarchical ordering can 
be carried out using the method of pairwise comparisons, 
which is based on a comparison of threats among them-
selves, followed by the construction of appropriate ma-
trices and several mathematical calculations, which ulti-
mately allows you to determine the priority levels of coun-
teraction to key threats. It must be recognized that at the 
first stage of compilation when the matrices of pairwise 
threat comparisons are built, there is a subjective opinion 
of the executor about the relationship between them, the 
human factor is eliminated in the future due to the need 
to carry out a certain sequence of mathematical actions. 

The third stage − the coordination one, being a contin-
uation of the previous one, provides for the coordination 
of the results of modeling the impact of threats with the 
results of assessing corporate security. A low level of secu-
rity with a certain functional component and the presence, 
or the increased influence of one or more threats, is the 
basis for the development and implementation of protec-
tive measures. In our opinion, achieving high efficiency in 

Figure 1. The main stages of assessing the impact of threats on corporate security (development by authors)
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ensuring corporate security is possible not only through 
an operational response but, above all, the development of 
tactics and strategy formation. Therefore, the third stage 
involves identifying all the basic circumstances and intro-
ducing the necessary changes in the tactics and strategy of 
ensuring corporate security of the enterprise. 

2.2. Using an expert method to identify the key 
external and internal threats affecting corporate 
security of industrial enterprises  

Within the framework of our research, it is quite difficult 
to implement all stages of the threat assessment, therefore 
we will focus on the individual, they will not allow us to 
fully take into account the peculiarities of the financial 
and economic activities of the enterprise, but they can 
be used by security entities as a guideline (Sylkin et al., 
2019b).  The stage of “formation and identification”, based 
on these circumstances, we carried out by applying the 
method of interviewing experts. For this, a cooperation 
plan was agreed by experts who are in the status of work-
ers in industrial enterprises. 

The group is represented by employees of enterprises 
of various types of economic activity; it allows, through 
generalization and agreement of opinions, to avoid sub-
jectivity in assessing threats to corporate security. In addi-
tion, in the selection of experts, attention was also focused 
on the scale of activity of enterprises, which is represented 
by the number of employees. 

Implementing the expert assessment method, we used 
the following selection criteria for experts:

 – compliance with the principles of gender equality (in 
the survey accepted an equal number of women and 
men);

 – at least 5 years of work experience in industrial en-
terprises;

 – given that most experts are representatives of Ukrain-
ian enterprises, in order to obtain clearer results, it 
was decided to attract representatives of industrial 
enterprises from other regions of Eastern Europe, in 
particular from Poland and the Czech Republic, into 
the structure of experts. Thus, 25% of the experts are 
representatives of industrial enterprises from Poland 
and the Czech Republic;

 – 25% of representatives of experts have previously 
participated in scientific research and are familiar 
with the procedure of expert research;

 – each expert passed the test of professionalism and 
reliability, which is described in detail below. 

At the initial stages, the purpose of which was to select 
the most competent experts, in the framework of our 
study of professionalism and reliability, experts evaluated 
in the framework from 0 to 1. At first, the number of 
experts was 200 people, officially agreed to participate 
in the Expert Assessment and the processing of personal 
data. Subsequently, these 200 experts passed the test of 
professionalism and reliability, as a result of which a 
sample of the most competent was formed. This test 

consisted of two parts: a general survey and an individual 
interview, during which professional skills and personal 
qualities were assessed. It is worth noting that, given the 
current unstable epidemiological situation in the world, 
all stages of the selection of experts were carried out 
remotely, the interview was conducted using the Skype 
and Zoom program. 

The first stage, as already mentioned, consisted of 10 
questions that directly related to the issue of ensuring 
corporate security at industrial enterprises. For example, 
one of the ten questions that the expert was asked 
was the following: Have you taken an active part in 
implementing activities related to the process of ensuring 
corporate security at your enterprise. If the experts are 
true (the value “true” means a positive answer regarding 
participation in the process of ensuring corporate security 
at the enterprise) answered 5 out of 10 questions, they 
received a total of 0.25 points, correctly answering 10 out 
of 10 questions, they received a dandy of 0.5 points. If they 
answered correctly on less than 5 questions, then they did 
not receive points and did not pass to the second stage of 
the test

The second stage of the test, as already mentioned, 
had the form of an interview, during which the main 
professional and personal qualities of experts were 
determined and evaluated. For this stage, experts could 
get up to 0.5 points.

As a result of passing the two-stage test, 80 of 200 
experts received more than 0.7 points, which may indicate 
a high level of reliability and professionalism in the field 
of corporate security at the enterprise (Figure 2). It was 
this number of experts that was involved in identifying 
key internal and external threats that affect the corporate 
security of industrial enterprises.

Taking into account the opinions of experts working 
in enterprises with different numbers of employees is de-
signed to ensure that threats to corporate security related 
to the human factor, the possibility of internal conflicts, 
etc. are taken into account. functional tasks related to cor-
porate security (Figure 2). 

The answers of the respondents allow us to conclude 
that despite the small share of enterprises where the se-
curity system is not properly organized (12.5%), the 

Figure 2. Professional and reliability test results (development 
by authors)
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attention of other security entities is focused on solving 
current problems, i.e elimination of abuses and crimes by 
staff (Figure 3). 

The last and most important in the context of our 
study was the question of the level of the general abil-
ity of enterprises to provide adequate corporate security 
(Figure 4). 

According to the strategic vision of solving corporate 
security problems through forecasting and the timely ap-
plication of protective measures, it is present only at in-
dividual enterprises. The reasons for this situation can 
be considered partial preservation of the security service 
as a unit responsible for protecting the property of the 
enterprise, as well as the lack of necessary experience in 
assessing external and internal threats, the lack of un-
necessary resource support for organizing comprehensive 
protection.

2.3. Using software to implement the method of 
the hierarchical ordering of external and internal 
threats that affect corporate security

The main purpose of the use of this software in the re-
search process is to conduct simulation (computer) mod-
eling in system analysis by binary comparisons for subse-
quent hierarchical ordering.

The Borland Delphi 7 software environment was cho-
sen to create the program. The source executable file of 
the mpp.exe pairwise comparison method takes up 608 
kb of memory. The program is expected to be used in the 
Windows operating system environment.

The developed program can be used in research related 
to the analysis of process parameters for system design 
and for the multicriteria problem of the theory of deci-
sion-making by choosing an alternative. 

In general, this program accords to the following 
algorithm:

Let a certain factor of the technological process be 
considered as a linguistic variable X, defined on a universal 
set U. To test X, we use the term S*, which is defined by a 
fuzzy set in the form of a set of pairs:

1 2*

1 2

( ) ( ) ( )
, ,..., ,S S S n

n

u u u
S

u u u
µ µ µ 

=  
   

where iu U∈  is the universal set on which the fuzzy set 
is specified iu U∈ ; ( )S iuµ  is the degree to which the 
element ui belongs to a fuzzy set S*.

It is necessary to determine the value ( )S iuµ  for 
all 1, .i n=  The combination of these values   will form a 
membership function.

The method that is proposed for solving the problem 
is based on the idea of   distributing the degrees of 
membership of elements of a universal set under their 
ranks. The element number ui is taken to be the number 
rs(ui) characterizing the importance (or weight) of the 
element in the property’s formation, which is described 
by the fuzzy term S. The degree of membership ( )S iuµ  of 
the elements iu U∈ by the fuzzy term S is calculated by 

relative rank estimates ( , 1, ),i
ij

j

r a i j nr = =  which form 

the matrix of pairwise comparisons A. 
The program implementation of these actions is as fol-

lows. In the beginning, the number n is the dimension 
of the term S. Next, the task of relative estimates of the 
ranks of the element ui for the first row of the matrix of 
pair-wise comparisons is performed. Again, based on the 
properties of the specified matrix, the relative estimates of 
the ranks for the next rows are completed and the values 
of the membership function ( )S iuµ  are calculated. When 
you click on the button to build a graph in a separate win-
dow, a graph of the membership function for the term S 
is built.

3. Results of the research  

3.1. Identification of key external and internal 
threats affecting corporate security of industrial 
enterprises  

Based on the results of a survey of experts, we selected 
eight threats, in relation to which the opinions of experts 
were the most similar and provided additional notation, 
they will be used in the process of hierarchical ordering 
(Figure 5). For further ease of use, threat names have been 
abbreviated. 

In the process of comparing two threats, a scale of the 
relative importance of objects from 1 to 9 is used (Fig-
ure  5). The information basis for the application of the 

Figure 3. Accountability of internal processes in enterprises 
(development by authors)
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Figure 4. The ability to provide corporate security at the right 
level (development by authors)
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pair comparison method is the key threats obtained by 
applying an expert survey (Figure 4), based on which the 
matrix of pair comparisons is built (Table 1). 

Table 1. Matrix of paired comparisons of key threats to 
corporate security of industrial enterprises (development by 

authors)

CC ICP DFA QDP DBL PI IC DWP

1 2 3 4 5 6 7 8 9
CC 1 1 3 2 4 6 5 7
ICP 1 1 2 5 3 1 4 6
DFA 1/3 1/2 1 3 1 1 2 4
QDP 1/2 1/5 1/3 1 1/2 1/4 1 1
DBL 1/4 1/3 1 2 1 1/2 1 3
PI 1/6 1 1 4 2 1 3 5
IC 1/5 1/4 1/2 1 1 1/3 1 2
DWP 1/7 1/6 1/4 1 1/3 1/5 1/2 1

Using the software of the methodology of paired 
comparisons and the corresponding specialized lit-
erature (Gileta et  al., 2012), we determined the sums 
of the elements of the columns of the matrix of paired 
comparisons.

The purpose of the proposed program is to conduct 
simulation (computer) modelling in system analysis using 
the binary comparison method. To study the technological 
process, it is important to single out a combination of 
factors in it, characterise it and establish the weight of the 
influence of each of them. Assessment of the advantages of 

one factor over another is obtained using expert judgment. 
Often, due to the presence of numerous factors of various 
nature, it is difficult for an expert to assess each of them. 
Therefore, two factors are compared in pairs with each 
other and give preference to one or the other (Table 2).

Table 2. The sum of the column elements of the matrix of 
paired comparisons of key threats to the corporate security of 

industrial enterprises (development by authors)

Zi CC ICP DFA QDP DBL PI IC DWP
Sj 0.287 0.225 0.117 0.049 0.083 0.143 0.059 0.034

The purpose of the proposed program is to carry out 
simulation (computer) modeling in system analysis by 
the method of binary comparisons. For the study of the 
technological process, it is important to distinguish a set 
of factors in it, it is characterized and the establishment 
of the weight of the influence of each of them. An as-
sessment of the advantage of one factor over another is 
obtained using expert judgment. Often, due to the pres-
ence of a large number of factors of various nature, it is 
difficult for an expert to give a real assessment to each 
of them. Therefore, two factors are compared in pairs 
and give preference to one or the other. This method 
allows comparing two factors with each other and ex-
pressing the comparison result in a rank scale. When 
there are more than two factors, then using this method 
compare each pair of factors and get a series of compari-
son results. The result is written into a matrix of pair-
wise comparisons, each element of which establishes 
the advantage of one factor over another. An important 
property of a matrix is   its consistency. For the degree 
of consistency of the matrices of pairwise comparisons, 
the concordance ratio is used. The consistency ratio is 
required to be less than one-tenth. When the condition 
is not met, the expert is advised to revise his judgments 
and edit the matrix of pair-wise comparisons. To imple-
ment the simulation process by the method of paired 
comparisons, an interface has been developed (Figure 6), 
where all intermediate parameters of the simulation are 
displayed.

Figure 5. The list of key threats to corporate security of 
industrial enterprises (development by authors)

Figure 6. Binary comparison analysis program interface 
(development by authors)
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First, the number of process criteria is entered. After 
pressing the “set” button, we proceed to the stage of setting 
the mnemonic names of the criteria. Next, we turn to the 
assignment of expert assessments of advantages in the ma-
trix of pair-wise comparisons. The introduction of expert 
assessments of the advantages of the criteria is necessary 
only for the 1st line. Next comes the modelling stage. It 
consists in achieving the required value (less than one-
tenth) of the consistency ratio. If the desired value of the 
consistency relation has not been achieved, the experts’ 
judgments about the advantages of the criteria are revised.

Using this computer program made it possible for 
us to understand the degree of influence of each of the 
threats to the corporate security of an industrial enterprise 
and to place them at the appropriate levels (Figure 7).

3.2. Forming a graph of the relationship between 
threats to corporate security of industrial 
enterprises 

According to the results of the calculations it was deter-
mined that the consistency index of the matrix of pair-
wise comparisons is within the normal range (≤0.1), that 
is, we have satisfactory comparison results. The results ob-
tained (Table 2) make it possible to prioritise the impact 
of selected threats on the corporate security of industrial 
enterprises (Figure 7).

The results obtained indicate that the threat “The 
presence of corporate conflicts between shareholders and 
managers, majorities and minorities” is at the highest 
level. Accordingly, this particular threat requires special 
attention on the part of security actors – in the next sec-
tion we will present a mechanism for countering corporate 
security threats.

A similar situation exists with respect to the following 
levels: if the actions of security entities should include the 
identification of threats related to insufficient competence, 
corporate corruption and abuse of managerial positions, 
then with respect to political instability and transforma-
tional changes in the national economy, only timely adap-
tation is possible, which should be preceded by forecasting 

and developing possible scenarios.
In graphical form, we have shown the possibility of 

implementing protective measures against a specific group 
of threats that can be defined as “internal” by applying 
mechanisms and developing a corporate culture, which 
will be paid attention to in the following sections of the 
dissertation. Along with this, it is also determined that 
in relation to a group of “external” threats, the priority 
negative impact of which requires an appropriate reaction 
of the security entities of the enterprise, it is advisable to 
carry out in cooperation with external security entities. 
Such cooperation will not allow eliminating the threat, 
but the information received, consultations, support and 
coordinated interaction can reduce the possible negative 
consequences. 

4. Discussion and interpretation of results 
obtained 

The results obtained form the basis for improving the 
process of ensuring corporate security by developing ap-
propriate mechanisms and developing a corporate cul-
ture. Based on the proven impact of threats on the level 
of corporate security, the content of the main stages of 
assessing the impact of threats (identification and identifi-
cation, analytical and coordination) is considered, the im-
plementation of which, using the expert survey method, 
determined the group of key threats by applying graph 
theory, were hierarchically ordered by the degree to which 
protective measures are necessary.

The result of a fruitful analysis is the formation of 
a model on the reflective highlighted through the cal-
culations of threats and their impact. Running through 
the entire analysis, the process of achieving Figure 8 is 
as follows: an analysis of the enterprise operating envi-
ronment is carried out; specialized experts are involved; 
expert assessment is carried out; highlights the key exter-
nal and internal threats; the comparison of the selected 
threats with the use of software is carried out; according 
to the results of the comparison of the definition of the 
hierarchy of their influence; the model is formed is pre-
sented in Figure 8, which acts as information support 
for making decisions on ensuring corporate security at 
the enterprise.

Determined hierarchical ordering is the result of the 
analytical stage of assessing the impact of threats on the 
corporate security of industrial enterprises. The main 
components of the next stage is a model that character-
izes not only the results to be evaluated, but also the im-
plemented protective measures in accordance with their 
essence of threats (Figure 8).

The model we have developed allows us not only 
to understand the levels of impact and the hierarchy of 
existing threats that have an impact on the corporate 
security of industrial enterprises but also to form effective 
mechanisms to counter these threats.

Summarising, it is worthwhile to emphasise once again 
that the coordination of the results of the corporate security 

Figure 7. Graph of relationships between threats to corporate 
security of industrial enterprises (development by authors)



Business: Theory and Practice, 2021, 22(1): 211–221 219

and threats assessment forms the necessary informational 
ground not only for implementing protective measures 
but also for changing the company’s activities to increase 
the efficiency of its financial and economic activities and 
adapt it in accordance with the dynamics of processes in 
the field of the implementation. 

The results of the hierarchical ordering of key external 
and internal threats indicate that the threat “The presence 
of corporate conflicts between shareholders and manag-
ers, majorities and minority shareholders” is at the highest 
level. It is concluded that this particular threat requires 
special attention from security actors. In graphical form, 
by constructing a model of the influence of threats and 
protection options, the possibility of implementing protec-
tive measures against a certain group of “internal” threats 
by using mechanisms and developing a corporate culture 
has been demonstrated. 

It is worth noting that, according to the authors, the 
formed model has a significant practically managerial 
significance, it consists in providing a real opportunity for 
companies to independently assess the level of corporate 
security and in a timely manner to make management 

decisions necessary for the survival and prosperity of 
the company. In turn, if we talk about the theoretical 
significance of the study, then this model can become 
a powerful basic one for further research of corporate 
security threats.

Conclusions 

Based on the results of the study, the article considered the 
main parameters of the development of corporate security 
of enterprises in the context of determining the level and 
countering external and internal threats.

In the study, we proposed to use a methodological ap-
proach that forms a clear idea not only about the level of 
corporate security, that is, fixing the situation at a certain 
point in time, but thanks to the definition and characteri-
zation of the impact of threats − the possibility of applying 
not only operational protective measures but also tactical 
and strategic ones. That is, we are talking about reducing 
uncertainty, forming an information basis for predicting 
changes in corporate security and matching the effective 
use of the resources provided by security entities. 

Figure 8. Threat impact model and protection options (development by authors)
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Based on the proven impact of threats on the level 
of corporate security, the content of the main stages 
of assessing the impact of threats is examined, the 
implementation of which, using the expert survey method. 

The results of a hierarchical streamlining of key 
external and internal threats indicate that the threat “The 
presence of corporate conflicts between shareholders and 
managers, majorities and minority shareholders” is at the 
highest level. It is concluded that this particular threat 
requires special attention from security actors. In graphical 
form, by constructing a model of the influence of threats 
and protection options, the possibility of implementing 
protective measures against a certain group of “internal” 
threats, by applying mechanisms and developing a 
corporate culture.

This model is the final stage of the study, which will al-
low to fully graphically depict the level of impact of threats 
on the corporate security of an enterprise, while simul-
taneously depicting possible protection measures against 
these threats.
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