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Abstract: In April 2018 the European Commission presented an e-evidence package including a
Proposal for a Regulation on a European Production and Preservation Orders for electronic
evidence  in  criminal  matters  and  a  Proposal  for  a  Directive  on  the  appointment  of  legal
representatives.  The  e-evidence  package  was  accompanied  by  an  impact  assessment.  This
assessment asserts that e-evidence is requested in half of all investigations (first premise), that
the mutual legal assistance treaties (MLAT) system is an inefficient channel for that purpose
(second premise), and that as a result, two thirds of crimes cannot be effectively investigated
(third premise). I challenge the empirical soundness of these three findings and argue that the
percentages and figures used frame the problem fundamentally on technical  and efficiency
grounds. There is no reference to the political and economic motivations behind the promotion
of a policy shift from MLAT to direct cooperation, which in my view, is the fourth and lost
premise.
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INTRODUCTION: THE PREMISES DEFINING THE E-
EVIDENCE PROBLEM
Today,  all  human  activity  generates  data  and  therefore  potential  electronic  evidence  (“e-
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evidence”) for law enforcement authorities investigating or prosecuting crime. Since EU citizens’
data is mainly processed by service providers and digital platforms headquartered in the US, its
storage and location often depend on business architecture choices rather than a traditional
investigative jurisdiction (see de Hert et al., 2018; Svantesson, 2017).

According  to  the  European  Commission  (the  Commission),  in  the  EU  “crimes  cannot  be
effectively  investigated and prosecuted because  of  the  challenges  in  cross-border  access  to
electronic evidence” (European Commission, 2018, p.9). These challenges are often linked to the
channels  currently  used  to  request  e-evidence  across  borders,  which  are  regarded  as
cumbersome, too lengthy or simply inadequate. With the aim of improving cross-border access
to e-evidence, in April 2018 the Commission presented the so-called e-evidence package, that
included: a Regulation on European Production and Preservation Orders (EPOs) for electronic
evidence in criminal matters (EPO Regulation); and a Directive on the appointment of legal
representatives (LR Directive). In short, departing from a mutual legal assistance treaty (MLAT)
model,  the  proposed  e-evidence  package  presents  new  rules  aimed  at  enhancing  direct
cooperation between law enforcement authorities (LEAs) 1 and service providers. 2

On the one hand, the EPO Regulation grants EU authorities the possibility to issue production
and preservation orders for e-evidence directly to service providers established in another EU
member state. On the other hand, the LR Directive imposes the obligation on service providers 3
offering services in the EU to appoint a legal representative in order to receive, comply and
enforce evidence requests from EU LEAs. 4 The package is accompanied by a regulatory impact
assessment, an extensive report of 282 pages, drafted by the Commission.

Impact assessments are one of the most relevant tools available to EU institutions to reach well-
informed decisions in policy making (Keyaerts, 2012; Alemmano, 2011). In the context of the
Commission’s legislative action, impact assessments belong to the set of common principles and
processes,  enumerated  in  its  Better  regulation:  guidelines  and   toolbox.  As  such,  impact
assessments  represent  an  instrument  to  support  the  justification  of  the  EU’s  policy  and
legislative initiatives against claims of arbitrariness (Keyaerts, 2012). Among the objectives of a
regulatory  impact  assessment,  there  is  verifying  that  a  problem  exists,  identifying  who  is
affected  by  it,  estimating  the  problem’s  scale,  analysing  its  causes  and consequences,  and
assessing the problem’s evolution in the absence of EU policy intervention (Better Regulation
Toolbox, 2017). Due to their authoritative and conferred probative value, regulatory impact
assessments have the operational capacity to institutionalise views of reality and therefore help
to justify or undermine particular policies. It is in that sense that impact assessments have been
recognised as  relevant  tools  by the Court  of  Justice  of  the European Union (CJEU) when
examining  the  justification  for  EU  legislation  under  necessity  and  proportionality  criteria
(Keyaerts, 2010; Alemanno, 2009).

In the case of the e-evidence package, the Commission’s impact assessment defines the problem
faced by LEAs when requesting access to e-evidence stored or located abroad based on the
following three findings (European Commission, 2018):

More than half of all investigations include a cross-border access request to e-evidence;1.
Less than half of all the requests to service providers are fulfilled;2.
Almost two thirds of crimes involving cross-border access to e-evidence cannot be effectively3.
investigated or prosecuted.

Each of these findings implies a premise that characterises the definition and the magnitude of
the problem of investigating crime where e-evidence is involved. In that respect, the first finding

https://ec.europa.eu/info/policies/justice-and-fundamental-rights/criminal-justice/e-evidence-cross-border-access-electronic-evidence_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2018%3A225%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2018%3A226%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=SWD%3A2018%3A118%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=SWD%3A2018%3A118%3AFIN
https://ec.europa.eu/info/law/law-making-process/planning-and-proposing-law/better-regulation-why-and-how/better-regulation-guidelines-and-toolbox_en
https://ec.europa.eu/info/law/law-making-process/planning-and-proposing-law/better-regulation-why-and-how/better-regulation-guidelines-and-toolbox_en
https://ec.europa.eu/info/law/law-making-process/planning-and-proposing-law/better-regulation-why-and-how/better-regulation-guidelines-and-toolbox_en
http://policyreview.info
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suggests a generalised need among law enforcement to access e-evidence across borders (first,
or necessity, premise). The second finding suggests that MLATs are ineffective for cross-border
access to e-evidence in criminal proceedings (second, or efficiency, premise). Finally, the third
finding suggests a direct correlation between access to e-evidence and LEAs’ capacity to fight
crime (third, or impact, premise).

This  paper  does  not  focus  on  the  content  of  the  Commission’s  e-evidence  package  or  its
amendments, an exercise that has already been extensively carried by EU bodies (see Civil
Liberties Committee, 2019; EDPB, 2018 or EDPS, 2019), academia (see Böse, 2018; Tosza,
2018; Christakis, 2020) and civil society organisations (see Fair Trials, 2018 or EDRI, 2019).
Instead, the current contribution looks closely into each of the findings used by the Commission
to define the problem of cross-border access to e-evidence. The objective is to challenge the
proposal’s  contextual  framework  and  ultimately  provide  alternative  perspectives  for  its
assessment. This contribution argues that the findings and premises used to define the problem
of cross-border access to e-evidence inadequately shape its assessment, oversimplifying it and
drawing conclusions based on implicit and unfounded assumptions. Based on these premises,
the Commission’s impact assessment favours a US-style policy shift towards direct cooperation
with  service  providers  to  the  detriment  of  existing  mutual  legal  assistance  arrangements
between judicial authorities.

The discussion will be structured as follows: the first section will introduce the notion of e-
evidence.  The second section will  briefly  summarise the main aspects  of  the two channels
currently used by LEAs to request cross border access to e-evidence: mutual legal assistance
(MLA) and direct cooperation with service providers. Section three will look at the sources of the
impact assessment. Having established these conceptual elements, section four will address and
examine each of the impact assessment’s findings and their implied premises.

THE CONCEPT(S) OF E-EVIDENCE
What  does  e-evidence  mean?  There  is  not  currently  a  single  harmonised  definition  of  e-
evidence. E-evidence is data in electronic form or computer data, that is, any representation of
facts, concepts or information, stored or transmitted in binary form suitable for processing in a
computer system or network. Anything can be “electronic data” and thus potentially e-evidence
if digitised, or, in other words, turned into the binary form capable of being accessed, viewed
and or processed by automatic means. In that sense, e-evidence might refer to: a) a physical
object  (e.g.,  the  picture  of  a  murder  weapon);  b)  analogue  generated  information  (e.g.,  a
confession in a tape or video recorder); or ultimately, to c) computer generated data (e.g., the
content of an email or its metadata ) (Biasiotti, 2017).

The EPO Regulation, in Article 2(6), defines e-evidence as “evidence stored in electronic form by
or on behalf of a service provider at the time of the receipt of a production or preservation order
certificate,  consisting in stored subscriber data,  access data,  transactional data and content
data”. Alternatively, the glossary of the impact assessment defines e-evidence as “electronically
stored data such as subscriber information, metadata or content data, generated by any activity
related to digital services” (European Commission, 2018, p. 3).

Both definitions relate to stored data only and therefore exclude the interception of in-transit
data. However, besides their similarities they also hold relevant differences that deserve further
attention.

https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?lang=en&reference=2018/0108(COD)
https://edpb.europa.eu/our-work-tools/our-documents/opinia-art-70/opinion-232018-commission-proposals-european-production_en
https://edps.europa.eu/data-protection/our-work/publications/opinions/electronic-evidence-criminal-matters_en
https://www.europarl.europa.eu/thinktank/en/document.html?reference=IPOL_STU(2018)604989
https://eucrim.eu/articles/european-commissions-proposal-cross-border-access-e-evidence/
https://europeanlawblog.eu/2020/01/21/e-evidence-in-the-eu-parliament-basic-features-of-birgit-sippels-draft-report/
https://www.fairtrials.org/publication/cross-border-access-electronic-data
https://edri.org/cross-border-access-to-data-for-law-enforcement-document-pool/
http://policyreview.info
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First, in the impact assessment e-evidence is defined as “electronic data”, a neutral term that is
alternatively  replaced in the EPO Regulation by the notion of  “evidence”.  In that  way the
Regulation grants a prima facie qualification of “evidence” to the data requested through it, and
therefore  acknowledges  by  default  the  probative  value  of  electronic  data  in  the  context  of
criminal proceedings (European Parliament, 2019b, p. 147).

Second, in the EPO Regulation the material scope of e-evidence is delimited by reference to a
narrowed list of service providers, while the impact assessment refers to a more general notion
of “digital services”. The EPO Regulation solely covers electronic data “stored or processed by or
on behalf” of a service provider offering either electronic communication services, information
society services or internet infrastructure services (European Commission, 2017, Article 2). The
definition of these service providers is at the same time based on those definitions offered by the
Proposal  for  a  Directive  establishing  the  European  Electronic  Communication  Code  and
Directive 2015/1535 laying down a procedure for the provision of information in the field of
technical regulations and of rules on Information Society services. Moreover, in the case of
information society services, the EPO proposal excludes those for which the storage of data is
not a defining component.

Third,  the  types  of  data  identified  in  the  two definitions  of  e-evidence  differ.  The  impact
assessment  resembles  the  traditional  categorisation  of  electronic  communication  data,
separating content data and metadata (or non-content data), where metadata is further divided
into traffic data and subscriber data (Warken, 2019). Instead, the EPO Regulation uses the
notion of non-content data as an umbrella term to introduce two new subcategories, namely
access  data and transactional  data.  The impact  assessment welcomes these new categories
arguing that “leaving any of them outside the scope would greatly diminish the effectiveness of

the initiative” (European Commission, 2018, p. 42). However, it must be recalled that there is as
yet  no  legal  precedent  whereby  access  or  transactional  data  have  been  singled  out  from
metadata and turned into autonomous categories. This represents a discretionary choice of the
legislator aimed at introducing tailored norms for LEAs’ access to certain types of data.

The proposal’s approach relies on two main assumptions. First, that access and subscriber data
share an equivalent purpose and an equal level of intrusiveness (European Commission, 2017,
Recital 21). Second, that some metadata is less sensitive than communication content, this being
a contested claim that might conflict with the reasoning given by the Court of Justice in the
Digital Rights Ireland and Tele2 cases (see Kift & Nissenbaum, 2016; Warken et al., 2019, for
discussion).

The definition of what e-evidence is has a central role in the justification of the European
Commission’s e-evidence proposal. The broadening or narrowing of the concept also limits or
expands the perception of  what the problem faced by authorities  is,  and consequently  the
necessity for a legislative initiative.

MUTUAL LEGAL ASSISTANCE MODEL VS DIRECT
COOPERATION MODEL IN THE CONTEXT OF E-
EVIDENCE
Today, LEAs seeking to access data located extraterritorially can either issue a request to the
authorities of the foreign country where the data is located (via mutual legal assistance) or, if

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52016PC0590
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32015L1535
http://curia.europa.eu/juris/liste.jsf?pro=&lgrec=es&nat=or&oqp=&dates=&lg=&language=en&jur=C%2CT%2CF&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&num=C-293%252F12&td=%3BALL&pcs=Oor&avg=&page=1&mat=or&jge=&for=&cid=1584037
http://curia.europa.eu/juris/liste.jsf?pro=&lgrec=es&nat=or&oqp=&dates=&lg=&language=en&jur=C%2CT%2CF&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&num=C-203%252F15&td=%3BALL&pcs=Oor&avg=&page=1&mat=or&jge=&for=&cid=2291656
http://policyreview.info
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their domestic laws allow it, directly approach the service provider in control of that data (via
direct cooperation). Additionally, LEAs might bypass any intermediaries and obtain the data
directly by gaining access to it. Due to its unilateralism, this last method will not be discussed
here (see Koops & Goodwin, 2014, for discussion).

In the European Union, MLA rules can be found either in international agreements (such as the
Council of Europe Convention on Cybercrime), bilateral agreements signed between member
states or the EU with third countries such as the US. The MLA model is considered a “request
model”, as it allows the authority of a state (requesting state) to request from their counterparts
in another state (executing state) the execution of a particular police or judicial measure. The
procedure is subject to the provisions of the legal instrument invoked, which can determine
which of the domestic laws of the requesting state (forum regit actum) or those of the executing
state (locus regit actum) prevail (Klip, 2016).

Requests of electronic data between the EU and US authorities today remain subject to the
provisions  of  the  Agreement  on  Mutual  Legal  Assistance  signed  in  2003  (EU-US  MLA
Agreement,  2003),  and  the  EU-US  agreement  on  personal  data  protection  (Umbrella
Agreement) and any agreements that each member state has concluded bilaterally with the US
(European Commission, 2018, p. 213).

Across  the  EU,  cooperation  in  criminal  matters  between  member  states  has  progressively
evolved into a qualified type of assistance named mutual recognition (Klip, 2016). Under mutual
recognition, requests from the issuance state are given a “quasi-automatic” legal effect in the
jurisdiction of the receiving or executing state (Larsen, 2018). To this day, the most recent
example of mutual recognition instruments is the European Investigation Order  Directive,
which allows LEAs from one member state to request the execution of investigatory measures
from the authorities of a second member state, including among others, the production and
preservation of e-evidence. 5

In the context of e-evidence gathering, and despite that its legal basis is highly controversial,
some LEAs are increasingly approaching service providers outside the MLAT model. As its name
indicates, under the direct cooperation model LEAs directly contact service providers without
any intervention of the authorities of the country to which the request is sent. However, as
observed in the 2016 Commission’s Q uestionnaire on improving criminal justice in cyberspace,
the effective fulfilment of a direct request remains uncertain: on one hand due to its unclear
legal framework; and on the other hand, because of the difficulties in ensuring extraterritorial
enforcement of domestic production orders.

There is currently no common position in the EU about the lawfulness of direct cooperation, a
circumstance that came about for two main reasons.  First,  the differences among member
states’ regulation of domestic and foreign service providers. Second, due to the absence of rules
on whether requests issued directly to a service provider in another country are voluntary or
mandatory for the service provider being addressed. 6 In this context several connecting factors
have been raised by LEAs to “hook” service providers into their jurisdiction. These arguments
can generally be based on variations or expansions of claims aboutthe place where the service
providers have their main seat, the place where the services are offered and the place where the
data is stored (de Hert et al., 2018).

As will  be  further  developed,  there  is  a  strong political  trend promoting a  paradigm shift
towards direct cooperation between private companies and public authorities (González Fuster
& Vazquez Maymir,  2020).  The passing of  the US Clarifying Lawful Overseas Use of  Data

https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.336.01.0003.01.ENG&toc=OJ:L:2016:336:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.336.01.0003.01.ENG&toc=OJ:L:2016:336:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32014L0041
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32014L0041
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/e-library/documents/policies/organized-crime-and-human-trafficking/e-evidence/docs/summary_of_replies_to_e-evidence_questionnaire_en.pdf
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=2ahUKEwjjyvL7q87nAhVGLewKHXwMBeQQFjABegQIBhAB&url=https%3A%2F%2Fec.europa.eu%2Fhome-affairs%2Fsites%2Fhomeaffairs%2Ffiles%2Fe-library%2Fdocuments%2Fpolicies%2Forganized-crime-and-human-trafficking%2Fe-evidence%2Fdocs%2Fsummary_of_replies_to_e-evidence_questionnaire_en.pdf&usg=AOvVaw0-R2zzvTRwmqaEoZogJOMj
https://epic.org/privacy/cloud-act/cloud-act-text.pdf
http://policyreview.info
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(CLOUD) Act in March 2018 embodies this political shift. Answering and rendering moot the
questions posed by the Microsoft Ireland case, the CLOUD Act clarified that under US law, US
authorities have the right to require the production of data processed by a service provider
subject to US jurisdiction, regardless of where the data is stored or located (Stefan & Gonzalez-
Fuster, 2018). On the signing of an executive agreement between governments, the CLOUD Act
also contemplates the possibility that a US service provider directly answers requests of foreign
countries for the interception or disclosure of data, including content data, under its control. All
of  this  indicates that  in the context  of  e-evidence,  the new US framework will  be used to
circumvent the MLAT procedure by benefitting from direct cooperation with service providers.
The signature of the US-UK Agreement and the current US negotiation of executive agreements
with the EU and Australia, reinforce this political trend.

THE SOURCES OF THE IMPACT ASSESSMENT
To define the problem of cross-border access to e-evidence, the impact assessment attempts to
quantify the volume of e-evidence requests and the number of investigations negatively affected
by  the  alleged  inefficiencies  of  MLAT  and  direct  cooperation  channels.  The  Commission
recognises, however, that the endeavour has been heavily conditioned by the lack of data:

It is not possible to determine exactly the number of crimes that cannot be effectively
investigated and prosecuted in the EU because of challenges in cross-border access to
electronic evidence. Data at this level of detail is not collected by public authorities.
There is no precise data available on the number of requests for judicial cooperation,
direct cooperation, direct access or WHOIS lookups (European Commission, 2018, p.
13).

In the absence of reliable statistics the Commission grounds its analysis on estimations. With
regard to  mutual  legal  assistance in  the EU,  the impact  assessment uses  figures  from the
European Arrest  Warrant  and the  European Judicial  Network,  estimating  the  existence  of
13,000 yearly  EU requests  through MLAT/EIO of  e-evidence  between member  states.  For
MLAT requests from EU to US authorities, the impact assessment uses the 2016 EU-US MLA
review report, estimating 1,300 requests of e-evidence per year from EU authorities to their US
counterparts (European Commission, 2018, p. 14).

Regarding direct cooperation, the Commission rests its analysis on the 2013-2016 transparency
reports from five service providers, namely Facebook, Google, Microsoft, Twitter and Apple.
According to these reports, the five companies received more than 90% of the 120,000direct
cooperation requests sent to the US in 2016. What is more, of those, 70% targeted Google and
Facebook only (European Commission, 2018, p. 258-266). Despite the fact that transparency
reports are considered the main source of data on direct cooperation, the impact assessment
acknowledges  the  impossibility  of  ascertaining whether  their  figures  strictly  refer  to  direct
cooperation requests, or, on the contrary, if they also relate to domestic orders deriving from a
previous MLAT request. In other words, the figures in the transparency reports ignore whether a
request arriving at a service provider’s headquarters is the result of an MLAT procedure, or if it
originates from authorities in the same country requesting its execution (European Commission,
2018, p. 14).

https://law.justia.com/cases/federal/appellate-courts/ca2/14-2985/14-2985-2016-07-14.html
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/836969/CS_USA_6.2019_Agreement_between_the_United_Kingdom_and_the_USA_on_Access_to_Electronic_Data_for_the_Purpose_of_Countering_Serious_Crime.pdf
https://www.justice.gov/opa/pr/joint-us-eu-statement-electronic-evidence-sharing-negotiations
https://www.justice.gov/opa/pr/joint-statement-announcing-united-states-and-australian-negotiation-cloud-act-agreement-us
http://policyreview.info
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Moreover, the Commission assumes that requests issued via MLAT only seek content data while
those via direct cooperation solely target metadata (or non-content data). Although no further
clarification is offered, the assumption seems to be based on the aforementioned incapacity for
service providers to discriminate between judicial and direct cooperation requests, as well as on
the  unwillingness  to  recognise  that  content  data  is  being  requested via  direct  cooperation
(European Commission Task Force, 2016).

To overcome these empirical limitations, the impact assessment supports its analysis with a
survey addressed to the public authorities of EU member states (Gonzalez-Fuster & Vazquez-
Maymir, 2020). In truth, the premises defining the problem of e-evidence as described in the
impact assessment are fundamentally built on the results of targeted survey nº2 (TS2):a survey
not publicly available, that was conducted online during 17 days in October 2017, and that
received 76 responses from LEAs from all EU member states except Poland and Greece. 7 Since
52 out of the 76 respondents decided not to provide their country of origin, the representation of
respondents based on member state origin cannot be provided.

With regards to the professional occupation of the respondents, 68 were police authorities, 5
were judicial authorities and 4 were public administration officials. The survey also shows a high
representation  of  LEAs  involved  in  the  investigation  or  prosecuting  of  cybercrime (n=21),
followed by authorities focused on financial crimes (n=16), and less prominently, in charge of
terrorism (n=7), human smuggling (n=6), child sexual exploitation (n=5), and organised crime
(n=4).  8The  over-representation  of  police  officers  and  LEAs  investigating  crimes  heavily
dependent on data, together with the small size of its sample, alerts us to potential biases in the
survey results.

The Commission describes the objective of TS2 as that of “collecting quantitative and qualitative
information on the size of the problem concerning cross-border access to e-evidence through
both  judicial  cooperation  channels  and  direct  cooperation  between  public  authorities  and
service providers”  (European Commission,  2018,  p.  135).  Consequently,  despite  the impact
assessment presenting TS2 as  a  source of  objectivity,  the reality  is  that  they only  provide
subjective estimations from a very narrow sample of participants. This circumstance limits the
empirical evidence supporting the Commission’s assessment, and should alone prevent us from
deducing any categorical premises from it. Keeping this warning in mind, the analysis of the
premises is nonetheless valuable for further understanding the problem of cross-border access
to e-evidence.

THE FIRST, OR NECESSITY, PREMISE: THE MAJORITY
OF CRIMINAL INVESTIGATIONS IN THE EU REQUIRE
CROSS-BORDER ACCESS TO E-EVIDENCE
The Commission states that 85% of all criminal investigations require e-evidence and of that
percentage, two thirds (65%) are said to involve a cross-border request to a service provider. As
a corollary to both figures, the impact assessment establishes the first premise of the problem,
that “55% of total investigations include a request to cross-border access to e-evidence” or in
other words that “more than half of all investigations include a cross-border request to access e-
evidence” (European Commission, 2018, p. 14). The quantification and measurement of the size
of the problem is key when it comes to objectively determining LEAs’ needs to access data.
Therefore, we must ask, how does the Commission ascertain such numbers and how credible are
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they?

Before digging into the percentages, it needs to be highlighted that the definition of e-evidence
used in TS2 differs from that of the EPO Regulation or the impact assessment. TS2’s glossary
defines  “electronic  evidence”  as  “electronically  stored data  such as  subscriber  information,
metadata (connection/traffic/location data)  or content,  generated by any activity  related to
electronic  communication  services,  telecommunications  and  other  internet  or  app-based
services”. Therefore, e-evidence is not confined to data stored by a number of service providers
or to digital services but instead refers to a broader concept of “electronically stored data”.
Nevertheless, the Commission uses the figures from TS2 to infer the quantitative relevance of e-
evidence as it is understood in the e-evidence proposal.

Based  on  the  Commission’s  explanations  and,  while  not  explicitly  mentioned,  the  total
percentage of investigations requiring cross-border access to e-evidence has its statistical basis
as  the  combination  of  responses  to  question  10  (Q10)and  question  12  (Q12)  on  the  TS2
(European Commission,  2018,  p.  258).  The two questions  followed the  same formula  and
offered participants the possibility to estimate between a range of percentages from 0-11% to 91-
100%. As an alternative the questions also allowed respondents to express the impossibility of
making an estimation.

In Q10 9 the Commission asked participants to “estimate the percentage of investigations where
electronic evidence (in any form) is relevant, e.g. as a lead”. The median of the estimations is the
source that allows the Commission to claim that 85% of criminal  investigations require e-
evidence. Similarly, in Q12, 10 participants were asked to provide estimations about the total
number of investigations where “a request to a service provider in another jurisdiction is needed
to obtain the evidence”. The results of Q12 are used to state that two thirds (65%) of all criminal
investigations requiring e-evidence are cross-border.

From the  combination  of  the  results  from Q10 and Q12,  the  core  of  the  first  premise  is
established, namely that 55% of all criminal investigations include a cross-border request to
access  e-evidence.  11  It  is  worth  stressing  again  that  despite  the  Commission  seemingly
discussing percentages of the total number of investigations, the premise is built upon a median
of estimations from a relatively small sample with a very specific professional background.

To be precise, when contrasting the responses to Q10 and Q12 with the participants’ area of
crime specialisation, we observe that the results are heavily conditioned by the responses from
LEAs investigating cybercrime and financial crimes, two areas of crime that are arguably more
reliant on accessing “electronically stored data”.

As  the  actual  volume of  cross-border  access  requests  cannot  be  determined precisely,  the
Commission supports its conclusions by reference to the figures offered in the transparency
reports of the five main service providers. Without elaborating any further, the Commission
states that the reports “provide an idea of the number of requests that the above percentages
refer to” (European Commission, 2018, p. 14). However, taking into account the flaws already
explained, the analytical value of the transparency reports cannot be taken for granted.

Through the first, or necessity, premise, the Commission indirectly establishes an objective need
for accessing e-evidence in the investigation and prosecution of crime. However, the logical
relationship between more than half of all criminal investigations involving a request for e-
evidence and its relevance or usefulness in the proceedings remains unknown. If we were to
acknowledge the percentages given and the cause-effect relationship between the increase of
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cross-border  access  requests  and the  existence  of  a  generalised  need  for  data  in  criminal
investigations, then further considerations are needed.

Looking at the figures in annex 11 of the impact assessment (European Commission, 2018, p.
265),  we  observe  that  from  the  total  of  120,032  direct  cooperation  requests  received  by
Facebook, Google, Microsoft, Twitter and Apple in 2016, 91,137 were submitted by Germany,
France and the UK. 12 In other words, these three countries alone represent “three quarters of
the total  number of  requests  to  the main service  providers  submitted by law enforcement
authorities in the EU” (European Commission, 2018, p. 267).

When comparing the total number of direct cooperation requests issued by each of these three
countries  against  their  population,  we  observe  that  the  UK,  Germany  and  France  issue
approximately four requests to service providers for every 1,000 citizens. 13This ratio doubles
the EU average. In fact, only Luxembourg and Portugal (approximately 3 for every 1,000) and
Malta (which reaches a surprising number of 10 requests for every 1,000 citizens) are above the
average.  14  Why do these countries  issue double  the number of  requests  than their  fellow
member states -  is  it  that they take crime more seriously? While this  seems doubtful,  the
disparity might find a better explanation in other reasons such as the differences in national
procedural  criminal  laws (European Parliament 2018,  p.  25),  the societal  confidence in an
efficient prosecution of crime by the authorities, the political relevance given to different types
of crime, the reliance on preventive versus reactive policies for criminal investigation (European
Commission, 2011), or simply the resources available to authorities and their training (Europol,
2019).

Rather than showing a generalised need to access e-evidence, what the analysis of the first
finding suggests is certain LEAs’ growing dependence on obtaining certain data held by some
service providers. It also suggests the existence of discrepancies between the needs of LEAs and
member states, and the important influence of their idiosyncrasies in the estimated volume of
requests issued (European Parliament, 2019a, p. 4).

For the reasons outlined above, it cannot be sustained that “more than half of all investigations
include a request for cross-border access to e-evidence”, there is no evidence supporting that
statement. The impact assessment fails to provide sufficient evidence to support the implicit
connection between the large amount of requests issued by LEAs and the necessity of e-evidence
in the investigation and prosecution of crime. Therefore, the first or necessity premise which
states that “the majority of crime investigations in the EU require a cross-border access to e-
evidence” must also be rejected.

THE SECOND, OR EFFICIENCY, PREMISE: MLAT IS AN
INEFFICIENT CHANNEL FOR CROSS-BORDER ACCESS
TO E-EVIDENCE
The second, or efficiency, premise suggests that MLAT is an inefficient channel to access e-
evidence: a conclusion obtained from stating that “less than half of all the requests to service
providers are fulfilled” (European Commission, 2018, p. 15).

The source behind the ratio of fulfilment is the responses given by participants to Q21, 15 Q33, 16

Q45 17 and Q57 18 of TS2. Each question asked public authorities to provide estimations of the
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percentage of requests fulfilled during investigations, based on the scenarios and the different
types of data covered in the survey. 19 Table 1 of the impact assessment shows a summary of TS2
results based on three parameters: i. the type of data requested; ii. the channel followed to issue
the  request  (judicial  cooperation  or  direct  cooperation);  and  iii.  the  location  of  both  the
requested authority  or  the  service  provider  targeted by  a  request  (EU country  or  non-EU
country).

Table 1: percentage of requests to service providers that are fulfilled (survey data). Source:
European Commission (2018, p. 16).

 Within the EU With non-EU
Countries

Judicial Direct   

Non-content
data

Subscriber
data

75% 55% 45% 45%

Metadata 60% 45% 35% 35%

Content data 55% N/A 20 30% N/A 21

 Note: the median of the above responses is 45%

In light of table 1, the impact assessment concludes that requests to service providers within the
EU are fulfilled in a higher ratio than those issued abroad, and that subscriber data is easier to
obtain than content data (European Commission, 2018, p. 259). 22Also, the percentages are used
to generate the median of 45% for fulfilment rates, which help imply the inefficiency of existing
channels to access e-evidence across borders.

To assess the robustness of the median given in table 1, it is important to look at the number of
TS2 participants  which chose  not  to  answer  the  questions  at  all.  Taking into  account  the
aggregated responses for all types of data (i.e. non-content data and content data), it can be
observed that 27% of the participants did not provide any estimate for requests for judicial
cooperation among EU authorities and that 34% did the same for cooperation for non-EU
member states. With respect to direct cooperation requests to service providers located in the
EU, there are 34% of non-responses, a percentage that reaches 54% of the sample for direct
cooperation  requests  issued  to  non-EU  countries.  This  means,  for  example,  that  for  the
estimations of fulfilment rates of direct cooperation requests to the US, the Commission uses the
response to a question for which 42 out of 76 respondents did not provide an answer. The
sample is again too small to draw any representative conclusion.

Again,  to  fill  the  empirical  gaps  of  TS2,  the  Commission  leans  on  the  service  providers’
transparency reports. Despite the impact assessment warning about the differences between a
request being answered and fulfilled, the Commission still interprets the median of percentages
as an insight supporting the fulfilment rates previously estimated in table 1. To better evaluate
the Commission’s claim, it is worth having a closer look at the report released by Google, one of
the two primary recipients of cross-border access requests for data (European Commission,
2018, p. 15). 23 Google’s figures from 2016, the last year examined by the impact assessment,
reveal an average 41.08% of answers to all the requests submitted by member states. What if
Germany, France and the UK, the main issuers of access requests, are excluded? The global
percentage of answers drastically drops to 18.07%.

The Google effect finds its explanation in the extremely low answer rate for certain member
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states.  The case  of  Hungary  stands  out.  In  2016,  none of  the  225 requests  issued by  the
Hungarian authorities to Google were answered by the company. A similar observation can be
drawn based on the answer rates to Slovakian requests (2.20%) and, to a lesser extent, those
pertaining  to  Ireland  (21%),  Romania  (23.19%),  Italy  (27.23%),  Malta  (29.77%),  Portugal
(32.18%),  or  Estonia  (31.86%).  When compared  to  the  answer  rates  for  France  (54.05%),
Germany (52.85%) and the UK (76%), it is clear that Google answers a higher ratio of the
requests from these countries (European Commission, 2018, pp. 258-266).

Facebook,  Google,  Twitter,  Apple  and  Microsoft  process  e-evidence  access  requests  by
classifying a request as one of three categories: emergency disclosure requests, legal requests
and reservation requests (European Commission, 2018). It is up to the company and its internal
policies to assess which requests pertain to which category. From our analysis, and considering
the impossibility of discerning between MLA and direct requests, it can be concluded that the
internal policy of service providers on e-evidence requests has a substantial - if not decisive -
impact on the production or not of the requested electronic data, and in turn in the efficiency of
existing channels for accessing e-evidence.

The impact assessment fails to provide sufficient evidence to support the claim that MLAT is an
inefficient channel for cross-border access to e-evidence. This is an overstated and unfounded
claim.

THE THIRD, OR IMPACT, PREMISE: ACCESS TO E-
EVIDENCE CONDITIONS THE SUCCESS OR FAILURE OF
FIGHTING CRIME
The third and last premise establishes a direct link between access to e-evidence and the success
or failure of effectively fighting crime. The premise is built on the finding that “almost two thirds
of  crimes  involving  cross-border  access  to  e-evidence  cannot  be  effectively  investigated  or
prosecuted” (European Commission, 2018, p.17). But where does that percentage come from?
The Commission again uses the responses obtained in TS2 and particularly the answers to
questions to Q25, 24 Q37, 25 Q49 26and Q61, 27 asking participants to “estimate the percentage of
investigations which are negatively affected or cannot be pursued” due to the “lack of timely
access” or the “lack of access” to e-evidence.As in previous questions, all options comprised
percentage ranges for each of the four different scenarios contemplated in TS2, also offering
participants the possibility to indicate their inability to provide an estimate.

The results are succinctly displayed in table 2. Without elaborating, and by literally titling it in
those  terms,  the  Commission  assumes  that  table  2  “demonstrates  the  percentage  of
investigations involving cross-border requests to access e-evidence that are negatively affected
or cannot be pursued and its main cause” (European Commission, 2018, p. 17).

Table 2: percentage of investigations involving requests to access e-evidence across borders that
are negatively affected or cannot be pursued. Source: European Commission, 2018, p. 17.

Cause Within the EU With non-EU countries

Judicial Direct Judicial Direct

Lack of timely access 28 35% 25% 45% 15%
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Cause Within the EU With non-EU countries

Judicial Direct Judicial Direct

Lack of access (access denied) 25% 25% 25% 15%

Other 15% 5% 15% 10%

Total 75% 55% 85% 40%

In that way, table 2 implicitly associates the estimated number of investigations negatively
affected  or  abandoned  and  the  channel  used  to  issue  an  e-evidence  request  (European
Commission, 2018, p. 17). From its figures, the Commission states that 75% of all investigations
involving a request for data through judicial cooperation channels within the EU are negatively
“affected or abandoned”, a percentage that reaches 85% in the case of non-EU countries. Using
the same logic, the impact assessment indicates that the negative impact on requests for direct
cooperation in the EU is reduced to 55%, and to an even lower 40% in the case of direct
cooperation  requests  targeting  service  providers  from  non-EU  countries.  Based  on  these
percentages, the impact assessment infers that direct cooperation is a more efficient channel
than MLAT (European Commission, 2018). The impact assessment does not provide sufficient
evidence for the claim that MLAT as a channel for cross-border access to e-evidence is more
negatively affected by lack of timely access than direct cooperation.

This conclusion also challenges two subjacent ideas that consistently frame the scope of the
Commission’s analysis of the problem and its drivers: 29 on one hand, the understanding of what
a negative impact on an investigation is; and on the other hand, the assumption that accessing
data is equally relevant for the investigation of any sort of crime regardless of the type of offence.

What is  a  negative impact? The impact  assessment gives little  insight  as  to  what  is  to  be
understood as a negative impact on a criminal investigation. While the Commission identifies its
causes in a lack of timely access or lack of access (see table 2), it also lumps together their
consequences, obviating any reference to their intensity or nature. In this way, the assessment
fails to separate between the cases where not having data or accessing it late causes a minor or
redeemable drawback, and those when it is fatal or conclusive to the proceedings. Indeed, the
Commission’s framing of the problem helps establish a generalised cause-effect relationship
between access to data and a prejudice to any sort of investigation and prosecution. However,
while not having immediate access might indeed result in consequences where data is at risk of
being erased or moved, it might be an overstatement to consider that timely access to data has
an  equal  impact  in  all  cases.  The  same  reasoning  could  be  applied  with  regards  to  the
impossibility of accessing data at all.

Is (all/any) data equally relevant to the investigation of all types of crime? Very often, cross
border access to data is considered relevant to any crime leaving a digital trace (European
Commission, 2018, p.13). 30 Since the impact assessment does not clarify the type of offences
motivating requests for the production or preservation of data, it fails to provide a reasoned
assessment based on necessity criteria. The Commission extrapolates the investigatory needs of
specific serious crimes such as cybercrime, terrorism, child exploitation or organised crime, to
the investigation of crime in general.

Based on table 2, the Commission states that “almost two thirds of crimes involving cross-
border  access  to  e-evidence  cannot  be  effectively  investigated  or  prosecuted”  (European
Commission, 2018, p. 17). The empirical basis for this finding is insufficient. Even though on
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some occasions data might be the only lead for the investigation of crimes, it is not clear that the
sole existence of a digital trace should justify a generalised dependence of investigations on
access to data. The formulation of the TS2 creates bias towards the identification of access or
timely  access  to  e-evidence  as  the  main factor  negatively  affecting  criminal  investigations.
Further research on this matter could provide a far more comprehensive picture of the size of
the  problem,  allowing  the  better  identification  of  needs  and  cases  where  data  is  actually
determinant while also serving as a deterrent mechanism against abuse caused by unnecessary
requests.

THE LOST PREMISE: THE POLITICAL SHIFT FROM MLAT
TO DIRECT COOPERATION
The three premises described not only define the problem of cross-border access to e-evidence,
they also determine what is to be considered as the problem’s potential causes. The impact
assessment asserts that e-evidence is requested in half of all investigations (the first premise),
that the MLAT system is an inefficient channel for that purpose (the second premise), and that,
as a result, two thirds of crimes cannot be effectively investigated (the third premise). These
premises  confine  the  assessment  almost  exclusively  to  the  relevance  of  data  and  the
obsolescence of existing channels for requesting it. There is no reference to the political and
economic motivations behind the promotion of a policy shift from MLAT to direct cooperation,
which in my view, is the fourth, and lost, premise.

As with many other aspects of global policy, the position of the US must be considered (see also
Cartwright, 2020), all the more if we take into account how the market dominance of US service
providers  has  translated  into  a  worldwide  dependence  on  US  procedures  for  data  access
requests. As has been explained, over 90% of all cross-border access requests for non-content
data target five service providers headquartered in the US (Microsoft, Apple, Google, Facebook,
Twitter) (European Commission, 2018, p. 14).

The US Criminal Division’s Office of International Affairs (OIA) is today the central authority
through which LEAs issue MLAT requests to obtain evidence located in the US. 31 But this has
not always been the case: before the centralisation of the OIA, whenever foreign authorities
requested US assistance, this would require the involvement of US attorneys from as many
districts as there were locations of potential evidence. The difficulties in determining the district
court responsible for fulfilling requests, and the unclear wording on the court’s “jurisdiction
over the offence” caused confusion in routine MLA cases and represented a “waste” of the
already scarce US Department of Justice (DOJ) resources (Congressional Record, Vol 155, pt 12,
2009).

According to the DOJ, since 2000 the number of requests from foreign authorities handled by
the OIA has increased dramatically, particularly for those cases requiring access to data from
service providers. During the 2000-2008 period, the OIA managed to deal with the surplus of
requests without any additional resources. In 2009, the department reached its saturation point
and started to accumulate a backlog (Department of Justice, 2015).

In the same year the Obama administration passed the Foreign Evidence Request Efficiency Act
(FERE Act) as a response. 32 The FERE Act was conceived as a paradigm shift on how MLA
requests were to be handled: it promoted the centralised processing of foreign evidence requests
and allowed them to be directly handled by the OIA rather than through US attorneys’ offices.
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To that end, a venue in the District of Columbia was created with jurisdiction to issue court
orders  compelling  the  production  of  evidence  sought  by  foreign  authorities.  However,  the
envisioned paradigm shift has been thwarted by a lack of investment, and most MLAT requests
for evidence still rely heavily on US attorneys based on the location of evidence (Department of
Justice, 2015, p. 24).

In practice, the OIA’s increasing workload faced has been shouldered by a sustained shortage of
personnel  caused  by  the  department  hiring  freeze  (Department  of  Justice,  2015,  p.  23).
Additionally, the OIA has also been suffering from serious technological limitations. In 2015, the
DOJ declared that the management system used for all the OIA’s case work still “had not seen a
significant upgrade since its implementation in 1999” (Department of Justice, 2015, p. 23). This
has resulted in serious transparency and operational deficiencies, which impeded authorities to
adequately track the progress of requests at each iterative step (Department of Justice, 2015, p.
24).

Finally, on top of insufficient staff and resources, the lack of training and expertise of both US
and foreign personnel when dealing with e-evidence requests has been repeatedly raised as a
cause of delays and unfulfillment. In this respect, the DOJ has stressed the problems of foreign
authorities  meeting the  US’s  probable  cause  standard,  a  requirement  found in  the  Fourth
Amendment and relevant for conducting searches or receiving warrants, particularly in the case
of requests involving the content of communication (Department of Justice, 2015, p. 27).

The limitations of staff, information technology and training facilitated the backlog situation
which in turn led to the OIA’s adoption of stringent criteria in managing cases. The OIA’s refusal
of  requests  on de minimis  grounds sparked criticism from, and the frustration of,  foreign
authorities (Department of Justice, 2015, p. 26). In light of this, since 2015 the DOJ has been
publicly demanding resources to perform an overhaul of the country’s mutual legal assistance
scheme. In the advent of the Snowden revelations, the DOJ justified the need to carry out the
MLAT reform, arguing that not doing so would threaten the competitiveness of US service
providers and the US model of internet governance (Department of Justice, 2015, p. 22).

The MLAT Reform would focus on three main areas: i) executing the centralisation model for
the reception and allocation of MLAT requests among US authorities; ii) adequately staffing the
OIA and upgrading its technological capacities; iii) the training and outreach of both staff and
foreign counterparts (Department of Justice, 2015) 33.

Not even a year after the first steps were adopted, in its report on the President’s budget for the
fiscal year 2017, the DOJ stated “[t]he OIA has shown in just a few months that it can make
tremendous  strides  and  progress  toward  faster  and  more  efficient  international  evidence
sharing”.  Accordingly,  the DOJ endorsed the possibility that a sufficiently resourced MLAT
channel could solve the backlog and thus become an efficient model for cross-border e-evidence
requests (Department of Justice, 2016, p. 23).

But in March 2018 the interest in the MLAT model faded away with the passing of the CLOUD
Act  by  the  Trump  Administration.  The  CLOUD  Act  embodies  a  new  approach  towards
international cooperation for e-evidence requests, promoting LEAs’ direct cooperation with US
service providers to the detriment of judicial cooperation procedures. In sum, this supposes the
“outsourcing” of traditional State competences and the externalisation of their associated costs
to private entities.

As the DOJ reports show, despite the policy shift often being justified on technical grounds or
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complex legal questions, there is a much simpler explanation. As the European Commission
declared, countries like the US simply “(…) would not necessarily see a need to invest more in
procedures that, from their perspective, are superfluous” (European Commission, 2018, p. 83).

It is precisely when we focus on the subjacent interests behind cross-border access to e-evidence
that the “problem of e-evidence” encounters what appears to be one of its main obstacles: the
lack of  political  incentives to invest in the MLAT channel.  A lack of  incentives that is  not
exclusive  to  the  US but  also  resonates  with  the  situation of  EU member  states  and their
cooperation under mutual recognition. In this regard, the Commission questions the cost of
investing in judicial cooperation as a policy option. Concretely, regarding requests under EIO,
the Commission argues that it “may not be appropriate or necessary for all cases, especially
when there is no link [to the investigation] with the receiving jurisdiction besides the seat of the
service provider” (European Commission, 2018, p. 157). 34

Neither the US nor some EU member states want to invest in the MLAT channel, a procedure
that involves obligations that are not required under their national laws and thus are often
deemed unnecessary to protect  their  respective sovereign interests  (European Commission,
2018). The publication in October 2019 of the long-awaited US-UK Agreement confirmed the
paradigm shift towards a new order where direct cooperation between law enforcement and
service providers is to become the new standard (Christakis, 2019).

The reluctance of some EU member states to invest in judicial cooperation might not reflect well
on the health of the EU’s Area of Freedom Security and Justice, but in this case, it might be
merely circumstantial, as the decision to weaken the MLAT channel comes from the other side
of the Atlantic. The US, currently the location of five of the most important service providers,
has chosen to favour direct cooperation to the detriment of MLAT and it does not seem that the
EU is willing (or perhaps capable) to confront this policy shift.

CONCLUSION
The  Commission’s  e-evidence  package  envisages  a  scenario  where  the  investigation  and
prosecution of crime is heavily data-driven and where service providers become key actors in the
e-evidence gathering processes. Currently, two models coexist for accessing e-evidence across
borders: mutual legal assistance and direct cooperation with service providers. In the EU, the
different approaches taken by member states and their national laws question the lawfulness of
using  direct  cooperation,  yet  following  the  US  CLOUD  Act  and  the  unfolding  of  the
Commission’s e-evidence package, this might very soon change.

Ensuring an efficient channel for LEAs to access e-evidence abroad is necessary, and it may not
always be realistic to demand or even achieve a detailed picture of the problem as a prerequisite
for any legislative initiative. However, it is equally important that unfounded assumptions do
not shape new law. In an attempt to depict MLAT as an obsolete and inefficient channel for data
access  requests,  the  Commission  disregards  what  is  perhaps  the  main  cause  of  such
obsolescence: the absence of a global political compromise to foster cross border cooperation
between law enforcement authorities.  Or in other words, there exists a hegemonic political
stance  of  transferring  states’  responsibilities  in  criminal  matters  to  private  companies  on
efficiency and economic grounds.

How do we assess LEAs’ needs when it comes to accessing e-evidence? Which investigations are

http://policyreview.info


Anchoring the need to revise cross-border access to e-evidence

Internet Policy Review | http://policyreview.info 16 September 2020 | Volume 9 | Issue 3

more affected by access or lack of access to e-evidence? How are misuses and abuses identified
and dealt with? Are authorities sufficiently prepared and resourced to adequately carry out their
tasks? The fact that there is no answer to these questions should put us on alert, not only for the
purposes  of  assessing  the  e-evidence  package  but  for  ensuring  adequate  supervision  and
accountability of LEAs’ practices in the investigation and prosecution of crime whenever e-
evidence is involved.
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FOOTNOTES

1. i. Judges; ii. Courts; iii. Investigating judges; iv. Prosecutors; and v. Any other competent
authority acting in its capacity as an investigating authority (Article 4 of the EPO Regulation).

2. According to the EPO Regulation (Article 2(3)) service provider means any natural person
that provides one or more of the following categories of services : i. Providers of electronic
communication services (ECS); ii Information Society Services (ISS); iii. Internet
Infrastructures Services (IIS).

3. According to LR Directive (Article 2(2)), service provider means any natural person that
provides one or more of the following categories of services : i. Providers of electronic
communication services (ECS); ii Information Society Services (ISS); iii. Internet
Infrastructures Services (IIS).

4. Note that despite being part of the e-evidence package, the LR Directive does not limit itself to
the notion of e-evidence enshrined in the EPO Regulation proposal. Instead, its material scope
embraces all sorts of evidence and not only that strictly defined as “electronic”.

5. All member states have implemented the EIOD except Denmark and Ireland which opted out
of its adoption and thus still rely on the previous MLAT, namely the EU Convention on Mutual
Legal Assistance 2000 ( European Judicial Network, 2020).

6. According to the survey, the majority of member states (17) consider voluntary the fulfilment
of direct requests issued by LEAs to a service provider located in another country, while at least
seven member states consider such requests to be mandatory.

7. The analysis in this contribution is based on an access request by the author: Ref. Ares (2019)
4117217 28/06/2019. Some details and findings from the survey can be found in Annex 2 and
Annex 11 of the impact assessment (European Commission, 2018, p. 135, p. 258)

8. The figures relate to the responses to TS2 Q8 which asked the “Area of crime you focus on”.
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Due to the open character of the question on some occasions responses referred in different
terms to the same areas of crime. The analysis in this contribution presents harmonised
responses and as such might show inconsistencies regarding the raw data.

9. Targeted survey nº 2, Question 10: Please estimate the percentage of investigations where
electronic evidence (in any form) is relevant, e.g. as a lead.

10. Targeted survey nº 2, Question 12: Please estimate the percentage of total investigations in
which you would need to make a request to a service provider in another jurisdiction (cross-
border access, service provider headquartered outside your country) to obtain the evidence.

11. This results from calculating the 65% out of the 85% of the estimated total number of
investigations requiring e-evidence.

12. Total number of requests in 2016 by country: Germany: 35,271, UK: 28,598; France: 27,268

13. According to Eurostat, 2019 Population: Germany 83,019,200; France 67,028,000; UK
66,647,100; Total EU: 513,477,632. Source: Eurostat (2019). EU population was over 513
million on 1 January 2019.

14. Note that one request might imply the disclosure of information about more than one
individual, therefore this figure should not be interpreted literally.

15. Targeted Survey nº2, Q21: Please estimate the percentage of investigations where your
request to service providers via public authorities of another EU member state is fulfilled.

16. Targeted Survey nº2, Q33: Please estimate the percentage of investigations where your
request to service providers via public authorities of a non-EU country is fulfilled.

17. Targeted Survey nº2, Q45: Please estimate the percentage of investigations where your
request to service providers located in another EU member state is fulfilled.

18. Targeted Survey nº2, Q57: Please estimate the percentage of investigations where your
request to a service provider located in a non-EU country is fulfilled.

19. The types of data covered in each scenario were: 1. Electronic communication services data:
subscriber information; 2. Electronic communication services data: metadata; 3. Electronic
communication services data: content data; 4. Telecommunications data: subscriber
information; 5. Telecommunications data: metadata; 6. Data from other internet or app based
services: subscriber information; 7. Data from other internet or app based services: metadata; 8.
Data from other internet or app based services; 9. Content data.

20. “Direct cooperation with service providers for access to content data is usually available for
emergency situations only, which represent a very small number of total requests. Although the
survey did not provide for sufficient granularity to indicate whether a request was related to an
emergency situation, many of the respondents to this question came from counterterrorism
units or were otherwise involved in serious crime areas that typically may give rise to emergency
requests. Follow-up calls with individual respondents supported this assessment.” (European
Commission, 2018, footnote nº22).

21. Ibid.

22. The complete breakdown of all given responses is provided in Annex 11 Table 2: the
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percentage of investigations where the data request is fulfilled.

23. Facebook and Google comprise over 70% of the total number of requests to the five main
service providers.

24. TS2, Q25: Please estimate the percentage of investigations (with requests to public
authorities in other EU countries to access e-evidence) which are negatively affected or cannot
be pursued.

25. TS, Q37: Please estimate the percentage of investigations (with requests to public authorities
of non-EU countries to access e-evidence) which are negatively affected or cannot be pursued.

26. TS2, Q49: Please estimate the percentage of investigations (with requests to service
providers located in another EU member state to access e-evidence) which are negatively
affected or cannot be pursued.

27. TS2, Q61: Please estimate the percentage of investigations (with requests to service
providers located in non-EU countries to access e-evidence) which are negatively affected or
cannot be pursued.

28. I.e. data not provided in time causing e.g. the disappearance of other leads. (Footnote nº24
European Commission, 2018, p. 17)

29. In section 2.1.3 of the impact assessment titled “Why is it a Problem”, the Commission states
“(a)after the crime has been committed: electronic evidence is volatile and can be transmitted,
altered or deleted easily. Public authorities therefore need effective and timely access to it to be
able to prosecute criminals and prevent future crimes(...).” (European Commission, 2018, p. 9)

30. In that respect, the Commission states: “The problem affects all types of crime that can leave
a digital trace: it is relevant for many types of serious crimes, but also for a number of lower-
impact, high-volume crimes such as spreading of malicious software (e.g. ransomware), but also
when the only digital element is some form of electronic communication. It is relevant for the
gathering of evidence for specific and individual criminal investigations and for specific and
limited data access, rather than for other purposes that might require bulk data access”. (See
European Commission, p. 13)

31. In addition to the coordination of data access requests from both US and foreign authorities,
the OIA is also entrusted with the preparation of extradition requests, preparation of requests
for all types of evidence and witnesses, negotiation of extradition treaties and MLATs with the
Department and the formulation of criminal justice policy.

32. Foreign Evidence Request Efficiency Act, S. 289—111th (2009).

33. “The MLAT handling process must be overhauled in a comprehensive and responsible
manner to address the globalisation of crime and growth of electronic communications, and to
ensure U.S. law enforcement retains the ability to seek reciprocal assistance from foreign
partners. Just as critical is our need to safeguard U.S. security and economic interests that have
become threatened by foreign frustration with a U.S. predominance of the Internet that is
coupled with a perceived U.S. unresponsiveness to foreign authorities’ need for U.S.-based
evidence” (Department of Justice, 2015, p. 28)

34. “Some [member states] have not invested sufficient resources to keep up with the growth in
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foreign demand, given that there is no own interest in the relevant investigations and the service
is provided out of courtesy to the foreign country. This has further contributed to the delays in
responses” (European Commission, 2018, p. 157).
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