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Abstract: With the Cambridge Analytica/Facebook scandal, online surveillance clearly showed
its negative effects. However, few individuals were able to recover any damages from the data
protection violation that occurred. The EU General Data Protection Regulation contains legal
tools to coordinate the interests of data subjects together in the case of infringements that occur
across member states of the European Union, not only at the national level (Article 80), but
potentially  at  the  transnational  level,  as  implied  by  Article  81.  However,  only  a  reform
addressing  the  rules  applicable  to  the  standing  of  associations  and  non-governmental
organisations in transnational claims as well as those concerning jurisdiction and international
lis pendens would allow EU citizens to take full advantage of this opportunity.
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INTRODUCTION
The  Cambridge  Analytica/Facebook  (hereinafter  CA/FB)  scandal  revealed  the  level  of
surveillance we may be subject to during the time we spend online. The fact that a Facebook app
was programmed to gather personal data from more than 87 million users’ profiles without their
consent shows how crucial data gathering is for online platforms. The CA/FB case was shocking
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for two main reasons: first, because the collection of data was concealed within a quiz app able
to access not only information in the profiles but also about the ‘friends’ of the people that took
the quiz; and second, and most importantly, because Facebook CEO Mark Zuckerberg did not
decide to notify the competent authorities of the unlawful data processing immediately, even
though he was aware that the data gathered were subsequently sold to Cambridge Analytica.
Instead  the  Facebook  CEO  only  asked  the  profiling  company  to  destroy  the  information
obtained unlawfully without checking for subsequent confirmation (Messina, 2019). As a result,
Cambridge Analytica used the data to profile users and target potential voters with personalised
political messages during the 2016 US election (Cadwalladr, 2018; Granville, 2018).

We live in a data-driven economy where personal data can (consciously or not) be used as
counter-performance for digital services. This process started, according to Zuboff (2019), in
2002 when society moved towards a form of ‘surveillance capitalism’, which is based on the
instrumentalisation of human behaviour for the purposes of modification and monetisation.

This is reflected in the business model adopted by online platforms, which use data as fuel:
without data on users’ activities no advertisement may be sold nor a new app developed. This is
the reason why platform data gathering is  increasing,  both in terms of  breath and depth.
According  to  Manokha  (2018),  user  data  gathered  by  Google  include  several  types  of
information such as: the user’s location (via smartphone use); search history across devices; app
and  extensions  used,  including  frequency  of  use  and  contacts;  parent  company  (such  as
YouTube) history; bookmarks, emails and contacts when Google products are used. Moreover,
when more devices are connected, each of them may provide additional data. The depth of data
gathering flows from the ever-improving technical tools used by online platforms, exploiting
algorithms and more recently artificial intelligence (AI) to process data and develop profiles and
clusters of users.

However,  this  approach is  not  without  limits  and one of  the  most  pervasive  and detailed
regulatory frameworks to safeguard users’ data is data protection. One of the pillars of this, both
in the European Union and in the US, is user consent, which should be based on the data subject
being aware of – and (in theory) understanding – the processing of their data and the potential
consequences. 1

In the CA/FB case,  data subjects  were clearly not aware of  the type and objectives of  the
processing, not having consented to a further use of the data gathered by the app. The social
networking platform failed to perform the monitoring tasks allocated to the data processor in
the case of a breach. From a legal perspective this was unlawful data processing which could be
subject to judicial and administrative proceedings, which was exactly what happened in a few
European countries, namely the UK, Italy and Germany.

In the UK, the Information Commissioner’s  Office (ICO) extended the investigation it  was
already conducting into data analytics for political purposes to encompass the CA/FB scandal,
eventually announcing its intention to fine Facebook for lack of transparency and security issues
relating to the harvesting of data in contravention of the Data Protection Act 1998. Then, in
October  2018  it  fined  Facebook  £500,000  for  breaching  the  UK’s  data  protection  law.
Discussing the numerous reasons for imposing the maximum fine, the ICO noted “the personal
information of at least one million UK users was among the harvested data and consequently
put at risk of further misuse”. In Italy, in April 2018 both the Italian Data Protection Authority
(DPA) and Antitrust Authority started an investigation into what exactly happened with the
data, both in terms of individual privacy and alleged unfair commercial practices. Eventually the
investigations resulted in one of the highest fines by the Italian DPA, on the basis of Facebook’s
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economic  status  and  the  number  of  its  users  both  worldwide  and  in  Italy  (Italian  Data
Protection Authority, 2019).

In all these cases, the administrative procedure was initiated ex officio by DPAs as a reaction to
data breaches that occurred in relation to domestic users in each country, whereas no individual
user was able (or willing) to claim before national courts for the same data breaches. The data
breaches were negligible for each individual, which is clearly a disincentive to starting a long and
expensive judicial procedure that could result in a very limited award of damages. As a result,
users were not able to recover any damages due to practical limitations affecting their right of
access to justice.

While at the societal level the fines imposed by the national DPAs on the overall data protection
system may trigger the adoption of better and stronger means for online platforms to protect
personal data under the threat of higher fines and stricter scrutiny of their conduct, they do not
provide specific redress for each citizen who has suffered from the violation. Moreover, in the
case  of  cross-border  data  processing  in  the  EU,  the  intervention  of  DPAs  is  subject  to  a
coordination mechanism which requires the identification of a lead supervisory authority that
will guide the investigation activities of the other DPAs involved, pursuant to Article 56 GDPR
(Article 29 Data Protection Working Party,  2017).  Given that the identification of  the lead
supervisory authority is based on the main establishment of the data processor, there may be a
risk of forum shopping towards countries where the enforcement of (joint) decisions is less
vigorous (a phenomenon also seen regarding encryption measures - see Mann et al., 2020). The
need for an intervention enhancing cooperation among data protection authorities was also
affirmed  by  the  European  Commissioner  Věra  Jourová  (European  Commission,  2020),
however, so far no specific action has been taken in this direction.

The position of data subjects is still weaker vis-à-vis that of data processors, particularly in the
case of big online companies, which may justify their activities on the ground that limiting
access and use of data would have the effect of limiting the opportunities that large volumes of
data may offer in terms of personalisation, cost reduction etc. In order to achieve an effective
remedy when breaches occur, there is a need for alternative forms of enforcement such as
collective redress which may empower data subjects vis-à-vis data processors - particularly in
cases where a public outcry regarding data breaches does not result in such swift and immediate
administrative proceedings before DPAs (Manokha, 2018; Messina, 2019). Collective remedies
may thus provide for the effective protection of data subjects’ interests through what has been
claimed as a need for the active empowerment of individuals (Malgieri and Custers, 2017).

Within this framework, some steps were taken by the EU legislator in drafting the General Data
Protection Regulation (GDPR),  2  which introduced the possibility  for  data subjects  to  also
exercise their rights through associations and non-profit organisations. According to Article 80,
a data subject “shall have the right to mandate a not-for-profit body, organisation or association
[…] to lodge the complaint on his or her behalf, to exercise the rights referred to in Articles 77,
78 and 79 on his or her behalf, and to exercise the right to receive compensation referred to in
Article 82 on his or her behalf where provided for by Member State law”.

Although there are several open issues regarding better solutions to implement this provision at
the  national  level,  it  is  interesting  to  note  that  an  element  that  is  crucial  in  the  online
environment is the possibility of coordinating actions across different EU member states when
violations occur in several countries as a result of the conduct. This element is addressed in
Article 81 GDPR, which provides a special rule on lis pendens in cases where the same data
controller or processor is party to different proceedings in different EU member states, or the
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proceedings concern the same subject.  3  Indeed,  Article  81(2)  GDPR provides that  “where
proceedings concerning the same subject matter as regards processing of the same controller or
processor are pending in a court in another Member State, any competent court other than the
court first seized may suspend its proceedings”.

This provision paves the way for transnational collective actions, which in principle may achieve
positive results for both parties:

for multinational companies that have seats in different EU countries - they will not have to be●

subject to proceedings across the EU for the same conduct but with different procedural rules;
for national associations and NGOs working on data protection issues, which will have the●

opportunity to strengthen their position vis-à-vis data processors as a result of a wider range
and larger number of claimants. At the same time they will be able to collaborate and
coordinate their actions across the EU, thus reducing the costs of multiple proceedings in
different courts in EU member states.

This contribution will  focus on the current framework provided for transnational collective
actions. It will show the gaps emerging in legislation, the limits set by private international law
rules on jurisdiction over such actions, and the consequences that these actions may have for the
coordinating mechanisms between national courts and data protection authorities. In particular,
Section 2 will provide an overview of the collective redress mechanism provided by the GDPR
and in Section 3 the specific issues related to transnational collective claims will be addressed.

COLLECTIVE REMEDIES IN THE GDPR
Collective  remedies  or  collective  redress  mechanisms  include  a  large  number  of  legal
instruments aimed at resolving disputes by clustering multiple individuals within a single action
or procedure. According to Hodges (2019), the collective enforcement mechanisms that can be
identified are private collective litigation, the partie civile mechanism (a civil claim following on
from a criminal prosecution), the involvement of public regulatory authorities (either through
the power to order redress by starting a collective court claim or merely through the general
enforcement  authority)  and  Alternative  Dispute  Resolution  (ADR),  namely  through  the
Consumer Ombudsman.

This contribution will only focus on the two possible options for the first mechanism, namely (a)
the procedure granting a member of the affected group standing to bring an action on behalf of
the  group  (a  so-called  class  action  or  group  action)  and  (b)  the  procedure  granting  a
representative  entity  standing  to  bring  an  action  on  behalf  of  the  group  (a  so-called
representative action). In both cases, a group of claimants sharing the same interest starts the
action,  and  a  single  representative  or  an  association  represents  the  entire  group.  Then,
according to procedural rules, the representative (be it an individual or an association) is in
charge of pursuing the action, while the other individual members do not play a role in the
proceedings.

The objective of these types of actions can be simply compensatory, allocating the damages
caused by the violation to each of the group members, or may be to achieve deterrent effects, in
particular through injunctive relief preventing future violations (Hodges, 2019; Bosters, 2017;
Trstenjak and Weingerl, 2014).

Although the EU legislator left the task of putting this provision into practice to the member
states by introducing substantive and procedural rules applicable to collective redress (Casarosa,
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2018;  Pato,  2019),  I  note  some  important  features  emerging  from  the  current  legislative
framework.

According to Article 80 GDPR, each member state should provide for three different types of
action:

an opt-in collective action in which the interested parties have the right to instruct an●

authorised body to file a complaint on their behalf, the right to lodge a complaint with a
supervisory authority (Article 77 GDPR), the right to an effective judicial remedy against a
supervisory authority (Article 78 GDPR) and the right to an effective judicial remedy against a
controller or a processor (Article 79 GDPR);
an opt-in collective action in which the interested parties have the right to instruct an●

authorised body to exercise the right to receive compensation, but only if the legislation of the
member state so permits;
an opt-out collective action where the authorised entities are authorised to act on behalf of the●

data subjects without having obtained a mandate from those persons in the case of
infringement of the rights of a data subject under the Regulation, as long as the member state
provides for such a possibility. Claims for compensation are, however, excluded from this
mechanism.

In the opt-in procedures, it is clear that data subjects will have to take positive steps to join the
proceedings, affirming their rights and the will to be subject to the effects of the decision. In
these scenarios, however, the GDPR does not preclude the possibility for member states to
identify different phases of the judicial or administrative proceedings in which the opt-in may
take place. The opt-out procedure instead implies that the group of claimants is not identified
individually. However, the decision of the court will bind all groups sharing the same interest.
To be outside the group, data subjects have the possibility of opting out (Bosters, 2017).

Each member state is free to select whether all three actions will be available or only the first
(and mandatory) one. This choice would also be based on the pre-existing national legislation
applicable to collective redress, which in some member states already covers data protection. 4

Regarding the application of procedural rules in the case of collective actions, the GDPR is
silent, leaving the national legislator full  discretion. As for the applicable forum, guidelines
emerge in Article 79(2) GDPR, which expressly provides that (individual) actions before the
courts  should  be  brought  in  the  member  state  where  the  controller  or  the  processor  is
established. Alternatively, such actions may be brought before the courts of the member state
where the data subject is habitually resident. However, in this case it is difficult to identify if
habitual residence is applicable as more data subjects are involved in the claim who may be
resident in different countries, although no criteria of preference is provided. Moreover, in the
case of associations or NGOs the criteria of habitual residence cannot be applicable (Casarosa,
2018).  As a result,  it  will  be up to the national legislators to identify the procedural  rules
applicable to this type of case: for instance, in Italy, the solution adopted allocated jurisdiction
to the tribunal of the place where the controller or the processor is established also in those
cases where the claim is presented by an association (as provided by Article 10 of the amended
Legislative decree 151/2011).

Other doubts emerge, in particular regarding the effect of a decision declaring a violation of the
data protection rules which may or may not also include an award of damages to the data
subjects. In the event that the member state provides for an opt-out collective action, where an
association or an NGO is authorised to act on behalf of the data subjects without any individual
mandate, which effects will the decision of the judicial authority have vis-à-vis the data subjects
that did not take part in the action? According to Article 80 GDPR, member states are free to
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include this procedure, but the article is silent on the third party effects of the decision. Would it
be possible for a decision declaring a breach of data protection rules to be followed by so-called
follow-on actions  by  individual  data  subjects  to  obtain  any  compensation  for  the  damage
suffered as a result of the violation? Similar doubts emerge in the case of opt-in collective
claims. Where a mandate is provided by a limited number of data subjects, what would be the
effect of a decision declaring that the conduct of the data controller does not infringe data
protection rules? Can such a decision limit any subsequent claim pursued through individual
proceedings? Or would it only be used in such proceedings by the defendant as proof of lack of
wrongdoing?

Obviously, these elements may be decided at the national level following pre-existing procedural
rules.  However,  given  the  EU’s  recent  attention  to  collective  remedies  in  the  consumer
protection  sector  (European  Commission,  2018),  the  rules  applicable  should  be  carefully
identified. It is interesting to note that in the context of EU intervention in relation to collective
actions, a much more effective approach has been adopted in the Proposal for a Directive of the
European Parliament and of the Council on representative actions for the protection of the
collective interests of consumers, and repealing Directive 2009/22/EC, COM(2018) 184 final.
Also in this case the legislator has taken on board the problems that arose as a result of cases of
infringement that have occurred in the member states. First and foremost in the Dieselgate case
(Garaci and Montinaro, 2019), where the collective protection of users came up against the
difficulty of recognising the effects of the decisions of individual member states’ competition
authorities on collective actions relating to the same infringements. The Proposal for a Directive
in fact addresses the cases where there is an interaction between administrative enforcement
(for instance through DPA involvement) and judicial enforcement. Article 10 of the Proposal for
a Directive states that final decisions (regardless of their objective and the deciding body) are
considered evidence (freely  assessable  by  the  court)  that  establishes  the  existence or  non-
existence of an infringement, for the purposes of any other action for damages before national
courts against the same controller or processor, on the same facts.

Given that there may well be cases where there is an overlap between the status of consumer and
of data subject, the rules applicable to collective claims in the consumer and data protection
frameworks should provide for an even level of judicial protection (Amaro et al., 2018; Casarosa,
2020). For example, a collective action based on a claim of unfair contractual clauses included
in the so-called privacy policy attached as contractual content to the terms of service of several
online platforms may be used for both injunctive and compensatory claims, but (according to
the proposed Directive on collective claims for consumer protection) other consumers who are
in the same contractual scenario are also allowed to use the decision as evidence for bringing
equivalent  claims  for  damages.  The  same  cannot  happen  for  collective  actions  for  claims
regarding the violation of data protection rules. Thus, a situation of unequal judicial protection
could arise which is not justified by substantive differences (Casarosa, 2018).

The degree of complexity increases when looking at the possibility of transnational collective
claims.

TRANSNATIONAL COLLECTIVE ACTIONS
Although collective claims are perceived as a tool to safeguard the interests of a plurality of
claimants  unable  to  pursue  their  interests  through  judicial  proceedings,  the  existing  legal
framework applicable to collective actions at EU, and consequently at national level, seems to
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rely on the assumption that only national collective redress is conceivable (Amaro et al., 2018, p.
94). This assumption did not hold when the Schrems v Facebook case arrived at the Court of
Justice of the EU (CJEU) in 2018.

The C-498/16 Schrems v Facebook case was the first example of the possible use of collective
actions at the transnational level in the field of data protection. The case involved Maximillian
Schrems, who presented a claim for alleged violation of data protection laws in his own country
(Austria). The claim was not only in his name but also in the name of seven other claimants
resident in other EU member states and in non-EU countries. These other claimants provided a
mandate to Mr Schrems to act on their behalf, following the Austrian law allowing for different
claims to be presented by one applicant against the same defendant.  5  The national court,
however, had several doubts regarding the qualification of Mr Schrems as a consumer as he was
involved in several academic and commercial activities, first as a privacy activist and then as the
founder  of  a  non-profit  organisation,  NOYB  –  European  Center  for  Digital  Rights.  The
qualification of the status of Mr Schrems impacted also on whether the protective provisions in
the Brussels I  Regulation were applicable.  According to Article 18 Brussels I  Regulation “a
consumer may bring proceedings against the other party to a contract either in the courts of the
Member State in which that party is domiciled or, regardless of the domicile of the other party,
in the courts of the place where the consumer is domiciled”. The qualification as a consumer,
then, would allow Mr Schrems to bring the claims ceded to him before the Vienna jurisdiction.
The CJEU’s decision addressed the analysis of the application of the Brussels I Regulation with
some caution (Amaro et al., 2018) due to the fact that any extended interpretation of Article 18
of the Brussels I Regulation regulating the consumer forum would have the indirect effect of
reducing legal certainty, as the representative of the consumer group may be allowed to select
the forum from those available to the group (Blanc, 2017).

This case showed clearly that given the ubiquitous control occurring of personal data online, it is
possible (if not common) that the same conduct occurring in different member states may result
in a violation of the data protection framework against a large number of online users. In this
case, there are two possible options: one is the emergence of several national collective actions
against the same defendant, following in each case the rules and procedures applicable at the
national level. This was the path selected, for instance, by consumer associations in Belgium,
Spain, Portugal and Italy, which followed a collective strategy: each association presented a
national collective claim against Facebook in relation to the Cambridge Analytics/Facebook
scandal (Consumer International, 2018). In this case, however, the decisions of courts at the
national level may differ, and such decisions may not be used as an authoritative precedent in
foreign countries. The alternative available is the transnational collective claim: this claim may
avoid the fragmentation of the proceedings and of the decisions, collecting all the claims within
a single procedure.

Although in practice this case is far from unrealistic, the possibility of pursuing a transnational
collective action faces several difficulties.

As mentioned above, Article 81 GDPR hints at cases where data processors may be sued in
different  countries  for  the  same  violation,  alluding  to  the  occurrence  of  a  cross-border
dimension of the violation. However, the Article does not specify if it only applies to individual
claims or to collective claims. If a claim presented by an association represents data subjects in
different  EU  countries,  which  are  the  rules  applicable  according  to  the  current  EU  legal
framework?

The first issue is legal standing: can associations and NGOs which qualify to represent data
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subjects in national collective actions also be able to present transnational claims? The GDPR
does not provide any indication, but neither does it exclude this possibility. A comparison with
Injunction Directive 2009/22/EC 6 can help by acknowledging that this element is not without
importance: Recital 12 of the Directive provides that mutual recognition should apply in the case
of associations and NGOs which have been admitted as qualified claimants at the national level.
The provision then prevents requirements identified for the qualification from being interpreted
differently  across  countries,  thus  avoiding  conflicting  judgments  on  the  admissibility  or
recognition of  collective  redress  actions (Voet,  2017).  Given that  Article  80 GDPR already
identifies  the  basic  requirements  for  associations  and  NGOs,  it  would  be  reasonable  to
acknowledge that they should be applicable across the EU.

An additional element highlighted by ELI/Unidroit (2018) in a chapter dedicated to the model
rules on collective redress is the fact that information regarding collective actions across Europe
would also be fruitful in order to avoid parallel proceedings and enhance cooperation among
European actors. According to Articles [X4bis] and [X29], national courts should provide a
publicly accessible electronic register where all collective redress claims are registered in order
for potential ‘qualified claimants’, lawyers, group members etc. to gain knowledge of existing
actions. When such collective claims have a cross-border effect, the model rules provide that the
registry entries “shall be made available on the European e-justice platform”. However, it must
be highlighted that the disclosure of the name of the defendant in such cases could have adverse
effects on their position, in particular when liability is still to be decided, as clarified by Articles
35-36 of the European Commission Recommendation on common principles for injunctive and
compensatory collective redress mechanisms. 7

Another important set of questions relate to the private international laws (here after PILs)
applicable in the case of  transnational  collective claims.  As is  clearly acknowledged by the
Report  on  Collective  Redress  (2018)  (and  previously  Voet,  2017;  Money-Kyrle,  2016),  the
current legal framework for PILs is still unsatisfactory. The applicable EU Regulations, namely
the Brussels I Regulation 8 and the Rome I 9 and Rome II 10 Regulations are all drafted taking as
the point of reference a conflict between an individual claimant and an individual defendant.

Only Article 4 of the Brussels I Regulation provides the possibility of multiple claims being
consolidated, and in this case the general rule regarding the choice of jurisdiction designates the
defendant’s domicile. Accordingly, any collective action for data protection infringement would
be obliged to sue the data controller at its headquarters in any EU member state, for instance
Ireland in the case of Facebook. This would create the possibility for data controllers to select
safe havens in member states where collective redress mechanisms are not effectively regulated.
Moreover, the special rule in Article 7 (2) Brussels I Regulation does not provide an effective
solution as it affirms that, in the case of tort, delict or quasi-delict, the claimant may sue before
the court of the place where the harmful event occurred. This permits cases of concurrent
jurisdiction. Only if the defendant proves that the harmful event occurred in the place where the
decisions  regarding  the  data  processing  were  taken,  i.e.  at  the  headquarters  of  the  data
processor, will there be no difference in the application of the general rule provided by Article 4
Brussels I.

In the case of concurrent jurisdiction, rules on lis pendens may apply, and as mentioned above
Article 81 GDPR provides for a lex specialis  vis-à-vis Articles 29-34 Brussels I  Regulation.
Article 81 GDPR provides that if the defendant (i.e. the data controller or processor) coincides in
both proceedings or the claims address the same conduct, the court subsequently seized may
suspend  the  action  in  order  to  await  the  outcome  of  the  proceedings  before  the  foreign
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authority. Moreover, the Article recognises the possibility for courts to decline jurisdiction at the
request of one of the parties if "the court first seized has jurisdiction over the proposed actions
and its law allows proceedings to be joined" (Article 81(3)). If the provision also applies to
collective actions, then parallel proceedings may be avoided if the national procedural rules
allow consolidation of actions.

Instead, in the case where procedural rules do not allow for consolidation of proceedings, it is
important to consider the effects the decisions of the foreign court may have on the suspended
proceedings. What is the value of a foreign decision in a parallel proceeding? On the one hand, a
decision in a collective claim is automatically recognised in the other member states according
to Article 36 of the Brussels I Regulation without any specific procedure. On the other hand, the
decision may be used in the suspended proceeding as proof of the existence or non-existence of
the violation, which can be evaluated by the judge. However, no specific guideline is provided by
the EU legislator as regards the role of the decision.

As emerging from the analysis here, it seems clear that transnational collective claims in the
data  protection  area  cannot  be  exploited  yet.  In  particular,  the  provisions  of  Brussels  I
Regulation dedicated to jurisdiction and lis pendens are not apt for addressing multi-party
conflicts. Thus, a further step is needed from the EU bodies, namely an effort to coordinate the
specificities of the GDPR enforcement system with amended private international law rules in
order to provide an effective transnational collective action that can enhance the opportunities
for data subjects to enforce their rights.

CONCLUSION
The  GDPR  was  seen  as  a  step  forward  in  solving  many  of  the  challenges  posed  by  the
development of new technologies, and in particular it was presented as a tool to improve data
subjects’  awareness  and  to  empower  them  vis-à-vis  data  processors  through  consent
mechanisms, avoiding hidden data processing. Reality has then clashed against this positive
image, as the CA/FB scandal arose just before the entry into force of the GDPR. The case showed
that forms of surveillance over online users are more and more subtle and able to manipulate
the  choices  of  users  not  only  over  goods  and services  but  also  political  preferences,  with
significant  implications  for  democratic  processes.  Given  the  data  protection  framework,  if
preventive measures do not achieve the result of protection, then data subjects should at least
have access to remedial measures that can help them recover potential damages, and through
collective action overcome the weaker position each individual user may have vis-à-vis  data
processors.

The GDPR framework has already made a step forward in this direction by requiring member
states to adopt national provisions for collective actions. However, given the cross-border nature
of  violations  of  data  protection rules  occurring  online,  the  objective  should  be  even more
ambitious:  to  address  the  possibility  of  presenting  transnational  collective  actions  where
associations or NGOs may represent claimants from different EU countries. It is true that the
current framework includes some common principles regarding the features that associations
and NGOs should have in order to engage in collective actions before national courts, ensuring –
in principle – equivalent criteria across the EU. However, the EU legislator could have explicitly
mentioned in addition that  the mutual  recognition principle  (applicable  to  other  collective
actions  according  to  Directive  2009/22  on  injunctions)  is  also  applicable  to  any  entity
designated for such collective actions at the national level. Accordingly, lists of organisations
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qualified  according  to  national  criteria  could  be  communicated  to  the  Commission  and
publication in such a list could be used as proof of legal capacity in other EU member states’
national jurisdictions. 11

Moreover, the system provided by the GDPR is based on the assumption that not only are
qualified associations and NGOs aware of existing collective actions but also that data subjects
are aware of breaches occurring at a cross-border level, are interested in joining such actions
and provide their  mandate  to  the relevant  association or  NGO. Unfortunately,  such active
engagement of data subjects is difficult to find in practice and the lack of centralised information
mechanisms  is  an  open  issue  in  the  development  of  transnational  collective  actions.  The
proposal  by  the  ELI/UNIDROIT  group  regarding  the  creation  of  an  electronic  register  of
existing collective actions could be seen as a simple yet effective tool to improve the ability of
qualified organisations to collaborate in the case of cross-border actions.

Finally,  a  revision of  the EU legal  framework regarding the private international  law rules
applicable to transnational collective claims and the effects that transnational decisions may
have is required. If the process of modernisation of collective redress mechanisms – which
started  in  2013  with  the  Recommendation  on  common  principles  for  injunctive  and
compensatory collective redress mechanisms – is not to end, increased attention should be
dedicated by the EU legislator to ensuring EU citizens have effective access to transnational
collective actions.
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FOOTNOTES

1. Note that the recently adopted Directive 2019/770 on certain aspects concerning contracts for
the supply of digital content also acknowledges the fact that personal data are used as counter-
performance for ‘free’ digital services or for discounts on online products and services: Recital
67 and Art 3 (1).

2. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC, OJ L 119, 4.5.2016.

3. The doctrine of lis pendens is the basis for suspending or staying legal proceedings in light of
other pending proceedings that involve the same or very similar parties, issues or relief. It is
aimed at avoiding situations in which two equally final and enforceable decisions exist within
the same legal system.

4. For instance, French legislation extends the scope of application of collective claims to data
protection in Article 43ter French Data Protection Act of 6 January 1978. See Biard (2016).

5. According to the Austrian model of group litigation the claim is admissible if the basis for the
claims is essentially similar and the claims have to refer to the same factual or legal question
(Amaro et al., 2018).

6. Directive 2009/22/EC of the European Parliament and of the Council of 23 April 2009 on
injunctions for the protection of consumers' interests (Codified version), OJ L 110, 1.5.2009.

7. European Commission Recommendation on common principles for injunctive and
compensatory collective redress mechanisms in the member states concerning violations of
rights granted under Union Law (2013/396/EU, OJ L 201/60, 26.7.2013).

8. Regulation (EU) 1215/2012 of the European Parliament and of the Council of 12 December
2012 on jurisdiction and the recognition and enforcement of judgments in civil and commercial
matters (recast), OJ L 351, 20.12.2012.

9. Regulation (EC) 593/2008 of the European Parliament and of the Council of 17 June 2008 on
the law applicable to contractual obligations (Rome I), OJ L 177, 4.7.2008.

10. Regulation (EC) 864/2007 of the European Parliament and of the Council of 11 July 2007 on
the law applicable to non-contractual obligations (Rome II), OJ L 199, 31.7.2007.

https://privacyinternational.org/sites/default/files/2017-12/global_surveillance_0.pdf
https://doi.org/10.4236/blr.2014.53015
https://ssrn.com/abstract=2913010
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11. Similar rules have been adopted in the Proposed Directive on representative actions for
consumer claims in particular recitals (11a), (11ea) and (11f).
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