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Abstract

Project Stella studies the possible use of distributed ledger technology (DLT) on financial
market infrastructures (FMIs). DLT solutions have the potential to improve the safety and
efficiency of existing systems, as shown by research undertaken by central banks and FMIs.
Yet, balancing performance and network size with the distance between nodes, as in the case
of Stella phase 1, or the flexibility of cross-ledger delivery-versus-payment (DVP) using
hashed timelock contracts without connection between ledgers and liquidity efficiency, as in
the case of phase 2, remains a challenge.

Project Stella studies the possible use of DLT for FMIs, including large-value central bank
RTGS systems. Phase 1 implemented the processing logic of the standard liquidity-saving
mechanisms in a DLT environment, and the analysis found that an application could meet the
performance needs of an RTGS system. There is a trade-off between DLT performance and
network size or distance between nodes. DLT solutions have the potential to strengthen
resiliency and reliability.

In phase 2, the project team proved that cross-ledger DVP could function even without any
connection between individual ledgers. Hashed timelock contracts and digital signatures
would be used to achieve interoperability between ledgers, while liquidity efficiency and
settlement speed may be negatively affected as a result.

DLT solutions have the potential to improve safety and efficiency of existing systems adopted
at FMIs, yet balancing diverse system requirements demands careful analysis and
consideration. As shown by increasing research and proofs-of-concept on DLT undertaken by
many central banks ! and securities exchanges in major jurisdictions, there are both
opportunities and challenges for further exploration.

Keywords: distributed ledger technology, financial market infrastructure, information
technology innovation

JEL Classification: G2, G15, F65, 016

1 See Figure 6 of BOJ (2018). Between the projects run by central banks, there is a difference in terms of industry
participation and collaboration. Jasper Ill, for example, was commissioned by Payments Canada, TMX Group,
and Bank of Canada in collaboration with delivery partners Accenture and R3. See Payments Canada et al.
(2018). Project Stella is undertaken by the European Central Bank and BOJ, with technical advice from vendors
(see footnote 10).
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1. INTRODUCTION

Information technology (IT) innovation, global developments of various cashless
payment means, including mobile payments, the emergence of crypto-assets, and
distributed ledger technology (DLT) all have ramifications for central banks.*

Central banks are responsible for the stability of payment and settlement systems. They
also conduct oversight on major financial market infrastructures (FMIs). From this
perspective, they strengthen market infrastructures, financial systems, and IT.

Central banks also provide basic economic infrastructure through large-value and
securities settlement systems in their jurisdictions. Furthermore, they catalyze
communication and cooperation among various bodies such as financial institutions, IT
companies, start-ups, and users. In light of these functions, the Bank of Japan (BOJ) has
researched fintech; section two explains its promotion of it.

The third section introduces two reports of the European Central Bank’s (ECB) and
BOJ’s joint Project Stella research study, which focuses on the implications of DLT on
FMIs, specifically large-scale central bank payment services like BOJ-NET and
TARGET?2, which are their real-time gross settlement (RTGS) systems.

BOJ does not plan to issue its own digital currency; therefore, this topic is not touched
upon in this paper.2

2. ENGAGEMENT OF THE BANK OF JAPAN
IN THE PROMOTION OF FINTECH

2.1 Establishment of the Fintech Center

In April 2016, BOJ established the Fintech Center within its Payment and Settlement
Systems department, aiming to link financial practices with advanced technologies and
research studies, as well as to meet the demands of the digital world.

2.2 Information Dissemination and Participation
in International Discussions

BOJ, mainly through the Fintech Center, has held various fintech-related forums and
collaborative conferences with the University of Tokyo and other entities.® These
meetings are characterized by: i) multifaceted discussions with a wide range of
participants including financial institutions, IT companies, fintech ventures, and academic
institutions; ii) important information dissemination platforms by providing presentations
and speeches; and iii) a transparent framework such as the disclosure of meeting
documents and minutes on BOJ's website, since open discussion is critical for promoting
fintech. Furthermore, BOJ is participating in international forums related
to fintech and financial innovations, such as the Bank of International Settlements

1 BOJ Deputy Governor Amamiya (2018).

2 BOJ participated in drafting a report on digital currencies and central bank digital currencies published by
the Bank of International Settlements Committee on Payments and Market Infrastructures (CPMI) (see
CPMI 2015 and CPMI 2018).

3 BOJ (2018), p. 23-24.
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Committee on Payments and Market Infrastructures (CPMI), as well as various domestic
conferences.

2.3 Research and Studies on Fintech

BOJ is also engaged in various research studies related to fintech, beginning with the
publication of the annex series of the Payment and Settlement Systems Report, in
addition to its regular edition. Furthermore, BOJ has been making efforts for the timely
disclosure of the research outcomes on fintech and financial innovations by using various
vehicles such as its working papers and review series. Project Stella is part of these
efforts.

3. PROJECT STELLA

3.1 Overview

DLT is a set of tools for recording data, such as asset holdings or financial transactions,
that allows a network of computers to verify and store updates without a single central
management system. Project Stella, announced in December 2016, continues to assess
DLT solutions in financial market infrastructures. This section introduces the first and
second reports of the collaboration, published in September 2017 and March 2018
respectively (hereafter “phase 1 report” and “phase 2 report”) (see Figure 1).4

Figure 1: Overview of Project Stella

Phase 1 Phase 2

« December 2016— » Up to March 2018
September 2017 : « Applicability to
Replicate liquidity saving delivery vs.
mechanisms payment

» Hyperledger Fabric v0.6.1 + Corda release-V2
Presents quantitative + Elements v2.14.1.1
results of tests on both _ = Hyperledger Fabric

efficiency and safety v1.1.0-alpha
aspects (the first of its kind, at /

the time of publication)

Source: Project Stella phase 1 and 2 reports.

Project Stella contributes to the ongoing debate concerning the feasibility of DLTs for
financial markets.® This joint research builds on the interest of central banks in ensuring
that innovations facilitate safer, faster, and cheaper financial transactions.

This project is exploratory within the described scope. The project’s first phase assesses
whether specific functionalities of existing payment systems, specifically liquidity-saving
mechanisms of BOJ-NET and TARGET2, could be safely and efficiently run in a DLT

4 ECB and BOJ (2017), ECB and BOJ (2018).
5 Japanese FMIs are researching DLT. See addendum of BOJ (2018).
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application, focusing on hands-on testing only. & 7 The areas of cost efficiency, market
integration, and oversight are left for future study. DLT efficiency
and safety broadly encompasses the design, functionality, and resource needs of
the arrangement.® Project Stella phase 1 is, however, a first step in the process of
assessing DLTs with a limited focus on some facets of both the speed of processing and
operational resilience. Furthermore, it should be considered that the analysis contained
in the first phase is based on Hyperledger Fabric version 0.6.1, which is a, “developer
preview release [...] intended to exercise the release logistics and stabilize a set of
capabilities for developers to try out”.®

While the first phase test series produced promising results, it should be taken into
account that no direct conclusions can be drawn from the test set-up with respect to any
potential production use. As of the publication of the phase 1 report, given the relative
immaturity of the technology at the time, DLT is not a solution for large-scale applications
like BOJ-NET and TARGET2.

The objective of the second phase is to explore how the settlement of two linked
obligations, such as the delivery of securities against the payment of cash, could
conceptually be designed and operated in an environment based on DLT.1° Settlement
mechanisms based on delivery-versus-payment (DVP) link the transfer of two assets in
such a way as to ensure that the transfer of one asset occurs if and only if the transfer
of the other asset also occurs. The settlement is either that both parties successfully
exchange those assets, or no transfer takes place. Such a condition is also often referred
to as “atomicity” in computer science.! The second phase of the research examines
ways in which DVP can be conceptually designed and technically achieved in a DLT
environment drawing on existing models, as well as innovative solutions that are being
discussed for distributed ledgers. In order to gain practical understanding
on DVP functioning on DLT, prototypes were developed using three platforms: Corda,
Elements, and Hyperledger Fabric (hereafter referred to as Fabric). The analysis
is based on a basic, stylized scenario of two counterparties exchanging securities against
cash.??

Phases 1 and 2 do not attempt to replicate existing payment and securities settlement
systems and are not geared toward replacing existing central bank services with
DLT-based solutions. Legal aspects have not been the object of the study.

6 Liquidity-saving mechanism smart contracts programmed and run by BOJ and ECB were designed based
on queuing and bilateral offsetting mechanisms in BOJ-NET and TARGET2, respectively.

7 For Project Stella phase 1, ECB conducted its experimental work in a virtualized and restricted in-house
test environment, while BOJ used cloud computing services. We programmed and ran smart contracts,
and measured the performance of the DLT-based solutions. Each fictitious participant in the system was
allocated an account and all related information was stored in the ledger. See section 4 of the phase 1
report for test set-up.

8 See CPMI (2017).

9 See release from Hyperledger Fabric dated 16 September 2016.

10 “The authors of the phase 2 report are grateful to R3, IBM and DG Lab for technical advice.” See footnote
2 of the phase 2 report.

11 Atomic operations, as implied by the term’s base meaning, cannot be divided; either all operations are
fully performed or they are not performed at all.

12 Similar to phase 1, in the phase 2 test set-up, participants (buyers and sellers of securities) are fictitious.
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3.2 Main Findings of Phase 1

3.2.1 DLT-Based Solutions Could Meet the Performance Needs
of an RTGS System

The analysis found that a DLT application could process payment request volumes
comparable to those routed to RTGS systems in the eurozone and Japan. Considering
the average traffic of the two centralized payment systems (between approximately 10
and 70 requests per second [RPS]) (see Figure 2), transactions were processed in less
than 1 second on average. When increasing RPS up to 250, however, the analysis
confirmed that the trade-off between traffic and performance was significant. More
generally, tests proved the feasibility of implementing the processing logic of standard
liquidity-saving mechanisms (queuing and bilateral offsetting) in a DLT environment.

Figure 2: Sample Requests per Second during Peak Hours

70
60
50
40
30
20
’ UMV“‘\MW”\WMWW«W
0
0 50 100 150 200 250 300 350 400 450 500 550 600
Elapsed Time (seconds)

Source: Project Stella phase 1 report.

3.2.2 DLT Performance Is Affected by Network Size and the Distance
between Nodes

The analysis confirmed the well-known trade-off between network size and performance.
Increasing the number of nodes?!® led to an increase in payment execution time.
Furthermore, the impact on performance from the distance between nodes was found to
depend on the network configuration: provided the minimum number of nodes (quorum)
required to achieve consensus was sufficiently close together (see “concentrated”
scenario in Figure 3), the effect of dispersion in the rest of the network on latency was
limited (see Figure 4). Nevertheless, the nodes on the periphery of the network may
produce inconsistencies with the quorum. If the quorum is sufficiently dispersed, the
effect on latency will be greater.

13 Nodes, or “validating nodes”, are responsible for gathering and processing transactions to append to the
ledger. See annex 2 of the phase 1 report.
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Figure 3: Scenarios Explored

A & sCcenal || D

RTT(12 or 228ms) RTT(12 or 228ms)

RTT = round-trip time.
Notes:

e In the concentrated scenario, three nodes were in the same location and the fourth node was separated from
the others.

. In the dispersed scenario, the nodes were evenly distributed between two locations.

. In both scenarios, the distance between the locations was set to have a round-trip time of (i) 12 milliseconds (i.e.,
the time needed for a message to cover the distance between Tokyo and Osaka), and (i) 228 ms
(i.e., between Frankfurt and Tokyo). Round-trip time for the baseline scenario is 0.3 ms.

Source: Stella phase 1 report.

Figure 4: The Effect of Node Location and Latency

Concentrated Scenario Dispersed Scenario
2 00
25 25
20 20 68
W w
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5 —— 1365 5 14,
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w 08% 0810 w 039 0.930 /
_—0.738 (185
0.643 0.664
05 0.629 _ 05 0.629
i e 0.455 /
0. 0.372 0. '59 0.396
1255
0.0 == 0.0
0.020 0.011 0.022 0.020 0.007
0.3ms 12ms 228ms 0.3ms 12ms 228ms
Round-trip time (milliseconds) Round-trip time (milliseconds)
M 0% W 25% W 50% W 75% Il 100%

Note: The execution time (y-axis) is the time between (i) a transaction request being sent, and (ii) the transaction being
executed and written to a block for each node.

Source: Project Stella phase 1 report.
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3.2.3 DLT Solutions Have the Potential to Strengthen Resilience
and Reliability

The analysis, while not exhaustive, indicated the potential of a DLT network to withstand
issues such as validating node failures and incorrect data formats. Regarding node
failures, it was observed that, as long as the number of nodes required by
the consensus algorithm was operational, system availability was not affected. Tests also
confirmed that a validating node could recover irrespective of downtime. However, it
should also be considered that the chosen DLT set-up includes a single certificate
authority, which is a single point of failure that could undermine the benefit of distributed
validation. Furthermore, tests using incorrect data formats showed the system to be
capable of detecting incorrect data formats without affecting overall performance.

3.3 Main Findings of Phase 2

3.3.1 DVP Can Run in aDLT Environment Subject to the Specificities
of the Different Platforms

DVP could be conceptually and technically designed in a DLT environment with cash
and securities on the same ledger (single-ledger) or on separate ones (cross-ledger).
The concrete design of DVP, however, depends on the characteristics of the DLT
platforms, e.g., range of information shared among participants, data structure and
locking of delivered assets. In addition, depending on the use case, the design of DVP
can be influenced by several factors, including the interaction of its arrangement with
other post-trade infrastructures.

3.3.2 DLT Offers a New Approach for Achieving DVP between Ledgers,
Which Does Not Require Any Connection between Ledgers

Conceptual analysis and conducted experiments have proven that cross-ledger DVP
could function even without any connection between individual ledgers, a novelty that
does not exist in today’s set-up.

Figure 5: Stylized Approaches for DVP on DLT

585: Securities Settlement System
PS: Payment System
— : Instruction
Cross Ledger DvP
Single Ledger DvP ) ) 9 . )
with connection between ledgers without connection between ledgers
‘ﬂp Bank A Bank Bm Bank A Bank B q![ m Baik A Barik Yiiif
SSSand PS—l—¢7 $8§—V—F7 —T—FPS <Coordination between the parti@
connection 4'
SSS— —PS
SECURITIES CASH SECURITIES CASH SECURITIES CASH
Bank A C Bank A Bank A ( Bank A Bank A C Bank A
Bank B ) Bank B Bank B Bank B Bank B Bank B
atomic settlement secr, settlement cash settlement secr. settlement cash settlement

DLT = distributed ledger technology, DVP = delivery versus payment.
Source: Stella phase 2 report.
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Functionalities such as cross-chain atomic swaps have the potential to help ensure
interoperability between ledgers (of either the same or different DLT platforms) without
necessarily requiring connection and institutional arrangements between them.4

Cross-chain atomic swap mechanisms were originally developed for the purpose
of exchanging two crypto-assets on two separate blockchains without relying on a
third party.!® The key elements of cross-chain atomic swaps are the use of digital
signatures and so-called hashed timelock contracts (HTLC) to support the atomicity
in transferring two assets across two separate ledgers. HTLC is one of the building blocks
of Lightning Networks and similar ideas are also being used in Ripple Interledger
Protocol, although they assume connections between ledgers and could be categorized
as cross-ledger DVP with connection between ledgers.®

3.3.3 Cross-Ledger DVP Arrangements on DLT May Entail Certain
Complexity and Could Give Rise to Additional Challenges

The process of DVP transactions between ledgers that have no connection requires
several steps and interactions between the seller and the buyer (see Appendix).
Depending on the concrete design, this could impact transaction speed and require the
temporary blockage of liquidity. It should also be borne in mind that independently acting
ledgers may inadvertently affect each other operationally. From a risk perspective, the
absence of a fully synchronized process could also expose participants to principal risk
if one of the two counterparties does not complete the necessary steps. Those additional
risk aspects would need to be properly addressed.

Table 1: Comparison between Single-ledger DVP and Cross-ledger DVP

with HTLC
Cross-ledger DVP
Single-ledger DVP with HTLC
Infrastructure Able to perform DVP across DVP can be achieved without
Design different asset classes developing institutional arrangements

or operational procedures between
the two ledgers

Advantages Liquidity efficiency Flexibility
Settlement speed

Issues Flexibility Liquidity efficiency
Scalability Settlement speed
Resiliency

DLT = distributed ledger technology, DVP = delivery versus payment, HTLC = hashed timelock contracts.
Source: Project Stella phase 2 report.

14 From a technical point of view, functionalities that enable cross-chain atomic swaps could be implemented
for non-DLT platforms.

15 The original idea was first described by Tier Nolan in 2013 (https://bitcointalk.org/index.php?
topic=193281). In this study, the modified version of the original Tier Nolan approach was used. For further
information, see annex 5 of the phase 2 report.

16 For further information about HTLC, refer to Poon and Dryja (2016).
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4. CONCLUSION

Project Stella studies the possible use of DLT for FMIs, including large-value central bank
RTGS systems. Phase 1 implemented the processing logic of the standard liquidity-
saving mechanisms in a DLT environment, and the analysis found that an application
could meet the performance needs of an RTGS system. There is a trade-off between
DLT performance and network size or distance between nodes. DLT solutions have the
potential to strengthen resiliency and reliability.

In phase 2, the project team proved that cross-ledger DVP could function even without
any connection between individual ledgers. HTLC and digital signatures would be used
to achieve interoperability between ledgers, while liquidity efficiency and settlement
speed may be negatively affected as a result.

DLT solutions have the potential to improve safety and efficiency of existing systems
adopted at FMIs, yet balancing diverse system requirements demands careful analysis
and consideration. As evidenced by increasing research and proofs-of-concept on DLT
undertaken by many central banks’ and securities exchanges in major jurisdictions,
there are both opportunities and challenges for further exploration.

17 See Figure 6 of BOJ (2018). Between the projects run by central banks, there is a difference in terms of
industry participation and collaboration. Jasper lll, for example, was commissioned by Payments Canada,
TMX Group and Bank of Canada in collaboration with delivery partners Accenture and R3. See Payments
Canada et al. (2018). Project Stella is undertaken by ECB and BOJ, with technical advice from vendors
(see footnote 10).
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APPENDIX

Process Flow for Cross-Ledger DVP with HTLC

The idea behind the cross-ledger DVP is for the two counterparties to agree on transfer
instructions based on the committed records on ledgers and to use HTLC for conditional
delivery of securities and payment of cash. To be concrete, a cryptographic hash function
enables the two counterparties to block the assets to be delivered and a timelock enables
them to recover the assets when the process fails. In addition, as the cryptographic hash
of the secret links all instructions throughout the process flow, like the single-ledger DVP
process flow, there is no need for a specific matching function on the DLT network.

Settlement Success Scenario

In Figure A.1, the seller of securities (Bank A) and the buyer of securities (Bank B) have
agreed to the amount, asset type, locking time, and cryptographic hash function (H) to
be exchanged. The agreement comprises two sets of transfers: (i) eight units of
securities from Bank A to Bank B within 2 hours, and (ii) six units of cash from Bank B to
Bank A within 1 hour.* Both Bank A and Bank B have access to the DLT networks where
securities and cash are settled respectively and the flow of time of these networks is
predictable by both participants.

Settlement is successful when participants follow the following steps:

1. Bank A (original holder of the securities) generates a secret (X) and its hash (Y =
H(X)).? Bank A shares Y with Bank B. As long as a one-way hash function is
used, it is impossible within reasonable assumptions for Bank B to find X from Y.
Bank A creates the first securities instruction (spending of the agreed amount of
securities). In this instruction, Bank A specifies the following two states: (i) the
receiver of the securities will be Bank B if Bank B provides X which satisfies Y =
H(X), or (ii) the receiver of securities will be Bank A if 2 hours pass. Bank A then
signs it and submits the signed instruction to the securities consensus
mechanism.

2. Following the implemented consensus mechanism of the platform, the submitted
first securities instruction is verified and confirmed, and results are written on the
ledger in the securities DLT network.

3. Bank B (original holder of the cash) verifies the content of the committed first
securities instruction of Bank A. Bank B then creates the first cash instruction
(spending of the agreed amount of cash). In this instruction, Bank B specifies the
following two states: (i) the receiver of cash will be Bank A if Bank A provides X
which satisfies Y = H(X), or (ii) the receiver of cash will be Bank B if 1 hour
passes. Bank B signs it and submits the signed instruction to the cash consensus
mechanism.

1 In most of the DLT platforms used in this study, the locking time can be defined either as an absolute time
(e.g., 12:00AM, 31 March 2018) or a relative time (e.g., within 1 hour after the instruction is confirmed).
The locking time used in the process flow description is for illustrative purposes only and actual
implementation would differ based on the configuration of the environment.

2 Either Bank A or Bank B can be the generator of the secret; for this study, Bank A is its generator.

10
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4. Following the implemented consensus mechanism of the platform, the submitted
first cash instruction is verified and confirmed, and results are written on the
ledger in the cash DLT network.

5. Bank A verifies the content of the committed first cash instruction of Bank B. Bank
A then creates the second cash instruction (obtaining of the agreed amount of
cash) providing X, signs it, and submits the signed instruction to the cash
consensus mechanism.

6. Following the implemented consensus mechanism of the platform, the submitted
second cash instruction is verified and confirmed, and results are written on the
ledger in the cash DLT network.

At this point, the agreed amount of cash is transferred from Bank B to Bank A.

7. Bank B obtains X specified in the committed second cash instruction of Bank A.
Bank B then creates the second securities instruction (obtaining of the agreed
amount of securities) providing X, signs it, and submits the signed instruction to
the securities consensus mechanism.

8. Following the implemented consensus mechanism of the platform, the submitted
second securities instruction is verified and confirmed, and results are written on
the ledger in the securities DLT network.

At this point, the agreed amount of securities is transferred from Bank A to
Bank B.

Potential Settlement Fail Scenarios

Settlement could fail if one of the steps described above is not completed. For
cross-ledger DVP with HTLC, this could result in two different risk scenarios. In the first
scenario, settlement is not successful and cash and securities are returned to the original
holders. In the second scenario, settlement is not successful and one of the
counterparties could be exposed to principal risk.

In the first scenario (see Figure A.2 when the process is suspended at step 5), settlement
fails could occur, for example, where the first securities instruction and the first cash
instruction are completed, but Bank A (receiver of cash and generator of the secret) does
not submit the second cash instruction within the predefined locking time (1 hour). In this
case, while the transfer of both cash and securities is not successful, neither
counterparties are exposed to principal risk as the assets are returned to the original
holders after the locking time expires. The counterparties would, however, be exposed
to replacement cost risk and liquidity risk.

11



ADBI Working Paper 1017 M. Kishi

Figure A.1: Process Flow for Cross-Ledger DVP with HTLC
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DLT = distributed ledger technology, DVP = delivery versus payment, HTLC = hashed timelock contracts.
Source: Project Stella phase 2 report.
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Figure A.2: Settlement Fail Scenario of Cross-Ledger DVP with HTLC
(Process Is Suspended at Step 5)
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DLT = distributed ledger technology, DVP = delivery versus payment, HTLC = hashed timelock contracts.
Source: Project Stella phase 2 report.
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Figure A.3: Settlement Fail Scenario of Cross-ledger DVP with HLTC
(Process is Suspended at Step 7)
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DLT = distributed ledger technology, DVP = delivery versus payment, HTLC = hashed timelock contracts.

Source: Project Stella phase 2 report.
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In the second scenario (see Figure A.3 when the process is suspended at step 7),
settlement fails could occur during the process flow where one counterparty (here
Bank A) already retrieved the agreed amount of cash and the other counterparty (here
Bank B) did not complete the second securities instruction within the predefined locking
time (2 hours). In this case, the locking time for the latter instruction will expire and the
original holder (Bank A) can refund the locked assets (securities). Ultimately, this
counterparty (Bank A) will hold both his refunded assets (securities) and the retrieved
assets (cash), while the other counterparty (Bank B) will be exposed to principal risk
for his settled assets (securities). In this specific fail scenario, only one leg of the
transaction is settled and DVP will not be achieved.? This scenario illustrates weakness
of HTLC and stresses the need for further developments.*

3 Several arrangements may be considered to mitigate such risks. For example, the locking time could be
set at a large interval (e.g., 24 hours, 48 hours). A larger difference between the two locking times
increases the likelihood of successful settlements, while it also reduces the efficiency in the use of liquidity
when a settlement fails. Another approach could be for Bank B to incentivize a third party to send the
second securities transaction on its behalf, with the assumption that an instruction with a cryptographic
signature can only be changed by Bank B.

4 Monetary Authority of Singapore, in collaboration with the industry, is exploring the use of DLT, which is
named Project Ubin. The third report of Project Ubin explores how DVP settlement finality, inter-ledger
operability, and investor protection may be realized through specific solutions. One of the differences
between Project Stella phase 2 and Ubin’'s DVP-on-DLT project is that the latter introduces a dispute
resolution mechanism by an arbitrator. The arbitrator would intervene during a process flow when, for
example, a buyer of securities is exposed to principal risk, and pass judgement on possible recourse. See
Monetary Authority of Singapore et al. (2018). Project Stella phase 2, the report of which was published
about 8 months earlier than that of Ubin’s DVP-on-DLT report, does not have such dispute resolution
mechanism, as illustrated in the second settlement fail scenario (see Figure 8).
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