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Abstract: We investigate whether individuals’ self-stated privacy behavior is correlated with their
reservation price for the disclosure of personal and potentially sensitive information. Our incentivized
experiment has a unique setting: Information about choices with real implications could be
immediately disclosed to an audience of fellow first semester students. Although we find a
positive correlation between respondents’” willingness to accept (WTA) disclosure of their private
information and their stated privacy behavior for some models, this correlation disappears when
we change the specification of the privacy index. Independent of the privacy index chosen we find
that the WTA is significantly influenced by individual responses to personal questions, as well as
by different decisions to donate actual money, indicating that the willingness to protect private
information depends on the delicacy of the information at stake.

Keywords: privacy; personal data; social disapproval; WTA experiment; donation experiment

1. Introduction

Privacy is a fundamental human right; but is yours for sale? This is a question that consumers,
especially of seemingly ‘free” online services, face more and more frequently. Oftentimes, people state
that their privacy is highly important to them, but when revealing their actual behavior, e.g., when
using social networks or mobile tracking devices, private information is disclosed without further
ado. This intention-action gap between stated preferences and actual behavior, commonly referred
to as ‘privacy paradox’, has intrigued researchers from different scientific fields since the early 2000s
(see Reference [1] for an overview). Dealing with the issue of privacy is generally difficult: Privacy is
subjective, idiosyncratic and intertemporal; its value varies between different people and different
information, and it may change over time [2]. This heterogeneity might be one reason why empirical
evidence on the existence of the privacy paradox so far is mixed: Some of the literature supports its
existence (e.g., Reference [3-6]), while others provide evidence challenging it (e.g., Reference [7-9]).

Economic experiments attempting to measure the monetary valuation of privacy do not aim
to examine the privacy paradox problem directly. In the current literature, there is no standardized
method of measuring the monetary value of privacy, and, hence, the degree of heterogeneity in
findings is quite substantial. As pointed out in References [10,11], the mixed evidence on privacy
valuation can be explained by three fundamental issues within the study setting: Incentives, saliency,
and transparency. First, not all experimental studies were conducted in incentivized settings [12].
Secondly, some studies emphasized the topic of privacy throughout the experiment, while others made
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privacy issues less salient. Finally, whereas the uses of the data collected in some studies were clearly
mentioned and transparent [10,13], in other studies, this information was kept ambiguous.

Another explanation for the diverse results in the privacy literature is the nature of the private
information potentially to be revealed. Some studies focus on the reservation price (or respondents’
willingness to accept—WTA) disclosure of individual sensitive information, e.g., contact data [13],
private address information, or Facebook data [10], whereas other studies focus on the willingness to
reveal one’s bad deeds [12].! In the experiment presented in this paper, we elicit both aforementioned
types of information and additionally investigate whether people discriminate between their valuations
for keeping “good” and “bad” decisions private. Moreover, while some studies correlate the desirability
of a trait and the WTA for the information disclosure (see Reference [14]), to our knowledge there
are as yet no monetary incentivized studies investigating information disclosure regarding morally
afflicted actual behavior (e.g., donating or taking to/from an organization). When asking for reservation
prices for the willingness to disclose data, from e.g., social networks or online shopping decisions, it
is unclear how the actual content of the data potentially to be revealed differs between individuals.
For example, it seems reasonable to assume that people on average would ask a higher reservation
price for the disclosure of their data if there are many photos from a beach party on their Facebook
timeline than if there are just a couple of photos from a hiking trip. Studies in which Facebook data
or online shopping decisions can be revealed undoubtedly have a high degree of relevance to reality.
However, it is difficult to control for content differences when analyzing such data. Therefore, this
paper contributes and expands the existing literature by using an experimental design that monetarily
quantifies the value that is individually assigned to the information that can potentially be revealed.

In the present study, we examine whether the privacy paradox holds when individuals decide
about revealing potentially sensitive information about actual behavior. In addition to that, our study
considers the incentive, saliency and transparency issues raised by Reference [10]. We conducted an
experiment with first semester students during their university introduction week. First, we collected
information regarding the subjects’ online privacy behavior, as well as their general attitude towards
privacy concerns. Afterwards, we collected some private information from the participants, before
they were given the opportunity to donate or take from three different organizations (henceforth DOT
decisions). By including different types of organizations, we made sure that the DOT decisions had
varying degrees of moral loading, potentially inducing image concerns in case they would be publicly
revealed in front of the audience of fellow first semester students. In the final step of the experiment,
we employed the Becker-DeGroot-Marschak mechanism (henceforth BDM; [15]) to elicit both the
subjects” minimum WTA to have their private information revealed (henceforth WTA getails), as well as
their minimum WTA to have their DOT decisions revealed (henceforth WTApor).

We find that self-stated privacy behavior is positively and significantly correlated with both
WTA getails and WTApoT when we use an additive index for privacy. We no longer observe a significant
correlation when we calculate privacy indices based on factor analysis. Hence, we are not able to
find conclusive evidence for the privacy paradox. We additionally detect that there is no significant
difference between the WTA getaiis and WTAport. As expected, we find significant differences between
DOT decisions for different organizations.

The remainder of this paper is organized as follows. Section 2 reviews relevant literature; Section 3
describes the experimental design, hypotheses and procedures; Section 4 presents the results and a
robustness check; and Section 5 concludes.

In Reference [12], subjects fill out surveys with questions about their sexual behavior, among other things, and can provide
their email address if they want to receive an evaluation. The study finds that a different survey header design influences
the contents of the answers and the willingness to provide one’s own email address. These results are consistent with a
study by Reference [16], whose findings also suggest that the willingness to disclose personal data is context-specific.
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2. Related Literature

Today, privacy is a more important topic than ever. Overall advances in information technology
and the widespread distribution of the internet allows companies to collect vast amounts of user
data, which in turn are combined and analyzed to derive valuable insights about markets, as well
as individual consumers preferences. In this global digital environment, where personal data is
increasingly used as kind of currency to pay for otherwise ‘free’ online services, more and more
questions are being raised regarding the monetary valuation of personal data and privacy. As [2] point
out, both the protection and sharing of personal information induces costs and benefits for individuals,
as well as for society as a whole.

Our paper adds to the literature of the willingness to pay for privacy. Most closely related to our
setting is the experiment by Reference [17]. They used the BDM to evaluate the willingness to share
individuals’ private information with a varying share of other students. By collecting information about
the participants” address and body dimensions, they found that an increasing number of potential
information receivers decreases the willingness to share one’s personal data. The social distance
between the subjects only mattered for women with regards to their body dimensions. Whether the
information to be disclosed is verified only had an effect on men. Another closely related study is
Reference [10], who used the BDM to evaluate the willingness to share individuals” personal data with
a telecommunications company. They varied the potential information which could be transmitted to
the telecommunications company and find that individuals have a higher willingness to sell contact
data, compared to data from their Facebook account. Another finding is that a share of 10 to 20% of
subjects refuse in general to sell their data, whereas a comparable share is willing to sell its data for a
very small amount.

Various studies tried to investigate peoples’ monetary valuation of keeping personal information
private. In one of the earliest empirical contributions to this issue, Reference [14] conducted a series of
experimental auctions. They used information about their participants’ weight and age and asked them
about the minimum amount they would be willing to accept in order to make that information public.
Their findings reveal that the value of privacy depends on the type of information and that there is a
higher valuation of the weight information if perceived as embarrassing. While Reference [14] used
auctions, other studies employed different techniques to elicit the valuation of privacy. These include
choice menus [8,18,19], the already mentioned BDM [10,17], open questions [20] or the indication of a
fixed amount of money [10,13]. While in some empirical studies [10,17] personal data of participants
could be disclosed, in other studies [21,22] the data to be disclosed were endogenously assigned to the
participants in the experiment. Furthermore, various studies in the field of mechanism design [23-25]
address the issue of adequate privacy compensation on the internet.

Other experimental studies tried to tackle the “privacy paradox’ directly. Reference [3] compared
self-reported privacy preferences with actual behavior during online shopping and found that people
tend to reveal a discrepancy between their stated privacy preferences and actual behavior, thereby
providing evidence in favor of the ‘privacy paradox’. This is in line with the findings of [19], who
conducted a field experiment in which individuals could either purchase DVDs from an online store
where they had to reveal their monthly income and their date of birth, or from an online store where
they had to reveal their favorite color and their year of birth. The shops differed in that DVDs in the
first online store were one euro cheaper. They found that significantly more individuals purchased the
cheaper DVDs, although after the experiment, they stated high privacy concerns, thereby revealing
behavior in line with the ‘privacy paradox’. Contrasting evidence is provided by Reference [18], who
tested the willingness to pay additional money for smartphone apps if the app did not reveal private
information to third parties. They find that if the default app exhibits a high level of privacy, individuals
tend to buy a high-level privacy setting with a higher likelihood. In addition, they find that individuals
who stated a high concern for privacy before the experiment, are more likely to purchase the app with
a high privacy level. Reference [26] reviews the literature on studies investigating the privacy paradox
and explains the diversity in research results with the heterogeneity in research methods and contexts,
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as well as different conceptualizations of the ‘privacy paradox’, while generally arguing for revealed -
instead of stated - preference methods.

Potential explanations for exhibiting behavior in line with the ‘privacy paradox’ are consumer
convenience (e.g., a smartphone application that works better by sharing the location information),
preferences for saving time (e.g., users who do not spend sufficient time looking for safer options) or to
have better access to social networks (e.g., Facebook) [27].

3. Method

3.1. Experimental Design

The experiment consisted of six stages. In the instructions (see Supplementary Materials), we
informed participants about the rules of the experiment and that three participants would be randomly
selected to receive payments of at least €100 each at the end of the experiment. We also asked the
participants to answer all questions truthfully and according to their personal opinion. In the second
stage, participants answered a short questionnaire about their attitudes regarding privacy and their
personal behavior related to privacy and data security on the internet. The questionnaire contained
seven items which had to be answered on a five-point Likert scale. As far as we know, no adequate
index for online privacy behavior exists yet. We, therefore, created a provisional index with only a
few items on real life privacy behavior that should theoretically cover the concept. In order to avoid
measurement artifacts through acquisition, we rescaled three of the items so that the subjects achieve a
lower index value through more agreement.

During the third stage, we asked the participants three questions on ‘personal details” which were
not related to each other. We tried to elicit information which could potentially be uncomfortable to
reveal in the presence of others. At the same time, we did not want to make the content of the answers
so unpleasant as to reveal that subjects would possibly not sell at any price. The questions were: (1)
“Would you like to lose weight?’ (henceforth, weight question); (2) ‘Do you smoke?’ (henceforth,
smoke question); and (3) “What was the average final grade of your last school leaving certificate
(e.g., Abitur)?’ (henceforth, grade question). In this stage, as well as in all other relevant stages of
the experiment, we made it clear that those participants with invalid or missing answers would lose
their chance of getting paid. In stage 2 (privacy questionnaire), as well as in stage 3 (personal details)
we tried to select the questions in a way that they seemed to be somewhat familiar to a majority of
our participants. At the same time, we only asked a limited number of questions in order to keep the
experiment simple and concise and to ensure the attention of our participants.

The fourth stage contained the DOT decisions. The purpose of this stage was to collect data
on monetary allocation decisions with a moral component. First, we informed the participants
that they were endowed with an amount of €150 and that three organizations were endowed with
amounts of €50 each. Afterwards, the subjects could choose to donate to or to take from each
organization any amount between €0 and €50, whereas only one decision was to be realized in the end.
Participants could also explicitly indicate that they neither wanted to donate nor take at all. We used
the strategy method [28] and asked the participants to make allocation decisions when matched to
three different organizations: The KSV Hessen Kassel (Kasseler Sport-Verein; a local soccer club), the
ILGA (International Lesbian, Gay, Bisexual, Trans and Intersex Association), and the UNHCR (United
Nations Refugee Agency). Undoubtedly, endowing all individuals with an amount of €150 might affect
their DOT decisions. However, since all participants were endowed with the same amount, this would
only result in a level effect, whereas differences in the DOT decisions can be attributed to participants
individual characteristics.

As the results of Reference [29] show, donations in a dictator game are predominantly zero as
soon as the subjects have a “take” option in addition to a “donate” option. Hence, we used different
organizations with different goals in order to increase the chance that there would be a variation in
the DOT decisions between the participants. Reference [10] point out that it is unclear how and if

7
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students will handle the information made public about other students. Since in our experiment, the
participants were first semester students, we assumed that there would be particularly strong image
concerns involved, because of the importance of making a good first impression.

In the fifth stage, the participants were introduced to the possibility of selling information about
their previous statements and decisions (stage three and four). We, therefore, used the BDM, which
is a standard incentive compatible method for eliciting participants” WTA. We offered subjects the
possibility to buy the right to read out publicly two pieces of information: The minimum amount that
we should pay them to reveal (a) their answers in the “personal details” section (WTA getails), and (b)
their DOT decisions (WTApgr) in front of the audience. We determined our maximum offer for each
piece of information by randomly choosing one of three envelopes containing possible prices. If our
maximum offer for a piece of information exceeded the valuation stated by the participant, then she (or
he) would be paid the amount that was written on the sheet inside the envelope, and her information
would be read out publicly, while she had to stand up to guarantee that all participants could see her.
To guarantee that the participants understood the BDM mechanism, we demonstrated it beforehand by
illustrating an exemplary transaction. In the instructions, we clearly stated that entering WTAs above
€100 would result in the non-disclosure of the information in question. Thus, similar to References [17]
and [10], the random draw of the BDM in our experiment had an upper bound. Reference [30] find that
specifying an upper bound when using the BDM can have an anchoring effect on the decisions of the
subjects. However, as [10] point out, this anchoring can work in both directions. Thus, we decided to
specify an upper bound for WTAs, since otherwise, it might be difficult for subjects to state reasonable
sales prices for the requested pieces of information. As [23] point out, the indication of a reservation
price for the disclosure of private information already constitutes a disclosure of private information.
Applied to our experiment, this implies that participants could indicate a higher WTA in order not to
appear as if their privacy is not of great value to them.

The final stage consisted of a brief questionnaire for getting feedback from the experiment and
collecting basic demographic information.

3.2. Hypotheses

We used our experimental design to test three main hypotheses. Our first hypothesis follows
the findings of [26], that there is mixed evidence about the existence of a privacy paradox. Thus,
we test whether the paradox holds in our setting, which would be reflected by a higher index of
self-stated privacy behavior not affecting the WTA getails and WTApor decisions. Thus, our first main
hypothesis is:

Hypothesis 1 (H1). The index of self-stated privacy behavior is not positively correlated with the WTA getairs
and WTADOT.

For the next hypothesis, we focus on the answers in the “personal details’ section. Regarding the
weight-question, we expect a positive answer to lead to an increase in WTA getails. The possibility that
the stated desire to lose weight will be read out publicly is likely to create an unpleasant feeling among
many participants. Regarding the smoke-question, again, we expect a positive response to lead to an
increase in WTA getails, Since there is a social norm against smoking. For the grade-question, we also
expect that the indication of a poor final school grade will lead to an increase in WTA getai1s. Therefore,
our next hypothesis is:

Hypothesis 2 (H2). Stating the desire to lose weight, being a smoker and indicating a poor high school grade is
positively correlated with WTA getais-

Our final hypothesis is related to the participants” DOT decisions. Participants were already
endowed with a sizeable monetary amount at the start of the DOT decision section. This would
have made a take-decision at least appear greedy or even brash, leading to an incentive to hide such
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decisions. Thus, we expect that taking will lead to an increase in WIApor. Conversely, giving an
additional amount to one of the organizations would have most likely been regarded as generous
or even as exemplary, so people showing such behavior would have had less incentive to hide such
decisions. Thus, we assume that donating to the organizations would generally induce a decrease in
WTApor. The corresponding hypothesis is:

Hypothesis 3 (H3). Taking (giving) from (to) the individual organizations, leads to an increase (decrease)
in WTADOT-

3.3. Experimental Procedure

The experiment took place at the University of Kassel during the introductory week for new
students (October 2018). We ran two sessions of approximately 30 min with pen and paper, and in each
session, only three randomly chosen participants received a real payoff. In total 105 students (44.76%
female, 54.29% male, 0.95% not specified) participated in the experiment. In the first session, we had
61 freshmen from the Economics and Engineering Bachelor Program and in the second session 44 from
Politics, Sociology or History with a minor in economics. The average age of the participants was
20.7 years, whereas 71.84% were younger than 22. Due to incomplete questionnaires, we had to drop
six observations. Subsequently, in total, we have 99 observations for our analysis. All participants got
a small gift (bike saddle cover or a pen) for participating in the study. The average payoff per person
was €8.94. Based on the results of the experiment, we donated €0.00 to the KSV, €165.00 to the ILGA
and €200.00 to the UNHCR. As stated in the instructions, we published the donated amounts on the
university homepage of Bjorn Frank.? In order to prevent participants from inferring the decisions of
the winners, we added a small additional amount of money to the individual donations.

To preserve anonymity, we gave each participant a card with an identification number and
instructions about when and where to collect their respective payment. We distributed sheets of paper
with instructions for the first three stages. Once everybody had filled out the respective questions of
these stages, we collected the completed forms. After that, we explained and demonstrated the BDM.
We then distributed instructions for the remaining stages. After collecting the completed questionnaires,
one of the students randomly drew the two maximum offers for the right to reveal personal details
and the DOT decision. Afterwards, the three participants who received the actual payment and the
organizations that would match each of the selected participants were randomly drawn. We only
revealed the information of the participants whose reservation prices were lower than the selected
prices. In session one, we revealed the personal details of one winner. In session two, we revealed the
personal details, as well as the DOT decisions of one winner.

4. Results

4.1. Descriptive Statistics

Average responses for questions indicating individuals’ privacy preferences are reported in Table 1.
We distinguish between self-stated privacy behavior (questions al-a5) and stated privacy attitudes
(questions a6-a7). Since we find low variation for privacy attitudes, we constructed an index for
privacy concerns consisting of an average of all five privacy behavior questions (al-a5).

2 See, https://www.uni-kassel.de/fb07/fileadmin/datas/fb07/5-Institute/IVWL/Frank/teaching/diverse_bf/Spendennachweis.
pdf (accessed on 27 June 2019).
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Table 1. Average scores for privacy preference indicators.

. Mean
Question (sd)
al. Some websites use special tools to identify returning users and to provide them
. o . . : 3.53
with personalized information (such as advertisements). If a website offered you (1.17)
such a service, would you agree? '
. . . 2 242
a2. How often do you use the private mode (incognito mode) of your web browser? (1.15)
. . 24 2.13
a3. Do you use your real name on social networks (like Facebook)? (1.23)
a4. Do you allow apps on your smartphone, tablet or laptop to determine your 3.03
location and record it if necessary? 24 (1.09)
, 5 2.83
ab. Do you cover up your laptop’s webcam? (1.76)
. o . 3 3.69
a6. How important is privacy to you in general? 0.72)
. . . 3 4.01
a7. How important is the security of your personal data to you? (0.96)

1 We used a five-point Likert scale where 1 means “in no case”, 2 “rather not”, 3 “I don’t know”, 4 “rather yes”, 5
“in any case”. 2 We used a five-point Likert scale where 1 means “never”, 2 “rarely”, 3 “sometimes”, 4 “often”, 5

“always”. 3 We used a five-point Likert scale where 1 means “unimportant”, 2 “rather unimportant”, 3 “important”,

4 “rather important”, 5 “very important”. 4 Since our goal was to indicate preferences for privacy, we recoded the

outcomes of these questions in the opposite direction to have all questions on a common scale.

The mean amount which was donated/taken was €-3.64 to KSV, €16.62 to ILGA and €34.80 to
UNHCR. All means are significantly different from each other (all p-values < 0.01) and we, therefore,
see strong signs of discrimination between the three organizations by our participants. As can be seen
in Figure 1, the distribution of amounts donated/taken varied strongly between the three organizations.
Among our participants a share of 38% decided to take, and 32% decided to neither take nor donate
to the KSV; 15% decided to take, and 22% decided to neither take nor donate to the ILGA; and 5%
decided to take, and 10% decided to neither take nor donate to the UNHCR.

60
1

60
1

60
|

40
1

40
1

40
1

20
|
20
1
20
|

Frequency (% of subjects)

0
1
Frequency (% of subjects)

0
L

Frequency (% of subjects)

0
1

-50 0 50 -50 0 50 -50 0 50
KSV ILGA UNHCR

mean = -3.64 mean = 16.62 mean = 34.80

Figure 1. Distribution of DOT decisions for each organization.

Over all the organizations, a share of 45.45% (88.89%) of our participants decided to take (donate)
from (to) at least one organization, and 10.10% (66.67%) of our participants decided to take (donate)
money from (to) at least two organizations. The mean amounts for WTApoT were never significantly
different within these groups (all p-values > 0.1). In Section 4.2, we conduct a more detailed analysis of
amounts donated/taken to/from the individual organizations.
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Figure 2 shows distributions for WTA getails and WTApor. The average WTA getails Was €48.17, and
the average WTApot was €50.45. Eleven individuals (10.89%) chose a WTA getails that clearly indicates
their preference to exclude the possibility that their personal details would be revealed, whereas 13
(12.87%) indicated the same for their WTApor. It was also clear to participants that any stated value
above €100 would definitely not lead to a disclosure of their personal details or their DOT decisions
in the experiment. Since we did not want to lose these observations and we did not want outliers to
bias our results substantially, we substituted all prizes above €100 with €101 (in the following we also
conducted tobit regressions). A Wilcoxon matched-pairs signed-ranks test revealed that there are no
significant differences between the distribution of WTA getails and WTApor (p = 0.300).3

15 20
1
15 20
1

1
1

5
I
5
I

0
|

Frequency (% of subjects)
0 10
!

Frequency (% of subjects)
10

0 20 40 60 80 100 0 20 40 60
WTA - details WTA - DCT

mean = 48.17 mean = 50.45

80 100

Figure 2. Distribution of willingness to accept (WTA) bids across personal details and DOT decisions.

4.2. Main Regression Results

Table 2 shows the results for an OLS-regression using robust standard errors where the dependent
variable is either the WTA getaitls (Model 1-3) or the WTApor (Model 4-6). The privacy variable in
Table 2 is constructed from the additive index of all privacy behavior questions (al-a5) described in
Section 4.1. The results of these OLS regressions do not support H1, since we find that an increase of
the index for privacy behavior by one unit on average results in an increase of WTA getails between
~€11.33 and ~€12.07, and an increase of WTApor between ~€9.73 and ~€9.78. This effect is robust across
different model specifications, although the significance and effect size drop slightly. However, we
observe this effect is no longer significant in Model (6). Additionally, we find only partial support for
H2. Stating the desire to lose weight increases the corresponding WTA getails roughly between ~€13.60
and ~€16.20. However, we find no support for our hypothesis that any information besides the desire
to lose weight influences WTA getails- Stating that one smokes, or a poor high school grade does not
significantly influence WTA getails- As already pointed out in the descriptive statistic section, we find
a significantly differing donation behavior among the different organizations. The overall donation
is the highest for the UNHCR, followed by ILGA and then KSV. The overall donation-decisions are
significantly different from each other (Wilcoxon matched-pair test, p < 0.01). Furthermore, for Model
(5) in Table 2 we observe that decreasing the donated amount to the ILGA by one euro increases the
minimum WTApot by €0.26. So, we find evidence for H3 only concerning transfers to/from ILGA, but
not for the other two organizations.

3 Ifwe only look at the WTAs below €101, the average values are even closer to each other (WTA getails = €41.84; WTApoT =
€42.43; p = 0.380).
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Table 2. OLS regressions of WTA on self-stated privacy behavior (additive index of al-a5) and
information at stake.

1 (2) 3) 4) (5) (6)
WTA details WTAgetails  WTAgewails WTApor  WTApor  WTApor
privacy 12.07 ** 11.33 ** 11.56 ** 9.73 * 9.78 * 7.99
(4.98) (4.89) (4.95) (5.84) (5.68) (5.87)
weight 13.63 * 16.17 **
(7.46) (7.89)
smoke 7.24 6.57
(8.81) (8.93)
grade -2.13 -1.53
(6.06) (6.07)
KSvV 0.06 0.07
(0.11) (0.11)
ILGA —0.26 ** -0.23
(0.13) (0.14)
UNHCR 0.03 0.03
(0.17) (0.17)
age -0.47 2.59*
(1.53) (1.41)
female -4.03 6.11
(7.74) (7.92)
sessionl 8.08 9.61 8.66 13.71 % 11.13 11.98
(7.21) (7.61) (8.19) (7.64) (7.94) (8.54)
Constant 9.91 9.71 19.08 14.41 19.49 -32.87
(15.46) (24.03) (34.86) (17.56) (18.53) (30.67)
Observations 94 94 92 94 94 92
F 3.55 241 1.88 2.84 2.22 2.70
R? 0.08 0.12 0.13 0.07 0.11 0.13

Robust standard errors in parentheses. * p < 0.10, ** p < 0.05, *** p < 0.01. Out of 99 individuals, we lose five in the
first four model specifications since some participants chose “I don’t know/don’t want to answer” for some of the
privacy questions. Additionally, we lose two more observations in Model (5) and (6) because two participants did
not report their age. KSV, Kasseler Sport-Verein Hessen Kassel, (a local soccer club); ILGA, International Lesbian,
Gay, Bisexual, Trans and Intersex Association; UNHCR, United Nations Refugee Agency.

4.3. Robustness

Since our dependent variable for our main regression had lower (0) and upper (100) bounds,
we also checked whether our results hold in a censored tobit regression, where we find that effect
sizes and significances increase slightly (Table A1l). However, instead of using an additive index for
privacy concerns, we also conducted factor analysis and tested our hypotheses again using indices
which contained different factor loadings of all questions regarding privacy (al-a7, cronbach’s alpha
= 0.54; Table A2) and also double checked by only using an index that provided us with the highest
Cronbach’s alpha (al, a3, a6, a7; alpha = 0.64; Table A3) to see whether our results hold across different
specifications for privacy concerns. Although both indices constructed with factor analysis do not
meet the critical value to be considered acceptable measures for a common underlying concept, we
observe that all four variable specifications correlate reasonably well with each other. Thus, we are
quite confident that we actually measure the same underlying concept (Table A4). We observe that our
results change substantially if we use different variable specifications for privacy concerns since we no
longer observe significant correlations between our indices and WTA'’s, and, therefore, our results no
longer falsify the existence of a privacy paradox in our setting (Tables A5 and A6). Additionally, we
find that the largest part of our result from the first regression using the additive index was driven
by question a5, which asked participants whether they cover their webcam (Table A7). This result
is not surprising, as the question of webcam coverage is more likely than the other questions to be
answered with a very high or very low value on the Likert scale. The corresponding factor loading
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in the index using factor analysis is relatively low, such that the question regarding the covering of
the webcam has less weight than other questions (Table A2). Therefore, we conclude that our results
from the additive index should be interpreted carefully, and a more precise index is needed to measure
individual preferences for privacy on the internet. In Tables A1, A5 and A6 (Appendix A), we still
find partial support for H2 and H3. For these model specifications, stating the desire to lose weight
increases the minimum WTA getails roughly between ~€15.05 and ~€19.21 and decreasing the donated
amount to the ILGA by one euro increases the minimum WTApgt between €0.32 and €0.39.

5. Conclusions

We conducted an experiment to investigate whether the privacy paradox is prevalent in an
analogue classroom setting. We evaluate the WTA bids to disclose private information and DOT
decisions using the BDM and relate the bids to privacy concerns, elicited via survey items. We find
that most subjects are willing to forego considerable potential earnings in order to protect both private
details and DOT decisions. Unlike previous studies [10,13], data disclosure in our experiment has no
real life equivalent. However, we think that the form of data disclosure we have chosen has resulted in
participants having more similar expectations about how their data will be handled than if the data
had been transferred to a physically more distant third party. In addition, the information disclosed
in our study was only announced orally on one occasion and was not disclosed in written form as
in References [10,17]. Therefore, the results of these studies and our results are only comparable to a
limited extent. The prices for the willingness to reveal the personal details and the DOT decisions are
significantly correlated with the stated privacy behavior when we use an additive index for privacy.
However, this result is mainly driven by the individuals’ stated decision to cover up the webcam of
their laptop and should, therefore, not be overinterpreted. We find that delicate information, like
stating the desire to lose weight and the DOT regarding the ILGA, significantly affects the willingness
to reveal the information. A possible explanation for this behavior is that individuals try to avoid
shameful exposure. Especially since our subjects were first semester students, they might have a
particular interest in hiding possible embarrassing behavior in front of their new peers. However,
we do not find conclusive and robust evidence for behavior which is not in line with the privacy
paradox. Although we observe that individuals who state a higher preference for privacy in the
questionnaire also demand a higher price for revealing their private information, this largely depends
on the corresponding specification of our measure for privacy concerns. Future research would benefit
from refined comprehensive indices measuring individual preferences for privacy on the internet.

Supplementary Materials: The following are available online at http://www.mdpi.com/2073-4336/10/3/28/s1, S1:
Experimental instructions.
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Table A1. Tobit regressions of WTA on self-stated privacy behavior (additive al-a5) and information

at stake.
@ ) 3) (€] (5) (6)
WTAgetaits  WTAgetails ~ WTAgewits WTApor  WTApor  WTApor
privacy 12.38 ** 11.48 ** 11.76 ** 12.15* 12.39 * 10.19
(5.80) (5.74) (5.89) (6.78) (6.69) (6.82)
weight 15.05 * 17.83 **
(8.41) (8.74)
smoke 7.98 7.28
(10.28) (10.37)
grade -2.81 -2.27
(7.13) (7.19)
KSvV 0.13 0.14
(0.14) (0.14)
ILGA —0.34 ** —-0.32*
(0.17) (0.18)
UNHCR 0.06 0.07
(0.20) (0.20)
age -0.57 3.55*
1.77) @.11)
female —4.45 7.81
(8.97) (10.26)
session 10.99 12.44 11.36 19.91 ** 17.20 * 17.93 *
(8.41) (8.73) (9.43) 9.72) (9.75) (10.52)
Constant 10.08 11.32 22.83 8.26 13.68 -57.99
(16.95) (26.36) (44.55) (19.81) (20.17) (46.31)
sigma 38.95 *** 38.06 *** 38.09 *** 44.66 *** 43.64 *** 43.27 ***
(3.28) (3.20) (3.25) (3.92) (3.83) (3.85)
Observations 94 94 92 94 94 92
pseudo R? 0.01 0.01 0.01 0.01 0.02 0.02

Robust standard errors in parentheses. * p < 0.10, ** p < 0.05, *** p < 0.01. Out of 99 individuals, we lose five in the
first four model specifications since some participants chose “I don’t know/don’t want to answer” for some of the
privacy questions. Additionally, we lose two more observations in Model (3) and (6) because two participants did
not report their age.

Table A2. Factor loadings using all privacy questions.

Variable Factor Uniqueness

al 0.49 0.76

a2 0.26 0.93

a3 0.34 0.88

a4 0.53 0.72

ab 0.12 0.98

a6 0.67 0.55

a7 0.58 0.66
eigenvalue 1.51
alpha 0.54
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Table A3. Factor loadings using Factor with highest alpha.

Variable Factor Uniqueness
al 0.49 0.76
a4 0.51 0.74
a6 0.65 0.58
a7 0.58 0.66
eigenvalue 1.25
alpha 0.65

Table A4. Correlation between different privacy concern specifications.

Factor Analysis Factor Analysis

Indices (a1-a7) (a1, a3, a6, a7) Additive (al-a7) Additive (al-a5)
factor analysis (al-a7) 1.00
factor analysis (al, a3, a6, a7) 0.98 *** 1.00
additive (al-a7) 0.89 *** 0.81 *** 1.00
additive (al-a5) 0.73 *** 0.62 *** 0.95 *** 1.00

Robust standard errors in parentheses. * p < 0.10, ** p < 0.05, *** p < 0.01.

Table A5. Tobit regressions of WTA on self-stated privacy behavior (factor analysis al-a7) and
information at stake.

1) (2) (3) 4) (5) (6)
WTA details WTAdetails  WTAgetaits WTApor  WTApor  WTApor
privacy 0.96 4.70 5.02 6.51 8.79 1.92
(23.03) (22.27) (22.56) (24.97) (24.96) (24.68)
weight 16.94 * 19.21 **
(8.71) (9.30)
smoke 7.74 7.29
(10.66) (10.84)
grade —4.44 -3.80
(7.04) (7.11)
KSvV 0.11 0.11
(0.14) (0.14)
ILGA —0.35 ** -0.32 %
(0.17) (0.18)
UNHCR 0.09 0.09
(0.23) (0.23)
age -0.33 3.85*
(1.74) (1.96)
female -1.65 10.69
(8.96) 9.61)
session 12.79 13.51 13.55 21.42 ** 18.38 * 19.98 *
(8.47) (8.64) (9.16) (9.48) (9.62) (10.39)
Constant 43.01 *** 43.61* 48.75 37.81 ** 42.13 #** -40.17
(13.20) (24.00) (40.67) (14.83) (15.93) (40.34)
sigma 40.17 *** 39.09 *** 39.14 *** 45.48 *** 4447 *** 43.83 ***
(2.98) (3.04) (3.14) (3.25) (3.28) (3.30)
Observations 94 94 92 94 94 92
pseudo R? 0.00 0.01 0.01 0.01 0.01 0.02

Robust standard errors in parentheses. * p < 0.10, ** p < 0.05, *** p < 0.01. Out of 99 individuals, we lose five in the
first four model specifications since some participants chose “I don’t know/don’t want to answer” for some of the
privacy questions. Additionally, we lose two more observations in Model (3) and (6) because two participants did
not report their age.
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Table A6. Tobit regressions of WTA on self-stated privacy behavior (factor analysis al, a3, a6, a7) and
information at stake.

1) ) 3) 4) (5) (6)
WTA getails WTAgetaits  WTAgewails WTApor  WTApor  WTApor
privacy -5.82 -1.52 -1.34 5.12 5.65 -0.90
(22.91) (22.35) (22.67) (24.18) (24.03) (23.77)
weight 17.03 ** 19.10 **
(8.37) (8.97)
smoke 5.40 5.04
(10.62) (10.80)
grade -4.16 -3.58
(6.71) (6.86)
KSv 0.14 0.14
(0.14) (0.14)
ILGA -0.39 ** —0.36 **
(0.17) (0.18)
UNHCR 0.09 0.10
(0.22) (0.22)
age -0.41 3.61*
(1.71) (1.90)
female -1.13 12.42
(8.82) (9.23)
session 17.04 ** 17.65 ** 17.99 ** 23.35 ** 20.22 ** 22.45 **
(8.19) (8.45) (9.02) (9.11) (9.23) (9.98)
Constant 44,13 *** 43.65 * 50.18 37.92 ** 43.43 *** -35.20
(14.17) (23.75) (40.27) (15.46) (16.18) (39.76)
sigma 40.22 *** 39.17 *** 39.22 *** 45.04 *** 43.82 *** 43.10 ***
(2.88) (2.93) (3.02) (3.11) (3.13) (3.16)
Observations 99 99 97 99 99 97
pseudo R2 0.00 0.01 0.01 0.01 0.01 0.02

Robust standard errors in parentheses. * p < 0.10, ** p < 0.05, *** p < 0.01. We lose two observations in Model (3) and

(6) because two participants did not report their age.

Table A7. OLS regression of WTA on privacy behavior.

1) (2)
WTAdetails WTADOT
al -0.91 -0.70
(3.58) (3.54)
a2 0.22 -0.47
(3.22) (3.39)
a3 2.71 0.03
(2.93) (3.02)
a4 -1.39 1.32
(3.70) (3.69)
ab 8.38 *** 7.18 ***
(1.94) (2.13)
Constant 25.95* 29.28 *
(15.47) (17.28)
Observations 94 94
F 4.28 2.35
R? 0.19 0.12
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