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Abstract: This paper analyses whether competition law can help to solve problems of 
access to data and interoperability in IoT ecosystems, where often one firm has exclu-
sive control of the data produced by a smart device (and of the technical access to this 
device). Such a gatekeeper position can lead to the elimination of competition for after-
market and other complementary services in such IoT ecosystems. This problem is ana-
lysed both from an economic and a legal perspective, and also generally for IoT ecosys-
tems as well as for the much discussed problems of “access to in-vehicle data and re-
sources” in connected cars, where the “extended vehicle” concept of the car manufac-
turers leads to such positions of exclusive control. The paper analyses, in particular, the 
competition rules about abusive behavior of dominant firms (Art. 102 TFEU) and of firms 
with “relative market power” (§ 20 (1) GWB) in German competition law. These provi-
sions might offer (if appropriately applied and amended) at least some solutions for 
these data access problems. Competition law, however, might not be sufficient for deal-
ing with all or most of these problems, i.e. that also additional solutions might be needed 
(data portability, direct data (access) rights, or sector-specific regulation).  
 
JEL classification: K23, K24, L62, L86, O33 
 
Keywords: Internet of Things, data sharing, data access, competition, digital economy, 
connected cars 
 
 

                                                 
* Professor of Economics, Marburg Centre for Institutional Economics (Macie), School of Busi-
ness & Economics, University of Marburg, kerber@wiwi.uni-marburg.de. The author declares no 
conflict of interest. 



1. Introduction 
 
The “Internet of Things”, i.e. smart connected devices that are collecting, producing, and 
processing often huge amounts of data, are spreading exponentially in private and 
business environments as well as in public places. Besides the already ubiquitous 
smartphones, smart home applications (as smart TV, personal assistants as Alexa), 
smart agriculture (with data-collecting farm machinery), smart retailing, smart manufac-
turing, and also smart cities applications indicate the wide range of IoT applications. The 
problem of the governance of the huge amount of data collected and produced in IoT 
has raised not only questions about privacy and data protection but has also led to a 
new discussion about data access and data-sharing as part of the recent more general 
discussion about the new challenges of the digital economy for competition policy. Due 
to the essential role of data for innovation in the digital economy, there are large con-
cerns that firms can use their exclusive control of certain sets of data for impeding com-
petition and innovation, e.g. by blocking market entry of other firms, or leveraging their 
market power to other markets.1 This article wants to focus on the question whether 
and to what extent competition law might provide options for solving data access prob-
lems in IoT contexts. Since the structures of IoT applications can be very different, this 
paper focusses on one particularly important group of cases, in which digital ecosys-
tems emerge and often one firm, usually the manufacturer of the IoT device, controls 
the collected data and/or the technical access to the device. This might lead to the prob-
lem that this firm has a gatekeeper position with regard to this ecosystem and the data 
which might allow for the control of all markets, whose products and services either 
need access to these data and/or access to the ecosystem for offering them to the con-
sumers, who are often locked-in into these ecosystems, usually after the purchase of 
the IoT device.2  
 
In this paper the example of “access to in-vehicle data and resources” in connected cars 
will be used, because here already a well-developed policy discussion has emerged 
about a clear conflict between the car manufacturers, who through the application of the 
so-called “extended vehicle concept” are in such a gatekeeper position through their 
exclusive control of the access to the in-vehicle data and to the connected car, and a 
broad group of independent service providers. They claim that this position of the car 
manufacturers leads to the danger of foreclosing them from the emerging ecosystem of 
connected driving, which would lead to less competition, innovation, and consumer 
choice for car users. Whereas the car manufacturers defend their concept (with the im-
                                                 
1 See, e.g., Schweitzer/Haucap/Kerber/Welker (2019, 29), Crémer/de Montjoye/Schweitzer 
(2019, 73). 
2 Therefore the article does not focus on the discussion about data-sharing for AI and training of 
algorithms, or the discussion about direct data-sharing with horizontal competitors as in the pro-
posal of Prüfer/Schottmüller (2017). 
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plication of closed ecosystems) with safety and security reasons, the independent ser-
vice providers demand a regulatory solution for solving the competition problems 
caused by this position of exclusive control of the car manufacturers. This example is 
also particularly interesting, because one of the possible solutions that is being dis-
cussed (and demanded by the independent service providers) is the transition to a dif-
ferent technological solution, i.e. an open interoperable telematics platform, which would 
eliminate the gatekeeper position of the car manufacturers and allow the possibility that 
the car users themselves have the control about the access to the in-vehicle data and 
the connected car.3 Therefore this example also shows that the competition problems in 
these ecosystems can be caused not only be the exclusive control of data but also by 
lacking interoperability and the closedness of these ecosystems. Although the EU 
Commission has acknowledged with regard to connected cars the existence of this 
competition problem and the need for dealing with these access problems in the eco-
system of connected driving, it has so far been very reluctant in proposing regulatory 
initiatives, i.e. this is a still open and unsolved policy question.4 
 
Although this paper uses the connected car example, its main objective is to discuss in 
a general way the question whether and to what extent competition law is capable of 
solving problems of data access and data-sharing with regard to digital ecosystems in 
IoT contexts. As an economist, I will analyse these issues primarily from an economic 
policy perspective. Therefore this paper is based upon the broad discussion on the law 
and economics of rights on data (ownership/access/governance of data),5 previous re-
search of the author on data access problems in connected cars,6 as well as the recent 
economic and legal discussion about solving data access in competition law, as, in par-
ticular, the three recent reports about challenges of the digital economy for competition 
law in Germany, the UK and the EU, all of which have put a special focus also on these 
data access problems in digital ecosystems and IoT contexts.7 Therefore in section 2 
first a brief overview about the most relevant results of the economics of digital ecosys-
tems and the economics of data and interoperability with regard to such ecosystems will 
be presented. This is followed in section 3 by an overview about the competition and 
other market failure problems in our example of the ecosystem of connected driving. 
This also includes the policy question about more suitable solutions than the current 
                                                 
3 See for this discussion TRL (2017), Kerber (2018), and the literature in section 3. 
4 See EU Commission (2018a, 13), in which the Commission acknowledged the problem and 
announced a recommendation, which so far has not been published.  
5 See Zech (2016), Kerber (2016, 2017), Drexl (2017a, 2017b, 2018), Schweitzer/Peitz (2018), 
Schweitzer (2019). 
6 See Kerber/Frank (2017), Kerber (2018), and Kerber/Gill (2019); from an economic perspecti-
ve see also Martens/Mueller-Langer (2018). 
7 See Schweitzer/Haucap/Kerber/Welker (2018) (German report), Furman et al (2019) (UK re-
port), and Crémer/de Montjoye/Schweitzer (2019) (EU report).  
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extended vehicle concept for facilitating competition and innovation through easier ac-
cess to the in-vehicle data and the connected car. 
 
Section 4 is the main part of this paper that analyses to what extent European (and also 
German) competition law can be used for solving such data access problems with re-
gard to digital ecosystems. Section 4.2 will focus on the question whether the refusal to 
grant access to data within an IoT ecosystem can be an abusive behavior of firms with 
market power. An important result of the analysis is that firms that control exclusively 
the access to certain sets of data and/or an ecosystem can be seen as dominant ac-
cording to Art. 102 TFEU with regard to aftermarket and other complementary services, 
and their refusal to give access can be an abusive behavior due to the leveraging ef-
fects of market power on these secondary markets within the ecosystem. Although a 
careful analysis of the markets and a sophisticated balancing of the positive and nega-
tive effects of such a mandatory solution for access is necessary, we will see that from 
an economic perspective the requirements for granting mandatory access with regard to 
data might be considerably more flexible than in the traditional “essential facility” doc-
trine for access to physical facilities and IPRs. Another briefly addressed option is the 
use of Art. 102 TFEU for getting technical access to connected devices for solving in-
teroperability problems. Since proving market dominance with regard to firms that have 
exclusive control of ecosystems might turn out to be difficult, this article will also discuss 
a recent proposal about applying also the provision of § 20 (1) GWB in German compe-
tition law, which prohibits abusive behavior of firms with “relative market power” (bilat-
eral dependency of firms), for solving access problems to data in digital ecosystems 
(including a proposal for amending German competition law in that respect).  
 
Overall, sections 4.2 will show that the provisions in European (and German) competi-
tion law about abuse of market power can be a powerful instrument for solving access 
problems with regard to IoT ecosystems, but that these case groups have to be devel-
oped step-by-step, which might be difficult and need a long time. Therefore, in section 
4.3, it will also briefly be discussed, whether and how European competition law can be 
used for preventing the emergence of such positions of exclusive control of access to 
data. In addition to merger control and the law of abuse of dominance (e.g., regarding 
foreclosure strategies of acquiring data), also the prohibition of horizontal agreements 
between manufacturers of connected devices (as connected cars) are relevant (Art. 101 
TFEU). In that respect a preliminary analysis will suggest that the “extended vehicle 
concept” of the car manufacturers might itself be seen as an (perhaps non-exemptible) 
anticompetitive horizontal agreement that restricts their competition on technology and 
governance of data, and leads to such exclusive gatekeeper positions in closed ecosys-
tems of connected driving. 
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In the brief final chapter 5 the results of chapter 4 will be discussed in the broader con-
text of other solutions for solving data-sharing problems and the access to digital eco-
systems. Important conclusions will be that competition law can and should be used 
much more for solving these access problems to digital ecosystems, but that a compre-
hensive policy discussion should also take into account a broad set of other instruments 
for achieving satisfactory results. This can encompass facilitating more voluntary data-
sharing between firms, the use of the data portability right (Art. 20 GDPR), direct legisla-
tive measures for defining access rights to data, measures for facilitating interoperabil-
ity/standardization, and also sector-specific regulatory solutions (as, e.g. for connected 
cars). However, it will be claimed that competition law can and should always play an 
important role as general fallback solution in the case of the lack of other effective solu-
tions. 
 
 
2. Connected devices and IoT ecosystems: Some economics of data access and 

interoperability problems 
 
Although the data access problems might vary considerably with regard to IoT applica-
tions (due to different economic and technological conditions), the current discussion 
about data access and data-sharing problems has shown the relevance of several eco-
nomic reasonings about data and competition problems for digital ecosystems in IoT 
contexts. This section will provide a brief overview about the most important economic 
theories.  
 
Economics of data: Since data are non-rival in use, i.e. the same data can be used by 
many firms with marginal costs of zero, a simple welfare economics analysis would im-
ply that data should be used as much as possible for maximizing the value from these 
data. The danger of under-using the huge amount of existing data has been well recog-
nized in the current discussion about the data economy, leading to demands for facilitat-
ing data-sharing, esp. also for data-driven innovation (e.g., also for data analytics and 
training of algorithms).8 However, also the costs for the collection, processing, storage, 
and communication of data in connected devices have to be considered. These costs 
can be covered either through the price of this device (paid by the users) and/or by the 
manifold options for monetizing these data, which are often kept under the exclusive 
control of the manufacturer of the device. The exclusive de facto control of the data is 

                                                 
8 See the Communication “Building a European Data Economy” of the EU Commission (2017a). 
However, for personal data such a simple welfare-theoretic reasoning might be misleading, if 
the privacy of persons and therefore their personal data are especially protected in a jurisdic-
tion, as, e.g., in the EU, where privacy is protected as a fundamental right. Each additional use 
of personal data can violate the privacy rights of these persons. 
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economically similar to a de facto (but not legal) ownership of the data.9 Since however 
in many IoT contexts (as also in the connected car example) often a number of firms / 
consumers contribute to the production of the data and/or need access to these data for 
offering services to the users of this connected device (multi-stakeholder situation), the 
exclusive control of the data by one firm (usually the manufacturer) might be an eco-
nomically suboptimal solution for the governance of these data due to manifold hold-up 
problems with regard to the other stakeholders and too high prices for data access 
(leading to an inefficient underuse of data).10  
 
Economics of interoperability: In addition to that, manufacturers usually also have the 
possibility to decide on the degree of interoperability of their devices, i.e. to what extent 
the owner of a device can give access to this device to other service providers and/or 
enabling them to offer additional services on this device (open vs. closed ecosystems). 
This might be traditional aftermarket services, as, e.g., repair and maintenance ser-
vices, or additional services that are complementary to the services of the device. Im-
portant results of the economics of interoperability are, (1) that often more interoperabil-
ity can lead to advantages in terms of more competition and innovation on markets for 
complementary products and services and to a larger choice of the users of the device, 
but (2) that there also might be advantages of closed proprietary systems, especially 
with regard to quality and product differentiation.11 However, economic theory has 
shown that firms often have too many incentives for choosing systems with a too low 
level of interoperability, leading to too closed systems with a too low level of openness 
and interoperability.12 This problem also seems to be very relevant with regard to IoT 
applications, where many complaints about too many firm-specific proprietary solutions 
can be found, leading to the demand for more interoperability and standardization.13 
 
Economics of ecosystems, user lock-in, bundling and leveraging problems: Through 
controlling the access to the data of connected devices as well as to the device itself, 
the manufacturer of a device gets into the position of a monopolistic gatekeeper to the 
                                                 
9 For the discussion why there is no need for an introduction of exclusive IP-like rights for data 
from an economic perspective see Kerber (2016) and the other references in fn. 5. 
10 See for the data governance problems in multi-stakeholder situations as they are typical in 
many IoT ecosystems Kerber (2017) and Kerber/Frank (2017) about the concept of data gov-
ernance regimes. For the economics of data see also Duch-Brown et al (2017) and Schweit-
zer/Peitz (2017). 
11 For advantages and costs of interoperability see Palfrey/Gasser (2012), Gasser (2015), and 
from an economic perspective Choi/Whinston (2000), Farrell/Simcoe (2012), and as overview 
from a competition law perspective Kerber/Schweitzer (2017, 41). 
12 For market failures with regard to interoperability (and standardisation) due to misaligned 
incentives see Farrell/Weiser (2003), Farrell/Simcoe (2012), and more generally Ker-
ber/Schweitzer (2017, 42-48) and Furman et al (2019, 71).  
13 See PwC (2017, 132) 
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entire ecosystem of services and products that can be offered through or in combination 
with this device. Due to the investment in the connected device (and other sunk costs) 
the users can have large switching costs (lock-in). Such an exclusive control of the ac-
cess to the data of the connected device and/or the technical access to the device can 
be used by the manufacturer of the device (as a primary product) for foreclosing all in-
dependent providers of services on the markets for aftermarket and complementary 
services (secondary products), as far as such an access is necessary for providing 
these services and entering these markets (“essential resources”). Therefore the manu-
facturer can leverage this monopolistic gatekeeper position to all markets for those ser-
vices which depend on this access, and therefore can control these markets.14 This 
problem is well-known in the economic and legal literature about aftermarkets but can 
have a much larger relevance in digital ecosystems due to the often broader range of 
complementary services in digital ecosystems (or on digital platforms).15 From an eco-
nomic perspective this can be seen also as a de facto bundling strategy, because the 
user of the device is not free to choose providers of aftermarket and other complemen-
tary services in the digital ecosystem but has to accept the entire bundle of the con-
nected device and services offered by the manufacturer.16 Important is that such a 
bundling strategy can be implemented either by denying access to necessary data, lack 
of interoperability, or also through a contractual bundling of these services. 
 
However, from a competition economics perspective it is not clear whether such closed 
ecosystems and bundling strategies are really harming the consumers, even if inde-
pendent service providers are foreclosed from these secondary markets. One important 
question is whether systems competition among the manufacturers of connected devic-
es works so well that it can be seen as a sufficient substitute for the lacking competition 
processes on the markets for complementary services. The lower the value and durabil-
ity of the device, the smaller and less complex these bundles are, the better informed 
the users of these devices are about the benefits and costs of these bundles, and the 
lower the switching costs (through sunk costs) for the users are, the better systems 
competition might work.17 Therefore a careful and deep case-specific analysis of this 
                                                 
14 Please note that there might be complementary services, which only need access to the data 
produced with the device, others might need technical access to the device, and again many 
others might need both.  
15 See for the economics of these ecosystems, supply-side economies of scope, consumption 
synergies, bundling, gatekeeper positions, and the leveraging of market power as well as the 
effects on market entry and innovation see the comprehensive survey of economic literature in 
Bourreau/de Streele (2019, 9-21).  
16 This does not mean that all these services are offered by the manufacturer itself or that the 
user of the device cannot choose between service providers, but it is the manufacturer who has 
exclusive control whether and under what conditions service providers can enter these markets.  
17 See for the economics of aftermarkets Shapiro/Teece (1994), Shapiro (1995), Borenstein et 
al (2000), Hawker (2011), and the broad legal and economic overview in OECD (2017). 
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question might lead to different conclusions for different connected devices and IoT 
ecosystems. This is also directly related to the question whether the bundling of the de-
vice with other services has positive effects on efficiency and innovation, e.g., through 
economies of scope on the supply-side or consumption synergies on the demand-side. 
Therefore it has to be asked whether the benefits of a closed ecosystem, in which one 
firm has exclusive control as a gatekeeper and can foreclose competition on these sec-
ondary markets, can be expected to be larger than the benefits of competition through 
independent service providers on the markets for aftermarket and other complementary 
services in these ecosystems.  
 
Therefore in IoT ecosystems three different market failure problems can emerge: (1) 
The possibility of exclusive control of the manufacturer about the data produced with the 
device and the technical access to the device can lead to competition problems on the 
secondary markets for aftermarket and other complementary services. (2) There might 
be a market failure with regard to the optimal level of interoperability leading to the dan-
ger of too closed ecosystems. (3) The exclusive control of data can also lead to an un-
der-utilization of these data, esp. also with regard to the reuse of these data outside of 
these IoT ecosystems.18 Whereas the last concern also refers to the current discus-
sions about the benefits of data aggregation and about (mandatory) data-sharing with 
respect to AI applications and training algorithms (which is beyond the scope of this pa-
per),19 we will focus on the potential negative effects for competition and innovation 
through the exclusive control of access to (a) the data and (b) the connected device (in-
teroperability). Important is that these two problems often have to be solved simultane-
ously. This can be called the “twin problem” of data and interoperability in IoT ecosys-
tems. The often (but not always) existing simultaneous relevance of both problems has 
been particularly emphasized in the EU and UK report.20 In that respect, the EU report 
offers a valuable distinction between “data interoperability” as the combination of data 
portability and protocol interoperability, which implies that a specific form of interopera-
bility is necessary for enabling data access / sharing / portability, and the socalled “full 
protocol interoperability” that, in addition to that, also allows that independent service 

                                                                                                                                                             
Crémer/de Montjoye/Schweitzer (2019, 88-91) emphasize the need for “an update of the tradi-
tional competition law analysis of aftermarkets” in regard to the specificities of data (ibid., 10). 
18 See for such a market failure framework Kerber (2018, 316-325), which also entails in addi-
tion the huge problems of “notice and consent” solutions with regard to privacy policies in the 
contracts between the manufacturers of connected devices and the consumers (ibid., 323). 
Here market failures through information and behavioral problems can arise, as they are well-
known from the “privacy paradox” discussion. These problems of connected devices and IoT 
ecosystems are not discussed in this paper.  
19 See, e.g., Schweitzer/Haucap/Kerber/Welker (2018, 185). 
20 See Cremer/de Montjoye/Schweitzer 2019, 83-86), Furman et al (2019, 71-74). 
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providers can interoperate with the IoT ecosystem.21 Both forms of interoperability are 
deeply linked with needs for standardisation. Whereas for “data interoperability” the in-
troduction of APIs is seen as a possible solution (ibid., 84), “full protocol interoperability” 
is much more difficult to achieve, and can also raise significant safety and security is-
sues (as we will see in the connected car example).   
Whatever policy instrument will be used for solving these problems (competition law, 
data access rights, data portability right or sector-specific regulation), from an economic 
perspective it is always necessary to find a governance solution for these data and the 
access to the ecosystem (interoperability), which carefully balances the often manifold 
benefits and costs of different solutions for avoiding harm to consumers and respecting 
other legitimate interests (as, e.g., privacy or business secrets and intellectual property 
rights). 
 
 
3.  The problem of “Access to in-vehicle data and resources” in the ecosystem of 

connected driving 
 
The connected car is one of the most important examples of IoT applications with the 
emergence of a new ecosystem of connected driving with its own specific problems of 
data access and data-sharing as well as interoperability problems. Important character-
istics of the connected car are that a huge amount of different kinds of data are collect-
ed, produced, and processed in the car (often through sensors). These “in-vehicle data” 
can be technical data about the car and its components, data about road, weather and 
traffic conditions, the driving behavior of the car drivers, location data but also data 
about the use of entertainment, navigation and many other services of the car users.22 
Through mobile communication with external entities (“connectivity”) data can be trans-
mitted in real-time from and to the car, which technically allows a direct real-time access 
to the in-vehicle data but also the transmitting of data to the car. The connectivity and 
the in-vehicle data allow for many new (and innovative) services that can be offered to 
the car users. They can include new forms of repair and maintenance services (as, e.g. 
remote diagnostics and maintenance), navigation services, parking apps, search ser-
vices for hotels and restaurants, entertainment, online-shopping, but also new insurance 
schemes (as used-based insurance), and many others.23 The ecosystem of connected 
driving encompasses therefore a large number of complementary services (including 
                                                 
21 See Crémer/de Montjoye/Schweitzer (2019, 84-85). In the Furman report the implementation 
of personal data mobility and systems with open standards is seen as one of the tools within 
their “pro-competition policy in digital markets” (Furman et al 2019, 57-79). 
22 Most of these data are personal data according to the GDPR. 
23 See generally about connected cars OECD/ITF (2015); Anderson et al. (2016), Alonso 
Raposo et al. (2017); for the new business opportunities through the connected car see McKin-
sey (2016). 
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aftermarket services), which can offer many benefits to the car users during connected 
driving, and also a broad range of firms that would like to provide these complementary 
services to the car users, and which jointly with the car manufacturers (OEMs: original 
equipment manufacturers), component suppliers, and authorised dealers and repairers 
can be seen as part of this ecosystem of connected driving. 
 
The current policy discussion about “access to in-vehicle data and resources” in the 
transition to connected cars24 is triggered by the attempt of the car manufacturers to 
establish the “extended vehicle concept” as general solution for the governance of the 
in-vehicle data and the connected car.25 This concept implies that all in-vehicle data 
are directly transmitted to an external proprietary server of the OEMs, which gives them 
an exclusive de facto control of these data, and access to these data is only possible 
through the OEMs. Additionally, the “extended vehicle concept” also implies that the 
OEMs have exclusive technical access to the connected car, i.e. car users cannot allow 
independent service providers direct access to the car, e.g. for performing repair and 
maintenance services. Therefore the “extended vehicle” concept leads to closed propri-
etary ecosystems of the OEMs, in which they have exclusive control both about the in-
vehicle data and the access to the IT-system of the cars. OEMs defend this closed eco-
system with safety and security arguments. As a consequence, the OEMs have a mo-
nopolistic gatekeeper position with respect to the markets for all aftermarket and other 
complementary services within these brand-specific ecosystems of connected driving, 
which require access to either in-vehicle data and/or the connected car. This also im-
plies a lock-in situation for the car owners, because after buying the car they only can 
choose between the services and service providers the OEMs are offering. Therefore 
the concerns of the independent service providers that the implementation of the “ex-
tended vehicle” would allow the OEMs to foreclose them from the markets for aftermar-
ket services and other complementary services in the ecosystem of connected driving 
are justified.26  
 
In the policy discussion about the problem of “access to in-vehicle data and re-
sources”27 a broad coalition of independent service providers demands a regulatory 

                                                 
24 See for this discussion C-ITS platform (2016), TRL (2017), Kerber (2018, 312-315); for posi-
tion papers of the stakeholders see ACEA (2016a, 2016b), VDA (2016), FIGIEFA (2016), FIA 
(2016), AFCAR (2018), and as an overview of the positions of the stakeholders Specht/Kerber 
(2018, 49-55). 
25 For the “extended vehicle” concept see ACEA (2016a, 2016b) and VDA (2016). 
26 For the already existing mandatory access regime for necessary technical information for 
traditional repair and maintenance services, see below at the end of this section. 
27 This term also shows the twin character of access to the “in-vehicle data” and access to “re-
sources” of the car. The latter means primarily the IT system of the car for either downloading 
data (“read”) or also uploading data or providing services in the connected car (“write”) as re-
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solution for these access problems.28 For the short-term, the so-called “shared server” 
concept has been proposed. This would imply the same technical solution of transmit-
ting all in-vehicle data to an external server, but this server would be under the govern-
ance of a neutral entity, which could provide non-discriminatory access to the in-vehicle 
data to all stakeholders (including the OEMs) in this ecosystem, which would lead to a 
level-the-playing field with regard to access to the data for the secondary markets. In 
the long run, the preferred technical architecture for the Independent service providers 
would be an open, interoperable telematics system, the “on-board application platform”. 
This is a technical solution that would establish industry-wide standardised interfaces for 
V2X communication of connected cars, and would therefore offer the technical possibil-
ity of direct access to the in-vehicle data and the IT-system of the car. It would techni-
cally enable the car drivers to decide directly who gets access to in-vehicle data and the 
IT system of the car. The basic idea of both solutions is the elimination of the exclusive 
“monopolistic” control of the OEMs regarding access to in-vehicle data and resources. 
The independent service providers claim that such a regulated solution would lead to 
more competition, innovation, and consumer choice than the currently applied “extend-
ed vehicle concept”. 
 
How can the “extended vehicle” concept with its implication of closed ecosystems be 
assessed from an economic perspective? In the following, only a summary of prelimi-
nary results of the few studies that exist on this problem can be presented.29 The con-
trol of the brand-specific ecosystems allows the OEMs several strategies: They can 
monopolise certain services entirely for themselves by not giving access or they can 
allow entry for a limited number of service providers for fees (e.g., also with exclusivity 
agreements) that allow them to reap the profits on these secondary markets. Therefore 
the OEMs can leverage their market power to the markets for aftermarket and other 
complementary services. In addition to that, they also can sell access to anonymised 
data sets of the in-vehicle data to third parties outside this ecosystem with monopoly 
prices, because only they can sell these in-vehicle data. As a consequence, the OEMs 
can control competition and innovation within their ecosystems, i.e. the OEMs can de-
cide which innovation activities of the independent service providers they allow or not. 
Since the empirical experience in automobile aftermarkets is that the prices of repair 

                                                                                                                                                             
mote diagnosis or software updates. Another aspect of access refers to the Human-Machine-
Interface (HMI or dashboard), with whose control the OEMs can impede the direct independent 
communication between car users and independent service providers. See TRL (2017, 75-92) 
and Martens/Mueller-Langer (2018, 7-10). 
28 See for the following position of the independent service providers FIGIEFA (2016), FIA 
(2016), AFCAR (2018). 
29 See in much more detail Kerber (2018, 316-325), but see also Kerber/Frank (2017), Mar-
tens/Mueller-Langer (2018) from an economic perspective and various other studies about dif-
ferent aspects of the problem (Quantalyse Belgium/Schönenberger Advisory Services 2019, 53-
55). 
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and maintenance services as well as spare parts of OEMs are much higher than those 
from independent service providers,30 the concerns of consumers that the elimination 
of competition on aftermarket and complementary markets would lead to higher prices 
and less consumer choice has to be taken very seriously. So far there are also no ar-
guments (e.g., by the OEMs) that such closed ecosystems of connected cars would 
lead to efficiency advantages or more innovation with regard to aftermarket and com-
plementary services. On the contrary, it is the independent service providers who em-
phasize the danger that their independent innovation activities with regard to these ser-
vices are blocked through lacking access to the in-vehicle data and the car, thus possi-
bly leading to less innovation.31  
 
For defending their “extended vehicle” concept the OEMs rely entirely on the safety and 
security argument.32 Although they are trying to frame the policy discussion as a trade 
off-problem between maximum security on the one hand and fair and undistorted com-
petition on the other hand, the discussion among experts make it increasingly clear that 
such a trade off between more security and more competition does not exist.33 The 
main argument is that most IT experts think that an open interoperable telematics sys-
tem with a multi-layered safety and security system (including certification) can achieve 
at least the same security levels than proprietary closed systems. Therefore access of 
independent service providers to the connected cars is possible with an open interoper-
able telematics system without compromising safety and security. This is also one of the 
main results of the comprehensive TLR report (TRL 2017), which was commissioned by 
the EU Commission. Independent from this discussion about the safety and security 
issues of the technical access to the car, it is, in any case, clear that the de facto “ap-
propriation” of the in-vehicle data through transmitting them to a proprietary server of 
the OEMs and the ensuing possibilities for monetizing this exclusive gatekeeper posi-
tion to these data cannot be justified through safety and security arguments.34 There-
fore the safety and security argument cannot be a justification for the exclusive control 
of the access to the in-vehicle data and the connected car with its ensuing potential 
negative effects on competition and innovation on secondary markets in the ecosystem 
of connected driving. 
 
Much more relevant from an economic perspective is however the question whether 
systems competition, i.e. competition between the closed ecosystems of the OEMs, 
might work well enough for avoiding (or limiting) the alleged negative effects on prices, 
                                                 
30 See, e.g., Quantalyse Belgium/Schönenberger Advisory Services (2019, 24). 
31 See FIGIEFA (2016, 3) 
32 See ACEA (2016b, 5). 
33 See Kerber (2018, 318) with more references.  
34 Ibid., 319. 
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innovation, and consumer choice for aftermarket and complementary services. Since 
cars are very durable, valuable and complex products with large switching costs, and it 
is very hard for consumers to assess the value of the bundle of connected cars and the 
future services in these ecosystems, it is very doubtful whether systems competition can 
work well enough for being capable of being a substitute for the positive effects of com-
petition processes on independent markets for aftermarket and complementary services 
within the ecosystem of connected driving. However, the question whether and to what 
extent competition among OEMs can at least limit the negative effects of these closed 
ecosystem is a question that deserves a deeper investigation. Such an analysis should 
also encompass the increasing role of new players in the ecosystem of connected driv-
ing (as Google, Apple etc.)35 as well as the question whether OEMs use the extended 
vehicle concept for restricting their (systems) competition with regard to technology and 
data governance (see below section 4.3.2).  
 
Although much more research on the effects of the “extended vehicle concept” and 
possible regulatory options is necessary, the results of the so far existing studies clearly 
suggest that the “extended vehicle” concept of the OEMs is not the best solution, esp. 
due to its negative effects on fair and undistorted competition. From an economic mar-
ket failure perspective, the following problems can be identified (Kerber 2018): (1) The 
exclusive control of the access to in-vehicle data and the connected car can lead to a 
serious market failure in respect to competition on the markets for aftermarket and other 
complementary services, which can be expected to lead to higher prices, less innova-
tion, and less consumer choice as well as a too low level of data-sharing for the data 
economy. (2) The OEMs’ choice of such closed proprietary ecosystems can itself be the 
result of a market failure with regard to the optimal level of interoperability, i.e. a more 
open interoperable telematics system might be a superior technological solution, esp. 
also with respect to the medium- and long-term development to integrated mobility sys-
tems.36 Other studies came to similar critical assessments of the “extended vehicle” 
concept.37 Especially important is the already mentioned TRL study that came to the 
conclusion that, in the short term, the “shared server” concept, and in the medium term, 
the transition to an open interoperable telematics system (on-board application platform) 
would be superior solutions compared to the “extended vehicle concept” of the 
OEMs.38 
                                                 
35 See also Martens/Mueller-Langer (2018). 
36 In addition to that, there might also be a market failure with regard to the consent of car 
owners about the provision of data in the contracts with the OEMs (due to information and be-
havioral problems). 
37 See from an economic perspective also Martens/Mueller-Langer (2018). 
38 The TRL study (2017) analysed whether different technological access solutions, as, in par-
ticular, the “extended vehicle” concept, the “shared server” concept, and the interoperable “on-
board application platform” would be compatible with 5 principles on which all stakeholders 
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Although there seems to be a wide-spread consensus that the “extended vehicle” con-
cept is not the best solution, and that it is necessary to think about regulatory solutions, 
so far no clear comprehensive regulatory solution has been developed and proposed. 
One problem is that the alternatively discussed policy options of the “shared server” and 
the “on-board application platform” do not solve all problems but need much further 
elaboration, and presumably also additional regulatory solutions. Another big problem is 
that the in-vehicle data are themselves very heterogeneous, which implies that the op-
timal data governance solutions might be different for different types of data.39 This 
refers not only to the important distinction between personal and non-personal data 
(compliance with GDPR) but also to the distinction between raw and pro-
cessed/aggregated data, data about technical functions of the (components of the) car 
or about traffic, road and weather conditions etc. Depending on the type of data also 
business secret (and IP) concerns and incentive problems for the production of the data 
might play a more or less important role. Therefore an economic analysis of the benefits 
and costs of granting access rights to data to certain service providers within the eco-
system of connected driving might lead to different results for different types of data. It 
might also depend on the types of the data whether a remuneration for these data 
should be required, and what a reasonable level of fees is. Similar questions arise also 
for the question of the optimal technological choice with regard to interoperability and 
openness of the connected cars.40  
 
This complexity of the ecosystem of connected driving with this simultaneous problem 
of access to in-vehicle data and access to the car, the multitude of involved stakehold-
ers and many complementary services that will be offered within this ecosystem sug-
gests that looking for a sophisticated sector-specific regulatory solution might be the 
best path for dealing with this problem and finding a tailor-made governance solution 
that balances properly the manifold positive and negative effects within such a complex 
IoT ecosystem. In this regard it is important that in the EU we already have an (overall 
well-functioning) long-standing regulated regime in the automobile industry for the ac-
cess to technical information (and diagnostic data in the OBD adapter) that are neces-
sary for repair and maintenance services of independent service providers (RMI: repair 
and maintenance information). But this access regime was designed for the old tech-
nology before the transition to connected cars. Since 2007 this sector-specific access 

                                                                                                                                                             
agreed on the C-ITS platform (see for these principles, which also entails “fair and undistorted 
competition” C-ITS platform 2016, 75). The TRL study however stops short of recommending a 
mandatory solution. 
39 For the necessity to take into account the heterogeneity of data see Crémer/de Mont-
joye/Schweitzer (2019, 98-107). 
40 For a broad and very insightful discussion about advantages and problems of “open cars” in 
comparison with closed systems see Determan/Perens (2017). 
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regulation can be found in the motor vehicle type approval regulation, which was 
amended last year.41 The objective of this regulatory solution was always the protec-
tion of competition of independent service providers with the authorised dealers and 
repairers of the OEMs but only on the secondary markets of traditional repair and 
maintenance services. According to this Regulation the OEMs are under obligation to 
grant access to the necessary technical information in a non-discriminatory way and for 
reasonable fees (FRAND-like solution). Since this well-established solution, which faces 
considerable challenges in this transition process to connected cars, already encom-
passes both mandatory access to information and mandatory technical solutions for 
access to (diagnostic) data and safety and security solutions,42 it can also be seen as a 
starting-point for a necessary much broader general sector-specific governance solution 
for solving the “access to in-vehicle data and resources” problem in the ecosystem of 
connected driving.43 Since however it is not clear at all whether such an effective sec-
tor-specific regulatory solution will be found and implemented in a successful way, it is 
also very important to analyse in the case of connected cars, to what extent other solu-
tions, especially through general competition law, can lead to satisfactory solutions or 
solve at least part of these access problems. 
 
 
4.  Competition law solutions for data governance problems in IoT ecosystems 
 
4.1  Introduction 
 
This section 4 focuses on the question what options competition law can offer for solv-
ing such governance problems with regard to data and interoperability in digital IoT eco-
                                                 
41 See Regulation (EU) 2018/858 of 30 May 2018 on the approval and market surveillance of 
motor vehicles and their trailers, and of systems, components and separate technical units in-
tended for such vehicles, Official Journal of the European Union, L 151/1, 14.06.2018, which 
replaces the current Regulation (EC) No 715/2007 of 20 June 2007 on type approval of motor 
vehicles and on access to vehicle repair and maintenance information. Official Journal of the 
European Union, L 171/1, 29.06.2007. See for an assessment of this regulation EU Commis-
sion (2014). 
42 See for an analysis of this regulated access regime for “repair and maintenance information” 
and its reform in 2018 in the context of the transition to connected cars Kerber/Gill (2019). This 
paper claims that the reform will not solve the main problems of access to data and the con-
nected car for independent service providers in the automobile aftermarkets, esp. with regard to 
the new innovative services of remote repair and maintenance services. Therefore also this ac-
cess regime needs further evolution during the transition to connected cars. 
43 Another way of introducing such a tailor-made sector-specific regulation has been suggested 
by the Furman report, in which a newly created “digital markets unit” should have the regulatory 
powers to set up mandatory rules for data mobility and interoperability („open standards“) where 
this will lead to more competition and innovation. The “access to in-vehicle data and resources” 
of connected cars would be a very suitable example where this approach can be applied. See 
Furman et al (2019, 9 and 64-82). 
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systems. It is however necessary to keep in mind that also other legal instruments can 
be used for solving such problems in digital ecosystems. One group of solutions entails 
proposals to introduce through legislation data rights, either as property-like exclusive 
rights (“data producer right”) or as access rights on data.44 Another group of solutions 
is based upon the data portability right with regard to personal data (Art. 20 GDPR), and 
then asks whether this data portability right (and perhaps its extension also to non-
personal data) can help to solve the data access problems.45 A third group of solutions 
asks whether contract law solutions (esp. in combination with the Unfair Trade Practices 
Directive) might offer sufficient possibilities for dealing with these data governance prob-
lems.46 A fourth alternative option to general competition law are sector-specific regula-
tory solutions (as suggested for the connected car problem in the last section). Howev-
er, the analysis in this chapter will only focus on possible solutions through general 
competition law. A comprehensive comparison of these different solutions is beyond the 
objective of this paper. 
 
So far in the literature much scepticism can be found whether general competition law is 
suitable for dealing with such problems of data access. Especially, in the discussion 
about using the “essential facility doctrine” of Art. 102 TFEU as an instrument for grant-
ing access to data, many legal scholars are very reluctant whether this is a feasible and 
recommendable instrument.47 Particularly interesting in that respect are also the results 
of the consultation of the EU Commission on “Building a European Data economy”, 
which showed that many stakeholders who have data access problems, esp. in situa-
tions of “unequal bargaining power”, do not believe that competition law offers sufficient 
instruments for helping them.48 Whereas one reaction in this discussion is that we 
should look for solutions outside general competition law (as the solutions described 
above), another reaction is to ask whether we can also do more within competition law, 
either by developing new reasonings and theories of harm for applying existing competi-
tion law rules or by amending competition law (e.g. by legislation). Both the German 
report and the EU report about the challenges of the digital economy for competition 
policy have analysed to what extent general competition law can deal with these ques-

                                                 
44 See the comprehensive study of Drexl (2018). 
45 See Crémer/de Montjoye/Schweitzer (2019, 81), Furman et al (2019, 65-71), and generally 
Art. 29 Data Protection Working Party (2017), 
46 See Schweitzer/Haucap/Kerber/Welker (2018, 180-183) and EU Commission (2018b, 
2018c). 
47 See, e.g., Autorité de la Concurrence/Bundeskartellamt (2016, 18), Körber (2016, 303), 
Drexl (2017b; 2018, 36), Schweitzer (2018, 279), and especially also the UK report (Furman et 
al 2019, 55). The Furman report explicitly claims that traditional competition law is not capable 
of solving these problems, which leads to its proposal of a “digital market unit” that also should 
have regulatory powers for solving data access and interoperability problems (ibid, 55-81). 
48 See EU Commission (2017b, 14). 
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tions of access to data in IoT ecosystems, and what can be done in competition law for 
facilitating these solutions.49  
 
The following analysis is divided into two main sections. Section 4.2 will start with the 
assumption that one firm in an ecosystem (usually the manufacturer of a smart device)  
has exclusive control of the data of the connected device and/or exclusive control of the 
technical access to the device. It will analyze whether the refusal to grant access can be 
a prohibited abuse of a firm with market power. Whereas in section 4.2 the gatekeeper 
position of this firm as exclusive holder of the data is not challenged itself, and the focus 
is on whom to give additional access to these data and the device, the following section 
4.3 analyses whether this exclusive position can be directly challenged by competition 
law, esp. in cases, in which this exclusive position might be itself a result of anticompeti-
tive behavior that infringes competition law. In that respect, also merger control and Art. 
101 TFEU might get relevant. Although the main focus of the analyses will be on data 
access problems, also interoperability problems will be addressed to some extent. 
 
 
4.2 Refusal to share exclusively held data as abusive behavior of firms with mar-

ket power 
 
With regard to the connected car example we start with the current situation that car 
manufacturers apply the extended vehicle concept, in which all data are transmitted to a 
proprietary external server of the OEMs. Therefore it can be asked whether independ-
ent providers of services on aftermarkets and other complementary markets can claim 
access to certain kinds of in-vehicle data based upon the argument that the refusal of 
OEMs to grant access or share the data is an abusive behavior of a firm with market 
power in competition law. Similar claims can also be made by independent service pro-
viders in other IoT ecosystems.50 Such a claim could be based upon the prohibition of 
abusive behavior of dominant firms according to Art. 102 TFEU (or § 19 (2) GWB in 
German competition law). We will analyze this option in the following section 4.2.1. 
Since it might be difficult in such cases to prove that the firm with exclusive access to 
data and/or the device (as here the OEMs) has market dominance, we will additionally 
analyse in section 4.2.2 whether such a claim can also be based in Germany upon a 
specific provision of German competition law (§ 20 (1) GWB), which prohibits abusive 
behavior also for firms that are not dominant but have so-called “relative market power”. 
In the recent discussion about the challenges of the digital economy it was suggested 
                                                 
49 See Schweitzer/Haucap/Kerber/Welker (2018, 158-191) and Crémer/de Mon-
tjoye/Schweitzer (2019, 73-109). 
50 It is a different case, if the user of the connected device is a consumer who would like to 
have access to the data or interoperability for being capable of using this device better. See for 
an analysis from the perspective of consumers Drexl (2018). 



18 

that this provision of § 20 (1) GWB could also be used for dealing with data access 
problems in IoT ecosystems.51   
 
 
4.2.1  Abusive behavior according to Art. 102 TFEU  
 
Claiming access to data from the exclusive holder of data in a digital ecosystem can be 
based according to Art. 102 TFEU either on the “essential facility doctrine” (EFD), which 
has been developed step-by-step by the European courts,52 or more directly on the 
argument that the refusal to grant access to data can foreclose independent competitors 
on aftermarkets and other complementary markets within the ecosystem, and therefore 
might lead to a leveraging of market power.53 Both the German and the EU report sug-
gest that in the case of IoT ecosystems and aftermarkets, in which one firm is the gate-
keeper that can foreclose independent providers of aftermarket and complementary 
services, a direct balancing of interests based upon the reasoning of leveraging market 
power might be legally a more suitable solution than using the well-established “essen-
tial facility doctrine” with its so far very high requirements.54 Since however from an 
economic perspective the economic reasonings and necessary balancing of benefits 
and costs of granting mandatory access to data are in both legal solutions within Art. 
102 TFEU basically the same, the problem will also be discussed from an essential-
facility approach. However, in a first step, we have to analyze whether and under what 
conditions manufacturers of IoT devices (here: the car manufacturers) can be deemed 
as having a dominant position as a precondition for the application of Art. 102 TFEU. 
 
Market dominance of exclusive data-holders in digital ecosystems  
 
If the manufacturer of a smart device is dominant according to the usual criteria on the 
market of this type of smart devices, and therefore there is no effective competition 
among the manufacturers of those devices, then we have no particular problem that the 
manufacturer as exclusive gatekeeper to the secondary markets is a dominant firm. 
However it is much more difficult, if there is competition among the manufacturers of the 
primary product (as in the case of connected cars). If independent service providers 
would like to have access to certain sets of in-vehicle data that are exclusively held by 
the OEMs, the latter can be deemed dominant in two different ways: (1) As far as these 
                                                 
51 See Schweitzer/Haucap/Kerber/Welker (2018, 178, 187-191). 
52 See Case C-7/97, Bronner, EU:C:1998:569; Case C-241/91P, Magill; Case C-418/01, IMS 
Health, EU:C:2004:257; Case T-167/08, Microsoft, EU:T:2012:323. 
53 See for the following discussion also Schweitzer/Haucap/Kerber/Welker (2018, 162-177) and 
Crémer/de Montjoye/Schweitzer (2019, 98-108). 
54 See Schweitzer/Haucap/Kerber/Welker (2018, 172); Crémer/de Montjoye/Schweitzer (2019, 
98). 
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data are not accessible otherwise (e.g. through data from smartphones), the OEMs 
have a monopoly on all of these data that are produced in the cars they have sold. 
Therefore it is possible to define an OEM-specific market for data that might be neces-
sary for offering certain services to the users of these cars, on which the OEMs are mo-
nopolists and therefore dominant according to Art. 102 TFEU.55 (2) After the sale of a 
car to consumers they are locked-in into the OEM-specific ecosystem of connected driv-
ing, and therefore the exclusive control of the OEMs grants them a dominant position on 
the OEM-specific secondary markets for aftermarket and complementary services.  
 
If we ask from a consumer welfare perspective, whether such dominant positions and 
the ensuing foreclosure of competition on secondary markets will harm consumers, then 
the question of the effectiveness of systems competition emerges. In section 3 we al-
ready discussed this problem for connected cars, and suggested as a preliminary result 
that in the case of such a complex and durable product as a connected car the competi-
tion forces might be too weak for being a sufficient substitute for direct competition on 
these secondary markets in these ecosystems. Therefore with regard to market defini-
tion these secondary markets are separate markets, on which the OEMs can be seen 
as dominant firms with regard to the data access claims of independent service provid-
ers who want to offer services on these secondary markets.56 Since, however, the ef-
fectiveness of systems competition depends on many determinants, it can be expected 
that the extent of negative effects through these dominant positions for the consumers 
might differ significantly between different types of smart devices. If smart devices are 
relatively cheap and/or not very durable, and the range and value of secondary services 
limited,57 then competition among device manufacturers might work sufficiently well, 
with only limited negative effects on consumers with regard to prices, innovation and 
consumer choice on these secondary markets. In this case systems markets can be 
defined and no separate markets for these secondary markets exist. 
 
Refusal to grant access to data as abusive behavior 
 

                                                 
55 For the problems of defining data markets see also Graef (2015). 
56 See Schweitzer/Haucap/Kerber/Welker (2018, 176) for a number of court decisions, esp. in 
German courts, in which brand-specific definitions of secondary markets in the automobile in-
dustry were accepted. The EU Commission has been so far more restrictive with regard to 
brand-specific secondary markets. However it should be noted that if we assume the effective-
ness of systems competition between car manufacturers, then also the entire regulated regime 
about access to repair and maintenance information (RMI) in the EU Motor Vehicle Type Ap-
proval Regulation would not be necessary, at least from an economic perspective.  
57 See again OECD (2017, 42) with its long list of relevant criteria for the determination of sepa-
rate secondary markets. For an overview about the legal situation with regard to the aftermarket 
doctrine in EU competition law (and US antitrust law) see Bell/Kramer (2015). 
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For the following analysis, it will be assumed that the manufacturer with its exclusive 
control of the data is dominant. Then the question arises whether the refusal to grant 
access to certain sets of data that are demanded by an ISP who wants to provide com-
plementary services is an abusive behavior. According to the “essential facility doctrine” 
of Art. 102 TFEU several conditions with high requirements have to be fulfilled:58 (1) 
The access to the data (or the access to the car) has to be indispensable for providing 
the service of the independent service providers. This implies that the data cannot be 
obtained through other channels or can be substituted through other data.59 From an 
economic perspective the fulfillment of this criterion is necessary, because otherwise 
the data controller could not foreclose the independent service providers from the mar-
kets for aftermarket and other complementary services.   (2) Without access to these 
data (or the access to the car) competition is threatened to be eliminated on these sec-
ondary markets. If the data are a necessary input for offering these services, then the 
refusal to get access would eliminate competition on these markets, i.e. also this criteri-
on can be expected to be fulfilled. It is more difficult, if the data holder is willing to grant 
access but only at high prices and other contractual conditions that limit the independ-
ent service providers in their competition on secondary markets (as often in the case of 
connected cars). In that case the conditions for access might lead to a significant distor-
tion of competition on these secondary markets, esp. if the manufacturers would offer 
their own providers of services more favorable terms (self-preferencing),60 and there-
fore threaten to eliminate competition. (3) With regard to the refusal to grant a license to 
an IPR, the ECJ additionally required the so-called “new product test”, i.e. that through 
this license a “new” product or service can be offered. From a legal perspective, it is 
very unclear whether the “new product” test in data access cases is necessary, because 
these data are not protected by patents or copyright.61 But in many IoT contexts (as in 
the connected car example), it also could be argued that the independent service pro-
viders would offer complementary services that are not offered by the manufacturer of 

                                                 
58 See for a brief overview on the “essential facility” doctrine Schweitzer/Haucap/Kerber/Welker 
(2018, 162-171). 
59 One interesting question is whether the data can be made accessible through the use of the 
data portability right of the car owners (Art. 20 GDPR). It is however so far very unclear whether 
this can be an effective instrument. See generally Article 29 Data Protection Working Party 
(2017) and for a more sceptical view about its effectiveness Furman et al (2019, 68). 
60 This is important for the discussion about access to in-vehicle data, because the OEMs in 
their extended vehicle concept emphasize that they are willing to offer access to data via free 
B2B-negotiations, but they can decide freely, what kind of data they make accessible to whom, 
and under what conditions. 
61 See from a legal perspective Schweitzer/Haucap/Kerber/Welker (2018, 168) and Crémer/de 
Montjoye/Schweitzer (2019, 106), where it is argued that the “new product rule” should not be 
applied to data cases. 
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the smart device.62 (4) The last and very important criterion is whether the refusal to 
grant access to the data (and/or the connected car) can be objectively justified. In that 
respect a number of justifications might be discussed with regard to access to (data in) 
digital ecosystems, and, in particular, also with regard to our example of the ecosystem 
of connected driving.   
 
One important objective justification of refusing access to data is the necessity to com-
ply with the GDPR, if the demanded data is personal data, as it often might be, if an ISP 
wants to provide specific complementary services to individual car users. Therefore a 
tension with the GDPR will arise with the need for finding a way of data access that 
complies with data protection law.63 Another possible justification for refusing access to 
data are concerns about safety and security. In our example, the car manufacturers de-
fend their “extended vehicle concept” with the argument that the exclusive access to 
data and the connected car is necessary for maintaining a maximum level of safety and 
security of connected cars. It is clear that safety and (cyber)security of the connected 
car are very important objectives (from the perspective of both the car users and public 
policy). Therefore safety and security concerns can be an important issue that might 
lead to a justification in IoT contexts. However, as already discussed in section 3, in our 
example of connected cars safety and security concerns do not justify that the OEMs 
also have the exclusive control of all the data that are produced in the connected car.64  
 
With regard to the mandatory access to physical essential facilities or intellectual prop-
erty rights it was always seen as necessary to balance the benefits of the access to the 
facility with the necessity of maintaining incentives for the investment in these essential 
facilities. The ownership of physical facilities and intellectual property rights is protected 
by the legal system through explicitly acknowledged property rights. Since the data that 
are under the control of a data holder are not similarly protected through the legislator 
by explicit property rights, a legal obligation for granting access to these data can be 
justified much easier from a legal perspective than in the cases of essential physical 
facilities or intellectual property. However, from an economic perspective also with re-
gard to data the incentives for the production of data have to be taken into account. 
                                                 
62 From an economic perspective, the requirement of a “new product” can be subsumed under 
the more general question, whether the granting of a license leads on balance to higher con-
sumer welfare, and is therefore a part of the necessary overall balancing of benefits and costs 
of granting access to data (see next paragraph). See for an economic interpretation of the “new 
product test” Leveque (2005). 
63 See for a discussion of different options to solve this problem Crémer/de Mont-
joye/Schweitzer (2019, 104). 
64 This might be different for the refusal to give technical access to the car, as long as technical 
access solutions with a sufficient safety and security level do not exist, at least in the short-term. 
The question of the refusal to grant technical access to the connected car will be more broadly 
discussed below in the context of the interoperability issue. 
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Therefore also for data it is necessary to ask whether a mandatory access to data (or a 
more general data-sharing) would undermine the incentives of the manufacturers of the 
smart devices for producing the data. However the costs of producing data might be 
very different, from a nearly costless “harvesting” of data as a by-product of a service to 
perhaps in some cases expensive production of data (e.g. through specific sensors).65 
Therefore the balancing of the potential negative effects on the incentives for producing 
data and the manifold and potentially also large benefits of making data broadly availa-
ble to other independent service providers can lead to very different results, and there-
fore can also often lead to the granting of data access for other independent service 
providers within this ecosystem of the smart device. Therefore from an economic per-
spective the essential facility doctrine can and should be applied with much more flexi-
bility than in the case of physical facilities or IPRs.66 
 
However this also depends very much on the type of data, to which access is sought. 
This is very clear for data, whose access can lead to a revealing of important business 
secrets of the car manufacturer (or one of its component suppliers). Since business se-
crets are protected against misappropriation by trade secrets law, this also has to be 
taken into account in such a balancing approach. Another type of data, for which the 
incentive problem might be very important, are “inferred data” or the results of data ana-
lytics. Here the balancing might lead less often or only in rare cases to the solution of 
granting access to these data.  With regard to connected devices, it additionally has to 
be taken into account that the costs of producing data in connected devices (as the 
connected car) can also be covered already by the price that the users pay for the de-
vice (including its operation).67 In this balancing approach it has also to be taken into 
account that the mandatory access that might be granted by Art. 102 TFEU is usually 
not without remuneration, i.e. the costs of producing and storing data as well as making 
them available for independent service providers can be covered by reasonable fees.68 
A particularly interesting criterion might also be to what extent other stakeholders in this 
ecosystem have participated in the production of the respective data. If either the data 
claimant or the user (owner) of the device have contributed to the production of these 
data (as, e.g. the car user by driving the car), then even the legitimacy of the exclusive 
control of the data by the manufacturer can be questioned, and it can be argued that 
also other stakeholders, esp. also the user of the connected device, should benefit from 

                                                 
65 See Kerber (2017, 119), Crémer/de Montjoye/Schweitzer (2019, 105) 
66 See also very explicitly Schweitzer/Haucap/Kerber/Welker (2018, 171). The German report 
directly recommends that both the competition authorities and the courts should apply the es-
sential facility doctrine with much more flexibility (esp. if the costs of producing data are low). 
67 See also Crémer/de Montjoye/Schweitzer (2019, 105). 
68 See for the principle of reasonable fees for the access to necessary repair and maintenance 
information (RMI) in the Motor Vehicle Type Approval Regulation Kerber/Gill (2019, 5).   
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these data.69 This can also happen indirectly through the benefits of more competition 
and innovation on secondary markets. These and additional reasonings could be used 
for developing a consistent framework of criteria and effects that can be applied for the 
analysis in those refusal to grant access to data cases in Art. 102 TFEU.70  
 
Whether such an analysis of the balancing of positive and negative effects of granting 
access to certain sets of data for independent service providers in such ecosystems is 
easier carried out through a greater flexibility within the well-established legal doctrine of 
access to “essential facilities” or more directly with a separate case group that uses an 
analysis of the effects and possible justifications of foreclosing behavior and leveraging 
of market power in such IoT ecosystems is a question of the most appropriate develop-
ment of legal doctrine within Art. 102 TFEU. The above-mentioned recommendations in 
the German report and, still more explicitly, in the EU report for solving the problem in 
Art. 102 TFEU outside of the “essential facility doctrine” might be based upon the legal 
consideration that the necessary flexibility of this balancing of interests might be harder 
to achieve within the traditional “essential facility” doctrine.71 From an economic per-
spective, such a balancing can also be done within the “essential facility” doctrine.  
 
It should however be kept in mind that this analysis only refers to claims for access to 
data that are made by service providers who need this access for offering services, 
which are directly linked to the use of this connected device. This differs from other sce-
narios, in which firms might be interested into the access to these data for offering other 
products and services outside of these ecosystems or in respect to getting access to 
data for training algorithms or other AI applications. Although Art. 102 TFEU might also 
be offering a solution for these data access problems through such a balancing ap-
proach, these issues are beyond the scope of this paper. 
 
Remedies 
 

                                                 
69 See for this criterion also Schweitzer/Haucap/Kerber/Welker (2018, 171). This is also directly 
linked to the discussion about rights on data, and especially the often discussed question who 
should get the benefits of the produced data. In the proposal of the EU Commission about a 
“data producer right”, the owner or long-term user of the device should have gotten this exclu-
sive right on these data. See EU Commission (2017a), and for a deeper analysis Kerber (2017) 
and Drexl (2018, 132). For the possibility that the exclusive control of the data is in itself the 
result of anticompetitive behavior of the data controller, see below section 3.3.2. 
70 Such a balancing of interest approach is very close to the approach of balancing “legitimate 
interests” for defining and assigning non-waivable data access rights in Drexl (2018) as an al-
ternative to this competition law solution. 
71 See Schweitzer/Haucap/Kerber/Welker (2018, 172); Crémer/de Montjoye/Schweitzer (2019, 
98). 
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An important question of any competition law solution with regard to the prohibition of 
abusive behavior refers to the problem of effective remedies. Although granting access 
to a certain set of data that is exclusively held by the manufacturer of a connected de-
vice seems to be a straightforward remedy, a number of probably sometimes difficult 
questions have to be solved. The problem of compliance with data protection law for 
personal data was already mentioned. It might not be a big problem in the case of a 
contract between the ISP and the car user.72 A bigger problem might be that the data 
that are given access to have to be in a common format for being able to be processed 
by the independent service providers. This is a problem well-known in the data portabil-
ity discussion, which however is solvable. In fact, in the motor vehicle type approval 
regulation the requirement of making necessary technical information and diagnostic 
data available in a common format for easy and fast access for independent service 
providers has been a well-established principle in this regulation for a long time. It can 
certainly also be part of an Art. 102 TFEU remedy. A particular important and difficult 
problem is the latency of the data access. For a number of aftermarket and complemen-
tary services in IoT contexts (and, in particular, also in the ecosystem of connected driv-
ing) it is necessary for independent service providers to have real-time access to tech-
nical or location data for offering remote services, as, e.g., remote monitoring of the car 
or navigation services to the car users. Granting real-time access to a data stream from 
connected devices might however require considerable technical preconditions in terms 
of interoperability (see also below).73 A very important additional part of a remedy 
might be that for ensuring fair and undistorted competition on the secondary markets for 
IoT devices, it might often be necessary that this access should be made available in a 
non-discriminatory way to all independent service providers that would like to have ac-
cess to the same type of data. This would lead to a FRAND-like solution for access to 
certain sets of (exclusively held) data of the manufacturer of the device. In this case al-
so a specific regulatory solution might be sometimes a superior option.74 
 
Particularly interesting is the question whether a remedy within Art. 102 TFEU could 
also encompass solutions that correspond to the “shared server” solution that is dis-

                                                 
72 It might be much more difficult in the case of the need for aggregated but not anonymised 
data. See again Crémer/de Montjoye/Schweitzer (2019, 104) 
73 See with regard to remote diagnostics and repair services in connected cars Kerber/Gill 
(2019, 15-17). Therefore it might be less clear whether a balancing of benefits and costs of 
granting access would lead to the granting of such a real-time access solution. 
74 See also Crémer/de Montjoye/Schweitzer (2019, 107). With regard to the example of the 
automobile industry we have already seen that such a (FRAND-like) non-discriminatory access 
regime to technical information and diagnostic data already exists in the current type approval 
regulation for protecting competition, innovation, and consumer choice on the aftermarkets for 
repair and maintenance services. See Kerber/Gill (2019) why this regulated access regime 
(even after its reform) cannot deal with all the challenges of the transition to connected cars for 
the automobile aftermarkets.. 



25 

cussed in the connected car example. As already mentioned, in the “shared server” so-
lution an entity (independent from the car manufacturer) would have exclusive control of 
the external server, to which all in-vehicle data are transmitted, and this independent 
entity could act as a data trustee who grants non-discriminatory access to these data to 
all independent service providers (including the car manufacturers) according to certain 
general principles.75 It is widely acknowledged in the literature that this would solve 
many of the competition problems on the secondary markets, because the OEMs would 
lose their exclusive control of the in-vehicle data.76 From a competition policy perspec-
tive, this can be seen as an unbundling solution, which certainly can be a remedy ac-
cording to Art. 102 TFEU. Whether such a solution can be recommended in IoT con-
texts, depends again on an economic analysis of the benefits and problems of such a 
solution. In the case of data in connected cars, the results of the so far existing studies 
suggest that this might be a suitable solution of the competition problems (at least in the 
short-term), and therefore can also be a remedy in an Art. 102 TFEU case.77 This solu-
tion however goes way beyond giving access to data, because it directly changes who 
has de facto control of the data (see below section 4.3). 
 
The problem of closed ecosystems and lacking interoperability 
 
In chapter 2 we have seen that data access problems in IoT contexts (and especially in 
our connected car example) often emerge in combination with problems of lacking in-
teroperability. This can be at the level of the format of data, in which they should be 
made accessible. But often the provision of aftermarket and other complementary ser-
vices with regard to connected devices might also require a direct technical access to 
the device for performing certain services (as, e.g., repair and maintenance services). If 
manufacturers have designed their device as closed systems, to which they have exclu-
sive control, then they can foreclose all independent service providers who need this 
technical access for performing these complementary services to the users of this de-
vice. In the connected car example, this is, e.g., very relevant for the performance of 
remote services (as remote repair and maintenance services), which require that an ISP 
can also perform a remote repair service (e.g., through a software update) directly in the 
car, which so far is not possible, because the OEMs do not allow such a remote access 

                                                 
75 These principles would also need to entail specific rules about a different treatment of differ-
ent types of data, as, e.g. business secrets, personal data, as well as data, where incentives for 
data production play a particularly important role, i.e., that the criteria that are important for bal-
ancing the interests of the stakeholders would also have to be taken into account in such a solu-
tion.  
76 See Martens/Mueller-Langer (2018). 
77 However, a “shared server” solution does not solve the problem of technical access to the 
connected car (interoperability problem). 
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through independent service providers.78 This problem can be very relevant for repair 
and maintenance services for all kinds of IoT devices.79 
 
Can such a refusal to grant technical access to the connected device for performing 
services, e.g., through the lack of interoperability, also be an abusive behavior of a dom-
inant firm according to Art. 102 TFEU? This problem can be discussed here only briefly 
and would need a much deeper analysis. However, impediments to such a “vertical in-
teroperability” can be an abusive behavior of dominant firms.80 Although in the public 
and academic discussion there is a wide-spread opinion that especially in the digital 
economy we should move much more into the direction of more interoperability and 
open standards, the economic analysis of these issues calls for more caution and the 
need for case-specific analyses of the benefits and costs of interoperability (see section 
2). Although there can be no doubt that behavior that impedes (vertical) interoperability 
in the case of IoT ecosystems can be abusive behavior, this always requires a careful 
analysis of the costs and benefits.81  
 
However in the case of connected cars the preliminary studies about the “extended ve-
hicle” concept have not shown important benefits of such closed systems. The only and 
main argument of the car manufacturers, namely safety and security reasons, why such 
a closed system is necessary, is very controversially discussed among technical ex-
perts. Therefore it might not be easy for OEMs to justify their technically closed systems 
with its presumably significant negative effects on competition and innovation on sec-
ondary markets.82 The main problem of using Art. 102 TFEU for solving these interop-
erability problems might be on the side of the remedies, because so far the alternative 
technical option of an open interoperable telematic system has not been sufficiently de-
veloped, and would require considerable investments and presumably a longer process 
of standardization. It is therefore very unclear whether manufacturers can be obliged via 
Art. 102 TFEU for developing open interoperable telematic platforms. It might however 
be possible to impose obligations on the OEMs to develop safety and security systems 
                                                 
78 See Kerber/Gill (2019, 15), who also show that this problem is not solved by the recent re-
form of the type approval regulation.  
79  The problem of repair and maintenance services for connected devices and IoT ecosystems 
will emerge in many contexts. In the U.S., this is usually also discussed under the heading of 
“right to repair”. See, e.g., Determan/Perens (2017, 29) and, in the context of the aftermarket 
discussion, OECD (2017, 39). 
80 See Kerber/Schweitzer (2017, 52). In the Microsoft case the refusal to grant access to inter-
face information that was indispensable for competition on the downstream work group server 
market was seen as an abusive behavior of Microsoft, who was dominant on the market for op-
erating systems. 
81  See for an overview (also on the economic discussion) Kerber/Schweitzer (2017, 52-54) 
82 On the contrary, the EU Commission promotes manifold industry-wide standardisation activi-
ties for its long-term objective of an integrated mobility system (EU Commission 2018a).  
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for the technical remote access to their connected cars, which allows independent ser-
vice providers to perform certain services (as, e.g., remote repair and maintenance ser-
vices) directly in the car.83 
 
Conclusions 
 
The discussion in this section 4.2.1 showed that the refusal of a manufacturer of a con-
nected device to grant access to certain sets of data produced by the connected device 
and which are necessary for offering aftermarket and other complementary services to 
the users of the connected device can be an abusive behavior according to Art. 102 
TFEU, leading to an obligation of granting access to these data. However, it is first nec-
essary that the manufacturer is a dominant firm, at least for the separate markets for 
aftermarket and complementary services, which might require an analysis of the effec-
tiveness of systems competition. Additionally, a comprehensive analysis of the benefits 
and costs of such an obligation for data access is necessary, whose outcome might al-
so depend much on the specific sets of data for which data access is demanded. Par-
ticularly complex problems might arise with regard to the demand for real-time access to 
data as well as in those cases, in which interoperability with the connected device is 
necessary for performing aftermarket or other complementary services. However, one 
of the most important additional problems for solving data access problems in that way 
is that Art. 102 TFEU proceedings often take a long time. Therefore they can clarify the 
rules for the necessary conditions for access to certain sets of data in IoT contexts and 
suitable remedies only in a step-by-step process through a sequence of case decisions. 
This might be a cumbersome and a very costly process, which especially for small- and 
medium-sized firms might not offer a realistic perspective for solving their problems. In 
that respect, much of the scepticism in the literature about solving access problems in 
IoT contexts through Art. 102 TFEU is justified.84 However, the analysis also showed 
that this provision might offer more possibilities for finding suitable solutions than previ-
ously thought. If competition authorities would try to develop with regard to certain IoT 
ecosystems precedent cases with appropriate remedies, and, e.g., also develop guide-
lines for helping to identify under what conditions the refusal to grant access to data can 
be abusive according to Art. 102 TFEU, the law of abuse of dominant firms might be 
flexible enough for developing new case groups, in which data access and data-sharing 
problems in IoT ecosystems might be solved, at least to some extent.85   
 
                                                 
83 Such an obligation does already exist in the old (and new) type approval regulation with re-
spect to the access to safety and security-relevant functions, but only at the premises of repair 
shops (and not for remote access). See in much more detail Kerber/Gill (2019, 14-16).  
84 See, in particular, Furman et al (2019, 55). 
85 For a discussion whether the German law of abuse of dominant firms (§ 19 GWB) should be 
amended in that respect, see Schweitzer/Haucap/Kerber/Welker (2018, 170). 
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4.2.2 Abusive behavior of firms with “relative market power” (“economic de-

pendence”)  
 
Despite our result in the last section that data access problems in IoT ecosystems might 
be solved through the control of abusive behavior of dominant firms, it is not clear 
whether the application of Art. 102 TFEU will be as flexible as it would be necessary, 
and whether some of the problems, especially with regard to proving dominance and 
the definition of separate markets for aftermarket and other complementary services 
within an ecosystem, can be overcome in a sufficient way. Therefore also with regard to 
IoT ecosystems it can be discussed whether it might be necessary to control abusive 
behavior of firms in the digital economy also below the threshold of market domi-
nance.86 In the already mentioned consultation of the EU Commission about the Com-
munication “Building a European data economy”, many concerns were raised that often 
firms, particularly small and medium-sized enterprises, have large difficulties for getting 
access to data in “unequal bargaining power” situations between firms. Therefore the 
EU Commission claimed “unequal bargaining power” as one of the main problems for 
insufficient access to data.87 Although problems through “unequal bargaining power” 
situations between firms can be attempted to solve also in the law of “Unfair Trading 
Practices”, situations that one firm is bilaterally dependent from another firm (without the 
latter being a dominant firm) can also be addressed in a number of competition law re-
gimes. In German competition law the concept of so-called “relative market power” can 
be found in § 20 (1) GWB. According to this provision a firm with “relative market power” 
is not allowed to abuse its power vis-à-vis small or medium-sized companies, which are 
bilaterally dependent from this firm, because they do not have sufficient and reasonable 
possibilities for switching to other firms88 (outside options).89 In the recent policy dis-
cussion about the challenges of the digital economy, the German report about “Modern-
ising the law of abuse of firms with market power” recommended to use this provision 

                                                 
86 For a discussion about the question of a general lowering of the threshold for antitrust inter-
vention below market dominance see Schweitzer/Haucap/Kerber/Welker (2018, 54-76). This is 
not discussed in the EU report (Crémer/de Montjoye/Schweitzer 2019).  
87 See EU Commission (2017a, 10-12); for a critical discussion Kerber (2017, 124-128). 
88 § 20 (1) GWB: “§ 19 (1) in conjunction with paragraph 2 no. 1 [prohibition of abusive behav-
ior by dominant firms, WK] shall also apply to undertakings and associations of undertakings to 
the extent that small or medium-sized enterprises as suppliers or purchasers of a certain type of 
goods or commercial services depend on them in such a way that sufficient and reasonable 
possibilities of switching to other undertakings do not exist (relative market power).” (English 
translation of the German legal text; available at: http://www.gesetze-im-
internet.de/englisch_gwb/englisch_gwb.pdf).  
89 For a general analysis of this provision see Nothdurft (2015, 2018); for a brief overview see 
Schweitzer/Haucap/Kerber/Welker (2018, 63-70). 
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much more actively for helping firms that are dependent on specific platforms (P2B-
problems) or have problems of getting access to data from other firms.90 
 
The basic idea of the German concept of “relative market power” is that firms can also 
have “market power” vis-a-vis certain dependent firms below the threshold of market 
dominance, which they can use for unreasonably foreclosing these firms or treating 
them differently without justification. This provision does not only protect firms in “une-
qual bargaining power” situations against abusive behavior but also protects the com-
petitive process.91 In German competition law it is explicitly seen as an extension of the 
prohibition of abusive behavior of dominant firms below the threshold of market domi-
nance,92 but this protection is so far limited to small and medium-sized firms which are 
dependent on another firm, who then is deemed to have “relative market power”. Such 
an additional control of abusive behavior based upon bilateral dependency of firms does 
not exist in EU competition law, but can also be found in a number of other countries as, 
e.g., France and Japan.93  
 
From an economic perspective the concept of bilateral “economic dependence” is a dif-
ficult and perhaps dangerous (i.e., potentially overinclusive) concept, because in com-
petition processes situations, in which one of the involved firms seems to be very de-
pendent on another firm due to the lack of close (and therefore satisfactory) options to 
switch to another buyer or seller, can emerge in many normal negotiation processes 
between firms on markets, without being abusive behavior or a problem for competition. 
Therefore the application of such a concept requires a cautious and clear approach, 
under what conditions a problematic “unequal bargaining power” situation can be identi-
fied, and what the criteria are for assessing a certain behavior as abusive.94 Although 
the analysis of bilateral bargaining situations is a topic of research in economics, com-

                                                 
90 See Schweitzer/Haucap/Kerber/Welker (2018, 64). In the Furman report it is explicitly men-
tioned that “economic dependence” and “relative market power” can be considered as aspects 
of market power that might be important for determining whether a company holds a “strategic 
market status”, which then is subjected to the regulatory powers of the proposed “digital market 
unit” (Furman et al 2019, 81). 
91 See Schweitzer/Haucap/Kerber/Welker (2018, 65); this provision is not meant for protection 
against pure exploitative abuse (see Nothdurft, 2015, 8). 
92 The German rules about the prohibition of abusive behavior of dominant firms can be found 
in § 19 GWB, and § 20 (1) explicitly refers to the general prohibition of § 19 (1) and (2) S.1 GWB 
(see fn.86). 
93 See for an analysis of the dependence concept and its interpretation in different competition 
law regimes, Lee/Schißler (2019). 
94 For the analysis of “unequal bargaining power” situations in the context of the buying power 
discussion and under what conditions an abusive behavior in situations with “relative market 
power” (§ 20 (1) GWB: formerly: § 26 (2) S.2) can be identified, see Kerber (1989, 489 – 505, 
523-549). 
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petition economics has so far been reluctant in addressing these issues in a competition 
policy setting. The main opinion in competition economics is that relevant problems only 
exist, if a firm has a traditional market power position on a specific market, which is 
supposed to be analysed as a question of market dominance. There are however two 
notable exceptions in the economic competition policy discussion, where bilateral bar-
gaining power plays an important role. One is the discussion about buying power, where 
it is broadly accepted that bilateral bargaining power plays a crucial role and where out-
side options have to be analyzed also in competition cases.95 The second exception 
are cases, in which bilateral hold-up problems between firms lead to an “unequal bar-
gaining power” situation. This concept was introduced in economics by Williamson in his 
transaction costs approach, in which one firm can be bilaterally dependent on another 
due to transaction-specific investments (with sunk costs) for the other firm.96 In the 
meantime, this hold up-concept has been used in many other contexts, as, e.g., stand-
ard-essential patents, and it is suggested here that it also can play an important role 
with regard to data access problems in IoT contexts. 
 
For a better understanding of the German provision about abusive behavior of firms with 
“relative market power”, a brief overview about the currently existing case groups might 
be helpful.97 A first important case group (“sortimentsbedingte Abhängigkeit”) refers to 
the problem that retailers in their competition vis-à-vis the consumers might be depend-
ent on having certain strong brands in their range of products, leading to a bilateral de-
pendence from those firms with very strong brands,98 and a refusal to supply might be 
deemed as an abusive exclusionary behavior.99 Directly related to Williamson’s “trans-
action-specific investment” reasoning is the case group of a firm-specific dependency 
(“unternehmensbedingte Abhängigkeit”), in which one firm has invested specifically into 
the relationship with another firm (as, e.g., in cases of “authorised dealerships”), and 
therefore can be seen as bilaterally dependent from the other firm after this investment 
(“lock-in” situation).100 The third important case group are “buying power-related de-
pendencies”, in which, e.g., suppliers might be bilaterally dependent on large retail 
chains, because the latter might have a “gatekeeper position” to a large group of cus-
tomers and/or buy a large share of the production of the supplier. Both reasons might 
give the retail chain a large bilateral bargaining power vis-à-vis this supplier. The abu-

                                                 
95 See for the relevance of bilateral bargaining approaches for the analysis of buying power 
Inderst/Mazzarotto (2006).  
96 See Williamson (1979) and Kerber (1989, 137). 
97 See for a broad analysis and overview of court decisions Nothdurft (2015, 31-74); for a brief 
overview Schweitzer/Haucap/Kerber/Welker (2018, 66-70.) 
98 This is called „Spitzenstellungs- und Spitzengruppenabhängigkeit“. 
99 See Nothdurft (2015, 36-43). 
100 See Nothdurft (2015, 44-49). 
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sive behavior refers usually to “excessive” demands for rebates or other favorable con-
ditions for the buyer.101 102 All of these case groups are well-established and broadly 
accepted as a useful complement to the rules against abusive behavior of dominant 
firms. The broad acceptance of this provision of § 20 (1) GWB in Germany might be 
explained by its careful and cautious application in German competition law.  
 
In the following, it will be discussed whether this concept and the German provision of § 
20 (1) GWB can be used for solving data access problems. First it has to be empha-
sized that so far there have been no cases with applications to the new challenges of 
the digital economy (as, e.g. to platforms) or to the problem of data access. Again, it is 
focused on data access problems in IoT contexts, in which the manufacturer of an IoT 
device (as, e.g., the car manufacturer) has exclusive control of the access to the data 
(and to the connected device). Particularly important is the question whether this con-
cept can close gaps that might be difficult to solve with Art. 102 TFEU (or § 19 GWB as 
the German prohibition of abusive behavior of dominant firms).  The first clear ad-
vantage of § 20 (1) GWB is that the manufacturer of the device as data holder need not 
be deemed as dominant according to Art. 102 TFEU (or § 18 GWB in German competi-
tion law), i.e. it is not necessary to analyze the effectiveness of systems competition 
between the manufacturers for deciding whether separate markets for aftermarket and 
other complementary services within the ecosystem exist. The relationship between 
independent service providers, who would like to have access to data for being able to 
compete on these secondary markets within the ecosystem, and the manufacturer who 
has exclusive control of these data can be much more directly investigated. One possi-
bility is that the independent service providers are already bilaterally dependent on this 
manufacturer, because they have made firm-specific investments for providing these 
services in this ecosystem. Then such a case would directly fit into the existing case 
group of “firm-specific dependence”. This might be relevant for repair and maintenance 
service providers who have specialized themselves for providing services on the sec-
ondary markets for connected devices (primary products) of certain manufacturers. Sim-
ilarly to the problem of getting access to brand-specific spare parts as a precondition for 
offering certain repair and other services,103 specific sets of data might be deemed as 

                                                 
101 See Nothdurft (2015, 49-54). This group is also important in the new discussion about B2P-
problems between dealers and online platforms, from which they can be bilaterally dependent. 
See for solving these problems with § 20 (1) GWB Schweitzer/Haucap/Kerber/Welker (2018, 
94). 
102 There is a fourth case group (“mangelbedingte Abhängigkeit”), which was only important in 
the oil crisis in the 1970s. 
103 See, e.g., the decision of the German Bundesgerichtshof “Porsche-Tuning” (BGH, 
6.10.2015, KZR 87/13), and Schweitzer/Haucap/Kerber/Welker (2018, 177-180).  
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necessary for offering these services, and the refusal to grant access to them might be 
a prohibited abusive behavior of this manufacturer with “relative market power”.104 
 
However, in many cases the independent service providers in these ecosystems might 
not fit directly into this case group, because they have not invested in a firm-specific 
way for this manufacturer.105 One way of solving this problem is to develop a broader 
interpretation of this case group. Another perhaps more consequent option is to develop 
within this provision of § 20 (1) GWB a new case group, which encompasses directly all 
those cases, in which one firm (usually the manufacturer), who controls exclusively the 
access to the data produced by a connected device, might abuse its “relative market 
power” vis-à-vis other firms, who need these data for offering products or services to the 
users of this device (and are therefore “dependent”), if it does not grant access to these 
data. Again, it is the fact that the manufacturer with its exclusive control of the data is a 
gatekeeper for the independent service providers to the secondary markets of these 
ecosystems that makes the independent service providers bilaterally dependent on this 
exclusive holder of data. This can be characterized as a hold up-situation, which can be 
exploited by the firm with the gatekeeper position. The dependency is therefore deter-
mined by the exclusive control of certain sets of data (“data dependency”). Again it is an 
important precondition of the dependency of an ISP that these data cannot be acquired 
via other channels, and that they are non-substitutable for providing these services, be-
cause otherwise there would be sufficient and reasonable alternative options.  
 
For our example of connected cars this would imply that independent service providers 
that would like to offer aftermarket or other services in the ecosystem of connected cars, 
for which they need access to certain sets of data, can be seen as dependent from the 
OEMs with their exclusive control of the data, and might therefore claim access to these 
data based upon this new case group (data dependency) in § 20 (1) GWB. From an 
economic perspective it is also no problem to extend this kind of dependency concept 
also to those cases, in which an ISP needs technical access to the connected device 
itself for performing certain services, as, e.g. remote repair services, as we have dis-
cussed it also with regard to Art. 102 TFEU (interoperability problem).106   
 
In a similar way as in the case of market dominance, also in cases of “relative market 
power” the question, whether a refusal to grant access to a certain set of data is abu-
sive, requires a comprehensive balancing of benefits and costs of granting data access. 
                                                 
104 The case group of “firm-specific dependency” might also fit for the data access problems of 
farmers vis-a-vis the manufacturers of smart farm machinery. 
105 It has additionally to be taken into account that the case group of firm-specific dependency 
might only grant a time-limited protection due to the limited duration of a firm-specific invest-
ment. 
106 However the term “data dependency” would not fit any more for these cases. 
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Again, as in the previous section, we focus here entirely on those cases, in which one 
firm (as usually the manufacturer of a connected device) controls exclusively the access 
to the data of this device or the access to a digital ecosystem, and independent firms 
would like to offer their products and services on secondary markets within this ecosys-
tem, and need access to the data or the connected device.107 As in the case of balanc-
ing in the Art. 102 TFEU cases, it is also here very important to distinguish between dif-
ferent types of data, because the legitimate interests, e.g. with regard to personal data 
and business secrets, as well as the conditions, costs, and incentives for producing, 
storing, and processing of the data in these connected devices might be very different. 
At the same time, also the value of the additional services that might be created within 
this ecosystem through innovative new services for the users of the connected device 
can be taken into account as well as the positive effects of more competition on these 
secondary markets. Again it might be a relevant criterion whether and to what extent 
other stakeholders in this ecosystem (and especially also the users of the connected 
device) have participated in the production of the respective data. All of these consider-
ations can and should be taken into account in such a balancing for determining wheth-
er a refusal is an “unfair impediment” (“unbillige Behinderung”) and therefore a prohibit-
ed abusive behavior according to § 20 (1) GWB. Without being able here to discuss this 
in detail, the so far existing results of the analysis of the data access problems in the 
connected car example would suggest that this balancing of benefits and costs of man-
dating data access for independent service providers would also offer good chances for 
claiming access to data from OEMs according to § 20 (1) GWB.108  
 
The main advantages compared to Art. 102 TFEU lie in not needing to prove domi-
nance, the existence of separate secondary markets,109 as well as avoiding the uncer-
tainty about the necessary high flexibility in the application of Art. 102 TFEU for solving 
these data access problems. It cannot be excluded that with a sufficiently large flexibility 
(and creativity) in the application of Art. 102 TFEU (or § 19 GWB), it might not be nec-
essary to use this concept of “relative market power” for solving the data governance 
problems of digital ecosystems in IoT contexts. But it is highly speculative whether such 
a legal development within the Art. 102 TFEU will happen in the future. Therefore it can 
be recommended to use additionally this concept of “relative market power”, e.g. the 

                                                 
107 We do not focus on other cases, in which firms outside the ecosystem would like to have 
access to these data for offering products and services unrelated to these connected devices 
and ecosystems. 
108 Of course, also here the questions of reasonable fees for data access as well as compli-
ance with the GDPR as a precondition in the case of personal data have to be solved. 
109 Is it a problem that in § 20 (1) GWB no filter is used with regard to the effectiveness of sys-
tems competition? This need not be a problem, because if systems competition works well 
enough, then no significant positive effects of granting access to data can be expected in the 
“balancing” part of the application of this provision. 
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provision of § 20 (1) GWB of German competition law, for solving data access problems 
in IoT contexts. This can be done in Germany to some extent by using the already exist-
ing case group of “firm-specific dependency” but would primarily require also the devel-
opment of new case groups, as, e.g., a new case group about “data dependency”. The 
development of such a new case group will need time, in which in a step-by-step pro-
cess the conditions and criteria both for data dependency and for the abusive behavior 
have to be clarified. However, for this specific group of data problems in IoT ecosystems 
with competition problems on secondary markets, the academic discussion is, in the 
meantime, far enough developed for allowing the drafting of a consistent framework with 
clear assessment criteria, although this might still need more experience and research. 
 
Introducing new case groups in § 20 (1) GWB of German competition law might not be 
easy. Therefore it should not be relied on private litigation through small- and medium-
sized companies for initiating new precedent cases for enforcing access to data in IoT 
contexts, because this might be too difficult, risky, and costly for these firms. Therefore 
the German report on “Modernising the law of abuse of market power” recommends (for 
the planned 10th amendment of German competition law) a much broader approach for 
activating this old and well-established provision of German competition law in that re-
spect. First, it recommends, also in respect to P2B problems on platform markets (as, 
e.g., Amazon), that in § 20 (1) GWB the limitation of the protection to small- and medi-
um-sized firms should be abolished, because also larger firms can be dependent on 
platforms or on certain sets of data. This step would also strengthen generally the im-
portance of § 20 (1) GWB in the German competition law regime.110 Secondly, due to 
the difficulties of interpreting § 20 (1) GWB and to help triggering a more active applica-
tion to data access problems in these IoT contexts the report also recommends to clarify 
with an addition to § 20 (1) GWB “that a relevant form of dependency may also result 
from an undertaking being dependent, in order to achieve a substantial value creation 
within a value creation network, on access to automatically generated machine or ser-
vice usage data that is exclusively controlled by another company; and denial of access 
to data can constitute an unreasonable exclusionary conduct, even if markets for such 
data do not yet exist.”111 Such or a similar addition to § 20 (1) GWB by the German 

                                                 
110 See Schweitzer/Haucap/Kerber/Welker (2018, 73-76). Additionally, such specific protec-
tions of SMEs in competition law are seen today generally hard to defend and outdated (see 
also Nothdurft, 2015, 54-62).  
111 Schweitzer/Haucap/Kerber/Welker (2018, executive summary, 6); the term “value creation 
network” was chosen as a more general technical term instead of IoT ecosystems. The specific 
emphasis on the last part that dependence can also exist, if markets for such data do not exist 
so far, refers to a specific requirement of the German Bundesgerichtshof in former court deci-
sions about access to input resources in § 20 (1) GWB, which stipulated that the input resource, 
to which a third-party claimant wants access, should be “normally accessible” in market transac-
tions (“üblicherweise zugänglicher Geschäftsverkehr”), which is usually not the case for these 
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legislator might help considerably to trigger new cases for access to data in IoT contexts 
and digital ecosystems that can lead to new case groups.112 In addition to these legis-
lative amendments for facilitating data access solutions via the concept of “relative mar-
ket power” in German competition law, it can also be recommended that the German 
Bundeskartellamt develops an active policy for applying § 20 (1) GWB in cases of re-
fusal to grant access to data in digital ecosystems. This can also include guidelines 
about principles and criteria for dependency and the balancing of benefits and costs of 
data access and data-sharing in such case groups.  
 
In Germany § 20 (1) GWB might therefore provide additional options for solving data 
access problems in IoT ecosystems, especially in the case of an appropriate amend-
ment of this provision by the German legislator. It is not possible here to discuss the 
question whether similar solutions are possible in other EU Member States as, e.g., in 
France, where also specific provisions about bilateral “dependencies” between firms 
exist, or whether also the European law on unfair trade practices can be used in that 
respect, because it also tries to deal with “unequal bargaining power” situations.113 
 
 
4.3.  Preventing the exclusive control of data through competition law 
 
4.3.1  Overview 
 
The analyses in the last section 4.2 have shown that general competition law provisions 
about abusive behavior of firms with market power can offer much more possibilities to 
solve access to data and interoperability problems than commonly thought. This does 
not imply that these provisions are the best way of solving these problems. What other 
competition law provisions can be used for dealing with these problems of data access 
and interoperability within IoT ecosystems? In the previous section, it was always as-
sumed that one firm has exclusive control of the data and the technical access to the 
connected device, and the question was about how other stakeholders in this ecosys-
tems can get access to the data from this firm. However, it also can be asked whether 
competition law can also be used for preventing that one firm gets into such a position 
of exclusive control of certain data sets. Under what conditions can the obtaining of 
such an exclusive control be the result of anticompetitive behavior and therefore a viola-
tion of competition law? It is not possible here to provide a comprehensive discussion of 
this issue. Therefore section 4.3 will encompass only a brief overview and, additionally, 
                                                                                                                                                             
sets of exclusively held data in these IoT ecosystems (see Schweitzer/Haucap/Kerber/Welker 
2018, 191). 
112 The German Ministry of Economic Affairs and Energy is right now preparing a proposal for 
the 10th amendment of German competition law. 
113 See for the latter also Lee/Schißler (2019). 
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a preliminary analysis of a case study, namely the question whether the “extended vehi-
cle” concept of the car manufacturers can itself be viewed as an anticompetitive hori-
zontal agreement that restricts competition with regard to technological innovation and 
data governance. 
 
One possibility how firms could get exclusive control of certain sets of data and of IoT 
ecosystems are mergers, i.e. that a merger (e.g., by combining the data sets of these 
firms) can lead to a monopolistic position with regard to certain non-replicable or substi-
tutable sets of data. This is a question, which has already been investigated as part of 
merger reviews. In that respect, merger control can be (and in fact is already) used for 
preventing the emergence of exclusive monopolistic control of data sets that can lead to 
impeding competition on other (up/downstream or adjacent) markets.114 Another much 
larger case group refers to all kinds of unilateral strategies of firms with market power to 
foreclose other firms for acquiring access to certain kinds of data, which might help 
them to defend their exclusive control. This can encompass well-known strategies as 
bundling strategies, exclusivity agreements or other predatory strategies that makes it 
harder or even impossible for others to get access to certain kinds of data. As far as 
these firms are dominant, these strategies might be abusive behavior according to Art. 
102 TFEU. Another group of strategies might refer to the exclusive technical control of 
IoT ecosystems in terms of impeding interoperability and openness of IoT ecosystems. 
Also the question whether and to what extent manufacturers of connected devices 
should be allowed to design technically closed ecosystems that grants them exclusive 
technical control and makes interoperability impossible can be seen as a strategy that 
can be subject to the law of abuse of market power (as this has already been discussed 
to some extent in section 4.2.2). Also additional obstructive strategies with regard to 
interoperability, with which a manufacturer of a device tries to impede unilateral solu-
tions by other firms for achieving interoperability (as, e.g., through adapters) can be an 
abusive behavior according to Art. 102 TFEU.115 This can be relevant for strategies of 
car manufacturers in the ecosystem of connected driving but also with regard to techno-
logical decisions of manufacturers of many other connected devices in IoT contexts.  
 
A third group of cases refers to the possibilities to use horizontal or vertical agreements 
between firms for either gaining exclusive control of data or for helping to defend such 
an exclusive position (Art. 101 TFEU). In that respect  many kinds of strategies might be 
possible. In the following, this article will focus only on one strategy, namely horizontal 
agreements between manufacturers of connected devices about technological and con-
                                                 
114 See, e.g., Graef (2015), and Kadar/Bogdan (2017). 
115 A very interesting way of solving interoperability problems might be the unilateral develop-
ment of so-called adapters (or converters) by independent service providers. For these strate-
gies see Farrell/Simcoe (2012, 46). See with regard to all these strategies from a competition 
law perspective Kerber/Schweitzer (2017, 54-56). 



37 

tractual decisions that restrict competition between these firms in order to help them to 
obtain or defend such exclusive gatekeeper positions with regard to the ecosystems of 
the devices and the data. This can refer to technological collusion (closed systems / 
lacking interoperability) but also collusions about the governance of the data, e.g. with 
the contractual relationships with the consumers as the owners of these devices, or the 
conditions for allowing other firms access to these exclusively held data. In the next sec-
tion 4.3.2 we will therefore ask – as a case study - whether the “extended vehicle” con-
cept of the car manufacturers can be seen itself as an anticompetitive collusive behavior 
with regard to technological decisions and data governance, which might violate Art. 
101 TFEU. But similar questions can also be raised with regard to many other connect-
ed devices as, e.g., smart farm machinery or smart TVs. This is an issue that also can 
touch standardisation questions and new discussions about data pools and data-
sharing agreements.   
 
4.3.2 Case study: Is the “extended vehicle” concept an anticompetitive horizon-

tal agreement between OEMs in the automobile industry? 
 
In the EU horizontal agreements between competitors are generally prohibited (Art. 101 
(1) TFEU), but can be exempted according to Art. 101 (3) TFEU, if certain conditions 
are fulfilled. This provision about horizontal agreements does not only refer to price col-
lusion but also to agreements about technology as well as contractual conditions. The 
relevance of Art. 101 TFEU for technological decisions also in the automobile industry 
has recently been emphasized by the investigation of the EU Commission about tech-
nological collusion between German car manufacturers with regard to emission cleaning 
technology.116 The argument in this case was that the technological collusion has im-
peded competition between car manufacturers with regard to reducing emissions and 
innovation. In the following, it will be asked (1) whether the extended vehicle concept 
itself can be seen as an anticompetitive horizontal agreement between car manufactur-
ers, and (2) whether such an agreement might fulfill the criteria for an exemption. In that 
respect, also the Guidelines about the horizontal co-operation agreements have to be 
considered (EU Commission 2011). As to my knowledge, this question has not emerged 
so far in the discussion about access to data in connected cars.117 In this subsection 
this question can only be analyzed in a limited, brief, and preliminary way, partly due to 
limited space but partly also due to the need for thorough investigations about the be-
havior of the OEMs.118 
 

                                                 
116 See the investigation of the EU Commission against German car manufacturers with regard 
to emission cleaning technology (EU Commission 2019). 
117 See briefly Kerber (2018, 324, 329). 
118 This can only be done by a competition authority. 
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The “extended vehicle” concept was developed by European car manufacturers and 
has been for several years the official approach of the European automobile industry 
how to deal with the problem of the “access to in-vehicle data and resources”. The Eu-
ropean and the German association of car manufacturers have published detailed posi-
tion papers about the “extended vehicle” (ACEA 2016a, 2016b; VDA 2016) and are de-
fending it in the recent policy discussions about access to in-vehicle data.119 As far as 
the European car manufacturers are already offering connected cars, they use the basic 
principles of the extended vehicle concept, although the exact extent of its application 
should be subject to a more thorough investigation. As far as the car manufacturers 
stick to this joint concept of the “extended vehicle”, it can be seen as a horizontal 
agreement between competitors. As already described in section 3, the basic principles 
of this concept are that the OEMs have exclusive technical access to the car, and have 
exclusive control of the in-vehicle data through transmitting all in-vehicle data to proprie-
tary servers of the OEMs, leading to a de facto appropriation of these data and their 
value. Beyond these basic principles, the concept also entails a number of rules about 
additional aspects of the governance of these in-vehicle data, esp. with regard to their 
access and commercialisation. This encompasses, on the one hand, agreements about 
the exceptions with regard to access to these data, e.g., for public authorities, for repair 
and maintenance services (as required by the type approval regulation), and about the 
protection of personal data (according to the GDPR). These rules however also encom-
pass principles about the commercialisation of in-vehicle data (as, e.g., anonymised 
sets of in-vehicle data), the classification of data, and the principle that access to in-
vehicle data for independent service providers is only possible by using freely negotiat-
ed B2B arrangements.120  
 
To what extent can horizontal agreements between OEMs about these principles re-
strict competition between car manufacturers in the ecosystem of connected cars? The 
policy discussion, esp. in the C-ITS platform discussion (C-ITS 2016) about “access to 
in-vehicle data and resources” has shown clearly that different technological design op-
tions besides the extended vehicle concept (with its “external server” solution) exist. In 
the ensuing discussion it became increasingly clear that the main alternative technolog-
ical solution of the on-board application platform (as an open interoperable telematics 
platform), which allows the storage of the data in the car and a direct choice of the car 
owners whom they want to give access to these data, might be a superior technological 
solution, esp. also with regard to competition and innovation within the ecosystem of 
connected cars.121 This alternative concept has the advantage that it does not lead 

                                                 
119 See ACEA (2016a, 2016b), VDA (2016). 
120 See ACEA (2016a, 2016b), VDA (2016). 
121 See section 2.2, and esp. also the results of the TRL study (2017) that was commissioned 
by the EU Commission. 
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directly to an exclusive control of the in-vehicle data by the OEMs. In addition, an open 
interoperable telematics platform combined with a sophisticated multi-layered safety 
and security system would also allow the direct access of independent service providers 
to the connected car, allowing the car users to choose freely between all service provid-
ers (that fulfill the requirements of a safety and security certification). With the agree-
ment on the extended vehicle concept the car manufacturers might have restricted 
technological and innovation competition, because they jointly reject to pursue other 
technological solutions, as, e.g. the development of open interoperable telematic plat-
forms, which might lead to less consumer harm. Therefore it also can be interpreted as 
a horizontal agreement about jointly choosing closed ecosystems for connected driving 
with locked-in consumers and without interoperability, which deprives the consumers 
from choosing between more open and more closed ecosystems of connected driving. 
 
However the collusion might also extend to their behavior with regard to the governance 
of the data.  Most important is that the horizontal agreement about the extended vehicle 
concept also leads to the result that each of the car manufacturer obtains exclusive 
(“monopolistic”) control of the in-vehicle data and can de facto “appropriate” the value of 
these data (through their commercialisation). The “extended vehicle” concept therefore 
might eliminate also competition between OEMs with regard to the governance of the 
data, because all OEMs use the same basic design of data governance, and the car 
owners have no possibility to choose between different ones. It is subject to deeper in-
vestigations to what extent the “extended vehicle” concept does also lead to a collusion 
about the specific contractual terms and conditions between OEMs and the car owners, 
especially also with regard to giving consent to the use of in-vehicle data (including per-
sonal data according to the GDPR).122  
 
Therefore a preliminary assessment leads to the result that the “extended vehicle” con-
cept might be viewed as a horizontal agreement between the OEMs that can impede 
their competition and innovation with regard to the technological design and the govern-
ance of the data that are collected and produced in the connected car. The expected 
negative effects on competition and innovation within the ecosystem of connected driv-
ing as well as “lock-in” of consumers and reduction of consumer choice, have been dis-
cussed earlier. The next important assessment step is whether the extended vehicle 
concept can fulfill the requirements for an exemption according to Art. 101 (3) TFEU. 
Most important for this question is what the benefits of these agreements in terms of 
                                                 
122 Especially interesting in that respect is the question, whether and to what extent the OEMs 
might have agreed on the same rules about the granularity of the decisions of car users for giv-
ing consent to the processing and use of personal data. See for the problem of car owners 
whether they have to give a general all-or-nothing permission or can decide in a more “granular” 
way, whether they give consent to the use of what kinds of data and for what purposes 
Specht/Kerber (2019, 189-191) as well as the first C-ITS guiding principle about consent of the 
data subjects in the connected car (C-ITS 2016, 75). 
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advantages for efficiency or innovation are, and whether these restrictions of competi-
tion are necessary for achieving these benefits. In the following, we only can offer some 
preliminary reasonings from an economic perspective, why there might be serious 
doubts that these conditions are fulfilled in this case. A thorough analysis would require 
to take into account the EU Guidelines on horizontal co-operation agreements (EU 
Commission 2011), and here especially also the rules about standardisation agree-
ments, because there are also standard-setting processes with regard to the “extended 
vehicle” concept (ISO 20077, 20078). Since these standard-setting processes can be 
intransparent and opaque, it is necessary to investigate also thoroughly about the con-
tents of these standardisation processes, and whether are not misused for restricting 
competition.123  
 
From an economic perspective it is very unclear what the benefits of such a horizontal 
agreement between OEMs for efficiency and innovation might be. The main argument 
of the OEMs for defending the extended vehicle concept has always been the need for 
maximum safety and security of the vehicle. However we have already seen that this 
claim of the OEMs is heavily disputed by technological experts and is therefore pre-
sumably not sufficient for fulfilling the criterion of contributing to efficiency and innova-
tion. More important is that even if this claim were true, it is not clear at all why a hori-
zontal agreement between the OEMs is necessary for achieving this level of safety and 
security. Therefore from a competition and a consumer welfare perspective, it would be 
preferable that car manufacturers decide independently and in competition with each 
other about the extent of the closedness or openness of their brand-specific ecosystem 
and/or whether it might be better to participate into the development of open, interoper-
able telematics systems and the necessary safety and security solutions. Since there 
are also good arguments that the proprietary closed ecosystems of the OEMs, which 
follow from the application of the extended vehicle concept, might not be future-proof in 
the upcoming transition to an integrated mobility system in the automobile sector with its 
need for direct V2X communication, it can even be argued that a technological collusion 
that favors the extended vehicle concept might be in the medium and long term detri-
mental for innovation in the automobile sector. 
 
The other important question is whether the agreement on the second important ele-
ment of the extended vehicle concept, i.e. the exclusive control of the in-vehicle data, 
which leads to the de facto appropriation of these data by the OEMs and their ability for 
their free commercialisation, has any benefits for efficiency and innovation. So far the 
OEMs have not put forward any specific argument about the benefits of their exclusive 
control of these data in terms of efficiency and innovation from a social welfare perspec-

                                                 
123 See for more information <https://www.iso.org/standard/66978. html>, TRL (2017, 46), and 
from a broader perspective Kerber/Gill (2019, 17-20). 
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tive.124 It was already shown that safety and security arguments cannot be used for 
justifying the de facto appropriation of these data by the OEMs (see above section 3). 
One possible line of reasoning from the new discussions about data economy and data-
sharing would be that the transmitting of all in-vehicle data to their servers can lead to 
advantages due to the aggregation of these data on their brand-specific servers, e.g. for 
data analytics, AI applications, and training algorithms. It is one of the important new 
insights of the economics of data that the aggregation of data in larger data pools can 
increase the quality of data analytics results and can lead to more efficiency and innova-
tion. This argument however does not support the brand-specific proprietary data silos 
which are the consequence of the extended vehicle concept. This reasoning rather 
leads to very different data governance solutions, which emphasize the sharing of these 
data for many other interested parties. From that perspective, it would be more interest-
ing to develop concepts of data pooling and data-sharing agreements that encompass 
the in-vehicle data from all car manufacturers, but this is not the approach of the “ex-
tended vehicle” concept.  
 
4.3.3 Conclusions 
 
The question whether the “extended vehicle” concept of the car manufacturers in Eu-
rope is itself an (non-exemptible) anticompetitive collusion about technology and data 
governance according to Art. 101 TFEU cannot be answered here thoroughly. However, 
the above presented preliminary reasonings justify the raising serious concerns, which 
might warrant competition authorities for taking a deeper look into this matter. The ob-
jective of this subsection, however, is to raise generally the awareness that impedi-
ments to competition and innovation through the exclusive control of non-replicable and 
non-substitutable data sets in IoT ecosystems can also be the result of horizontal collu-
sion between the manufacturers of connected devices, both with regard to technological 
decisions and decisions about the governance of data.  In that respect, also other con-
nected devices and ecosystems should be analysed from this perspective.  
 
The advantage of applying Art. 101 TFEU on such questions is that this provision allows 
competition authorities to develop criteria and lay down more specific rules for the ex-
emption of these agreements according to Art. 101 (3) TFEU, either through guidelines 
or even the initiation of block exemption regulations. In this context also the innovative 
analysis in the EU report about the efficiencies and competition concerns of data pools 
and data-sharing agreements are very interesting.125 A different institutional approach 
                                                 
124 In ACEA (2016b) reasonings of car manufacturers can be found that might be interpreted 
as industrial policy arguments with regard to their “competition” with the large US tech firms. 
See Specht/Kerber (2018, 179). 
125 See for the efficiencies and competition concerns of data pools Crémer/de Mont-
joye/Schweitzer (2019, 92-98).  
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has been proposed in the UK report, in which the new proposed “digital market unit” 
could develop in cooperation with the stakeholders (here: OEMs and independent ser-
vice providers) solutions about technological and data governance problems, with the 
explicit option of mandatory regulatory solutions if voluntary solutions fail.126 A further 
option would be direct sector-specific solutions along the lines of the PSD2-Directive, 
which wants to help Fintech companies to enter the market for digital payment services 
by implementing a far-reaching regulatory solution for opening the access to bank ac-
count data (“Open Banking”). This however already leads to the broader discussion of 
other solutions outside of competition law.  
 
 
5. Conclusions and Perspectives 
 
This article has dealt with the data access and data-sharing problems that emerge in 
many IoT contexts, in which connected devices are generating huge amounts of data 
that are often under the exclusive control of one firm, usually the manufacturers of the 
devices. Through the exclusive control of these data and often also of the technical ac-
cess to these connected devices through the design of closed systems, one firm can 
control entire ecosystems with many complementary services that need either access to 
these data or technical access to the connected devices for offering their services. This 
can lead to an impediment of competition on these secondary markets with less compe-
tition, innovation, and consumer choice. But such IoT ecosystems can also lead to an 
under-utilization of these data and inefficient technological decisions about the optimal 
level of interoperability and standardisation. After having presented an overview in sec-
tion 2 about the basic economic reasonings that are relevant for such IoT ecosystems, 
the example of connected cars with the unsolved problems of “access to in-vehicle data 
and resources” were analyzed in section 3. It was shown that the application of the “ex-
tended vehicle” concept leads to the exclusive control and therefore the monopolistic 
gatekeeper position of the car manufacturers allowing them to foreclose independent 
service providers and control the secondary markets in the ecosystem of connected 
driving. The connected car example also shows that alternative technological solutions, 
as open interoperable telematic systems, are possible and presumably superior (due to 
fewer problems for competition and innovation on these secondary markets) but might 
need regulatory solutions for their implementation. Therefore connected cars are also a 
good example for the necessity of solving both data access/sharing and interoperability 
problems. 
 
The main focus of this article was on the question whether and to what extent general 
competition law can help to solve these data access and interoperability problems in IoT 

                                                 
126 See Furman (2019, 64-82). 
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ecosystems. With regard to the possibility to solve data access problems for independ-
ent service providers through the control of abusive behavior of firms with market pow-
er, it is an important result that the refusal to grant access to exclusively held data by a 
manufacturer of a connected device (as, e.g., the OEMs in the connected car example) 
can be an abusive behavior of a dominant firm. Proving separate markets for aftermar-
ket or other complementary services in an ecosystem might not be an easy task, and, in 
any case, also a comprehensive balancing of benefits and costs of such a data access 
is necessary, which might also lead to different results for different types of data. In ad-
dition, compliance with GDPR is always necessary. However, the scope for granting 
access to data via Art. 102 TFEU seems to be much larger than in the traditional “es-
sential facility” cases with access to physical facilities or IPRs. Presumably still more 
possibilities exist, if the control of abusive behavior is extended to situations, in which 
one firm is dependent from another, as in the concept of “relative market power” (§ 20 
(1) GWB in German competition law). Especially an amendment of this provision 
through the German legislator could facilitate the solving of data access problems of 
independent service providers in IoT ecosystems. Another approach of solving data ac-
cess and data-sharing problems in IoT ecosystems would more directly challenge the 
position of exclusive control of data through the manufacturers by asking such a posi-
tion can itself be the result of anticompetitive behavior. Merger control, the control of 
abusive behavior for foreclosing other firms from acquiring data or obstructing interop-
erability, as well as the challenging of horizontal collusive behavior about technological 
and data governance decisions are instruments than can be used in that respect. Also 
for other connected devices than connected cars the question can emerge whether the 
manufacturers successfully collude with regard to technology and data governance for 
establishing closed ecosystems with exclusive control of the data and a lack of interop-
erability. 
 
Despite our conclusions that general competition law can offer a number of options for 
solving problems of data access and data-sharing in IoT ecosystems, these solutions 
might not be easy to achieve or sufficient for solving existing and future data access and 
interoperability problems. One group of problems lie in the always difficult case-by-case 
development in the law of controlling abusive behavior, and in the difficulties and uncer-
tainty of the development of entire new case groups. An active policy of competition au-
thorities with regard to data access problems could however support the development of 
such case groups, which can also include the publication of guidelines, e.g., with regard 
to refusal to grant access to data in Art. 102 TFEU cases (or § 20 (1) GWB cases in 
Germany). Despite such efforts still large problems might remain, esp. also with regard 
to solving interoperability problems. Therefore it is also necessary to ask for other solu-
tions beyond general competition law. The direct introduction of data (access) rights, the 
use of the data portability right of Art. 20 GDPR, the law of Unfair Trading Practices and 
other contract law provisions might be used for solving certain kinds of problems. Par-
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ticularly interesting are also policy efforts for promoting standardisation (for solving in-
teroperability problems), and, in some contexts, direct sector-specific regulations which 
allow for more tailor-made solutions. Both are especially interesting for the complex 
ecosystem of connected driving. However, all these other solutions have their own (of-
ten difficult) problems, which require also much more research. But from an economic 
perspective it is important to keep in mind that the necessary balancing between the 
benefits and costs of different data governance solutions (incentives, benefits of wide 
data use, privacy and business secret concerns etc.) and benefits and costs of closed 
or open (and interoperable) systems will be similar whatever kind of policy solutions and 
legal instruments are used. Due to the different economic and technological conditions 
of, it can however be expected that for different IoT ecosystems also different legal and 
regulatory solutions might be the most appropriate. In the discussion there is a broad 
consensus that “one size fit all” solutions are not the appropriate answer to the complex-
ities of the data access and interoperability problems. 
 
What does this imply for the discussion in competition law? (1) One should not expect 
that general competition law might be capable of solving all or most of these problems, 
i.e. often additional solutions will be necessary and sometimes they might be much bet-
ter suited for solving the problems. (2) At the same time, competition law should not rely 
on the implementation of effective solutions through other instruments, as, e.g., sector-
specific regulations or the future application of the data portability right, because it is 
neither clear whether such sector-specific regulations are introduced nor whether these 
or other solutions are effective enough for solving the problems for competition and in-
novation. (3) Therefore competition law should try to solve these problems also within 
general competition law for offering fallback solutions, if the other solutions fail or are 
not implemented in an effective way. Finally, it should also be kept in mind that general 
competition law and enforcement through competition authorities also have a lot of ad-
vantages in comparison to many of these other instruments for finding well-balanced 
solutions for competition problems, particularly also through their experience of applying 
sound economic reasonings and methods. 
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