
Sabatino, Lorien; Sapi, Geza

Working Paper

Online privacy and market structure: Theory and evidence

DICE Discussion Paper, No. 308

Provided in Cooperation with:
Düsseldorf Institute for Competition Economics (DICE), Heinrich Heine University Düsseldorf

Suggested Citation: Sabatino, Lorien; Sapi, Geza (2019) : Online privacy and market structure: Theory
and evidence, DICE Discussion Paper, No. 308, ISBN 978-3-86304-307-0, Heinrich Heine University
Düsseldorf, Düsseldorf Institute for Competition Economics (DICE), Düsseldorf

This Version is available at:
https://hdl.handle.net/10419/192877

Standard-Nutzungsbedingungen:

Die Dokumente auf EconStor dürfen zu eigenen wissenschaftlichen
Zwecken und zum Privatgebrauch gespeichert und kopiert werden.

Sie dürfen die Dokumente nicht für öffentliche oder kommerzielle
Zwecke vervielfältigen, öffentlich ausstellen, öffentlich zugänglich
machen, vertreiben oder anderweitig nutzen.

Sofern die Verfasser die Dokumente unter Open-Content-Lizenzen
(insbesondere CC-Lizenzen) zur Verfügung gestellt haben sollten,
gelten abweichend von diesen Nutzungsbedingungen die in der dort
genannten Lizenz gewährten Nutzungsrechte.

Terms of use:

Documents in EconStor may be saved and copied for your personal
and scholarly purposes.

You are not to copy documents for public or commercial purposes, to
exhibit the documents publicly, to make them publicly available on the
internet, or to distribute or otherwise use the documents in public.

If the documents have been made available under an Open Content
Licence (especially Creative Commons Licences), you may exercise
further usage rights as specified in the indicated licence.

https://www.econstor.eu/
https://www.zbw.eu/
http://www.zbw.eu/
https://hdl.handle.net/10419/192877
https://www.econstor.eu/
https://www.leibniz-gemeinschaft.de/


 

 

No 308 

Online Privacy and Market 
Structure:                      
Theory and Evidence 
 
Lorien Sabatino, 
Geza Sapi 

February 2019  



 
 
 
 
 
IMPRINT 
 
DICE DISCUSSION PAPER 
 
Published by 
 
düsseldorf university press (dup) on behalf of 
Heinrich‐Heine‐Universität Düsseldorf, Faculty of Economics, 
Düsseldorf Institute for Competition Economics (DICE), Universitätsstraße 1, 
40225 Düsseldorf, Germany 
www.dice.hhu.de 

 
 
Editor: 
 
Prof. Dr. Hans‐Theo Normann 
Düsseldorf Institute for Competition Economics (DICE) 
Phone: +49(0) 211‐81‐15125, e‐mail: normann@dice.hhu.de 
 
  
DICE DISCUSSION PAPER 
 
All rights reserved. Düsseldorf, Germany, 2019 
 
ISSN 2190‐9938 (online) – ISBN 978‐3‐86304‐307‐0 
 
 
The working papers published in the Series constitute work in progress circulated to 
stimulate discussion and critical comments. Views expressed represent exclusively the 
authors’ own opinions and do not necessarily reflect those of the editor.  
 
 



Online Privacy and Market Structure: Theory and

Evidence∗

Lorien Sabatino† Geza Sapi‡

February 2019

∗We would like to thank Szabolcs Lorincz, Mario Pagliero, and Carlo Cambini for helpful comments.
†Corresponding author. Department of Production and Management Engineering, Politecnico di Torino,

Corso Duca degli Abruzzi 24, 10129, Torino, Italy. E-mail: lorien.sabatino@polito.it.
‡European Commission DG COMP - Chief Economist Team and Düsseldorf Institute for Competition

Economics (DICE), Heinrich Heine University of Düsseldorf. E-mail: sapi@dice.uni-duesseldorf.de. The
views expressed in this article are solely those of the authors and may not, under any circumstances, be
regarded as representing an official position of the European Commission.



Abstract

This paper investigates how privacy regulation affects the structure of online mar-

kets. We provide a simple theoretical model capturing the basic trade-off between the

degree of privacy intrusion and the informativeness of advertising. We derive empiri-

cally testable hypotheses regarding a possibly asymmetric effect of privacy regulation on

large and small firms using a diff-diff-diff model with heterogeneous treatment timing.

Our theoretical model predicts that privacy regulation may affect predominantly large

firms, even if - as our data confirms - these large firms tend to offer more privacy. Our

empirical results show that, if any, only large firms were negatively affected, suggesting

that privacy regulation might boost competition by leveling out the playing field for

small firms.

JEL-Classification: D43, L86, M37, M38

Keywords: Privacy, Competition, Regulation, ePrivacy Directive



1 Introduction

Firms in the digital economy collect customer data at an unprecedented rate. Electronic

commerce in physical and digital goods is fueled by recommendation engines: algorithms

that rely on user data on demographics, previous purchases and other preferences to predict

products and services an online shopper may be interested in. Commentators often attribute

a large share of the stellar success of internet giants like Amazon and Netflix to the ability

of these firms to successfully recommend products to their users based on data and analytics

(Arora 2016).

At the same time, consumers are increasingly mindful about online privacy. While in

2011 around 40% of surveyed Europeans were concerned about their behavior being recorded

through the internet when browsing, downloading files, and accessing content online (Euro-

barometer 2011, page 67), in 2015 less than a quarter of Europeans reported to trust online

businesses to protect their personal data (Eurobarometer 2015, page 25). As a response to

the increased privacy concerns of the public, the European Union (EU) put into force a series

of privacy regulations since the early 2000s.1 In 2018 the European Commission put forward

a proposal for an EU-wide ePrivacy Regulation with the aim of replacing the current ePri-

vacy Directive of 2009 (European Commission 2018). The proposal received a lot of criticism

from industry representatives, expressing concerns about the effect of stricter online privacy

rules on the competitiveness or European businesses, adding that the regulation may benefit

large firms.2

We do three things in this paper. First, we investigate empirically whether large firms
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or small firms offer more privacy, and argue that - in contrast to conventional wisdom - larger

(more visited) websites seem to fare better on privacy ratings. Second, we propose a simple

theoretical model of competition in the online retail sector that captures the main trade-

off between the informativeness of advertising and the degree of privacy intrusion (Tucker

2012). Our model predicts that privacy regulation affects first and foremost the profits of

larger firms, even if - as our data shows - these larger firms actually offer more privacy. Third,

we empirically test the existing theories regarding the effect of privacy regulation on market

structure in e-commerce. We do this by exploiting the previous 2009 revision of the ePrivacy

Directive (2009/136/EC). In particular, we employ a difference-in-difference-in-differences

(DDD) estimator to identify the effect of increased privacy regulation on European firms

active in the online retail sector. We exploit time variation in the implementation of the

ePrivacy Directive by EU Member States by constructing a DDD estimator with heteroge-

neous treatment timing. Our data allows comparing European e-commerce businesses to

a control group consisting of firms primarily active in the United States as well as brick

and mortar firms selling similar consumer discretionary products as their online counter-

parts.

Our empirical results indicate that the 2009 ePrivacy Directive had no significant effect

on the revenues and profits of European e-commerce firms: if any, only large firms might

have been negatively affected. This stands in strong contrast to other empirical studies

on the effect of privacy regulation that tend to emphasize negative effects on the industry

(Lambrecht 2017, Goldfarb and Tucker 2011, Jia, Jin and Wagman 2018). Moreover, we

argue that standard difference-in-differences (DiD) approaches do not allow to identify the
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causal impact of the policy change in this particular context.

Overall, our results carry strong implications for the intersection of competition and

data protection policy. They cast some doubt on the traditional antitrust view that regards

market power as a precondition for firms having the ability and incentive to exploit their

users for data. Our empirical results looking at the last round of revision of the very same

regulation suggest that industry fears may be overexaggerated. Our theory predicts that if

there is any effect of the regulation on online businesses, larger firms are more likely to carry

the burden. Hence, privacy regulation may complement antitrust policy and help boost

competition in online markets by creating an equal playing field for smaller firms that face

technologically advanced rivals.

1.1 The ePrivacy Directive

Our research is motivated by the ongoing debate in Europe about the ePrivacy Regulation

(Apostle 2018, Khan 2018, Singer 2018). The ePrivacy Regulation builds on the former

ePrivacy Directive of 2002 and intends to regulate how online businesses handle data and

use cookies. The adoption of the ePrivacy Regulation is staggering mainly due to concerns

about its implications on the performance of European online businesses.

Our empirical assessment focuses on the predecessor of the proposed ePrivacy regula-

tion, namely the 2009 revision of the ePrivacy Directive in the European Union (Directive

2009/136/EC), also known as the Cookie Law. The ePrivacy Directive was first enacted

in the EU as the Privacy and Electronic Communications Directive (2002/58/EC) in 2002.
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The 2002 ePrivacy Directive introduced stringent rules for online businesses to handle traffic

data, ensure the confidentiality of user information, limit unsolicited messages and placing,

storing and using cookies.3 Importantly for our work, the ePrivacy Directive applies only to

firms active in online business. We exploit this aspect in our empirical analysis in the choice

of our control group, which will also consist of comparable offline retail businesses.

Following its 2002 enactment the ePrivacy Directive was amended in 2006 (Directive

2006/24/EC) and a major change followed in 2009 (Directive 2009/136/EC), which consti-

tutes the subject of our empirical analysis. The main novelty introduced by the 2009 revision

of the ePrivacy Directive is its Article 5(3), further regulating the acquisition, storage and

use of cookies (Kosta 2013). In particular, the revision allowed the placement of cookies on

a user’s computer under two conditions. First, the user should be provided with clear and

comprehensive information about the cookie and its use. The second condition is that the

user must give his or her explicit consent before placing the cookie. In effect, this amounted

to a transition to an opt-in privacy regime and moving away from the previous opt-out sys-

tem. In online markets where defaults choices are hard to resist (Lohr 2011), the practical

consequences of such a regime change may be very large.

Users browsing European websites will be familiar with a practical implication of the 2009

revision of the ePrivacy Directive: this regulation introduced the widespread use of pop-ups

asking for consent to cookies that are in place ever since. However, this is not the only effect.

It is widely perceived that the ePrivacy Directive made obtaining, storing and using cookies

more difficult in Europe than in the United States (Lambrecht 2017, Goldfarb and Tucker

2011). Firms in electronic commerce and other online sectors voiced strong concerns about
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eroding profitability of online advertising as a result of the Directive (Goldfarb and Tucker

2011).

In this article we investigate how profits and revenues of electronic commerce businesses

active in the European Union changed as a result of strengthening privacy regulations with

the 2009 revision of the ePrivacy Directive. We are particularly interested in whether the

regulation affected the structure of these markets by a potentially asymmetric effect on large

and small businesses.

1.2 Literature Review

Our research is related to the rich and growing body of literature on the economics and

marketing aspects of privacy, recently surveyed extensively by Acquisti, et al. (2016). A

closely related theoretical research line in this strand investigates how the ability of firms

to recognize customers and send targeted offers affects market outcomes in an oligopolistic

setting. Shy and Stenbacka (2016) show that when a firm controls consumer privacy, it

uses that information to optimally segment customers. Eventually, as in the seminal work

of Thisse and Vives (1988), price discrimination can intensify competition and firms may

prefer to avoid such outcome by strategically reducing the accuracy of targeted promotions,

avoiding investment in customer addressability or seeking a commitment mechanisms not to

price discriminate.

A recent article close to our theoretical approach is Kox et al. (2017), who analyze a

model of websites acting as two-sided platforms matching advertisers to consumers. Websites
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can strategically choose the level of targeting of ads but consumers dislike being targeted. As

Shy and Stenbacka (2016), these authors find that increased targeting boosts competition and

the websites’ ability to target advertisements results in a Prisoners’ Dilemma-like outcome.

A similar setup is employed by Baye and Sapi (2017), who develop a model of oligopolistic

price discrimination applied to mobile geo-targeting. The authors show that the Prisoners’

Dilemma often encountered in the literature on competitive price discrimination disappears

when consumers have similar preferences and/or when the data are particularly precise.

Particularly close papers to ours are Campbell et al. (2015), Lambrecht (2017) , Gold-

farb and Tucker (2011) and Jia, Jin and Wagman (2018). Similar to our paper, these articles

revolve around the effects of the ePrivacy Directive. Campbell et al. (2015) develop a

theoretical model of competition between a generalist and specialist content provider. The

specialist firm offers better content in a niche domain. The generalist covers a broader range

of topics but in less depth. User data allows both firms to increase the revenue per customer.

The main idea is that the ePrivacy regulation may make it costlier for users to give consent to

data processing, for example because it requires additional time to read and understand pri-

vacy policies before approving intrusive pop-ups asking for consent. The extra costs required

to obtain consent will disproportionately affect the specialist firm, which in some cases may

choose not to enter. This benefits the large generalist firm and is to the detriment of users.

Our theoretical setup differs in two main aspects. First, we do not regard privacy regulation

as a cost on users, but as a cap on privacy intrusiveness of websites. Second, in Campbell et

al. (2015) the asymmetry between firms arises from the content they offer. In our theoretical

setup asymmetry arises from firms’ technology to turn data into revenue. This is a crucial
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difference that results in a contrasting theoretical prediction, whereby unlike in Campbell et

al. (2015) large firms are expected to be affected harder by privacy regulation. This expec-

tation is confirmed by our empirical results, showing that the ePrivacy Regulation reduced

the revenues of large firms significantly but left small firms unaffected.

Lambrecht (2017) provides a recent empirical impact assessment of the 2002 enactment

of the ePrivacy Directive and looks at whether and how the Directive affected venture capi-

tal investment into start ups active in online advertising, online news, and cloud computing.

Using similar investments in the U.S. as benchmark and controlling for drivers of venture

capital investment, the author finds that the passage of the 2002 ePrivacy Directive signif-

icantly dampened EU venture capital investments in the analyzed sectors. As Lambrecht

(2017), our empirical assessment takes U.S. firms as control group. However, instead of

investment we focus on profits and revenues in online retail, a sector not studied by Lam-

brecht (2017). The results of Lambrecht (2017) are consistent with the view that privacy

regulation affects predominantly small firms negatively: reduced expected revenues may be

the reason why venture capital investment into online startups have been found to decrease.

We find the opposite, whereby small firms are left unaffected and large firms are hit hard.

This difference in result suggests that there may be sectorial heterogeneities in the impact of

privacy regulation. A further difference of our empirical analysis to Lambrecht (2017) is in

our identification strategy: while Lambrecht (2017) employs a DiD approach comparing the

EU and the U.S. before and after the regulation, we adopt a DDD estimator distinguishing

in addition between comparable online and offline firms.

Goldfarb and Tucker (2011) use data on 3.3 million survey-takers randomly exposed
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to 9,596 online display (banner) advertising campaigns to investigate the effect of the 2002

Privacy Directive (2002/58/EC) on the effectiveness of advertising campaigns. The authors

exploit differences in the national transposition of the Privacy Directive in Europe to identify

the effect of the regulation on the respondents’ stated purchase intent after having seen an

ad. Goldfarb and Tucker (2011) find that the 2002 Privacy Directive significantly reduced

the effectiveness of online banner ads by reducing the ability of advertisers to track users

and offer targeted advertisements. Our theoretical model incorporates the effect empirically

identified by Goldfarb and Tucker (2011), and explicitly takes into account that data may

allow firms to increase revenues by targeting offers at users. As opposed to individual ad

campaigns, the focus of our theoretical and empirical analysis is the level of the market, where

we investigate whether privacy regulation affects large and small firms differently.

Jia, Jin and Wagman (2018) provide an early assessment of the European General Data

Protection Regulation (GDPR) that came into effect in May 2018. The authors look at

the effect of the GDPR on venture capital investment activity, using similar investments in

the U.S. as control group and argue that the regulation reduced EU ventures, relative to

their U.S. counterparts. These negative effects are significant in the overall dollar amounts

raised across funding deals, the number of deals, and the dollar amount raised per individual

deal.

Our results point against the empirical results of Goldfarb and Tucker (2011), Lambrecht

(2017) and Jia, Jin and Wagman (2018). While these papers attribute a negative effect to

privacy regulation on businesses, we find no significant negative effect on revenues and profits.

In terms of theory, while Campbell and et al. (2015) highlight that privacy regulation is likely
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to hit smaller firms the hardest, we see no such effect empirically, and argue based on a novel

theory that if any effect on firms should arise, it may be large firms carrying the heaviest

burden.

2 A Theoretical Model of Privacy in E-Commerce

Our theoretical framework is motivated by e-commerce environments in which firms of the

treatment group of our empirical analysis operate. We have in mind firms like Expedia,

Groupon, and Otto.de. These firms are typically retail platforms operating e-commerce

websites selling a vast array of third-party products offered by various brands.

In particular, we focus on a market consisting of two competing multiproduct online re-

tailers i ∈ {A,B}. The retailers sell the products of several brands on their websites and

finance themselves from slotting fees these brands pay in exchange for listing their products.

Retailers provide services at zero marginal cost and realize profits

Πi = aipi, (1)

where ai is the number of brands choosing to be listed at the retailer and pi is the uniform

slotting fee of Retailer i.

Consumers regard the retailers as differentiated. Retailers can be thought of as being

located at the endpoints of a line of unit length along which consumers are uniformly dis-

tributed with unit mass. For convenience we assume that Retailer 1 is located at endpoint 0
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and Retailer 2 at endpoint 1 of the unit line. Consumers are characterized by an address on

the line so that their distance to the endpoints represent their preference for each retailer.

When purchasing from a retailer, the consumer incurs a disutility that increases linearly in

proportion to the distance to the retailer. Retailers 1 and 2 are free to use for consumers but

they collect data on their users. These data in turn enable brands to better target products

to users. In particular, retailers chose their privacy policy qi ≥ 0, where a larger value repre-

sents more intense use of data and consequently less user privacy. Consumers value privacy

and are informed about the retailers’ use of data and choice of qi. When choosing between

the retailers, consumers single home. A consumer at location x faces the choice between

realizing the following utilities at Retailers 1 or 2:

U1 = V − tx− q1

U2 = V − t(1− x)− q2,

where V is a basic utility from visiting a retailer and t is a transportation cost parameter

per unit distance in the preference space. We assume that V is high enough so that in

equilibrium every consumer visits one of the retailers.

The retailers operate websites that provide information about products of different

brands. For the brands the retailer’s website is a marketing channel to consumers, allowing

them to target products at individual users based on the data the retailer’s website collects.

Brands decide on whether to advertise at Retailers 1 and 2 and face no capacity constraint.

In particular, they may decide to list their products on either retailer’s website, on both

websites or refrain from listing at the retailers. If brand j lists its product on Retailer i’s
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website, the brand incurs two types of cost. First, the slotting allowance pi that is uniform to

all brands at Retailer i. Second, a retailer-specific cost cij. The latter captures the brand’s

fixed cost associated with listing its product on Retailer i’s website other than the slotting

fee, such as costs to comply with the technical requirements of the retailer and designing a

digital advertisement. We assume that c1j and c2j are uniformly distributed on the interval

cij ∈ [0,∞). This means that brand j expects the following profit from offering its product

priced at p on the website of Retailer i:

πji = Pr{Salei}nipj − pi − cij,

where ni and pj respectively denote Retailer i’s share among users and the average price

of Brand j’s product. Pr{Salei} is the probability of successfully selling the product to a

consumer through Retailer i. In particular, we assume that this probability depends on qi,

the privacy policy of that retailer, so that Pr{Salei} = si(qi), with ∂si(qi)/∂qi > 0 and

∂2si(qi)/∂q
2
i < 0. The more data the retailer collects through its website, the higher the

probability that the brand realizes a sale via the retailer.

Given that brands face no capacity constraint, they will decide to be listed at each re-

tailer as long as doing so entails positive expected profits, which is the case when Pr{Salei}nipj−

pi ≥ cij. There will be a marginal brand at each retailer with fixed cost ci for which this

relationship holds with equality so that the brand is indifferent between being present at the

retailer or not. The number of brands listed on the platform equals the fixed costs of the

marginal brand, with ai = ci. The demand function of brands for retail space is therefore
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given by

ai = Pr{Salei}nipj − pi. (2)

To economize on parameters we without loss of generality normalize pj to 1. To obtain closed

form solutions we assume an explicit functional form for the probability of successful sale.

In particular, let

Pr{Salei} = si(qi) = 1− e−∆iqi , (3)

with ∆2 = 1 and ∆1 = ∆ > 1. Parameter ∆ represents Retailer 1’s technology advantage in

enabling brands to convert user data into sales.4 In the following we will sometimes refer to

Retailer 1 as the firm with superior data technology.

This theoretical setup is simple and tractable, and captures the main trade-off in elec-

tronic commerce regarding privacy: retailers value data because it increases revenues. Users

however value privacy and prefer to reveal less data. To focus on the essentials, we consciously

abstract away from possible feedback loop effects arising from consumers anticipating how

revealing their data may affect prices and offers at the retailers, and form no expectations

about the prices they expect to see at the websites. Although this admittedly corresponds

to some assumed level of consumer myopia, we consider this both practical and realistic in

e-commerce.5

The sequence of decisions is as follows. Retailers simultaneously and independently

decide on the privacy-intrusiveness of their websites, qi. They subsequently simultaneously

and independently decide on the uniform slotting fee pi. Brands chose whether to list their

product at a retailer’s website and consumers chose which retailer’s website to visit.
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2.1 Equilibrium Analysis

Consumers single home when they decide which retailer’s website to visit and surf to the

website of the retailer offering higher utility. We can find the address x of the marginal

consumer that is indifferent between the retailers. Under our assumptions this address

directly determines the market share of the retailers among users, so that x = n1 and

1− x = n2. The demand for each retailer is

n1 = (q2 − q1 + t)/2t, (4)

n2 = (q1 − q2 + t)/2t.

We can plug these values together with Expressions (2) and (3) into Expression (1) to obtain

the profit retailers seek to maximize by setting slotting fees:

Π1 = p1

[
(1− e−∆q1)

q2 − q1 + t

2t
− p1

]
, (5)

Π2 = p2

[
(1− e−q2)

(
1− q1 − q2 + t

2t

)
− p2

]
.

Maximizing with respect to the slotting fees yields

p∗1(q1, q2) =

(
1− e−∆q1

)
(q2 − q1 + t)

4t
, (6)

p∗2(q2, q1) =
(1− e−q2) (q1 − q2 + t)

4t
.
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Plugging these back into Expression (5) results in the following reaction functions:

q1(q2) = q2 + t+
1−W

(
e∆(q2+t)+1

)
∆

, (7)

q2(q1) = q1 + t+ 1− W (eq1+t+1)

∆
,

where W (.) is the Lambert W function that satisfies W (zez) = f−1(zez) = z, see Corless et

al. (1996). Notably, this function is positive and concave over the domain of real numbers.

Using this property we can take the partial derivatives of the reaction functions with respect

to the rival retailer’s privacy intrusiveness to establish that reaction functions are upward

sloping and hence privacy decisions are strategic complements:

∂q1(q2)

∂q2
=

[
W

(
e∆(q2+t)+1

)]−1
> 0,

∂q2(q1)

∂q1
=

[
W

(
eq1+t+1

)]−1
> 0.

Having set up the basic model, the following proposition describes the equilibrium absent

privacy regulation.

Proposition 1: In equilibrium the retailer with superior data technology (Retailer 1 ) has

higher market share among consumers (n∗
1> n∗

2 ), adopts a less intrusive privacy policy

( q∗1< q∗2 ), offers brands higher probability of sale ( s∗1> s∗2 ), has higher slotting fees ( p∗
1> p∗

2 ),

offers more products ( a∗
1> a∗

2 ) and realizes higher profits (Π ∗
1> Π ∗

2 ) than the rival.

Proof : See Appendix.
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The main result is that the firm with superior data technology is larger than the rival,

yet it offers a higher level of privacy. This is an important insight that goes against the

prevailing intuition in competition policy, where market power is traditionally regarded as a

precondition for the ability and incentive of firms to exploit users for their data. In our case

the contrary holds: higher level of privacy is the precise reason why Retailer 1 is larger than

the rival. Since it needs to obtain less data on consumers due to its superior technology to

turn those data into increased sales, Retailer 1 can outcompete Retailer 2 in privacy policy

and provide services in a less intrusive manner. The crucial assumption is that Retailer 1 is

superior in data technology. If instead of modeling asymmetry on the advertiser side we had

assumed that a retailer was simply more appealing to users, e.g. the basic utility consumers

realize at the firm was V1 > V2 instead of equal V , a markedly different relationship between

technology advantage, market power and privacy intrusiveness would emerge. In that case

the more appealing retailer would be larger and that firm would also have a more intrusive

privacy policy as it was able to use its appeal to consumers to exploit them by requiring

more data.

Some empirical facts seem to validate the prediction of our model that larger firms

offer more privacy on their websites than smaller ones. We gathered traffic data for the

6,000 most popular websites in the U.S. in terms of monthly visitors from QuantCast.org.

We furthermore obtained a privacy score for these websites from PrivacyScore.org. This

organization rates websites according to four privacy dimensions: whether tracking services

are used, whether selected attacks are prevented, the quality of encryption during data

transmission to the website and the quality when sending e-mails to an existing e-mail
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Figure 1: Relationship between website popularity and privacy level.

server. The precise methodology is outlined in more detail in Maass (2017). We could match

the privacy score data with monthly traffic for 3,952 websites. Privacy ratings are ordinally

measured on a five level scale. We associated numerical values with these categories as

follows: critical (-3), bad (-2), warning (-1), neutral (0), good (1). Figure (1) depicts the

relationship between the (log number of) monthly users and the lowest privacy rating of the

website across the four evaluated categories. Based on this simple analysis it appears that

larger websites offer more privacy than less frequented ones.6

2.2 Regulating E-Privacy

A regulation of e-privacy has the aim of increasing the privacy level of online services. We can

think of it analytically as a cap on qi. How does such regulation affect competition between

large and small firms? We extend our theoretical model to address this question.
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To do so, we use the model above to numerically calculate the equilibrium without reg-

ulation. For simplicity we then assume that the regulation imposes a cap on privacy which

equals the privacy level offered by the less intrusive firm (Retailer 1) in the absence of privacy

regulation. We then assess how key model variables change when the regulation is intro-

duced. The main variable of interest for the following empirical analysis is the percentage

change in profits at each firm. The results of the numerical simulation are in Table 1. The

following proposition sums up the insights of this numerical simulation.

Proposition 2: Regulation that caps privacy intrusiveness at the pre-regulation level (q

of the less intrusive firm has the following effect on the equilibrium: The regulation is not

binding for the retailer with superior data technology (Retailer 1 and only binds for the rival

(q∗2 = q. The retailer with superior data technology (Retailer 1 loses market share to the

rival (n∗
1 decreases), its profits are decreased in percentage terms more than those of the rival

(|Π1%| > |Π2%|, the probability of sale, slotting fees and number of products sold decrease at

both retailers.

Table 1: Results from Numerical Simulation

t 1 1 2 2
∆ 2 3 2 3
n1(change) −0.029 −0.053 −0.04 −0.07
Π1(%change) −14 −22 −17 −24
Π2(%change) −6 −11 −7 −16
q1(before) 0.575 0.493 0.842 0.689
q2(before) 0.653 0.625 1.03 0.992
q1(after) 0.556 0.468 0.811 0.654
q2(after) 0.575 0.493 0.842 0.689
p1(change) −0.013 −0.025 −0.019 −0.033
p2(change) −0.003 −0.006 −0.006 −0.011
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We assumed for the numerical simulations that the regulation caps the privacy intru-

siveness of Retailer 2 at the pre-regulation level of the retailer with superior data technology

(Retailer 1). Since privacy choices are strategic complements, the reduction of the privacy

intrusiveness of Retailer 2 by the regulation also induces Retailer 1 to offer more privacy to

consumers. This also means that such a regulation is not binding for Retailer 1 and only

binds for Retailer 2.

Before venturing on the empirical analysis, we summarize the main insights emerging

from this simple theoretical setup. The main result of the proposed model is that, perhaps

somewhat surprisingly, the profits of the larger Retailer 1 are hit harder by the regulation

than those of the smaller rival (Retailer 2), even if the former offers more privacy. The

retailer with superior data technology experiences a higher percentage reduction in profits

than the rival. The reasons is that the binding privacy regulation at Retailer 2 makes the

latter attractive for consumers who value privacy. Retailer 2 therefore gains market share

from Retailer 1. Privacy decisions being strategic complements results in both firms offering

more privacy following the regulation, even if the regulation is binding for one firm only.

However, since Retailer 1 is more productive in converting consumers into sales due to its

superior data technology, losing these consumers imply a relatively high profit reduction for

Retailer 1 that exceed the profit gains of Retailer 2 even in percentage terms. Our model is

based on the idea that larger firms are better able to turn data into increased sales. This may

be so due to technological reasons, such as economies of scale in data, or better analytical

capabilities. If larger firms are more productive in data use, stripping them from their ability

to gather customer data affects their revenues stronger (negatively) than those of smaller

18



rivals. Our model also predicts that smaller firms are on average more privacy intrusive, a

conjecture for which we are able to provide stylized evidence. Even if - as sceptics argue -

the regulation is not directly binding for large firms, competition forces these businesses to

reduce their privacy intrusiveness in response to their smaller rivals doing so.

3 Empirical Analysis

The next subsection discusses our empirical strategy to identify the causal effect of the

introduction of the 2009 ePrivacy Directive on revenue and EBITDA in the retail sector. We

exploit variation in the timing of implementation of the ePrivacy Directive, we construct a

DDD estimator with heterogeneous treatment timing, and we argue that simple DiD does

not identify the casual effect of the policy change. We then describe the data and provide

summary statistics. Finally, estimation results are presented.

3.1 Empirical Strategy

We assess the impact of the ePrivacy Directive 2009/136/EC within the difference-in-differences

(DiD) framework7. Our aim is to estimate the causal effect of the ePrivacy Directive on rev-

enues and profits of firms operating in the retail sector. The introduction of the ePrivacy

Directive is regarded as an exogenous shock affecting the online retail businesses, as it influ-

ences the capability of online firms to acquire data on potential customers. This is expected

to affect their capability to match consumer preferences by provided targeted content.

Our empirical analysis relies on the ability to find a suitable control group, namely a sub-

19



set of firms that have not been affected by the ePrivacy Directive. As the ePrivacy Directive

applies only to businesses operating in the Internet, a possible approach could be comparing

online retail firms with a control group of comparable brick-and-mortar retail firms in the Eu-

ropean Union (EU), before and after the policy change. There are however two shortcomings

of this strategy. Firstly, brick-and-mortar retailers may realize some sales via their Internet

website and may therefore not be fully unaffected by the regulation. Secondly, online shop-

ping taking off in recent years might increase both profits and revenues of online retailers

relative to offline stores independently of the policy change. Another possibility is to focus

on online retailers only, and use as control group firms operating in a geographical market

not affected by the ePrivacy Directive, such as the United States. Here the main shortcoming

is that the evolution of revenues and profits of retail firms might be systematically different

in the U.S. and the EU for reasons other than the policy change.

Therefore we resort to a difference-in-difference-in-differences (DDD) estimation. In this

setting, we use retail firms -online and offline - operating in the U.S., along with EU offline

retail firms as controls. Online firms operating in the EU remain in the treatment group. This

approach allows controlling for two main confounding factors: changes in revenues and profits

due to idiosyncratic differences between the U.S. and the EU, and other factors affecting

online firms than the policy change. We exploit variations in the timing of implementation

of the ePrivacy Directive by the Member States. Heterogeneity in the treatment timing

allows us to identify precisely the average effect of the introduction of the directive on our

dependent variable. In such a setting, the control group includes not only U.S. firms, but

also firms operating in Member States that have not implemented the Directive yet. That
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is, online European firms that experienced the policy change later act as controls too.8

Let yi,t be the logarithm of either profit (EBITDA) or revenue for firm i at time t. Our

basic empirical specification is of the form:

yi,g,t = β0 + β1Posti,t × EUi ×Onlinei+

+
∑
t

β2,tTimet × EUi +
∑
t

β3,tTimet ×Onlinei + FEi + FEt + εi,t (8)

where EUi is a dummy taking value one if firm i operates in the EU, while Onlinei is an

indicator taking value 1 if firm i operates online; FEi and FEt are firm-specific and time

fixed effects. The variables Timet×EUi and Timet×Onlinei are derived by the interaction

of time-specific dummies with EUi and Onlinei respectively. The coefficients β2,t capture

the percentage difference of the dependent variable between firms operating in the EU and

U.S. firms at time t; while β3,t capture the percentage difference of the dependent variable

for online firms versus offline firms at time t. The variable Posti,t is a dummy that identifies

the period covered by the policy change for firm i, depending on whether the Member State

where i operates has implemented the ePrivacy Directive.9

The coefficient of interest in (8) is β1, which captures the average causal effect of the

policy change on the dependent variable. In particular, it captures the average effect of the

introduction of the ePrivacy Directive on online firms in the EU. Since Posti,t varies across

firms, depending on whether the country where i operates implemented the Directive, then

EU online firms act as controls together with U.S. firms when the policy change has not

taken place yet.10
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We test the robustness of the results from the model (8) by estimating a dynamic

model where we interact our covariate of interest Treat × Online with Timet year-specific

dummies:

yi,t = β0 +
∑
t

β1,tTimet ×EUi ×Onlinei +
∑
t

β2,tTimet ×EUi +
∑
t

β3,tTimet ×Onlinei+

+
∑
t

β4,tTimet + [
∑
g

β5,gGeog × Trendt +
∑
g

β6,gGeog × Trend2t ] + FEi + εi,t (9)

where yi,t denotes the logarithm of either profit (EBITDA) or revenue for firm i ∈ g at

time t, g indexes the geographical market, i.e. the country where i operates.11 The terms

in square brackets include geographic-specific time trends, while FEi denotes firm-specific

fixed effects.12 Here the parameters of interest are collected by the vector β1, capturing the

dynamic average causal effect of the policy change on the dependent variable.

3.2 Data

Our dataset consists of an unbalanced panel of firms active in online and offline retail sector

either in the U.S. or in the EU for the period 2004-2016 from the S&P CapitalIQ database.

For each firm we observe EBITDA, revenues, age and operating status. Along with SIC codes

by primary activity the data provider offers its own classification of business domains. We

focus exclusively on firms selling consumer discretionary products such as for example books,

electronics and furniture. The sectors covered by the data are displayed in Table 2. This

classification allows us to distinguish between firms selling similar products but differing in

their respective reliance on online and brick-and-mortar distribution channels. We will refer
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to firms classified by our data provider as active in "Internet and Direct Marketing Retail"

as "online", while firms operating in the other sectors will be defined as "offline".

Since the ePrivacy Directive applies only in the European Union, multinational firms

active both in the EU as well as the United States pose a challenge in our data. As they

typically report global financial figures, it is difficult to classify them to treatment (EU) or

control (U.S.) regions. For these reasons we restrict our dataset to the subset of firms that

report financials separately by geographic segment and realize at least 80% of their revenues

in one particular national geographical market, either in the EU or the U.S. Our final dataset

includes 145 firms active in the retail sector, with annual EBITDA and Revenues resulting

in 1885 observations. Summary statistics are displayed in Table 3.

Our empirical strategy relies on the existence of firms that operate either online or

offline, either in the U.S. or in the EU. Table 4 shows the distribution of firms in our sample

across the four main categories necessary to implement the DDD analysis. We consider this

distribution balanced across EU and U.S. as well as online and offline retail. Figures 4(a)

and 4(b) display the trends of revenue and EBITDA respectively over these categories. The

positive trend of the online retail sector compared to the offline both in Europe as well as in

the U.S. confirms that a simple DiD strategy relying on European firms only would indeed

likely yield biased estimates.13 The DDD estimator is less prone to the same bias.

In order to identify the Post dummy in equation (8) we investigate when the ePrivacy

Directive has been effectively implemented by the EU Member States. Table 5 shows when

the ePrivacy Directive has been implemented by the Member States where the firms in our

dataset operates.14 Interestingly enough, the Directive was implemented between 2011 and
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2013. Finland, United Kingdom, Sweden and France were the first converting the Directive

into National law, while Poland and Slovenia the last ones.

3.3 Results

Tables 6 and 7 report results from ordinary least squares (OLS) estimation of the econo-

metric model (8), showing the impact of the ePrivacy Directive on revenues and EBITDA

respectively. In particular, column 1 displays results from the estimation over the whole

dataset, while columns 2 and 3 show the results when we run the econometric model only

on large and small firms respectively.15

The interactions EU × Time identifies the percentage difference of the dependent vari-

able between EU firms and U.S. firms. In all specification the coefficients are negative and

statistically significant, with increasing magnitude in later years, capturing the greater ex-

pansion of U.S. retail firms compared to European ones. Not controlling for this trend implies

a negative bias on the coefficient of interest. Similarly, the interactions Online× Time de-

scribe the percentage difference of the dependent variable between online and offline firms.

As expected, the coefficients are positive, statistically significant, and increasing in magni-

tude in later years. They capture the expansion trend of the online retail sector over the

standard brick-and-mortar retail firms.

The coefficient of interest Post×EU ×Online captures the average causal effect of the

introduction of the ePrivacy Directive on the dependent variable in percentage terms. We

do not find any significant effect on both revenue and EBITDA when we run the model over
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the full sample of firms in our dataset (column 1). When we focus on large firms (column

2) we find a negative impact of the introduction of the ePrivacy Directive on both revenues

and profits, although only the in the former the coefficient is statistically significant. The

coefficient suggests the introduction of the ePrivacy Directive caused a reduction of in the

revenues of large firms of around 22%. When we focus on small firms (column 3) we find a

positive effect, although not significant.

Tables 8 and 9 display the results from the dynamic DDD model of equation (9) over

the whole sample (columns 1 and 2), on large firms only (columns 3 and 4), and on small

firms only (columns 5 and 6). The coefficients of interest are the interaction of EU ×Online

with yearly time dummies, and these coefficients should be interpreted as a percentage

variation of the dependent variable for the treated - either revenue or EBITDA - over the

base year 2004. We also include in the estimation of the dynamic model country-specific

trends (both linear and quadratic), which capture macroeconomic trends that are common

to firms operating in the same geographical market. For a better understanding of these

results, we plot the point estimates and their 95 percent confidence intervals in Figures 5

and 6 for revenue and EBITDA respectively. Consistently with previous results, we find no

significant effect of the introduction of the ePrivacy Directive on both revenues and profits

in the whole sample, as the coefficients are never statistically different than zero after 2012.

Although the same applies for small firms, we observe a negative trend for large firms on both

revenues and profits. In fact the coefficients in columns 3 of Tables 8 and 9 become negative

and statistically significant from 2012, explaining why we found a negative impact in the

standard DDD.16 However, when we include country-specific trends (column 4) the negative
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trend becomes flatter, and the coefficients are statistically different than zero from 2014

onward. Such negative trend is consistent with the fact that Member States implemented

the Directive little by little. This is more evident by observing that in the mid panel of

Figure 5 the coefficients of interest increase in absolute value right after 2012. That is, the

dynamics changes when all EU firms are treated.

In summary, we find that the later implementation of the 2009 revised ePrivacy Directive

had on average little impact on revenues and profits in the retail sector. We observe a negative

effect for large firms, although only on revenues it is statistically significant. Estimates for

small firms are of the opposite sign, but never significant.

4 Concluding Remarks

In this paper we investigate the relationship between privacy regulation and market structure.

Our main aim is to provide policy guidance in the discussion surrounding the European

Commission’s proposed ePrivacy Regulation.

Our empirical assessment focuses on the revision of the 2009 ePrivacy Directive (Cookie

Law) that introduced an opt-in system for cookies in the European Union. We find that the

privacy regulation had little effect on the revenues and profits of e-commerce firms in Eu-

rope. Our empirical analysis builds from a difference-in-difference-in-differences estimation

with heterogeneous treatment timing. We show that simple comparisons of Online versus

Offline, or EU versus U.S. are misleading, since they do not control for confounding factors

affecting firms belonging to the same group. Our results show that only large firms might be
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negatively affected, and that perhaps small firms might take advantage from stricter eprivacy

regulations. This goes against the arguments of industry representatives who have harshly

criticized privacy regulation as being harmful for businesses.

Based on a novel theory, we argue that if the newly proposed EU ePrivacy Regulation

should have any effect on businesses, it can be expected to affect larger firms more negatively,

even if these may offer more privacy than smaller ones. Our theoretical model is based on

the idea that larger firms are better able to turn data into increased sales, for example due to

technological reasons, such as economies of scale in data, or better analytical capabilities. If

larger firms are more productive in data use, the regulation affects them disproportionately

by reducing the amount of data available to these firms, as users are less likely to consent the

cookie use. Our model also predicts that smaller firms are on average more privacy intrusive,

a conjecture for which we are able to provide stylized evidence obtained from privacy ratings

for thousands of websites in the use and traffic data. Even if - as skeptics argue - the privacy

regulation may not directly binding for large firms, competition forces these businesses to

reduce their privacy intrusiveness in response to their smaller rivals doing so, for whom the

regulation may be binding.

Our results carry relevance for the ongoing debate about the proposed European ePri-

vacy Regulation, whose adoption is staggering predominantly due to concerns about the

competitiveness of European online businesses. Our empirical results looking at the last

round of revision of the very same regulation suggest industry fears may be overexaggerated.

Our theory predicts that if there is any effect of the regulation on online businesses, larger

firms are more likely to carry the burden.
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Appendix

Figure 2: Illustration of the function Pr{Sale1} = 1− E−∆q1 , with ∆ = 1, 2, 3.

Proof of Proposition 1

We first show that in equilibrium q∗1 < q∗2. Since it is not possible to algebraically calculate

the equilibrium values, we resort to an alternative proof. In particular, we prove that q∗1 < q∗2

by demonstrating that the reaction function of Retailer 1 (q1(q2)) crosses the 45 degree line

at a lower value for q2 than where the Reaction function of Retailer 2 crosses the 45 degree

line. Since - as we established in the main text - both reaction functions are upward sloping,

this implies that the intersection of the reaction curves is below the 45 degree line, which

means that q∗2 > q∗1. This is illustrated in Figure 3.

From the main text, the reaction functions are as follows:
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Figure 3: The intersection of the reaction functions is below the 45 degree line if q̂12 < q̂22.

q1(q2) = q2 + t+
1−W

(
e∆(q2+t)+1

)
∆

, (10)

q2(q1) = q1 + t+ 1− W (eq1+t+1)

∆
,

We first calculate the value for q2 at which these reaction functions intersect with the 45

degree line (with q1 plotted on the vertical axis and q2 on the horizontal). Let q̂12 and q̂22

denote the values of q2 at which the respective reaction functions of Retailer 1 and Retailer 2

cross the 45 degree line. To obtain q̂12 we solve q1(q2) = q2. To obtain q̂22 we solve q−1
1 (q2) = q2.

We then have

q̂12 =
ln(1 + t∆)

∆
,

q̂22 = ln(1 + t).
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Note that q̂12 < q̂22 ⇐⇒ ln(1 + t∆) < ∆ ln(1 + t) ⇐⇒ ln(1 + t∆) < ln(1 + t)∆ ⇐⇒

1 + t∆ < (1 + t)∆ ⇐⇒ 1+t∆
(1+t)∆

< 1.

The lhs of the last inequality decreases is t, since ∂lhs
∂t

= −t(1 + t)−∆−1(∆ − 1)∆ < 0. It is

therefore sufficient to show that lhs = 1 holds for t = 0. Since lhs decreases in t, any positive

value of t will render lhs < 1. We plug t = 0 into lhs and get lhs = 1+t∆
(1+t)∆

∣∣∣
t=0

= 1. It follows

that lhs < 1 if t > 0 and so q̂12 < q̂22. This in turn implies that q∗2 > q∗1, Q.E.D.

Having established that q∗1 < q∗2, it follows from Expression (4) that n∗
1 > n∗

2. Q.E.D.

It is immediate from Expression (3) that s∗1 > s∗2 iff q∗1∆ > q∗2. To prove that q∗1∆ > q∗2 it is

sufficient to show that ∆q̂12 > q̂22. This is so because q1(q̂12) < q∗1 and q∗2 < q̂22. The relationship

∆q̂12 > q̂22 corresponds to ln(1 + t∆) > ln(1 + t) which holds for any ∆ > 1. Q.E.D.

Having proven that s∗1 > s∗2, we now turn to proving that p∗1 > p∗2. Notice in Expression

(6) that p∗i = s∗in
∗
i /2t. With s∗1 > s∗2 and n∗

1 > n∗
2 it is therefore immediate that p∗1 > p∗2.

Q.E.D.

We now turn to the proof of the claim that a∗
1> a∗

2 . We can conveniently re-write Expression

(2) as a∗i = s∗in
∗
i p

∗
i . With s∗1 > s∗2, n∗

1 > n∗
2 and p∗1 > p∗2 we therefore have a∗1 > a∗2.

Q.E.D.

Finally, we prove that Π∗
1 > Π∗

2. Since Π∗
i = a∗i p

∗
i and a∗1 > a∗2 as well as p∗1 > p∗2 we have

Π∗
1 > Π∗

2. Q.E.D.
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Tables and Figures

Table 2: Retail Segments Covered by the Data

CapitalIQ Classification Freq. Percent Cum.

Apparel Retail 494 26.21 26.21
Computer and Electronics Retail 91 4.83 31.03
Home Furnishing Retail 182 9.66 40.69
Home Improvement Retail 143 7.59 48.28
Internet and Direct Marketing Retail 494 26.21 74.48
Specialty Stores 481 25.52 100.00
Total 1,885 100.00

Source: Selected data from S&P CapitalIQ database.

Table 3: Retail Segments Covered by the Data

CapitalIQ Classification Mean s.d. Min Max N

REVENUES

Apparel Retail 1565.841 2568.561 2.693 20900.440 479
Computer and Electronics Retail 736.883 793.467 0.180 3018.605 84
Home Furnishing Retail 1170.635 1837.786 14.188 11069.610 176
Home Improvement Retail 9807.566 19434.870 1.117 81804.840 137
Internet and Direct Marketing Retail 2237.261 9460.368 0.004 128820.500 456
Specialty Stores 928.527 1460.485 0.374 7532.747 442

Total 2137.657 7733.019 0.004 128820.500 1774

EBITDA

Apparel Retail 228.229 534.283 -46.813 4662.706 477
Computer and Electronics Retail 74.036 93.517 -10.592 297.356 83
Home Furnishing Retail 154.070 286.699 -20.849 1599.52 176
Home Improvement Retail 1294.299 2609.888 -4.537 12537.94 125
Internet and Direct Marketing Retail 170.200 712.554 -154.837 11053.100 444
Specialty Stores 96.1644 164.011 -37.0434 961.570 437

Total 241.967 892.258 -154.837 12537.940 1742
Source: Selected data from S&P CapitalIQ database. Data are in EUR million, with values that were reported in other currencies

converted into EUR using the exchange rate applicable at the time of reporting.
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Table 4

Online Offline Total
EU 19 47 66

U.S. 19 60 79

Total 38 107 145
Number of firms distributed among DDD groups.

Table 5: Post Dummy Identification

Country Date of Implementation Post = 1

Denmark 14th December 2011 2012
Finland 25th May 2011 2011
France 24th August 2011 2011
Germany 10th May 2012 2012
Greece 10th April 2012 2012
Italy 30th May 2012 2012
Poland 22nd March 2013 2013
Romania 26th July 2012 2012
Slovenia 28th December 2012 2013
Spain 2nd April 2012 2012
Sweden 1st July 2011 2011
UK 26th May 2011 2011

The table shows when Member States implemented the ePrivacy Di-
rective 2009/136/EC. The variable Post takes value one from the
related year onward.
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Table 6: Revenues

(1) (2) (3)
Dependent Variable ln(Revenue) ln(Revenue) ln(Revenue)

Post×Treat×Online -0.036 -0.219** 0.011
(0.169) (0.103) (0.245)

Treat×Time 2005 -0.175 -0.158 -0.180
(0.133) (0.149) (0.242)

Treat×Time 2006 -0.293** -0.256* -0.307
(0.118) (0.140) (0.207)

Treat×Time 2007 -0.213 -0.172 -0.151
(0.144) (0.140) (0.291)

Treat×Time 2008 -0.056 -0.084 0.055
(0.183) (0.136) (0.412)

Treat×Time 2009 -0.290** -0.212 -0.382*
(0.121) (0.133) (0.223)

Treat×Time 2010 -0.235** -0.124 -0.410**
(0.106) (0.131) (0.186)

Treat×Time 2011 -0.307*** -0.130 -0.562***
(0.106) (0.131) (0.188)

Treat×Time 2012 -0.384*** -0.274 -0.581***
(0.114) (0.168) (0.191)

Treat×Time 2013 -0.334*** -0.187 -0.527***
(0.114) (0.136) (0.198)

Treat×Time 2014 -0.405*** -0.384** -0.497**
(0.127) (0.168) (0.224)

Treat×Time 2015 -0.569*** -0.578*** -0.637**
(0.138) (0.172) (0.258)

Treat×Time 2016 -0.667*** -0.688*** -0.717**
(0.152) (0.191) (0.307)

Online×Time 2005 0.133 0.403* -0.105
(0.197) (0.234) (0.314)

Online×Time 2006 0.231 0.419* 0.080
(0.171) (0.235) (0.252)

Online×Time 2007 0.093 0.416* -0.084
(0.226) (0.233) (0.341)

Online×Time 2008 -0.032 0.431* -0.244
(0.315) (0.221) (0.431)

Online×Time 2009 0.126 0.303 0.007
(0.181) (0.211) (0.261)

Online×Time 2010 0.431*** 0.391* 0.406**
(0.145) (0.211) (0.198)

Online×Time 2011 0.532*** 0.416* 0.538**
(0.162) (0.219) (0.226)

Online×Time 2012 0.535*** 0.474** 0.513**
(0.178) (0.230) (0.249)

Online×Time 2013 0.609*** 0.453* 0.667**
(0.190) (0.232) (0.278)

Online×Time 2014 0.579*** 0.586** 0.536*
(0.217) (0.245) (0.321)

Online×Time 2015 0.685*** 0.681*** 0.645*
(0.241) (0.252) (0.356)

Online×Time 2005 0.784*** 0.745*** 0.778*
(0.261) (0.265) (0.399)

Time FE YES YES YES
Firm-specific FE YES YES YES

Data All Large Firms Small Firms
Observations 1,774 975 799
R-squared 0.947 0.939 0.872

Presented are OLS estimates from equation (8). Robust standard errors are re-
ported in parenthesis below coefficient. Large firms (small firms) are those with
realized revenues above (below) the sample median during the period 2004-2009.
*** p<0.01, ** p<0.05, * p<0.1

36



Table 7: Profits

(1) (2) (3)
Dependent Variable ln(EBITDA) ln(EBITDA) ln(EBITDA)

Post×Treat×Online 0.221 -0.109 0.418
(0.185) (0.204) (0.299)

Treat×Time 2005 -0.279 -0.003 -0.602
(0.225) (0.208) (0.463)

Treat×Time 2006 -0.356* -0.299 -0.521
(0.215) (0.244) (0.411)

Treat×Time 2007 -0.222 -0.018 -0.545
(0.207) (0.208) (0.419)

Treat×Time 2008 -0.019 0.152 -0.115
(0.224) (0.206) (0.514)

Treat×Time 2009 -0.251 0.113 -0.629
(0.216) (0.204) (0.450)

Treat×Time 2010 -0.362* 0.177 -1.023***
(0.199) (0.199) (0.393)

Treat×Time 2011 -0.568*** 0.054 -1.357***
(0.205) (0.188) (0.407)

Treat×Time 2012 -0.528** -0.153 -1.091***
(0.210) (0.233) (0.407)

Treat×Time 2013 -0.521** -0.077 -0.980**
(0.221) (0.200) (0.430)

Treat×Time 2014 -0.485** -0.064 -0.916*
(0.224) (0.208) (0.496)

Treat×Time 2015 -0.802*** -0.492* -1.225***
(0.242) (0.269) (0.452)

Treat×Time 2016 -0.723*** -0.322 -1.350***
(0.270) (0.310) (0.494)

Online×Time 2005 0.531 0.455 0.655
(0.338) (0.423) (0.518)

Online×Time 2006 0.360 0.064 0.619
(0.348) (0.490) (0.482)

Online×Time 2007 0.550 0.565 0.571
(0.341) (0.452) (0.493)

Online×Time 2008 0.415 0.417 0.603
(0.337) (0.431) (0.523)

Online×Time 2009 0.247 0.215 0.453
(0.342) (0.423) (0.510)

Online×Time 2010 0.436 0.334 0.643
(0.320) (0.424) (0.458)

Online×Time 2011 0.472 0.170 0.774
(0.332) (0.420) (0.489)

Online×Time 2012 0.230 0.217 0.314
(0.355) (0.470) (0.524)

Online×Time 2013 0.362 0.055 0.761
(0.357) (0.494) (0.516)

Online×Time 2014 0.700** 0.520 1.017*
(0.344) (0.451) (0.540)

Online×Time 2015 0.687* 0.657 0.827
(0.359) (0.478) (0.532)

Online×Time 2016 0.515 0.495 0.568
(0.408) (0.549) (0.601)

Time FE YES YES YES
Firm-specific FE YES YES YES

Data All Large Firms Small Firms
Observations 1,561 931 630
R-squared 0.919 0.874 0.836

Presented are OLS estimates from equation (8). Robust standard errors are reported
in parenthesis below coefficient.Large firms (small firms) are those with realized rev-
enues above (below) the sample median during the period 2004-2009. *** p<0.01, **
p<0.05, * p<0.1
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Figure 4: Trends Over Categories

(a) Average Revenue Over Categories

(b) Average EBITDA Over Categories
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Figure 5: The figure plots the regression coefficients from Table 8 columns 2-4-6, capturing the dynamic
impact of the ePrivacy Directive on the logarithm of revenues of the firms in our sample. Each period
corresponds to a year, with 2004 being the base year. The 95 percent confidence interval is based on robust
standard errors. 41



Figure 6: The figure plots the regression coefficients from Table 9 columns 2-4-6, capturing the dynamic
impact of the ePrivacy Directive on the logarithm of EBITDA of the firms in our sample. Each period
corresponds to a year, with 2004 being the base year. The 95 percent confidence interval is based on robust
standard errors. 42



Notes

1Recently, the 2018 General Data Protection Regulation (GDPR) empowered European data protection

authorities to issue hefty fines comparable to those in antitrust on firms violating data protection rules.

2As an executive of Adform, a leading independent advertising technology company, put it: "for the

other [small] players, advertising revenues will diminish as cross-platform reach via tracking & measurement,

essential for providing Advertising success metrics, will slowly die. Only if you are big enough with respect

to reach (and potentially still data), you will be able to attract advertising budgets. If you are a medium or

small publisher, you are likely out of that game. As a result, the walled gardens will grow even stronger,

they will increase their dominance of the Internet; even fewer players will own even more data". Source:

https://www.linkedin.com/pulse/eprivacy-welcome-end-internet-jochen-schlosser.

3Cookies are small files placed by visited websites on the users computer that allows the website to track

the users activity and use this information for segmenting audience and make targeted offers.

4We follow Reinganum (1983) and a large body of subsequent R&D literature with this functional form

assumption. The Annex contains a graphical illustration of the function si(qi).

5A recent survey by Episerver (2018) found that only 17 percent of people say that making a purchase

is their primary purpose for visiting a brand’s website for the first time. The primary purpose of visiting an

e-commerce website is in the vast majority of cases is not directly related to purchase intent, but involves

looking for information on store openings, shipping or payment. It therefore seems unlikely that consumers

would strategically refrain from website visits anticipating that doing so may affect prices.

6This relationship is confirmed in a series of ordered probit regressions, explaining website privacy scores

by the number of monthly users. The result holds largely also when taking individual privacy categories as

dependent variable. The regression outputs are available upon request from the authors.

7Early applications of this approach are found in Ashenfelter and Card (1984), Card (1992), and Card

and Krueger (1993).
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8This is crucial in our analysis, since EU firms are in principle much more similar to each other than US

firms.

9As shown in Table 5 in next Section, the ePrivacy Directive 2009/136/EC has been implemented between

2011 and 2013.

10As shown by Goodman-Bacon (2018), the resulting estimate is a weighted average of all the simple

two-period treatment effects in each DDD, where the weights depend on treatment variances and group

sizes.

11As shown in next Section, we select firms that realize alt least 80% of their revenues in one specific

country.

12Each firm in our sample operates in one geographical market, either USA or one of the EU Member

States. The inclusion of geographic-specific time trends allow us to control for preexisting economic trends

affecting the countries where our firms operate, and follows the empirical strategy developed by Wolfers

(2006).

13Not surprisingly, when we perform a DiD on European firms, where offline firms belong to the control

group, we find a strong positive effect of the policy change on both revenues and profits.

14The implementation dates were taken from national laws and publicly available documents. The full list

of sources is available upon request.

15Large firms are defined by those with realized revenues above the sample median before the implemen-

tation of the ePrivacy Directive.

16Recall that the coefficient of interest in Tables 6 and 7 measure the average percentage variation of the

dependent variable on the treated when the policy change is in place against the period when it is not.
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