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INTRODUCTION

IN EARLY 2013, Edward Snowden, the former National
Security Agency (NSA) contractor, contacted several
people who were civil liberties activists and former
journalists, including Glenn Greenwald, a former
Guardian journalist; Laura Poitras, a filmmaker; and
Barton Gellman, a former journalist with the Washing-
ton Post. These contacts led to face-to-face meetings in
Hong Kong towards the end of May 2013 and the first
revelations about American surveillance systems were

published in early June.'

Since then, the Snowden story continues to roll along

and fascinates the media, the intelligence and political

SUMMARY

communities, and the public at large. Perhaps the least
important part of it is the fact that Snowden has be-
come a refugee without a passport, currently grant-
ed asylum in Russia, and in short of other options.
The United States has asked Hong Kong, Russia and
other countries to return him to US jurisdiction, and
officially considers him a felon who has stolen secret
government data, and a criminal who violated his offi-
cial secrets oath. There is a lively debate in Washington
whether he is a ‘whistle blower’ or a traitor, a civil lib-

erties hero or a feckless burglar who broke the law.?

This policy brief will analyse different threads that run
through the story, as it has affected millions of global

citizens and many areas of public policy — including

This policy brief outlines the chronology
of the developments since Edward
Snowden leaked the documents on
large-scale  electronic  surveillance,
including PRISM and Tempora pro-
grammes, the policy implications and
the public’s response. It concludes that
the nature of the debate has shifted from
a legal and constitutional issue about
US surveillance, to a global concern.
The revelations have led to divergent
attitudes towards surveillance opera-
tions, with Britain and other Anglophone

countries on one side, and others in Eu-
rope and Brazil and in Asia judging in-
telligence activity more critically (but at
times disingenuously). There is also a
growing opposition from telecom com-
panies and Internet providers in the US
to being forced to pass on the personal
data collected during their commercial
operations to the government.

At this stage, the gulf between secu-
rity needs and the privacy rights of in-
dividuals, both Americans and others,

is as wide as ever. However, European
attempts to promote data privacy rules
as a safeguard against electronic surveil-
lance proved to be unsuccessful, as the
rules were not designed for that purpose
and comes at disproportionately high
costs. So were attempts to leverage on
TTIP negotiations, especially as Europe
is the demandeur of that FTA — not the
US. Data privacy rules are also regula-
tory barriers in the eyes of trade negotia-
tors, proven by the EU’s own offensive
stance in its prior FTAs.




intelligence co-operation, security and global trade — as
the impact of his revelations has spread far and wide be-
yond the United States.

DOMESTIC SURVEILLANCE BY PROXY?

Tk US Laws prohibit ‘eavesdropping’ of the communica-
tions of its own citizens — whether by voice (telephone)
or by electronic means, including the Internet or social
media. However, it has become clear first that ‘incidental’
monitoring of American residents did occur as agencies
listened to their calls and messages to foreign residents,
and later that indirect data collection of American mes-
sages had taken place through programmes run by the
British intelligence agency, and shared with the NSA.

Asan exception to the basic rule, monitoring is permitted
when a special warrant is issued. However in the period
following 9/11 and the passage of the Patriot Act, ‘war-
rantless’ interceptions clearly occurred. In addition the
Foreign Intelligence Surveillance Act (FISA) mandated
the creation of anew court, Foreign Intelligence Surveil-
lance Court (FISC) — the Supreme Court responsible for
security issues — which met and took decisions in secret,
issued frequent orders to network suppliers such as Ver-
izon, Apple, Google and Yahoo, and Facebook, requiring
them to make data available.?

The early revelations disclosed surveillance programs
monitoring all telephone and Internet communications of
American residents, both calls and messages to each other
and to those living abroad. We learned about the PRISM
and Tempora programmes, among many others, and we
learned about the USA Patriot Act of 2001 (adopted in a
rush after the 9/11 attacks). Gradually we got to know
about the powers conferred by the FISA legislation, and
the existence of the largely secret court of FISC was re-

vealed and its powers analysed.4

It was at first denied that there was any surveillance of US
citizens, but such denials were not sustainable, neither
from Obama, nor from intelligence figures in the Con-
gress. The Director of National Intelligence, James Clap-
per had said “the NSA does not collect data on millions of

Americans”; and the President was quoted: “Nobody is

listening to your telephone calls”. It rapidly became clear
that Americans were in fact being swept up in the tapping
of foreigners, and that GCHQ), the British signals intel-
ligence agency, was monitoring American messages and
sharing the results with the NSA.

THE LAW AND THE PRACTICE OF THE NSA -
THE DOMESTIC RESPONSE

Tk NSA 1s responsible for foreign intelligence, i.e. mon-
itoring terrorist activities and containing risks of terrorist
attacks. The role has become vastly more important after
the 9/11 attacks in New York, and the reach of its sur-
veillance activities has increased accordingly. The public
reactions appeared within just a few days after Snowden’s
revelations — many arguing that the NSA’s use of section
215 of the Patriot Act went beyond the letter of the law
(despite its ambiguities), or the actual intentions of the
US Congress when the act was passed in 2011 immedi-
ately following 9/11.° Furthermore, claims were made
that the use of section 1881a of the FISA Amendments
Act, 2008 could be unconstitutional.

This forceful early attack on the programme may well
indicate that a high level of dissatisfaction with the deci-
sions of the FISC had been building up for some time.®
The initial response of the intelligence community (and
its defenders — the chairs of Intelligence Committees,
in Congress) made counterclaims that the programmes
were necessary for national security, and the facts were
admitted as little as possible. Those defending the intelli-
gence community from the President down were accused
of misleading Congress in their efforts to justify the poli-
cy as necessary to keep Americans safe.

It took some time before there was any admission of the
scale of data collection — the “bulk hoovering” of millions
of messages on a daily basis —a lateness that may have fur-
ther undermined the public’s confidence: a Pew Centre
poll (quoted in the Economist) shows that the 53% disap-
prove of NSA surveillance, while 40% approve, “although
when there is a Democrat in the White House, Democrats
are much keener to support what America’s spies are do-

ing[...] and vice versa”.’
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Moreover, journalists were quick to investigate the work-
ings of the FISC, and its powers to compel Internet pro-
viders and phone companies to provide a mass of data.
These powers had been considerably widened after the
9/11 attacks and the range of targets under surveillance
had also been significantly increased, and the Court
appeared to be issuing or approving court orders on a
wholesale basis.

During July there was gradually a shift in attitudes in the
Congress, leading to the drafting of bills to rein in the
surveillance programme and rising pressure on President
Obama for a general review of the situation and for chang-
es in the system. While some spokesmen continued to de-
fend the programme in its entirety (Mike Rogers, chair of
the House Intelligence committee even accused Snowden
of having been a Russian spy),* publications traditionally
close to the Democratic party published articles with titles
like “The NSA: They know more than you think’. This re-
inforced the shift in public perceptions.” On January 1 St
new reports emerged about the technical ability of the
NSA to monitor computers even if they were not linked
to the Internet.' In response, the President Obama had
set up an advisory group of former NSA officials to make
recommendations on changes, but some may argue that
the need to address the issue was slow in coming,

If the public opinion at home appears divided, so are also
the courts: a year after Snowden’s meeting with the jour-
nalists, the jury is literally still out on the legality of the
NSA’s practices. One US federal judge has ruled that NSA
surveillance is “significantly likely” to be unconstitutional,
while another disagreed and has found them to be within
the law. The question is apparently not new: details have
also emerged of the 1971 burglary of an FBI office de-
tailing the illegal surveillance activities directed at US
citizens, civil rights activists and protest groups, which
illustrated a long standing state of confusion about the

legality of the surveillance programmes.

SURVEILLANCE ON EUROPE, ENEMIES, ALLIES,
AND TRADING PARTNERS (OR ALL ABOVE)

THE FIRST REVELATIONS were rapidly escalated to uncov-

er the extent of European surveillance on American and

European citizens, including the Tempora programme,
managed by GCHQ in the UK in conjunction with the
NSA."" Later published accounts revealed that American
and British intelligence agencies had been monitoring the
conversations of world leaders attending a G20 Summit
in London in April 2009, that EU diplomatic premises
in New York and Washington had been bugged, and that
private communications of ‘friendly’ leaders from ‘allied’
countries — Der Spiegel reported that Chancellor Mer-
kel’s personal phone had been tapped;'? Communications
of President Dilma Rousseff of Brazil and former Prime
Minister Ehud Olmert of Israel had also been regularly
intercepted and monitored. In Europe, politicians asked
pointed questions about who were the friends or foes,"
or perhaps which leaders were actually worthy of the spy-
ing effort.

At an early date the media began to report on the trade
policy implications of the surveillance situation. Initially
this was in the context of reports that Ecuador might of-
fer asylum to Snowden (as they had done for Julian As-
sange), and the US may then threaten to withdraw trade
benefits by revoking Ecuador’s GSP duty-free market ac-
cess. More importantly, the reports risked derailing the
first round of negotiations for the EU-US trade agree-
ment, the Transatlantic Trade and Investment Partnership
(TTIP). Reports from around capitals culminated in an
NYT Editorial entitled “Listening in on Europe isn’t a
good strategy [for the USA]”."™

Presidents Obama, Van Rompuy and Barroso launched
the TTIP negotiations in March 2013, with much politi-
cal muscle and media fanfare. France, supported by non-
trade EU officials (such as the European Parliament Presi-
dent Martin Schulz and the Justice Commissioner Viviane
Reding), urged a delay while explanations were sought;
Germany and other remaining Commissioners wanted
to move forward as planned. Trade analysts also warned
against leveraging these negotiations against the NSA,
almost immediately after Snowden’s first revelations. "
Once a compromise was brokered, trade talks could be-
gin as scheduled with separate talks about surveillance in

parallel.

In a later twist the German government warned the

UK not to use its diplomatic facilities for surveillance
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purposes; articles appeared which highlighted the British
contribution (through GCHQ) and suggested that they
had as much, if not, more data collected as the NSA. The
NYT reported in December that ‘in monitoring more
than 1000 targets in upwards of 60 countries between
2008 and 2011 the US and British agencies’. Other re-
ports said that Australian embassies had monitored calls
and Internet messages in the Asian region. '

Subsequently articles appeared reporting on the long his-
tory of swapping of intelligence among European coun-
tries, which suggested that governments had known about
such monitoring (but perhaps had not grasped the new
scale of global data capture) and were largely complicit
or engaging in hypocritical protests. The existence of the
“Five Eyes” partners — the US, the UK, Canada, Australia
and New Zealand — that cooperated in collecting intel-
ligence and in sharing the results was widely known."” In
effect, Europe was divided into three different circles,
depending on their level of intelligence co-operation with
the US, with practically little unity or common interests
between the EU member states.

IMPLICATIONS ON THE GLOBAL ECONOMY

Tk EU was in midst of a legislative process for anew data
privacy regulation, the General Data Privacy Regulation
(GDPR), to replace the prior directive from 1995 that
predated the Internet, and was asymmetrically enforced
in different Member States. Given the origins of the EU
as a customs union and a Single Market, EU privacy rules
have primarily focused on the free movement of data
(which follows the freedom of establishment) rather than
the citizens’ right to privacy. The view of privacy as a“fun-
damental right” was not established until the Charter of
Fundamental Rights in 2001.

The proponents of GDPR often stress the change in the
EU charters, and the need for an EU-wide harmonisa-
tion. In contrast, the opponents point to the fact that the
GDPR only applies between private parties (i.e. business-
es and consumers), while EU governments and agencies
are explicitly exempt, or likely to be so. Furthermore,
the protectionist features in GDPR restricts foreign tel-
ecom operators, Internet companies, and data processors
to enter the Single Market — some impact assessments

show that that GDPR is likely to hamper European GDP
growth by at least -0. 3%.18

The data privacy concerns and the Snowden affair have
indeed created an uneasiness towards ‘big data” and the
digital economy dominated by US-invested firms. Com-
missioner Reding (with some support from Germany)
urged that the ratification process of the GDPR should
be speeded up, and that the ‘Safe Harbour’ framework (a
self-certification process allowing US firms to operate in
the EU) should be reviewed, improved or revoked. In the
context of TTIP, market access for Internet services and
privacy rules are politically sensitive for Europe. How-
ever, the new defensive stance on its privacy rules in trade
talks is a reversal from previous positions of the EU, who
had negotiated free movement of data in its FTAs since its
2011 agreement with the Republic of Korea."”

Other countries have also forcefully responded to the rev-
elations. Brazil has threatened to stop all Brazilian data be-
ing transferred out of the country (and offering domestic
email services via the national postal office). Overall, the
US business estimates that US cloud computing industry
stands to lose up to $35 billion from loss of consumer
confidence.'*’As a result, companies like Microsoft have of-
fered to its users the option to have their data stored outside
the United States. Further signs that data providers were
not happy with the position started to emerge in August,
with stories that firms closed down their services rather
than provide data and further stories of companies and in-
dividuals that challenged the NSA’s letters or orders.”!

This illustrates the impact of Snowden’s revelations — but
also the participation, or even complicity, of the commer-
cial actors. Companies are obliged or coerced to provide
personal data to the intelligence agencies of one jurisdic-
tion, while obliged to protect the same data in another.
NSA and GCHQ had also been able to access company
data directly by tapping in to the fibre-optic cables that
carried their traffic, and this led to embarrassment of the
companies and to fears that the integrity of the ‘open’
Internet would be compromised. However, the story
does not seem to come an end — later reports fuelled sus-
picions that NSA activity could be re-directed towards
industrial espionage. Also, the NSA seems to have also
cracked secure encryption tools, adding to the growing
discomfort.
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CONCLUSION

SIX MONTHS AFTER the first revelations emerged, it is still
difficult to know where (or if) this story will end. There
have been further new developments in recent weeks,
new secret technology used by the NSA to access com-
puters and a Presidential review. Anything may come
next. Obama received a report from his advisory panel,
with recommendations for changes to the surveillance
programs; and on January 20" he made a major speech
promising that there would be changes in the system, but
leaving many details of the new policy to be worked out
by intelligence agencies and the Congress. The full and
complete picture may never be known, but already a few
preliminary conclusions can be drawn:

*  First, the nature of the debate has shifted from a
legal and constitutional issue about US surveil-
lance, of primary concern to Americans, to a
problem which is in effect now a global concern.
Reactions to President Obama’s proposals are
very different according to the listeners.

*  Second, and linked to that, there is growing em-
phasis on the role played by GCHQ in Britain,
which has been largely running a joint operation
with the NSA. This leads to divergent attitudes
towards surveillance operations, with Britain
and other Anglophone countries on one side and
others in Europe and Brazil and in Asia, judging
intelligence activity more critically (but at times
disingenuously).

*  Third, there is growing opposition from telecom
companies and Internet providers in the US to
being forced to pass on the personal data col-
lected during their commercial operations to
the government — it belongs to them and its sei-
zure affects their reputation and the security of
their customers.

*  Fourth, the gulf between security needs and the
privacy rights of individuals, both Americans
and others, is as wide as ever. Should Snowden
be prosecuted as an outlaw, or commended for

opening an overdue debate on security issues —

which needed to be reviewed and probably re-
balanced?

*  Fifth, attempts to promote data privacy rules
as a safeguard against electronic surveillance
proved to be unsuccessful as these rules were
not designed for that purpose and comes at dis-
proportionately high costs. So were attempts to
leverage on TTIP negotiations, especially as Eu-
rope is the demandeur of that FTA — not the US.
Data privacy rules are also regulatory barriers in
the eyes of trade negotiators, proven by the EU’s
own offensive stance in its prior FTAs.
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