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ABSTRACT

Drone technology is not only a game changer, it also triggers obligations. If we
recast our perception of drones as solitary planes to one of a comprehensive
technology with extensive surveillance and control capabilities, we encounter
new and crucial legal implications of the use of drones in armed conflict. To
make its argument, this article first places the surveillance and control capa-
bilities of drone technology within the context of the European Convention
of Human Rights. The European Court of Human Rights has found that the
Convention applies in a number of cases where a member state exercised con-
trol and authority over persons or territories outside Europe. The article argues
that this may affect the legal basis for European states that employ drones
for attacks. The second part of the article examines the implications of the
surveillance capabilities of drone technology for the principle of precaution
in international humanitarian law. In addition to identifying so far overlooked
legal implications arising from the employment or availability of drone tech-
nology for attack in armed conflict, the article raises the more general question
of how the laws concerning armed conflict should be applied in an era of total
surveillance.
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I. INTRODUCTION

The recent legal controversies about the use
of armed unmanned aerial vehicles (UAVs),
which we shall here simply call “drones,”
primarily spring from the disputed lawfulness
of Israel and the CIA’s “personality strikes”
and the CIA’s “signature strikes”. “Personality
strikes” refers to the targeted killing of persons
in cases where the targeter “... has a high
degree of confidence that it knows the precise

1]

identity of the targets,” while “signature
strikes” denotes attacks on persons based
on behavior patterns assumed to indicate
enemy activity.” The legal discussions this
provokes revolve around questions such as
the deprivation of life without due process of
law,’ the violation of territorial sovereignty,
the right to self-defense, the use of battlefield
equipment in situations other than armed
conflict and the use of non-military pilots
for drone strikes (in the case of the CIA),
and civilian casualties. * These questions and
the ways they have been addressed stem not
so much from drone technology itself, but
rather from the nature of the operations for
which armed drones are being employed,’
and they primarily concern the lawfulness of
individual acts carried out by the use of single
drones.

However, if we consider the broader
surveillance properties of both currently
available and future drone technology
combined with theirarmed capability, some so
far unaddressed legal implications come into
sight. First, the rapidly growing surveillance
capacity of drone technology combined with
ever more sophisticated armed capabilities
may suggest a capability for exercising
a degree of control and authority over
territories and persons that may trigger the
extraterritorial application of the European
Convention of Human Rights (ECHR)®, and

thereby making an array of human rights
obligations topical to drone attacks if carried
out by member states. Apart from the United
Kingdom, European states have not as of
yet used drones for armed attacks. However,
there is little doubt that in the future armed
drones and remote-controlled fighter planes
will become standard military equipment
for most Furopean states. This makes it
relevant to consider how drone technology
may trigger obligations under the ECHR, in
particular the duty to investigate killings. The
legal implications of using drone technology
within the context of the ECHR may also be
used as a point of departure for discussing
other human rights obligations ensuing from
the employment of drone technology.

Secondly, the surveillance capacity of
drone technology in combination with the
withdrawal of risk for pilots affects the
application of the precautionary principle
in international humanitarian law (IHL).
The argument is that the drone technology,
in addition to its strategic value, offers
effective precautionary measures in the form
of the capability of making pre-operational
assessments of targets. Drone technology
therefore raises the question of a humanitarian
law obligation for states to employ drone
technology #f available to exhaust all feasible
means of information gathering if any doubt
exists as to whether an attack may lead to
civilian casualties. At the same time drone
technology dissolves classical dilemmas
with regard to balancing military efficiency
with precaution, dilemmas which spring
from concerns for personnel, material and
urgency. As will be argued, the obligation
to employ drone technology for precaution
should apply both to drone attacks as well as
to other weapon systems.

While this article examines the specific
question of how a wider concept of drone
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technology affects the interpretation and
application of the precautionary principle
under IHL and the question of extraterritorial
obligations under the ECHR, its aim is wider.
The argument concerning the ECHR and
the precautionary principle points at some
broader legal and moral implications of drone
technology. Drone technology will develop
at great speed in the coming decades, and
we will without doubt see the development
of surveillance capabilities and weapon
technologies that today we cannot imagine
the full scope of. This future scenario should
not only be addressed in terms of precision
weapons. Surely we need to consider how
the possibility of seeing and knowing in armed
conflict triggers moral and legal obligations.
Even in a near future, ground attacks may
no longer be lawful without engaging drone
technology for the purpose of precaution.’
It is as if drone technology lifts the “fog
of war” from critical aspects of the use of
armed force. In this manner, the revolution
drone technology presents us with in the
context of armed conflict is also about legal
responsibility.

To make its argument the article first recasts
the legal problematic related to targeted
and signature killings from what could be
called “single drone strikes” to “the use of
a comprehensive combined weapon and
surveillance technology.” It then places this
concept in the context of the ECHR by looking
athow recentcourtdecisions from the European
Courtof Human Rights have applied the ECHR
extraterritorially in cases where the court
found that European states exercised effective
control and/or authority in territories outside
Europe. Next, the principle of precaution in
humanitarian law will be examined in relation
to drones as a comprehensive surveillance and
weapon technology. Finally, the article reflects
on how the examination of drone technology,

ECHR and the precautionary principle in IHL
may guide our image of drones in future armed
conflict.

2. RECASTING THE DRONE
PROBLEMATIC

The state-of-the-art armed drones are silent,
remote-controlled,
predator drone stalls at around 100 km/h.
They can stay airborne for more than 24 hours

slow-speed planes. A

and numerous drones can in principle be
flown over a small area much more easily than
conventional planes, thus allowing multiple
surveillance  platforms  simultaneously.
Drones may be flown at low altitude without
compromising pilot security. The drones’
surveillance accessories include 1.8 gigapixels®
cameras, infrared cameras, electromagnetic
spectrum  sensors, gamma fray Sensofrs,
biological sensors, and chemical sensors. They
can eavesdrop on cell phones and radio as well
as intercept wireless internet communications.
What is more, drone technology is currently
developing at great speed. New cameras
and data transfer technologies allow for
increasingly advanced information collection.
Soon we will see better software for analyzing
the huge volumes of drone surveillance
material and, sooner or later, also algorithms
for biometric identification of persons. We will
see in-flight laser charging of drone batteries.”

' smaller

And we will see cheaper drones,"
drones, tiny, beetle-sized drones, whirring
around close to the ground. In fact, militaries
already use hand-sized miniature drones
for reconnaissance.! Although the range
and functions of such ‘nanodrones’ remain
limited they do constitute a small revolution
in the field of intelligence, surveillance and

reconnaissance.'?
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Finally, drones will be increasingly robotized.
Autonomous weapon systems raise many
questions,"” yet notwithstanding the weapon
aspect, the mere surveillance advantage of
robotized drones flows directly into this
article’s main argument about how “seeing
triggers obligations.”

Despite recent technological triumphs, it is
uncertain exactly what we can expect. A 2012
report from the United States Congressional
Research Service foresees that, “In the near
tuture, law enforcement organizations might
seek to outfit drones with facial recognition
or soft biometric recognition, which can
recognize and track individuals based on
attributes such as height, age, gender, and skin

color.'*

This mirrors some of the general
public as well as academic expectations, if not
to say anxieties, towards drone technology.
Yet, facial recognition technologies still
suffer from difficulties in capturing useable,
high quality images of moving persons (or
from moving cameras) from a distance,
as well as in developing algorithms for
processing data.” When such technologies
have matured, we will be faced with the
challenge of packing the technology into a
compact drone-loadable format. On the other
hand, facial recognition has become one of
the most explored technologies in biometrics,
and technological quantum leaps almost
certainly loom around the corner. Even if we
will not see drones equipped with biometrical
identification technologies “in a near future,”
drone-based surveillance technology will
certainly advance very quickly.

Armed with precision weapons, drone
technology ~ becomes a comprehensive

surveillance and weapon system with
extensive capabilities for patrolling and
controlling territories. The moral, political
and legal discussions on the use of drones

as weapon systems therefore need to view

drones not as solitary remote-controlled
planes. Rather, we need to consider the entire
technology as it is applied or can potentially
be applied in a given situation.

What we need is to change our view
on drones as a simple, remote-controlled
“killing-from-a-distance” tool: drones are
not only the last step in a technological
development moving from the stone sling to
the longbow to present-day cruise missiles
and, finally, the drone. Rather, they are a
medium for proximity. By employing drones,
we see things we have never seen before,
and we will soon see even more. Drone
technology brings us closer than ever to the
enemy, and conducting killings by drone can
be a very intimate form of killing. As one
leading expert writes, “These controllers
have an intimate view of their targets by
video streaming, following them for hours
and days, and they can also see the aftermath
of a strike, which may include strewn body
parts of nearby children.”’ In the same way,
a Reaper pilot expresses that “We have the
capability to see (unlike fast jets) the effects
of our weapon strikes in relatively close up
detail.”"” We shall not here consider drone
technology’s socio-ethical implications for
the practice of killing. It suffices to note
that the virtual proximity enabled by drone
technology is critical to its general capability.

To be sure, the most noteworthy historical
trajectory of drone technology is not the
history of remotely deployed force; it is the
history of seeing the enemy in war: a history
moving from hilltops and watchtowers to the
use of binoculars, balloons and airplanes and
then on to radar, night vision, satellites...and
drones. Proximity and visibility rather than
remoteness should therefore be our main
point of departure in analyzing the legal and
moral implications of drone technology for
the use of armed force.
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3. DRONES AND THE EUROPEAN
CONVENTION OF HUMAN
RIGHTS

Because drone technology offers an effective
apparatus for exercising control over territory
and persons, the employment of armed drones
in armed conflict may trigger certain human
rights obligations. This section examines the
legal implication of the control capability
of drone technology in the context of
European human rights law. Recent practice
from the European Court of Human Rights
demonstrates a progressive extraterritorial
application of the ECHR, which has certain
implications for the use of drone technology.
To understand this, we must briefly examine
a number of central cases decided by the
Court.

Firstofall,as concluded by the International
Law Commission, armed conflict will rarely
if ever affect either humanitarian law treaties
or non-derogable human rights treaties."
However, it is one thing that treaties are
in effect and another thing that they are
applicable to a given concrete situation.
Should a European state employ combat
drones in conducting attacks we would need
to consider in each particular case whether
the ECHR binds the state operating the
drones. This question first of all concerns the
extraterritorial application of human rights
treaties. Human rights law was originally
constructed as a regime governing the
relationship between the state and persons
on the state’s territory. The ECtHR has
made it clear that the term “jurisdiction” in
Article 1 in ECHR reflects this “ordinary and
essentially territorial notion of jurisdiction”,
and that as a general principle the ECHR
does not apply outside the European area.”
Yet, as we shall see, during the last decade,
the Court’s practice reveals a progressive

extraterritorial application of ECHR,* which
appears relevant to the questions of drone
technology and legal responsibility.

The case of Bankovic v. Belgium (2001)
has been invoked in the legal literature to
explain why the ECHR is not relevant to
drones. In this case, the Court was faced with
the question of whether the NATO member
states could be held responsible under the
Convention for damage to civilian buildings
and several civilian deaths caused by the
airstrike on the Serbian Radio Television
headquarters in Belgrade. The Court stated
that a non-territorial basis of jurisdiction
is “[...] exceptional and requires special
justification in the particular circumstances
of each case.' In this case, the Court found,
missiles and bombs fired from aircraft were
not considered a sufficient “jurisdictional
link” and consequently the ECHR did not
apply.”> “Under this reasoning”, writes one
legal scholar, “drone operations in Yemen
or wherever would be just as excluded from
the purview of human rights treaties as
under Bankovic.”’* This is probably true
in the case of a solitary drone. However, if
the situation involves the use of the full
surveillance and precision weapon capability
of drone technology, it seems rather doubtful
that the judgment in Bankovic provides
the yardstick. In this case, we should look
to more recent developments in European
human rights law, which reveal a quite
progressive, extraterritorial application of
the Convention, which seems highly relevant
for the employment of drone technology in
armed conflict.

In the cases of Issa v. Turkey (2004)** and
Ocalan v. Turkey (2005)* the Court widened
its interpretation of “jurisdiction.” The
Court’s jurisprudence now based itself
on “an expansive but simple rationale for
extraterritorial jurisdiction: ‘control entails
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responsibility.””* Issa v Turkey concerned

an incident in 1995 in which the Turkish
military forces killed civilians during a cross-
border attack in northern Iraq that “aimed at
pursuing and eliminating terrorists who were
seeking shelter” in this area. In other words,
a typical counterinsurgency operation. The
Courtindicated that the ECHR was applicable
since the killing of Issa happened in a space
under the direct control of Turkey’s military
forces. In Ocalan v. Turkey, the Court found
the ECHR to be applicable to acts in which
Turkish secret agents abducted Abdullah
Ocalan in Nairobi Airport in Kenya and flew
him back to Turkey for prosecution. The
judgment found that the direct hands-on link
between the Turkish agents and Ocalan was
enough to invoke the obligations of ECHR
extraterritorially, even in spaces remote from
the Convention’s juridical space (Europe).
The Court seemed to follow a mixture of
the “authority and control over territory”
rationale of Issa and the “direct control over
individuals” rationale of Ocalan when it ruled
in the case of A/lSkeini & Others v United
Kingdom (2011) *7 _Al-Skeini concerned the
death of six Iraqi civilians in the Iraqi town
of Al-Bashra in 2003. The case involved
typical “collateral damage” casualties, such
as anticipatory shooting of approaching
suspicious persons and stray bullet death, but
also death by crude violence. Relatives of the
victims brought claims before the ECtHR
against the UK for failing in its procedural
obligation to investigate the killings. So
the case was not about the lawfulness or
otherwise of the killings, but about the lack
of investigation. The Court held that the
UK had ¢ffective control over the territory in
question through its military presence, thus
establishing the sufficient jurisdictional link
to find the Convention applicable. In the
words of the Court: “... the UK (together

with the United States) assumed in Iraq zbe
excercise of some of the public powers normally to be
excercised by a sovereign government. In particular,
the UK assumed authority and responsibility
for the maintenance of security in South East
Iraq. In these exceptional circumstances, #be
Court considers that the United Kingdom, through
its soldiers engaged in security operations in
Basra during the period in question, exercised
authority and control over individuals killed in the
course of such security operations, so as to
establish a jurisdictional link between the
deceased and the UK for the purposes of
Article 1 of the Convention.”?® Therefore,
the court concluded, the UK had breached
its procedural obligations under Article 2 of
the Convention.

3.1 Drones and the question of
effective control

It is clear that there is a world of a difference
between the high altitude bombing of Serbia,
which produced the Bankovic case and
long-drawn-out surveillance-intensive drone
campaigns. The question is, however, whether
the employment of drone technology with
armed capability may give rise to similar legal
arguments about control through “military
presence,” which until now has lead the
ECtHR to apply the ECHR extraterritorially.
There can be no doubt that the surveillance
of areas or individuals by drones involves
a strong aspect of control.”’ The question
centers on the nature and intensity of this
control, and how the Court would view it in
the light of its jurisprudence.

If we look at the environment which
produced the Al-Skeini case, we see, without
taking sides or any intention to criticize, a
fairly disordered security operation in the
difficult and dangerous environment of the
town of Basra in Iraq. It was a period where
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“crime and violence were endemic,” and
. the Coalition forces in South East Iraq,
including British soldiers and military police,
were the target of over a thousand violent
attacks in ... 13 months.” * Soldiers needed,
first and foremost, to protect themselves. The
six killings that gave rise to the Al-Skeini case
comprised one stray bullet death, the killing
of a man at a funeral who held a gun at the
ceremony (in Iraq itis customary to discharge
guns at funerals), the shooting of a person in
a house during a night raid, the killing of the
driver of a “suspicious-looking” vehicle who
defied the soldier’s signals to stop, as well as
two cases of abusive behavior on the part of
the soldiers causing the death of detainees.”
Apart from the abuse, the testimonies
included in the Judgment bear witness to
hectic situations where soldiers assumed
limited room for precaution. The question of
what kind of ‘effective control’ was actually
being carried out in Basra must be raised.
Furthermore, for our case, the question of
whether drone technology may enable an
exercise of control over individuals from
the air that is equal to that of combat troops
patrolling the streets of Basra has to be
posed.

Drone technology may — so far — be of
little use when conducting night raids inside
houses, approaching people in the streets to
seek out immediate reactions, or in operating
checkpoints. However, when it comes to
observing houses, roads, infrastructure,
junctions, open fields, villages, and urban
areas, as well as tracing persons moving
by foot or vehicle, drones are effective. If
long surveillance periods (that today mostly
lie ahead of targeted or signature killings)
combined with enforcement capability in the
form of instant weapons delivery does not
imply an intense form of “effective control”,
then what is “effective control”? Given that

the Court found a jurisdictional link between
the United Kingdom and a woman killed by a
stray bulletin Basra, then why could and should
not such a jurisdictional link also emerge
out of several weeks of close surveillance of
a person ending in a targeted killing? With
regard to some situations, it is difficult to
see why drone technology would not imply
an even more effective control over persons
or territory than troops on the ground. Here
it simply needs to be considered how drone
technology enables stealth and longstanding
surveillance. This may be different from, and
yet in some situations more comprehensive
than what may be effected by indiscrete,
heavily-equipped combat troops patrolling
on the ground.

3.2 Drones and the question of
authority
Furthermore, the criteria of “the exercise
of some of the public powers normally to
be exercised by a sovereign government”
laid down by the Court also needs to
be considered. Compared to the control
criteria, which may spring from simply
imposing force on individuals, as in the
case of Ocalan, the “public power” criteria
requires an analysis of the political context
in which drone technology is employed. Let
us take the drone campaign in Pakistan as
our example, even though the United States
is not, of course, bound by the ECHR. The
campaign is legitimized exactly by the lack of
any effective public powers in the tribal areas,
and the United States’, at least implied, claim
to be carrying out a security operation that
would normally be exercised by a sovereign
government to root out terrorism.

If such a claim was made by a European
states, could it in combination with a strong
presence through technology give rise to
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jurisdiction under ECHR? Whatever the
legal basis may be for the drone campaign
in Pakistan,” the political and legal basis for
the drone campaign there is obviously very
different from the situation in Basra, which
produced Al-Skeini, and where the United
Kingdom (during the Coalition Provisional
Authority)
the responsibility for the maintenance of

formally assumed some of
security in South East Iraq. Unless a similar
situation develops, the question of a possible
applicability of the European Convention of
Human Rights to the situations employing
drone technology for the kind of operations
we see United States undertaking in Pakistan
is unlikely to invoke the authority argument.
Then we would be back at the Bankovic
judgment. Not as a precedent, making drone
strikes lawful, but as a matter of revisiting
the control argument from the perspective
of drone technology. The question is how
the Court would have decided in Bankovic
if the targeted building and its surroundings
had been under close-up surveillance for
weeks or even months combined with a
continuously ready strike capability. How
would the Bankovic decision have looked like
if the attackers had exact knowledge of how
may persons were in that building?
Although this argument is somewhat
speculative, if it proceeds to have merit in the
European Court of Human Rights, it adds
a new legal dimension to the use of drone
technology for targeted and signature strikes
— as well as for more regular combat attacks.
In others words, the shift in concept from
“single drone” mission to “drone technology”
as a comprehensive surveillance and weapon
system transforms the implicit concepts of
responsibility under human rights law, at least
for European states. Yet the tipping point
towards control-based jurisdiction is for
the Court to decide. However, if the Court

should find that control-based jurisdiction
over persons may spring from soldiers or
security forces on the ground but not from
drones in the sky, it would indeed also provide
the debates about drones with an interesting
jurisprudence.

3.3 Drones and investigatory duties

Provided that the ECHR may be applied
to certain situations stemming from the
employment of armed drones, then what
kinds of obligations would apply? Human
rights regimes generally contain provisions
on derogation from the regimes that bring
them into line with IHL norms when it
comes to the right to life in armed conflict.”
The ECHR permits derogations from the
right to life “... in respect of deaths resulting
from lawful military acts of war””** Legal
. at the end
of the day, the concrete operation of the

(13

scholars mostly agree that,

principles of proportionality seems broadly
equivalent in both branches of international
law.”* In short, the room for killing and
collateral damage remains under IHRL, even
if a stricter precautionary norm applies. Yet
on the procedural side, when it comes to the
question of investigating alleged violations
of the right to life under ECHR Article 2 in
order to determine whether an act in contrary
to IL has taken place, IHRL contains much
stricter and far more detailed norms and
practice than IHL as to both pre- and post-
incident assessments.”® If ECHR applies to a
given situation, the investigatory duties also
follow the human rights regime.”

The ECtHR has confirmed its jurisprudence
with regard to investigative duties in cases
of possible breaches of ECHR Article 2 in a
number of cases, most recently in the Al-Skeini
case.”® The material issue in the Al-Skeini case
was not the lawfulness ve/ non of the killing of
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Iraqi civilians by British soldiers. It was about
the UK’s failure to investigate the killings
properly. The Court clearly established that
when the ECHR applies extraterritorially, state
parties have a positive obligation to conduct
independent and effective investigations
into possible breaches of ECHR Article 2.
Consequently, the Court found that the lack
of proper investigation is a breach in itself: it
is simply illegal not to investigate. Case law
from the ECtHR has clearly established that

<

an effective investigation must be “capable
of leading to a determination of whether
the force used in such cases was or was not
justified in the circumstances.”” However,
we should of course expect the Court to scale
down investigatory duties in impenetrable
environments. Provided that the ECHR
applies to a killing executed by drone
technology, the question of how to view the
duty to investigate in such circumstances
arises. As the Al-Skeini case established, it is
for the ECtHR to decide, first, whether the
Convention applies and, second, whether the
investigatory duties have been fulfilled.

It is furthermore worth noticing that the
Al-Skeini case established that relatives of
civilian victims of international military
operations have access to have their case
heard in the national civilian courts of the
state responsible for the operation; and that if
the state is unwilling or unable to consider the
case, the relatives of the victims may file their
case with the ECtHR. This presents us with
an entirely new legal situation, which alters the
juridical relation between the state employing
armed forces and civilians in the field.

A new authority has been installed in the
relationship between states’ military forces
and civilians, one which applies applied to
drones as a weapons system. Suddenly it is no
longer the national European military justice
systems that determine which international

laws apply or whetherinternational duties have
been fulfilled, but the Court in Strasbourg.

The duty under ECHR to investigate
civilian casualtiesaddsaprocedural dimension
to the question of drone technology and
international law. One could argue that drone
technology provides much betterinvestigatory
data than ground operations since every step
of a drone attack is recorded and stored. On
the other hand, drone technology without
ground support leaves few options for post-
operation investigations. Further, verifying
the combatant status of casualties is mostly
impossible.

In the field of international humanitarian
law, the question of investigative duties is
only weakly codified, and relies first of all on
the assessment of the commander. To get a
sense of what civilians may then require from
European military forces deploying drone
technology when it comes to investigating
civilian casualties, we could look at the
ECtHR practice with regard to Article 2 (the
right to life). In case of McKerr vs. UK, which
concerned the duty to investigate of the police,
the Court found that there should be some
form of effective official investigation when
individuals have been killed as a result of the
use of force.”*” Furthermore, the Court held
that contracting states must take ... whatever
reasonable steps they can to secure the
evidence concerning the incident, including,
inter alia, eyewitness testimony, forensic
evidence and, where appropriate, an autopsy
which provides a complete and accurate
record of injury and an objective analysis
of clinical findings, including the cause of
death,”! as well as protect the independence
of the investigation. Importantly, the Court
noted, “There may be cases where the facts
surrounding a deprivation of life are clear and
undisputed and the subsequent inquisitorial
examination may legitimately be reduced
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to a minimum formality. But equally, there
may be other cases, where a victim dies in
circumstances which are unclear, in which
event the lack of any effective procedure to
investigate the cause of the deprivation of life
could by itself raise an issue under Article 2
of the Convention.”* The question, however,
remains whether the ECtHR will accept the
use of a weapon system which rules out the
possibility of post-action investigations in
low intensity conflicts. Notwithstanding, the
answer to the question lies with the Court in
Strasburg, and not with the national military
commander.”

4. THE PRINCIPLE OF
PRECAUTION

This section places our extended concept
of drone technology in the context of the
precautionary principle in International
Humanitarian Law. The obligation to take due
careinattack has been affirmed by belligerents
for a long time. According to Article XXVII
of the 1899 Hague Convention, “In sieges
and bombardments all necessary steps
should be taken to spare as far as possible
edifices devoted to religion, art, science, and
charity, hospitals, and places where the sick
and wounded are collected, provided they
are not used at the same time for military
purposes.” Article 2(3) of the 1907 Hague
Convention (IX) set up that the commander
of a naval force, “shall take all due measures
in order that the town may suffer as little
harm as possible.” Furthermore, that “If for
military reasons immediate action [against
naval or military objects located within an
undefended town or port] is necessary, and
no delay can be allowed the enemy, ... [the
commander of a naval force] shall take all

due measures in order that the town may
suffer as little harm as possible.” However,
the principle of precaution was not codified
as a clear international law principle before
the 1977 Additional Protocol I to the Geneva
Conventions, Article 57, which reads:

1. In the conduct of military operations,
constant care shall be taken to spare the
civilian population, civilians and civilian
objects.

2. With respect to attacks, the following
precautions shall be taken:

(a) those who plan or decide upon an attack
shall:

(i) doeverything feasible toverify thatthe
objectives to be attacked are neither
civilians nor civilian objects and are
not subject to special protection but
are military objectives within the
meaning of paragraph 2 of Article
52 and that it is not prohibited by the
provisions of this Protocol to attack
them;

(i) take all feasible precautions in the
choice of means and methods of
attack with a view to avoiding, and in
any event to minimizing, incidental
loss of civilian life, injury to civilians
and damage to civilian objects;

(iii) refrain from deciding to launch any
attack which may be expected to
cause incidental loss of civilian life,
injury to civilians, damage to civilian
objects, or a combination thereof,
which would be excessive in relation
to the concrete and direct military
advantage anticipated;

(b) an attack shall be cancelled or suspended
if it becomes apparent that the objective
is not a military one or is subject to
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special protection or that the attack may
be expected to cause incidental loss of
civilian life, injury to civilians, damage to
civilian objects, or a combination thereof,
which would be excessive in relation to
the concrete and direct military advantage
anticipated;

(o) effective advance warning shall be given
of attacks which may affect the civilian
population, unless circumstances do not
permit.

3. When a choice is possible between several
military objectives for obtaining a similar
military advantage, the objective to be
selected shall be that the attack on which
may be expected to cause the least danger
to civilian lives and to civilian objects.

4. In the conduct of military operations at
sea or in the air, each Party to the conflict
shall, in conformity with its rights and
duties under the rules of international
law applicable in armed conflict, take all
reasonable precautions to avoid losses
of civilian lives and damage to civilian
objects.

5. No provision of this Article may be
construed as authorizing any attacks
against the civilian population, civilians
or civilian objects.

It is generally agreed that Article 57
did not constitute a new rule but rather
codified customary law.** Today, it forms
a most critical component in international
humanitarian law and 1is reflected in
the military manuals of most states.”
The provision applies to the immediate
situation of a military attack, and not so
much to the possible long-term effects
of attacks on health, the economy or the
environment.*® The principles enshrined
in Article 57 become relevant the moment

a military objective is chosen as a
proportionate target. It is linked to both
the principle of proportionality — as the
formulation “everything feasible” places
precaution between military necessity and
humanitarian obligations — as well as to
the principle of distinction by obligating
attackers to do everything feasible to verify
the target. Due precaution may build on
years of intelligence or on a sound, split-
second judgment.

Scholars have argued that in an armed
conflict scenario the principle of precaution
is more than often unworkable. Warning
civilians may be impracticable since it reveals
tactics, and pre-operational data collection
may be impossible due to urgency and security
issues. However, even if it may be hard to
satisty completely the principle of precaution
as reflected in Article 57, it still constitutes a
most crucial standard governing the conduct
of armed force. It is clear that the principle
also applies when drones are engaged for
armed attacks.

The principle of precaution has been treated
in a number of scholatly contexts,* but here it
suffices to note how the obligation to gather
and assess information on potential targets
stands as the main obligation of the principle
as formulated in Article 57: not before all
feasible information has been collated may
proper precaution be said to have been taken.
If commanders are uncertain about the exact
status of the target, they are obliged to exhaust
available means for verifying the target. This
implies that ““... a bombing raid that is carried
out on the basis of mere suspicion as to the
military nature of the target amounts zpso facto
to a violation of the principle of distinction”
— even if the attack produces no damage at
all.*® One of the enduring critiques of drone-
launched signature strikes is based exactly on
this norm.
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4.1 Drones and the principle of
precaution

How does our extended concept of drone
technology affect the application of the
principle of precaution? Like most IHL
principles, the meaning of “all feasible
precaution” in Article 57 is contextual.
The primary variables of Article 57 may be
identified as “... the time necessary to gather
and process the additional information,
the extent to which it would clarify any
uncertainty, competing demands on the ISR
[intelligence, surveillance, reconnaissance]
system in question, and risk to it and its
operators.” In this regard, drone technology
removes a number of classical dilemmas
related to precaution, namely 1) precautionary
measures vs. strategy considerations, i.e.
the time to gather and process additional
information; 2) precautionary measures vs.
personnel considerations, i.e. the risk to the
soldiers and the operators of weapon systems;
3) the precautionary measures vs. materiel
considerations, i.e. the risk to the weapon
systems. Another important variable is the
question of whether additional information
would add anything at all to the assessment
of a given situation. Here, this aspect may be
resolved by simply limiting our discussion
to situations where additional information
potentially could make a difference.

4.2 Strategy considerations
impacting on ‘“all feasible
precaution”

Regarding #rgency, here defined as a military
situation in which “all feasible precaution”
demands less pre-operational information
gathering, we may notice how signature
strikes and targeted killings more often than
not are carried out in the absence of actual
fighting, and mostly rely on careful targeting

considerations. Hours, days or weeks of
surveillance may lie ahead of the attack.
This leaves plenty of time for considering
and taking precautionary steps. It has been
argued that there is “strong evidence that
UAVs are better, not worse, at noncombatant
discrimination.””" Thatmay or may notbe true;
statistics indicate the latter.”! The argument
here is that in a strategic landscape void of
the kind of urgency we have traditionally
connected with armed conflict, such as hectic
combat situations or the sudden necessity
of protecting strongholds, the ‘feasibility’
parameter of balancing between urgency and
precaution changes. In situations of targeted
killings and signature killings, urgency does
not stem from battle distress. It springs
solely from the risk of missing the chance
of killing a suspected or confirmed target.
Still, the principle of precaution applies.
The question drone technology presents us
with is what “all feasibility of precaution”
may mean in a situation devoid of the kind
of military urgency the principle originally
aimed at? Furthermore, the availability
of drone technology obviously attaches
new precautionary obligations to many
other weapon systems. The relatively swift
deployment time of drones may, in many
situations, require militaries to deploy drones
in advance of bombing or shelling.

4.3 Personnel considerations
impacting on “all feasible
precaution”

The same fundamental change in the
balancing of precaution versus necessity
follows from the fact that the use of drone
technology removes the risk for pilots and
intelligence, surveillance, and reconnaissance
staff. It is lawful to balance the protection of
own military personnel against the risk of
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harming civilians or civilian infrastructure.

While “Rules of engagement designed to

protect civilians tend to place soldiers at

greater risk; ... and rules that stress force

protection usually come at the expense of
«

civilians” this duty to reduce harm

to enemy civilians does not entail
an obligation to assume personal life-
threatening risks.””* The risk connected with
sending reconnaissance divisions into hostile
environments therefore has a direct bearing
on the scope of “feasible” precautions. Moral
arguments have been made for and against
weighting troop protection higher than
civilian lives, but the arguments all build on
the dilemma of weighing troop protection
against the scope of feasible precaution.”
Drone technology, however, removes this
dilemma since no human lives are put
in danger on the side of the drone flying
state. Apart from the urgency of military
necessity to prevent targets from escaping,
the only balancing of “feasible” precautions
we see in the context of drone technology
is a balancing of the cost of conducting
investigations and deploying sufficient
technology and the risk of harming civilians.
Today we can get incredibly close without
risking any personnel and in an extremely
stealthy manner, without even requiring the

sacrifice of any strategic advantage.

4.4 Materiel considerations
impacting on “all feasible
precaution”

The dilemma of balancing feasible precaution
against the protection of military material
may typically surface in a situation where
precautionary measures mustbe compromised
in order to save military equipment from
being destroyed or falling into enemy hands.
In the context of airpower, the dilemma has

traditionally been closely joined to personnel
considerations. Flying jets within the range
of surface-to-air missiles endangers the
lives of the pilots and at the same time risks
the material loss of extremely expensive
equipment. Drone technology unyokes the
personnel and materiel dilemmas, and since
the personnel dilemma has ceased, only
the material dilemma remains. The risk of
losing civilian lives is inherently difficult to
balance against risk of losing war equipment.
Nevertheless, the difference between a
US$400 million F22 Raptor fighter jet and
the US$40 million Predator drone, or the
US$100,000 ScanFagle,** is considerable
and should make a difference to such
calculations.

4.5 Drone technology and the
precautionary principle
Theobligationtotakeall “feasible precautions”
depends on what “feasible” is balanced
against. In this regard, drone technology
recasts conventional dilemmas attached to
Article 57 of Add. Protocol 1 from 1977. Out
of the dilemmas of strategy, personnel and
materiel, only the latter remains. This is a
good example of how it is can be “... hard
to talk about morality when it comes to new
military technology”” because sometimes,
as in this case, new technology, upon closer
inspection, simply modifies conventional
dilemmas.

Then, what could the material content of
“all feasible means” be considered to signifyin
the context of drone technology? How much
surveillance capability must be employed
to satisfy the principle of precaution under
international humanitarian law? Today the
United States military has more than 7,500
drones of different sizes. And if we take a step
into the near future this number will be much
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higher and certainly amplified by all sorts of
new technology including micro drones. If
a state has the capability to fly small drones
through windows and peek into house, could
this become required as a mandatory pre-
operational precautionary measure in the
use of armed force?*® If means are available,
would precaution include flying a micro
drone up in the face of the possible target to
record biometric data? Will it even be legal at
all to target with only a solitary drone, or will
combat drones be required to be convoyed by
a swarm of scout drones? Where should the
line of precaution be drawn?

5. CONCLUSION:

DRONE TECHNOLOGY’S
IMPLICATIONS FOR THE FUTURE
USE OF ARMED FORCE

Looking back on recent armed conflicts
in Libya, Afghanistan, Iraq, Kosovo, and
Kuwait, all of which were fought with cutting-
edge western military technology, we see that
weak intelligence has been the dominant
cause of combat-related collateral damage.
Furthermore, weak intelligence results more
often than not from an understandable
reluctance to send in reconnaissance troops
to collect the necessary information to guide
weapon delivery. The surveillance capability
of drone technology provides an effective
remedy by collecting real-time intelligence.
Combined with other forms of surveillance
technology, we are moving swiftly towards
an era where the “fog of war” has become
history. For the high tech military, armed
conflicts move pixel by pixel towards ultra
high definition and total transparency. This
is not only a question of whether states want
transparency or not. Rather, insofar as proper

technology is available, states are obliged by
international law to move it in that direction.
The critical question of the use of armed
force in the age of drone technology is about
the moral and legal obligations that total
surveillance entails.

Therefore we need to look at drones not
only as a game changer: they are also an
“obligation trigger”. And the critical concept
of drone technology is not remoteness but
proximity. Thelegal situation we are presented
with is not different from the situation of
a satellite-based surveillance platform and
precision weapons located at a distance: it is
not at all different from the obligation to use
binoculars to check out a target before firing
the mortars. What matters are surveillance,
seeing and knowing, and the ability to hit
a target within seconds. Drone technology
represents the avant-garde of intelligence
collection and targeting. Rolled into one, they
simply alter not only the threshold of feasible
precautionary measures but also their very
rationality and they also recast the principle
of precaution in both ground and air force
operations.

In this context we may see a peculiar
interplay between IHIL and human rights
law. In attacks, the principle of precaution
under THL obliges states to deploy extensive
surveillance measures if available. If a state
fulfills these obligations by employing drones,
a situation may be created that implies an
exercise of control and authority that again
may trigger extraterritorial human rights
obligations, at least in the context of ECHR.
The other way around, if a state demonstrates
unwillingness to employ available drone
technology so as to avoid human rights
obligations, that could mean a breach of the
precautionary principle under IHL. And
even though the ECHR applies only to its
member states, it nevertheless enshrines
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moral obligations which have certain broader
applicability.

Now, the last but important conclusion
shall be that the argument made here for
how the currently available drone technology
triggers the principle of precaution applies
not only to drones. Rather, it applies to all
forms of use of armed force. Any argument
in this article is as valid for other means of
armed force as it is for drone-based weapons.
If a state possesses drone technology, and
if the deployment of this technology may
potentially reduce unnecessary harm from
armed attacks, the state is obliged to employ
the technology. In this manner, drone
technology triggers precautionary obligation
across all weapons systems.
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