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PREFACE

Trust is an essential element in the acceptance of Internet-based services for transactions, whether
that be in trade and commerce or with government agencies. In recent years, this trust has been
undermined by a number of revelations that tended to decrease the general public’s belief in
electronic transactions. Internet services once trusted almost implicitly have been compromised. In
addition, political statements are on record calling for a reduction of privacy in the Internet to more
effectively fight criminal and terrorist activities. “Key escrow” and “government backdoors” are
just two examples of these demands.

The Internet certainly has become part of a country’s key infrastructure; however, it also creates a
public sphere for transparency, democratic deliberation and decision making. It is therefore an
essential element in the effort for good governance. In recent years, it has also become the means to
interconnect devices creating new security and privacy challenges.

Due to the nature of the Internet, these questions can only be treated on a European level; does this
mean to “Europeanise” the Internet? And if so, what would this involve and require? This
conference and proceedings volume aims at providing new insight into the possible directions of
ICT usage in the public sector with a particular view on fostering and promoting a common
European identity.

The organizers of the conference are the Andrassy University Budapest, the Austrian Computer
Society, the Institute for State Organization and Administrative Reform in the Austrian Federal
Chancellery, the Austrian Institute for European Law and Policy, the National University of Public
Service Budapest, the GoForeSight Institute in Ljubljana and the University of Public
Administration and Finance Ludwigsburg. The editors who are representing these institutions are
most grateful for the support of our partners and sponsors of the conference and of this volume,
especially the Austrian Federal Chancellery, the Konrad Adenauer Foundation, the Baden-
Wiirttemberg Stiftung and the Austrian Cultural Forum Budapest.

The volume is dedicated to Prof. Johannes Pichler, head of the Institute of Development of
European Law at the University of Graz and the Austrian Institute for European Law and Policy,
Salzburg, on the occasion of receiving his emeritus status. Johannes Pichler has been at the
forefront of European legal policy for many years. He has been a pro-active pioneer for each of the
instruments of participatory democracy in the Union Treaty, from the ECI to the Civil Dialogues,
including Multilevel Governance. Far from being “emeritus”, Johannes Pichler is currently working
on the implementation of the horizontal dialogue incorporated in Art 11 TEU.

The Editors
Budapest, Vienna, Ljubljana and Ludwigsburg, April, 2015
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EMPIRICAL ANALYSIS OF INFORMATION SECURITY
AWARENESS IN THE BUSINESS AND PUBLIC SECTORS
OF HUNGARY

Andras Nemeslaki!, Péter Sasvari?

Abstract

Based on an empirical study of 300 employees in the public and business sectors of Hungary we
found that the level of information security awareness can be considered good at corporations in
the business sector, and at public institutions and state-owned organizations in the public sector.
Employees need further training in this area mainly at medium-sized enterprises (employing less
than 250 people), at for-profit local government organizations and at nearly a quarter of the local
governments. Due to the low level of information security awareness, some parts of the micro and
small-sized enterprises are in need of immediate changes in terms of organizational operations. The
deficient knowledge of employees about information security gives room for grave concern at
several local government organizations. Our sample also indicated that people with higher level of
digital literacy show a higher level of information security awareness both in the business and the
public sector.

1. Introduction

Security is a major concern for organizations which are present in the cyberspace. Many customers
are hesitant to provide their personal information on the Internet due to the lack of privacy [10], and
trust [13]. From an organization’s perspective, lack of security knowledge and awareness on the
part of employees is also a major problem. Numerous security risks such as viruses, worms, denial-
of-service attacks, stolen passwords, human errors, behavioral misconduct, and authority violations
are the result of a lack of security awareness. These risks are detrimental to the operation of any
organization. As such, organizations need to be aware of these risks, dissuade individuals from
committing risky acts, and deploy countermeasures such as deterrence, prevention, detection, and
recovery.

Although many organizations have deployed hardware and software-based protections such as
firewalls, proxy servers, anti-virus software, and password management, incorporating these
technology-based solutions has not significantly decreased the security risks to organizations. In
fact, risks and attacks are evolving to elude many current technology-based protections [3].
According to the 2005 Computer Crime and Security Survey conducted jointly by the Computer
Security Institute and the Federal Bureau of Investigation, virus infection is still the most common
security risk (73%). Insider abuse is now the second most common security risk (47%), more
common than denial of service attacks (32%) [8]. Today’s security problems are primarily due to
the inadequate security awareness of users, which can be mitigated without the need for
sophisticated security technologies, it seems like that human factor in security is equal, if not, more
important than technology [6]. It is no use installing the most sophisticated safety devices to our
information systems, protecting our corporate data with passwords and other tools of access
protection if our users or our employees cannot or do not want to behave responsibly when using

! National University of Public Service nemeslaki.andras@uni-nke.hu
? National University of Public Service sasvari.peter@uni-nke.hu
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these systems. The above statement is especially true for small and medium-sized enterprises, as
central regulation of security which is systematically used by larger corporations is less typical of
them [14].

Derived from these problems, and building on an empirical study executed in 2014 measuring
information security awareness (ISA) amongst several hundred Hungarian public servants [18], we
designed a research model to compare public and business sectors on ISA. Our research question
was straightforward: What are the main differences in the Hungarian business and public sector
organizations in terms of ISA using the SANS (Security Awareness Survey) [20].

2. The concept of information security awareness (ISA)

According to [2] ISA is defined as an employee’s general knowledge about information security
and his cognizance of the information security policy in the organization [2, page 532.] ISA is
composed of general information security awareness and policy awareness. Since ISA plays such a
pivotal role in lowering information security risks its increase in organizations is essential.

Information security is related to the protection of data, which are stored either in the form of
symbols, writing or by other communication, information technology and other electronic systems
[15]. Information security requirements can be divided into three categories [12]:

a) Physical security is a protection against any threats occurring in the physical space, its major
parts are the protection against natural disasters, mechanical protection, electronic signaling
system, manned security, access control systems, surveillance systems, the power supply,
the protection against radiated and conducted interference, air-conditioning and fire
protection.

b) Logical protection is a form of protection implemented in the electronic information systems
by information technology tools and procedures (programs, protocols).

c) Administrative protection is composed of organizational, regulation and control measures,
supplemented by regular education on protection procedures (in relation to the adequacy of
management systems) [21]. In order to achieve the appropriate level of information security
and maintenance, it is needed to look beyond the physical and logical protection, and we
have to manage the threats caused by the human factor as well. These threats can be traced
back mainly to the lack of necessary knowledge and the low level of the awareness of the
cause and effect relationships related to the information processing activities.

In the Hungarian context information security policies stem from a general Cybersecurity Strategy
[9] and Cybersecurity Legislation [1]. In the public sector organizations” compliance and
motivation should enforce these general policies. There is a conceptual understanding in the
literature that both compliance and motivation of users/employees/civil servants can be achieved by
raising policy awareness, systematic enforcement and regular maintenance of technological and
human procedures [11]. Derived from this logic, our unit of analysis is the user and his/her
information security awareness (ISA), since ISA is a key element of all security policies [2].

In this context, ISA is part of the organizational culture, it is a way of thinking and behavior which
ensures that the employees of the organizations are committed to acknowledge the legitimacy of
security measures, they abide them and they also make them known to others and enforce their
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application. This culture is cultivated by focusing on the barriers preventing deepening ISA such as
lack of computer skills, general security knowledge, limits of organizational budgets, little
comprehension on the different responsibilities [19].

3. The research model of information security awareness

Our research design is based on the SANS model and questionnaire which was created by
information security experts in the US in 2012 [20]. The questionnaire is aimed at measuring
everyday user habits, assessing them by giving scores ranging from 1 to 5. Based on the aggregated
scores, the respondents are classified into five risk categories:

— It is typical of the employees belonging to the first category that they are aware of the
security principles as well as the dangers, they are well-educated, their everyday behavior
meets workplace safety rules and guidelines.

— Employees found in the second category participated in some kind of information security
training, they are also aware of the dangers, but do not fully follow the relevant safety
principles and rules.

— Representing the group of average risk, those employees come under the third category,
who are aware of the dangers and know that they should keep some basic safety principles
but they are in need of further education on the subject. They do not recognize IT incidents
and do not know what to do in such cases.

— The employees included in the fourth category are neither aware of the dangers and safety
principles, nor of the security regulations in their organization.

— Finally, employees belonging to the fifth category are not aware of the dangers and do not
comply with the security regulations, either.

In order to obtain a more detailed picture of ISA responses we separated the construct along three
major dimensions [18]:

— Organizational dimension where the organizational habits and procedures are measured.

— Individual dimension where a general knowledge of the organization and working habits
are measured and analyzed.

— Infrastructural dimension which includes the opinions on the environmental and IT state
of the organization.

The research model for investigating ISA is summarized in Figure 1.
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Organizational dimension

Itincludes

-the ways the management of the organization
controls and regulates the department or person in
charge of information security,

-the fields and issues that are covered by the
regulation,

-the efficiency of employees in charge of
information security.

Information security awareness

Individual dimension

Infrastructural dimension

The employees in charge of operating the
infrastructure

-identify the dangers coming from communication
systems providing the flow of information

-take information security measures.

The employee as an individual

-understands the meaning of definitions,
-recognizes the dangers threatening information
systems,

-gives assistance to preventive measures,
-follows the proper procedure during the
occurrence of information security incidents.

Figure 1 - The structure of the research model

Organizational dimension includes:

the ways the management of the organization controls and regulates the department or
person in charge of information security,

the fields and issues that are covered by the regulation,

the efficiency of employees in charge of information security.

Both external (eg. legislation, standards, policy impacts, market impacts and natural events) and
internal factors (eg. regulations, the direct instructions of management, human resources
management and control) have effects on organizational awareness [12].

Individual dimension measures IT knowledge, skills and abilities of the employees. In the specific
case of information security awareness, it means that the employee:

understands the meaning of the definitions,

gives assistance to preventive measures,

recognizes the dangers threatening the operation of information systems,

follows the proper procedure in case of an information security incident.

The information infrastructure is another essential component of the information environment,
which partly includes communication (network) systems, devices and resources providing
information flow between local information environments, on the other hand it is also composed of
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all the organizational tools and other resources which provide basic or value-added (information
security, logistics etc.) services [17]. In view of the above, the infrastructural dimension also
includes the employees in charge of operating the infrastructure who:

— identify the dangers originating from communication systems providing the flow of
information,

— take the necessary information security measures.

Everything can be considered a source of danger or risk that causes a breach in information security
or results in a non-desired change in the function of one or more components of the information
system [16].

4. Methodology and data collection
The core instrument of our data collection method was

— the Security Awareness Survey (SANS) developed and used by Bond, Stephens and
Piscitelli [20]

— and a questionnaire previously used in a query at the National University of Public Service
and further improved by Illéssy, Nemeslaki and Som [18].

The level of digital literacy was measured and assessed by several questions relating to several
areas in the questionnaire. In order to survey the use of network information technology, the
knowledge on mobile network devices, as well as the length of Internet use were questioned.
Hardware skills were determined by questions aiming at the knowledge about storage devices, and
the duration of computer use. The level of software skills was measured by questions about the
knowledge on computer installation and deployment. Finally, general information security
knowledge was assessed by questions relating to computer viruses.

In terms of public organizations our respondents were categorized into 6 categories using the
framework of Gajdushek defining public service in general [7]. According to this, public service, in
its narrowest sense means only administrative offices whereas in its broadest sense it may refer to
all the institutions of the public sector that is the three branches of state power organizations
(legislative, executive and judicial bodies) but, in addition, it can also be extended to the armed
forces, schools, hospitals, social services, public corporations or foundations performing public
functions. To serve its function in the wider sense a public organization can be non-profit, and for-
profit as well. Based on the narrow sense the public sector consist of the central and the local
government organizations.

Responses from business organizations were categorized into 4 groups; micro, small and medium-
sized enterprises and corporations.

The questionnaire was filled out by 316 persons altogether until April, 2014. The number of
employed respondents was 120, while 196 of them were unemployed. Of the 120 employed
respondents, 34 of them represented the business sector (eg. micro, small and medium-sized
enterprises or corporations) and 86 of them were employed in the public sector (eg. public
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institutions, state-owned organizations, local governments, organizations in local government
ownership).

The responses according to the categories in public and business organizations are shown in Figure
2.

Business sector Public sector

14%

34%

44% 17%

7%
7%

21%
M Publicinstitutions

B Microenterprise I Non-profit public organization

15%

Small-sized enterprise m For-profit public organization

i i . M Local government
B Medium-sized enterprise ] o
M Non-profit local government organization

W Corporation For-profit local government organization

Figure 2 - The division of the respondents to the questionnaire on information security awareness

The questionnaire consisted of four parts:

— Demographic questions: in addition to the most important demographic data (eg. gender,
year of birth, education level, income status), the respondents’ IT skills were also
questioned.

— Questions on workplace: if the respondent was employed, the sector and the region of their
workplace were asked about as well.

— Questions on information security awareness were centered around the following issues:
work organization and regulation, everyday use of skills related to information security, the
use of IT tools and data management, general computer usage habits.

5. Analysis of results: the situation of ISA in Hungary in 2014

Looking at the findings in Table 1 we can see that two types of organization - public institutions and
for-profit public organizations - belong only to the safest first and second categories. Similarly
good results are shown by corporations as well as non-profit public organizations in the sample. On
the other hand, it has to be acknowledged that nearly 8% of the respondents from these latter groups
belong to the third category representing average risk.
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Worse rates can be found in the case of medium-sized enterprises employing less than 250 workers,
for-profit local government organizations and local governments themselves. Nearly a quarter of
the employees in these organizations would need further training in information security awareness.
Finally, the last category includes those organizations where none of them gave a response
belonging to the first risk category. Here, non-profit government organizations from the public
sector, and microenterprises and small-sized enterprises employing less than 50 workers can be
found

First Second Third

Record | Ranking Type category | category | category

1 | For-profit public organization

e
coos
Average [ 6| Forprofitlocal governmert orazation | 306 446

7 | Local government

8 | Non-profit local government organization 0% 67% 33%
Low 9 | Small-sized enterprise 0% 100% 0%
10 | Microenterprise 0% 78% 22%

Table 1 - The qualification of ISA in the Hungarian business and public sector

5.1. The organizational dimension of ISA

In Table 2. we show that in the organizational dimension for type of organizations - for-profit
public organizations, corporations, public institutions and non-profit local government
organizations - got into the top two risk categories.

First Second Third Fourth
category | category | category |category
1 For-profit public organization 0%  100% 0% 0%
2 Corporation 15% 85% 0% 0%
3 Public institutions 9% 73% 18% 0%

4| Non-profit local government organization 100%

5 Non-profit public organization 57% 36%

Ranking Type

6 For-profit local government organization 22% \ 39% 26% 13%

7 Medium-sized enterprise | 0% | 67% 33% ()
 g[Smallsizedemeprie | 0% 50%| 50%| 0%

9 Local government | 0% | 50% 43% 7%

10 | Microenterprise 0% 33% 44% 22%
Table 2 - The qualification of ISA in the Hungarian business and public sector (organizational dimension)

100% of the non-profit public organizations, local governments and non-profit local government
organizations reported that they maintain an IT security department. High scores were given by for-
profit public organizations and for-profit local government organizations (83%) as well. The
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highest score in the business sector in terms of IT security function was achieved by corporations
(93%). They were followed by medium-sized enterprises with fewer than 250 employees (80%) and
small-sized enterprises (75%). The lowest rate of 40% was produced by microenterprises having
low level of capital and human resources for security.

It was somewhat unexpected that some of the local governments and for-profit local government
organizations got into the fourth risk category, which can be alarming with respect to information
security.

An illustrative element of the individual factor has been the issue whether there is a regulation on
the use of IT tools or they apply general rules which also include the use of IT tools. On average, a
quarter of those surveyed could not say whether there were such policies in their workplace. This
rate has reached 40% in the case of public institutions and local governments. More than 80% of
microenterprises, nearly two-thirds of the local governments and half of the organizations in local
government ownership reported that they did not apply any regulation relating to information
technology. On the other hand, two-thirds of the corporations and non-profit public organizations
used specific IT regulations and guidelines. This rate was 20% in public institutions and 30% of
them used general regulations including the use of IT tools.

5.2. The individual dimension of ISA

When examining the individual dimension we measured the general IT knowledge of the
respondents. This is largely depending on the practice the employees which they have earned during
their employment. The respondents mentioned an average duration of 12 to 20 years of computer
use. In terms of using the Internet, however, the average duration had been between 8 and 15 years
both in the business and public sector. Focusing on the daily use of computer, we can conclude that
employees working in every surveyed enterprise and institution spend between 5 to 8 hours a day in
front of their computer on average. This result is important, because regardless of the workplace of
our sample respondents’, they have similar practice and experience in terms of IT use.

Scores in the first and second ISA categories exceeded 66% in the case of the medium-sized
enterprises, non-profit public organizations, public institutions, for-profit public organizations as
well as corporations. It is alarming though, that 7-98% of employees working at corporations, for-
profit local government organizations and non-profit public organizations are not aware at high
levels of the threats and safety principles.
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Ranking Type

3 | Public institutions
4 | For-profit public organization

6 \ For-profit local government organization

8 Local government 7% 64% 29% 0% 0%
9 | Small-sized enterprise 0% 50% 50% 0% 0%
10 | Non-profit local government organization 0% 67% 0% 33% 0%

Table 3 - The qualification of information security awareness in the Hungarian business and public sector based
on the individual dimension

In the case of for-profit local government organizations this 9% of the respondents fell into the fifth
category.

All in all, the lowest scores were measured in microenterprises, small-sized enterprises, local
governments and for-profit local government organizations during the examination of information
security as part of the individual dimension.

An interestingly characteristic element in the individual dimension has been the proportion of
employees voluntarily granting their company passwords to other users. Respondents from public
institutions and corporations gave their company passwords to other users in the largest rate (40%).
In contrast, employees working in microenterprises, small and medium-sized enterprises, and non-
profit public organizations were the most reluctant to give their company passwords to others
(10%). A slightly higher rate, 16% was found in the remaining organizations in the sample.

A corresponding question to the previous one was whether the respondent’s boss had ever asked for
their company password or not. Most surprisingly, such a case has already occurred at almost half
of the corporations. A low prevalence of 7% was experienced in the case of local governments and
medium-sized enterprises. The rates were measured between 10 and 17% in the remaining
organizations.

5.3. The infrastructural dimension of ISA

In the infrastructural dimension of ISA public institutions and for-profit public organizations
achieved the best ratings, followed by the medium-sized enterprises which could reach a good rate
of responses falling into the first category (Table. 4.) However, in their case, due to a third of their
employees’ responses falling into the third category means that in these organizations we might
expect more awareness. The same rate was 8% in the case of corporations which was very similar
to the rate measured in non-profit public organizations (7%). A 7% of these latter institutions were
not aware of the basic principles and safety hazards (fourth category).
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Ranking Type

1 | Public institutions

2 ‘ For-profit public organization
3 Medium-sized enterprise

5 \ Non-profit public organization
For-profit local government
organization

I T ) 20 R

| 8 Local government | 29% 50% 21% 0%

9 | Small-sized enterprise 0% 100% 0% 0%
10 Non-profit local government 0% 100% 0% 0%
organization

Table 4 - The qualification of information security awareness in the Hungarian
business and public sector based on the infrastructural dimension

A fifth of the employees in local governments in our sample would also need more training in the
field of ISA.

In the responses given to a number of questions on infrastructural dimension, a lack of knowledge
or the overvaluation of some infrastructural parts have appeared quite frequently. Such a statement
can be, for instance, according to which the information stored in the employee’s computer is of no
value to hackers.

More than a third of the employees working both in the business and private sector were convinced
that their computers were not targeted by hackers. Even higher rates in the business sector than that
were found only in microenterprises (50%) corporations (40%). Every four person working in
small and medium-sized enterprises thought that they were not a target of this type of attacks.

55% of the employees working in local governments believed that the data on their computers were
not interesting to others. Among the studied organizations in the public sector, 90% of the
employees reported that the information on their workstations might be of interest to hackers.

5.4 Digital literacy and ISA

It Figure 3. we compared how the ISA scores of public and business organizations compare when
we group them according to level of digital literacy.

We classified digital literacy into five categories [4]:

— Excellent if users recognize information needs, they have long shown excellence in
managing IT networks, they have reached a high level of hardware and software
management, and finally they are well aware of the dangers and they can also protect against
them.
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— Good if the users almost always recognize their information needs, they use network
communication devices, they are excellent at certain areas of hardware and software
management, and also familiar with the field of information security.

— Average if the users need some help to recognize their information needs, they use network
communication devices with assistance, they suffer from some shortcomings in the area of
hardware and software management, they make occasional mistakes in the area of
information security.

— Bad if the users do not recognize their information needs because of lack of training and
experience, they are not able to use network communication devices sufficiently, they have
great deficiencies in the field of software and hardware management, and they are incapable
of identifying network threats and dangers.

— Very bad if the users have no idea about their information needs, they lack even basic
knowledge on the use of network communication, and they lack any software and hardware
skills.

The natural hypothesis is that the higher digital literacy one has, the more he/she is aware of the
risks of ICT use. Population of responses in the categories of Figure 3. somewhat indicate this
assumption. If we look at for instance the two extreme cases 100% of the lowest digital literacy
respondents fall into the third ISA category, while 75% of the top literacy skilled employees fall
into the best ISA grade. Figure 3. also shows us, that this assumptions requires more thorough
research or methodology, since in the case of business organizations we only see a few hits in the
top ISA score regardless of our measured ICT skills (8% and 7%).

Business sector Risk. Public sector
categorles

First
@ ety
64%
category
Third
o ® - ©

Very bad Bad Average Good Excellent Very bad Bad Average Good Excellent

The digital literacy level of employees

Figure 3 - The connection between global risk categories and the digital literacy of employees
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6. Conclusions

In our exploratory study we intended to compare the conditions of information security awareness
in the business and the public sector.

Generally, in the public sector our sample has shown higher ISA especially in the case of public
institutions and state-owned organizations. The employees working in these organizations reported
awareness of the possible dangers and safety principles, already participated in some information
security training, they seemed to be well informed and follow the relevant safety principles and
rules.

A fairly good level of information security awareness was found in corporations in the business
sector and in non-profit public organizations in the public sector. The employees have already
participated in some information security training, they are aware of the dangers but they need
further education on the subject. A minority of the employees did not seem to notice that their
computer was attacked, a third of them either voluntarily or forcibly gave their company password
to others, and thought that their computers were secured against data theft.

The level of ISA can be regarded average in medium-sized enterprises, local governments, and for-
profit local government organizations. Employees working there are aware of the dangers and know
that some basic safety principles should be met although they are in need of further education on the
subject.

A poor level of information security awareness was measured in microenterprises and small-sized
enterprises in the business sector, and non-profit local government organizations in the public
sector. The employees belonging to this group are partly aware of the dangers and they know in
most cases that certain security principles should be met but they are in need of further education on
the subject. Some of them are neither aware of the dangers and safety principles, nor of the security
regulations in their workplace at all.

In our sample we observed that employees with higher digital literacy in the public sector fell into a
lower risk category than their peers in the business sector. However the relationship of ISA and
digital literacy need further testing.

Finally we need to point out the limitations and further directions of our study. As we aimed
exploration in the area of ISA, the theoretical basis of our constructs need a more elaborate
foundation, and also the refinement of the organizational classification of the public and
government sector. In this study our sample size has been limited skewing toward the public sector
and not providing indications for appropriate representativeness of the populations in the
organizations.

Improvement of these deficiencies indicate future research directions not only for the theoretical
exploration of ISA but importantly to support strategies for policy makers in order to better prepare
employees for working in the new environments of the growing cyberspace.
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